



INFORMAL COMMISSION EXPERT GROUP ON B2B DATA SHARING AND 
CLOUD COMPUTING CONTRACTS
TERMS OF REFERENCE
 
Background
B2B Data Sharing
The digital transition is one of the key objectives of the European Commission. To support companies, especially Small and Medium Enterprises (SMEs), to have an easier access to data and give them the opportunity to build on it to develop their full potential, the Data Strategy aims to ensure fair and clear rules for access and use of data, in full respect of the General Data Protection Regulation (GDPR)[footnoteRef:1], in a single European data space[footnoteRef:2].  [1:  Regulation (EU) 216/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119/1, 4.5.2016.]  [2:  Data Strategy, p. 5.] 

Some sector-specific initiatives acknowledging the importance of balanced contracts to facilitate data sharing, in particular for the SMEs, have already developed principles and recommendations for B2B data sharing in their specific sector. For example, in the technological sector, the Legal Guide on Industrial Data[footnoteRef:3] includes not only key principles and recommendations for B2B data sharing, but also a section with actual model contractual terms on data use that could apply to data sharing agreements in the manufacturing sector. Another example is the Code of Conduct on Agricultural Data Sharing[footnoteRef:4], which includes principles for balanced data sharing contracts, but not actual model contract terms.  [3:  Orgalim legal guide on industrial data | Orgalim]  [4:  EU Code 2018.pdf (fefac.eu)] 

The European Commission has already taken steps to facilitate access to and use of data in B2B domain and developed guidelines for data sharing between businesses[footnoteRef:5]. The Support Centre for data sharing has compiled existing contractual clauses used in data sharing agreements in some sectors (including smart energy, mobility, agriculture, and financial services) and proposed a set of model contract terms[footnoteRef:6].  [5:  SWD(2018) 125 final.]  [6:  Report on collected model contract terms | Support Centre for Data Sharing (eudatasharing.eu)] 

Despite these specific measures, most economic sectors lack any practice or guidance for data sharing, while for data sharing across sectors such guidance is even rarer and little expertise and standardised legal practice exist. Smaller companies may find it difficult to engage in data sharing because they lack resources or expertise to develop and review complex contracts. 
The Proposal for a Regulation on European Data Governance[footnoteRef:7] creates a horizontal governance framework to harmonise some data sharing practices. Among the key features of the common European data spaces is a data governance mechanism comprising a set of legislative, administrative and contractual rules determining the rights to process, access, use and share data in a trustful, fair and transparent manner. In addition, data sharing shall be based on fair, transparent, reasonable, proportionate and/or non-discriminatory terms[footnoteRef:8].  [7:  COM(2020) 767 final]  [8:  SWD (2022) 45 final] 

The Data Strategy envisages to promote B2B data sharing based on contracts, which is taken forward in the Data Act[footnoteRef:9]. The Data Act foresees several measures to support data sharing:  non-binding model contract terms for voluntary data sharing, a contractual unfairness test for business-to-business (B2B) data-sharing contracts and general access rules for horizontal data access rights created in the Data Act and in sectoral legislations.  [9:  COM(2022) 68 final] 

The public consultation on the Data Act also showed that more than half of the stakeholders, including some large companies, were in favour of voluntary model contract terms while underlying the importance of the stakeholders’ involvement in their development[footnoteRef:10]. [10:  European Commission (2021) Public consultation on the Data Act : https://digital-strategy.ec.europa.eu/en/public-consultation-data-act-summary-report 
] 

Considering the above and in order to facilitate data sharing, notably, for start-ups and SMEs, this expert group shall support the development of balanced model contract terms that the companies may use and adapt according to their needs. As these model contract terms will be voluntary, the contractual parties will decide whether and to what extent to integrate them into their contracts. 
Therefore, the members of this expert group have the chance to directly contribute to elaborating a practical tool which, if taken over by the business practice, could shape how data is shared between businesses in Europe and as a consequence boost fair contractual conditions. Moreover, the successful use of such model contact terms by businesses could reduce costs for concluding the contract and its performance and could encourage smaller companies, to explore more confidently the opportunities and the benefits of the data economy.
Cloud computing
Cloud computing is an essential infrastructure needed for running an innovative digital economy and the cloud infrastructure is among the strategic digital capacities and capabilities towards which recovery instalments will be channelled[footnoteRef:11] . Building a European cloud as part of NextGenerationEU is an essential step to successfully achieve Europe’s digital decade.[footnoteRef:12]  [11:  COM(2020) 456 final, p. 8]  [12:  State of the Union Address, p. 13] 

Businesses need access to the cloud, especially if their business models depend on artificial intelligence or other data-intensive technologies. However, cloud uptake in Europe could be improved, especially among start-ups and SMEs. The latest data show integration of the cloud by enterprises is 42%[footnoteRef:13]. One of the factors that discourages cloud adoption is the economic detriment that SMEs suffer from unfair and unbalanced contract terms[footnoteRef:14].   [13: EUROSTAT  (December 2021), see here: https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Cloud_computing_-_statistics_on_the_use_by_enterprises]  [14:  https://ec.europa.eu/info/publications/study-economic-detriment-small-and-medium-sized-enterprises-arising-unfair-and-unbalanced-cloud-computing-contracts_en] 

The Data Strategy underlines the importance of competitive, secure and fair European cloud services. It acknowledges that contract-related problems such as unfair contract terms cause economic detriment to micro-enterprises and SMEs.[footnoteRef:15] In this regard, the strategy foresees a ‘Cloud Rulebook’ – a coherent framework around the different applicable rules for cloud services (Q2 2022) – and the set-up of a European Cloud Services Marketplace (Q4 2022), where cloud service providers can offer their services as long as they comply with the requirements compiled in the EU Cloud Rulebook.  [15:  Data Stategy, p. 9.] 

Fairness in cloud computing contracts can also be promoted by standard contractual clauses[footnoteRef:16] which could be included in the ‘Cloud Rulebook’, therefore becoming an entry requirement for the Cloud Services Marketplace(s).  [16:  Standard contractual clauses are to be taken as such, hence their suitability for the cloud context, whereas the model contract terms could be customised for different sectoral needs, hence their suitability for the B2B data sharing. Furthermore, the term “standard contractual clauses” is consistent with the terminology already used e.g. for financial services, data protection, etc.] 

Fair contractual terms guarantee that no unbalanced conditions will be imposed on any party. They are, therefore, essential to stimulate cloud uptake by raising trust and  can improve the negotiating position of cloud users during contractual negotiations with hyperscale providers and facilitate compliance with legislation (for instance, related to cyber security). Such clauses can be a practical tool to implement sector-specific requirements in cloud contracts. Work on sector-specific standard contractual clauses for cloud contracts has already started in the European Commission. In addition to this, the development of a set of generally applicable standard contractual clauses would be necessary. 
Every discussion about data[footnoteRef:17] must take into account the heterogeneity of data and the different legal regimes that apply besides contract law, e.g. competition law and the GDPR. The compliance with the applicable legal framework and where personal data are concerned with the GDPR must be respected. [17:  The discussion was launched by the Communication Building a European Data Economy” COM (2017) 9 final and the accompanying SWD on the free flow of data and emerging issues of the European Data Economy SWD(2017) 2 final.] 

Subject matter
The expert group on B2B data sharing and cloud computing contracts (‘the expert group’) is set up.
Tasks
The expert group shall assist the Commission by:
1. analysing existing B2B data sharing models and practices, identifying problems and commonalities and recommending to the Commission a general horizontal set of balanced model contract terms for B2B data sharing that could be applicable for sharing data across sectors, including for data generated by machines and the use of products and related services; 
2. analysing data sharing practices in some sectors where there is a need for model contract terms and recommending to the Commission model contract terms tailored for these sectors;    
3. analysing existing practices for cloud contract terms and recommending to the Commission  a general set of standard contractual clauses for cloud contracts.
4. issuing recommendations/suggestions to the Commission on other subjects related to fair contractual relations in B2B data sharing as follow-up to the Data Act and Cloud Marketplace, following a proposal by the Commission services. 
Model Contract Terms for B2B data sharing and Standard Contractual Clauses for cloud contracts
To help businesses, especially SMEs, the expert group shall develop a set of balanced contract terms which businesses can use as a model for their B2B data sharing contracts. Existing market practice for data sharing should be used as a starting point for the discussion, also taking into account the work of the Support Centre for Data Sharing[footnoteRef:18] and the rules on B2B data sharing contracts in the Data Act proposal. Inspired by legal and economic research as well as practical experience, the expert group should propose balanced model contract terms which can be used to address horizontal aspects of data sharing contracts. In addition and where necessary, sector-specific model contract terms, taking into account sector-specific needs, could be considered. For the development of the sector-specific model contract terms, if needed, the expert group shall take into account existing practices and guidance for the respective sector.  [18:  The Support Centre for Data Sharing focuses on researching, documenting, and reporting about the data sharing practices, EU legal frameworks, and access and distribution technologies that imply novel models, and legal or technological challenges. For more information see https://eudatasharing.eu.] 

Model contract terms for B2B data sharing involving the providers of core platform services designated as gatekeepers shall be outside the scope of the expert group, to the extent they are already covered by the proposal on the Digital Markets Act[footnoteRef:19].  [19:  EUR-Lex - 52020PC0842 - EN - EUR-Lex (europa.eu)] 

In the process of drafting the model contract terms, the expert group shall  consider how best to reflect the stakeholders needs and how to align them with the business practices/recommendations in the specifed sector. To ensure that the stakeholders’ views/needs are reflected in the model contract terms, the expert group shall have regular exhanges and discussions with relevant stakeholders. For this purpose, the expert Ggroup shall be in contact with Commission stakeholders’ groups where topics relevant for its work and deliverables would be discussed; regular mutual exchanges would be organised.       
While drafting the  model contract terms for B2B data sharing, the expert group shall take into account and reflect the provisions of the Data Act on horizontal general rules for access to data.  The Data Act would make operational the principles on which data sharing should be based: fair, transparent, reasonable, proportionate and/or non-discriminatory terms as modalities under which sector-specific mandatory data access can be exercised. These principles are laid down in the Data Strategy, which has drawn from the existing EU legislation in different areas. 
In their work, the experts should also take into account that in a common European data space the data is made available on a voluntary basis and can be reused for free or against remuneration and that the data sharing and reuse should be based on fair, transparent, reasonable, proportionate and/or non-discriminatory terms.
The expert group shall develop standard contractual clauses for cloud computing contracts which could be used by the Commission to define fair and balanced conditions with regard to cloud contracts. These clauses could be included in the EU Cloud Rulebook and potentially become an entry requirement for the future EU online cloud marketplace. It is essential that the standard contractual clauses cover the contractual aspects that cloud user (associations) flag as most problematic. Examples of such aspects are: (i) auditability of cloud providers and the right to access the provider’s infrastructures for this purpose; (ii) unilateral change of terms and conditions; (iii) sub-outsourcing/chain outsourcing; (iv) exit strategies and portability; (v) security; (vi) termination and (vii) business continuity. 
The Commission is currently exploring whether a legislative intervention to facilitate the switching of cloud providers is necessary. In this light, the expert group may also be asked to focus its work on standard contractual clauses on exit strategies, portability and termination in a separate set of clauses. 
For the development of standard contractual clauses for the cloud computing contracts, the expert group shall take into account existing models/practices as well as the work of other fora in this area; for example, the standard contractual clauses for outsourcing cloud services in the financial sector.
The expert group shall look into relevant studies such as the DG JUST study on model contract terms and fairness control in data sharing and cloud contracts and on data access rights[footnoteRef:20]. The model contract terms /standard contractual clauses must be in full compliance with the GDPR as far as personal data are involved. [20:  JUST/2020/RCON/FW/CIVI/0098] 

The Commission services will organise workshops, webinars or will use other appropriate consultation tools to discuss preliminary findings of the expert group with the relevant stakeholders. The expert group shall take the results of these consultations into account for its further work.
The expert group’s recommendations to the Commission for standard contractual clauses for cloud contracts shall be finalized at the latest 1 year after its first meeting.  
The expert group’s recommendations to the Commission for general and, if needed,  sectoral model contract terms for B2B data sharing shall be finalized at the latest 1 year after its first meeting based on the priorities to be agreed with the relevant Commission services.
Following its work, the expert group, within the time of its existence, may be asked to assist the Commission with expert advice in the discussion on and possible implementation of its recommendations.
Consultation
Beside the above-mentioned tasks, the Commission may consult the expert group on any matter relating to contracts on data sharing and cloud computing services.
Membership
The expert group shall consist of up to 20 members. 
Members shall be individuals appointed in a personal capacity (“type A” Member) with proven and relevant expertise and contractual practice (for example by drafting, negotiating, advising or litigating contracts), possibly at European and/or international level, in legal and/or economic areas related to data sharing and/or cloud computing. Members shall act independently and in the public interest.  
Members who are no longer capable of contributing effectively to the expert group’s deliberations, who, in the opinion of DGs JUST and CNECT, do not comply with the conditions set out in Article 339 of the Treaty on the Functioning of the European Union or who resign, shall no longer be invited to participate in any meetings of the group and may be replaced for the remainder of their term of office.
Selection process
1. The selection of the expert group’s members shall be carried out via a public call for applications, to be published on the Register of Commission expert groups and other similar entities (‘the Register of expert groups’). In addition, the call for applications may be published through other means. The call for applications shall clearly outline the selection criteria, including the required expertise in relation to the work to be performed. The deadline for applications shall be six weeks.
2. Individuals applying to be appointed as members of the group in a personal capacity shall disclose any circumstances that could give rise to a conflict of interest. In particular, they shall submit a declaration of interests (’DOI’) form on the basis of the standard DOI form for expert groups, together with an updated curriculum vitae (CV), as part of their application. Submission of a duly completed DOI form shall be necessary in order to be eligible to be appointed as a member in a personal capacity. The conflict of interest assessment shall be performed in compliance with the Commission’s horizontal rules on expert groups (‘the horizontal rules’)[footnoteRef:21]. [21:  C(2016) 3301.] 

3. Members shall be appointed by a joint decision of the Director-General of DG JUST and the Director-General of DG CNECT from applicants with competence in the areas referred to in point 5 and who have responded to the call for applications.
4. Members shall be appointed for 2 years. They shall remain in office until replaced. Their term of office may be renewed.
5. In order to ensure continuity and the smooth functioning of the expert group, DG JUST and DG CNECT shall establish a reserve list of suitable candidates that may be used to appoint permanent replacements. DG JUST and DG CNECT shall ask applicants for their consent before including their names on the reserve list.
Chair
The expert group shall be co-chaired by representatives of DG JUST and DG CNECT.
Operation
1. The expert group shall act at the request of the Commission services, in compliance with the horizontal rules[footnoteRef:22]. [22:  	See Article 13.1 of the horizontal rules.] 

2. In principle, the expert group should meet for one day every month during the first year of its mandate. Afterwards, the number and frequency of the meetings are expected to decrease. 
3. Meetings of the expert group will be organised as virtual online meetings. Depending on the sanitary situation, some meetings could be organised as physical meetings on Commission premises. The online meetings can be organised in two half days instead of one full day. 
4. DG JUST shall provide secretarial services. Commission officials from other Commission departments with an interest in the proceedings may attend meetings of the group.
5.  In agreement with the Commission services, the expert group may, by simple majority of its members, decide that deliberations shall be public.
6. Minutes on the discussion on each point on the agenda and on the opinions delivered by the group shall be meaningful and complete. Minutes shall be drafted by the secretariat under the responsibility of the Chairs.
7. In principle, the group shall adopt opinions, recommendations or reports. When adopting these documents, the expert group shall do so by consensus. In the event of a vote, the outcome of the vote shall be decided by simple majority of the members. Members who have voted against or abstained shall have the right to have a document summarising the reasons for their position annexed to the opinions, recommendations or reports.
Sub-groups
1. DG JUST and DG CNECT may set up sub-groups for the purpose of examining specific questions. Sub-groups shall operate in compliance with the horizontal rules and shall report to the group. They shall be dissolved as soon as their mandate is fulfilled. 
2. The members of sub-groups that are not members of the main group shall be selected via a public call for applications, in compliance with point 6 and the horizontal rules.
Invited experts
DG JUST and DG CNECT may invite experts with specific expertise with respect to a subject matter on the agenda to take part in the work of the expert group or sub-groups on an ad hoc basis.
Observers
1. Individuals, organisations and public entities other than Member States’ authorities other than permanent members may be granted an observer status, in compliance with the horizontal rules, by direct invitation.
2. Organisations appointed and public entities as observers shall nominate their representatives.
3. Observers and their representatives may be permitted by the Chairs to take part in the discussions of the expert group and sub-groups and provide expertise. However, they shall not have voting rights and shall not participate in the formulation of recommendations or advice of the expert group and sub-groups.
Rules of procedure
On a proposal by and in agreement with the Commission services (DG JUST and DG CNECT), the expert group shall adopt its rules of procedure by simple majority of its members, on the basis of the standard rules of procedure for expert groups and in compliance with the horizontal rules[footnoteRef:23]. Sub-groups shall operate in compliance with the group’s rules of procedure. [23: 	See Article 17 of the horizontal rules.] 

Professional secrecy and handling of classified information
The members of the expert group, as well as invited experts and observers, are subject to the obligation of professional secrecy, which by virtue of the Treaties and the rules implementing them applies to all members of the institutions and their staff, as well as to the Commission's rules on security regarding the protection of Union classified information, laid down in Commission Decisions (EU, Euratom) 2015/443[footnoteRef:24] and 2015/444[footnoteRef:25]. Should they fail to respect these obligations, the Commission may take all appropriate measures. [24:  	Commission Decision (EU, Euratom) 2015/443 of 13 March 2015 on Security in the Commission (OJ L 72, 17.3.2015, p. 41).]  [25:  	Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for protecting EU classified information (OJ L 72, 17.3.2015, p. 53).] 

Transparency
1. The expert group and its sub-groups shall be registered in the Register of expert groups.
2. As concerns the expert group and its sub-groups composition, the following data shall be published on the Register of expert groups:
the name of the members of the expert group;
the name of observers.
3. All relevant documents, including the agendas and the minutes, shall be made available either on the Register of expert groups or via a link from the Register to a dedicated website, where this information can be found. Access to dedicated websites shall not be submitted to user registration or any other restriction. In particular, the agenda and other relevant background documents shall be published in due time ahead of the meeting, followed by timely publication of minutes. Exceptions to publication shall only be possible where it is deemed that disclosure of a document would undermine the protection of a public or private interest as defined in Article 4 of Regulation (EC) N° 1049/2001[footnoteRef:26]. [26:   	These exceptions are intended to protect public security, military affairs, international relations, financial, monetary or economic policy, privacy and integrity of the individual, commercial interests, court proceedings and legal advice, inspections/investigations/audits and the institution's decision-making process.] 

Meeting expenses
1. Participants in the activities of the expert group and sub-groups shall not be remunerated for the services they offer.
2. In case of physical meetings travel and subsistence expenses, incurred by participants in the activities of the expert group and sub-groups shall be reimbursed by the Commission. Reimbursement shall be made in accordance with the provisions in force within the Commission and within the limits of the available appropriations allocated to the Commission departments under the annual procedure for the allocation of resources.

Done in Brussels, 20.01. 2022
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