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EXPLANATORY MEMORANDUM 

1. CONTEXT OF THE DELEGATED ACT 

Regulation (EU) 2023/1114 of 31 May 2023 on markets in crypto-assets and amending 

Regulations (EU) No 1093/2010 and (EU) No 1095/2010 and Directives 2013/36/EU and 

(EU) 2019/1937 (MiCA) was published in the Official Journal of the European Union on 

9 June 2023 and entered into force on 29 June 2023. MiCA starts applying on 30 June 2024 as 

regards Titles III and IV on issuers of asset-referenced tokens (ARTs) and e-money tokens 

(EMTs) respectively, and is fully applicable as of 30 December 2024. 

MiCA regulates issuers of crypto-assets that are not already covered by other financial 

services acts as well as providers of services in relation to such crypto-assets (crypto-asset 

service providers). Its objective is to promote safe and sustainable innovation while 

addressing the risks to consumers, market integrity, financial stability as well as the risks to 

monetary policy transmission and monetary sovereignty arising from this new class of assets. 

Article 92(1) of MiCA requires persons professionally arranging or executing transactions 

(PPAETs) in crypto-assets to have in place effective arrangements, systems and procedures to 

prevent and detect market abuse. Those persons are required to report to the competent 

authority any reasonable suspicion regarding an order or transaction, and other aspects of the 

functioning of the distributed ledger technology, where there might be circumstances 

indicating that market abuse has been committed, is being committed or is likely to be 

committed. 

Pursuant to Article 92(2) of MiCA, the European Securities and Markets Authority (ESMA) 

has been mandated to develop draft regulatory technical standards to further specify three 

related elements: appropriate arrangements, systems and procedures for persons to comply 

with the obligation in Article 92(1), the template to be used by those persons and coordination 

procedures for competent authorities when dealing with cross-border market abuse situations. 

Article 92(2) of MiCA empowers the Commission to supplement MiCA by adopting the 

regulatory technical standards in accordance with Articles 10 to 14 of Regulation (EU) No 

1095/2010. 

This delegated act is to be adopted in accordance with Article 92(2) of MiCA and Article 290 

of the Treaty on the Functioning of the European Union. 

2. CONSULTATIONS PRIOR TO THE ADOPTION OF THE ACT 

ESMA prepared the draft regulatory technical standards and conducted an open public 

consultation between 25 March 2024 and 25 June 2024. ESMA received 29 responses. 

Initially, ESMA proposed to define in the RTS persons professionally arranging or executing 

transactions (PPAETs), referred to in Article 92 of MICA. The feedback received to the 

proposed definition was almost unanimous in supporting the exclusion of miners and 

validators from the scope of Article 92 of MiCA, mainly due to the specificities of how 

transactions are executed on the blockchain, i.e. bundled in a block and added to the 

blockchain, and the evolving role of those actors - which ESMA generally agreed with. 

ESMA ultimately decided against defining PPAETs in the RTS as a positive definition of 

PPAETs would be relatively rigid. It would make potentially needed changes to the notion 

difficult as supervisory experience in these nascent markets builds up. 

Regarding requirements relating to arrangements, systems and procedures that PPAETs have 

to put in place, ESMA received support from most of the responses to the consultation. 
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However, certain stakeholders requested further specification of certain requirements to 

ensure proportionality with regards to small players. ESMA held the view that it is the task of 

each PPAET to determine the comprehensiveness of its own arrangements, systems and 

procedures based on its scale, size, and nature of its own business activities. Still in the 

context of proportionality, ESMA recognized that smaller market participants might have 

limited resources to set-up in-house arrangements, systems, and procedures to prevent and 

detect market abuse. In line with that, the draft RTS allows for the outsourcing of these 

functions in case the economic burden of setting up their own in-house arrangements is 

excessive but also for other specific business reasons. 

Certain stakeholders expressed concerns regarding the capacity of PPAETs to monitor “other 

aspects of the functioning of the distributed ledger technology”, as it may include a wide 

range of activities. ESMA noted that this stems from a requirement in MICA, but clarified 

that the fact that the RTS focuses on trading activities undertaken by PPAETs excludes an 

ongoing monitoring of the functioning of the consensus mechanism as a whole, but rather 

requires the monitoring of only those transactions that reach the PPAET. Because they are 

PPAETs, this logic applies to CASPs operating a trading platform. Responding to the 

concerns of some stakeholders about the scope of on-chain transactions to be monitored by 

PPAETs, ESMA clarified that the regulatory expectation is for PPAETs to monitor on-chain 

activity falling under their business activity but not what is beyond that. 

3. LEGAL ELEMENTS OF THE DELEGATED ACT 

Article 1 provides for the definitions. 

Articles 2 and 3 specify the requirements regarding arrangements, systems and procedures 

established by persons professionally arranging or executing transactions. 

Article 4 lays down the obligation for PPAETs to organise training for the staff involved in 

measures and procedures against market abuse. 

Article 5 provides for the reporting obligation to competent authorities. 

Article 6 specifies the timing of the submission of STORs and their content. 

Articles 7 and 8 set out the coordination procedures between competent authorities for 

detection and sanctioning of market abuse. 

Article 9 lays down the date of entry into force and application of the delegated act. 
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COMMISSION DELEGATED REGULATION (EU) …/... 

of 29.4.2025 

supplementing Regulation (EU) 2023/1114 of the European Parliament and of the 

Council with regard to regulatory technical standards specifying the arrangements, 

systems and procedures to prevent, detect and report market abuse, the templates to be 

used for reporting suspected market abuse, and the coordination procedures between 

the competent authorities for the detection and sanctioning of market abuse in cross-

border market abuse situations  

(Text with EEA relevance) 

THE EUROPEAN COMMISSION, 

Having regard to the Treaty on the Functioning of the European Union, 

Having regard to Regulation (EU) 2023/1114 of the European Parliament and of the Council 

of 31 May 2023 on markets in crypto-assets and amending Regulation (EU) No 1093/2010 

and (EU) No 1095/2010 and Directives 2013/36/EU and (EU) 2019/19371, and in particular 

Article 92 (2), third subparagraph, thereof, 

Whereas: 

(1) Requirements for the arrangements, procedures and systems that persons 

professionally arranging or executing transactions in crypto-assets are to have in place 

for the reporting of orders, transactions and other aspects of the functioning of 

distributed ledger technology (DLT), including the consensus mechanism, where there 

might exist circumstances indicating that market abuse has been committed, is being 

committed or is likely to be committed are necessary. Such requirements are critical 

and should assist in the prevention and detection of market abuse. Those requirements 

should also assist in ensuring that reports concerning reasonable suspicions on orders, 

transactions and other aspects of the functioning of distributed ledger technology 

(STOR) submitted to competent authorities are meaningful, comprehensive, and 

useful. 

(2) To ensure that prevention and detection of market abuse is effective, appropriate 

systems should be in place to monitor orders, transactions and other aspects of 

functioning of the DLT, in accordance with the scale, size and nature of the business 

activity of the person professionally arranging or executing transactions. Such systems 

should provide for human analysis carried out by appropriately trained staff based on 

objective information at the disposal of the reporting entity. The entity should collect 

additional personal data, only to ensure appropriate human analysis. To allow for 

further analysis of potential insider dealing or market manipulation or attempted 

insider dealing or market manipulation, the systems for monitoring market abuse 

should be capable of producing alerts in line with specified parameters. The access to 

such alerts should be recorded to ensure that they are only used for detecting market 

abuse. The whole process is likely to require some level of automation. 

 
1 OJ L 150, 9.6.2023, p. 40. 
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(3) To analyse whether the arrangements, systems and procedures to prevent and detect 

market abuse are appropriate, it is necessary to assess the impact that the person that 

professionally arranges or executes transactions may have on the market. As part of 

that assessment, such persons should assess whether they have a significant or 

dominant position in any crypto-asset market asset segment in which case those 

arrangements, systems and procedures should be proportionate to their position. 

(4) The prevention and detection of market abuse requires an ongoing monitoring of all 

orders and transactions arranged or executed by persons that professionally arrange or 

execute transactions, irrespective of whether those orders and transactions are 

executed on the distributed ledger (‘on-chain’) or outside the distributed ledger (‘off-

chain’), including transfers of crypto assets to or from accounts of clients of the same 

crypto-asset service provider. 

(5) To facilitate and promote a consistent approach and practices across the Union in 

relation to the prevention, detection and sanctioning of market abuse, it is necessary to 

lay down detailed provisions harmonising the content of, the template for and the 

timing of the reporting of suspicious orders and transactions and other aspects of the 

functioning of DLT. 

(6) To share resources, to centrally develop and maintain monitoring systems, and to build 

expertise in the context of monitoring suspicious orders and transactions, persons that 

professionally arrange or execute transactions in crypto-assets should be able to 

delegate the prevention and detection of such orders, transactions and other aspects of 

the functioning of DLT within a group, or to delegate the data analysis and the 

generation of alerts, subject to appropriate conditions. Such delegation should neither 

prevent the competent authorities from assessing at any time, whether the 

arrangements, systems and procedures of the person to whom the functions are 

delegated are effectively in line with the obligation to prevent and detect market abuse. 

The obligation to report and the responsibility to comply with this Regulation and with 

Article 92 of Regulation (EU) No 2023/1114 should remain with the delegating 

person. 

(7) Crypto asset service providers operating a trading platform should have appropriate 

trading rules that contribute to the prevention of market abuse. Those entities should 

also have facilities to replay the order book in order to analyse the trading activity. 

A single and harmonised template for electronically submitting a suspicious 

transaction and order report (“STOR”) should facilitate the efficient sharing of 

information on suspicious orders and transactions between competent authorities in 

cross-border investigations. 

(8) The information fields in such a STOR template, where completed clearly, 

comprehensively, objectively and accurately, should assist the competent authorities to 

promptly assess such suspicious orders and transactions and take the necessary action. 

Such STOR template should therefore enable the persons submitting the STOR to 

provide the information that competent authorities consider relevant about suspicious 

orders, transactions or other aspects of the functioning of the distributed ledger 

technology reported and to explain the reasons for the suspicion. The STOR template 

should also enable the persons submitting the STOR to provide personal data that 

would make it possible to identify the persons involved in the suspicious activity and 

assist the competent authorities in their investigations. Such information should be 

provided at the outset, so that the integrity of the investigation is not compromised by 

the potential necessity for a competent authority to revert during an investigation to 
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the person who submitted the STOR. Any processing of personal data under this 

Regulation should be carried out in compliance with Regulation (EU) 2016/679 of the 

European Parliament and of the Council2 on the protection of natural persons with 

regard to the processing of personal data and on the free movement of such data. The 

data minimisation principle in particular should be complied with where personal data 

are collected to ensure compliance with this Regulation. 

(9) To facilitate the submission of a STOR, the template should allow for the attachment 

of documents and materials that are necessary to support the notification made, 

including in the form of an annex that lists the suspicious orders or transactions and 

detailing their prices and volumes. In addition, the STOR template should allow for 

the reporting of suspicious behaviours connected to the functioning of the DLT. 

(10) Persons professionally arranging or executing transactions in crypto-assets should not 

notify all orders received or transactions conducted that have triggered an internal 

alert. Such a requirement would be inconsistent with the requirement to assess on a 

case-by-case basis whether there are reasonable grounds for suspicion. 

(11) The analysis of orders, transactions or other aspects of the functioning of the DLT 

should factor in not only the internal information of the person professionally 

arranging or executing transactions in crypto-assets, but all the information publicly 

available, including information about transactions embedded in a public ledger 

system. 

(12) The STORs should be submitted to the competent authority without delay once a 

reasonable suspicion about the existence of market abuse has been formed. The 

analysis as to whether a given order or transaction is to be considered suspicious 

should be based on facts, not speculation or presumption and should be carried out as 

quickly as practicably possible. Delaying the submission of a report to incorporate 

further suspicious orders, transactions or other aspects of the functioning of the DLT 

or accumulating several STORs would be irreconcilable with the obligation to act 

without delay, where a reasonable suspicion has already been formed. In any case, 

persons professionally arranging or executing transactions in crypto-assets should 

assess on a case-by-case basis whether several orders, transactions or other aspects of 

the functioning of the DLT could be reported in a single STOR. 

(13) There might be circumstances where a reasonable suspicion of market abuse is formed 

after the suspected activity occurred, due to subsequent events or available 

information. That should not be a reason for not reporting the suspected activity to the 

competent authority. To demonstrate compliance with the reporting requirements in 

those specific circumstances, the person submitting the STOR should be able to justify 

the time discrepancy between the occurrence of the suspected activity and the 

formation of the reasonable suspicion of market abuse having been committed, being 

committed or likely to be committed. 

(14) To assist persons professionally arranging or executing transactions in crypto-assets in 

exercising their judgement when considering subsequent suspicious orders or 

transactions, they should be able to recall and review the analysis of STORs which 

have been submitted, and of those suspicious orders, transactions and behaviours 

 
2 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free movement of 

such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 

1, ELI: http://data.europa.eu/eli/reg/2016/679/oj). 
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connected to the functioning of the DLT which were analysed, but in relation to which 

the competent authority concerned concluded that the grounds for suspicion were not 

reasonable. 

(15) To prevent market abuse to the maximum extent possible, persons professionally 

arranging or executing transactions in crypto-assets should be able to refine their 

surveillance systems and to detect patterns of repeated behaviour, the aggregate of 

which could, considered as a whole, result in a reasonable suspicion of market abuse. 

Those persons should therefore be required to analyse suspicious orders, transactions, 

behaviours and other aspects connected to the functioning of the distributed ledger 

technology which did not lead to a STOR and record such analyses. Such records 

should also assist such persons in evidencing compliance with Article 92 of 

Regulation (EU) 2023/1114 and should facilitate the performance by competent 

authorities of their supervisory, investigatory and enforcement functions under Article 

92 of Regulation (EU) 2023/1114. 

(16) Considering that markets in crypto-assets are inherently cross-border, it is necessary to 

specify coordination procedures between the competent authorities for the detection 

and sanctioning of market abuse in case of cross-border market abuse situations. Such 

coordination procedures should ensure that there are no conflicting investigations or 

enforcement activities. In that context, cross border market abuse situations should 

include cases in which suspicious transactions are carried out in a Member State 

concerning a crypto-asset that is admitted to trading in another Member State and 

cases in which the crypto-asset service provider concerned is operating in more than 

one Member State. 

(17) It is necessary to lay down provisions for the transmission of STORs among 

competent authorities. Such requirements are critical, in the absence of a transaction 

reporting regime, to ensure efficient market supervision and enforcement while 

preventing the transmission of a massive flow of information that would not be useful 

for the receiving authority. 

(18) This Regulation is based on the draft regulatory technical standards submitted by the 

European Securities and Markets Authority to the Commission (‘ESMA’). 

(19) ESMA has conducted open public consultations on the draft regulatory technical 

standards on which this Regulation is based, analysed the potential related costs and 

benefits and requested the advice of the Securities and Markets Stakeholder Group 

established in accordance with Article 37 of Regulation (EU) No 1095/2010 of the 

European Parliament and the Council3, 

(20) The European Data Protection Supervisor was consulted in accordance with 

Article 42(1) of Regulation (EU) 2018/17254 and delivered their opinion on 22 

January 2025. 

 
3 Regulation (EU) No 1095/2010 of the European Parliament and of the Council of 24 November 2010 

establishing a European Supervisory Authority (European Securities and Markets Authority), amending 

Decision No 716/2009/EC and repealing Commission Decision 2009/77/EC (OJ L 331, 15.12.2010, p. 

84). 
4 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the 

protection of natural persons with regard to the processing of personal data by the Union institutions, 

bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 

45/2001 and Decision No 1247/2002/EC (Text with EEA relevance.), (OJ L 295, 21.11.2018, p. 39–

98). 
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HAS ADOPTED THIS REGULATION: 

Article 1 

Definitions  

For the purposes of this Regulation, the following definitions shall apply:  

1. ‘suspicious transaction and order report’ (STOR) means the report on suspicious 

orders or transactions, including any cancellation or modification thereof, and other 

aspects of functioning of the DLT where circumstances might exist indicating that 

market abuse has been committed, is being committed or is likely to be committed. 

2. ‘electronic means’ are means of electronic equipment for the processing (including 

digital compression), storage and transmission of data, employing wires, radio, 

optical technologies, or any other electromagnetic means; 

3. ‘group’ means a group as defined in Article 2, point (11), of Directive 2013/34/EU of 

the European Parliament and of the Council5; 

4. ‘order’ means each and every order, including each and every quote, irrespective of 

whether its purpose is initial submission, modification, update or cancellation of an 

order and irrespective of its type; 

Article 2 

General requirements 

1. Persons professionally arranging or executing transactions in crypto-assets shall 

establish and maintain arrangements, systems and procedures that ensure: 

(a) effective and ongoing monitoring, for the purposes of preventing, detecting and 

identifying orders and transactions where circumstances might exist indicating 

that market abuse has been committed, is being committed or is likely to be 

committed, of all orders received and transmitted, and all transactions in 

crypto-assets executed; 

(b) effective and ongoing monitoring of aspects of the functioning of the DLT, for 

the purposes of detecting and identifying other aspects of the functioning of the 

distributed ledger technology, including the consensus mechanism, where 

circumstances might exist indicating that market abuse has been committed, is 

being committed or is likely to be committed; 

(c) the transmission of STORs to competent authorities in accordance with the 

requirements set out in this Regulation and using the template set out in the 

Annex. 

2. The obligations referred to in paragraph 1 shall apply to orders, transactions and 

other aspects of the functioning of the DLT which might constitute market abuse and 

shall apply irrespective of: 

(a) the capacity in which the order is placed or the transaction is executed; 

 
5 Directive 2013/34/EU of the European Parliament and of the Council of 26 June 2013 on the annual 

financial statements, consolidated financial statements and related reports of certain types of 

undertakings, amending Directive 2006/43/EC of the European Parliament and of the Council and 

repealing Council Directives 78/660/EEC and 83/349/EEC (OJ L 182, 29.6.2013, p. 19). 
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(b) the types of clients concerned; 

(c) whether the orders were placed or transactions executed on or outside a trading 

platform. 

3. Persons professionally arranging or executing transactions in crypto-assets shall 

ensure that the arrangements, systems and procedures referred to in paragraph 1 are: 

(a) appropriate and proportionate in relation to the scale, size and nature of their 

business activity; 

(b) regularly assessed, at least through an annually conducted audit and internal 

review, and updated when necessary; 

(c) clearly documented in writing, including any changes or updates to them, for 

the purposes of compliance with this Regulation, and that the documented 

information is maintained for a period of 5 years. 

4. Persons professionally arranging or executing transactions in crypto-assets shall, 

upon request, provide the competent authority with the information on the 

assessment referred to in paragraph 3, including information on the level of 

automation put in place. 

Article 3 

Prevention, monitoring and detection 

1. The arrangements, systems and procedures referred to in Article 92(1) of Regulation 

(EU) 2023/1114 shall: 

(a) cover the full range of trading activities undertaken by the persons 

professionally arranging or executing transactions in crypto-assets; 

(b) produce alerts indicating activities requiring further analysis to detect potential 

market abuse;  

(c) enable crypto-asset service providers operating a trading platform to:  

(i) analyse, individually and comparatively, each transaction executed, and 

each order placed, modified, cancelled, or rejected in the systems of the 

trading platform;  

(ii) prevent the occurrence of repeated behaviours observed on the same 

trading platform;  

(d) enable persons professionally arranging or executing transactions in crypto-

assets to analyse, individually and comparatively each transaction executed and 

each order placed, modified, cancelled or rejected inside and outside a trading 

platform, irrespective of whether or not the orders and transactions are placed 

and executed by means of the distributed ledger, and aspects of the functioning 

of DLT that could constitute market abuse. 

2. Persons professionally arranging or executing transactions in crypto-assets shall put 

in place and maintain arrangements and procedures that ensure an appropriate level 

of human analysis in the prevention, monitoring, detection and identification of 

transactions, orders and aspects of the functioning of the distributed ledger 

technology that indicate the likelihood or existence of market abuse behaviours. 

Persons professionally arranging or executing transaction in crypto-assets shall 
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collect additional personal data, only for the sole purpose of ensuring appropriate 

level of human analysis.  

3. For the purposes of Article 92(1) of Regulation (EU) 2023/1114, persons 

professionally arranging or executing transactions in crypto-assets shall, to a degree 

which is appropriate for, and proportionate in relation to, the scale, size, and nature 

of their business activity, employ ICT systems. 

The ICT systems referred to in the first subparagraph shall include ICT systems 

capable of deferred automated reading, replaying and analysis of order book data. 

Such systems shall have sufficient capacity to operate in an algorithmic trading 

environment. 

For the purposes of the second subparagraph, algorithmic trading means trading in 

crypto-assets where a computer algorithm automatically determines individual 

parameters of orders, including as to whether to initiate the order, the timing, price or 

quantity of the order, or how to manage the order after its submission, with limited or 

no human intervention, and does not include any system that is only used for the 

purpose of routing orders to one or more trading platform or for the processing of 

orders involving no determination of any trading parameters or for the confirmation 

of orders or the post-trade processing of executed transactions. 

4. Persons professionally arranging or executing transactions in crypto-assets may by 

written agreement outsource to a third party or delegate to a legal person forming 

part of the same group, as defined in Article 2, point (11), of Directive 2013/34/EU 

of the European Parliament and of the Council6, (‘providers’), the functions relating 

to the prevention, monitoring, detection and identification of orders, transactions or 

other aspects of the functioning DLT that could constitute market abuse, including 

analysis of data, including order and transaction data, and the generation of alerts. 

Persons delegating or outsourcing those functions shall remain fully responsible for 

complying with all of their obligations under this Regulation and Article 92 of 

Regulation (EU) No 2023/1114. Where those functions are outsourced to a third 

party, persons outsourcing those functions shall comply with the following 

requirements at all times: 

(a) retain the expertise and resources necessary to:  

(i) evaluate the quality of the services provided and the organisational 

adequacy of the providers;  

(ii) supervise the outsourced services;  

(iii) manage of the risks associated with the outsourcing of those functions on 

an ongoing basis;  

(b) they shall have direct access to all the relevant information about the data 

analysis and the generation of alerts. 

The written agreement referred to in the first subparagraph shall describe the rights 

and obligations of the person delegating or outsourcing the functions and those of the 

 
6 Directive 2013/34/EU of the European Parliament and of the Council of 26 June 2013 on the annual 

financial statements, consolidated financial statements and related reports of certain types of 

undertakings, amending Directive 2006/43/EC of the European Parliament and of the Council and 

repealing Council Directives 78/660/EEC and 83/349/EEC (OJ L 182, 29.6.2013, p. 19, 

ELI: http://data.europa.eu/eli/dir/2013/34/oj). 
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provider. It shall also set out the grounds on the basis of which the person delegating 

or outsourcing the functions can terminate that agreement. 

5. As part of the arrangements, systems and procedures referred to in the first and 

second subparagraphs, persons professionally arranging or executing transactions in 

crypto-assets shall maintain the information documenting the analysis carried out 

with regard to orders, transactions and aspects of the functioning of DLT that could 

constitute market abuse for a period of 5 years. That information shall include the 

analysis made and the reasons for submitting or not submitting a STOR. Persons 

professionally arranging or executing transactions in crypto-assets shall provide that 

information to the competent authority upon request. 

Article 4 

Training 

Persons professionally arranging or executing transactions in crypto-assets shall organise and 

provide effective and comprehensive training to the staff involved in the prevention, 

monitoring, detection and identification of orders, transactions and other aspects of the 

functioning of the DLT that could indicate the existence of market abuse, including the staff 

involved in the processing of orders and transactions or in charge of the functioning of the 

DLT. Such training shall take place on a regular basis and shall be appropriate and 

proportionate to the scale, size and nature of the business. 

Article 5 

Reporting of suspicious orders or transactions 

1. Persons professionally arranging or executing transactions in crypto-assets shall 

establish and maintain effective arrangements, systems and procedures that enable 

them to assess, for the purpose of submitting a STOR, whether with reference to an 

order, a transaction or other aspects of the DLT there might be circumstances 

indicating that market abuse has been committed, is being committed or is likely to 

be committed. Those arrangements, systems and procedures shall include an 

appropriate level of human analysis. 

2. Persons professionally arranging or executing transactions in crypto-assets shall 

report a STOR: 

(a) by using the STOR template set out in the Annex and completing the 

information fields relevant to the reported orders, transactions or other aspects 

of functioning of the DLT in a clear and accurate manner, including any 

supporting documents or attachments; 

(b) using the electronic means specified by that competent authority. 

For the purposes of point (b) of the first subparagraph, the competent authority shall 

specify on its website the electronic means to be used, and shall ensure that those 

electronic means ensure that the completeness, integrity, and confidentiality of the 

information are maintained during the transmission. 

The STOR referred to in the first subparagraph shall be based on facts and analysis, 

considering all the information available to the persons professionally arranging or 

executing transactions in crypto-assets.  

3. Persons professionally arranging or executing transactions in crypto-assets shall 

ensure and maintain the confidentiality of the information laid down in the report on 
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suspicious orders or transactions and ensure that the person in respect of which the 

STOR was submitted and anyone who is not required to know about the submission 

of a STOR by virtue of their function or position within the reporting person is not 

informed of: 

(a) the generation of the alerts referred to in Article 3(1), point (b); 

(b)  the assessment that may lead to the submission of a STOR; 

(c) the fact that the reporting person will complete the STOR without sending 

requests of information to the person in respect of which the STOR may be 

submitted to complete certain fields; 

(d) the submission of a STOR to the competent authority, or the intention to 

submit one. 

Article 6 

Timing of STORs 

1. Persons professionally arranging or executing transactions in crypto-assets shall 

ensure that they have in place effective arrangements, systems and procedures for the 

submission of a STOR without delay, once reasonable suspicion of market abuse is 

formed. 

2. The arrangements, systems and procedures referred to in paragraph 1 shall entail the 

possibility to report STORs in relation to transactions, orders or other aspects of the 

functioning of the DLT which occurred in the past, where suspicion has arisen in the 

light of subsequent events or information. In such cases, persons professionally 

arranging or executing transactions in crypto-assets shall explain in the STOR the 

delay between the suspected breach and the submission of the STOR according to the 

specific circumstances of the case. 

3. Persons professionally arranging or executing transactions in crypto-assets shall 

submit to the competent authority any relevant additional information which they 

become aware of after the STOR has been submitted, and shall provide any 

information or document requested by the competent authority. 

Article 7 

Exchange of reports between competent authorities 

1. Competent authorities shall transmit STORs by using the form of unsolicited 

provision of information set out in Annex IV to Commission Implementing 

Regulation (EU) 2024/25457. 

2. The transmitting competent authority shall attach the STOR to the form referred to in 

paragraph 1, without being required to translate it into the language of the receiving 

competent authority. The transmitting competent authority shall include any 

additional documents provided in the STOR, specifying the legal basis for the 

provision of the information. 

 
7 Commission Implementing Regulation (EU) 2024/2545 of 24 September 2024 laying down implementing 

technical standards for the application of Regulation (EU) 2023/1114 of the European Parliament and of 

the Council with regard to standard forms, templates and procedures for the cooperation and exchange of 

information between competent authorities (OJ L, 2024/2545, 26.11.2024, ELI: 

http://data.europa.eu/eli/reg_impl/2024/2545/oj). 
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Article 8 

Coordination procedures for the detection and sanctioning of cross-border market abuse 

situations 

1. A competent authority that suspects that cross-border market abuse has taken place, 

may have taken place, or may be taking place, shall report the status of its 

preliminary assessment to the other competent authorities concerned without undue 

delay, including, where applicable, to the competent authorities of the trading 

platforms where the crypto-asset is admitted to trading. 

 When informed about cross-border market abuse situations, the receiving competent 

authorities shall, without undue delay, share information about the planning or 

existence of any supervisory activity or measure or, where applicable and where such 

information is available to the receiving competent authority, about an existing 

criminal investigation on the same case;  

2. Competent authorities concerned shall:  

(a) periodically update each other about cross-border market abuse situations;  

(b) inform each other about significant interim developments related to cross-

border market abuse situations; 

(c) coordinate their supervisory and enforcement actions.  

3. A competent authority that has formally initiated an investigation, enforcement 

activity or, where applicable, that is aware of a criminal investigation, shall inform 

the other competent authorities concerned thereof, including, where applicable, the 

competent authorities of the trading platforms where the crypto-asset is admitted to 

trading. The reporting competent authority may inform ESMA;  

4. Competent authorities having initiated or involved in an investigation or enforcement 

activity in the context of cross-border situations may request the coordination of 

ESMA. 

5. For the purposes of this Article, ‘cross-border market abuse situations’ shall mean 

any of the following situations: 

(a) a situation in which more than one competent authority is competent to detect, 

investigate or sanction a potential market abuse case; 

(b) a situation in which cooperation between two or more competent authorities is 

necessary to detect, investigate or sanction a potential market abuse case. 

Article 9 

Entry into force 

This Regulation shall enter into force on the twentieth day following that of its publication in 

the Official Journal of the European Union. 
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This Regulation shall be binding in its entirety and directly applicable in all Member States. 

Done at Brussels, 29.4.2025 

 For the Commission 

 The President 

 Ursula VON DER LEYEN 
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