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1.About the development Database of the National 

Qualifications Framework of the Republic of Uzbekistan 

 

The wide-ranging positive changes taking place in our country have an 

impact on the educational system. Vocational and educational databases play a 

crucial role in transitioning vocational training to qualification education standards 

in the country. In addition, the introduction of modern information systems and 

databases in the public and private enterprises will help to increase the efficiency 

of these enterprises, expand access to advanced specialists, and increase the range 

of services provided to the population and the supply of products. 

The Classifier of Higher Education Directions and Professions approved by 

the Resolution №3 of the Cabinet of Ministers of the Republic of Uzbekistan dated 

January 10, 2015 and The Classifier of Major Positions and Employees developed 

by the Ministry of Labor of the Republic of Uzbekistan and approved by the 

Resolution №164 of the Cabinet of Ministers of the Republic of Uzbekistan dated 

June 19, 2015 also educational standards of several of areas and directions is 

applied. However, due to the fragmentation and disorder of these data, it is not 

easy for a young specialist to graduate from an educational institution to imagine 

their future workplace, to obtain information about the professions and knowledge 

necessary for their activities. 

Within the NURSLING project implemented under the ERASMUS Plus 

Foundation, it is planned to develop a database and its management program, 

which will allow to systematically and effectively use those documents. 



Based on the NURSLING project, the database and its management system 

are designed for employers (heads of enterprises, ministries and other public and 

private enterprises, and manpower departments) and job seekers (institute and 

university graduates and temporary unemployed high school students). 

It can also to bring of domestic labor resources to the international level 

through ensuring compliance of qualification systems within the national labor 

market of the republic to international standards. 

Nowadays, the database plays a important role in maintaining and optimal 

using the necessary information. The fact that the creation of databases is one of 

the most pressing problems of information exchange technology. 

It is well-known that the database is a kind of information-driven and 

processing information model. The database management system is a system that 

generates this database, processes and processes data. 

The purpose of any information system is to process real-world objects. In a 

broad sense, the database is a collection of information about specific objects in a 

particular environment.. 

It is important to note that the creation of the database requires two 

important conditions: 

– First of all, the type of data should not depend on the appearance or the type 

of software that supports them, ie when you import new data into a database 

or change the data type, you do not need to change the programs.  

– Secondly, do not have to create a program to find or search the information 

in the database.  

Therefore, when establishing a database, you must follow certain laws and 

regulations. When creating a database, the user intends to arrange the information 

differently and to quickly select the optional character combination. This can only 

be done in a structured way. 

 



 

Figure 1 

 

Another important point is the database users. Basically, the groups that can 

use the data are formed by the management of secondary special education, the 

management of higher education as well as the labor administration bodies 

(Figure 1). Accordingly, the user of the projected system will have several 

interfaces, among which are job applicants, jobseekers, job designing specialist, 

and job descriptions of specialists in the Ministry of Higher and Secondary 

Specialized Education and Training Centers and inspectors of the Labor Ministry 

(Figure 2). 

 



 

Figure 2 

 

During the design of the database, the most relevant information, the tables 

used, the duplicate data were analyzed. As a result of this analysis, a number of 

areas needed for the database have been identified. The second requirement is to 

identify areas of interest for the users listed above (Figure 3). 

 

 

Figure 3 

Initially the following information is provided through the database: 

• List of employer organizations; 



• List of jobs; 

• Job Requirements; 

• Workplaces and appropriate training trends and degrees; 

• Education standards. 

Later, there will be opportunities to improve the range of services offered. 

As a result of the work done and the existing standards and requirements, 

tables and their fields were examined (Table 1). 

Table 1 

Some tables and key fields required for system performance 

 

Economical directions  Sectors 

 Directions Code   Sectors Code 

 Direction name   Sector name 

 Explanation text   Required knowledge level 

    Sector competence 

     

Knowledge Level    

 Knowledges Code  Competences 

 Knowledge name   Competences Code 

    Required knowledge 

    Required Skills 

Working conditions    

 Working conditions Code    

 Direction  Skills 

 Required knowledge   Skills Code 

 Required Skills   Skills name 

     

 

This will allow the database to be administered as a result of the 

implementation of the management system, and to apply the qualifications 

developed in the process of uninterrupted learning (Figure 4). Also, this system 

helps to regulate the relationships between employers and job seekers and 

continuing training organizations for the development of qualification standards. 

 



 

Figure 4 

 

The developed database and the database management information system 

offer new interfaces. The following information is available through these 

interfaces (Figures 5 to 7): 

• Get acquainted with the requirements of the profession and get acquainted 

with the requirements of national qualification standards; 

• Acquaintance and evaluation of the professional competence and capacity 

building of graduates of higher education institutions; 

• See the link between the professional skills and educational competencies 

necessary to succeed in IT; 

• Requirements for the required degree (Bachelor's, Master's, Doctoral, PhD, 

etc.); 

• Required training requirements for the requested profession, etc. 

 



 

Figure 5 

 

 

Figure 6 



 

Figure 7 

 

The system is based on the Apache Web platform, and the software is 

written in PHP 7 programming language. Larawel has freymvork invitation 

programming technologies. MySQL 7 database management system was used to 

store data. 

So far, these servers have been set up in a set of common servers for access. 

During the trial period, it will be migrated to dedicated servers later on. The 

requirements for servers must comply with the requirements of the software and 

the platforms. 

At the moment, the project has set many tasks for the programmers. In 

particular, we are working on new modules for comparing international 

qualifications. As a result, it may be possible to bring domestic labor resources to 

the international level. 

 

 

 

 

 

 

 

 



2. Database Management System of the NQF SCE of RUz   

 

Main concepts 

 

Identification and authentication can be considered the basis of software and 

hardware security tools, since other services are designed to serve named subjects. 

Identification and authentication is the first line of defense, "passable" to access 

DBMS (database management systems).  

Identification allows a subject (a user, a process acting on behalf of a 

specific user, or another hardware and software component) to call himself (state 

his name). Through authentication, the second party is convinced that the subject 

is really the one for whom he claims to be. The word authentication is sometimes 

used as a synonym for authentication. 

Authentication is one-way (usually the client proves its authenticity to the 

server) and two-way (mutual). An example of one-way authentication is a user 

login procedure. 

In a network environment, when the identification / authentication parties 

are geographically separated, the service in question has two main aspects: 

• what is the authenticator (i.e., used to authenticate the subject); 

• as an organized (and protected) identification data exchange 

identification / authentication. 

An entity can authenticate itself by presenting at least one of the following 

entities: 

• something that he knows (password, personal identification number, 

cryptographic key, etc.); 

• something that he owns (a personal card or other device of a similar 

purpose); 

• something that is part of him (voice, fingerprints, etc., that is, their 

biometric characteristics). 

Modern means of identification / authentication should support the concept 

of single sign-on to the network. Single sign-on to the network is, first of all, a 

requirement of convenience for users. If there are many information services on the 

corporate network that allow for independent access, then multiple identification / 

authentication becomes too burdensome. As part of the implementation of the 

“Electronic Government ” project of the Republic of Uzbekistan , the concept of 

single entry into the information space has been implemented. These are all 

interactive services sold by the government bodies. Currently, the service sector is 



expanding and encompassing the most needed public services for businesses and 

individuals. This approach creates convenience for citizens of our republic. 

Also, do not exclude that the identification service / authentication can be 

subject to accessibility attacks. If the system is configured so that after a certain 

number of unsuccessful attempts, the identification information input device (such 

as, for example, a terminal) is blocked, then the attacker can stop the operation of a 

legal user with just a few keystrokes. 

 

Password Authentication 

 

The main advantage of password authentication is simplicity and 

familiarity. Passwords have long been built into operating systems and other 

services. When used correctly, passwords can provide an acceptable level of 

security for many organizations. However, by their combination of characteristics, 

they should be recognized as the weakest means of authentication. 

To make the password memorable, it is often made simple (the name of a 

friend, the name of a sports team, etc.). However, a simple password is not difficult 

to guess, especially if you know the addiction of the user. The simplest and most 

convenient mechanism is a one-time password system (that is, a password for one 

access session). But this approach complicates the user's work, as it becomes 

necessary to obtain a new password for each connection session. There is another 

option created by the password, the password is created by an automatic robot that 

works according to some mathematical rules (that is, without human intervention). 

This option excludes the creation of simple passwords. Therefore, many 

organizations for password development use such mechanisms. This is one of the 

solutions to the problem of passwords. 

 

One-time passwords 

 

The most famous one-time password program generator is Bellcore's S / 

KEY system. The idea of this system is as follows. Suppose there is a one-way 

function f (that is, a function whose calculation is not possible to calculate the 

inverse in a reasonable time). This feature is known to both the user and the 

authentication server. Suppose, further, there is a secret key K, known only to 

the user. 

At the initial user administration stage, the function f is applied to the key K 

n times, after which the result is stored on the server. After that, the user 

authentication procedure is as follows: 

o the server sends a number (n-1) to the user system; 



o the user applies the f function to the secret key K (n-1) times and sends 

the result over the network to the authentication server; 

o the server applies the f function to the value received from the user and 

compares the result with the previously saved value. In case of 

coincidence, the user's authenticity is considered established, the server 

remembers the new value (sent by the user) and reduces the counter (n) 

by one. 

Actually, the implementation is a bit more complicated (except for the 

counter, the server sends the seed value used by the f function), but for us it is not 

important now. Since the function f is irreversible, intercepting the password, as 

well as gaining access to the authentication server , do not allow to know the secret 

key K and predict the next one-time password. 

S / KEY has the status of an Internet standard (RFC 1938). 

Another approach to strong authentication is to generate a new password after a 

short period of time (for example, every 60 seconds), for which programs or 

special smart cards can be used (from a practical point of view, such passwords can 

be considered one-time). The authentication server must know the password 

generation algorithm and its associated parameters; in addition, the client and 

server clock must be synchronized. 

 

Access control 

 

From a traditional point of view, access control tools allow you to specify 

and control the actions that actors (users and processes) can perform on objects 

(information andother computer resources). This section deals with logical access 

control, which, unlike physical access, is implemented by software. Logical access 

control is the main mechanism of multi-user systems, designed to ensure the 

confidentiality and integrity of objects and, to some extent, their accessibility (by 

prohibiting the maintenance of unauthorized users). 

Consider the formal formulation of the problem in the traditional 

interpretation. There is a set of subjects and a set of objects. The task of logical 

access control is to determine for each “subject-object” pair a set of permissible 

operations (depending, perhaps, on some additional conditions) and to control the 

fulfillment of the established order. 

The subject-objects relationship can be represented as an access matrix, in 

the rows of which subjects are listed, objects in columns, and additional conditions 

are recorded in cells located at the intersection of rows and columns (for example, 



time and place of action) and permitted types of access.. A fragment of the matrix 

may look, for example, like this: 

 

Table 1. Fragment of the access matrix 

 File Program Line connections Relational table 

User 1 orw from the 

system console 

e rw from 8:00 to 18:00 
 

User 2 
   

a 

"o" – denotes permission to transfer access rights to other users, 

"r" – read, 

"w" – write, 

"e" – execute, 

"a" – add information  

The topic of logical access control is one of the most complex in the field of 

information security. The fact is that the very concept of an object (and even more 

so the types of access) changes from service to service. For the operating system, 

objects include files, devices, and processes. For files and devices, rights to read, 

write, execute (for program files), sometimes for deletion and addition, are usually 

considered. A separate right may be the possibility of transferring access rights to 

other subjects (the so-called right of ownership). Processes can be created and 

destroyed. Modern operating systems may support other objects. 

For relational database management systems, an object is a database, a table, 

a view, a stored procedure. For tables, the operations of searching, adding, 

modifying and deleting data are applicable, other objects have other types of 

access. 

The variety of objects and operations applicable to them leads to a 

fundamental decentralization of logical access control. Each service must decide 

for itself whether to allow a particular entity to perform a particular operation. 

Theoretically, this is consistent with the modern object-oriented approach, but in 

practice it leads to significant difficulties. The main problem is that many objects 

can be accessed using different services (it may be necessary to overcome some 

technical difficulties). So, the relational tables can be accessed not only by means 

of the DBMS, but also by directly reading the files or disk partitions supported by 

the operating system (having first understood the storage structure of database 

objects). As a result, when specifying an access matrix, it is necessary to take into 

account not only the principle of privilege distribution for each service, but also the 

existing connections between services (one has to take care of the consistency of 

different parts of the matrix). A similar difficulty arises when exporting / importing 



data, when information on access rights is usually lost (since it does not make 

sense at the new service). Consequently, the exchange of data between different 

services is particularly dangerous from the point of view of access control, and 

when designing and implementing a heterogeneous configuration, care must be 

taken to ensure that subjects have access to objects in a coordinated manner and to 

minimize the number of ways to export/import data. 

When deciding whether to grant access, the following information is usually 

analyzed: 

• subject identifier (user ID, computer network address, etc.). Such identifiers 

are the basis of arbitrary (or discretionary) access control; 

• subject attributes (security label, user group, etc.). Security labels are the 

basis of enforced access control. 

The access matrix, due to its sparseness (most of the cells are empty), is 

unreasonable to store as a two-dimensional array. Usually it is stored in columns, 

that is, for each object a list of "allowed" subjects is maintained, along with their 

rights. List items can be group names and subject templates, which is a great help 

to the administrator. Some problems arise only when deleting a subject, when you 

have to remove his name from all access lists; however, this operation is performed 

infrequently. 

Access lists are extremely flexible. With their help, it is easy to fulfill the 

requirement of granularity of rights up to the user. Through lists, it is easy to add 

rights or explicitly deny access (for example, to punish several members of a user 

group). Of course, lists are the best means of arbitrary access control. 

The vast majority of operating systems and database management systems 

implement just arbitrary access control. The main advantage of arbitrary control is 

flexibility. Generally speaking, for each pair of "subject-object" you can 

independently set access rights (it is especially easy to do this if access control lists 

are used). Unfortunately, the “arbitrary” approach has a number of drawbacks. 

Dispersed access control leads to the fact that many users should be trusted, not 

just system operators or administrators. Because of the absent-mindedness or 

incompetence of an employee who possesses sensitive information, all other users 

can learn this information. Consequently, the arbitrariness of management must be 

supplemented by strict control over the implementation of the chosen security 

policy. 

The second drawback, which appears to be fundamental, is that access rights 

exist separately from the data. Nothing prevents a user who has access to secret 

information from writing it into a file accessible to all or replacing a useful utility 

with its "Trojan" counterpart. Such a “separation” of rights and data significantly 

complicates the implementation of coherent security policies by several systems 



and, most importantly, makes it practically impossible to effectively control 

coherence. 

Returning to the question of the representation of the access matrix, we point 

out that for this you can also use the functional method, when the matrix is not 

stored explicitly, and the contents of the corresponding cells are calculated each 

time. For example, in a forced access control, the security labels of a subject and 

an object are compared. 

A convenient add-on over the means of logical access control is a restrictive 

interface when the user is deprived of the opportunity to attempt to perform 

unauthorized actions, including in the number of objects visible to him only those 

to which he has access. Such an approach is usually implemented within the menu 

system (only valid choices are shown to the user) or through restrictive shells, such 

as restricted shell in Unix OS. 

In conclusion, we emphasize the importance of access control not only at the 

operating system level, but also within other services included in modern 

applications, as well as, as far as possible, at the “junctions” between services. 

Here comes to the fore the existence of a uniform security policy for the 

organization, as well as a qualified and coordinated system administration. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

3. User’s guide for Nursling web-application. 

 

The following instructions will guide you on how to correctly work with application. Most of the 

processes are automated on application, so users could only fill the database with the 

necessary information. 

In order to requirements application has three types of registered user roles: 

a) Administrator 

b) University worker 

c) Employer 

 

All three types have access to several pages on administrative panel of the web-site. To go to 

administrative pages follow the link:  

yourwebsite.com/db-filling 

 

You will see login page like in the image below: 

 
Figure 1 - Login page 

 

If you are not registered on the web site, follow the link “Register a new membership”.  

Pressed the link “Register a new membership” you will be directed to user registration page. 

 

 

  



Registration Form 

Registration form has several fields to be filled. 

 
Figure 2 - Register page 

 

In the registration form, the main choice is the type of user. There are two types for choosing:  

1. University user 

2. Employer 

 

Please note that all fields are required, so make sure you fill out all the fields correctly 

and completely. 

 

Note that it is impossible to create new users with the administrative permissions 

through the website due to security. 

 

Once you register your account contact the administrator of the website in order for getting 

permission for entrance. 

  



Working with permissions 

 

Permission system on the application has one role - allowing or disallowing users to 

add/edit/remove data on the database. Users with admission can go to the administrative pages 

and work with the database, others will simply be redirected to the main site. For this you have 

to go to the administrative page with administrator login and password when you are on the 

login page. 

 

If you deployed website with database included in the application project archive default 

administrator’s credentials will be: 

Login: john@doe.com 

Password: qwerty 

(Contact to system administrator to get information on this) 

 

 
Figure 3 - Administrator’s page 

 

From that place website administrator could control permissions for all users. Application reads 

permission of every user and redirects to appropriate webpage. If user allowed for viewing 

admin panel then he will be redirected into admin panel, otherwise he will see main website 

page. 

 

  

mailto:john@doe.com


Database filling 

 

After you login system will try to look up your account status according to your credentials. 

Application’s logic is decides which type of user you are and redirects you directly to your page. 

Database consists of four instances: 

1. Educations 

2. Professions 

3. Categories 

4. Files 

 

 

Categories Section 

 

Section "Categories" is intended for the formation of sections and categories of the classifier. To 

create and/or edit a catalog of directions, select the Categories section in the left menu. 

The opened window allows you to view a list of entered categories. Each line contains a 

sequence number, a category name, and buttons for editing and deleting an item. 

 

 
Figure 4 - Categories Page 

 

In the category editing window you can create a hierarchical category model. 

To add a new category item, click the green button next to the window name, as a result of 

which the next category addition window opens. In the add category window you need to fill in 

only one field - the name of the category, and the drop-down menu of the Parent category can 

be left unchanged if the category is main. If a subcategory is entered, then in addition to the 

category name, it is necessary to choose a category that is the parent for the entered 

subcategory. 

 



 
Figure 5 – Add Category Page 

 

Profession Section 

 

The section "Professions" is intended for the formation of a catalog of positions and professions 

according to CODP. To create and/or edit a catalog of positions and professions, select the 

section "Professions" in the left menu. 

In the window that opens, you can view a list of entered posts. Each line contains a serial 

number, the name of the profession, as well as buttons for editing and deleting an item. 

 

 
Figure 6 - Professions Page 

 

To add a new profession line in the edit window for the name of professions, you must click the 

green button next to the name and in the window that opens, fill in the field of the name of the 

profession. If the profession entered is associated with a category, then it is necessary to add 

this category in a small orange block. If this profession corresponds to several categories, then 

you can select more than one category with the CTRL key held down. 



 
Figure 7 - the profession creation page 

 

Education Section 

 

The section "Education" is intended for the formation of a catalog of educational areas in 

accordance with KSME. To create and / or edit a catalog of educational areas, select the 

Education section in the left menu. 

In the window that opens, you can view a list of entered areas of education. Each line contains 

a sequence number, the name of the direction, as well as buttons for editing and deleting an 

item. 

 

 
Figure 8 - Educations Page 

 

To add a new line in the window of editing the directions of education, you must click the green 

button next to the name and in the opened window you must fill in the field of the name of the 

direction. 

 



 
Figure 9 - Education Creation Page 

 

Files section 

 

The “Files” section is intended for placing files with a description of one or another area of 

education. To create and / or edit the file list, select the Files section in the left menu. 

In the window that opens, you can view a list of hosted files. Each line contains a sequence 

number, file name, and buttons for editing and deleting an item. 

 

 
Figure 10 - File List View Page 

 



 
Figure 11 - File Save Page 
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