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Foreword 
 

The RRAP Radicalisation Risk Assessment in Prisons Toolset was developed 

during the R2PRIS (Radicalisation Prevention in Prisons) project, which sought to reduce 

radicalisation and extremism inside prisons by enhancing the competences of frontline 

staff (correctional officers, educational staff, and psychologists, social workers) on 

identifying, reporting, interpreting, and responding appropriately to signals of 

radicalisation. The R2PRIS consortium brought together international experts in the field 

of radicalisation and national prison administrations, offering innovative training 

programmes for prison staff on how to recognise and prevent the process of radicalisation 

inside prisons.  

Specifically, the RRAP Toolset follows a multi-level radicalisation prevention 

approach comprising three risk assessment tools, targeting all types of extremism. The 

toolset focuses on signalling risk and vulnerability in the general population rather than 

in charged or convicted terrorist offenders and comprises tools directed at prison 

governors/administrators (Helicopter View), frontline staff (Frontline Behavioural 

Observation Guidelines), and technical staff (Individual Radicalisation Screening). 

It is also part of a Multi-level in-Prison Radicalisation Prevention Certification 

training, a capacity building programme developed  as the result of concerted 

transnational cooperation between academia, private sector research, correctional sector 

representatives and practitioners, that aims both to certify professionals at different 

levels of the prison administration (prison governors, frontline officers and technical 

staff, internal trainers and facilitators) in the use of the tools that will enable them to 

identify risks, and screen and assess inmates that may at risk of becoming 

radicalised, but also to train other colleagues in the use of these tools.  
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RRAP theoretical, methodological and empirical 
background 
 

The lack of scientific studies and papers in the field of radicalisation, in general, 

and prison radicalisation, cannot be attributed to any kind of scientific or social 

disinterest. Instead, we need to look at the methodological problems caused by “the small 

numbers of those in this category, on the one hand, and the vast majority of people in 

comparable circumstances who exhibit a staunch resilience against radicalisation, on the 

other hand” (Skillicorn et al., 2015, p. 239). In fact, terrorism/radicalisation researchers 

face some problems that can really limit the production of explanatory and predictive 

research, like the difficulty to access the central actors involved in the phenomenon and 

the primary motivation of terrorism research, that is largely driven by policy concerns 

(Silke, 2001). The production of new knowledge, essential to advance a research field is 

also problematic in terrorism research. As pointed out in Silke’s (2001) paper, the most 

common methods employed by researchers rely on secondary data and mainly on 

archival records. Only about 20% of research produces substantially new knowledge, 

with the use of both non-systematic and systematic interviews. Moreover, the use of 

statistics, largely popular in social sciences, is neglected considering that more than 70% 

of papers use non-statistical procedure and only one out of 30 published papers use 

inferential statistics. The underuse of statistics is also noticeable when terrorism 

literature is compared with the fields of forensic psychology and criminology (cf. Silke, 

2001, p. 11). 

 

Structured Professional Judgement approach 

The R2PRIS’ RRAP Multi-level in-Prison Radicalisation Prevention follows a 

structured professional judgement (SPJ) approach. This approach to violence risk 

assessment has continuously been a trending topic of discussion amongst the scientific 

community for the past two decades (e.g., Bloom, Webster, Hucker, & De Freitas, 2005; De 

Vogel & De Ruiter, 2006; Douglas, Cox, & Webster, 1999; Douglas, Ogloff, & Hart, 2003; 

Guy, 2008; Guy, Packer, & Warnken, 2012; Hart, Kropp, Laws, Klaver, Logan, & Watt, 2003; 
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Hart & Logan, 2011; Herzog-Evans, 2018; Lawing, Childs, Frick, & Vincent, 2017) towards 

the development of its operationalisation, in order to effectively assess and manage an 

offender’s violence risk. 

Nevertheless, its focus remains unchanged, since a defining feature of an SPJ 

measure is that it comprises guidelines specifically developed to assist evaluators in 

exercising discretion during the process of conducting a violence risk assessment. These 

guidelines are, in fact, checklists that encompass various factors that have been 

empirically associated with an increased risk for violence. The use of these empirically 

derived guidelines – as in an aide-mémoire method – follows a structured, but flexible and 

nonlinear manner (i.e., risk is presumed not to be a simple linear function of the total 

number risk factors presented in a particular case) (Douglas, Cox, & Webster, 1999; Hart, 

2008). This approach considers the “individual manifestation and relevance of each item 

for the particular individual” (Guy, Packer, & Warnken, 2012, p. 271) instead of following 

a simplistic, additive model of risk, where more risk factors represent greater risk. 

According to Guy (2008), guidelines presented within an SPJ framework should 

follow be threefold: 

1. Preventive (functioning as guidance to evaluators in order for them: first, to 

consider both the individual and contextual factors that are believed to increase or 

decrease the risk of violence; and secondly, to identify specific and useful 

interventions for risk management and reduction); 

2. Structured (functioning as explicit recommendation providers to evaluators, 

related to the risk factors’ identification process and combining – and 

communicating – information about the relevance of the factors for the individual 

under assessment, which makes the SPJ approach incompatible with any kind of 

risk judgments that are based solely on one’s personal intuition); 

3. Flexible (assessments are individualised and contextualised, since an SPJ scheme 

contains a variety of factors that are expected to change over time in different ways 

to different individuals). 
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Additionally, an SPJ framework should comprise six different stages (Doyle & 

Logan, 2012), namely: 

i. Gather the maximum amount of information from the maximum reliable sources 

available; 

ii. Consider the presence (and inherent relevance) of risk factors, such as current, 

contextual, historical, or protective; 

iii. Develop a risk formulation containing motivators/drivers, (dis)inhibitors and 

destabilisers, in order for the professional to decide if ‘these’ risks are relevant (or 

not) to determine the individual’s potential to be violent in the future; 

iv. Consider risk scenarios such as repetition, escalation or twists (i.e., formulate 

judgments about risk and protective factors and how such will impact one’s 

potential to violence in the future – hence, connecting SPJ’s risk assessment to risk 

management); 

v. Develop risk management strategies (after analysing the most relevant risk and 

protective factors); 

vi. Summary of judgments (i.e., urgency, other areas of risk, requirement of 

immediate actions, and expected occurrence of the next review). 

 

To complete the evaluation process, the practitioner must weigh the available 

information alongside the specificities inherent to an individual case, basing his/her final 

risk judgment on those considerations and, as a concluding point, categorising an 

individual’s risk of acting violently (i.e., predicting/assessing future behaviour) as low, 

middle or high. 

However, the SPJ approach still has some limitations and ethical dilemmas, but also 

numerous strengths. In fact, various authors have claimed, so far, the superiority of the 

SPJ approach when compared to actuarial or clinical judgments (Davison, 2005; Douglas, 

Ogloff, & Hart, 2003; Doyle & Dolan, 2002). A clear advantage lies on its transferability 

across populations and settings, whilst an inclusion of case-specific factors enables the 

provision of effective prevention and management strategies (Lamont & Brunero, 2009; 

Lewis & Webster, 2004; Muir-Cochrane & Wand, 2005). The basis of any assessment 
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under an SPJ scheme relies on the accumulation of reliable information and a thoughtful 

consideration of empirically validated risk factors, bridging the gap between the actuarial 

(i.e., more scientifically-related) approach and the clinical practice of risk assessment. 

In addition, “SPJ guidelines serve as analytical tools that help evaluators to 

deconstruct their case into relevant risk factors, focusing their attention on a relatively 

small number of bits of information of high potential relevance, and then reconstruct 

these bits of information into a formulation that is grounded in theory and research yet 

practically useful. The process is something of a paradox, in that it is the simplification via 

deconstruction that facilitates the development of a rich and detailed formulation. 

Without some kind of analytical tool to support the exercise of discretion by evaluators, 

the process can be capricious or chaotic” (Cooke, Murray, Amat, & Hart, 2014, p. 83). 

On the other hand, as in the Unstructured Clinical Judgment approach, SPJ makes 

the basic assumption that all evaluators have some basic level of competence or, similarly, 

that they will be able to overcome some inherent limitations to their knowledge by simply 

providing them with a set of guidelines (Hart, Douglas, & Guy, 2016). In addition, the SPJ 

approach also considers the content of evaluative devices as optimal. Therefore, “changes 

in knowledge about risk, as well as changes in society itself, may require revisions to 

evaluative devices” (Hart, Douglas, & Guy, 2016, p. 18), while restricting dynamic 

indicators to (only) twelve months prior to evaluation could be deceiving (Kremer, 

Beintema, & Spreen, 2012). 

Summing up the pros and cons, since the SPJ approach was developed, several 

“studies provide empirical evidence that violence risk assessments completed 

according to the SPJ framework are (…) reliable and valuable” (Guy, 2008, p. 122), 

overcoming the initial deficits presented by both UCJ, UPJ and actuarial approaches, while 

supporting its generalisation across “varied population and contextual parameters” (p. 

122). Therefore, SPJ approaches “are (considered as) the golden standard for risk 

assessments”, since “a practitioner has to value a set of risk indicators of which 

correlations with future criminal behaviours are known from earlier studies” that contain 

both “historical, (….) dynamic and future indicators” (Kremer, Beintema, & Spreen, 2012, 

p. 94-95). 
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Dimensions to effectively assess radicalisation 

Considering the lack of instruments and measures specifically designed to assess 

radicalisation in prisons, the assessment of inmates using adapted instruments that cover 

the identified risk factors can be an interesting option for prison staff. Therefore, the 

present section identifies measures that have been adapted to assess the radicalisation 

risk of inmates. 

Initially, it is important to mention that, according to Horgan (2008), some 

predisposing individual risk factors associated with involvement in terrorism do 

exist, namely: i) emotional vulnerability; ii) identification with the victims; iii) violence as 

an acceptable mean to achieve political/religious goals; iv) sense of reward about joining 

a terrorist organisation; and v) family or kinship relations with terrorists. 

In addition, Monahan (2012) shows the existence of ten putative risk factors for 

terrorism, such as i) age (on average, violent terrorists range from 20 to 29 years old, 

approximately); ii) great preponderance of males (which is particularly relevant in the 

prison context, since the majority of the prison population is male); iii) unmarried or 

married with other terrorist’s family members; iv) mainly well-educated middle-class 

individuals employed in lower status positions; v) without major mental illness, although 

this is a non-consensual topic; vi) many with criminal record linked to petty criminality, 

especially drug-dealing, theft, robberies, the sale of counterfeit goods, loan fraud, and 

burglaries; vii) non-suicidal; viii) non-particularly prone to substance abuse; ix) mainly 

without psychopathic personality; and x) personality factors that are common to 

terrorists (not yet consensually known). 

Also, based ethnographic research (van San, 2015) some vulnerabilities of 

Western converts to Islamic State were identified, namely: i) age (under thirty); ii) 

socio-economic background (lower or middle class); iii) education (low or medium level 

of education); iv) problematic childhood and adolescence (especially girls); v) and alcohol 

and drugs consumption. 

There are several individual and situational/contextual risk factors that 

should be taken into consideration as dimensions for an assessment. Regarding the 

individual risk factors to join a radicalised group, the ones identified are: 
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• Activism and radicalism: One important indicator of the risk of an individual to 

join a radicalised group may be its level of activism and radicalism. These two 

different but related components have been measured considering the work of 

Moskalenko and McCauley (2009), already applied in Spain (Humberto Mendoza 

Trujillo & Moyano, 2016). Activism and radicalism can be distinguished because 

the first encompasses a legal and non-violent political action, whereas the second 

represents an illegal and violent action; 

• Personal sacrifice: The level of sacrifice that an individual is willing to suffer in 

order to support a cause can be an important indicator or radicalisation. Therefore, 

the Self-sacrifice scale (Bélanger et al., 2014) can be and important measure to 

assess the radicalisation level of a person/inmate. Moreover, we can state that the 

willingness to sacrifice the own life is at the end of the radicalisation process, 

where the individual has already been indoctrinated and is fully committed to the 

group or with a cause; 

• Social dominance orientation: The belief that a group (or country, or race, 

among others) is superior to another is a way to legitimate violent and radical 

action. The social dominance orientation captures the desire that an individual has 

for dominance based on group characteristics and inequality.  Therefore, the Social 

Dominance Orientation scale  (Pratto et al., 2006) can represent an interesting 

measure to evaluate the in-group superiority factor; 

• Identify fusion and identification: It represents two related but different 

constructs. Identity fusion occurs when someone is so embedded in the group that 

is willing to sacrifice himself for the group. In a different way, identification is 

related to an alignment with the group’s goals and action. The assessment of both 

constructs can be done with the scale developed by Gómez and colleagues (2011). 

The problem related with extreme identification/identity fusion is well pointed 

out by Loza (2007, p. 150), who stated that “yerrorists tend to submerge their own 

identities into the group, resulting in a kind of  ‘group mind’, ‘group identity’, and 

‘group moral code’ that requires unquestioned obedience to the group”. In fact, the 

said unquestioned obedience can led vulnerable people who join terrorist groups 
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to commit extreme acts of violence and that justifies the inclusion of identity fusion 

and identification as a risk factor; 

• Personal emotional uncertainty: Personal emotional uncertainty represents a 

(subjective) “sense of doubt or instability in self-views, world-views, or the 

interrelation between the two” (Doosje et al., 2013, p. 589) and can be an 

antecedent of a radical belief system. Therefore, it can be useful to use available 

measures to assess the emotional uncertainty (of inmates) like the scale used by 

Doosje and colleagues (2013) and developed by Greco and Roger (2001); 

• Need to belong: The need for belonging, in general (Borum, 2014), or the need to 

belong to an empowering religion/ideology (Sinai, 2014) represents a 

psychological vulnerability than can put individuals at risk of being radicalised. 

Moreover, the need to belong, which is “a need to form and maintain at least a 

minimum quantity of interpersonal relationships” represents an innate and nearly 

universal characteristic (Baumeister & Leary, 1995, p. 499) and thus should be 

present across different situations/life events, cultures, countries and religions. 

Therefore, it is essential to assess the need to belong, considering that the higher 

the need the higher the risk. Leary and colleagues (2013) measure represents a 

valid instrument that can be adapted to evaluate the need to belong; 

• Self-esteem: It can be described as “an individual’s global evaluation of his or her 

overall worth as a person” (Steiger, Allemand, Robins, & Fend, 2014, p. 325). As 

defended by Sinai (2014), individuals with a low self-esteem can be more 

vulnerable to radical messages. The same suggestion, that a low self-esteem 

represents an identifiable trait of terrorists, is made by other scholars (cf. Loza, 

2007). This relationship can be related with the more studied one about self-

esteem and violent behaviour and aggression (Feddes, Mann, & Doosje, 2015). The 

low self-esteem hypothesis is a plausible one, considering current research that 

found that a “curvilinear association between self-esteem and radicalisation; a 

moderate level of self-esteem is associated with resilience to violent radicalisation 

while too high levels of self-esteem (narcissism) can make individuals more 

susceptible to radicalisation” (Feddes et al., 2015, p. 407). Self-esteem, as a classic 
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psychological variable, can be assessed with numerous instruments, of which we 

highlight Rosenberg's (1965) instrument that was adapted in the present 

proposal; 

• Distance to other people and societal disconnection: Distance to other people 

and societal disconnection were found to be determinants of a radical belief 

system. This is in line with other risks like the need to belong because the more 

distanced the person is the more he/she deviates from a basic human need. These 

variables, that represent the individuals’ deviation from the mainstream culture 

and shared norms, can be assessed with Doosje et al´s. (2013) items, that were 

adapted in the present proposal for cultural reasons and considering the targeted 

population. 

 

In sum, the different vulnerabilities that the literature identifies throughout the 

years can be both correct since different individuals have different motivations to join 

radical movements, especially when coming from diverse backgrounds. Acknowledging 

these diverse vulnerabilities is also important because it reflects the complexity of the 

topic. 

Having such fact in consideration, some situational and contextual factors 

should also be considered when assessing one’s risk of committing violent, terrorist-

related acts. According to a study on the determinants of a radical belief system that can 

have an impact on violent intentions, four factors associated with a radical belief system 

were identified, such as i) perceived illegitimacy of authorities; ii) perceived in-group 

superiority; iii) distance to other people; and iv) societal disconnection (Doosje, Loseman, 

A., & van den Bos, 2013). 

Having such factors in consideration, it is now clearly explained why is important 

to perform the analysis of the surrounding (i.e., prison) environment in which the 

potentially vulnerable inmate lives. 

As so, considering the prison context, and even recognising that prisons are not the 

main incubator for radicalisation, it represents a potential breeding ground because of 

the following risks: “(1) recruitment of other prisoners; (2) supporting extremist groups 



  
 

                                                                                                                                 

The European Union programme for education, training, youth and sport 2014-2020 
 

  

Page 13 

from prison; (3) getting support from extremist groups outside prison; (4) preparing for 

violent extremist/ideological inspired illegal acts after release; (5) hostility to other 

groups of prisoners and/or staff; and (6) becoming more radicalised during the prison 

term.” (RANP&P, 2016, p. 1). 

Additionally, these situational and contextual risk factors, also known as 

environmental risk factors, if not effectively addressed can certainly enable/facilitate the 

progression of vulnerability dimensions in individuals within their radicalisation process, 

especially in prison. According to Sinai (2014), these factors are present in phase 2 of his 

model of radicalisation in prison (Figure 1), i) the presence of extremist social networks, 

such as religious-based gangs, that provide both protection, physical and social support 

that vulnerable inmates are seeking; ii) the presence of extremist ideologies; iii) the 

presence of charismatic inmate leaders; iv) the presence of extremist prison chaplains; v) 

the presence of outreach programs by external extremist organisations that distribute 

extremist materials; vi) the presence of terrorist kingpins; and vii) the ‘virtual’ presence 

by terrorist organisations. 

 

Figure 1. Sinai's (2014) seven phased model of radicalisation in prisons. 

 

In fact, Sinai’s (2014) model of radicalisation in prison encompasses a total of 

seven stages, from pre-radicalisation (personal factors – phase 1), to post-attack re-

incarceration (phase 7). Focusing on the earlier stages, namely stage 1, twelve personal 

factors related with inmate history, behaviours and vulnerability were identified, such as 

(1) history of violent behaviour; (2) anti-social attitudes; (3) a combination of personal 

crisis and low self-esteem; (4) a very small proportion of these individuals may suffer 

from mental health disorders; (5) sense of victimisation; (6) feelings of compromised 

identity and alienation; (7) need to belong to empowering religion/ideology; (8) seek to 
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wipe away previous criminal deeds; (9) spiritual seeking; (10) need an external entity to 

blame for their personal problems; (11) political grievances; and (12) need for physical 

protection. 

In phase 2, as we have seen, situational/contextual factors can act as enablers that 

will allow the inmate to proceed to the next stages in the radicalisation process. The 

radicalisation process then proceeds to the self-identification of the individual (phase 3), 

its indoctrination (phase 4) and militancy (phase 5). 

Self-identification (phase 3) represents a stage of radicalisation in which the 

inmate starts to explore extremist political/religious ideologies. In this stage, the inmate 

begins to strongly identify and associate himself with radicalised individuals. Therefore, 

its identity can gravitate away from old identities. 

The next stage, indoctrination (phase 4), represents a consolidation of the self-

identification process. The inmate intensifies his/her extremist beliefs, following 

extremist indoctrinators, being fully embedded in the extreme political/religious 

ideology. 

When the inmate reaches the next stage, militancy (phase 5), he/she already 

accepts his/her duty to actively participate and fight for the cause, thus seeing terrorism 

and violent action as an acceptable mean to achieve political and religious goals. 

Theories of prison adjustment provide other arguments that reinforce the 

condition of inmates as a vulnerable population, recognising the problem of isolation, 

retreat and alienation (Garabedian, 1963; Merton, 1957 cit in Gonçalves, 2002). These 

problems with inmates’ adjustment can generate emotional vulnerability and cannot be 

separated from the need for belonging and the need for meaning and identity. Therefore, 

some inmates can be vulnerable to, or even search for extreme solutions. 

At this time, the individual risk factors that were previously identified (please 

see pages 10-12) can now be aligned with Sinai's (2014) model of prison 

radicalisation, as explained below: 

• Considering the phase 1 (Pre-radicalisation personal factors), the identified 

dimensions of self-esteem, need to belong, emotional uncertainty and activism, can 
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set the ground for radicalisation in prisons, being typical vulnerability factors that 

need to be addressed when looking at this phenomenon.  

• Considering phases 3 (self-identification), 4 (indoctrination), and 5 (militancy), 

they describe a radical belief system, characterised by an entrance in the 

radicalisation realm, although with different intensities, depending on the phase. 

Therefore, the distance and societal disconnection, identity fusion and 

identification; perceived in-group superiority and radicalism; and legitimisation of 

terrorism can represent dimensions of possible self-identification; indoctrination; 

and militancy, respectively.  

Figure 2 illustrates the relationship between some of the phases of Sinai's (2014) 

theoretical model and the assessment strategy for individual vulnerability and 

radicalisation phases. 

 

That being said, the vulnerability of pre-radicalised inmates can find external 

circumstances where the process can proceed. That is the case with environmental risks 

at the prison level. 

It should also be kept in mind that the assessment of radicalisation vulnerability is 

a current challenge in the prison context. Considering the prison environment, a two-step 

Figure 2. Individual radicalisation phases and screening dimensions. 
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approach is recommended by the Radicalisation Awareness Network (RAN P&P, 2016). 

The first step involves the frontline staff and a quick screening of inmates to identify signs 

of radicalisation. Once a certain level of awareness is achieved, inmates must be assessed 

by a specialist (i.e., regular officers working on a special, terrorist-centred unit, or social 

workers, psychologists, among other professionals). 
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Radicalisation Risk Assessment in Prisons – RRAP 
Toolset approach 
 

The Radicalisation Risk Assessment in Prisons toolset (herein RRAP) is an 

assessment process that includes a battery of instruments aiming to provide a broad 

assessment of inmates’ vulnerabilities and risk of radicalisation. It is part of the R2PRIS 

Multi-level in-Prison Radicalisation Prevention approach, which also comprises CIRA1. At 

this point, it is important to clarify that, as a screening tool, the present battery provides 

the basis for further interventions but we will not enter into the interventions’ realm. This 

means that prison systems can adapt future interventions based on the present 

assessment to the specific reality of their prison units, staff and inmates. 

Consisting of three different instruments that assess the perception of three 

diverse audiences (prison governors/administrators, frontline staff2, and technical staff3), 

the RRAP Toolset aims to assist both individuals and prison systems in a thoughtful 

consideration of the factors and necessary steps to provide for thorough, well-considered 

opinions concerning the potential risk of future physical, radical-based violence from a 

known individual. 

However, the applicability of these considerations, in any specific case, may 

depend on the situation, context, (and) discipline of the assessor (e.g., education, 

licensing), as well as the particular circumstances and questions for the evaluation. 

Therefore, the decision produced as an outcome of the assessment is on the total 

responsibility of the assessor, who must collect (more than) sufficient information that 

supports his final decision. 

Indeed, it is key to understand that RRAP battery of assessment tools comprises 

three different levels (Figure 3) for the assessment of the radicalisation risk and 

vulnerability (and, therefore, three different instruments), namely: 

                                                        
1 Critical Incidents Readiness Assessment (CIRA). 
2 E.g., prison guards. 
3 E.g., psychologists, psychiatrists, educators, social workers, criminologists. 
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• Individual level (vulnerable inmates): This first level can be defined as the 

intra-individual level, that is, the one who deals with the assessment of inmates’ 

beliefs, attitudes, behaviours, emotions and cognitions. The main goal of this level 

is the identification of vulnerable inmates; 

• Inter-individual/group level (among inmates): This second level recognises 

the inmate as a social being that interacts with the environment in which he/she 

lives. Recognising the risks associated with contextual/environmental variables, 

this level aims to assess the risk associated with factors present among inmates; 

• Prison and prison environment level (prison service): the Third level, offers a 

macro approach to the assessment of the radicalisation process, and considers the 

potential role of prison service, policies, and environment to the occurrence of 

inmates’ radicalisation.  
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Figure 3. R2PRIS Methodological Framework4 for analysing radicalisation in 

prisons. 

Therefore, this model illustrates the importance of a holistic approach to the 

assessment of radicalisation, as well as a dynamic view of the entire process. In fact, the 

three levels cannot be realistically separated as they interact in order to enhance or 

reduce the identified risks. 

 

HV: Helicopter View 

The Helicopter View is a top-level assessment instrument aiming to support prison 

governors/prison system administrators to reflect and assess the first two situational 

dimensions, which consists in factors related to the prison service and the ones present 

                                                        
4 To access Output 1, please visit http://www.r2pris.org/library.html. 

http://www.r2pris.org/library.html
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among inmates. In sum, it aims to identify the available strategies and action plans in 

place. 

More specifically, in order to prevent radicalisation in prisons, it is important to 

evaluate the extent to which prisons in each country are potential breeding grounds 

for radicalisation. There are at least six important factors pertaining to each prison 

system that have the potential to affect the efforts to prevent radicalisation in prisons, 

namely: i) prison policies regarding the assessment at entrance, the management and the 

placement of violent extremist prisoners; ii) degree of cooperation between prison 

service, police and intelligence services; iii) degree of internal cooperation; iv) prison staff 

ability to recognise and deal with signals of radicalisation; v) degree of over-crowding; 

and vi) the presence of cruel, inhuman and degrading conditions of confinement. 

The presence of one or more factors among inmates can aggravate the weaknesses 

of the prison/prison system. Therefore, prison governors and administrators should 

reflect on the importance and urgency of the following items: 

1) Presence of individuals or groups who have extremist opinions or views; or even 

individuals or groups that actively aim to recruit inmates to this kind of activities 

or networks; 

2) Presence of extremist prison chaplains (or equivalent/similar persons); 

3) “Virtual” presence by terrorist organisations. 

The application of the Helicopter View has – as a pre-requisite – a training /e-

learning course in order to guarantee that the instrument is used in a proper way. Then, 

when the prison administration/prison management decides to start the assessment, it is 

foreseen a preparation stage, in which the management team decides who should be 

part of the self-assessment. During the self-assessment, the prison management team will 

collect data based on the measure and will reflect upon the risk level that is presented at 

the organisational level and the among inmate’s level. After filling in the assessment, the 

risk level needs to be assessed. Then, according to the risk level, different actions need to 

be carried out. If the risk level is low, a report must be made and the team should decide 

the frequency of the assessment, that is, when they will review the prison risk level. On 
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the other hand, if the risk is moderate or high, the team must design an action plan, 

evaluate readiness and implement the plan. 

 

Figure 4. Helicopter View – Assessment flow. 

 

FBOG: Frontline Behavioural Observation Guidelines 

This second instrument is targeted at frontline staff and aims to raise awareness 

regarding significant changes in important domains, namely, physical appearance, 

decoration of cell and personal objects, daily routines, way of relating to other inmates, 

prison staff, relatives and others and speech. It describes examples of behaviours that can 

represent the externalisation of cognitive radicalisation in inmates. This qualitative 

checklist-type of approach was developed through a conjoint effort with prison staff (e.g., 

correctional officers, psychologists, social workers) during R2PRIS’ short-term joint staff 

training events. 

This tool was developed to be used on a daily basis by prison officers, but its 

adoption and contextual development should comprise various professionals. By that, it 

is directed towards trainers and prison service facilitators in workshops or training 

sessions with frontline staff, in which participants are asked to develop “their own” 

behavioural observation guidelines (as inmate’s behaviours may be different from 

country to country, or between different prisons in the same country, according to the 

prison population profile and prison dynamics). 

In order to guarantee the correct use of the FBOG, frontline staff professionals are 

obligated to be enrolled in a training/e-learning course, which will raise their awareness 

of radicalisation and how to report through their daily, direct and frequent contact with 

possibly radicalised inmates. If some significant changes in behaviours are identified, staff 
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need to decide whether these behaviours are suspicious or not. Therefore, if these 

changes put the inmate at risk, staff must document evidence and report. If the collected 

evidence is confirmed by other staff, an Individual Radicalisation Screening must be 

requested. Otherwise, they should keep attentive to inmates’ behavioural changes.  

 

 

Figure 5. Frontline Behavioural Observation Guidelines – Assessment flow. 

 

IRS: Individual Radicalisation Screening 

As the name implies, the IRS is a screening tool targeted at technical staff and 

encompassing previously identified dimensions of inmates’ radicalisation vulnerability, 

such as the need to belong, emotional uncertainty and the perceived in-group superiority, 

amongst others. Comprising dimensions ranging from the pre-radicalisation, self-

identification, indoctrination and militancy phases, it allows the technical staff to assess 

inmates’ vulnerability and radical belief system through a thoughtful, careful appreciation 

of a wide range subset of those dimensions. 

More specifically, dimensions were divided – in the coding and conversion phases 

– into two different subsets. First, four personal dimensions that define a pre-

radicalisation phase, according to Sinai’s (2014) model, are addressed. These dimensions 

are the need to belong, activism, emotional uncertainty and self-esteem, which are 

considered to be at a pre-stage of radicalisation, creating the necessary (but not enough) 

conditions for radicalisation to occur. Therefore, it sets the ground for radicalisation, 

considering that the most vulnerable inmates can proceed to the next phases if the 

environmental conditions are favourable. 
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The second subset of dimensions encompass the distance and societal 

disconnection, identity fusion and identification, radicalism, perceived in-group 

superiority and legitimisation of terrorism. These individual variables relate to a radical 

belief system that is characterised by the self-identification, indoctrination and militancy. 

Therefore, at these different stages, inmates can start to explore extremist ideologies, 

reinforcing their radical beliefs and adopting extremist ideologies, accepting violent 

terrorism as a mean to achieve political and/or religious goals. 

In sum, the IRS addresses 10 different dimensions. Adding up to the nine that we 

have just mentioned, protective items will also be under consideration by the technician 

responsible for the assessment. The dimensions will be assessed through 46 questions by 

the following order: i) need to belong; ii) activism; iii) emotional uncertainty; iv) perceived 

self-esteem; v) legitimisation of terrorism; vi) radicalism; vii) perceived in-group 

superiority; viii) identity fusion and identification; ix) distance and societal disconnection; 

and x) protective items. 

To avoid the misuse of the IRS, technical staff in prisons should receive adequate 

training to be able to correctly apply and interpret it. After going through the individual 

assessment of inmates, according to the level of vulnerability, staff must document 

evidence and produce a technical report (when the level is moderate or high) or inform 

the other staff, otherwise, to keep attentive. During the reporting stage, technical staff can 

report upwards or propose an intervention, depending on the organisational 

characteristics. 

 

Figure 6. Individual Radicalisation Screeening – Assessment flow. 
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Moreover, the three instruments are complementary in the following points: The 

Helicopter View, while providing a macro approach, will depend on an implementation 

plan that encompasses the individual assessment provided by the FBOG and the IRS, thus 

connecting the prison service level and the among inmate’s level with the individual level. 

The FBOG, while providing evidence of changes in inmates’ behaviour, will help to refer 

the inmate to the IRS, where individual domains of radicalisation vulnerability can be 

assessed in a more structured way. Finally, the IRS is connected to the FBOG, because the 

technical staff need to ask the frontline staff to keep attentive in order to correctly flag 

inmates at higher vulnerability. Overall, the three instruments are designed to provide 

different but complementary views on the complex and multifaceted phenomenon of 

inmates/individual radicalisation. 

Furthermore, at the end of the assessment phases, a fourth step should take place 

in order to aggregate data from the different assessment levels and be able to analyse the 

coexistence of – and interaction between – factors within a specific prison. At this stage, 

the professional judgement of the person responsible for the assessment will be key, in 

order to integrate the results from the current battery of instruments, as well as taking 

into consideration the different risk assessments and how can they be related to the 

inmate’s vulnerability of becoming radicalised, or the prison system’s vulnerability to the 

grown of radicalisation.  
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