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What you should know about
EU Login

EU Login is the European Commission's user authentication service. The EU login
code, composed of an email address and a password, allows authorised users
(internal or external) to access a wide range of Commission web services.

This guide is for anyone who has already left the European Institutions (retirement,
end of contract). The procedure is different for staff members still in active service
who wish to request an external access before their departure. Pending the
publication of this specific guide, you can contact PMO by telephone or by going to
their offices (see page 25).

What services are offered?

Once your EU Login account has been certified and access to JSIS online granted, it
will enable you to:

e view and track the processing of files and account sheets via JSIS on line
application: introduce claims for reimbursement of medical expenses, prior
authorization request for treatments or medical equipment, direct billing
request for hospitalization and much more;

e ask PMO a question via the Staff Contact application;

e view all the information available on My IntraComm Retirees and Staff
Matters Portal,;

e download pension statements, life certificates and certificates for tax
purposes via the SYSPER Pensions application.

How to obtain an EU Login account?

The whole process is described in the Access guide below.
To activate an account you need:

e a mobile phone (cell phone, smartphone, ...)
e a PC (personal computer) or a tablet
e an e-mail address for the exchange of electronic mails (e-mails)



EU Login & JSIS on line Access
guide

The process takes place in 3 steps: creation of an EU Login account, application for

access to JSIS on line and confirmation of registration to JSIS on line.

If you already have an EU Login access, do not attempt to create a new
one.

Step 1: create the EU login account

1. If you use a MS-Windows computer and have the electronic version of this

document, open the link https://webgate.ec.europa.eu/cas

Place your mouse on the blue link and press CTRL + left mouse button
simultaneously.

CLIC
cuc

https://webgate.ec.europa.eu/cas

2. Click on Create an account

EU Login s (]

Onp weccount, many EU-sprvizes ECAS?

Sign in to continue

Use your e-mail address

==

Or

n e


https://webgate.ec.europa.eu/cas

3. Complete the first four ffields|, insert characters shown on the picture in the

field Enter the code, tick the box privacy statement and then click

Create an account

Help for external users

First name

Last name

E-mail

Confirm e-mail

E-mail language :
- . ¢ click on the arrow to change the
English (en) v

language of the e-mails that will
Enter the code be sent to you

insert characters shown
on the picture below

VBy checking this box, you acknowledge
that you have read and understood the privacy
statement

Create an account

The letters in the captcha image may be written in either upper or lower case
in the box above the drawing. This method is used to protect the site from
robots. In case of difficulty reading the distorted characters, it is possible to

v

request a new sequence by clicking B or to listen to the audio version by
clicking u.



4. After registration of the request, the following message is displayed

EU Login wees () l

One account, many EU services ECAS?

Create an account

Thank you for registering, you will receive an e-mail allowing you to
complete the registration process.

After a few minutes, a message from the Authentication service of the
European Commission is sent to your electronic address.

5. Open the e-mail and click on this link to create the password.

You only have 24 hours to complete this operation. After this time, the
procedure must be started again from the beginning.

Fromx: Aisthentication Service <automated-notFications @nomal scewropaew>
Sent: Wednesday, February 28, 2018 9:20:46 AM

Yo

Subject: Your password

Dear

You have been registered in EU Login.

Your email address is @ hotmail.com
To create yow pessword, follow the link below:

&<

You have 2 maximum of 24 hr. stanting from the time that this message was semt, 10 create vour password. but vou are eacouraged to do 3o mmmediately if possible After this time,
vou can make another request by following the same Enle: vou will then need to re-enter vour username and confinm vour request.

If the above link does not week, von can copr the following address (make sare the complete address is copied!) a=d peste it imto vour browser's address bar:

wavi domam=extematdoravt remember=checked &wavf ssbmit=Selectfomd=n0023qfreset Code=F Sk zcHizEL hibuD UGz SucCopRl1 VO TuVEVARSG

Instead of replving to this message, if vou have 2 problem, pease follow the belp or contact infommaticn on the sit2 where vou were wyizg o register
Note that it may take up to 5 minutes after reception of this mail before the above-mentioned site will recognize your registration.

Seat to vou by EU Login



6. Complete the field "New password" with the password you wish to use

We recommend a password composed of at least 10 characters containing
uppercase and lowercase characters as well as humbers

Example: Thisisanexamplel2

Type your password again in "Confirm new password" and click m

New password

I #3 Please choose your new password.

(External)
New password

Confirm new password

=>

Passwords cannot include your username and maust contain at least
10 characters chosen from at least three of the following four
character groups (white space permitted)

» Upper Case: Ato Z

» LowerCase: atoz

* Numenc: Oto @

+ Special Characlers: I"#5%8'()™+ - /. <=>7@[\)*_"{i}~

Examples: hvWMGIXaA: IpNNYpxQZ2 GSUeVZ-EmO

[Genarate other sample passwords|




7. The system informs you that the password is accepted
Click to register the mobile phone number

New password

"8 Your EU Login password was successfully changed.

B <o

8. To insert the mobile phone number, click Settings o and then click
My Account

=@

Successful login R

(External)

Change password

| I3 You are now logged in to EU Login.
. | My Account c
To stop the automatic single sign-on, click Logout or close all {b

browser windows Logout



Click Manage my mobile phone humbers

My Account
=N =\ r-=-¥
My account details Modify my personal Delete my account
data

o> &= =

=iy P-=-Y Lo
Manage my mobile Manage my. mebile Link my alD
devices phone numbers You can link your alf) to your
() EU Login eecount

ﬁ
Display my sessions

You can view the sesaions
oponed for visited
ApPlic wiane

Click Add a mobile phone number

Manage my mobile phone numbers

+32123
456789

Add a mobile phone @
number

< My Account




Insert your number using the international format with country code
Example : +32 for Belgium, +39 for Italy, ...

and then click m

Add a mobile phone number

Mobile phone number

> x

International format including country code,
e.g. for Belgium: +32 123 45 67 89

A new text message (SMS) is sent to your mobile phone.

It contains the "challenge code". This single-use alphanumeric code is
composed of 8 characters (also referred to as "challenge”) that should be

entered in the 2 boxes under Text message challenge code. This code is
not case sensitive.

Then click [N E]S

Challenge code for adding a mobile phone number,
sent by text message

| Plesse entes the chaffenge code that was texted 10 yout
mabile phone

t might take up to 15 mnutes for the message to reach your mebde
phone

Maobile phone number

insert your mobile phone number $ ’ "

Text message challenge code

insert the single-use alphanumeric $‘ 1 s

code composed of 2x4 characters
=> I

received by text message (SMS)

The system informs you that the phone number has been added.



Manage my mobile phone numbers

& Your mobile phone number +32 was added
successfully.

+32123 +32123
456789 456789

Add a mobile phone Delete a mobile phone
number number

< My Account

A confirmation e-mail is also sent to your electronic mailbox

De : Authentication Service <automated-notifications@nomail.ec.europa.eu>
Envoyé : mercredi 28 février 2018 09:26

A:

Objet : One new mobile phone number has been added to your EU Login account

E-mail: @hotmail.com
Pate: 28/02/2018 09:26 GMT+01:00

Dear 4

You added the following mobile phone number to your EU Login account at the time mentioned above: +32xxxxxxx31."
action and that it was initiated by yourself. If this is not the case, please contact your local support desk without delay.

This email is sent from an unmonitored mailbox:

o If you have any questions about an application you want to use, contact the relevant application helpdesk.
o If you need immediate assistance for an issue related to EU Login authentication, please contact the relevant

Sent to you by EU Login

If necessary, add another mobile phone number (from another country /
operator) in the same way.

10



9. Click Settings o then Logout

|=:>@
Manage my mObiIe phone number @hotmail.com

(External)

Change password
@ Your mobile phone number +32486 was added
successfully. My Account

o ) R —
+32123 +32123 {b
456789 456789

Add a mobile phone Delete a mobile phone
number number

¢ My Account

Logout

F¥ You have logged out of EU Login. Doing this does not
sign you off from any applications - to do so, log out of
each one or close all browser windows.

11



Step 2: request access to JSIS on line

1. If you use a MS-Windows computer and have the electronic version of this
document, open the link https://webgate.ec.europa.eu/RCAM

Place your mouse on the blue link and press CTRL + left mouse button
simultaneously

2. Click Connect to JSIS Online via the Internet on the right hand side of
the screen

- European
Commission

Joint Sickness Insurance Scheme

Welcome 10 JSIS Online

Access via Internet (external network) is only avallable to the staff of the Commission, the Council, the Parliament, Court of Justice, Court of Auditors, Data Protectior
Committes of the Regions, Economic and Social Committes, the European school, Universiy Institute of Florence, retired stalf and the agencses who have a registere
and who have given their consent 10 use this mobile number for IT purposes

There are two ways of accessing JSIS Online, both of which require your EU Logn dentification

Access via intemal nebtwork of institutions

Access via Intemet

it you want (0 pse JSIS onine from your work computer (acive stal
he ink beiow

I you: access the JSIS onine without gong through T internal network of
PSRUNons (¢ AMiRaled PARSIONETS NG OINEr RCA-LING MAMDRrs. ACCess from
home, . ) phease take this option

You Wil pse

* YOUur usemame of eenal 300'ess
» Password

You wil uss
o Your usermame of emal aodiess
* Password
* Your segistsred motde poone ramber
* A code yansmitted via SHIS jexd message receved an your mobile phone

R <

* WOINECT O JSI5 Ol via Hiternal Botwork of Nysautoes

12


https://webgate.ec.europa.eu/RCAM

3. Enter your e-mail address in the Use your e-mail address field and click

EU Login wess () ‘

One account, many EU services ECAS?

RCAM online requires you to authenticate

Sign in to continue

Use your e-mail address

Creatle an account

Or

Or use the D of your country

4. Then complete the Password field and select the Mobile phone + SMS
authentication method

RCAM online requires you to authenticate

Sign in to continue

Welcome

damillova@hotmail.com
(External)

Sign in with a different e-mail address?

Password

Ir word?

Choose your verification method

Password

Password
EU Login Mobfe App PIN Code
EU Login Mobfe App QR Code

$ Mobik Phan + SMS

Token

Token CRAM |

13



5. Enter the phone number always using the international format with country

code and click ST

The phone number can be entered with or without spaces.

Sign in to continue

Welcome

ghotmail.com
(External)

S0 10 with 3 giiterent e-mad adaress?

Password
LI
! VOUr 0asaworg?

Choose your verification method

Mobile Phone + SMS

fobile phone

=>[

international format inciuding country code, e.9. for
Belgum: +32 123 45 67 89




6. A new text message (SMS) containing a single-use alphanumeric code is sent
to your mobile phone.

This code composed of 9 characters (also referred to as "challenge") should
be entered in the 3 boxes under SMS text challenge code. This code is not
case sensitive.

Then click m
Sign in to continue

Authentication by SMS text
challenge

Enter the chadenge sent 10 your moblle phane by
SMS et message I maght 18 Several mingtes 1

e message 0 reach your mobie phone

Mobile phone number

SMS text challengs

h

insert the single-use alphanumeric
code composed of 3x3 characters
received by text message (SMS)

Have the right reflex!

Once you have entered the code, delete it from your phone box to avoid any
confusion at a later stage. Indeed, this single-use code is renewed every
time you connect to JSIS on line.



7. Complete all the fields (Personnel number - twice, family name, first
name, birth date) and click the button submit on the bottom right
corner of the screen

RGQUESI a token ¢= single-use alphanumeric code also referred as "token"

Regeest 3 token

4000

Comm

8. The following message is displayed. In this case, the token is a single-use
alphanumeric code.

-

n European | ~ 7
Commission | |

Request a token = single-use alphanumeric code

You have successfully requested a token. Your request will be verified by the PMO and a token will be sent to your home
address.

With this second step, you requested access to JSIS on line and
MyIntracomm. You will have to wait for PMO to validate the request and
send a final code by registered mail to your official home address.

If you do not receive this letter within 15 days, please call +32-2-29
76888 (ask to be called back if necessary) or by e-mail to PMO-EU-
LOGIN@EC.EUROPA.EU

O;Cg

/] At this stage, it is impossible to continue the authentication
rocess without having received the registered letter sent by the
PMO (with acknowledgement of receipt).

This letter contains a specific single-use alphanumeric code (also referred to
as "token") to use only during the first connection.
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https://myintracomm-collab.ec.europa.eu/dg/PMO/bc-simplification/Coauthoring%20restricted/2%20IT%20liée%20au%20RCAM/EU%20Login/Guides%20FR%20EN%202018/PMO-EU-LOGIN@EC.EUROPA.EU
https://myintracomm-collab.ec.europa.eu/dg/PMO/bc-simplification/Coauthoring%20restricted/2%20IT%20liée%20au%20RCAM/EU%20Login/Guides%20FR%20EN%202018/PMO-EU-LOGIN@EC.EUROPA.EU

Step 3: activate the JSIS On line access

Upon receipt of the registered letter, you have 6 months to begin the registration
confirmation process. Upon expiry of this deadline, you will have to request a new
code.

Bruxelles. 28/02/2018
PMO/3/TOKEN_EN NP:

(By registered post)
Subject: Activation of your JSIS online account via ECAS

Dear Sir/Madam.

You recently created an ECAS login and password to access JSIS Online. In order to safeguard access to
vour sickness msurance file. you need to connect again to https://webgate ec europa.ew/'RCAM. and enter
the login and password you created during your previous session. Then type the following secret code.

once only. i the zone foreseen:

you will receive
( N3T-ZY9-CYV-6LF > another code
You can have five attempts at encoding this key 15 valid for up to 28/08/2018.

PMO hopes you enjoy using JSIS Online and would like to remind you to keep the originals of any
scanned documents vou submit online: please do not submut paper files any longer.

Yours faithfully.

P Y Rz

1. Type the JSIS Online address in your Internet browser:
https://webgate.ec.europa.eu/RCAM

2. Click Connect to JSIS Online via the Internet

Joint Sickness Insurance Scheme

Welcoms 10 JSIS Oedine

Acorss vis oternet oiernal netwonk) (s only mvaiabie 10 (e s2aif of the Commissan, Be Couch the Perliament, Court of Jestice, Coart of Auditors. Dule Projechen Service,
Commitiae of e Regons, Economic 08¢ Souel Commtins, the Ewopeas schooh, Univarsity Msstute of Flocence, 1eseed A1 and Ds 3pencies who Nive & regisieesd mobike sumber
md who have gives then consent jo use this moblie sumber for T purposes.

Thers are two mays of sccéssing JSIS Onine, bath of which reguie your EL Login identitestion

QLSS v imemal network of Frsttusons Access via Intemet

H yow sttmmt e 505 srlme wihos! Juing Srough e intemel retasn of
NEtatTre ja) oftSated penidnars and offer 20N acive membens. access hom
home | plasse tahe s option

I pov maet IS S TS aning Hor your ATTE COmEUIN (MINe

the ik Dol

You Wl e

o Vow wsemame o emad a0Dess o wl e
¢ Feasacry o Your osrrame o aeved S03eee
¢ Faasawo

* Vour regisienss modde DOONS NUTOS
* Azode oaamied v SUS fod mesaage recened on paer moblle phone

T <o


https://webgate.ec.europa.eu/RCAM

3. Enter your e-mail address and click Y34

EU Login wess () ‘

One account, many EU services ECAS?
RCAM online requires you to authenticate

Sign in to continue

Use your e-mail address

=

Or

Or use the elD of your country

4. Complete the Password field and select the Mobile Phone + SMS
authentication method.

RCAM online requires you to authenticate

Sign in to continue

Welcome

damillova@hotmail.com
(External)

Sign in with a different e-mail address?

Password

Ir worg?

Choose your verification method

Password

Password
EU Login Mobfe App PIN Code
EU Login Mobie App QR Code

$ Mobile Phane + SMS

Token

Token CRAM |
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5. Enter the mobile phone number always using the international format with
country code and click E]1s

Sign in to continue

Welcome

ghotmail.com
(External)

SN in with 3 gitterent e-mad adaress?

Password
(AL AL AR L]}
! VOUr OasSAwOry?

Choose your _\_re_n_hc_apon metnod

Mobile Phone + SMS

fobile phone

imemational 1ormat incivding country code, e.g. for
Belgum: «32 123 4567 89

19



6. A new text message (SMS) containing a single-use alphanumeric code is sent
to your mobile phone.

This code composed of 9 characters (also referred to as "challenge") should
be entered in the 3 boxes under SMS text challenge. This code is not case
sensitive.

Click SFTEL.

Sign in to continue

Authentication by SMS text
challenge

Enter the o senl 10 your mobile phane by

S5MS ey NE Lskos Several minutes 1

the message 1 reach your mobie phone

Mobile phone number

s - s SMS text challengs
insert the single-use alphanumeric

code composed of 3x3 characters

received by text message (SMS)

i

7. Insert the single-use alphanumeric code (referred to as "token") mentioned
in the PMO registered letter in the appropriate boxes.

Note that you only have 5 attempts to validate the code. In the
event of failure, the whole procedure will have to be restarted from
the beginning (return to step 2 - page 12)

- European
Commission

Va“date your tOken = single-use alphanumeric code

Validate your token

insert the single-use alphanumeric code
mentioned in the PMO registered letter

(4x3 characters)

Your token



A final message announces the successful validation of the single-use
alphanumeric code (= also referred to as "token").

Request a token
You have successfully validated your token. You will gain full access after you have either closed this browser window or
logged out of the application and then returned to the JSIS online application (you need to login via EU Login again)

Access to JSIS on line is possible from the next day

Access to My IntraComm requires a 48 hour waiting period

8. Do not forget to disconnect by clicking the button Sign out in the upper right
corner of the screen and mg

Logout

(]

@ Sign out

i

You are about to be logged out of EU Login.

The account creation process is how complete ©
Hereunder are the sites you can consult.

Note: You may sometimes encounter problems with the sending and receiving SMS
messages. The use of SMS is not always reliable given that this requires
agreements between providers for the interconnecting mobile networks.

If you have a smartphone, you have the possibility of using the mobile application

EU Login}

You need to first install the mobile application on your mobile device
from Google Play Store (Android), the App Store (iOS) or Windows (Windows Phone
Store).
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Useful links

JSIS on line and Contact the PMO
https://webgate.ec.europa.eu/RCAM

European y )
Comenission Fl = Freaonees sumber | Semsement Ofke  IEFPRA » fgr ot

MY IMEFERENCES

Joint Sickness Insurance Scheme oo

Creme a request information

° * PO NEWSLETTER - Consur pour
- 7 noanicaaoes is 1515 ockne
< s iy f (4 * PO NEWSLETTER - We (heck hongrisl
IMhs Wi your anierests i ming
Nerrasremors Madcw Owwct Badery 1eatt ssommrery My Cvile stes * A0 NENSLETTER - 518 cements
SO0 0O0g Ireres g
with hosgral

Usefud links
My requests

* Medal ce

* Treatmenty

€ % < - ) > i

: * Agressnenty between 1S5 ard

Aarrastsaree! et sl Nars saegs uat seenereng R WLte staey onotialy
artecaTes g aTes wtvrarvn * Seich for » Beakh care prowder 1
Eegim

* prdormatien nhed 10 supOortng
docsnwim

MyIntraComm - Retirees' welcome page
https://myintracomm.ec.europa.eu/retired

o T 3 My TRAToreTi > Wakore T e Srmae WnY (g6

Welcome to the Retirees’ Weltome page

Cvary s i My [ntraComm hms e s scoses redes and s mary therstore mest an “scoess temerd memsage when rhoking » bnk
News Administration Culture and Letsure
. e Perery the * L i s Srumsa
» Active Serser) Brtaenciad by Thug intiative? Pl o the N 3 ik
swrrusium vise an the pege Acttve Semnr
Muarw l —le
WE e

Information

INFO SENICR

= Laarn st mrad ade o
sNT LD B8~ B .
e B » . mall 223 tor rew wetame wepant e 6
W n 2
.« W NE o o Martbeesh W Ctbver wmal ssbn: regumet freee )
D a o Direct itk
o« W& *; VeI g e AL At
.« W NE
.
. W EEN DE « WL - 17
o NN -PE-T n . Welcome office
. N0 O 1 S
» W1l I >
. W12 m o for the v ¢ . - Offee and L10be
. NI n : o Laepers adeice Bruse
"3 " N frete
w*1s m 4-Seriy) cos ) N
ploey o o “Aghe . da (B 72 OF. P wnel TT1 s



https://webgate.ec.europa.eu/RCAM
https://myintracomm.ec.europa.eu/retired

STAFF MATTERS PORTAL - Health

https://myintracomm.ec.europa.eu/staff/en/health

# Commission v Actualités v MaDG  Intranets locaux v Professionnel v Personnel v Top Tools v 4% Whoa Is who

% Staff Matters

Health

Forms (JSIS) Reimbursement (JSIS) Insurance (JSIS)
Reimbursement online Membership

Preventive health Reimbursement on paper Top-up cover
Direct billing Zaorgkas

Annual check-up

Prior authorisation
Travel medicine

Special rules

Health at work Psychological and social support
Medical care

Health campaigns Psychological support
Treatments

Health screening programme Support groups

: Medical supplies
Health-enhancing physical activity
R Dependency

Medical Service team
: ! s Cnacific avantc

STAFF Contact: https://myintracomm.ec.europa.eu/staff/
-

Staff Matters

s Of madial expenrsrs, Medcal AUthamsations, Jrc

Reimbursement online © Netatod wfonmaton
Heaitny ’- :

Rewsdrvemers (/5051

Reomtersement snbne

00y Tor e cal mahousatoMn

it your clams for e :
Do e carefil 1o keep the onginals

1 How to access?

oet bt 2305 Grinn advfewmon it yourt LEAS putewini) {Exrnpean Comeniulon
Adhamticatsen Gordion). 11 you G0t Tarvw a5 OCAN possnsil, commult thee ouide B3 (0 @
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https://myintracomm.ec.europa.eu/staff/

SYSPER Post Activity

If you have an EU Login external account certified and an access to JSIS online
granted, your access to Sysper Post Activity is granted automatically. In order to
connect, please go to the following link: https://myremote.ec.europa.eu/ and click
on "I have a private device" in the following screen:

| have a private device | have a corporate device

CONNECT CONNECT

and enter your credentials as you usually do.

Once you are connected to EU Login you will be redirected to the welcome page
of My Remote. This is the new entry point for all applications, which are accessible
to the retired Staff: SYSPER Post Activity, JSIS online, MyIntra Comm:

My Remote

Welcome

{& RCAM en ligne / JSIS online

=3

f&l SYSPER Post Activity

@ My IntraComm - Post Activity homepage
{& EU Login

If you ever experience problems with the connexion to My Remote, EU Login or
Sysper Post Activity, you can contact the Helpdesk at the following e-mail address:
EC-CENTRAL-HELPDESK@ec.europa.eu



https://myremote.ec.europa.eu/
mailto:EC-CENTRAL-HELPDESK@ec.europa.eu

Need assistance?

Lﬂ\

)

e Contact the IT service (DIGIT) if:

v' you are not able to create your EU login account (step 1 - point 3)

v' you do not receive the e-mail to create your EU login password
(step 1 - points 4 and 5)

v'you encounter difficulties to open links

v' you cannot access the various applications EU Login / My IntraComm /

JSIS on line

To report an incident, please send an e-mail to the central helpdesk of the EC
(hours: 8h00 - 18h00 CET): EC-CENTRAL-HELPDESK@ec.europa.eu

with as many details as possible and preferably a screenshot of the error
message. You will receive an e-mail containing a reference number (IT
ticket) that will allow you to monitor the processing of your request.

e Contact PMO if you need help with the access process to EU Login and JSIS
on line

For a customised service, select the address of the settlements office you

depend on.

on the spot :

by phone :
LUXEMBOURG

on the spot :

by phone :

ISPRA

on the spot :

by phone :

Monday to Friday from 9:30 to 13:00
MERO - avenue de Tervueren 41 - 1040 Brussels

+32-2-29 76888 (Monday to Friday from 9:30 to 12:30)

Monday to Friday from 14:00 to 16:00
Building Drosbach, DRB B2 / 085

+352 4301 36100 (Monday to Friday from 9:30 to 12:30)

For active staff: Monday to Friday from 11:00 to 13:00
Building 73 - Via Enrico Fermi 2749

For non-active staff: Monday from 10:00 to 12:00 and
Wednesday from 9:30 to 12:00
Club House - Via Esperia 329

+ 39 0332 78 30 30 (Monday to Friday from 9:30 to 12:30)
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JSIS

Service to members - Front Office
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