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What you should know about
EU Login

EU Login is the European Commission's user authentication service. The EU login
account, composed of an email address, a username and a password, allows
authorised users (internal or external) to access a wide range of Commission web
services.

There are 3 types of EU Login accounts. The first one is the type which an active
member of staff has. This one has the work email as email address. It is for most
EU Institutions, Agencies and Bodies. The second one is a so-called “EU Login for
Life (EUL4L)”, which is the continuation of the active EU Login account for
pensioners from the Commission and the Council and for unemployed or ‘end-of-
contract’ members of staff who had access to Sysper. Groups referred to as “Post-
Active Staff”. The EUL4L-account is associated with a private email address.

And a third type is the external EU Login account. This one is used by post-
active staff who can not have an EUL4L-account. As well as for active members of
staff of some EU Institutions, Agencies or Bodies (being those who don’t have
access to Sysper). The external EU Login account is also associated with a private
email address.

On this page on Mylntracomm, you can follow-up on the latest information about
which populations should use an EUL4L account and which an external EU Login
account. This is important, since you cannot have both types (EUL4L and external)
with the same private email address. Depending on which population you belong to,
you should use either an EUL4L or an external EU Login account.

EUL4L is managed in your Sysper data. This guide is only about creating an
external EU Login account.

How to obtain an external EU Login account?

To create an account you need:

e a mobile phone (cell phone, smartphone, ...)
e a PC (personal computer) or a tablet
e a private email address (gmail, hotmail...)


https://myintracomm.ec.europa.eu/staff/EN/working-conditions/end-of-service/Pages/Accessing-IT-tools-after-end-of-service.aspx

If you already have an external EU Login account associated with your
preferred private email address, the system will tell you during this
process that you already have one. Some people created one in the past,
but don’t remember this, or don’t remember their password. That’'s fine,
you can simply reset your password in that case.

1. Open the link https://webgate.ec.europa.eu/cas OR type the address

directly into your Internet browser

2. Check whether you already have an account associated with your email address by
typing the address and clicking “"Next”. If that’s the case, and you don’t remember
your password, click to reset your password.

3. If you don’t have an external EU Login account yet, click on Create an account
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https://webgate.ec.europa.eu/cas

4. Complete the first four insert characters shown on the picture in the

field Enter the code, tick the box “privacy statement” and then click
an account

Create an account

Help for extarnal users

First name

Last name

E-mail

Confirm e-mail

E-mail language

e click on the arrow to change the
i @ language of the e-mails that will
Enter the code be sent to you

insert characters shown
on the picture below

Vﬁy checking this box, you acknowledge
that you have read and understood the privacy
statement

The letters in the captcha image may be written in either upper or lower case
in the box above the drawing. In case of difficulty reading the distorted

v

characters, it is possible to request a new sequence by clicking or to
listen to the audio version by clicking o



5. After registration of the request, the following message is displayed
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One account, many EU services ECAS?

Create an account

Thank you for registering, you will receive an e-mail allowing you to
complete the registration process.

After a few minutes, a message from the Authentication service of the
European Commission is sent to your email address.

If the message doesn't arrive, please check your spam- or junk-folder.

6. Open the email and click on the link to create the password.

You only have 24 hours to complete this operation. After this time, the
procedure must be started again from the beginning.

From: Austhentication Seniite <arlomated-noiFications @nomal ec swrnpaca>
Sant: Wiednesdiy, February 25, 2718 9;20:45 AM

To:

Subject: Your pasvanrd

Dﬁ;‘

You bave been registerad in ETT Login.

Your emadl address is & hotmail. com
To coeae your pesswond, follow the link below:

& <

You have 2 maximum of 24 e stanting from the time that this message was sema, to create vour passvroed. but vow are meouraged 10 do so esednely if posable After this s,
vou can mzke another requess by follawing the same Bale: vou will then need to re-enter vour nsername ind confine vour request.

Tf the above link does niot work: von can copy the following address (make sore the complece address is copied!) a=d paste it it wour browser's addvass har:

wayt domam=enematimrav: Temembea=checked Swavf ssbmit=Sebectfmd =0 Senffmesen Code=F S reHiz ELehibn DU GabiSncConTl VA TaV iV 4EG

Inzead of replying tothis message, if vou havi 2 moblen, pheass follow thiz belp or contact infonmanion on the site whize vou weps WVEE 1o Tegistar
Wote that it may 1 up 1o S minures after reception of this mai before the shove-mentionad site will recegnize vour rezisration

Sent torven by EU Login



7. Complete the field "New password" with the password you wish to use.

Type your password again in "Confirm new password" and click ST

New password

I P2 Pleasa choose your new password.

(External)

Mew password
= [

Confirm new passwond

Passwords cannot inchude your usemame and messt contain atleast
10 charazters chosen from sl least thiee of the Tollwing four
character groups (while space parmitted)

« Upper Case: Ato 2

= Lowsar Case: a to'z

= Murmenc: Fto S

« Specral Charactors: "WH%E )"+, /<=2 7@ _"[i}=

Examples: hvWhGHKaA IphNYpxQZ22 GSUaV2-Em0

[Gansiate ofhar sample passwonds|




8. The system informs you that the password is accepted
Click to register your mobile phone number

New password

! ' Your EU Login password was successfully changed.
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9. To insert the mobile phone number, click Settings 'ﬂ' and then click

My Account

=)

Successful login @notmalzom

(External)

Change password

“! You are now logged in to EU Login.
| My Account ¢
To stop the automatic single sign-on, click Logout or close all

browser windows. Logout {b
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Insert your number using the international format with country code
Example: +32 for Belgium, +39 for Italy, ...

and then click [X¢]

Add a mobile phone number

Mobile phone number

Internaticnal format including country code;
e.g. for Belgium: +32 123 45 67 89

= . =

A new text message (SMS) is sent to your mobile phone.

It contains the "challenge code". This single-use alphanumeric code is
composed of 8 characters (also referred to as "challenge”) that should be

entered in the 2 boxes under Text message challenge code. This code is
not case sensitive.

Then click [@i)\ V{8 =

Challenge code for adding a mobile phone number,
sent by text message

Plegss eiles the chalsinge oo Dol wers texied 10 youi
il 0T

T I!'I;'I: mem up 1o 5 mastes for tha-mes RGO 1T TRHCN YO MO

Mabife phors nimabar

insert your mobila phone number $ | "

Text mesasge challenge code

insert the single-use alphanumeric $i ETETRAN i |

code composed of 2x4 characters
= - [

received by text message (SMS)

The system informs you that the phone number has been added.



Manage my mobile phone numbers

-."Id Your mobile phone number +32 was added
successfully.

+32123 +52125
456789 456789

Add a mobile phone Delete a mobile phone
number number

<« My Account

A confirmation email is also sent to your electronic mailbox

De : Authentication Service <automated-notifications@nomail.ec.europa.eus>
Envoyé : mercredi 28 février 2018 09:26

A:

Objet : One new mobile phone number has been added to your EU Login account

E-mail: {@hotmail.com
Pate: 28/02/2018 09:26 GMT+01:00

Dear i

You added the following mobile phone number to your EU Login account at the time mentioned above: +3 20031,
action and that it was initiated by yourself. If this is not the case, please contact your local support desk without delay.

This email is sent from an unmonitored mailbox:

+ If you have any questions about an application you want to use, contact the relevant application helpdesk.
+ If you need immediate assistance for an issue related to EU Login authentication, please contact the relevant

Sent to you by EU Login

If necessary, add another mobile phone number (from another country /
operator) in the same way.
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10. 'n' Click Settings then Logout

=@
Manage my mobile phone number &=

(Exttemal)

Change password
@ Your mobile phone number +32486 was added
successfully. My Account

+) ) EoR =
+32123% +52123% {b
456789 456789

Add a mobile phone Delete a mobile phone
number number

¢ My Account

You now have successfully created an external EU Login account.

Be aware this EU Login account doesn’t give access to European
Commission applications and services. EU Login serves ONLY for
authentication.

In order to access JSIS, Sysper Post Activity, Staff Matters etc.,
you still need to link this external EU Login account with your
“identity” as it is known by the European Commission. To this
end, we have developed other guides.

Accesses to these applications require 2-factor authentication.
That’s why we included the registration of your mobile phone
number in this guide. However, there are other methods you
could use as well. You can dowload the EU Login mobile app on
your smartphone for example. To configure this app, we have
developed another guide.

11



Who to contact?

« For all your questions, please address them via Staff Matters:

» While still in active service: Staff Matters (europa.eu);

* After your active service, you can access all EC services via MyRemote.

 For IT-related issues as accessibility problems, EU Login etc.
please use Staff Matters or the PMO IT Forms in My IT Support while
still in service. After retirement/end-of-contract, you can use the
Functional Mailbox: PMO-IT-APPLICATIONS@ec.europa.eu.

12


https://myintracomm.ec.europa.eu/staff/en/Pages/index.aspx
https://myremote.ec.europa.eu/
https://myintracomm.ec.europa.eu/staff/en/Pages/index.aspx
https://webgate.ec.testa.eu/mits/app/ng/rm/catalog/D9BC7958444FB360E053A0E6A79EA1DC
mailto:PMO-IT-APPLICATIONS@ec.europa.eu
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