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YouTube found to push content about :
. . . Home ; Irish News
guns to children watching games video

= One-third of schoolboys playing online video
Video site recommended videos related to weapons, shooting and
EEEEEEEEEEEEE Turdffers to accounts for boys aged nine and 14, reIE't says g’ames are ‘exposed tO harmful Content’
Online dangers for children are rife. We CyberSafeKids also says a quarter of eight- to 12-year-olds have seen content that
must both pre-empt them and treat the ‘bothered’ them
consequences . . . o
9 "Taki Ng INNocence from children': Two- 1 in 7 children in Bulgaria have experienced

Social media triggers children to dislike

i online bullying.
i ounboessans iy thirds of youngsters exposed to

. 15,694 ts of onli iol
harmful online content - but only 16% pos e o e o e e

received by the National Centre for Safe
Internet in 2021.

Exclusive: Study shows social media a ‘significant risk’ to young

people’s view of themselves and can provoke mental health !
distress re pO rt I t

Self-harm images online ‘can trigger young people to hurt
themselves’

Study finds link between young people viewing such material but says further studies are needed

What is dlgltal self-harm? Why teens

are posting hurtful things about

T |S social media creati ng a generation The.bill is aimed at plrotecting children from harmful online content

L ) . . . . not intended for their age group
youngsters are engaging in 'digital self-harm' - but w of thln_sklnned Amerlcans? Chlldren

who are constantly on Instagram and
\\sEgroqea" Snapchat become 'hypersensitive' to IO Bcticr Internet for Kids
choolnet  griticism as adults, study suggests

French MPs back social media age

4 March 2023 13:30




“Social media is definifely negatively
affecting me. As young people we
constantly compare ourselves to
good-looking people online. On sites
like TikTok, the enlzpeople you see
are gorgeous due 1o the algorithms
and that makes us feel rec‘ bad

- urselves

Antonio Guillem / Alamy Stock Photo



https://www.alamy.com/search/imageresults.aspx?pseudoid=%7b19DDDCBA-C745-4631-886E-E4752B51CFCC%7d&name=Antonio%2bGuillem&st=11&mode=0&comp=1

Social media: How (some) use can be

good for teenagers

® 3 days ago The Association
for Child and Adolescent

Mental Health

well-being survey

Steven Cook
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Search

JOURNALS Vv RESEARCH DIGESTS THE BRIDGE MAGAZINE

Child and Adolescent @:J‘:ﬁ
Mental Health -y o

Original Article = & Open Access @ @

Young people's online communication and its association with
mental well-being: results from the 2019 student health and

Rebecca Anthony B4, Honor Young, Gillian Hewitt, Luke Sloan, Graham Moore, Simon Murphy,
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Reasons for contacting helplines Jan-March 2023

Reasons for contacting helplines Jan-Mar 2023

CYBERBULLYING
LOVE/RELATIONSHIPS/SEXUALITY (ONLINE)
POTENTIALLY HARMFUL CONTENT
MEDIA LITERACY/EDUCATION
E-CRIME
ONLINE REPUTATION
SEXTORTION
SEXTING
DATA PRIVACY
GAMING
TECHNICAL SETTINGS
EXCESSIVE USE
GROOMING
SEXUAL HARASSMENT
HATE SPEECH KA
ADVERTISING/COMMERCIALISM R Z

0,00%

271%
2.71%

2,00%
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6.56%
6.547%
5.67%
549%
4.99%
4.57%

3.72%

4,00%

6,00%

14, 24%
11.03%
10.91%
9.85%
9.01%
|
8,00% 10,00% 12,00% 14,00%  16,00%
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Privacy tools

These are too complex — privacy and safety needs 1o be
switched on by default and not dependent on age...

The “worried well” will do what they can to keep their

children safe but a lot of parents/carers won't do anything
at all.

A

The broadcaster has indicated that this channel is
intended for mature audiences.

Start Watching

</45(E:gg%qggp insafe Better Internet for Kids



Premium services...

Tess Jacobs c
@ View Snap 178 & o
Erik Hansson O
a 325-day Streak ended Resters

£ 4N Roomies

R

Tennis
Restore 325 Day a .

Snapstreak

You can restore your Streak with
Carlos for the next 24 hours

You have 1 free restore

Restore

Sofia M
’ )
ES Harry Collins R
o/ | s3a N

Learn More

Cancel
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Screentime (v screen use)

« Amount of screen time —is this problematice Persuasive
design elements built into products

How to Increase Your Snapchat Score (and How Your Snapchat
Score Works)

Here's what you need to know about how the Snapchat score works and how you can increase your Snapchat score.
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Teachers - Greece

From the list below, choose the three most common internet-related problems

you face with your students

Excessive use [ ——— 682
Lack ot boundaries from parents [ —— 598

Lack of parental supervision

Overexposure

Access to inappropriate content  [[INEGEGEGNGNEEN 194
Misinformation [N 174
Disclosure of personal data  [[INEGEGEEEN 172
Contact with strangers [N 9.2
Exchange of personal images/videos (sexting) [IIIG 8.7
Cyberbullying [ 5.9
Hate speech [ 5.7
Frauds [ 3,3
Online grooming/sextortion [ 2,4

Gender based violence . 1,8

| 0,0 10,0 20,0 30,0 40,0 . 0.0 ye ),C 30, C .
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Sexual content — sharing of nudes/semi-nudes

You must be 18+ to view this community

You mus t be at least eighteen years old to view this content. Are you over eighteen and willing to see adult content?

C o

F ”
Sexuality education can counter what kids p*.

learn from porn, but some teachers fear
backlash when tackling ‘risky’ topics
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Influence

* Inappropriate content — children are becoming
desensitised?

* Online influencers/role models — effects of filter bubbles
caused by algorithms

1. Khaby Lame — 161.3 million TikTok
followers

T

Italian TikToker Khaby Lame is officially TikTok’s most-followed account, having taken over the
likes of Addison Rae and Charli D’Amelio on his ascent.

Creating reactions to many other videos, such as one of the platform’s most-liked videos in

which he responds to someone’s method of peeling a banana, Lame has also overtaken the likes

of Dixie D’Amelio, Zach King, and Bella Poarch insanely fast.
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Italy blocks TikTok for certain users
Dutch teen, 16, dies after attempting after death of girl allegedly playing
online ‘choking challenge’ 'choking' game

Probe launched after girl's sister reportedly told parents she had
been ‘playing the blackout game’ before her death

News > World > Americas

TikTok boat jumping challenge blamed -
for four deaths, authorities say

Viral footage posted on TikTok shows people throwing themselves into the wake of a moving boat at high
speed

- -

o [taly has temporarily blocked access to TikTok for users whose age cannot be proven.
Photograph: Kiichiro Sato/AP

Italian prosecutors have opened an investigation into the accidental death of
A 16-year-old Dutch boy has died after carrying out an online challenge to auto asphyxiate, a 10-year-old girl who allegedly took part in a “blackout challenge” on the
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Online sexual coercion and extortion of children

Over 4,600 sextortion scams |k

reported to Belgian watchdog
last week

Home | Cost of Living | War in Ukraine | Coronavirus | Climate | UK | World | Business | Politics | Tech

World ‘ Africa ‘ Asia ‘ Australia ‘ Europe ‘ Latin America ‘ Middle East ‘ US & Canada

Wednesday, 9 November 2022 FBI arns Of e IOS On n Se tort On

By The Brussels Times with Belga

cases targeting teenagers

(© 20 December 2022

49 arrests in Poland in an operation targeting
child sexual exploitation online

Crime Area: Child sexual exploitation online
Action days: February/March 2023
Participating countries: Poland

Authorities involved: Polish Central Cybercrime Bureau (Centralne Biuro Zwalczania Cyberprzestepczosci)
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A graph to show the increase in the number of contacts
made to
Insafe helplines between 2021 and 2022

Better Internet for Kids




Lack of awareness of tools/solutions...

Take Down Get Started Resources and Support About Us Participating Companies FAQ English v

Take It Down. \/\,
Having nudes online is scary, Y
but there is hope to get it taken DQJ
down. -~

This service is one step you can take to help remove
online nude, partially nude, or sexually explicit photos
and videos taken before you were 18.

Get Started + ’(—‘(-}1
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The thing that is
happening online
but nobody talks

about e
Childnet has produced this guidance to help Speak Up!
parents and carers and their children talk A

about the important issue of online sexual

bullying — specifically when this is happenin ) Childnet
betv%/leegn children of Ia):round the samepgge . @ International

European
kSchooFl’net

() Skole > Sikker panettet > deSHAME 2 - Bare en Joke? >

Online torténik,
csak nem beszéliink réla...

A Kék Vonal Gyermekkrizis Alapitvany
azért hozta létre ezt a rovid itmutatot,
hogy segitséget nyujtson sziil6knek,
felnétteknek ahhoz, hogy beszélgetni
tudjanak gyerekekkel a kortarsak kozotti

szexualizalt cyberbullyingrol O Childnet

International

- Online
. Sexual
Harassment

" Advice for Parents and v
Carers of 13-17 year olds

G #

The thing that is
happening online
but nobody talks

about =
Childnet has produced this guidance to help Speak Up!
parents and carers and their teenage children :

talk about the important issue of online sexual

harassment — specifically when this is happenin ) Childnet,
between chlldrgre\c of arlgund the same%pge . @ International
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91% of parents say their
kids would be likely to

ask them for help if they
were bullied online

¥ European Better Internet for Kids
choolnet



Teens say they would

Report it to the platform

53%

91% Of parents Say thelr Tell a teacher or another adult
kids would be likely to
Tell a parent

ask them for help if they .
were bullied online I 26 %

33%

Tell a friend

26%

Not tell anyone

14%

¥ European Better Internet for Kids
choolnet




BIK Youth putting BIK+ into action

4
y DIGITAL
N ASSEMBLY
TOULOUSE
Soulk

It should be obligatory for young
“ people to learn about risks online,
the differences between
disinformation and misinformation,
and what targeted ads are. DIGITAL
SERVICES ACT
More could be done to involve youth
in the decision-making process. We
need to motivate other young people
to participate!

Sina (Luxembourg)
BIK Youth Ambassador

<//‘European S &Y .y Better Internet for Kids

N Schoolnet




BIK Youth co-creating the Insafe network

* An important sound board and infegral part of our and
the national Safer Internet Centre’s work.

* The BIK Youth Ambassador network currently consists of
40+ engaged and motivated teens and young adults
between the age of 14 to mid-20s from across the EU,
Norway and Iceland.

* The following input consist of views from 36 BIK Youth
Ambassadors from 14 countries, between the ages:
* 14-15 years old - 5 youngsters
* 16-18 years old — 21 youngsters
* 19+ years old — 10 youngsters

7455#5%'?32{‘ T @l -3 Better Internet for Kids




Which social media platform/gaming apps are currently your favourite?

“I currently use no social media
platforms or have game apps.” S
(19 years, Luxembourg) essehgel
L ’ ﬂ svacs I = be reC”

discord L

\ Y 7 4

. _ O I nStO g rd I I l whatsapp
“A lof of children have TikTok Q
and post stuff that is not O 3 Yy SnGpCth
8 42

supposed to be on there but + 8 0
if | report it with my friends, it g £ O e

: ; ; N
doesn’t do anything. It is Q “l just have to, not be a full-on

really bad that it doesn’t

work.” (16 years, Estonia) weirdo and because you can't live

without it. [...] There's no way
around that.” (16 years, Estoniq)
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What are the main problems/risks for you and your peers online?

. “The lack of design for young people. “Internet addiction, misinformation,
“A lot of content is not The internet is not a one size fits all negativity from overexposure to the
age-appropriate yet is solution.” (16 years, Malta " . . e
ngf reglf; cgnfrolled, lack ey ) perfect S.OCISJI media life
of awareness regarding harmful content perspective.”(18 years, Portugal)
data theft, terms & i
conditions often being mental health issues

“Anonymous people frying to
scam us, or sell us or buy
illegal or uncomfortable
things (drugs, nudes....) and
the unrealistic expectations

foo long and boring to

read.” (15 years, Malta) hO r(lssment

Cyberbullylng A

I | JIMAl example having to look like
dvertisin g d G tO p “VO Cy somejh:ng spec:f:c on spc:ol

) media or having certain
negative algorithm things in certain time in our

life’s to be "good enough.”
(19 years, Finland)

misguidance

“| believe the main risks come
from the lack of knowledge
and awareness from the

users, as many of them are
related to inferactions with
malicious people: grooming,
cyberbullying, harassment,
etc.” (17 years, Spain)

addiction

hate speech

, LA,"’ j‘/

)

C
-4

unrealistic standards

“I think the main problem is with informing the youth: information given about
internet safety is often insufficient and contains many gaps. For example, | know
my digital footprint exists and that data is recorded online, but how do | make
sure my digital footprints are protected, or how do | avoid encountering dangers
on the internete [...](17 years, Cyprus)

%EH{,%'?S:{‘ insafe Better Internet for Kids




What commitments/action is needed?

Traqsparency from the service News |r.1dus’fry could give more space fc'>r good “We need strong policies that assure that the
providers about the potential side happenings in the world as well, it doesnThave 10 jnterests of the people, specially minors, are the
effects of use. Proper controls to fake the space away from the other things to main focus, even over companies' profit. This is

SR : 1 add something good. Social media platforms why governments should make sure that the
minimize the side effects.”(26 could pay more attention to bots and scams safety of vulnerable people is the number 1
years, Portugal) L1 (19 years, Finland) priority.” (17 years, Spain)

“More reliable age “Stricter age verifications “Test some actions on small

verification and keeping “More youth participation, faster and and get better at removing representative groups before

in mind children and more effective decision-making inappropriate posts.” (15 making changes - include

young people when processes.” (17 years, Maltq) years, Norway) young people who want to

designing platforms.” (16 have asay.”(18 years,

years, Malta) “Raising of awareness, strict guidelines, quick Portugal)

ways to delete and report inappropriate

content”(17 years, Nefherlands) “Better filtering on comments and posts. For

“Young people, who are the people which use social example fact checks and "learn more about
media the most, must be put at the centre of these . . "

: : i this subject" - buttons on posts that are about
industry's agenda and should be catered for. Indusftry More focus on regulating sensiﬁvé and possibly horfnful subjects. The

: : oy comments, videos and
must commit to make their platforms more child systems for reporting users and the filtering of

friendly and safer and include more checks and pictures. Less focus of benefits hateful speech could dlso be more efficient -
balances when it comes what content pops up on the for the company (money), especially with less spoken languages.” (16
app.” (17 years, Malta) more focus on user's well- years, Finland)

being.”(19 years, Luxembourg)

#455#5%'?52? T @l -3 Better Internet for Kids




BIK Youth views on solutions

Which solutions do you think would be most effective in reducing the toll social media
plays on young people's well-being?

Design/interface adjustments _ 13.9%
Awareness-raising for parents/careers _ 5.6%
In-app time prompts/budgets to log-off _ 5.6%
0 5 10 15 20 25 30 35 40 45

Source: Poll question asked at DSA event (June 2023)
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What else?

“Awareness should not just be about
cyberbullying, but it should also be about
how different videos, photos and content
we see might affect us mentally as well as
physically.” (17 years, Malta)

“Good effective identification and logging in,
information to help what to share and how to
deal with scams and bullies and coping with all
the bad things and how can | make the online
place better, | know pretty much about those
already, but someone might not and there’s
never too much information about making
online safer and a better place. “(19 years,
Finland)

< European
kSchoo?net

“More awareness and education about
young people’s rights online.” (19 years,

Ireland)

“Although many major social media
platforms have prompts which tell you
that it is fime to log-off, these have to
be switched on by the user and not a
lot of people use it, | would make it so
that the log-off button is always turned
on by the social media platform.” (17
years, Malta)

insafe Better Internet for Kids



Thank you!

Karl Hopwood - karl.nopwood@eun.org
Sabrina Vorbau — sabrina.vorbau@eun.org

¥ European Better Internet for Kids
choolnet
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