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1 Introduction
Under the NIS Directive, national authorities in the EU Member States supervise operators of
essential services in their countries and top-level-domains (see Annex 2 of the Directive). NIS
Directive Article 14 requires operators of these services to assess risks and take appropriate
security measures and report incidents. Although the detailed security measures and incident
reporting requirements are set at a national level, the NIS Cooperation group has developed
general guidance for authorities, for instance on the general security requirements1 and incident
reporting for OES, in critical sectors, such as energy or transport, to achieve harmonisation
across the EU. That guidance however is generic and not specific for TLDs. This document aims
to provide a specific list of security measures and good practices that are particularly relevant for
TLDs.
Target audience
The target audience of this guideline are the national authorities implementing Article 14 of the
NIS Directive and TLDs in the EU implementing the NIS Directive.
Goal of this guideline
The document aims to provide technology-neutral and standards-neutral guidance to national
authorities, about the security measures that are appropriate for TLDs to take under Article 14
the NIS Directive. The main content of this guideline (section 3) is a specific and non-exhaustive
list of security measures and good practices which are relevant for TLDs when complying to the
NIS Directive.
Scope of this guideline
The scope of this guideline is the NIS Directive and in particular the technical and organisational
measures, which have to be taken by TLDs under Article 14(1) and 14(2) of the NIS Directive,
which requires operators to take appropriate and proportionate measures to manage the risks to
the security of their network and information systems, used in their operations and for the
provision of the essential service.2
Content of this guideline
This guideline consists of the following parts:
 An overview of specific risk scenarios relevant for TLDs (Section 2): this part is meant to
provide context by giving several examples of possible risk scenarios and underlying
threats. Note that this part does not replace the risk assessments, which should be
carried out by the TLDs.

1

See the document listed at https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group
Note that the NIS Directive definition of security (see Article 4.2) covers ‘availability, authenticity, integrity or
confidentiality of stored or transmitted or processed data or the related services offered by, or accessible via, those
network and information systems.
2
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 A specific and non-exhaustive list of security measures and good practices relevant for
TLDs (Section 3): this part complements the general guidance for authorities
implementing the NISD, with security measures that are specific for TLDs.
 Annexes which provide background information about DNS, the TLD ecosystem and
specific threats affecting or taking advantage of DNS.
Background and context
The NIS Cooperation Group is an EU collaboration group on strategic cybersecurity measures.
The NIS Cooperation Group Work Stream 10 is a working group under the NIS Cooperation
group, which brings together experts from national authorities supervising the so-called Digital
Infrastructure sector under the NIS Directive, covering TLDs, DNS, and IXPs.
In October 2020, WS10 formed a task force to develop a list of security measures and good
practices specific for this sector. The security measures task force is chaired by experts from the
National Cybersecurity Centre of Portugal. The objective of this Task Force is to develop
guidance for the national authorities in the EU Member States, and for OES in the digital
infrastructure sector, in cooperation with the experts in WS10 and experts in the digital
infrastructures sector itself, to ensure they add value.
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2 Services, systems and risk scenarios
In this section we discuss in more details the scope of the NIS Directive, i.e. the essential
services, the underpinning network and information systems and we provide examples of risk
scenarios.

2.1 Scope
Essential services in scope
The exact set of essential services in scope of the NIS Directive depends on the national
legislation, i.e. the transposition into national law in each EU Member State.3
Typically the following (primary) assets are in scope for TLDs:
 Registration: the process of allowing domain name registration. Parts of the registration
process may be outsourced to a third-party, a domain registrar.4
 Resolution: the process of resolving the (top-level of) recursive DNS queries.
 Maintaining the registry: the data about the domains that have been registered.
Network and information systems in scope
To provide these services, the TLD typically uses a number of different network and information
systems (the so-called supporting assets), such as websites, servers, databases or firewalls,
which are used to handle data, like the domain name information (see diagram).
Article 14(1) and (2) of the NIS Directive explains which of these network and information
systems are in scope:
1. Systems used by TLDs in their operation of the essential services (objective: manage
security risks)
2. Systems used for the provision of the essential services (objective: ensure continuity)
For each system, there may be different risks and different security requirements. For example,
resolution requires a high-level of availability (because an outage affects a large number of endusers). For the registration process, on the other hand, availability is less of a concern than data
integrity and authentication.

3

The Commission has an overview of the state of play of the transposition of the NIS Directive in each EU Member
States: https://digital-strategy.ec.europa.eu/en/policies/nis-transposition. ENISA maintains a NISD web tool with a
view on the transposition of the directive per sector: https://www.enisa.europa.eu/topics/nis-directive/nisvisualtool
4
Note that regardless of the details of this outsourcing arrangement, it remains the responsibility of the TLD
operator to ensure that the data in the registry is correct.
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Defining security of network and information systems
The NIS Directive defines ‘security of the network of information’ systems as follows:
(2)
‘security of network and information systems’ means the ability of network and
information systems to resist, at a given level of confidence, any action that compromises the
availability, authenticity, integrity or confidentiality of stored or transmitted or processed data
or the related services offered by, or accessible via, those network and information systems;
This means that the NIS Directive considers two types of assets:
 Services (offered by or accessible via the systems)
 Data (stored or transmitted or processed by the systems)
For these two types of assets the following security properties have to be protected:





availability,
authenticity,
integrity,
confidentiality.
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2.2 Risk scenarios
In this section provides some examples of risk scenarios relevant in the context of TLDs. It is
important to stress that it is the responsibility of the TLD to do a detailed risk assessment for
each asset, considering the above-mentioned scope (see previous section). This risk
assessment should inform the decision about which security measures are necessary to take.
Note that, although this document focuses on security measures for TLDs, TLDs are really an
integral part of the overall DNS ecosystem (see the Annex). For instance, the business relation
between TLDs and domain registrars is very important. If, for example, a TLD works with a
Domain Registrar that has weak security, then the data in the TLD registry may be compromised
by attackers, even without breaching a system at the TLD.
Case 1: DDOS attack causing unavailability of the TLD
Case 1a – DDoS attack targeting the authoritative resolving function of the top-level domain
The DNS servers of the TLD, responding to recursive DNS requests, may be targeted by DDoS
attacks, which can disrupt the functioning of the TLD resolution service. This type of DNS
flooding attack saturates the incoming bandwidth depleting the DNS server’s ability to resolve
domains, which in practice results in an internet outage.5
Case 1b - Authoritative resolvers used as an amplification vector in a DDoS attack
In this case, the authoritative name server is not the target but rather the means to attack
another victim. This type of attach depletes the TLD Registry Operator's outgoing bandwidth,
leading to the unavailability of the authoritative resolving function of the top-level domain.
Case 2: Domain hijacking
Several risk scenarios affecting the integrity of the authoritative zone file could lead to serious
issues with the authoritative resolving function of the top-level domain.
Case 2a: Unauthorized changes of the top-level domain zone file
Attackers might find a way to update, change or delete entries of the zone file by changing NS
resource record sets for one or more domain names. This would lead to full control of the
domain name(s) by attackers allowing them to redirect and intercept all traffic that relies on the
domain name(s). This is not limited to web traffic, but will also include email traffic and anything
else that the domain name holder (registrant) uses the domain name for.
Case 2b: Errors causing changes in the top-level domain zone file
Operational mishaps and bugs could lead to inaccuracies and/or errors in the top-level domain
zone file. Zone files can be partially or completely devoid of entries or contain incorrect data,
which would lead to domain names being inaccessible from the internet. Typically, this risk

5

Example: https://www.computerworld.com/article/2484097/major-ddos-attacks--cn-domain--disrupts-internetin-china.html
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scenario is not caused by external actors but by internal errors (procedural, bugs etc.).
Case 2c: DNSSEC related issues
If the top-level domain is signed and utilizes DNSSEC, then issues within the DNSSEC
configuration and setup might result in domain names being inaccessible from the internet. Even
though this seems to be overlapping with the previous case, DNSSEC issues are only
noticeable by internet users if they use validating resolvers, which is not a given in many
situations. This risk scenario is most likely to be caused by operational issues in DNSSEC key
management or bugs in the name server software.
Case 3 – Domain hijack via the registrar
A cyber-attack (aka SeaTurtle campaign) which exploited/compromised the registration
process/platforms at the domain registrars as a way to manipulate the TLD registry. Attackers
would point domain entries to their own infrastructure and in this way perform man-in-the-middle
attacks on the connections, registering fake SSL/TLS domain certificates and then
eavesdropping email traffic for instance and installing malware on endpoints.6
Case 4: IP Address Space hijacking
TLD Registry Operators using their ASN (autonomous space number containing IP address
network blocks assigned to and managed by the TLD Registry Operator) should be aware that
deliberate or accidental announcements of "their" address space can and will redirect traffic that
was destined for them to a different destination. Such an incident can result in a partial outage
of the essential service.
If a TLD Registry Operator manages their DNS Anycast and somewhere on the internet an
entity would announce these networks, then users that are network topologically closer to the
rogue announcement of the address space might end up getting wrong answers or no answer at
all. Such an attack would make the namespace partially invisible to its normal users.
Case 5: Incidents within the supply chain
TLD Registry Operators, just like any other service provider, will use several suppliers and
contract different partners to fulfil their mission as a top-level domain operator. Some of these
partners will be responsible for (part of) the execution of the essential services (example:
anycast providers, transit providers), others might be part of the sales chain (example:
registrars, resellers) and have a direct or indirect influence on the security and resilience of the
TLD Registry Operator's essential service.
TLD Registry Operators will therefore have to analyse their supply chain and identify those
parties that are impacting the essential service, do a risk assessment and where applicable
introduce appropriate mitigating controls.

6

Example: https://blog.talosintelligence.com/2018/11/dnspionage-campaign-targets-middle-east.html
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3 Security measures and good practices
This section contains two parts:
1. General security measures and good practices: The first part gives an overview of
general security measures which are relevant for any organization delivering (critical)
services. These general security measures are relevant also for TLDs for securing their
network and information systems.
2. Security measures specific for TLDs: The second part gives an overview of several
specific security measures for TLD managers.

3.1 General security measures and good practices
It is important that TLDs implement general security good practices and implement industry
standards for securing their network and information systems.
TLDs should implement an Information Security Management System (ISMS) for their
organization.
The scope of this ISMS should be at least the network and information systems supporting the
delivery of the TLD services, as well as the relevant processes.
There are several existing industry standards which can be used here, like for instance ISO/IEC
27001, as well as relevant guidelines developed by the NIS Cooperation group and ENISA:
 The EECC security measures guideline: adopted by the NIS Cooperation group and the
ENISA
ECASEC
expert
group
at
the
end
of
2020
https://www.enisa.europa.eu/publications/guideline-on-security-measures-under-theeecc. This document, although originally developed only for telecom operators, is very
relevant for operators delivering essential services in the digital domain, like TLDs.
 The NIS CG security measures guideline: adopted by the NIS Cooperation group in
2018 http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=53643.
 ISO/IEC 27001, an ISMS standard developed by ISO, which is widely used in the
industry: https://www.iso.org/isoiec-27001-information-security.html
For the sake of reference, we list general security objectives for TLDs in the table below.
Domain/area

Security objective

Description

D1:
Governance
And Risk

SO1: Information security policy

Establish and maintain an appropriate
information security policy.

SO2: Governance and risk

Establish and maintain an appropriate
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Management

D2: Human
Resources
Security

D3: Security
Of Systems
And
Facilities

management

governance and risk management
framework, to identify and address risks for
the services

SO3: Security roles and
responsibilities

Establish and maintain an appropriate
structure of security roles and
responsibilities.

SO4: Security of third party
dependencies

Establish and maintain a policy, with security
requirements for contracts with third parties,
to ensure that dependencies on third parties
do not negatively affect security of networks
and/or services.

SO5: Background checks

Perform appropriate background checks20on
personnel if required for their duties and
responsibilities.

SO6: Security knowledge and
training

Ensure that personnel have sufficient
security knowledge and that they are
provided with regular security training.

SO7: Personnel changes

Establish and maintain an appropriate
process for managing changes in personnel
or changes in their roles and responsibilities.

SO8: Handling violations

Establish and maintain a disciplinary process
for personnel who violate security policies
and have a broader process that covers
security incidents caused by violations by
personnel.

SO9: Physical and
environmental security

Establish and maintain the appropriate
physical and environmental security of
network and information systems and
facilities.

SO10: Security of supplies

Establish and maintain appropriate security
of critical supplies (for example electric
power, fuel, cooling etc.).

SO11: Access control to network
and information systems

Establish and maintain appropriate (logical)
access controls for access to network and
information systems.

SO12: Integrity of network and
information systems

Establish and maintain integrity of network
and information systems and protect from
viruses, code injections, and other malware
that can alter the functionality of systems.

SO13: Use of encryption

Ensure adequate use of encryption to
prevent and/or minimise the impact of
security incidents on users and on other
networks and services.

SO14: Protection of security

Ensure that cryptographic key material and
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D4:
Operations
Management

D5: Incident
Management

D6:
Business
Continuity
Management

D7:
Monitoring,
Auditing
And Testing

critical data

other security-critical data is adequately
protected.

SO15: Operational procedures

Establish and maintain operational
procedures for the operation of critical
network and information systems by
personnel.

SO16: Change management

Establish change management procedures
for critical network and information systems
in order to minimise the likelihood of
incidents resulting from changes.

SO17: Asset management

Establish and maintain asset management
procedures and configuration controls in
order to manage availability of critical assets
and configurations of critical network and
information systems.

SO18: Incident management
procedures

Establish and maintain procedures for
managing incidents, and forwarding them to
the appropriate personnel (triage).

SO19: Incident detection
capability

Establish and maintain an incident detection
capability that detects incidents

SO20: Incident reporting and
communication

Establish and maintain appropriate incident
reporting and communication procedures,
taking into account national legislation on
incident reporting to government authorities.

SO21: Service continuity
strategy and contingency plans

Establish and maintain contingency plans
and a strategy for ensuring continuity of
networks and communication services
provided.

SO22: Disaster recovery
capabilities

Establish and maintain an appropriate
disaster recovery capability for restoring
network and communication services in case
of natural and/or major disasters.

SO23: Monitoring and logging
policies

Establish and maintain systems and
functions for monitoring and logging of
relevant security events in critical network
and communication systems.

SO24: Exercise contingency
plans

Establish and maintain policies for testing
and exercising backup and contingency
plans, where needed in collaboration with
third parties.

SO25: Network and information
systems testing

Establish and maintain policies for testing
network and information systems, particularly
when connecting to new networks or
systems.
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D8: Threat
Awareness

SO26: Security assessments

Establish and maintain an appropriate policy
for performing security assessments of
network and information systems.

SO27: Compliance monitoring

Establish and maintain a policy for
monitoring compliance to standards and
legal requirements.

SO28: Threat intelligence

Establish and maintain appropriate
mechanisms for monitoring and collecting
information about relevant threats to the
security of networks and services.

In order to facilitate the adoption and assessment of these security objectives, we map them to
the ISO 27001/2 standard, which is a standard widely used by European TLDs. In addition, we
map them to the NIST SP 800-53 controls, in order to facilitate organizations that are more
familiar with this alternative widely used standard.

Security
domains

Security
objectives

ISO 27001/2 standard: Security
objectives and controls

NIST SP 800-53 r5
controls

D1:
Governance
And Risk
Management

SO1: Information
security policy

27002: 5.1 Management direction for
information security

All XX-1 controls

SO2: Governance
and risk
management

27001: 1 to 10 for governance
27001: 6.1 for risk management
27001: 8.2 and 8.3 for risk management

All XX-1 controls, CM-9, CP2, PS-7, PS-9, SA-3, SA-9,
PM-2, PM-10, AC-5, IR-6, SI5, PM-15, SA-3, SA-9, SA-15
RA-2, MP-3, PE-22, MP-2,
MP-4, MP-5, MP-6, MP-7,
PE-16, PE-18, PE- 20, SC-8,
SC-28

SO3: Security
roles and
responsibilities

27002: 6.1 Internal organization
27002: 7.1 Prior to employment
27002: 7.2 During employment
27002: 7.3 Termination and change of
employment

All XX-1 controls, CM-9, CP2, PS-7, PS-9, SA-3, SA-9,
PM-2, PM-10, AC-5, IR-6, SI5, PM-15, SA-3, SA-9, SA-15
PS-3, SA-21, PL-4, PS-6,
PS-7, SA-9, AT-2, AT-3, CP3, IR-2, PM-13, PS-8, PS-4,
PS-5

D2: Human
Resources
Security

SO4: Security of
third-party
dependencies

27002: 15.1 Information security in supplier
relationships
27002: 15.2 Supplier service delivery
management
27002: 13.2.2 Agreements on information
transfer
27002: 13.2.4 Confidentiality or nondisclosure agreements
27002: 14.2.7 Outsourced development

SR-1, SA-4, SR-3, SR-5, SA9, SR-6, RA-9, SR-7, CA-3,
PS-6, SA-9

SO5: Background
checks

27002: 7.1 Prior to employment

PS-3, SA-21, PL-4, PS-6

SO6: Security
knowledge and

27002: 7.1.2 Terms and conditions of
employment

PL-4, PS-6, AT-2, AT-3, CP3, IR-2, PM-13, PS-4, PS-5
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D3: Security
Of Systems
And
Facilities

D4:
Operations
Management

training

27002: 7.2.2 Information security
awareness, education and training
27002: 7.3 Termination and change of
employment

SO7: Personnel
changes

27002: 7.1.2 Terms and conditions of
employment
27002: 7.2 During employment
27002: 7.3 Termination and change of
employment

PL-4, PS-6, PS-7, SA-9, AT2, AT-3, CP-3, IR-2, PM-13,
PS-8, PS-4, PS-5

SO8: Handling
violations

27002: 7.1.2 Terms and conditions of
employment
27002: 7.2 During employment
27002: 7.3 Termination and change of
employment

PL-4, PS-6, PS-7, SA-9, AT2, AT-3, CP-3, IR-2, PM-13,
PS-8, PS-4, PS-5

SO9: Physical and
environmental
security

27002: 11.1 Secure areas
27002: 11.2 Equipment

PE-3, PE-2, PE-4, PE-5, CP6, CP-7, PE-9, PE-13, PE-14,
PE-15, PE-18, PE-19, PE-23,
AC-19, SC-42, PE-16
CP-8, PE-10, PE-11, PE-12,
MA-2, MA-6, MP-5, AC-20,
PE-17, MP-6, AC-11, MP-2,
MP-4

SO10: Security of
supplies

27002: 11.2 Equipment

PE-9, PE-13, PE-14, PE-15,
PE-18, PE-19, PE-23, CP-8,
PE-10, PE-11, PE-12, PE-4,
MA-2, MA-6, MP-5, PE-16,
AC-19, AC-20, PE-17, MP-6,
AC-11, MP-2, MP-4

SO11: Access
control to network
and information
systems

27002: 9.1 Business requirements of access
control
27002: 9.2 User access management
27002: 9.3 User responsibilities
27002: 9.4 System and application access
control
27002: 13.1 Network security management

AC-1, AC-3, AC-6, AC-2, IA2, IA-4, IA-5, IA-8, AC-6, CM5, AC-24, AC-7, AC-8, AC-9,
IA-6

SO12: Integrity of
network and
information
systems

27002: 12.2 Protection from malware
27002: 12.5 Control of operational software
27002: 12.6 Technical vulnerability
management
27002: 13.1 Network security management

AT-2, SI-3, CM-5, CM-7(4),
CM-7(5), CM-11, RA-3, RA5, SI-2, SI-5, AC-3, AC-17,
AC-18, AC-20, SC-7, SC-8,
SC-10, CA-3, SA-9, AC-4

SO13: Use of
encryption

27002: 10.1.1 Policy on the use of
cryptographic controls

SC-13

SO14: Protection
of security critical
data

27002: 10.1.2 Key management

SC-12, SC-17

SO15: Operational
procedures

27002: 12.1 Operational procedures and
responsibilities

All XX-1 controls, SA-5, CM3, CM-5, SA-10, AU-4, CP2(2), SC-5(2), CM-4(1)

SO16: Change
management

27002: 12.1 Operational procedures and
responsibilities
27002: 14.2.2 System change control
procedures
27002: 14.2.3 Technical review of
applications after operating platform
changes
27002: 14.2.4 Restrictions on changes to
software packages

All XX-1 controls, SA-5, CM3, CM-5, SA-10, AU-4, CP2(2), SC-5(2), CM-4(1), SI-2,
CM-4, SA-4, SR-5(2)

AC-17, AC-18, AC-20, SC-7,
SC-8, SC-10, CA-3, SA-9,
AC-4
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27002: 14.2.9 System acceptance testing

D5: Incident
Management

D6: Business
Continuity
Management

D7:
Monitoring,
Auditing And
Testing

SO17: Asset
management

27002: 8.1 Responsibility for assets
27002: 8.2 Information classification

CM-8, PL-4, PS-4, PS-5, RA2, MP-3, PE-22, MP-2, MP-4,
MP-5, MP-6, MP-7, PE-16,
PE-18, PE- 20, SC-8, SC-28

SO18: Incident
management
procedures

27002: 16.1 Management of information
security incidents and improvements

IR-8, AU-6, IR-6, SI-2, IR-4,
AU-4, AU-9, AU-10(3), AU-11

SO19: Incident
detection
capability

27002: 16.1 Management of information
security incidents and improvements

IR-8, AU-6, IR-6, SI-2, IR-4,
AU-4, AU-9, AU-10(3), AU-11

SO20: Incident
reporting and
communication

27002: 16.1 Management of information
security incidents and improvements

IR-8, AU-6, IR-6, SI-2, IR-4,
AU-4, AU-9, AU-10(3), AU-11

SO21: Service
continuity strategy
and contingency
plans

27002: 17.2 Redundancies

CP-2, CP-6, CP-7

SO22: Disaster
recovery
capabilities

27002: 12.3 Backup
27002: 17.2 Redundancies

CP-2, CP-6, CP-7, CP-9

SO23: Monitoring
and logging
policies

27002: 12.4 Logging and monitoring

AU-3, AU-6, AU-11, AU-12,
AU-14, AU-9, AU-8

SO24: Exercise
contingency plans

27002: 17 Information security aspects of
business continuity management

CP-2, CP-6, CP-7, CP-8, CP9, CP-10, CP-11, CP-13, CP4

SO25: Network
and information
systems testing

27002: 14.2.8 System security testing
27002: 14.2.9 System acceptance testing
27002: 14.3 Test data
27002: 18.2 Information security reviews

All XX-1 controls, CA-2, SA11, SA-4, SR-5(2), SA-15(9),
CA-2(1)

SO26: Security
assessments

27002: 12.7 Information systems audit
considerations
27002: 14.2 Security in development and
support processes
27002: 18.2 Information security reviews

All XX-1 controls, AU-5, SA3, SA-15, SA-17, CM-3, SA10, SI-2, CM-4, SA-8, SA-4,
SA-11, SR-2, SR-4, CA-2,
SR-5(2)

SO27: Compliance
monitoring

27002: 12.7 Information systems audit
considerations
27002: 18.1 Compliance with legal and
contractual requirements

All XX-1 controls, CM-10,
AC-3, AC-23, AU-9, AU-10,
CP-9, SC-8, SC-13, SC-28,
IA-7, SC-12, SC-17, AU-5
Appendix J Privacy controls

D8: Threat
Awareness

SO28: Threat
intelligence

27002: 12.6.1 Management of technical
vulnerabilities
27002: 6.1.4 Contact with special interest
groups

RA-3, RA-5, SI-2, SI-5, PM15
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3.2 Security measures specific for TLDs
In this section we list a number of measures and good practices that are specific for TLDs.
These measures should be seen as complementary to the previous section. At the end of the
section we reference a number of relevant industry initiatives and standards.
It is important to note that not every Member State has the same definition for an essential
service, hence some security measures might be out of scope for certain Member States.
Nevertheless, these measures remain good practices that aim to enhance the overall security
posture of the service.
Domain

Objective

TLD specific
security
measures and
good practices

Details

D1:
Governance
And Risk
Management

SO4: Security of
third party
dependencies

TLD-01: Security
of domain
registrars

In case the registration process is
outsourced to one or more domain
registrars and there is appropriate
contractual relationship between
them, the TLD should ensure that
these domain registrars take
appropriate security measures, to
protect the registration process and
the registry data:

D3: Security
Of Systems
And Facilities

SO11: Access
control to network
and information
systems

TLD-02: Multifactor
authentication
domain registrants



General information security
good practices, such as having
an ISMS, see for instance
ISO27001



Secure access to the domain
information or portfolio by the
domain owner.



Secure the provisioning system:
Use per domain access controls,
use a unique Extensible
Provisioning Protocol (EPP)
“authinfo” code value for each
registered domain name.



Support DNSSEC

It is important to secure the access
to the domain information by the
domain owner, for example by using
or multi-factor authentication,
because the accounts of the domain
owners are often targeted by
attackers. This is a good practice for
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TLDs that offer direct registration,
and, if the TLD relies on registrars,
the TLD should encourage its
registrars to implement multi-factor
authentication (see above).

SO12: Integrity of
network and
information
systems

TLD-03: Multifactor
authentication for
domain registrars

It is important that TLDs use ‘strong
authentication’, i.e. multi-factor
authentication, for providing web
portals access to the Registrars.
Web portals provided to the
Registrars by Registries are usually
used to modify Registrars contact
information, to load their pre-paid
account, etc.

TLD-04: Expiration
of Registrars
credentials

In cases where it is not feasible to
enforce multi-factor authentication, it
is important that Registrars
credentials have a limited duration
(i.e. 6 months max) and that
Registries implement policies to
enforce passwords strength

TLD-05: Protect
the integrity of the
TLD zone file

DNS zone data needs to be
protected from compromise by
hardening the relevant systems and
implementing appropriate monitoring
and detection to detect
unwanted/unauthorized changes.

TLD-06: Best
practices in setting
DNS zone
parameters

TLDs should configure appropriate
validity periods for DNS RRs,
RRSIG, preventing information
leakage from RRs and key
compromise7.

TLD-07:
Implement secure
exchange methods
for provisioning
domain names

It is important to protect the
registration process and the
Exchange between registrar and
registry by implementing secure
communication methods. TLD
registries using EPP should
consider implementing EPP over
TLS requiring client-side certificates
provided by the TLD manager to the

7

NIST – “Secure Domain Name System (DNS) Deployment Guide”:
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-81-2.pdf
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accredited registrars, as well as
allowing connections only from a
specified list of IP addresses
through ACLs.
TLD-08:
Implement
Response Rate
Limiting

Response Rate Limiting (RRL) is a
mitigating measure to prevent that
authoritative name servers are used
in an amplification attack.
Amplification DDOS attacks will use
any UDP protocol that allows for
amplification of requests into
answers that are much larger than
the request. RRL will limit the
number of responses based on rate
limiters configuration.

TLD-09:
Implement TSIG

Transaction Signatures (TSIG) is a
protocol designed to provide a
secure method for communicating
from a primary to a secondary DNS.
It is a simple and effective method
for organisations to enhance their
security.
TSIG is defined in RFC28458 and it
is used to provide authentication for
dynamic DNS updates or
communication between name
servers.

TLD-10: Hidden
master design

8

In order to better protect the primary
authoritative name server from
attacks, a hidden master design
should be implemented. In this type
of design there is a hidden primary
authoritative name server which
"lives" in a segregated internal
network and is allowed to either
directly or indirectly communicate
with the secondary name servers
using the DNS protocol to propagate
changes in the zone file (IXFR &
AXFR). Communication between
primary and secondaries is
protected by using controls such as
IP ACLs, VPN and TSIGs.

RFC2845 “Secret Key Transaction Authentication for DNS (TSIG)”: https://datatracker.ietf.org/doc/rfc2845
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SO13: Use of
encryption

TLD-11:
Implement
DNSSEC in the
zones it controls9

DNSSEC provides important
protection for registrants and
customers in the DNS ecosystem.
DNSSEC should be enabled both on
resolving DNS servers and on
advertising DNS servers.
The Key-Signing-Key (KSK) and
Zone-Signing-Key (ZSK) keys
should be changed at regular
intervals.

SO14: Protection
of security critical
data

TLD-12:
Implement
appropriate key
management and
roll-over practices

DNSSEC introduces key
management, which means it is
important to implement appropriate
key management and roll-over
practices to secure the whole key
lifecycle.

TLD-13: Timely
removal or update
of orphan glue
records

TLDs should timely remove or
update orphan glue records when
the delegation point NS record
referencing it is removed. This
reduces the risk of use of these
records by a malicious actor.

TLD-14: Secure
zone transfer

Zone transfer is used to replicate
DNS databases across a set of DNS
servers, e.g. from primary to
secondary. This process must be
appropriately secured to avoid
exploitation by malicious actors:


Secondary authoritative name
servers must not allow AXFR
zone transfers from the internet.



Zone transfers between primary
and secondary name servers
should be protected by:



9

o

IP ACLs

o

VPNs

o

TSIGs (see also relevant
control)

Secondary authoritative name
servers must be discrete on the
version used (version.bind

RFC6782 “DNSSEC Operational Practices, Version 2”: https://datatracker.ietf.org/doc/rfc6781
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chaos txt record) and not
publicly disclose what they are.

D6: Business
Continuity
Management

TLD-15: Enable
Secure Dynamic
DNS updates

TLD Registry Operators that use
dynamic DNS updates to manage
changes in their primary
authoritative name server, should
enable Secure Dynamic DNS
updates to ensure that only
legitimate clients can update their A
records.

TLD-16: Offer
registrar and
registry locks to
help registrants
protect their
domains better

Especially for critical domains, for
example used by operators of
critical infrastructure or services, it is
important to allow registrants to
‘lock’ their domains, to prevent
unauthorized changes. TLDs should
offer and promote these services
and make sure they are available to
domain registrants

SO17: Asset
management

TLD-17: Sufficient
hardware capacity
of the DNS servers

Since the hardware of a DNS server
influences the performance of the
entire system, it should have
sufficient capacity. This holds true
for both system resources (e.g.
memory) and network capacity.

SO21: Service
continuity strategy
and contingency

TLD-18:
Implement
redundancy in
DNS server

TLD Registry Operators should
implement sufficient redundancy in
the deployment of authoritative
name servers to ensure availability
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plans

deployment

and continuity in their operation.
This should be particularly true for
the deployment of the secondary
DNS servers that are publicly facing.

TLD-19: Running
different flavours
of name server
software and
operating systems.

Introduce resilience against bugs
and exploits by running different
flavours of name server software
and operating systems to mitigate
potential bugs in the software and/or
operating system that might
jeopardize the resilience of the
service. For example, a zero-day
exploit on the BIND name server
can easily be mitigated by switching
to another name server software like
NSD, KNOT DNS, YADIFA.

TLD-20:
Connection of the
DNS servers via
different uplink
providers

Implement redundancy in the uplink
connectivity of name servers by
either using an Autonomous Space
(AS number) with Provider
Independent address space for the
name server setup, or spread the
name servers over different
autonomous spaces.

TLD-21: Configure
NS software for
TLD scale

TLD Registry Operators should
configure the name server software
and supporting systems to handle
peak loads expected on the
operational systems.

TLD-22: Ensure
geographical and
network
distribution

Ensure resilience and performance
of the DNS, including the mitigation
of potential DoS attacks against
DNS servers and resolvers, by
implementing geographical and
network distribution of the name
servers. Specifically, geographical
distribution can provide performance
improvement and resilience against
natural disasters, while network
distribution and
compartmentalization offers
resilience against cyber attacks.

TLD-23:
Implement

Anycast DNS means that any one of
a number of DNS servers can
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Anycast DNS

respond to DNS queries, and
typically the one that is
geographically closest will provide
the response. Implementing Anycast
can provide resilience to DDoS
related attacks, as the attack is
automatically spread across a large
number of DNS servers, reducing
the impact. 10 11

TLD-24: Business
Continuity
Management

Business continuity planning and
disaster recovery are important to
ensure the ongoing operation of the
organisation’s core functions
notwithstanding the occurrence of
any disruptive events.

TLD-25:
Implement data
escrow

Registry Data Escrow is a data
protection service which ensures
that up-to-date copies of domain
name ownership and contact details
are held in escrow by a trusted,
neutral third party. Data escrow be
considered as the ultimate and final
recovery option in the event of the
registry’s technical failure.

TLD-26: Protecting
against logs
altering attacks

Details Whenever possible, logs
from all network devices should be
directed to a separate server. Most
network devices, including routers,
switches, firewalls, and servers,
have the capability to do this.
Storing log files on a secured
remote server that is only accessed
across a management network can
be a primary step in securing the
logging infrastructure

Industry initiatives and industry good practices relevant for TLDs
There are a number of relevant industry initiatives on security for TLDs. It is important for the
TLDs to follow and engage with these industry initiatives and to continue to develop these
industry good practices.
 The CENTR Member Security Maturity Model (CM-SMM) allows TLD managers to
10
11

RFC4786 “Operation of Anycast Services”: https://datatracker.ietf.org/doc/rfc4786/
https://www.cloudflare.com/learning/dns/what-is-anycast-dns/
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benchmark the maturity level of their information security management, using a selfassessment scorecard.12
 CENTR is also developing a sector-specific security framework, called the 3SG project,
with the goal of promoting an increased level of security of ccTLDs, by initiating industrydriven work on a potential TLD sector-specific security standard.
In addition, there are several security standards relevant to the DNS ecosystem, described in
their corresponding RFCs:







12

RFC 1912: Common DNS Operational and Configuration Errors
RFC 2541: DNS Security Operational Considerations
RFC 3833: Threat Analysis of the Domain Name System (DNS)
RFC 4472: Operational Considerations and Issues with IPv6 DNS
RFC 6168: Requirements for Management of Name Servers for the DNS
RFC 6781: DNSSEC Operational Practices, Version 2

https://www.centr.org/news/news/the-centr-member-security-maturity-model-is-out.html
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5 Annex 1: DNS and TLD basics
As mentioned, the TLDs are an integral part of the overall DNS ecosystem. This annex provides
basic information on the functioning of DNS.
The DNS ecosystem
The DNS is not one system but a complex ecosystem of different actors, services and
infrastructure, including the top-level-domains (TLDs), but also operators of DNS authoritative
servers, telecom companies operating DNS resolvers, enterprises operating DNS resolvers for
their users, domain registrars, where individuals and organisations can register domains, and
the millions of owners of these domain names, typically organisations running a website or
providing an app. Annex 2 will discuss the DNS ecosystem in more detail.
The DNS hierarchy
The DNS is hierarchical and distributed. The hierarchy is reflected by the domain names. For
example, the name URL www.example.com has 3 labels separated by dots, www, example and
com. The last label, (com) is in the DNS root zone. The root zone is managed by IANA. Note
that by convention the ‘root’ zone label (and the dot) are never written down, but it would look
like www.example.com.root. The diagram on the right depicts a part of the DNS hierarchy.

DNS lookup
The main function of the DNS ecosystem is to allow a process called “DNS lookup”. Suppose an
application A, for instance an internet browser, wants to access the URL www.example.com. To
be able to establish a network connection, the application A needs to know the IP address. The
application will ask the first DNS resolver it can find (step 1). Typically, this points to a DNS
resolver built into a home DSL router, and the request eventually lands at the DNS resolver of
the local internet service provider.
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Recursive DNS lookup
Often the DNS resolver does not have all the answers ready and at that moment it will start a
recursive lookup, to get more information about each part of the domain name. The steps are
shown on the right. In steps 2 and 3 the DNS resolver queries the root, to understand where to
find information about com. In steps 4 and 5 the DNS resolver queries com, to find out where
the DNS information about example.com is located. In steps 6 and 7 the DNS resolver retrieves
the last bit of information it needs, the IP address of www.example.com. In step 8 the DNS
resolver answers the original query of step 1, answering that the address is, say, 198.51.100.2.

Stub resolvers, caching and priming
Because resolving a name in the way described above can be quite time-consuming, the
computer, or the application that does the DNS lookup, often builds up temporary memory
referred to as “cache” as it learns more from previous queries. The part that does the recursive
lookup is also called “iterative resolver”. The part of the software that sends DNS requests to the
iterative resolver is called a “stub resolver”. At the beginning, the only thing the iterative DNS
resolver knows is the address of the DNS root server, which contains the root zone. These
addresses are contained in a special file, so-called, root “hints”. Stub resolvers can keep this up
to date by periodically requesting the root servers for their current addresses. This is referred to
as “priming”.
From DNS to HTTP to HTTPS
Let us briefly go back to the use case of an (end-user) application accessing www.example.com
(where there is a web server with some information). The stub resolver made the request, after
that the recursive lookup took place, and finally the stub resolver concluded that
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www.example.com is located at the address 198.51.100.2. Now at this point the application
knows the IP address and will set up the connection with 198.51.100.2.
When this internet connection is established, then the application can start exchanging
“hypertext transfer protocol” (HTTP) messages with the web server. A common exchange starts
with an HTTP GET, from the application, which is answered by an HTTP RESPONSE from the
server, containing hypertext or other data, for instance an image or some text.
Note that it is good practice to use traffic layer encryption (TLS or HTTPS) encryption, before
exchanging HTTP messages, so to be complete and precise, after the TCP or UDP connection
is set up, the application or end-user device will often proceed to set up a cryptographic tunnel
using the web-certificate on the server side.13
DNS resolution and DNS provisioning
DNS resolution (the steps described in the previous section) is the main function of DNS. But
there are many entities involved before DNS resolution can take place. Each of these actors has
a different role. It is useful to split the main functions in three different parts:
1. Provisioning: The provisioning is the process of registering new domains and
disseminating this information in the right places. Registration of a new domain usually
starts at a domain registrar who will make the necessary changes in the TLD.
2. Resolution: The resolution is the process of retrieving information about domains from
the DNS hierarchy. Resolution starts at a system or application, involves one or more
DNS resolvers and involves requests to the DNS root zone, to the TLD and authoritative
DNS servers for the individual websites. Provisioning and resolution happens at every
level of the DNS hierarchy. Some entities are involved both in provisioning and

13

With DNSEC and DANE this web certificate is anchored in the DNS record itself.
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resolution. For example, the TLD plays a role in the provisioning but also in the
resolution. Often a TLD is also the authoritative DNS server for some of the websites
registered at the TLD.
The criticality of these two functions generally depends on the level in the DNS hierarchy, but
also on other factors. For example, disruption or compromise of the .com domain can affect
more than 150 million sub-domains registered there.14 At the same time, sometimes a change in
a single website domain, like google.com, can have more impact than a compromise of, say, an
entire top-level domain.

14

The Verisign Domain Name Industry Brief – May 2019: https://www.verisign.com/assets/domain-name-reportQ32020.pdf
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6 Annex 2: Different TLD Operating models
ccTLDs can have different operating models:
 Registry-Registrar model: For ccTLDs, the most common model is the so-called
“Registry-Registrar”, when the registry only offers registrations and domain management
through accredited registrars.
 Direct registration model: Some ccTLDs do not accredit registrars at all, and instead
work directly with domain registrants. In such cases, registrars can still manage these
domains, but must often log into an individual account and make changes to these
domains manually. Examples of such models are the .DK, .BG, .DE, .LU and .ES
ccTLDs.
 Hybrid model: Finally, some ccTLDs use a hybrid model accepting domain name
registrations from both registrars and directly from registrants. For example, the .CY and
.AT ccTLDs use such a model.
Across the EU the ccTLDs are quite diverse when it comes to the operating model, the number
of domains and registrars.
In the chart below we show some of the TLDs, the number of registrars they work with and the
number of domains they registered.
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