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Executive Summary: Key recommendations
Key recommendation I: Introduce a new semi-horizontal and risk-based regime on software safety
(accompanied by further steps to modernise the safety-related acquis)
The European legislator should introduce a new regime on software safety. This regime would be semihorizontal in nature as it would apply only to software, but to all software (e.g. whether embedded,
accessory or standalone), in a very broad and technologically neutral sense and including, e.g., SaaS. It
would overcome shortcomings in the existing safety legislation, which does either not cover software,
in particular not standalone software, or is poorly equipped to deal with software. The European
legislator might thus consider introducing a new Software Safety Directive (SSD), which would have to
be accompanied by selected further steps towards modernisation of the safety-related acquis.
The relationship of the SSD with existing and future sectoral legislation would be one of
complementarity. The SSD would be dealing with cross-cutting issues such as the delineation between
products with software elements, add-on software for other products, and standalone software that
otherwise interacts with other products, and the division of responsibilities between the different
producers in either case. It would deal with privacy by design, cybersecurity (until/unless addressed by
other acts developed under the Cybersecurity Act), post-market surveillance duties, issues arising in
the context of updates, and similar questions. The sectoral instruments would continue dealing with
specific aspects that are characteristic of the relevant type of product, such as machinery or toys.
While only few provisions would apply to software in general, the SSD would have a specific Part for
software to be run on connected hardware (addressing issues such as protection of networks, fraud
prevention, or privacy by design and by default). The SSD would also have specific Parts for other
special types of software (such as software run on DLT, addressing governance issues required, e.g.,
for the prevention of illegal activities and for ensuring enforcement of legal rights and obligations).
In designing the SSD it would have to be made sure that measures taken are proportionate and that,
in particular, no unnecessary red tape is put up for software development and innovation. Specific
requirements or procedures should be restricted to software beyond a certain risk-level and/or
producers beyond a particular size, and appropriate exceptions must be formulated, notably for open
and community based software development for the public good.
Key recommendation II: Revise the Product Liability Directive (PLD)
The European legislator should continue efforts to revise the PLD. A whole series of changes would be
required for the PLD to be fit for the challenges posed by software. First of all, the scope of the PLD
should explicitly be extended to software within the broad, technologically neutral meaning proposed
in this Study. For software marketed to customers within the Union, there would have to be an
authorised representative that would be jointly and severally liable together with the producer, but
appropriate restrictions would have to be made concerning this requirement in order not to jeopardise
access to software developed outside the Union. There would have to be liability for defects persisting
because of a failure to comply with post-market surveillance duties and duties to take ‘appropriate
action’, in particular by way of software updates, as well as liability for defects that have their origin in
an update. Clarification of the respective responsibilities of various actors involved where software
interacts with hardware or other software would be helpful. The development risk defence, which is
problematic as such, is particularly ill-suited for software and should not apply. The types of damage
eligible for compensation under the PLD should mirror the broader range of risks covered by the
proposed SSD. Also other links between safety requirements and liability should be intensified.
7

In addition, the PLD should be adapted to the challenges posed by AI. For AI-specific harm caused by
AI-driven products, no defect of the AI should have to be established by the victim and it should be
sufficient for the victim to prove that the harm was caused by an incident that might have something
to do with the AI (e.g. the cleaning robot making a sudden move in the direction of the victim) as
contrasted with other incidents (e.g. the victim stumbling over the powered-off cleaning robot).
Key recommendation III: Introduce new regulatory framework for AI
Following the approach indicated in the White Paper on AI, the European legislator should introduce
a new regulatory framework for AI in the form of a Regulation. This Regulation should also address
social risks of AI. It would have to contain general principles or essential requirements that address
goals rather than means (such as ‘explainability’ of AI and minimum degrees of human control). Apart
from that, it is recommended that there is a limited number of ‘high-risk applications’ for which a
regulatory approach is taken that focuses on concrete requirements (such as particular information
duties), rights (such as the right to request human intervention) and procedures (such as impact
assessment). In addition, a range of ‘unfair algorithmic practices’, such as discrimination, exploitation
of vulnerabilities, manipulation, total surveillance, or oppression, should be prohibited and
‘blacklisted’ for all AI applications, whether high-risk or not. Engagement in blacklisted practices or
violation of requirements, procedures etc. should result in liability for harm thereby caused. There
could also be a range of whitelisted data practices in the context of AI development and deployment,
i.e. practices for which a specific statutory justification within the meaning of the GDPR is created.
Key recommendation IV: Introduce new instrument on AI liability
On top of the measures mentioned so far, and definitely if the PLD is not fully adapted to the challenges
posed by AI, the European legislator should consider the introduction of a new Directive on AI Liability.
This would also serve to foster public trust in the roll-out of AI and pre-empt fragmentation of national
solutions, which could be an obstacle to innovation. The Directive could provide for strict liability for
physical risks, such as death, personal injury or property damage, caused by certain high-risk AI
applications (such as cleaning robots in public spaces) and also clarify liability for other applications.
Strict liability should preferably be on the backend operator. Definitely, a frontend operator who is a
consumer should not be subject to strict liability, nor to any other regime of enhanced liability. For
activities for which there exists already now strict liability and mandatory liability insurance under
many legal systems (such as motor vehicles) a harmonised regime for both AI-driven and conventional
devices would be ideal.
The Directive would equally provide for vicarious liability for risks of any kind and any AI to the extent
that AI has been deployed in lieu of a human auxiliary and the deployer would have been liable for the
malperformance of that human auxiliary under national law.
Key recommendation V: Continue digital fitness check of the whole acquis
Apart from the recommendations submitted so far, it is likewise recommended to continue efforts of
making the whole acquis fit to meet the challenges posed by software, connected devices, and AI. This
could concern, for instance, the law of unfair commercial practices law (e.g. economically harmful
recommendations to consumers), anti-discrimination law (e.g. discrimination by algorithms that is not
based on a recognised discrimination criterion), competition law (cf. the issue of collusion by
algorithms), or media law (cf. manipulation by social bots) as well as new provisions to be expected
under the Digital Services Act.
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Guiding Principles for safety and liability with regard to software
The following Guiding Principles summarise the main findings of Chapters 1 to 5 of this Study that form
the basis of the options for action at EU level discussed in Chapter 6 and the key recommendations in
Chapter 7. They may serve as recommendations for legislators at EU as well as at national level and,
where possible under the framework of the applicable legal regime, as guidance for courts.

Chapter I: The Role of Software in Safety and Liability Law
Principle 1: ‘Software’ within the meaning of these Principles
In a safety and liability context, ‘software’ should be understood as comprising digital content and
digital services as defined by Directive (EU) 2019/770. This is to reflect the increasing commutability of
software in the more traditional sense of a set of instructions and of ‘mere data’ (e.g. an electronic
map). This is also to reflect the functional equivalence of software stored on the user’s device and
access to digital infrastructures beyond the immediate physical control of the user (e.g. Software-asa-Service, SaaS).
Principle 2: Commitment to both safety and liberty in software development
(1) Also with regard to software, Europe should maintain its policy that products placed on the market
need to be safe, and that safety precautions may be justified even where their overall cost exceeds
the monetary dimension of harm prevented by them and any hypothetical compensation.
Whether an ALARP or an AFAP approach to risk control is to be preferred depends on the type and
gravity of the relevant risks.
(2) Any law on safety and liability with regard to software must take into account the characteristics
of software development and distribution, such as that software is developed in a dynamic way,
often through the collaboration of many different parties from across the globe, that these parties
may be players of very different size and motivation, and that distribution can occur worldwide
without significant cost or logistical barriers.
(3) Nothing in these Principles must be construed as suggesting measures that would mean a
disproportionate obstacle for software development and distribution, including open software
development and access to software supplied from outside the Union. All measures suggested
must be read as having appropriate exceptions, e.g., for open and distributed software
development, or as being restricted to appropriate cases, e.g. to where the software exceeds a
particular level of risk or where the producer exceeds a particular size.
Principle 3: Products with software elements
(1) Where the law currently provides for safety and liability rules for tangible items, those rules need
to be adapted so as to fully take into account the characteristics of tangible items ‘with software
elements’. In doing so, they should seek to achieve, as far as appropriate, consistency with the
treatment of ‘digital elements’ within the meaning of Directive (EU) 2019/771.
(2) Tangible items ‘with software elements’ include tangible items that incorporate, or are interconnected with, software in such a way that the absence of that software would prevent the items
from performing the functions ascribed to them by their producer or a person within the
producer’s sphere, or which the user could reasonably expect, taking into account the nature of
9

the items and the description given to them by the producer or a person within the producer’s
sphere.
(3) The producer that has to ensure safety and may become liable for tangible items needs to ensure
safety and assume liability for such digital elements within the meaning of paragraphs (1) and (2)
as are described as being suitable for the tangible items by the producer or a person within the
producer’s sphere, irrespective of whether such software elements are supplied by the producer
or by a third party. In the event of doubt, the software elements shall be presumed to be described
as being suitable.
Principle 4: Add-on software altering the features of other products
Where software is intended to be loaded upon hardware in cases other than those covered by Principle
3, or combined with other software, in a way altering the functionality of that hardware or other
software, the producer of the first software becomes responsible for the safety of the combined
product insofar as the relevant functionality is concerned. Where conformity assessment procedures
are foreseen for the hardware or other software, that producer must conduct these procedures as if
that producer had placed the combined product on the market. This is without prejudice to the
responsibility of the producer of the hardware or other software under Principle 5.
Principle 5: Software and hardware as components of digital ecosystems
(1) Software components must be safe in all digital environments they will foreseeably be run in.
Producers of hardware and software must therefore, subject to more far-reaching obligations
under Principles 3 and 4, ensure safety-preserving compatibility with other software and hardware
or, where the combination of components would pose a safety risk, provide for appropriate
warnings and other appropriate action including, where necessary in the light of the gravity of the
risk and the relevant target group, for technical features that prevent the components from being
run together.
(2) Where the producers of different components of digital ecosystems market their products as being
recommended to run together, and where it is clear that one component must have caused harm
in a way triggering liability, while it is unduly difficult for the victim to prove which of the
components ultimately caused the harm, the producers of all components that might have caused
the harm should be jointly and severally liable to the victim.
Principle 6: Standalone software as a product in its own right and equivalence of hardware and software
(1) Where the law currently provides for safety and liability rules for products in general, those rules
should be extended to, or be interpreted as covering, standalone software within the broad
meaning of Principle 1 (i.e. including, for instance, SaaS). This is without prejudice to creating new
rules specifically for software, which may be the preferable option.
(2) Where the law currently provides for sectoral safety and liability rules for particular items those
rules should be extended to, or be interpreted as covering, standalone software if the latter can
be functionally equivalent to the items primarily covered.
(3) Paragraphs (1) and (2) should apply to off-the-shelf and customised software alike to the same
extent as the law currently applies to both off-the-shelf and customised tangible items.
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Chapter II: A Dynamic Concept of Software Safety
Principle 7: Software safety for all target groups
(1) Software must be safe for the different degrees of diligence and digital literacy and skills that can
be expected among the group that will foreseeably be using the software (whether or not intended
for them), including in particular, where applicable, vulnerable user groups. This includes the way
safety updates are offered to or imposed upon users and the extent to which hardware or software
allows different software to be run in conjunction with it.
(2) Where it is impossible to design software in a way that it is safe for all groups reasonable measures
must be taken to make sure the software only reaches user groups for which it is safe.
Principle 8: Software safety throughout lifecycle
(1) Software must be and remain safe throughout its whole lifecycle, from its first putting into
circulation (even if called a ‘beta version’ or similar) to regular updates to its going out of service.
(2) Product monitoring with regard to software throughout its lifecycle is essential and must comprise
monitoring of the whole ‘digital landscape’ including the emergence of new malware and new
hardware and software that is likely to be used together with or interact with the software and
might create safety risks.
(3) The duration of the software lifespan must be communicated by the producer in a transparent
manner and should not be lower than what a user can reasonably expect, taking into account the
type of software and all other circumstances. The lifespan of software elements within the
meaning of Principle 3 must be adjusted to the tangible item’s lifespan, and early obsolescence of
the software element is to be avoided for reasons of sustainable economy and consumer
protection.
(4) When the lifespan of the software has come to an end and the software is no longer kept safe the
producer must take appropriate action to prevent further use of the software.
Principle 9: Software updates
(1) Any software that comes with connectivity, or is designed to run on connected hardware, should,
where appropriate in the light of safety considerations, be updated over-the-air in a manner that
ensures safety throughout the product’s lifecycle.
(2) Where a software update changes the original performance, the functioning or the intended use
of the software safety assessment procedures that had to be conducted for the original software
may have to be repeated for the updated software. The extent to which assessment should be
repeated depends on the significance of the change. No repeated assessment is required for minor
software revisions, such as bug fixes, security patches, or minor usability or efficiency
enhancements. Where software updates are supplied on a regular or continuous basis, assessment
of the update generation and provision system may be more appropriate.
Principle 10: No abuse of safety considerations
(1) Safety measures, such as updates, must not be abused as a pretext for pursuing the producer’s or
third parties’ own commercial interests, such as by unnecessarily adding data collection functions
for commercial purposes or consuming storage space and/or requiring extra computing power to
accelerate obsolescence of hardware.
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(2) Safety concerns must not be abused as a pretext for creating unnecessary lock-in for users of
hardware or other software.

Chapter III: Types of Risks and Responses
Principle 11: Safety and liability with regard to individual ‘physical risks’
(1) As regards individual ‘physical risks’ associated with software (such as personal injury caused by
an autonomous vehicle or care robot), these should generally be subjected to traditional types of
safety and liability regimes, which must be adapted to the specificities of software. This does not
preclude the creation of new regimes of a traditional type (e.g. a new safety standards and strict
liability regimes for AI).
(2) Where the law currently provides for safety and liability rules addressing risks of
(i) personal injuries those rules should be extended to, or be interpreted as covering, risks of
causing psychological harm that amounts to a recognised state of illness (e.g. depression).
(ii) damage to property those rules should be extended to, or be interpreted as covering, risks
of causing harm to the user’s digital environment, including any data controlled by the user.
(3) Where, under traditional types of safety and liability regimes, responsibilities lie on the operator
of a product, the law should pay due account to the fact that a party that continuously provides
software updates and possibly further software elements may exercise a degree of control over
the product that justifies considering that party to be the relevant operator (backend operator) for
safety and liability purposes (instead of the person deploying the product, i.e. the frontend
operator). Where there exists a registration system for safety and liability purposes (as is often the
case, e.g., for motor vehicles), the producer may nominate a party as backend operator, provided
this does not jeopardise a victim’s chances to liquidate any damages that may be due; unless this
is the case the producer shall be deemed to be the backend operator.
Principle 12: Safety and liability with regard to other than individual physical risks
(1) Legal regimes concerned with safety and liability should likewise address, in an appropriate
manner, other risks than those covered by Principle 11, in particular safety risks such as with regard
to cybersecurity, integrity of networks, data protection or fraud prevention, ‘pure economic risks’
(such as economically harmful recommendations given to consumers), and ‘social risks’ (often also
called ‘fundamental rights risks’, i.e. risks of harm of a primarily non-material nature caused to
individuals, groups or the public at large, such as discrimination, exploitation, manipulation,
humiliation or oppression).
(2) Risks mentioned in paragraph (1) may also be addressed by legal frameworks not primarily
associated with ‘safety’ or ‘liability’ (such as anti-discrimination law or the law of unfair commercial
practices).
Principle 13: Intermediated risks
(1) Safety and liability regimes should cover risks that are not direct but intermediated (i.e. caused by
the free decision of the victim or a third party, but instigated by the software). The way another
person foreseeably reacts to the software is part of the operation of that software and must be
considered for the relevant concepts of safety and liability. This includes recommender systems
and any foreseeable automation bias.
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(2) By way of exception from paragraph (1), such intermediated risks as are not created by the
functionality of software, but merely by content displayed (such as by recommendations given in
a video or e-book), should not be covered by safety and liability regimes.
(3) Strict liability must duly take into account the fact that the risk that materialised was an
intermediated risk, such as by way of appropriate defences.
Principle 14: Connectivity
Where software comes with network connectivity or is designed to run on connected hardware, this
adds significantly both to the risk of the product, such as to cybersecurity and privacy risks, and to the
possibilities of the software producer to monitor the software and to manage any safety risks
associated with it. The additional risk and additional degree of control justify stricter measures at all
levels, i.e. concerning ex ante safety assessment and safety measures, post-market surveillance and
appropriate action, as well as liability where harm occurs.
Principle 15: Autonomy, opacity and the role of ‘Artificial Intelligence’
(1) So-called ‘Artificial Intelligence’ (AI) entails a gradual aggravation of particular problems associated
with safety and liability, which is due to the opacity of code (‘black-box effect’) and the reduced
predictability of operations (‘autonomy’). It is of vital importance to legislate essential
requirements and develop specific harmonised standards for the safety of AI.
(2) Harm caused by AI often cannot be traced back to human fault, and it is much more difficult to
establish defect because it may be difficult to delineate between the harm caused by a defective
AI and harm that was unavoidable when using a certain AI system. Strict liability for AI is therefore
an appropriate response in cases of high-risk applications. The definition of what counts as ‘highrisk’ should not only focus on physical risks but also on pure economic and social risks.
(3) Irrespective of whether or not an application counts as ‘high-risk’ application, a person deploying
AI should be liable for malfunctions of the AI to the same extent as that person would be liable for
the acts or omissions of a human auxiliary.
(4) Should particular AI legislation be enacted the definition of AI chosen to describe the scope should
be as technology-neutral as possible, focusing on the sophistication of tasks to be performed
rather than on any technical detail (such as machine learning).
Principle 16: Distributed ledger technologies
(1) Safety with regard to software running on distributed ledgers is subject to at least the same rules
on safety and liability as other software (e.g. the same rules as would apply to multiplayer gaming
software on a central server).
(2) For software running on distributed ledgers new and specific safety requirements concerning
governance structures are required, which allow for effective control of individual and collective
safety risks such as fraud, money laundering, financing of criminal acts as well as for easy
identification of a responsible party and measures ensuring enforceability of legal rights and
obligations.
(3) Where it is impossible or unreasonably difficult to identify the producer of software running on a
distributed ledger, any economic operator that exercises a sufficient degree of control over the
network, such as by holding a master key, may be held responsible in the same way as a producer.
Single nodes with no particular control rights are only responsible for their own activities.
13

Principle 17: Relationship between safety and liability
(1) The person that is responsible for product safety should normally also be the person that becomes
or may become liable where a safety risk materialises and causes harm. This also applies to strict
liability where there is reason to assume that the bulk of risks that ultimately cause harm are
product safety risks.
(2) Where the person responsible for product safety cannot demonstrate that it has observed all
applicable harmonised safety standards it has to bear the burden of proof with regard to the nonexistence of a defect or of fault, where relevant. This is without prejudice to more far-reaching
alleviations of the burden of proof for the benefit of the victim.

Chapter IV: General Provisions
Principle 18: Producers and their representatives
(1) Without prejudice to the responsibility of other parties for their own activities within the supply
chain, obligations with regard to safety and liability are to be fulfilled by the producer of the
product with software elements within the meaning of Principle 3, the producer of add-on
software within the meaning of Principle 4, or the producer of the standalone software within the
meaning of Principles 5 and 6.
(2) A party that has not developed or reconditioned and released the software or other product but
that presents itself as the producer by affixing its name, trade mark or other distinctive mark, is to
be considered as producer.
(3) Producers of software within the meaning of Principles 4 to 6 not established in the Union should
have to nominate an authorised representative established within the Union, subject to Principle
2. This authorised representative should be jointly and severally liable with the producer for all
obligations with regard to safety and liability and must be equipped with the necessary mandates
and financial means or insurance.
Principle 19: Other responsible economic operators
Distributors, fulfilment service providers, and information society service providers must support
efforts to ensure safety and to enforce liability claims. Failure to do so may lead to liability of the
relevant economic operator itself. This is without prejudice to Principle 16(3).
Principle 20: Structure of software-relevant regulation
(1) Whether software-related legislation should have a broad scope, covering all or a very broad range
of products or activities (often called ‘horizontal’ legislation) or a narrow scope, only covering
particular types of products and activities (often called ‘sectoral’ legislation), is determined by a
number of factors including
(i) whether the safety requirements or liability imposed are suitable, necessary and
proportionate for a broad range or only a narrow range of products or activities, taking into
account that any requirements or liability are likely to enhance overall safety and foster user
trust, but also to create additional cost and hinder SMEs from entering the market; and
(ii) considerations of clarity, consistency and practicality of the law.
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(2) Regulation on safety and liability with regard to software should be risk-based, i.e. avoid imposing
measures for cases where these measures are not justified by the gravity of the risk to be mitigated
or eliminated.
(3) Safety requirements for software should make use of a combination of legislation, which sets out
the main decisions, of delegated acts, and of harmonised standards to be prepared with industry
participation.
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1 Introduction
Software lies at the very heart of modern products and services that form part of wider digital
ecosystems, and debates about the safety and liability related aspects of software date from the
second half of the 20th century. With the new ‘digital revolution’ we have witnessed over the past
decade, which has significantly affected almost every aspect of how we live, work and innovate, the
debate has taken on a new dynamic. At the same time, the term ‘software’ has lost much of the focal
role it had still played during the 20th century, and the debate about software has been overshadowed
by emerging related debates, such as the one on Artificial Intelligence (AI) and robotics1, the one on
the Internet of Things (IoT)2, the one on the data economy and data strategy3, the one on digital
content and services4, and the one on the platform economy5. In each of these contexts, ‘safety’ and
‘liability’ have been mentioned in one way or another. However, boundaries between the debates are
more and more becoming blurred, and the conceptual value of terms such as AI is being increasingly
called into question. Definitely, AI qualifies as software, but not all software qualifies as AI. We may
therefore be well advised to look at safety and liability in a somewhat more holistic way and from the
perspective of ‘software’.

2 Software and software-enabled products and services
2.1 Definition of ‘software’
2.1.1 Relationship between ‘software’ and ‘computer program’
As yet, there is no generally recognised definition of what amounts to ‘software’ even though the term
is widely used, including in EU legislation.6 The habit in common parlance to use the term ‘software’
interchangeably with ‘computer program’, which is also reflected in policy communications7 and legal

1

Commission, ‘White Paper on Artificial Intelligence - A European approach to excellence and trust’ COM(2020)
65 final.
2
Commission Staff Working Document, ‘Advancing the Internet of Things in Europe’ SWD(2016) 110 final.
3
Commission, ‘Building A European Data Economy’ COM(2017) 9 final; Commission, ‘A European strategy for
data’ COM/2020/66 final.
4
See Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects
concerning contracts for the supply of digital content and digital services OJ L 2019/136, 1 and Directive (EU)
2019/771 of the European Parliament and of the Council of 20 May 2019 on certain aspects concerning contracts
for the sale of goods, amending Regulation (EU) 2017/2394 and Directive 2009/22/EC, and repealing Directive
1999/44/EC, OJ L 2019/136, 28.
5
Commission, ‘Online Platforms and the Digital Single Market Opportunities and Challenges for Europe’
COM/2016/0288 final.
6
E.g. Directive 2006/42/EC of the European Parliament and of the Council of 17 May 2006 on machinery, and
amending Directive 95/16/EC (recast), OJ L 2006/157, 24; Regulation (EU) 2017/745 of the European Parliament
and of the Council of 5 April 2017 on medical devices, amending Directive 2001/83/EC, Regulation (EC) No
178/2002 and Regulation (EC) No 1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC, OJ L
2017/117, 1; Directive 2014/90/EU of the European Parliament and of the Council of 23 July 2014 on marine
equipment and repealing Council Directive 96/98/EC, OJ L 2014/257, 146.
7
E.g. Commission, ‘Proposal for a Council Directive on the legal protection of computer programs’ COM(88) 816
final, OJ C 91/1989, 4.
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literature,8 adds to the existing lack of clarity. Legislators have refrained from defining software mainly
because a detailed and technical definition runs the risk of being too exclusive and not flexible enough
for future technological developments, while a very general definition would not provide much
benefit.
The interchangeable use of the terms ‘software’ and ‘computer program’ is also reflected in legislative
texts. Directive 2009/24/EC (Computer Programs Directive, CPD)9 for example, which – confusingly
enough – is also commonly referred to as ‘Software Directive’, uses both terms in its recitals10, without
defining either of the two. In refraining from providing a definition, the European legislator followed a
recommendation by IT-Experts when the Directive was initially proposed in 1989 that any definition
would become obsolete due to technological changes.11 This view apparently also prevailed during the
revision of the original Directive. Recital 7 of the CPD clarifies that, for the purposes of the Directive,
the term ‘computer program’ shall include programs in any form, including those which are
incorporated into hardware, and that it also includes preparatory design work leading to the
development of a computer program.
The most recognised definition of ‘computer software’ is arguably to be found in Section 1 (iv) of the
1977 WIPO Model Provisions, according to which the term means any or several of the items referred
to in (i) to (iii):
(i)

‘computer program’ means a set of instructions capable, when incorporated in a machinereadable medium, of causing a machine having information-processing capabilities to
indicate, perform or achieve a particular function, task or result;

(ii)

‘program description’ means a complete procedural presentation in verbal, schematic or
other form, in sufficient detail to determine a set of instructions constituting a
corresponding computer program;

(iii)

‘supporting material’ means any material, other than a computer program or a program
description, created for aiding the understanding or application of a computer program,
for example problem descriptions and user instructions

While a great majority in literature follows the general approach of the WIPO model rules of
considering software to be a broader term than computer program,12 the exact definitions vary. Some
authors define software as computer program including associated data or files (such as constants,
configuration files; as well as embedded elements like templates, pictures, music etc.) and software
documentation, which is not necessary for the actual use of the software but for troubleshooting, and

8

E.g. Peter Chrocziel in Martinek/Semler/Flohr (eds), Handbuch des Vertriebsrechts (4th edn, Beck 2016), Axel
Von dem Busche and Tobias Schlelinski in Leupold/Glossner (eds), Münchener Anwaltshandbuch IT-Recht (2nd
edn, Beck 2011) Teil 1 para 5.
9
Directive 2009/24/EC of the European Parliament and of the Council of 23 April 2009 on the legal protection of
computer programs (Codified version), OJ L 2009/111, 16.
10
cf Recital 10 and Recital 11 Directive 2009/24/EC.
11
Article 1 Proposal for a Council Directive on the legal protection of computer programs, COM(88) 816 final.
12
Just to name a few, Jochen Marly, Praxishandbuch Softwarerecht (7th edn, Beck 2018); Thomas Dreier in
Dreier/Schulze (eds) UrhG § 69a (3rd edn, Beck 2008); Sebastian Brüggemann, ‘Urheberrechtlicher Schutz von
Computer- und Videospielen’ (2015) 31 CR 697.
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for adapting and expanding the software.13 Others mention, instead of the software documentation,
the corresponding operating manual.14

2.1.2 Towards a technologically-neutral definition for the safety and liability context
As is the case with many other terms, it may not be very helpful to rely on one and the same definition
of ‘software’ for any possible context. Rather, there is a core meaning of the term, which should – for
the sake of consistency and clarity – be understood along the lines of the definition of ‘computer
program’ in the 1977 WIPO Model Provisions. In addition, depending on the context, further items
may be included in (or excluded from) the notion of ‘software’.
2.1.2.1

Conceptual emancipation from the IP context

From an Intellectual Property point of view, it makes sense to include preparatory design work, and
possibly even other preparatory work, in the definition, as has been done by the CPD. However,
preparatory design work does not have any impact on safety and liability that would be independent
of the impact of the final computer program. In other words, if a safety risk inherent in the preparatory
design work has been removed before the final computer program was released in a way allowing the
risk to materialise, this is no longer relevant. And if it has not been removed in time, and the final
computer program therefore poses a safety risk, the question of where in the development process
that risk was initially created may, at most, matter for internal distribution of responsibility, but
preparatory design work does not have any particular role in this context and stands on the same
footing as, for instance, any step in coding or training. In the safety and liability context, preparatory
design work should therefore be excluded from the notion of ‘software’.
This is also why the ‘program description’ within the meaning of Section 1 (ii) of the WIPO Model
Provisions, or the ‘algorithm’ as such (i.e. the general description how a problem can be solved,
without necessarily being implemented in a specific programming language) are more interesting from
an IP perspective than from a safety and liability perspective. However, given that they can hardly be
distinguished from the program and its functionality itself, they should be included also for safety and
liability purposes.
The elements mentioned in Section 1 (iii) of the WIPO Model Provisions, i.e. other ‘supporting
material’ created for aiding the understanding or application of a computer program, do have an
impact on the safety of the computer program. This applies irrespective of whether these elements
are in electronic form or not. The ‘supporting materials’ comprise not only operating manuals, but also
libraries and related non-executable data, such as constants, configuration data or other embedded
elements (e.g. databases, templates, pictures, music). They should be included in the notion of
‘software’ for purposes of a safety and liability context.
This shifts the problem from the question of what is included in the notion of ‘software’ in a safety and
liability context to the question of what is excluded, or whether maybe software is just everything that
is not hardware. Arguably, what is excluded from a rather traditional notion of software is data as
such, like video files as far as they neither feature embedded computer programs nor qualify as
supporting materials for a computer program, or mere input data.
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Michael Sonntag in Jahnel/Mader/Staudegger (eds), IT-Recht (Verlag Österreich 2019), 13.
Axel Von dem Busche and Tobias Schlelinski in Leupold/Glossner (eds), Münchener Anwaltshandbuch IT-Recht
(2nd edn, Beck 2011) Teil 1 para 3, 4.
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2.1.2.2

Towards a more technologically neutral concept of software

While it is possible to formulate a more traditional definition of ‘software’, which still somehow centres
around the notion of ‘computer program’, also for the safety and liability context this is not the same
as saying that this traditional definition is the best definition for a safety and liability context. It may
be helpful at this point to cast a glance at some related concepts that have recently been introduced
by EU legislation, i.e. the terms ‘digital content’, ‘digital services’ and ‘digital elements’ as well as
‘digital environment’ and the related term of ‘integration’, introduced by Directives (EU) 2019/770
(Digital Content and Services Directive, DCSD)15 and 2019/771 (Sale of Good Directive, SGD).16 We
find these concepts in a contractual context and with a view mainly to conformity requirements and
remedies for lack of conformity. When looking at the definitions, it is helpful to consider also some
provisions on scope:
Article 2 DCSD
Definitions
For the purposes of this Directive, the following definitions apply:
(1)
‘digital content’ means data which are produced and supplied in digital form;
(2)
‘digital service’ means:
(a)
a service that allows the consumer to create, process, store or access data in
digital form; or
(b)
a service that allows the sharing of or any other interaction with data in digital
form uploaded or created by the consumer or other users of that service;
(3)
‘goods with digital elements’ means any tangible movable items that incorporate, or are
inter-connected with, digital content or a digital service in such a way that the absence of
that digital content or digital service would prevent the goods from performing their
functions;
(4)
‘integration’ means the linking and incorporation of digital content or a digital service with
the components of the consumer's digital environment in order for the digital content or
digital service to be used in accordance with the requirements for conformity provided for
by this Directive;
…
(9)
‘digital environment’ means hardware, software and any network connection used by the
consumer to access or make use of digital content or a digital service;
Article 3 DCSD
Scope
(2)
(4)

…
This Directive shall also apply where the digital content or digital service is developed in
accordance with the consumer's specifications.
This Directive shall not apply to digital content or digital services which are incorporated in
or inter-connected with goods within the meaning of point (3) of Article 2, and which are
provided with the goods under a sales contract concerning those goods, irrespective of
whether such digital content or digital service is supplied by the seller or by a third party. In
the event of doubt as to whether the supply of incorporated or inter-connected digital
content or an incorporated or inter-connected digital service forms part of the sales
contract, the digital content or digital service shall be presumed to be covered by the sales
contract.

15

Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects
concerning contracts for the supply of digital content and digital services OJ L 2019/136, 1.
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Directive (EU) 2019/771 of the European Parliament and of the Council of 20 May 2019 on certain aspects
concerning contracts for the sale of goods, amending Regulation (EU) 2017/2394 and Directive 2009/22/EC, and
repealing Directive 1999/44/EC, OJ L 2019/136, 28.
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(5)

This Directive shall not apply to contracts regarding:
(a)
the provision of services other than digital services, regardless of whether digital
forms or means are used by the trader to produce the output of the service or to
deliver or transmit it to the consumer;
(b)
electronic communications services as defined in point (4) of Article 2 of Directive
(EU) 2018/1972, with the exception of number-independent interpersonal
communications services as defined in point (7) of Article 2 of that Directive; …

Comparing the concepts used by the DCSD and the concepts of ‘software’ developed in a computer
sciences context and/or an IP law context, it transpires that in the contractual context


whether or not something qualifies as ‘computer program’ is irrelevant – all kinds of digital
data are included, i.e. also pure video files etc., and come under the term ‘digital content’.



a certain category of digital services is treated in absolutely the same manner as digital
content; this category can be characterized as
(i)
consisting in the provision of some kind of digital infrastructure; and
(ii)
to be utilized by the customer for an activity related with data; but
(iii)
NOT qualifying as electronic communication services.



it is irrelevant whether digital content or a digital service is ‘off-the-shelf’ or customized.



whether digital content or a digital service is to be considered a standalone content or service
or whether it is a ‘digital element’ of something else is to be decided considering
(i)
(ii)
(iii)



objective criteria of functional nexus; and
the will of relevant parties concerned; but
NOT to who exactly initiates the supply.

the three components of ‘hardware’, ‘software’ and network connectivity are considered to
make a complete ‘digital environment’.

The question arises whether ‘digital content’ and ‘digital services’ could be more attractive to
delineate the boundaries of what constitutes ‘software’ in the context of safety and liability. One
obvious advantage of this would be better coherency and consistency within the acquis. Another
obvious advantage would be that the definition is much more technologically-neutral — in particular,
it would not be necessary to find out whether particular digital content contains ‘sets of instructions’
or ‘merely data’, considering that more sophisticated datasets (such as a more sophisticated video file)
would often contain small sets of instructions. To a certain extent, instructions and data can
functionally replace each other. If a smart vehicle is to change direction, someone could either have
coded the instruction to turn right when changing from Main Street to Baker Street, or (more probably)
there could be the instruction to change direction at a turn of the road, with a separate electronic map
telling the system that Baker Street is perpendicular to Main Street. That electronic map could be
provided together with the set of instructions, or it could be supplied and marketed separately. For
the purposes of safety and liability, it seems to be unnecessarily complicated and burdensome to
differentiate between all these different cases, and it would not be appropriate to have different rules
for them.
The only point where the contractual context necessarily differs from the non-contractual context is
the notion of what counts as ‘digital element’ of something else (e.g. of smart goods). While the DCSD
20

looks, in addition to the more objective point of functional nexus, at whether or not the ‘digital
element’ was supplied under the same contract as the goods,17 this criterion cannot be relevant in the
non-contractual context. Rather, in the non-contractual context, the criterion must be whether the
producer of the goods has, explicitly or implicitly, declared that precisely this ‘digital element’ is
suitable to go with precisely these goods.
It is thus argued that the definitions of ‘digital content’ and ‘digital services’ in the DCSD should be
taken as describing ‘software’ within the context of safety and liability, and that, with the little
modification just mentioned, the definition of ‘digital element’ of another product should be
understood along the lines of the DCSD.

2.2. The lifecycle of software
2.1.2.1

Linear development lifecycle models

Like so many other phenomena, software has its own characteristic lifecycle. After the first business
computer was installed at General Electrics in 1954, developers started to create lists of Do’s and
Don’ts that would increase the efficiency of the development process and reduce the likelihood of
errors. These lists evolved into models that specify sequences of activities for the development of
software (so-called Software Development Lifecycles, SDLCs).18 The first one of these conceptual
frameworks was already developed in 1956 and is called the waterfall-model. It consists of consecutive
stages, each of which needs to be concluded before moving to the next one, that began with the
planning and ended with the implementation of software.19 It soon became clear that bugs and
mistakes might only emerge after the software was put on the market. To address this, an additional
stage was added: the maintenance phase.20

Figure 1: The cascade model of software development
(source: N. D. Birrell and M. A. Ould’ A practical handbook
to software development (Cambridge University Press
1985))

While today various different development models are used (see 2.3.), software maintenance has
remained an integral part of the software development, as it is necessary to ensure the safety and
17
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functionality of the software and that users’ expectations and requirements are met. The importance
of the maintenance phase is increasing, as software is becoming more and more complex. Due to the
size and degree of complexity of modern software, it is even said that maintenance is the continued
development because large software is never really finished.21
2.1.2.2

Iterative lifecycle models and open software development

In the past decades, numerous development lifecycle models have emerged.22 Today, many of the
models used do not have a linear nature, like the waterfall model, but follow an iterative approach
(e.g. agile software development and evolutionary programming).23 This means that design, coding
and testing activities are overlapping and even done simultaneously. Agile software development,
which has gained particular importance over the last two decades, is characterised by a close
involvement of the customers and by reacting to changing requirements even in late stages of the
development instead of following a strict plan. Furthermore, an emphasis is put on face-to-face
interactions between the people involved in the project.24 Agile software development methods are
often seen as less bureaucratic and more flexible alternatives to the traditional linear models, as
documentation is only done where absolutely necessary.25 To deal with the increased demand for fast
and continuous maintenance services, agile software development methods have even been adapted
in the maintenance phase.26
Another important example of an iterative development approach is open source software
development. The underlying idea of this approach is that the source code is made publicly available,
and anyone can make meaningful contributions to the development of the software.27 This way, the
software can be coded tested and debugged in parallel by multiple contributors.28. Due to the
distributed nature of open software development, the division of tasks deviates significantly from
traditional software development. Patches and updates are provided by contributors, who are
scattered across the globe and work either individually or in temporary teams on particular problems.29
Newly submitted code is integrated by so-called maintainers, who ensure that the contributions are in
line with the general vision of the project and meets its standards. Before the updates are released to
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the general public, the new features are made available to the development community (so-called
alpha versions), who test the new version for bugs and provide feedback. The maintainers can then
decide whether to add the new code to the main version of the software or return it to the contributor
for revision. Other than in agile software development, communication between the involved actors
is primarily done via online communication tools. Contributors are usually encouraged to provide only
small changes, as it is easier to detect flaws in the code and to understand the effect the patch may
have on the software. To ensure transparency, most projects require a “signed-off-by” line, which
contains the full name and email address of the contributor of new code.30
2.1.2.3

The changing role of software maintenance

Software maintenance aims at sustaining the functionality of software throughout its lifecycle by
modifying the deployed software while maintaining its integrity. Most of the maintenance activities
are performed during the post-delivery stage, but some measures, such as the planning and logistic of
post-delivery operations, already need to be taken pre-delivery.31 The ability to provide quick and
reliable updates is vital for the competitiveness of software vendors.32 However, the maintenance of
software can also pose significant challenges for software enterprises. Finding a fault in several million
lines of source code is a challenge for itself. On top of that, businesses might be reluctant to dedicate
large amounts of resource to the maintenance of software, but rather invest in new software projects.
This is because, other than the initial development of software, maintenance of software does not
necessarily have a clear return on investment, since modifications are often provided without
remuneration.33 Furthermore, with ongoing maintenance activities, the initial source code will get
even more complex and may lose its structure and coherence due to various changes by different
software engineers.34 Therefore, maintenance is very cost intensive and makes up for a large part of
the overall development lifecycle costs.
Software maintenance is not only about correcting faults, but also about improving the design,
ensuring interoperability with different hardware software and system features, or implementing new
functions.35 According to the international standard for software maintenance ISO/IEC/IEEE
14764:201636 four types of maintenance can be distinguished:


Corrective maintenance: reactive modification (or repairs) of a software product performed
after delivery to correct discovered problems. Includes emergency maintenance, which is
defined as an unscheduled modification performed to temporarily keep a software product
operational pending corrective maintenance.
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Preventive maintenance: modification of a software product after delivery to detect and
correct latent faults in the software product before they become operational faults.
Adaptive maintenance: modification of a software product performed after delivery to keep
a software product usable in a changed or changing environment. For example, the upgrade
of the operating system might render changes to the software necessary.
Perfective maintenance: modification of a software product after delivery to provide
enhancements for users, improvement of program documentation, and recoding to improve
software performance, maintainability, or other software attributes.

These four types can be classified as ‘correction maintenance’ and ‘enhancement maintenance’ and
further categorised into ‘proactive’ and ‘reactive’ measures (see graphic below)
Reactive

Adaptive

Corrective

Enhancement

Correction

Preventive

Perfective

Proactive
The maintenance activities of software developers are made available to users in the form of updates
and upgrades. Traditionally it is distinguished between ‘updates’ (also referred to as ‘patches’ or
‘minor versions’), which provide fixes for bugs and minor improvements, and ‘upgrades’ (also referred
to as major versions), which introduce a reworked version of the software and add new functions or
change existing ones significantly. Three decades ago, updates and upgrades were rather scarce.
Usually, software remained unchanged until it was replaced by a completely new version after a couple
of years.37 Today, software, especially on connected devices, is updated and upgraded on a constant
basis.
The fact that upgrades and updates are no longer provided manually by inserting a set of floppy disks
but are now often downloaded and installed automatically – sometimes even without being noticed
by the user – is only one reason why the number of updates and upgrades has increased significantly
over the past decades. Another explanation for the high number of updates is the degree of complexity
of software. The source code of modern software can have several million lines, which renders
mistakes and bugs so probable that their occurrence borders on certainty.38 Hence, we often find the
37
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statement that software cannot be developed without errors.39 On the other hand, updates have to
address the elevated safety risks caused by increased connectivity and the integration of software in
more and more products. Most devices do no longer operate in a closed network but are connected
to the internet and are thus potential targets for cyberattacks. Furthermore, risks are not limited to
loss of data, privacy intrusions or the disclosure of trade secrets anymore, but can also have physical
manifestations, if, for example, hackers take over the control of a car by hacking its on-board system.40
To ensure the safety and functioning of software in today’s fast-changing digital environment,
companies are changing their traditional approach of providing small updates on a regular basis and
larger upgrades that introduce new major versions with additional and improved features and ensure
the compatibility with the latest hardware and operating systems, every few years.41 Enabled by the
possibility to deliver software updates over-the-air (OTA), companies are providing small fixes and
new features regularly and instantly, rather than compiling possible improvements over the course of
months and years and then providing them at once. For example, Microsoft changed its approach of
providing a new Windows version with a whole range of new functions, a revised interface, and new
standard programs every few years. With Windows 10, Microsoft introduced ‘Windows as a Service’
and provides so-called ‘feature updates’ that add new features twice a year and monthly ‘quality
updates’ that deliver security and non-security fixes.42 Similarly, Google provides for its Internet
browser Chrome a major release roughly every six weeks and smaller updates every two to three
weeks.43 Both upgrades and updates are downloaded automatically in the background and are
installed once the browser is closed and reopened. Users are only notified of a new update if they have
not closed the browser and an already downloaded update is pending to be installed.44 This new
approach to software updates, allows companies to react better and quicker to emerging errors and
new developments.
The lifecycle of software that follows the traditional approach of periodic major versions that replace
older versions is considerably different form software that follows the approach outlined above of
small and regular updates that are pushed onto the devices. Traditionally, after a software version is
put on the market it enters the maintenance phase. The developer still provides small fixes and
improvements for the current version but is simultaneously already working on a completely new
version. After the new software version is released, the support for the old software is kept up for
certain amount of time, before it will eventually be discontinued (i.e. end of the maintenance phase).
Connected software is considered obsolete with the end-of-support, because without security updates
the continued use of the software poses a serious security risk.45 An example for this traditional
lifecycle is the older Windows versions: two years after the release of Windows Vista, Microsoft put
Windows 7 on the market; the mainstream support for Vista ended three years after that. The lifespan
39

E.g. Bundesamt für Sicherheit in der Informationstechnik, Sicherheitsbericht (BSI 2015), 10.
Andy Greenberg, ‘Hackers Remotely Kill a Jeep on the Highway—With Me in It’ (WIRED)
<https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/> accessed 20 October 2020.
41
Thomas Riehm, ‘Updates, Patches etc. - Schutz nachwirkender Qualitätserwartungen‘ in Schmidt-Kessel/Malte
Kramme (eds), Geschäftsmodelle in der digitalen Welt (JWV 2017), 204.
42
<https://docs.microsoft.com/en-us/windows/deployment/update/waas-overview> accessed 19 September
2020.
43
<https://support.google.com/chrome/a/answer/9027636?hl=enandref_topic=9023448> accessed 19
September 2020.
44
<https://support.google.com/chrome/answer/95414?co=GENIE.Platform%3DDesktopandhl=en> accessed 19
September 2020.
45
Peter Sandborn, ‘Software Obsolescence—Complicating the Part and Technology Obsolescence Management
Problem’ (2008) 30 IEEE Trans on Components and Packaging Technologies 886.
40

25

of software becomes less clear if software is no longer replaced by a reworked version, but changes
are made by periodically providing small updates that are pushed to the devices automatically. Users
are not provided with a final version of software that is maintained and eventually replaced but with
a software that is under constant change.
2.1.2.4

A dynamic notion of safety and risk

The risk profile of software is becoming more dynamic due to this shift from sporadic updates and
upgrades to a constant stream of changes. This dynamic nature of software is also what distinguishes
it from traditional products. Any safety and liability legislation applicable to software needs to take
into account that the software of two weeks ago might not be the same as today. Leading by example
in this regard is the new Cybersecurity Act, which, inter alia, clarifies that data should be protected
during the entire lifecycle of an ICT product, service or process and that they are provided with up-todate software and with a mechanism for secure updates.46
The dynamic nature of software and the changing environment in which it operates also needs to be
mirrored by dynamic certification schemes. Under the traditional approach, only the version that has
been assessed by the relevant certification body, holds the certificate. Therefore, once the software is
updated, the certificate is no longer valid. While the underlying rationale of this approach, that every
change in the source code may introduce new vulnerabilities, is as a highly legitimate one, it fails to
sufficiently account for regularity with which updates are provided. Recertification after every update
may not only be overly burdensome for developers, but may also lead to the unsatisfying situations
that, after a security update has been provided, users need to choose between a potentially unsafe
certified version and an uncertified patched version.47 Certification schemes for software need to find
the right balance between ensuring the safety of patched versions without rendering updates and
recertification unreasonably burdensome. The current draft EUCC cybersecurity candidate scheme48
prepared by the European Cybersecurity Agency (ENISA), is based on the paradigm of assurance
continuity and may serve as an example for a dynamic approach to software certification. Assurance
continuity defines an approach to “minimise redundancy in ICT Security evaluation, allowing a
determination to be made as to whether independent evaluator actions need to be re-performed”.49
In other words, where changes to certified ICT products are made, such as patches to certified versions,
or the same version operates in a different environment, the evaluation work that has already been
done, does not need to be repeated under all circumstances. For minor changes that only have little
effect on the assurance level, the certification can be maintained by a partial evaluation that only
focusses on those changes that may affect the assurance level. Where changes have major impact on
the security, a more thorough re-evaluation is necessary. However, any results from an earlier
evaluation that are still valid are reused. The EUCC also foresees a procedure of re-assessment for
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situations where no changes have been made, but the threat environment has significantly changed
since the initial certification.50

2.2 Summary of findings
There is no point in searching for the ‘one right answer’ concerning the relationship between the terms
‘software’ and ‘computer program’, or ‘software’, ‘product’, and ‘service’. Rather, we should search
for a concept and definition of ‘software’ where the specific characteristics of the subject matter at
hand – in this case safety and liability – best match the scope of the definition, while still remaining
within the boundaries of possible literal meanings of ‘software’. In other words, for analysing issues of
safety and liability with regard to ‘software’ we should not primarily look at how the term ‘software’
is understood by computer scientists for coding purposes, or by IP lawyers for determining the scope
of copyright protection, but at how the term should be understood to make sense with regard to safety
and liability.
It is held that, in a safety and liability context, ‘software’ should be understood as comprising digital
content and digital services as defined by the DCSD. This is to ensure consistency of the acquis and to
reflect the increasing commutability of software in the more traditional sense on the one hand and of
‘mere data’ (e.g. an electronic map) as well as of the provision of digital infrastructures beyond the
immediate control of the user (e.g. SaaS) on the other hand. An important argument for including all
SaaS schemes is also that, with software maintenance becoming more and more a continuous process,
the divide between provision of updates and provision of software-related services becomes blurred,
and the principles of technological neutrality and functional equivalence mandate the inclusion of
software irrespective of the location of storage.
For similar reasons, the concept of tangible items ‘with software elements’ should be understood in
a manner that is consistent with the treatment of ‘digital elements’ within the meaning of the SGD.
Tangible items ‘with software elements’ should therefore include tangible items that incorporate, or
are inter-connected with, software in such a way that the absence of that software would prevent the
items from performing the functions ascribed to them by the producer or a person within the
producer’s sphere, or which the user could reasonably expect, taking into account the nature of the
items and the description given to them by the producer or a person within the producer’s sphere.
One immediate implication of this is that the producer needs to ensure safety and assume liability for
such digital elements as are described as being suitable for the tangible items by the producer or a
person within the producer’s sphere, irrespective of whether such software elements are supplied by
the producer or by a third party; in the event of doubt, the software elements should be presumed to
be described as being suitable.

50

ibid.

27

It further follows from insights into the software lifecycle that software must be and remain safe
throughout its whole lifecycle, from its first putting into circulation (even if called a ‘beta version’ or
similar) to regular updates to its going out of service. Product monitoring with regard to software
throughout its lifecycle is essential and must comprise monitoring of the whole ‘digital landscape’,
including the emergence of new malware and new software that is likely to interact with the product
and might cause the product to become unsafe. The duration of the software lifespan in terms of
software maintenance phase must be communicated by the producer in a transparent manner and
should not be lower than what a user can reasonably expect, taking into account the type of software
and all other circumstances.
The dynamic concept of safety brings with it additional challenges. Where a software update changes
the original performance, the functioning or the intended use of the software safety assessment
procedures that had to be conducted for the original software may have to be repeated for the
updated software. The extent to which assessment should be repeated depends on the significance of
the change. Where software updates are supplied on a regular or continuous basis, dynamic safety
assessment, such as assessment of the update generation and provision system may be more
appropriate.

3 Risks Associated with Software
3.1 Classification of risks
3.1.1 Safety risks and functionality risks (the latter not included in the Study)
Both safety and liability legislation are a response to risks that are created by particular objects or by
human behaviour. As to the classification of risks that are potentially associated with software, there
is a fundamental divide between safety risks and functionality risks. Safety risks comprise all risks of
harm caused by the software or other product to people or to assets and values different from the
software or other product itself. For example, where an autonomous vehicle hits a pedestrian, this is
clearly a safety risk, and so is the security gap in online banking software that allows criminals to initiate
unauthorised payment transactions. By contrast, functionality risks comprise risks of the software or
other product not performing properly, i.e. the user not getting ‘good value for money’. Thus, if the
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autonomous vehicle stops running, or if the online banking software fails to process payment
transactions in an appropriate manner, these are functionality risks.
Functionality risks have, traditionally, been included in a seller’s or supplier’s liability for lack of
conformity, such as under the DCSD and SGD, and have been excluded from non-contractual liability
for property damage, such as under Directive 85/374/EEC (Product Liability Directive, PLD).51 They
should be dealt with by contract law, by regimes fixing minimum quality standards (such as under the
new Green Deal with regard to durability) and possibly by unfair competition law. They will, however,
not be dealt with in this Study.
Where a software or other product causes harm to itself, e.g. where an autonomous vehicle hits a rock
and is wrecked in the accident, this is somewhat a borderline case.52 On the one hand, there is usually
one component causing harm to the other components, which makes the situation a bit similar to the
situation where the software or other product causes harm to other assets of the same owner.53 On
the other hand, however, self-infliction of damage or self-destruction of a software or other product
primarily reduces the functionality of the software or other product itself, and at the end of the day it
is close to impossible to draw a line between the case where a software or other product simply stops
functioning (e.g. because it is of poor quality) and the case where the software or other product causes
harm to itself. Self-infliction of damage and self-destruction should therefore be qualified as
functionality risks, which is in line with Article 9 of the PLD, which restricts liability under the PLD to
damage to, or destruction of, any item of property other than the defective product itself. However,
with the increased connectivity of devices, software does not necessarily come preinstalled with the
hardware but is downloaded by the user. What counts as ‘one and the same’ product may therefore
be difficult to define. Where software and hardware are from different suppliers and are neither sold
nor marketed together, a damage caused by a defect in the software to the hardware device can hardly
be considered self-inflicted damage. To determine whether software and hardware are components
of the same product or are independent products inspiration can be drawn from the DCSD and SGD.
In order to ensure consistency within the acquis, similar criteria should be applied as are used for
deciding whether or not software counts as ‘digital element’ of another item54 (see supra 2.2).
Both types of risks—safety risks as well as functionality risks—frequently materialise at the same time
(e.g. a defect of the autonomous vehicle causes an accident, resulting both in a pedestrian’s personal
injury and in the destruction of the vehicle).

3.1.2 Physical, pure economic and social risks
Safety risks can be further divided into different categories, depending on the type of harm that is or
might be caused.
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Traditionally, death, personal injury, and damage to property have played a special role within safety
and liability frameworks. These special risks can be described as ‘physical’ risks. Physical risks continue
to play their very special role also in the digital era, but the concept must be understood more broadly
and include not only death, personal injury, and damage to property in the traditional sense, but also
damage to data and to the functioning of other algorithmic systems. Where, e.g., the malfunctioning
of software causes the erasure of important customer data stored by the victim in some cloud space,
this should have the same legal effect as the destruction of a hard disk drive or of paper files with
customer data (which is not to say that all data should automatically be treated in exactly the same
way as tangible property in the tort liability context55). Likewise, where tax management software
causes the victim’s customer management software to collapse, this must be considered a physical
risk, irrespective of whether the customer management software was run on the victim’s hard disk
drive or somewhere in the cloud within a SaaS scheme. While this is unfortunately still disputed under
national tort law,56 any attempt to draw a line between data stored on a physical medium owned by
the victim and data stored otherwise seems to be completely outdated and fails to recognize the
functional equivalence of different forms of storage.
Pure economic risks57 are economic risks that are not just the result of the realisation of physical risks.
E.g., where medical software causes a surgery to fail, resulting in personal injury and consequently in
hospitalisation and loss of earnings, the costs of hospitalisation and the loss of earnings is an economic
harm that simply results from the personal injury. This is not a ‘pure’ economic risk. Where, on the
other hand, a harmful recommendation is given by AI to consumers, resulting in these consumers
buying overpriced products, the financial loss caused is not in any way connected with the
materialisation of a physical risk, which is why the risk of causing such financial loss qualifies as a pure
economic risk. Traditionally, the threshold for the law to provide compensation for pure economic loss
(as the result of the materialisation of pure economic risks) is very high. Pure economic loss is not
covered by the PLD, and national tort law systems are usually rather reluctant to grant such
compensation.58
Social risks (often also called ‘fundamental rights risks’) include discrimination, exploitation,
manipulation, humiliation, oppression and similar undesired effects that are – at least primarily – noneconomic (non-pecuniary, non-material) in nature but that are not just the result of the materialisation
of a physical risk either (as the latter would be dealt with under traditional regimes of compensation
for pain and suffering etc.). Such risks have traditionally been dealt with primarily by special legal
regimes, such as data protection law, anti-discrimination law or, more recently, law against hate
speech on the internet and similar legal regimes.59 There is also a growing body of more traditional
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tort law that deals specifically with the infringement of personality rights.60 While the fundamental
rights aspect of social risks is in the foreground, it should not be overlooked that these risks can be
linked to economic risks, either for the affected individual or for society as whole (e.g. HR software
that favours male applicants creates a social risk by discriminating against female applicants, but also
leads to adverse economic effects for the affected women).
Physical risks

Pure economic risks

Social risks

Death, personal injury or
property damage

Economic risks that do not just
follow from the materialization
of a physical risk

Non-economic risks that do not
just follow from the
materialization of a physical risk

Adverse psychological effects can be either physical risks, where the effect is a diagnosed illness
according to WHO criteria (such as depression), or social risks, where the effect is not a diagnosed
illness, but, e.g., just stress or anxiety. It is not always easy to draw a line between the two.61

3.1.3 Collective or systemic safety risks
Risks are individual when the potential harm almost exclusively hits one or several individuals (e.g. the
victim of an accident, and perhaps her family) as contrasted with collective risks that primarily hit
society or economy as a whole (e.g. manipulation of voting behaviour) and are more than just the sum
of individual risks. Some of these risks may be described as ‘systemic’ risks because they may seriously
affect bigger systems, such as the integrity of networks. Collective risks are difficult to classify into
physical, pure economic and social risks, and many of these risks have elements of each category. E.g.,
software used for trading securities may cause a stock exchange and maybe the whole economy to
break down, which affects servers (and thus property, indicating a physical risk), leads to huge financial
losses (a pure economic risk) and maybe to a public loss of trust in the trading system (a social risk).
Individual risks that hit a large number of people may become also collective risks, e.g. the
manipulation of a large number of consumers may have effects on our economy as a whole. This is
why also the added effect of many physical risks may become collective risks. For instance, where a
chatbot software spreads misinformation concerning the COVID-19 crisis in the internet, causing one
million individuals in a given country to fall ill this may amount to more than just one million times the
harm caused to one individual, as it may mean a collapse of the medical system and possibly of the
economy at large.
Collective risks must be considered on the safety side, and they call for special responses on the
liability side, such as strong collective redress mechanisms (e.g. by consumers), administrative and
criminal sanctions, etc.
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3.1.4 Direct and intermediated safety risks
Another important differentiation is that between direct and intermediated risks. Risks are
intermediated when the harm is caused by the free decision of a third party, which was, however, in
some way instigated or facilitated by the software or other product. Risks that are not intermediated,
count as direct risks. For instance, where a medical recommender system suggests a particular
diagnosis and treatment to the doctor in charge, it is ultimately the doctor who takes the decision
which is the right diagnosis and treatment, and it is the doctor who, if this diagnosis is wrong and the
treatment causes harm to the patient, has directly caused the harm. However, it is also clear that the
recommender system has created some sort of risk by suggesting the wrong diagnosis and treatment
to the doctor. Also the risk of harm caused by cyber security risks is usually an intermediated risk,
because it normally materialises only where malicious third parties intervene.
The example of cyber security risks serves to illustrate that intermediated risks must, at least in
principle, be included in safety and liability regimes. If such risks were not included simply because
they materialise only where a third party intervenes, the victim would normally go uncompensated as
the hacker will often remain unidentified.
Things are more difficult with recommender systems as it is usually an identified human actor who
takes the full responsibility for the ultimate decision. All sorts of factors may influence human
decisions, and we need to delineate relevant and irrelevant intermediated risks. For instance, the
doctor’s husband may have caused the doctor to make the wrong decisions by breaking up the
relationship and inflicting emotional stress on the doctor, but it is clear that the husband cannot be
liable for the harm thus caused to the patient (and national tort law would avoid this result, using
different lines of argumentation, including that this effect was too remote and that there was no
specific duty on the part of the husband to protect the health of his wife’s patients). While this may be
a rather clear-cut case, it is less clear whether the provider of an online medical database, which
contains faulty information on the symptoms of a particular disease, thus prompting the doctor to
make the wrong decision, can become liable for the harm thus caused to an individual patient. There
is, at the moment, a case pending before the CJEU, and the Court will hopefully clarify in a preliminary
ruling whether this type of scenario may lead to liability under the PLD.62
Arguably, a line needs to be drawn between functionality and mere content. Where a medical
recommender system suggests a particular diagnosis and treatment this suggestion is generated by
the system and its specific functionality. This can be compared to the functionality of a traditional
medical device, such as a thermometer – if a thermometer falsely indicates that the patient’s body
temperature is normal, while really the body temperature is 41 degrees Celsius, there would be not
the glimpse of a doubt that this falls potentially under the PLD, and the same should hold true for strict
liability. Where, however, a medical journal publishes scientific articles online, and one of the articles
includes wrong information, the functional equivalent would be a printed book and this would be
merely a question of content displayed. Subject to what the CJEU will rule in the end, the latter should
not be part of safety and liability for software.
Having said this, intermediated risks cannot just be dealt with in exactly the same manner as direct
risks. For instance, where the producer is strictly liable it must be able to rely on defences, e.g. there
should not be liability in the case of recommender systems where it was entirely unreasonable for the
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person that made the decision to rely on the recommendation and such a use of the recommender
system was not within the range of possible forms of use which the producer had to take into account.
Direct risks

Risks that do not count as intermediated risks

Intermediated
risks

Risks that materialize only in combination with the free decision of a third party,
which was, however, instigated or facilitated in some way

3.1.5 Characteristic, otherwise typical and atypical safety risks
Finally, there is also the differentiation between typical and atypical risks. A risk may be qualified as a
characteristic risk where it is characteristic of the specific intended function, operation or use of a
software or other product, e.g. a smart watering system floods the premises.
A risk is not characteristic, but still otherwise typical, where that risk is not characteristic of the specific
intended function, operation or use of a software or other product, but at least of the wider class of
software or other products. An important example for such otherwise typical risks are cybersecurity
risks. For instance, due to a security gap someone might hack the smart watering system, thereby
getting access to the whole smart home framework, deactivating the alarm system and committing a
burglary. This is not characteristic of watering systems, because the same effect might have been
achieved if the burglars had hacked a smart water kettle or fridge, but still this is a risk which is typical
for software or software-enabled products that are connected.
An atypical risk is a risk that is neither characteristic of the specific intended function, operation or use
of the software or other product nor of the broader class of products, e.g. a person cuts their finger
due to a sharp edge on the watering system’s handle. While flooding the premises is characteristic of
anything that includes water, and in particular the spreading of water, a person could cut their finger
with thousands of different things that have handles, ranging from a bag to a vacuum cleaner.
The question whether a risk is typical or atypical is absorbed by other elements in the context of fault
liability, such as reasonable foreseeability,63 probability64 or scope of the rule.65 Where the elements
of fault liability are fulfilled there is no reason why the atypical nature of the risk should give rise to an
exclusion from liability, e.g. where somebody negligently produced the handle in a way that it was
foreseeable other people would cut their fingers, there should be liability. The same holds true for
defect liability, including product liability under the PLD, as it is the lack of safety the public at large is
reasonably entitled to expect that gives rise to liability of the producer.66 The public exaptation
certainly encompasses that the handle of a water system is not so sharp that it cuts the user’s hands.
However, where there are particular ex ante safety procedures (e.g. certification) or strict liability in
the proper sense, i.e. liability that depends neither on fault nor on the existence of a defect, the fact
that a risk is atypical should play a role. E.g., assuming that the EU legislator qualified AI-driven
watering systems as ‘high-risk’ AI-systems (e.g. under the heading ‘autonomous robots’, as suggested
by the first draft of an Annex to the relevant EP report67) and therefore attached strict liability to
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damage caused by AI-driven watering systems this should definitely not include damage caused by a
sharp edge on the handle.

3.2 Safety risk matrix
The following risk matrix, which follows from what has been stated above, is restricted to safety risks
(excluding functionality risks, which are not within the scope of this Study). It provides illustrations for
different categories of risks, depending on whether the risks are primarily of a physical, (purely)
economic or social nature, whether they are typical or atypical of the relevant software or other
product, and whether they are direct or intermediated. The matrix does not differentiate between
individual and collective/systemic risks in order to reduce complexity, and also because most individual
risks, when affecting a large number of individuals, evolve into risks that are also collective in nature.
Physical risks

Pure economic risks

Social risks

Direct typical
risk

Cleaning robot hits
pedestrian and causes
personal injury

Software agent buys
overpriced items and
causes financial loss

Hate speech by bots
causes humiliation and
social unrest

Intermediated
characteristic
risk

Recommendation from
medical software causes
health problem

Price comparison
software gives poor
recommendations to
consumers

HR recommender
software scores female
applicants lower than
male applicants

Intermediated
otherwise
typical risk

Security gap in smart
heating system facilitates
burglary

Security gap in email
software facilitates fraud
by third parties

AI system in the
workplace leads to
stress/anxiety

Atypical risk

Sharp handle of robot
causes injury

Behaviour of software
agent causes lowering of
user’s credit score

Online gaming passion of
spouse leads to break-up
of marriage

3.3 Summary of findings
Risks associated with software can be categorised according to a variety of different criteria, many of
which are relevant for safety and liability regimes.
‘Physical risks’ are largely death, personal injury, and damage to property. They must be understood
broadly, with personal injury including psychological harm that amounts to a recognised state of illness
(e.g. depression) and damage to property including harm to the victim’s digital environment, including
any of the victim’s data. ‘Pure economic risks’ are economic risks that are not the result of the
materialisation of physical risks, e.g. economically harmful recommendations given to consumers.
‘Social risks’ (often also called ‘fundamental rights risks’) may lead to harm of a primarily non-material
nature caused to individuals, groups or the public at large (such as discrimination, manipulation,
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privacy infringements, humiliation or oppression), which is not just the result of the materialisation of
physical risks.
Risks may be individual or collective, the latter being risks that affect a multitude of individuals or the
public at large, resulting in harm that goes beyond the added harm of each of the individuals affected.
The latter often cannot clearly be classified as physical, pure economic or social, and often have
elements of both. For many collective risks the description as ‘systemic risks’ is adequate.
Risks may also be direct or intermediated. Intermediated risks are risks that materialise only in
combination with the free decision of a third party, which was, however, instigated or facilitated in
some way. Intermediated risks that have their origin in the functionality of software should count as
relevant risks in a framework of safety and liability with regard to software, whereas the mere display
of content (that then instigates a person to take a harmful decision) should not count as a relevant
risk. This means that risks caused by recommender systems are relevant risks, considering, in
particular, automation bias.
Last but not least, risks may be characteristic, otherwise typical or atypical, depending on whether or
not they are characteristic of the specific intended function, operation or use of a software or other
product.

4 Responses
Both safety and liability are responses to the risk of adverse events, whose materialisation is to be
avoided or compensated for. The legislator has to decide what counts as an adverse event and as a
relevant risk, e.g. only death, personal injury and damage to property, or also pure economic loss,
discrimination or infringements of privacy or other personality rights, or even non-material damage
(such as stress and anxiety) and any economic loss resulting therefrom. In a second step, the legislator
has to define the appropriate response. There are different types of response, and responses can be
classified according to a range of criteria.

4.1 Classification of responses
4.1.1 Ex ante responses and ex post responses
Responses are often divided into ex ante responses and ex post responses, but the term ‘ex post
responses’ is used with two different meanings, i.e. some understand it as post-market or postdelivery, and others as post-accident.68
A range of safety measures, including mandatory requirements and procedures (risk assessment,
certification etc.), aim at preventing both risks from being created by putting unsafe software or other
products into circulation, and harm from being caused. They are thus clearly ex ante measures. Where
68

Cf Commission, ‘White Paper on Artificial Intelligence - A European approach to excellence and trust’
COM(2020) 65 final and EY, Technopolis and VVA ‘Evaluation of Council Directive 85/374/EEC on the
approximation of laws, regulations and administrative provisions of the Member States concerning liability for
defective products, Final Report’ (Commission 2018), 4; distinguishing between the two meanings Shanta
Marjolein Singh, ‘What Is the Best Way to Supervise the Quality of Medical Devices? Searching for a Balance
Between Ex-Ante and Ex-Post Regulation’ (2013) 4 European Journal of Risk Regulation 465, 469.

35

a product has been placed on the market, but later a risk becomes known, this is ideally detected in
the course of post-market surveillance and then triggers appropriate action before the risk
materialises. Such measures are ‘ex post’ measures in the sense that they are taken after the product
has been put into circulation, but they are ‘ex ante’ measures in the sense that they are taken before
harm is caused. We may call them ‘ex post safety measures’, and the former type of safety measures
‘ex ante safety measures’.
Where harm has already been caused, further safety measures would no longer be effective in the
individual case at hand (albeit of course for the prevention of harm occurring also in other cases), and
the question of liability arises. Liability aims at compensating for harm that has been caused69 and is
therefore an ex post measure, as it comes into play both after the product has been put into circulation
and risk has already materialised. However, even liability may also serve as an incentive for taking
precautionary measures in order to avoid liability in the first place, so there is a certain ex ante aspect
even to liability.70
Approaches as to the right balance between ex ante safety, ex post safety and liability differ. A purely
economic approach, which has been the prevailing approach, e.g., in the U.S., insists that safety
measures must only be taken to an extent that the overall cost of these measures is still lower than
the overall cost of harm likely to be caused71 (cf., e.g., the ‘Learned Hand Formula’ for ascertaining the
appropriate level of care72). Where, however, the cost of precautionary measures would exceed the
overall cost of harm caused, such measures need, or should, not be taken because simply letting harm
occur and compensating victims later would serve efficiency.73 Some would go as far as saying that this
holds true even where no compensation is made (Kaldor-Hicks formula74).
Europe has always taken a different path, for various reasons, including that death, personal injury,
and (other) fundamental rights infringements cannot simply be reduced to a monetary figure and that
the purely economic approach often fails to take into account the real cost of accidents, e.g. the
economic harm caused by a general lack of trust on the part of consumers and other collective harm
and social concerns.75
It is in particular in connection with the Medical Device Regulation (below 5.1.2) that there has,
however, been a debate about the proper role of economic arguments and of ALARP vs AFAP as the
right approach to risk and safety management. The acronym ALARP stands for ‘as low as reasonably
practicable’ and is broadly the same as SFAIRP (‘so far as is reasonably practicable’) or ALARA (‘as low
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as reasonably achievable’).76 This principle claims that the residual risk should be reduced as far as is
reasonably practicable by the regulation and management of safety-critical and safety-involved
systems. A risk is ALARP when the cost involved in reducing the risk further would be grossly
disproportionate to the benefit gained.77 While ALARP clearly demands much more than a simple
quantitative comparison of cost, it says it is unreasonable to spend infinite resources in the attempt of
reducing a risk to zero. AFAP (‘as far as possible’), on the other hand, is more demanding. Under this
approach, all possible precautionary measures have to be taken unless one of two defined statements
are true: Either, the additional precautionary measure does not further enhance the safety of the
product, or there is a more effective risk control that cannot be simultaneously executed. So, in short,
while under ALARP, there may be both technical and economic arguments for not taking applying a
particular risk control mechanism, AFAP would only accept technical arguments.

4.1.2 Old and New Approach to safety legislation
Until a certain point, EU product safety legislation used to go into great detail with all the technical
specifications in the legislation itself. Consequently, any amendments to the technical requirements
had to be done by way of legislative amendments. The focus on technical specifications led to laborious
and time-consuming procedures, which rendered this so-called ‘Old Approach’ to product safety too
inflexible to react to new market developments and too slow to efficiently reduce technical barriers to
trade on the internal market.78 Moreover, a missing link between technical regulations and
standardisations led to duplications and inconsistencies.79
The path towards what is still called the ‘New Approach’ (although the change occurred decades ago),
was paved by the CJEU’s landmark decision Cassis de Dijon.80 The court in Luxembourg held that
products which have lawfully been produced and marketed according to the regulations of a Member
State should be able to circulate freely within the territory of the EU. Member States can only uphold
import restrictions if it is demonstrated that they are justified by ‘mandatory requirement’, such as
health, safety, or consumer protection and that the measures are proportionate to achieve those
objectives.81 As a reaction to the CJEU’s judgment, the ‘New Approach to Harmonisation and Technical
Standards’82 was adopted, according to which harmonisation measures in the field of product safety
should only lay down the essential requirements (i.e. mandatory requirements in the words of the
Court) that a product needs to meet in order to benefit from the free movement of goods.83 In order
for manufacturers to be able to demonstrate compliance with the essential requirements, authorised
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European standardisation organisations (CEN, Cenlec and ETSI)84 draw up harmonised technical
specifications. Compliance with these standards leads to the presumption of conformity with the
corresponding essential requirements. However, the harmonised standards have a voluntary
character; manufactures may choose to apply their own or different technical specifications, but they
need to demonstrate that these specifications respond to the essential requirements. This separation
of essential requirements and technical specification is a key characteristic of the New Approach.85
The current procedure for European standardisation organisations (ESOs) for creating technical
specifications is laid down in Regulation 1025/2012. Based on the annual Union work programme for
European standardisation, which identifies strategic priorities, the European Commission may request
one or several ESOs to draft European standards in support of legislation.86 The Commission has to
ensure the consultation of relevant stakeholders, such as industry and consumer associations, civil
society and Member States in this process. Before the request is formally transmitted to ESO, it needs
to be approved by a majority vote of the Committee on Standards, which is composed of
representatives of Member States.87 The mandate is adopted as a Commission Implementing Decision,
it includes a deadline and can, in theory, be rejected by the ESO.
In the ICT sector, the Commission can decide to recognise privately developed ICT specifications to
which then may be referred to in public procurement.88 Private specifications can only be recognised
if they fulfil certain criteria, such as being publicly available, ongoing maintenance of the specifications
and that they were drawn up in a process that is based on openness, consensus and transparency.89
Private standards play an important role in the manufacturing of ICT products,90 due to the fast
changes and developments in this sector. To keep pace with technological developments, industry
does not always wait for formal standardisations to be adopted but draws up its own specifications.91
Next to the already existing standards in the ICT sector,92 the Cybersecurity Act established a
framework for the cybersecurity certification of ICT products, processes and services (see below 5.4.2).
ENISA has been entrusted with drawing up cybersecurity certification schemes, which may then be
implemented by the Commission. According to Article 56, the adopted cybersecurity certification
schemes will remain voluntary for now. However, by the end of 2023, the Commission will evaluate
whether and to what extent the adopted cybersecurity schemes shall become mandatory.
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4.1.3 Positive (‘PRRP’) vs negative (‘blacklisting’) approaches
When regulating a particular area, the European legislator may formulate mandatory safety
requirements that need to be fulfilled for some activity to be lawful (and possibly attach liability to any
harm caused by a failure to implement the requirements). Normally, these mandatory requirements
take the form of principles (e.g. the principles for the processing of personal data in Article 5 GDPR),
rules (e.g. the requirement of a legal ground under Article 6
GDPR), rights (e.g. the data subject’s rights), and procedures
(e.g. a data protection impact assessment, documentation).
This ‘PRRP approach’, which has been taken, for example,
by the GDPR, has a number of benefits, including: (i) it sends
a positive message and is of high symbolic value; and (ii) it
is relatively straightforward to formulate. The major
downside, however, is that it tends to put up a lot of red
tape and to mean a lot of extra costs, potentially being to
the detriment of SMEs and enhancing the competitive
advantages and market power of the big players.
An alternative to this PRRP approach is blacklisting, which
is often combined with a general clause. This second regulatory technique has successfully been
applied, e.g., for unfair contract terms control in consumer contracts (Directive 93/13/EC93) and unfair
commercial practices (Directive 2005/29/EC94). Blacklisting
means the regulator mainly restricts itself to stating what
should definitely NOT be done, and possibly combining this
with a fall-back option for similar cases in order to prevent
circumvention and obvious gaps. The main drawbacks of this
approach are: (i) it tends to send a ‘negative message’, i.e. is
much more difficult to defend from a PR perspective; and (ii) it
is relatively difficult to get the formulation of the blacklisted
practices right. A major advantage of this approach, however,
is that it hits in a much more targeted manner precisely what
should be avoided, e.g. because of its inconsistency with
fundamental European values, and leaves full freedom
otherwise. It is also easier to adapt to changing developments. This approach may thus be more
beneficial for innovation, in particular by SMEs. In the context of AI, for example, the European
legislator may wish to consider whether – at least to a certain extent – an ‘unfair AI practices approach’
might be better for an innovation friendly environment in Europe than a comprehensive PRRP
framework.95

93

Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts, OJ L 1993/95, 29.
Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning unfair
business-to-consumer commercial practices in the internal market and amending Council Directive 84/450/EEC,
Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the Council and Regulation (EC)
No 2006/2004 of the European Parliament and of the Council, OJ L 2005/149, 22.
95
Jens-Peter Schneider, Christiane Wendehorst, ‘Response to the public consultation on the White Paper: On
Artificial Intelligence – A European approach to excellence and trust, COM(2020) 65 final’ (ELI 2020).
94

39

4.1.4 Horizontal and sectoral responses
Responses are very often divided into horizontal (or: cross-sectoral) and vertical (or: sectoral). This
division has primarily something to do with the scope of application of the relevant response, such as
the legislative instrument. Responses whose scope is defined in very broad and generic terms, such as
(almost) all products, all contracts, all consumer contracts, all commercial practices, all data, etc. are
usually referred to as ‘horizontal’. Responses whose scope is defined more narrowly, in particular by
reference to a sector of the economy, are referred to as ‘sectoral’. Sectoral responses would, e.g.,
apply only to toys, or only to consumer credit agreements, or only to package holidays. At a closer
look, however, it appears that there is more of a spectrum of different approaches than a clear divide.
E.g., the Machinery Directive (below 5.1.4) or Radio Equipment Directive (below 5.1.3) are ‘sectoral’
when compared with the General Product Safety Directive (below 5.1.1), because they apply only to
machinery or only to radio equipment, but both of these categories are quite broad, and machinery
and radio equipment is used across all sectors of the economy, and for private use as well as for
business purposes.
Whether software-related legislation with regard to safety and liability should have a broad scope or
a narrow scope is determined by a number of different considerations. They include the consideration
whether the safety requirements or liability imposed are important for a broad range or only a narrow
range of products or activities, taking into account that any requirements or liability are likely to
enhance overall safety and foster user trust. For instance, measures against cybersecurity risks are
important for more or less all types of software and software-enabled products and services, because
poorly secured software or other products always pose risks of causing harm, no matter whether the
object at hand is a smart water kettle or a medical device. However, safety requirements also cause
additional cost and may prove to be a market entry barrier, in particular for SMEs. This is why a second
consideration must always be whether safety requirements or liability imposed are proportionate for
a broad range or only a narrow range of products or activities. For instance, while an AFAP approach
may be proportionate for medical devices, ALARP might be much more appropriate for water kettles.
Apart from these substantive considerations, there are also more formal considerations of legislative
practicality and good drafting. A horizontal instrument makes sense only where more or less the same
rules apply across the scope of the whole instrument and there are only relatively few deviations within
the scope of application. Conversely, there is not much point in creating a horizontal instrument where,
immediately after the introductory provisions, the instrument would have to be broken into different
Parts with different scopes each, so that the whole instrument would look more like many sectoral
instruments in a row and copied into one single document.

4.1.5 More or less risk-based (targeted) approaches
4.1.5.1

General meaning of ‘risk-based’

The decision between horizontal or sectoral legislation is closely connected (and largely overlapping)
with the idea of a risk-based approach to regulation. Calling for a risk-based approach is basically
making a proportionality argument, claiming that safety requirements as well as liability should only
be imposed to the extent that this is justified by the risk posed.96 Where the risk posed differs
significantly across the potential scope of legislation, this is either an argument for taking a sectoral
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approach right away, or for otherwise taking more targeted action, such as by differentiating between
different levels of safety or different regimes of liability within the scope of an instrument.97 An
example for an instrument that takes a not very risk-based approach is the General Data Protection
Regulation (GDPR).98 While it does refer to risks and safeguards in various places, and while some
measures are restricted in scope, it still applies more or less the same basic set of rules across the
board, be it data processing activities by a school’s parents association or by the operator of a
worldwide social network.
There are various different techniques for achieving a more risk-based approach, such as exclusions
from scope (e.g. low-value transactions below a particular threshold amount, vehicles below a
particular maximum speed) or setting up specific conditions for specific measures within an instrument
(e.g. restricting the duty to conduct an impact assessment to bigger cases). Where a very broad range
of different risk classes needs to be tackled, separate risk classification may be an option, which is a
technique used by the Medical Device Regulation (below 5.1.2). A similar technique that is currently
being discussed in the context of AI liability is a combination of a general legal instrument that
provides, in a rather abstract manner, provisions for ‘high-risk’ applications and for other
applications.99 What counts as ‘high-risk’ follows from an enumerative list in an Annex, which may be
updated at regular intervals by delegated acts or in similar ways.100 The list of ‘high-risk’ applications
could either refer to sectors (such as energy or transport) or to types of applications (such as HR
software or personal pricing software), or to both.101
4.1.5.2

Risk-based safety: reducing the ‘risk of hitting a case with no risk’

The need to reduce the scope of a precautionary measure that has been found to be generally suitable
and necessary for mitigating a risk is not the same in all cases and for all safety responses. Rather, this
need depends on the following factors:
(a) the gravity of the initial risk which the safety response is suitable to mitigate or eliminate;
(b) the likelihood that a safety measure will be unnecessary because it applies in a situation where
the initial risk does not exist;
(c) the extent to which the measure at hand is a burden for those affected by it (e.g. in terms of
cost or market entry barriers); and
(d) considerations of clarity, certainty and practicality of the law.
Where, for instance, legislation restricts itself to very general essential requirements that express a
goal everyone will agree on, there is no necessity to reduce the scope, and the scope should not be
reduced. For example, we will probably all agree that software should be safe and remain safe
throughout its lifecycle. Where software is unsafe, this is equivalent to saying there is a risk of harm,
so if we extend this requirement to all software it is hardly possible we capture a case where there was
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really no risk. In other words, the value of (b) is zero, (d) is an argument against differentiation anyway,
and (a) and (c) can be balanced individually (depending inter alia on whether we take an ALARP or
AFAP approach). This requirement must therefore apply to all software within the scope of application
of the relevant instrument.
Things are similar where legislation prohibits particular practices we agree we do not want
(‘blacklisting’). For instance, legislation might say that discrimination and manipulation by way of
software are prohibited, and list more concrete blacklisted practices.102 There is little need to restrict
this in scope because the risk lies in the unwanted result – again no danger to capture a case without
risk, so the value of (b) is again zero. The value of (c) is also very low because not being allowed to do
really bad things is not a huge burden. However, there may be cases where such blacklisted practices
are very difficult to ascertain, so (d) together with (a) may nevertheless be a reason to restrict the
scope to particular broader areas.
The situation is different where safety legislation provides for very concrete mandatory requirements
that prescribe means rather than goals. For instance, the Medical Device Regulation (below 5.1.2) lists
a host of very concrete requirements concerning all sorts of aspects. Such requirements will always
capture a number of cases where really no risk at all exists, because not all cases will require the same
measures, so the value of (b) is high. The value of (c) is likewise quite high. At the end of the day, there
is definitely a need for restricting the scope of the Medical Device Regulation (both externally, i.e. this
instrument should never be applied to all products, and internally, i.e. there must be different
requirements in accordance with different risk classifications) in the light of the relevant value of (a).
The need to restrict the scope is usually highest where not only mandatory requirements in the form
of concrete measures are imposed but also burdensome procedures (e.g. impact assessment, third
party certification) because, necessarily, this will capture many cases where there was no risk of noncompliance, so the value of (b) is usually very high, and so is often the value of (c). It may therefore be
justified or even necessary to restrict such procedures to a rather narrow scope.
The relationship between these four (illustrative) types of measure and the scope of its application is
reflected in the following chart:
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4.1.5.3

Risk-based liability

Similar considerations as for safety apply for liability. This may sound surprising at first sight because,
where harm has already occurred, a risk has obviously materialised, so it is impossible to capture a
case where really no risk existed. However, also liability creates cost for those who are liable, be it the
cost of having to pay compensation or the cost of taking out insurance. The need to reduce the scope
of liability regimes, which are generally justified according to general principles of the law of noncontractual liability, may depend, e.g., on the following factors:
(a) the gravity of the initial risk created by the software or other product placed on the market by
a particular party;
(b) unavoidability from the perspective of the addressee of liability, i.e. the likelihood that such a
party becomes liable despite having taken optimal safety precautions; and
(c) considerations of clarity, certainty and practicality of the law.
Considering these factors, it becomes clear that there is never a reason to reduce the scope of fault
liability, because where the relevant party is at fault, the value of (b) is automatically zero, and (c)
militates against differentiations anyway, so fault liability must apply in all cases.
With forms of defect liability that require proof of both a defect and causation (such as product
liability), i.e. where it is clear the software or other product placed on the market is defective and has
caused the damage, the value of (b) is very low, although there is still a certain likelihood that the
relevant party becomes liable despite optimal safety precautions. The scope may therefore be rather
broad. Where, however, proof of defect and causation is not required, the likelihood that the relevant
party will become liable even though, e.g., really a different risk has materialised, are quite high, so
such liability should have a much narrower scope.
This risk is particularly high for strict liability, i.e. where the victim does not even have to prove that
there has been a defect. This is why the scope of strict liability needs to be very narrow and restricted
to cases where the value of (a) is particularly high and possibly further considerations under (c), such
as to foster trust in a new technology, militate in favour of its introduction.
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4.1.6 Technologically neutral and technology-specific responses
4.1.6.1

General significance

Technological neutrality – together with functional equivalence and non-discrimination of digital vs
analogous – has always been a cornerstone of good legislation when it comes to grappling with new
technological developments.103 The main reason for this is that the development of technology is fast
and laws that are too closely tailored to very specific technologies tend to have obvious gaps, or to be
otherwise outdated, very soon after they are passed (and sometimes even before they enter into
force). Also, addressing very specific technological phenomena tends to enhance fragmentation of the
law and the risk of inconsistent results.
4.1.6.2

Physical risks

It is in the light of these considerations that physical risks – such as death, personal injury or damage
to property – should be addressed by traditional types of safety and liability legislation irrespective
of whether they are created by well-known or by emerging technologies, such as AI.104 This includes
concerns such as the safety of self-driving vehicles, drones or medical and care robots and of liability
where damage has been caused by the operation of such devices. While the opacity, complexity,
unpredictability etc. that comes with AI may certainly add to the risk created by such devices, the risk
as such is of a very traditional type. In other words, other technical developments could have a similar
effect on ‘physical’ risk, and the effect on a victim may be the same, irrespective of whether the traffic
accident that killed them was caused by AI, or by any other vehicle component.
The existing traditional types of legislation, such as the General Product Safety Directive (below 5.1.1),
the Product Liability Directive (below 5.3), and sectoral instruments must, however, undergo a ‘digital
fitness check’. Also, the emergence of technologies such as AI may induce the EU legislator to take
particular action and to harmonise some aspects of traditional types of safety and liability rules. For
instance, there may suddenly be good reasons for the extension of the scope of strict liability regimes,
or introduction of new strict liability regimes, where AI makes the risk involved rise above the critical
threshold (e.g. slow vehicles, such as big cleaning robots in public spaces, may suddenly pose a risk
comparable to the risk that used to be posed only by fast vehicles). Also, the emergence of AI may
force the legislator to re-consider elements clearly connected with human agency (e.g. extension of
vicarious liability for human auxiliaries to harm caused by AI that replaces human auxiliaries). However,
within these measures, there is a need to be as technologically neutral as possible, i.e. refer to specific
technologies, such as AI, only where this is absolutely necessary (such as in technical standards for the
safety and assessment of self-learning systems, or within a risk classification system), and choose a
definition of AI that is in itself as technologically neutral as possible (e.g. that does not refer to
particular forms of machine learning).

103

UNCITRAL Model Law on Electronic Commerce (1996) with additional article 5 bis as adopted in 1998
https://uncitral.un.org/en/texts/ecommerce/modellaw/electronic_commerce; Principles and Guidelines for the
Community's Audiovisual Policy in the Digital Age, COM(1999) 657 final: “This implies a need for technological
neutrality in regulation: identical services should in principle be regulated in the same way, regardless of their
means of transmission”.
104
See also Expert Group on Liability and New Technologies – New Technologies Formation, ‘Liability for AI and
other digital technologies’ (Commission 2019).

44

4.1.6.3

Other than physical risks

The need for technological neutrality differs with regard to other risks. Some pure economic risks,
such as manipulation of consumer choice with the help of particular targeted software tools, may best
be dealt with in existing legal frameworks. There seems to be a great need for running a ‘digital fitness
check’ on the lists of blacklisted practices, such as in the Annexes to the Unfair Commercial Practices
Directive or the Unfair Contract Terms Directive.105
Social risks created by software are currently only addressed here and there, such as by data
protection and anti-discrimination law, but with many gaps, and not very well suited to tackle the
challenges posed by new technologies such as AI. Many risks are in fact characteristic of particular
technologies, such as AI (cf., e.g., AI used for purposes such as HR decisions, personalised pricing,
personalised news feeds, or predictive policing). This is where AI-specific regulatory components, such
as ensuring inclusiveness of training data, ensuring that decisions are explainable, information duties,
impact assessment, human oversight etc. are fully justified, and these issues should be addressed
within the New Regulatory Framework for AI (below 5.4.1). However, it is again important to choose a
definition of AI that is in itself as technologically neutral as possible (e.g. that is not restricted to
software created by machine learning).

4.2 Risk-response matrix
The following risk-response matrix indicates how regulatory responses might differ depending on the
type of risk identified in the safety risk matrix (above 3.2). It provides indications as to the general way
in which particular categories of risk should be dealt with. The matrix does not directly indicate
whether risks should be dealt with in a more horizontal or more sectoral manner, and how exactly to
achieve a risk-based approach, etc. This is in order to reduce complexity, but also because there exist
different options and the legislator must choose between them.
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4.3 Summary of findings
Also the responses to risks can be classified according to different criteria. Generally speaking, a legal
system needs to make a decision how to strike the balance between safety and liability. Europe has
always opted against mere considerations of efficiency, but there is still a broad margin of legislative
discretion between an ALARP and AFAP approach to risk control. The ‘New Approach’ to safety
legislation is, in any case, preferable in order to achieve better coherency and flexibility and a more
appropriate division of tasks between the legislator, experts and stakeholders.
The differentiations both between horizontal (cross-sectoral) and sectoral (vertical) responses and
that between different degrees of risk-adaptation have something to do with the proportionality of a
measure. Whether to have legislation with a narrow scope or with a broad scope, and in the latter case
whether various techniques of risk-based differentiation are applied within the scope of the
instrument, depends on a number of factors. They include the gravity of the initial risk that was the
reason to introduce legislation, the burden implied by the measure taken, the likelihood of capturing
‘the wrong cases’, and considerations of practicality, clarity and certainty of the law.
Generally speaking, the law can focus on what must be done (PRRP approach) or on what must not be
done or achieved (blacklisting approach). There is always a need for PRRP, but there are arguments
for making more use of the blacklisting approach than has been made in the past as it tends to hit risky
conduct in a more targeted manner.
Responses to risk should be as technologically neutral as possible. This means that preference should
be given to conducting a ‘digital fitness check’ on existing legal frameworks and adapting them where
necessary and possible, while new legal frameworks should be introduced preferably where also the
risks are of an entirely new nature, such as social risks created by AI. Within any legal framework,
definitions etc. should be as technologically neutral as possible, i.e. a technologically neutral notion of
‘software’ or ‘AI’ is preferable to one that refers to particular technological features (such as machine
learning).

5 Analysis of the status quo – is the acquis fit for software?
5.1 Product Safety
5.1.1 General Product Safety Directive
The General Product Safety Directive (GPSD)106 of 2001 establishes duties for producers and, to a
certain extent, for distributors, of consumer products of any kind that are made available in the course
of commercial activity. The duties, in essence, require producers and distributors to ensure that items
on sale are safe and to take corrective action when that is found not to be the case. In 2013, a Proposal
for a Regulation on Consumer Product Safety107 was published that was intended to repeal the GPSD.
Work on this was later put on hold. According to the 2020 Commission Work Programme the GPSD

106

Directive 2001/95/EC of the European Parliament and of the Council of 3 December 2001 on general product
safety, OJ L 2002/11, 4.
107
Commission, ‘Proposal for a Regulation of the European Parliament and of the Council on consumer product
safety and repealing Council Directive 87/357/EEC and Directive 2001/95/EC’ COM (2013) 78 final.

46

will rather be replaced by a new Proposal that also tackles gaps due to emerging technologies. Being a
‘horizontal’ piece of legislation, the relationship of the GPSD to sectoral instruments108 had been one
of the most controversial issues when the GPSD was negotiated.109 At the end of the day, it was
clarified that the GPSD has a ‘safety net’ function. Hence, where a safety issue is addressed by a
sectoral instrument the specific rule prevails.110
5.1.1.1

Notion of ‘product’ and the role of software

The GPSD only applies to consumer goods and is therefore narrower in scope than the Product Liability
Directive (PLD) (below 5.3). However, in line with general principles of safety law according to which
any foreseeable deviant use is to be taken into account, products qualify as consumer products not
only where they are intended for consumers (e.g. declared to be for private use only), but also where
they can foreseeably be used by consumers. The definition of ‘product’ is as follows:
Article 2
For the purposes of this Directive:
(a)
‘product’ shall mean any product — including in the context of providing a service — which is
intended for consumers or likely, under reasonably foreseeable conditions, to be used by
consumers even if not intended for them, and is supplied or made available, whether for
consideration or not, in the course of a commercial activity, and whether new, used or
reconditioned.
This definition shall not apply to second-hand products supplied as antiques or as products to
be repaired or reconditioned prior to being used, provided that the supplier clearly informs
the person to whom he supplies the product to that effect; ….
In contrast with the PLD, there is no explicit reference to ‘movables’, and no clarification concerning
electricity, so software, whether embedded or standalone software, might potentially qualify as a
product, while it is clear that the GPSD was mainly drafted with tangible items in mind. Recital 9 only
states clearly that the GPSD does not cover services. Safety of the equipment used by service providers
(e.g. shampoo applied by the hairdresser) and the equipment on which consumers ride or travel if
operated by the service provider belong to service safety and are excluded from the scope of the
GPSD.111 However, products that are supplied or made available to consumers in the context of service
provision for use by them are covered (e.g. gym equipment, or supermarket trolley).112 For services,
Directive 2006/123/EC113 applies, which lays down mechanisms that oblige Member States to mutual
assistance and to alert each other about detected risks114. Moreover, it requires providers of services
that pose a direct and particular risk to take out insurance.115
While the question whether, and if so, under what circumstances, software qualifies as ‘product’ has
been discussed at length in the PLD context (below at 5.3.1), there is surprisingly little discussion when
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it comes to the GPSD. There are hardly any reasons to doubt that tangible items with embedded
software are included irrespective of whether any safety or unsafety comes from the software or the
hardware, and there has been an alert concerning, e.g., the software of a smart watch for children that
can easily be accessed and thus poses a risk to child’s privacy.116 Things are less clear for standalone
software that comes without hardware.
The application of the GPSD to software that is accessed over the cloud and not installed on a hardware
device is highly unlikely. This is because where a product remains controlled by the supplier, it is
considered part of a service and is thus excluded from the GPSD’s scope.117 However, it is questionable
whether this distinction can be made with a sufficient degree of certainty in cases such as Softwareas-a-Service (SaaS) where there is usually a bundle of offline functionalities provided by digital content
on the consumer’s device and online functionalities provided via the internet from a server within the
supplier’s control.118 Even the online functionalities usually include a protected cloud storage space
used exclusively by the consumer and which is functionally equivalent to storage on the consumer’s
hard disk drive. Quite apart from the question whether the distinction can be made with a sufficient
degree of certainty, the question arises whether the distinction is useful in the light of the arguments
listed above (2.1.2.2 and 2.2).
5.1.1.2

Safety requirements

A product is considered ‘safe’ where, under normal or reasonably foreseeable conditions of use
including duration and, where applicable, putting into service, installation and maintenance
requirements, it does not present any risk for the safety and health of persons, or only the minimum
risks compatible with the product's use and considered to be acceptable and consistent with a high
level of protection.
Safety of a product is defined in Article 2(b), stressing inter alia that the whole product lifecycle must
be taken into account and that a product must remain safe during that lifecycle, that not only the
individual product must be taken into account but also any other products with which the product will
foreseeably be used together, and that the whole range of consumer target groups, including
vulnerable groups such as children and elderly people need to be considered.
(b)

Article 2
‘safe product’ shall mean any product which, under normal or reasonably foreseeable
conditions of use including duration and, where applicable, putting into service, installation
and maintenance requirements, does not present any risk or only the minimum risks
compatible with the product's use, considered to be acceptable and consistent with a high
level of protection for the safety and health of persons, taking into account the following
points in particular:
(i) the characteristics of the product, including its composition, packaging, instructions for
assembly and, where applicable, for installation and maintenance;
(ii) the effect on other products, where it is reasonably foreseeable that it will be used with
other products;
(iii) the presentation of the product, the labelling, any warnings and instructions for its use
and disposal and any other indication or information regarding the product;
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(iv) the categories of consumers at risk when using the product, in particular children and the
elderly.
Concerning the conditions under which a product is considered safe, directly applicable EU law is to be
considered in the first place. Where such specific law does not exist, a product shall be deemed safe
when it conforms to the specific health and safety rules of national law of the Member State in whose
territory the product is marketed and that is in conformity with EU law. There is a presumption of
conformity where a product conforms to voluntary national standards transposing European
standards, the references of which have been published by the Commission in the Official Journal of
the EU, as far as the risks and risk categories covered by the relevant standards are concerned (for a
detailed overview of the procedure see 4.1.4 above). Where no such rules or standards exist, the
conformity of a product to the general safety requirement is assessed individually by taking into
account (a) voluntary national standards transposing other relevant European standards; (b) the
standards drawn up in the Member State in which the product is marketed; (c) Commission
recommendations setting guidelines on product safety assessment; (d) product safety codes of good
practice in force in the sector concerned; (e) the state of the art and technology; (f) reasonable
consumer expectations concerning safety.
5.1.1.3

Post-market surveillance and other duties

Apart from the requirement of products to be safe, the GPSD also includes further requirements. E.g.,
products must bear information enabling them to be traced, such as the manufacturer’s identity and
a product reference. Article 5 lays down further obligations of the producer, including that producers
provide consumers with the relevant information to enable them to assess the risks inherent in a
product throughout the normal or reasonably foreseeable period of its use. Most importantly in the
context of this study, producers must continuously monitor the safety of their products and adopt
measures enabling them to be informed of risks which their products might pose. They must take
appropriate action including, if necessary, to avoid safety risks, withdrawal from the market,
adequately and effectively warning consumers or, as a means of last resort, recall from consumers.
Also, distributors shall ensure compliance safety rules, especially by not supplying rules they now are
dangerous, and participate in product monitoring.
Where producers and distributors know or ought to know that a product that they have placed on the
market poses risks to consumers, they shall immediately inform the competent authorities of the
Member States. The Commission has issued Guidelines for the Notification of Dangerous Consumer
Products.119 The purpose of the notification procedure is to enable the competent authorities to
monitor whether the companies have taken appropriate measures to address the risks posed by a
product already placed on the market and to order or take additional measures if necessary to prevent
harm.120 ‘Isolated incidents’ are excluded from the obligation to notify.121
National enforcement authorities have powers to monitor product safety and take appropriate action
against unsafe products. Also, the Commission itself may take rapid EU-wide measures for up to a year
(renewable) if a specific product poses a serious risk. The GPSD has introduced a rapid information
exchange system, which is managed by the Commission. It enables national authorities to alert their
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counterparts quickly of any products posing a serious health and safety risk. Implementing Decision
(EU) 2019/417122 sets out guidelines for the management of the EU Rapid Information System (RAPEX)
on product safety and its notification system. Separate arrangements are in place for food,123
pharmaceuticals124 and medical devices125. When using the rapid alert system, national authorities
must provide information that identifies the item and its availability elsewhere in Europe, details of
the risks it presents, and any action taken to protect the public.
5.1.1.4

Addressees of safety-related obligations

The GPSD uses a broad definition of ‘producer’. It comprises, in the first place, the manufacturer of
the product, when he is established in the EU, and any other party (often referred to as ‘quasimanufacturer’) presenting itself as the manufacturer by affixing to the product its name, trade mark
or other distinctive mark, or who reconditions the product.126 Where such a manufacturer is not
established in the EU it can nominate an authorised representative within the EU which then counts
as the producer within the meaning of the GPSD. If there is no authorised representative, the importer
is liable instead.
Even other professionals in the supply chain may qualify as ‘producers’ insofar as their activities may
affect the safety properties of a product. This is why, e.g., a party providing software updates or cloud
services required for the functioning of the product could be included in the notion of ‘producer’, as
well as any economic operator that changes the product later, before supplying it to consumers in the
course of commercial activity. There are no clear provisions as to the boundaries of this notion.
5.1.1.5

Overall assessment

The GPSD provides a very broad, encompassing and flexible ‘safety net’ for consumer products. This
regulatory approach makes it relatively future-proof. Its strength is that it reflects and implements a
range of fundamental principles of safety law, notably the idea that not only the use intended or
described by the manufacturer decides about safety requirements, but also any foreseeable other use,
including mis-use; the idea that products must remain safe throughout their whole foreseeable
lifecyle; the idea that product safety includes safety in conjunction with other elements that will
foreseeably be used together with the product; the producer’s obligation of product monitoring and
post-market surveillance; the producer’s obligation to take risk-based post-market action if risks
become apparent; the idea that also parties who have not manufactured the product but act as ‘quasimanufacturers’, representatives within the EU, or importers may have the obligations of a producer;
and the notion of safety being a multi-stakeholder task that may include also other economic
operators within the supply chain that influence safety.
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However, the GPSD also has a range of drawbacks. While it makes clear that it does not apply to
services, it fails to give clear guidance as to the delineation of products and services in the context of
software and emerging technologies. More notably even, it fails to cover risks—even risks of causing
death or severe personal injury—of products that will not foreseeably be used by consumers (e.g.
products exclusively used by industry, but which might injure or even kill workers). While providing for
an obligation to react to post-market risks, obligatory reactions explicitly mentioned are all of a
‘negative’ type, ranging from warnings to a recall, but there is no clear obligation for producers to
mitigate or eliminate the risk by way of software updates or other repair measures. Not surprisingly,
the GPSD also fails to give clear guidance in the context of software as to the division of obligations
and responsibilities between various parties that might fall under the broad notion of ‘producer’.

5.1.2 Medical Devices Regulation and In-vitro Diagnostics Regulation
Medical devices and in-vitro diagnostics are subject to sector-specific safety legislation that has taken
a very different approach towards software.
5.1.2.1

Notion of ‘medical device’ and the role of software

Council Directives 90/385/EEC127 and 93/42/EEC128 had defined 'medical device' as any instrument,
apparatus, appliance, material or other article, whether used alone or in combination, together with
any accessories or software for its proper functioning, Already in 2007,129 ‘standalone’ software was
explicitly included as a medical device in its own right.130 This approach has been confirmed and
further stressed by the Medical Devices Regulation 2017 (MDR)131 as well as the In vitro diagnostics
Regulation 2017132.
Article 2 MDR:
(2)

‘medical device’ means any instrument, apparatus, appliance, software, […] other article
intended by the manufacturer to be used, alone or in combination, for human beings for one
or more of the following specific medical purposes ….

There is no definition of ‘software’ in the MDR itself, but such a definition is suggested in a
Commission Guidance document from 2016133 on the qualification and classification of stand-alone
software. According to the Guidance, software is defined as “a set of instructions that processes input
data and creates output data”. No differentiation is made between software uploaded onto the
medical professional’s or patient’s hardware or software provided otherwise, such as within a SaaS
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scheme. The same definition of ‘software’ is also used by the Medical Device Coordination Group in its
Guidance Document on qualification and classification of software in the MDR and IVDR from 2019.134
The 2019 Guidance clarifies that software can directly control a (hardware) medical device (e.g.
radiotherapy treatment software), can provide immediate decision-triggering information (e.g. blood
glucose meter software), or can provide support for healthcare professionals (e.g. ECG interpretation
software).135 Recital 19 MDR clarifies that the qualification of software, either as a device or an
accessory, is independent of the software's location or the type of interconnection between the
software and a device, which is why SaaS schemes are arguably included.136
Whether or not software qualifies as a medical device in its own right is mainly a matter of the
purpose, i.e. of whether it is intended to be used, alone or in combination, for a purpose as specified
in the definition of a medical device. This is why, e.g., a smartwatch app, which is intended to send
alarm notifications to the user and/or health practitioner when it recognises irregular heartbeats for
the purpose of detecting cardiac arrhythmia, is a medical device. To underline that the qualification of
software does depend on its purpose and not on its location, the term ‘standalone’ software is no
longer used.137 However, there is still the notion of accessory software, i.e. of software driving or
influencing the use of a medical device. Such software does not have or perform a medical purpose on
its own, nor does it create information on its own for medical purposes. This software can, for instance,
operate, modify the state of, or control the device through an interface (e.g., software, hardware) or
via the operator of this device or supply output related to the (hardware) functioning of that device.138
Software driving or influencing the use of a (hardware) medical device is qualified as an accessory for
a (hardware) medical device if the action performed goes beyond storage, archival, communication,
simple search, lossless compression and brings benefits for individual patients. An example would be
software with built-in electronic controls for IVD quality control procedures, which are intended to
provide users with assurance that the device is performing within specifications.139 Manufactures of
medical devices must include in the instructions for use information, allowing the selection of the
corresponding software and accessories.140
What is often more difficult is to draw a line between medical device, lifestyle, and general software.
Recital 19 to the MDR clarifies that software in its own right, when specifically intended by the
manufacturer to be used for one or more of the medical purposes set out in the definition of a medical
device, qualifies as a medical device, while software for general purposes (e.g. hospital administration
software), even when used in a healthcare setting, or software intended for lifestyle and well-being
purposes (e.g. fitness apps) is not a medical device. There is a growing tendency of manufacturers
making efforts to describe their products as lifestyle products in order to escape the MDR regime.141
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5.1.2.2

Safety requirements

The MDR provides for a multi-layered system of safety requirements, many of which are further
explained and elaborated in Annexes to the MDR, i.e. there is no single and general definition of safety
as in the GPSD. There is surprisingly little indication as to the type of risks addressed. The specific
characteristics of medical devices mean that there is no clear line between functionality risks and
safety risks as, in the medical sector, poor functionality typically also causes personal injury or even
death. This is why the requirements formulated by the MDR include the reliable performance of
medical devices.142
Some important general requirements, which are also very relevant for software, are found in Annex
I, No. 14 (Construction of devices and interaction with their environment). If the device is intended for
use in combination with other devices or equipment, the whole combination, including the
connection system must be safe and must not impair the specified performance of the devices. Any
restrictions on use applying to such combinations shall be indicated on the label and/or in the
instructions for use. Connections which the user has to handle must be designed and constructed in
such a way as to minimise all possible risks, such as misconnection. Devices must notably be designed
and manufactured in such a way as to remove or reduce as far as possible, e.g., the risks associated
with the possible negative interaction between software and the IT environment within which it
operates and interacts (No. 14.2.(d)). Furthermore, devices must be designed and manufactured in
such a way that adjustment and maintenance can be done safely and effectively, and devices that are
intended to be operated together with other devices or products shall be designed and manufactured
in such a way that the interoperability and compatibility are reliable and safe.
In the context of software, Annex I, No. 17 (Electronic programmable systems) is particularly
important. Devices that incorporate electronic programmable systems, including software, or software
that are devices in themselves, must be designed to ensure repeatability, reliability and performance
in line with their intended use. In the event of a single fault condition, appropriate means must be
adopted to eliminate or reduce as far as possible consequent risks or impairment of performance. For
devices that incorporate software or for software that are devices in themselves, the software must
be developed and manufactured in accordance with the state of the art taking into account the
principles of development life cycle, risk management, including information security, verification
and validation. Software that is intended to be used in combination with mobile computing platforms
must be designed and manufactured taking into account the specific features of the mobile platform
(e.g. size and contrast ratio of the screen) and the external factors related to their use (varying
environment as regards level of light or noise). Last but not least, manufacturers must set out minimum
requirements concerning hardware, IT networks characteristics and IT security measures, including
protection against unauthorised access, necessary to run the software as intended.
There are also software-specific requirements when it comes to information in the instructions for use
(No. 23(4)). These must contain, inter alia, information allowing the healthcare professional to verify
if the device is suitable and select the corresponding software and accessories. For devices that
incorporate electronic programmable systems, including software, or software that are devices in
themselves, the information must further contain minimum requirements concerning hardware, IT
networks characteristics and IT security measures, including protection against unauthorised access,
necessary to run the software as intended. Annex II No. 6(1)(b) includes a provision on technical
documentation concerning software verification and validation (describing the software design and
development process and evidence of the validation of the software, as used in the finished device.
This information shall typically include the summary results of all verification, validation and testing
142

Annex I, Chapter 1, No. 1, Regulation (EU) 2017/745.

53

performed both in-house and in a simulated or actual user environment prior to final release. It shall
also address all of the different hardware configurations and, where applicable, operating systems
identified in the information supplied by the manufacturer.
When it comes to assigning the Unique Device Identifier (UDI) Annex VI, Part C, No. 6.5. (Device
Software) provides that the UDI shall be assigned at the system level of the software. Only software
which is commercially available on its own and software which constitutes a device in itself shall be
subject to that requirement. A new UDI-DI (UDI Device Identifier, i.e. the primary identifier of a device
model) shall be required whenever there is a modification that changes: (a) the original performance;
(b) the safety or the intended use of the software; (c) interpretation of data. Such modifications include
new or modified algorithms, database structures, operating platform, architecture or new user
interfaces or new channels for interoperability. Minor software revisions shall require a new UDI-PI
(UDI Production Identifier) and not a new UDI-DI. Minor software revisions are generally associated
with bug fixes, usability enhancements that are not for safety purposes, security patches or operating
efficiency. Minor software revisions shall be identified by a manufacturer-specific form of
identification. No. 6.5.4. includes specific provisions concerning UDI placement criteria for software.
Annex VIII is on risk classification. According to No. 3.3., software, which drives a device or influences
the use of a device (accessory software), shall fall within the same class as the device. If the software
is independent of any other device, it shall be classified in its own right. According to No. 6.3. Rule 11
the following classification applies: Software intended to provide information which is used to take
decisions with diagnosis or therapeutic purposes is classified as class IIa, except if such decisions have
an impact that may cause death or an irreversible deterioration of a person's state of health, in which
case it is in class III; or a serious deterioration of a person's state of health or a surgical intervention, in
which case it is classified as class IIb. Software intended to monitor physiological processes is classified
as class IIa, except if it is intended for monitoring of vital physiological parameters, where the nature
of variations of those parameters is such that it could result in immediate danger to the patient, in
which case it is classified as class IIb. All other software is classified as class I.
5.1.2.3

Post-market surveillance and other duties

The MDR provides for an elaborate post-market surveillance regime, which introduces a range of
duties for the manufacturer. According to Article 2(60), ‘post-market surveillance’ means all activities
carried out by manufacturers in cooperation with other economic operators to institute and keep up
to date a systematic procedure to proactively collect and review experience gained from devices they
place on the market, make available on the market or put into service for the purpose of identifying
any need to immediately apply any necessary corrective or preventive actions.
Post-market surveillance systems need to be proportionate to the risk class and appropriate for the
type of device.143 Article 83(2) stresses that, for all medical devices, the manufacturer shall ensure
safety and performance throughout the lifecycle of the device, through a continuous process of clinical
and/or performance evaluation and risk management. If the need for preventive or corrective action
is identified, the manufacturer has to ensure that appropriate measures are taken and has to inform
the competent authorities.144 ‘Appropriate measures’ is to be understood broadly and may include
positive action towards remedying any safety issues by way of ‘field safety corrective action’, e.g.
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software updates.145 However, it is unclear to what extent there may be an obligation of the
manufacturer to provide updates instead of taking other steps, such as a recall.
Under the market surveillance obligations, manufactures shall evaluate any changes to the function,
intended use, essential design, and manufacturing characteristics on the software’s qualification as
medical device and its classification that may be caused by updates, that are provided after the
software has been put on the market. Software updates that introduce entirely new modules to
existing hardware or software might qualify as software itself.146
5.1.2.4

Addressees of safety-related obligations

The primary addressee of safety-related obligations is the ‘manufacturer’, i.e. a natural or legal person
who manufactures or fully refurbishes a device or has a device designed, manufactured or fully
refurbished, and markets that device under its name or trademark.147 ‘Fully refurbishing’ means the
complete rebuilding of a device already placed on the market or put into service, or the making of a
new device from used devices, to bring it into conformity with this Regulation, combined with the
assignment of a new lifetime to the refurbished device.148 For each device whose manufacturer is
established outside the Union, there must be an ‘authorised representative’,149 i.e. a natural or legal
person established within the Union who has received and accepted a written mandate from a
manufacturer, located outside the Union, to act on the manufacturer's behalf in relation to specified
tasks with regard to the latter's obligations under the MDR.150 There are specific obligations also for
importers and distributors as well as for parties putting on the market ‘system and procedure packs‘
under Article 22. All of these parties are considered to be ‘economic operators’.
5.1.2.5

Overall assessment with regard to software

The MDR (as well as the IVDR) is a very modern piece of legislation that fully takes into account the
specificities of software. In particular, it fully reflects the fact that software may be functionally
equivalent to hardware; recognises the equivalence of software and physical devices/components;
recognises that safety includes safety throughout the device lifecycle and in all environments in which
the device is foreseeably going to be used; fully recognises the need for post-market surveillance and
contemplates the possibility that the best way to eliminate a safety risk may be to take positive action
and provide repair (i.e. a software update); provides rules for distinguishing between software
updates that require an entirely new safety assessment and updates that require only limited action;
and explicitly explains who is responsible for what in an ecosystem of various stakeholders involved.
Compared with the GPSD, the MDR is less clear when it comes to clearly stating some general
principles.
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5.1.3 Radio Equipment Directive
The Radio Equipment Directive151 (RED) succeeded the Radio and Telecommunication Terminal
Equipment Directive (1999/5/EC) and aligned the safety legislation for radio equipment with the new
legislative framework for the marketing of products. The RED entered into force on 11 June 2014 and
is applicable as of 13 June 2016.
5.1.3.1

Notion of ‘radio equipment’ and the role of software

Article 2.1(1) of the RED defines ‘radio equipment’ as an electrical or electronic product, which
intentionally emits and/or receives radio waves for the purpose of radio communication and/or
radiodetermination, or an electrical or electronic product which must be completed with an accessory,
such as antenna, so as to intentionally emit and/or receive radio waves for the purpose of radio
communication and/or radiodetermination. Article 2.1(2) RED defines 'radio communication' as
communication by means of radio waves, which in turn are defined in Article 2.1(4) as electromagnetic
waves of frequencies lower than 3 000 GHz, propagated in space without artificial guide. According to
Article 2.1(3) RED, ‘radiodetermination’ means the determination of the position, velocity and/or
other characteristics of an object, or the obtaining of information relating to those parameters, by
means of the propagation properties of radio waves.
Examples of radio equipment are laptops, mobile phones radars, broadcasting devices, routers or
conventional goods with Wi-Fi, Bluetooth, GPS and/or other radio transceivers, such as smart
watches.152 Excluded from the scope is, according to Article 1.3, the equipment listed in Annex I. This
includes marine equipment, airborne products, radio equipment used by radio amateurs and custombuilt evaluation kits used solely for research purposes. Not covered by the RED are products that use
electromagnetic waves exclusively for other purposes than radio communication and/or
radiodetermination, such as inductive heating appliances or high frequency surgical equipment.
Software is a component and thus falls under the definition of ‘radio equipment’ if installed or
embedded in tangible equipment at the time it is placed on the market.153 Article 10(8) of the RED
specifically mentions that the information on the intended use of the radio equipment shall include “a
description of accessories and components, including software, which allow the radio equipment to
operate as intended.”
5.1.3.2

Essential requirements and delegated Commission acts

The RED is particularly strong in listing explicitly what kind of risks it is to cover. Article 3(1) lists
essential requirements for (a) the protection of health and safety of persons and of domestic animals
and the protection of property; (b) an adequate level of electromagnetic compatibility. Article 3(2)
stresses that radio equipment must be so constructed that it both effectively uses and supports the
efficient use of radio spectrum in order to avoid harmful interference. Article 3(3) lists essential
requirements for certain categories or classes, including that (a) radio equipment interworks with
accessories, in particular with common chargers; (b) radio equipment interworks via networks with
151

Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the harmonisation
of the laws of the Member States relating to the making available on the market of radio equipment and
repealing Directive 1999/5/EC, OJ L 2014/153, 62.
152
Commission, ‘Clarifications on the initiative of upload of software into radio equipment’ (2020), available at
<https://ec.europa.eu/docsroom/documents/40822> accessed 03 October 2020, 2.
153
See Article 4(1), Article 10(8) Directive 2014/53/EU; Commission, ‘Clarifications on the initiative of upload of
software into radio equipment’ (2020), available at <https://ec.europa.eu/docsroom/documents/40822>
accessed 03 October 2020, 3.

56

other radio equipment; (c) radio equipment can be connected to interfaces of the appropriate type
throughout the Union; (d) radio equipment does not harm the network or its functioning nor misuse
network resources, thereby causing an unacceptable degradation of service; (e) radio equipment
incorporates safeguards to ensure that the personal data and privacy of the user and of the subscriber
are protected; (f) radio equipment supports certain features ensuring protection from fraud; (g) radio
equipment supports certain features ensuring access to emergency services; (h) radio equipment
supports certain features in order to facilitate its use by users with a disability; (i) radio equipment
supports certain features in order to ensure that software can only be loaded into the radio equipment
where the compliance of the combination of the radio equipment and software has been
demonstrated. It is in particular privacy concerns and concerns about protection from fraud that are
noteworthy in a safety context as only few instruments in the field of safety legislation provide for
rules against economic and social risks.
According to Article 3(3), the Commission is empowered to adopt delegated acts in accordance with
Article 44 specifying which categories or classes of radio equipment are concerned by each of the
essential requirements listed. With regard to software, the Commission might, in particular, adopt a
delegated act concerning the essential requirement under (i) that radio equipment shall be
constructed in a way that it “supports certain features in order to ensure that software can only be
loaded into the radio equipment where the compliance of the combination of the radio equipment
and software has been demonstrated.” Such a delegated act could oblige manufacturers of radio
equipment to install certain features that ensure the user cannot upload software, which can affect
the demonstrated compliance of that equipment with the requirements of the RED.
Article 4(1) provides that manufacturers of radio equipment and of software allowing radio equipment
to be used as intended shall provide the Member States and the Commission with information on the
compliance of intended combinations of radio equipment and software with the essential
requirements set out in Article 3. On the basis of Article 4 RED, the Commission can adopt a delegated
act that obliges the manufacturer to provide the Member States and the Commission with information
on the compliance of intended combinations of radio equipment and software, before the software
can be uploaded into radio equipment.
The upload of software to radio equipment can have a severe impact on the compliance initially
demonstrated and lead to safety issues. For example, software can enable or disable certain
components of radio equipment, allow products to operate at non permitted frequency or change
tested protocol of radio equipment that is intended for access to emergency services.154 The
Commission is therefore currently evaluating whether to adopt a delegated act based on Article 3(3)(i)
and/or Article 4 RED. The public consultation was open until 14 September 2020, and a possible
adoption of the delegated acts was planned for the third quarter of 2020, but delays need to be
expected due to COVID19-Crisis. The Commission is exploring five different policy options: Option 0 is
the baseline scenario; Option 1: self-regulation of the industry, which shall ensure that software
uploaded into radio equipment does not compromise the initial compliance; Option 2: adoption of a
delegated act on the basis of Article 4(1); Option 3: adoption of a delegated act on the basis of Article
3(3)(i); Option 4: adoption of two delegated acts based on both articles. The reasons for the evaluation
are mainly that, in the past, the modifications of radio equipment required expertise and specific tools.
Today, the functioning of many radio equipment devices can be changed by uploading or changing the
installed software, i.e. software that can basically be uploaded by anyone is functionally equivalent to
electronic components that were typically hardware and could be installed only by experts (e.g. diodes,
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switches, mixers, filters, demodulators).155 Another reason is the development of flexible hardware
that can fulfil different tasks depending on the software installed.156
With the rise of internet-connected devices and wearables, which are usually embedded with
software, radio equipment is becoming an increased target of cybersecurity attacks. This leads to
social risks in the form of data losses and privacy intrusions, as well as economic risks, such as
illegitimate access to information, which is then used for fraudulent purposes. To address these issues,
the Commission is evaluating whether to adopt two additional delegated acts under Article 3 that
would ensure that radio equipment incorporates safeguards that protect the user’s privacy and
personal data (e) and that the radio equipment supports certain features that ensure protection from
fraud (f). The study, which was launched to support the EC’s impact assessment, found that while the
protection of data is covered by the GDPR, privacy risks are not addressed at a market entry stage due
to missing link between product safety and cybersecurity.157 Moreover, since GDPR compliance is not
a condition for market access, market surveillance authorities might not be able to remove radio
equipment that violates the individual’s privacy from the market. The study also points out that
national criminal law tackles fraud only retrospectively. Prevention of fraudulent activities enabled by
hacking or malware attacks could be achieved by adopting security requirements in product legislation.
Based on these considerations, the study supports the adoption of both delegated act;158 essential
requirements with regard to cybersecurity could address the identified safety risk by introducing
requirements such as adherence to the principles of (cyber)security of hard- and software by design
and default.159 According to the findings of the study, the policy option of introducing mandatory
cybersecurity requirements on a horizontal level is only feasible in the medium term. The risk of market
fragmentation caused by a sectoral cybersecurity approach is mitigated by the fact that 70% of
internet-connect products are wireless and are thus covered by the RED.160
5.1.3.3

Post-market surveillance and other duties

Pursuant to Article 39, the post-market surveillance duties are regulated by the current Market
Surveillance Regulation (EC) No 765/2008, which will be amended with effect as of 16 July 2021 by the
new Market Surveillance Regulation (EU) 2019/1020 (see 5.2).
In Principle, the RED does not reapply if software is uploaded to radio equipment after it has been
placed on the market. However, if a product is subject to significant changes that modify its original
performance, purpose or type to the amount that it affects the compliance with the RED, it needs to
be considered a new product. This also applies if these changes are not caused by physical
modifications but by the upload of software to the radio equipment. The person who carries out the
significant changes needs to assess whether the modifications affect the compliance with the safety
requirements under the RED and whether the radio equipment thus needs to be considered a new
product. If the hazard of the radio equipment has changed due to software update or the risk level was
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increased, compliance with applicable essential requirements has to reassessed by the person who
carried out the changes and who is to be considered the new manufacturer.161
5.1.3.4

Addressees of safety-related obligations

Primary addressees of the obligations under the RED are similar to those of General Product Safety
Regulation. The definition of ‘manufacturer’ not only includes the person who manufactures the radio
equipment, but also the person who has the radio equipment designed or manufactured by someone
else, as well as persons marketing the equipment under their name or trademark.
As pointed out above, the person who significantly changes the radio equipment may qualify as
‘manufacture’ insofar as the modification affects the compliance with the safety requirements of the
radio equipment. This is why a party providing software updates or cloud services required for the
functioning of the product could be included in the notion of ‘manufacturer’, as well as any economic
operator that changes the product later, before supplying it to consumers in the course of a
commercial activity.

5.1.4 Machinery Directive
The third version of the Machinery Directive (MD)162 was adopted in 2006 and has been applicable
since December 2009. According to its Article 1(1), the MD not only applies to machinery but also to
interchangeable equipment, safety components, lifting accessories, chains, ropes and webbing,
removable mechanical transmission devices, as well as partly completed machinery.
5.1.4.1

Notion of ‘machinery’ and Scope of application with regard to software

‘Machinery’ is defined in Article 2(a) as “an assembly … of linked parts or components, at least one of
which moves…". Under the definition of machinery falls a wide range of products, such as lawnmowers,
3D printers, powered hand-tools, construction machinery, personal care robots or complete
automated industrial production lines.163 Excluded from the scope inter alia are motor vehicles,
seagoing vessels and electric products that do not exceed a certain voltage limit.164
Only physical devices are considered machinery, interchangeable equipment or safety component.165
Hence standalone software does not fall within the scope of the MD. However, physical products that
incorporate software may qualify as a ‘safety component’. A device is considered a safety component
if “serves to fulfil a safety function, which is independently placed on the market, the failure and/or
malfunction of which endangers the safety of persons, and which is not necessary in order for the
machinery to function, or for which normal components may be substituted in order for the machinery
to function.”166 The explanation offered by the Guidance Document for the exclusion of standalone
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software is that safety-related software will always be dependent on a physical product to perform its
function.167
Article 2(i) defines the ‘manufacturer’ as “any natural or legal person who designs and/or
manufactures machinery or partly completed machinery covered by this Directive and is responsible
for the conformity of the machinery or the partly completed machinery with this Directive with a view
to its being placed on the market, under his own name or trademark or for his own use.” In the absence
of a manufacturer, the person putting the machinery on the market or into service is considered the
manufacturer.
As the other analysed safety legislations, the MD follows the New Approach to technical
harmonisation, which means that legislative harmonisation is limited to mandatory essential health
and safety requirements. The technical production specifications are developed by industrial
standardisation organisations and remain voluntary. Products that are produced in compliance with
the voluntary standards are presumed to fulfil the essential requirements established by the Directive
(see 4.1.2).168
5.1.4.2

Safety requirements

The manufacturer of machinery in the broad sense needs to ensure that it is designed and constructed
in a way that it is fit for purpose and can be operated and maintained without putting persons at risk.
The measures need to take into account the operating conditions, but also foreseeable misuse of the
machinery. Furthermore, machinery needs to be supplied with all the essential equipment that is
necessary to operate and maintain it safely.169 The MD aims at preventing accidents caused to the
users of machinery and ensuring their health and safety170 and thus primarily addresses physical risks.
Requirements that take into account the safety of integrated software components in hardware can
only be found with regard to the control systems. According to Annex I, they need to be designed and
constructed in a way that neither a fault in the hardware nor in software may give rise to hazardous
situations.171 As the Guidance Document explains, the requirements for control systems, take into
account that faults causing hazardous situations may not only be caused by failures of the physical
components but also by errors in the software. This is surprising, as control systems may hardly be the
only parts of machinery where software bugs may affect the safety of the whole machinery. However,
it needs to be pointed out that the lack of software specific safety requirements in the MD is partly
mitigated by the fact that RED also applies if radio equipment is incorporated in the machinery.172
A possible gap might arise from the fact that standalone software cannot be considered a ‘safety
component’.173 Standalone software that is independently put on the market can fulfil a safety
function, which is not necessary for the functioning of the machinery and the failure of which
endangers persons. For example, to prevent turbines from exceeding their maximum speed, which
could cause system failures and endanger the life of employees, mechanical trip bolts are used. Today,
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mechanical overspeed protection is usually complemented by software solutions.174 The MD would
cover mechanical overspeed protection devices, if put independently on the market, but not
standalone software that fulfils the same function.
The European Commission’s evaluation of the MD identifies additional safety gaps that might arise due
to new technological developments such as AI equipped robots. It is rightly pointed out that
software/AI powered machinery is not necessarily less safe than traditional machinery, but the
changed characteristics need to be addressed by safety legislation. As examples of safety challenges
caused by new technology, the increased cybersecurity risks and the potential harm of the mental
well-being of people are mentioned.175 Some cybersecurity threats to machinery that is wirelessly
connected to the internet could be addressed by the envisaged delegated acts under the Radio
Equipment Directive (see 5.1.3).

5.1.5 Other safety-relevant legislation
The three instruments above have received particular attention because: the Medical Devices (and
Invitro Diagnostics) Regulation is the most adapted to the characteristics of software, the Radio
Equipment Directive is of particular importance, since almost all of the connected devices will have
some sort of software component and because the MD hardly addresses the safety of embedded
software despite the fact it could cause significant harm to the health of workers and other people
exposed to the machinery.
However, software is – at least to some extent – also addressed in other EU safety instruments. In
Directive 2014/32/EU176, which establishes safety requirements for measuring instruments,
acknowledges that the measuring function of device or system might also be executed by software.
Hence, the essential requirements provide that software, which is critical for the measuring shall not
be inadmissibly influenced by other associated software that does not provide a measuring function.177
Furthermore, it is laid down that the metrological characteristics of a measuring instrument shall not
be influenced by connecting it to another device or by communication with a remote device. Software
that is critical for the measuring function shall also be adequately protected against corruption.178
The essential requirements of the ATEX Directive,179 which regulates equipment and protective
systems for explosive atmospheres, with regard to embedded software are a bit less elaborate.
However, it is stressed, that ‘equipment’, i.e. devices that are capable of causing an explosion through
their own potential sources of ignition, and ‘protective systems’, i.e. devices that can halt explosions
or limit their effect, that are controlled by software should be designed in a way that takes into account
risks arising from faults in the programme.180 Even more subtitle is the Low Voltage Directive, which
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requires that the measures are taken to ensure that the electrical equipment is “resistant to nonmechanical influences” that could endanger persons, animals or property.181
For products that are intended to be used in play by children under the age of 14, the Safety of Toys
Directive182 applies. The Directive explicitly excludes software, intended for leisure and entertainment,
as well as electronic equipment that is used to access interactive software (e.g. computers or gaming
consoles) from its scope. As clarified in the Commission’s Guidance, the Safety of Toys Directive does
apply to electronic equipment that is specifically designed for children to play with, such as toy
computers.183 However, the Directive is not equipped to address any potential risks posed by the
software embedded in these toy computers as the essential requirements only concern the physical
construction, flammability, use of chemicals, electrical properties and hygiene of toys.
In line with the Safety of Toys Directive, there are a handful of other sector specific safety instruments
that do not address the possibility that embedded software might have an impact on the safety of the
covered products at all (e.g. Cableway Regulation,184 Personal Protective Regulation185).

5.2 Market surveillance
5.2.1 Purpose, scope and content
The new Market Surveillance Regulation186 (MSR), which amends the 2008 Market Surveillance
Regulation, aims at further strengthening the existing framework to improve the effectiveness of
market surveillance in the EU. By introducing rules for the online sale of goods and obligations for
‘fulfilment service providers’ and ‘information society services’ (see below 5.4.4), the MSR also aims at
addressing challenges posed by the digital age. All provisions (except for those concerning the new
European Product Compliance Network, which will be applicable from 1 January 2021 on), will start
applying on 16 July 2021.
According to Article 3, the MSR applies to all products that are subject to one of the 70 EU safety
instruments listed in Annex I. This includes inter alia the RED, the MD or the Safety of Toys Directive.
Excluded from the scope of the MSR are food, feed, medicinal products for human and veterinary use,
living plants and animals, products of human origin and products of plants and animals relating directly
to their future reproduction.187 In accordance with the principle of lex specialis, the MSR does only
apply in the absence of more specific rules on market surveillance.188
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Article 7(1) stipulates that the economic operators have to cooperate with market surveillance
authorities to eliminate or mitigate risks that have been made available on the market by them. In
Article 7(2) the Regulation lays down an obligation for information society service providers within
the meaning of the E-commerce Directive to eliminate or mitigate risks caused by products, which
were offered through their services, at the request of market surveillance authorities. However, the
Regulation does not establish a general obligation to monitor the information they transmit, as this
would run against Article 15 E-Commerce Directive.189
For products that are sold online or through other means of distance, Article 6 provides that they shall
be deemed as ‘made available on the market’ if an offer targets end users in the EU. This is the case if
the “economic operator directs, by any means, its activities to a Member State”.
One of the key provisions of the MSR is Article 4. Article 4 lays down that a product that is subject to
one of the 18 safety instruments mentioned in Article 4(5), which include the RED and MD, can only
be placed on the market if an ‘economic operator’, who is responsible for performing the duties under
this Regulation, is established in the EU.190 ‘Economic operator’ within the meaning of Article 4 is the
manufacturer, an importer, an authorised representative, or – if no economic operator mentioned
before is established in the EU – a ‘fulfilment service provider’. The latter is defined as “any natural or
legal person offering, in the course of commercial activity, at least two of the following services:
warehousing, packaging, addressing and dispatching, without having ownership of the products
involved”. Excluded are postal services as defined in Directive 97/67/EC191 and parcel delivery services
as defined in Regulation 2018/644.192
Pursuant to Article 4(3), the economic operator has to keep the declaration of conformity or
performance, for the period required by the legislation applicable to the respective product, at the
disposal of market surveillance authorities and ensure that the technical documentation can be made
available to these authorities upon request. They must also provide all information and documentation
necessary to demonstrate the conformity of the product upon request of the market surveillance
authorities, and inform the market surveillance authorities if the economic operator has reason to
believe that a product presents a risk. Furthermore, the economic operator has to immediately take
necessary corrective action, if the product does not comply with product safety legislation, or if the
economic operator considers or has reason to believe that the product in question presents a risk.

5.2.2 Overall assessment with regard to software
The obligations laid down in Article 4(3)(c) and (d) of the MSR seem to provide an efficient basis for
addressing the problem that a product may become unsafe due to a faulty update of its embedded
software or because the embedded software is outdated and has become an easy target for
cyberattacks. In particular, the economic operator does not only have to inform the market
surveillance authorities if there are reasons to believe that the product presents a risk, but they also
need to make sure that the necessary corrective action is taken. Such a corrective action might be the
update of the embedded software or the recall of the product if the risk cannot be addressed
otherwise.
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Since the application of Article 4 is limited to products that are subject to sector specific safety
legislation, risks posed by standalone software and insufficient maintenance of such software are only
covered to the extent standalone software falls within the scope of the sector specific safety
instruments. Including standalone software in sector specific legislation, such as the MD, would
automatically also expand the scope of the MSR, which then could provide a basis for obliging
developers to monitor their software and provide updates if necessary.
The obligations of information society services, which are laid down in Article 7(2), could address
situations where standalone software is provided through an online platform, such as an app store.
Upon a request by the market surveillance authority, information society service providers would need
to eliminate or mitigate the risk caused by software that has been distributed through their platforms.
However, this would not include an obligation of the platform operator to update the software, but
only to facilitate the update, such as by alerting the customer of the risk and the availability of the
update, and the platform operator would have to stop immediately marketing the unsafe software.

5.3 Product Liability
The Product Liability Directive (PLD)193 is currently the only existing EU instrument dealing with liability.
Surprisingly, the broad range of specific safety regimes, that follow at least three different overall
approaches is not mirrored by a comparable range of different liability regimes. This holds true for
products, but even more so for services. Attempts made in the early 1990s to introduce a Directive on
Service Liability,194 which would have merely reversed the burden of proof for negligence liability, have
not been successful. Under the PLD, producers shall be liable for harm caused by a defect in their
product. It is in particular the emergence of AI and other new technologies that has led to a lively
debate as to whether, and how, product liability and liability regimes in general need to be adapted
and supplemented.195

5.3.1 Notion of ‘product’ and the role of software
The PLD applies to all ‘movable’ products, irrespective of whether the product is distributed in way of
sales, leasing or in the course of providing a service.196 Immovables are excluded from the scope, but
the PLD applies if a movable product is incorporated in an immovable. It is also clarified that
agricultural products and game are excluded, and that notion the of product includes electricity. The
definition reads as follows:
Article 2
For the purposes of this Directive 'product' means all movables, with the exception of primary
agricultural products and game, even though incorporated into another movable or into an
immovable. 'Primary agricultural products' means the products of the soil, of stock-farming and of
fisheries, excluding products which have undergone initial processing. 'Product' includes electricity
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In Recital 2, the PLD seems to indicate that its scope is limited to industrially produced goods. However,
based on CJEU’s Veedfald decision, the prevailing view today is that the PLD applies irrespective of
whether products are handcrafted, artesian or industrially manufactured.197 Other than the General
Product Safety Directive, the notion of ‘product’ is not limited to consumer goods. However, the PLD
is limited insofar as only damage to property that is intended for private use or consumption is
compensated.198
The crux of the matter from the perspective of software liability is whether the PLD also covers
intangible products. The Directive does not explicitly state whether ‘movables’ only covers tangible
goods. However, based on an e contrario reasoning, the majority of legal scholars argue that the
explicit inclusion of electricity was only necessary because, in general, intangible items do not fall
under the definition of product.199 While this line of reasoning certainly is convincing, the exact
opposite argument, i.e. that electricity was the only example for an intangible product at the beginning
of the 80s, and its mentioning merely clarifies that the notion of movable products is not limited to
tangible items, is at least equally persuasive.200 While there is some room for debate on an EU-level,
national laws are more concrete on this matter. Austrian law, for example explicitly limits the
transposed national law to tangible products201 and German Product Liability uses the term ‘thing’
(Sache), which – under national understanding – presupposes a tangible nature.202
Even if one were to follow the majority view that the PLD only applies to tangible products, the
application to software embedded in hardware devices is unproblematic – as long as the victim is able
to prove defect and causation – because it is not decisive whether the damage was caused by a tangible
or intangible component of a physical product.203 However, when it comes to standalone software,
the matter becomes disputed. The traditional argument for including software in the scope of the PLD,
despite its intangible nature, is that software has a physical manifestation in the medium on which it
is supplied.204 However, since the advent of the internet, this reasoning leads to server inconsistencies,
as the same software would be considered a product if supplied on USB but not when downloaded
from the internet. As rightly pointed out by various legal scholars, liability should not depend on the
form of distribution.205
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In conclusion, it can be said that the current product definition leads to serious uncertainties with
regard to the liability for software. Although there are good reasons why software should be
considered a product under the current PLD and convincing attempts in legal literature have been
made to bridge the existing inconsistencies, the many diverging views – not only between Member
States but also within jurisdictions – on how to treat software under the PLD, render a revision by the
European legislator necessary. This conclusion stays true despite the fact that at least some
clarification is expected from the CJEU based on a reference for a preliminary ruling from the OGH
(Austrian Supreme Court) regarding information provided in a magazine.206

5.3.2 Addressees of the product liability
The liable party for damage caused by a defective product is the producer, within the broad
understanding of the PLD. According to Article 3, producer means the manufacturer of the finished
product, any raw material or a component. The producer of the final product is responsible for
ensuring the overall safety of the product and is thus the primary addressee of the product liability.
The other manufacturers are jointly and severally liable, if they provided a defective component or raw
material.207 In addition, persons who present themselves as producer by putting their trademark on
the product shall also be considered producer within the meaning of the PLD. To address the problem
that the producer of the product might not necessarily be established in the European Union, which
could render it difficult for victims to take legal actions, the person who imports the product in the
European Union is also considered responsible under the PLD. This is without prejudice to the liability
of the other producers.208 On a subsidiary basis, the supplier of the product is liable if a producer cannot
be identified. However, suppliers are exempted from their liability, if they inform the victim of the
identity of the producer or the previous person in the supply chain.209
In the context of software, the problem arises that, even if it were clarified that PLD also applies to
software downloaded from the internet, it might not be possible to identify a liable party within the
EU. This is because the producer, i.e. the developer of the software, will regularly be established in a
third country. The PLD’s current ‘safety net’ of assigning liability to the person importing the product
in the EU is ineffective because for downloaded software, no importer exists. Admittedly, the problem
is not unique to software, as the importer of physical products may also be established outside the
territory of the EU.210 However, since the need for any physical representation in the EU is much lower
if the product is distributed over the air, the problem intensifies when it comes to the sale of software.
The only instrument that currently addresses this issue is the MDR, which not only obliges
manufactures not established in the EU to designate an authorised representative,211 but also
stipulates that this representative shall be legally liable for defective devices on the same basis as, and
jointly and severally with, the manufacturer.212 This seems consistent, as the MDR is the only
instrument that fully acknowledges the functional equivalence of software and hardware and provides
rules that address the specific characteristic of software (see 5.1.2.5). On the safety level, the new MSR
will close the gap of not having an addressee in the EU, by requiring that an economic operator
206
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responsible for market surveillance obligations is established in the EU before a product can be placed
on the market.213 Any revision of the Product Liability should consider the possibility of assigning
liability for defective products to the economic operator established in the EU, in order to achieve a
similar unison between safety and liability as in the MDR, and also consider information society service
providers (in particular platform operators).

5.3.3 Defectiveness at the time of market entry
The producer is not strictly liable for any damage caused by their product but only if it is established
that the product was ‘defective’. Hence, it is rather unsurprising that the notion of ‘defect’ is of pivotal
importance for practice and has received specific attention by legal scholars. Other than the US law
under the Third Restatement of Torts, the PLD does not distinguish between different categories of
defect, but relies on the ‘consumer expectation test‘ to establish whether a product is defective or not:
Article 6
1. A product is defective when it does not provide the safety which a person is entitled to expect, taking
all circumstances into account, including:
(a) the presentation of the product;
(b) the use to which it could reasonably be expected that the product would be put;
(c) the time when the product was put into circulation.
2. A product shall not be considered defective for the sole reason that a better product is subsequently
put into circulation
The defectiveness of a product is not determined by the subjective safety expectations of the concrete
victim but by the expectations of the general public, i.e. by an objective safety standard.214 If a product
is targeted at people with a reduced risk control potential, such as children or elderly people, or the
producer can reasonably foresee that the product will be used by a group of vulnerable people, this
needs to be taken into account when assessing the safety expectations.215 The expectations of a
specific target group may differ, but the standard remains an objective one.216 These considerations
do not only apply for physical products but also for software. Thus, when determining the
defectiveness of software, the digital literacy and skills of the target group should be taken into account
(Principle 6).
Because the ‘safety expectation of the general public’ is a very vague notion, the practice often follows
the US approach of distinguishing between construction, design, and information defect217 and for the
latter two categories resorts to additional tests such as the risk-utility and reasonableness test.218 It is
rightly pointed out that establishing defect solely with a risk-utility test would not be compatible with
the PLD, as the liability regime is based on safety expectations and not utility. However, the risk-utility
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considerations can constitute an element in determining the defectiveness of product,219 and in
practice, design defects are commonly established by comparing the product that caused the damage
with either comparable existing or hypothetical products.220
However, applying this reasonable alternative design test to AI algorithms causes difficulties. Merely
comparing how another algorithm would have behaved in the same situation in which the algorithm
under investigation has caused the damage, does not necessarily say anything about the latter’s overall
safety and defectiveness because the safe outcome in this particular situation may only be achieved
by security losses elsewhere. For example, if damage is caused because an autonomous vehicle, after
identifying an unusual potential obstacle, does not immediately stop but slows down and further
evaluates the situation, an algorithm that would simply initiate immediate emergency braking would
have certainly prevented this accident. However, this algorithm would probably be responsible for
numerous rear-end collisions. This is not to say that the vehicle in this example should not be
considered defective, but should only demonstrate the difficulty of simply comparing the outcome of
two different algorithms. Another possibility is to compare the overall outcomes of two algorithms.
However, this approach raises the question of what the standard to which the algorithms must
conform should be. Simply taking the safest AI on the market is not feasible, since all other algorithms
would then be considered defective. Defining a margin in which the algorithms may deviate from the
highest standard is a possible option, but how wide exactly should this margin be, 5%, 10% or even
50%?221
Another problem that arises in the context of software is that the producer only needs to ensure that
the product meets the safety expectations at the time the product is put in circulation.222 Hence,
producers are not liable if they are able to prove that the defect that caused the damage did not exist
when the product was placed on the market.223 The liability is also excluded if the product was already
defect when it was put into circulation, but the defect could not be discovered based on the scientific
and technical knowledge at the time the product was put into circulation (so-called development-risk
defence).224
The focus on the moment when the product is put in circulation as the ‘magic moment’225 for product
liability and the development-risk defence raise several issues for the application of the PLD to
software. First, producers of software or software embedded products are only liable for cybersecurity
risks that were already present at the time the software was placed on the market and that could
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already be detected based on the state of the art at that time.226 Thus, liability law does not provide
an incentive for software developers to provide safety updates against new security threats that have
emerged with digital advancements and may leave victims of cyberattacks uncompensated.227
Secondly, software is usually supplied with updates and upgrades during its lifecycle, which do not only
maintain the initial function but may also introduce new features that could change the software’s
risk profile (see 0). It is at least questionable whether damage caused by defects that have emerged
due to a subsequent update of the software is covered by the PLD. Where a single major version
introduces a range of new features, it could very well be argued that with an upgrade, a new product
is put on the market, which would cover all defects that have been introduced with this version.
However, with the common trend of providing small updates on a weekly or monthly basis, significant
functionality changes may not be introduced at once but will only occur over time, the argument that
each of these versions is a new product is more difficult to sustain. Even if one were to follow the line
of reasoning that with each update, a new product is put into circulation, the question of the
appropriate addressee arises. Is the manufacturer of an IoT device liable as producer of the final
product if damage was caused by a software update that was provided by a third party, or does the
sole responsibility lie with the person providing the update? It has been pointed out under 0 that
software maintenance activities are often outsourced. Where the developer of the initial software
delegates the responsibility for updates to an entity outside the EU, it might be difficult for victims to
receive compensation for damage caused by defective updates.

5.3.4 Burden of proof with regard to damage, defect and causation
Under the Product Liability Directive, the victim does not have to prove any fault or wrongdoing of the
producer, but according to Article 4, the injured person needs to prove damage, defect and the causal
relationship between the two. The standard of proof, the evidence that suffices to meet this standard,
as well as other alleviations such as disclosure obligation or allocation of expert costs by the court228
fall under the procedural autonomy of Member States and are thus matters of national law. 229
Furthermore, the PLD does not provide a definition for the ‘causal relationship’ and thus again leaves
space for the very different national rules on causation and the respective limitations (see 3.1.5).230
The burden to prove defect and the causal relationship weighs heavily on victims. The Evaluation
Study of PLD found that the lack of sufficient proof for defect and/or causality together account for
53% of dismissals of product liability claims.231 The difficulties consumer face vary from sector to sector
and depend to a large extent on the need for technical expertise to identify a defect in complex
products, as well as on the access to relevant information to prove defect and causation in court.232
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Whether to alleviate the burden of proof has already been discussed on a policy level two decades
ago.233
The debate has gained new thrust with the increasing importance of IoT products and AI. Concerns
have been raised that the difficulties of proving defect and causation are elevated, because of the
complexity of these technologies and the involvement of several actors whose contribution cannot
easily be determined by a plaintiff.234 Identifying a defect in software with several million lines of
source code may be challenging even with the aid of technical expertise. Furthermore, many
connected devices also allow users to download and install third party software, which may change
the hardware’s initial function or influence the interaction with other deceives in a connected
ecosystem. It is this interplay between hardware, software and connectivity that can render it
troublesome for victims to allocate a defect235 in connected devices, and to prove that this defect
caused the damage.236 However, voices have also been raised, that the decision to reverse the burden
of proof for new technologies should not be rushed. Technological developments may not only pose
new threats but may also provide new possibilities to gather, record and store information that could
help victims to establish their claim. So-called logging obligations for information that might be
necessary to determine whether the risks of the product have materialised and corresponding access
rights could mitigate the difficulties for victims to establish their claims without reversing the burden
of proof.237
Proving damage will regularly be a lower burden for victims. However, only two heads of damage can
be recovered under the PLD. Article 9 stipulates that the producer is liable for death and personal
injuries as well as for damage to items of property that was intended and mainly used for private
purposes. Non-material harm, such as pain and suffering, is not compensated under the PLD. It is
questionable whether, and to what extent, national courts are free to decide if psychological harm is
to be considered a personal injury under the PLD or is non-material harm and is thus not compensated.
238
While there are good reasons to argue that the destruction of data should be included in the scope
of PLD239, it is highly uncertain that this is currently the case240 – even where the damage to data has
very concrete physical manifestations (see 3.1.2).
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5.4 Other relevant frameworks and initiatives on new technologies
5.4.1 New Regulatory Framework for AI
Already in 2018, the Commission presented its AI Strategy and outlined the importance of a robust
safety and liability framework that increases consumer trust and thus benefits the uptake of this new
technology. In the AI White Paper,241 which was published in early 2020, the Commission sets out its
considerations regarding a new legal framework for AI, which should protect fundamental rights and
provide for an adequate safety and liability regime. The White Paper is accompanied by the Report on
the Safety and Liability Implications of AI, IoT and Robotics.242 Proposed measures include the
adaptation of product liability law, the introduction of a new strict liability regime for AI, as well as AIspecific principles, safety and transparency requirements and procedures (such as certification). In the
(now adopted) Commission Work Programme 2020, the proposal for a legislative initiative is planned
for the first quarter of 2021.

5.4.2 Cybersecurity
Horizontal cybersecurity legislation in the EU is currently based on two pillars. The first one is the
Directive on security of network and information systems (NIS Directive),243 which had to be
transposed by the Members States until 9 May 2018; the second one is the Cybersecurity Act,244 which
entered into force on 27 June 2019. A review of the NIS Directive has been announced in the
Commission’s Work Program for the fourth quarter of 2020. The consultation period has recently
closed and will be followed by an impact assessment.
The NIS Directive was the first horizontal instrument that aimed at improving the resilience against
cybersecurity risks in the EU. To achieve this goal, Article 1(2) NIS lays down the following measures:
Member States need to designate a Computer Security Incident Response Team (CSIRT) and a
competent national NIS authority to increase their preparedness against cybersecurity attacks. In
addition, a cooperation group is set up to facilitate the exchange of information among MS.
Furthermore, businesses in essential sectors that rely on ICT (like transport, energy, banking, health
care), so-called operators of essential services (OES), and key digital service providers (search engines,
cloud computing services and online marketplaces) have to take appropriate and state of the art
security measures, and notify serious incidents to the relevant national authority.245 Cybersecurity
certifications under the Cybersecurity Act, which still need to be put in place (see below), could help
OES to demonstrate that have adopted state of the art measures to address cybersecurity risks.246 The
essential sectors and the digital services providers are prescribed by Annex II and III of the NIS
respectively. However, it is left to the Member States to identify operators of essential services in their
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territories.247 The Commission’s NIS Toolkit Communication offers guidance in order to ensure that
similar players with similar importance are consistently identified as OES in the Member States.
Furthermore, MS are advised to go beyond the sectors and services laid down in the Annexes in order
to improve overall cybersecurity.248
For the review of the NIS, the Commission aims to achieve consistency with sectoral cybersecurity
initiatives that are currently planned, such as the initiative on a digital operational resilience act in the
financial sector (DORA)249 and initiative on a network code on cybersecurity with sector-specific rules
for cross-border electricity flows.250 The main priority will be to ensure a level playing field by
addressing the fragmentation that was caused by the minimum harmonisation and the discretion of
the MS in defining and identifying OES. This fragmentation leads to an additional burden for operators
that provide essential services in several MS, as they might have to comply with different security and
incident reporting regimes. Three different policy options, next to the baseline scenario, are currently
evaluated. The first option is to introduce non-binding guidelines for less harmonised areas, such as
the identification of operators of essential services. The second option is to clarify certain provision, to
improve the level of harmonisation of the NIS, and to expand the scope to further sectors and services.
The third option would be to replace the NIS with an instrument that would streamline its provisions,
expand the scope and achieve a higher level of harmonisation.251
The Cybersecurity Act has significantly strengthened the role of ENISA, the European Network and
Information Security Agency (also referred to as European Union Agency for Cybersecurity).
Furthermore, an EU cybersecurity framework was established, which enables the adoption of tailored
certification schemes for specific categories of ICT products, processes and services. The Cybersecurity
Act defines ICT products, processes and services as follows:
Article 2
(12) ‘ICT product’ means an element or a group of elements of a network or information system;
(13) ‘ICT service’ means a service consisting fully or mainly in the transmission, storing, retrieving or
processing of information by means of network and information systems;
(14) ‘ICT process’ means a set of activities performed to design, develop, deliver or maintain an ICT
product or ICT service;2. A product shall not be considered defective for the sole reason that a better
product is subsequently put into circulation
At the request of the European Commission, ENISA will be entrusted to draw up candidate
cybersecurity certification schemes based on the framework set out by the Cybersecurity Act, which
can then be adopted by the Commission through an implementing act.252 The certificates issued under
these schemes are valid across the EU. 253 So far, ENISA has published one draft for a cybersecurity
certification scheme, named Common Criteria based European cybersecurity certification scheme
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(EUCC),254 which was open for public consultation until 31 July 2020. A second one, that deals with the
certification of cloud services, is currently in preparation.
According to the Cybersecurity Act, the certification schemes need to clarify which type or categories
of ICT products, services and processes are covered. Furthermore, the purpose, the security standards
that shall be met, the evaluation methods, and the period of validity of the scheme shall be defined.255
Based on the level of risk of the covered ICT product, service or process, schemes shall specify one or
more level(s) of assurance (basic, substantial or high). Article 51 lays down a list of security objectives,
a cybersecurity certification scheme shall achieve. From this list, the following objectives are of
particular importance for this study: (a), (b) Data shall be protected against unauthorised processing
and destruction, loss or alternation throughout the entire lifecycle of ICT products, services and
processes. (d) It shall be verified that ICT products, services and processes do not contain any known
vulnerabilities. (i) ICT products, services ICT processes shall be secure by default and by design. (j) ICT
products, services and processes shall be provided with up-to-date software and hardware that do
not contain publicly known vulnerabilities, and with mechanisms for secure updates.
All schemes will remain voluntary for now. However, the Cybersecurity Act provides that the
Commission will evaluate whether and to what extent adopted cybersecurity schemes shall become
mandatory. On a sector specific level, it is currently evaluated whether to introduce mandatory
cybersecurity requirements for radio equipment with delegated acts based on the Radio Equipment
Directive (see 5.1.3).

5.4.3 Data protection law
The centrepiece of the EU’s data protection framework, the General Data Protection Regulation
(GDPR),256 strengthens the control of individuals over their personal data and ensures that data is only
processed for legitimate purposes. To protect the personal data of individuals (called ‘data subjects’ in
the words of the GDPR) a set of obligations for controllers, i.e. persons who determine the means of
processing and processors, i.e. persons who processes data on behalf of the controller257 are laid down.
Where non-compliance with the duties causes damage, the GDPR also provides a basis for liability:
Article 82
(1) Any person who has suffered material or non-material damage as a result of an infringement of this
Regulation shall have the right to receive compensation from the controller or processor for the
damage suffered.
(2) Any controller involved in processing shall be liable for the damage caused by processing which
infringes this Regulation. A processor shall be liable for the damage caused by processing only where
it has not complied with obligations of this Regulation specifically directed to processors or where it
has acted outside or contrary to lawful instructions of the controller.
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The GDPR’s notion of damage is based on a broad understanding, which encompasses both material
and non-material damage.258 Its predecessor, Directive 95/46/EG, lacked such an explicit wording.259
Liable persons under the GDPR are the controller and the processor. According to Article 82(4), several
processors and/or controllers are jointly and severable liable if they are involved in the same
illegitimate processing that has caused the damage. This is another difference in comparison to
Directive 95/46/EG, which channelled liability exclusively towards the controller.260 Similar to the
Product Liability Directive (see 5.3), liability under the GDPR does not presuppose any fault of the
controller or processor; it suffices that they have violated their obligations under the GDPR.261 Since
controllers are, according to Article 5(2) GDPR, obliged to be able to demonstrate their compliance
with the basic principles of data protection, it is argued that the burden to prove compliance with the
GDPR lies with the controller and not with the data subject.262 Even if one were to admit that Article
5(2) does not lead to a shift of the legal burden of proof, it could still be argued that the evidential
burden of proof is reversed, as the controller is best placed to provide evidence for the compliance
with the respective duty.263
Where developers of software, the producers of connected devices, or other players in an
interconnected ecosystem process personal data of end-users, they may qualify either as controller or
processor. Hence, they are liable for damage that arises due to a breach of obligations under the GDPR.
Due to the expansion of liable persons compared to the Directive 95/46/EC and their joint liability, it
should be less troublesome for victims to receive compensation for damage caused by connected
ecosystems, where multiple actors are involved, because it does not need to be established who
determined the purposes and means of processing.264
While the disclosure or transfer of personal data to unauthorised parties certainly constitutes a breach
of obligation under the GDPR, it is questionable whether this is also the case when personal data is
deleted or destroyed. For example, the data in a cloud-based photo editing software is lost because
of a faulty update of the provider’s servers. A basis for arguing that the controllers and processors are
liable for accidental data loss can be found in Article 5(f), which states that “data shall be processed in
a manner that ensures appropriate security of the personal data, including protection against
unauthorised or unlawful processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures (‘integrity and confidentiality’)”. However, the GDPR
is also based on the principle of data minimisation265 and even explicitly demands that data is deleted,
if no longer required for a recognised purpose.266 Hence, the loss of personal data may not in all cases
lead to the liability of the controller or processor.267
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5.4.4 Digital Services Act
With the adoption of the E-Commerce Directive268 in 2000, the EU established a legal framework that
aims at ensuring the free movement of Internet intermediaries that provide digital services, which – in
the words of the Directive – are called ‘information society services’. Liability was among the issues
identified that impede a proper functioning of the internal market. However, the ECD does not regulate
liability as such but harmonises the conditions under which information society services that host or
transmit illegal content are exempted from liability. Until the ECD was adopted, this aspect was
regulated very differently in the national legal systems.269 The rationale of this so-called safe harbour
regime is to create a legal framework that allows online services to develop and that protects the user’s
freedom of expression.270 With the emergence of platforms, the number of internet intermediaries
and their influence on society and economy has drastically increased. Their success has been made
possible by digital technologies like the Internet, connected devices, algorithms and cloud
computing.271 However, with the uptake of platforms, new and unforeseen risks such as using large
internet platforms to spread illegal content or hate speech, or the systematic abuse of algorithms to
distribute disinformation have also arisen.
To address some of the very pressing issues that have emerged, the European Union adopted sector
specific legislation that increases the obligation of Internet intermediaries. These instruments aim at
fighting sexual abuse of children online,272 hate speech and violence on video sharing platforms,273 and
copyright infringements.274 The proposed Regulation on preventing the dissemination of terrorist
content online is currently discussed in the Council.275 In addition to these sector specific instruments,
the EC issued a non-binding Recommendation on measures to effectively tackle illegal content
online,276 and it also supported the development of the ‘EU Code of Practice on Disinformation – a set
of self-regulatory standards’,277 which has been agreed upon by leading industry players.
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As part of the EU Commission’s proposed goal to make Europe fit for the digital age, a new legislative
framework for platforms, under the name of Digital Services Act, was put on the top priorities list.278
The Digital Services Act package is composed of two initiatives. Under the first one, which aims at
“deepening the internal market and clarifying responsibilities for digital services”, a possible revision
and update of the ECR was announced by the Commission in 2019.279 In the Inception Impact
Assessment, three different policy options are presented. Option 1 is to introduce a limited legal
instrument that would regulate online platforms’ procedural obligations and would essentially make
the 2018 Commission’s Recommendation a mandatory instrument. The second option is to update and
modernise the rules of the E-Commerce Directive while preserving its main principles. The third option
would be to combine Option 1 and 2.280 The second pillar explores the possibility of introducing new
ex-ante rules to ensure that large platforms, who act as gatekeepers, behave fairly and that markets
remain competitive.281 For each pillar, the Commission initiated a public consultation which was open
until 8 September 2020. According to the Commission’s Work Program, a legislative proposal is
planned for the fourth quarter of 2020.
The increased societal importance of platform will render it necessary to fine-tune the broad liability
exemption of the ECD.282 A revision of the ECD will also need to take into account new software
technology. For example, cloud services do not clearly fall under one of the three categories of
providers (mere conduit, cache and hosting) to which the ECD attaches the exemption of liability.283
Another example is that the nodes of a blockchain (see 5.5.3) could – based on the wording of Article
14 ECD – qualify as hosting providers. This would mean that they become liable for illegal content
stored on the DLT if they do not take down the content after they have become aware of it. However,
as simple nodes on a distributed ledger, it is technically impossible for them to delete content on their
own.284 While this result can be avoided by means of interpretation, a revision of the ECD will need to
address the changed technological environment.

5.4.5 Developments with regard to cloud computing
With cloud computing, activities that are usually performed by a local computer or data centre, such
as storing, processing and use of data, are outsourced to an external server and accessed via the
Internet. This, for example, allows users to remotely store data, or to access and use software from
different hardware, without having to download and install the software on each device. The benefits
of cloud services are even more evident for business and other entities, as it allows them to
successively outsource their internally run data centres and ICT departments. Without the need to
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build up the physical infrastructure that is necessary for providing certain online services, companies
can test innovative ideas with less economic risk and scale up successful businesses models much
quicker.285 The fact that cloud computing leads to the outsourcing of activities and is usually combined
with a subscription payment model gave rise to terms like Infrastructure-as-a-Service, Platform-as-aService and Software-as-a-Service.
Already in 2012, the European Commission was committed to provide a robust and sound framework
that would allow cloud computing to unfold its full potential. In its Data Strategy Communication, the
Commission stressed that cloud infrastructures and services need to provide essential features of
security, sustainability and interoperability. Of particular importance from a safety perspective is the
planned cybersecurity scheme for cloud services that is currently being drawn up by ENISA286
Furthermore, the Commission announced to bring together a comprehensive rule book of the different
(self)regulatory regimes that apply to cloud technology, and it will monitor the compliance of cloud
service providers with existing horizontal regimes like the General Data Protection Regulation.287

5.5 Summary of findings and need for action
5.5.1 Best practices in the acquis and need for adaptation
A survey of the existing and imminent legal frameworks on safety and liability with regard to software
and software-enabled products and services has revealed that different legal instruments within the
acquis are adapted to software to a very different extent, ranging from very modern and innovative
approaches that reflect cutting edge global thinking to wholly outdated approaches hardly able to cope
with the specific challenges of digital technologies. Broadly speaking, the 2019 DCSD and SGD and the
2017 MDR score best, and the 1985 PLD lowest, when it comes to fitness for dealing with softwarerelated aspects, which is a plausible result in the light of more than three decades of time difference.
With regard to more or less each of the pivotal points that need to be addressed in the context of
safety and liability there seems to exist a best practice model within the acquis, and it would be
advisable to collate these best practices and implement them in a coherent and harmonised way across
the whole acquis.
5.5.1.1

A technologically neutral notion of software

When it comes to striving for a notion of software that is as technologically neutral as possible and
that complies with the principle of functional equivalence while being emancipated from the specific
context of other areas of the law (notably copyright law), the DCSD may serve as best practice example.
Even the MDR (which otherwise seems to be the best practice example in many respects) still adheres
to a notion of software that focuses on a set of instructions, arguably excluding ‘mere data’. However,
instructions and ‘mere data’ may, to a certain extent, be functionally equivalent, and there is no reason
to exclude from safety and liability requirements e.g. the supplier of navigation data to be fed into a
navigation system. While the DCSD does not refer to the term ‘software’, future safety and liability
legislation is well advised to choose the much wider scope of the DCSD as a starting point. This
automatically implies that it is immaterial whether software is downloaded onto the user’s device or
used online within an SaaS scheme.
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5.5.1.2

Accessory software elements

While all existing legal instruments on safety and liability would include tangible items with embedded
software, and risks created by that embedded software (to the extent risks are covered by the relevant
instrument) it is already unclear to what extent, e.g., the RED, the MD and the STD cover accessory
software that is not embedded, such as a control app to be installed separately on the user’s mobile,
or as accessory analytics software to be installed on the user’s PC (e.g. for processing image data
collected by a drone, or analysing fitness data collected by a fitness bracelet). Only two legal
instruments have a fairly developed concept of such accessory software: the DCSD (combined with the
SGD) and the MDR. These two definitions do not contradict and could be merged, but the concept of
‘digital element’ in the DCSD and SGD is better suited to draw a clear line between accessory software
and standalone software, so it should be preferred (but of course the contract-specific elements of the
definition must be modified).
5.5.1.3

Standalone software as a product

As to the role of standalone software it is both the DCSD and the MDR that fully recognise the
functional equivalence of hardware and software, whereas instruments such as the RED, the MD or
STD would definitely not apply, and the application of the GPSD and even more so the PLD is not
sufficiently clear and therefore contested. It is highly advisable to recognise this functional equivalence
and to acknowledge that standalone software can be a product in its own right. As the DCSD and the
MDR rightly stress it should be immaterial whether software is downloaded or accessed within an SaaS
scheme, again because of the principle of functional equivalence.
Likewise, in line with the GPSD, other safety-relevant legislation, and the PLD, it should be immaterial
whether the software is off-the-shelf or customised. As we do not differentiate, for safety and liability
purposes, whether radio equipment, machinery or toys (or other tangible items) are mass products or
tailored to the user’s needs we should not differentiate with regard to software either. It is only where
the user is really the producer or co-producer that, e.g., uses the services of a self-employed software
developer for developing the software according to the user’s needs and directions that product safety
and liability law should not be applied (but this would be the same for tangible items).
5.5.1.4

Add-on software

Whether or not standalone software qualifies as accessory software or software element of another
product (which is important for the safety obligations and the liability of the producer of that product)
the question arises who is responsible for the situation that, when uploaded later onto hardware,
software causes that hardware to become unsafe (the same situation arises where software is
combined with existing software). While the GSPD and more or less all the sectoral instruments,
explicitly or implicitly, state that the producer who is responsible for the hardware must ensure that
the hardware remains safe when combined with other elements it will foreseeably be used together
with (which should include software), these instruments are not very clear as to whether the producer
of the hardware must actually prevent the upload of other than safe software by technical means or
restrict itself to recommendations and warnings. In the RED context, there is currently a lively debate
as to whether the Commission should adopt a delegated act. While this would clearly be in the interest
of the safety of users and the public at large, the question has a strong competition law aspect and
potentially infringes the users’ fundamental liberties, which is why a strictly risk-based approach
should be taken and the measure limited to particular high-risk devices with a potential for causing
harm to third parties (and not just to the user who installed the software despite warnings), e.g.
drones.
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What is still more difficult is the question of who should have which responsibilities with regard to the
resulting combination of hardware and software, in particular if the software changes the performance
and functionalities of the hardware in any significant way. The view taken on the RED is that the
provider of the software should in this case become the producer of the hardware with the changed
features, i.e. has to make a conformity assessment, assume liability, etc. Arguably, this can only be true
if that use of the software was specifically intended by the provider of the software. In generalising
this notion, which has a lot of persuasive force, a risk-based approach is again of the essence, as
otherwise the development of independent software components, in particular by small developers,
might become too burdensome, which would impede competition, innovation and growth.
5.5.1.5

Risks and types of harm covered

There are very surprising differences between the various legal instruments when it comes to the types
of risk or harm covered. Most of the safety instruments, i.e. the GPSD and most of the sectoral
instruments, are reduced to harm caused to the ‘safety and health’ of persons, which arguably
comprises death and personal injury, i.e. only some physical risks. In the case of the GPSD, even this is
only the case where the product at stake would foreseeably be used by consumers. Compared with
this, the RED is much broader, mentioning, alongside health and safety of persons, also health of
domestic animals and the protection of property. In addition, essential safety requirements comprise
issues such as electromagnetic compatibility, protection from fraud, data protection, protection of
persons with disabilities, cross-border mobility, integrity of networks, etc., many of which can be
subsumed under economic risks or social risks, and some of which are collective risks. The PLD provides
liability for death, personal injury, and damage to property, unless the latter is predominantly used in
a business, which is not the same concept as that of consumer products under the GPSD.
The approach under the RED seems to be the preferable one. Health and safety of persons, health of
domestic animals and the protection of property should be the baseline of protected interests. Other
protected interests, in particular economic and social risks, should be phrased in a more general way
as principles or ‘essential requirements’ with the possibility to adopt delegated acts or to develop
harmonised standards.
5.5.1.6

Post-market surveillance and product monitoring obligations

The safety instruments more or less unanimously provide for extensive post-market surveillance
obligations, i.e. a producer must monitor safety of the product throughout its lifecycle and also after
it has been put into circulation. Where a risk becomes apparent, the producer needs to take
appropriate action, which—in the case of software—should primarily include over-the-air software
updates. This clear and important policy decision should be reflected also in the PLD as it is not clear
why, where there is a defect of the product and a producer violates a statutory duty whose purpose it
is to prevent causation of harm to users of the product, and due to this violation the user (or an
innocent bystander) suffers harm, the producer should not be held liable.
5.5.1.7

Safety and security updates

Updates are very important for software and software-enabled products and services, but they may
also negatively affect the safety-relevant features. This is why there need to be rules indicating under
which circumstances an update triggers a duty to conduct a fresh conformity assessment. The MDR
provides some indications as to a division between major software revisions triggering an entirely new
assessment procedure and minor software revisions, which are generally associated with bug fixes,
usability enhancements or security patches, and which trigger only very limited need for action on the
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part of the producer. In principle, this seems to be a helpful rule which could be applied on a more
general scale.
However, we must also take into account that the MDR applies to devices that are subject to an AFAP
regime and that, with updates becoming a continuous exercise (see 0), repeated safety assessment
may not be possible or pose a disproportionate burden. In these cases, assessment (in particular
where certification is required) of the system of update generation and provision may be more
appropriate.
5.5.1.8

Economic operator within the Union and platform operators

Finally, the MDR and MSR contain the most modern and up-to-date provisions concerning the
relationship between different economic operators. In particular, they provide, in line with some other
instruments, that there must be a responsible economic operator established within the Union, such
as an authorised representative. The authorised representative is then jointly and severally liable with
the producer for all obligations with regard to safety and liability and must be equipped with the
necessary mandates and financial means. The rules on authorised representatives are crucial in the
context of software as software is often supplied over-the-air from outside the Union, which is why
there is no importer that could be held liable. The approach taken by MDR and MSR in this respect
should be extended, in particular to the GPSD and the PLD. The MSR also provides for some extremely
useful provisions clarifying responsibilities of distributors, fulfilment service providers, and
information society service providers, who must support efforts to ensure safety and to enforce
liability claims. Also this approach includes a best practice within the acquis that is, in principle, suitable
for generalisation.
However, we must again not forget that the duty to nominate an authorised representative within the
Union can be a huge obstacle, in particular for small software developers from around the globe, and
that it is next to impossible to enforce this requirement unless by blocking online access for parties
from within the Union to the relevant websites, which would be incompatible with fundamental rights
and freedoms and be a totally disproportionate measure. So while the duty to nominate an authorised
representative within the Union is essential for effective enforcement of safety and liability rules, this
duty must be imposed in a strictly risk-based manner.

5.5.2 The special case of AI
5.5.2.1

Specific risks posed by AI

Not all systems that are labelled AI act with a similar degree of autonomy. The risk profile of AI systems
depends on the extent to which they can take decision without direct human control. To better
visualise these differences, the automotive sector, for example, developed a standard that
distinguishes between six levels of driving automation, from Level 0 (no automation) to Level 5 (full
vehicle autonomy).288 Harmonised standards that categorise AI according to the level of autonomy
allow targeting safety requirements according to the degree of opacity and automatisation.
However, not only the degree of autonomy but also whether AI machine learning is only used at a
development stage, or whether the AI is learning in the field is of particular importance from a safety
perspective. That an AI may change its behaviour and function over time is often pointed out as one
of its unique features. However, AI systems today, usually are trained during the development phase
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and do not further adapt their behaviour once they are put on the market. While the AI is deployed,
developers are working on changes in the background, which are then supplied in the form of
updates.289 For example, the AI of a fruit picking robot is trained to detect ripe apples by showing it
different pictures of ripe fruits. When the deployed AI does not recognise a certain type of apple, the
result will not change in the course of time if the AI is not updated, or does not allow the user to change
the behaviour by giving the robot some additional input.
Where AI is not learning in the field, much of what can be said about software in general also holds
true for the more specific case of AI. Since the AI does not change its function while deployed, premarket testing allows the manufacturer to assess the AI’s risk before its rollout, taking into account
the intended use, as well as potential misuse.290 As with traditional software, if the AI is provided with
updates that change the product’s original performance, purpose or type, the person who carries out
the significant changes has to ensure the compliance with the applicable essential requirements.291 In
the Commission’s Safety and Liability Report it is suggested that in addition to the risk assessment that
is performed before placing a product on the market, a new risk assessment procedure could be put
in place where the product is subject to important changes during its lifetime that were not foreseen
by the manufacturer during the initial risk assessment.292 While this suggestion is to be welcomed, it
also needs to be pointed out that the need for such an additional risks assessment is not mandated by
the AI’s autonomy but by the fact that updates and upgrades may significantly change the function of
software, after it has been put on the market. Therefore, if such an additional risk assessment is
introduced, it should not be limited to AI systems but include software in general.
The situation is much more complex, where the AI adapts its function and behaviour after the
deployment based on machine learning. First of all, it is becoming difficult to assess the risk of an AI
system before its deployment because its risk profile may significantly change over time. Since changes
are gradual and are not initiated by a human decision, it also seems challenging to determine a certain
point when the AI’s original performance has changed, and therefore a reassessment of compliance
with the essential requirements is necessary. On a more general level, evolving AI intensifies the issue
of human oversight. While the possibility of human intervention at every level of decision making is
neither desirable nor achievable, humans should at least be able to oversee the activities of the AI and
decide when and how the AI system is used in a particular situation.293 Laying down essential
requirements for certain sectors/activities that refer to a minimum standard of human oversight, could
help to detect and rectify incorrect decisions taken by AI system that pose significant risks to
individuals294 and may limit the use of evolving AI to low risk actives (such as writing tools).
As it is rightly pointed out in the Commission’s Report, repeated, prolonged and intensive interactions
between humans and AI robots/systems may lead to an increase in mental health risks.295 For
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example, working on a full-time job with no human but only machine interaction, or receiving geriatric
care solely by an AI equipped robot may take a serious toll on the mental well-being of humans. It is
widely accepted that adverse psychological effects that amount to a diagnosed illness according to
WHO criteria constitute a physical risk and are thus covered by existing safety legislation. However,
due to this increase in psychological health risks, legislative frameworks should explicitly cover the
psychological harm that amounts to a recognised state of illness.
5.5.2.2

AI liability

Where the operation of an AI system causes damage, the question arises whether and how the victim
can get compensation under existing liability regimes. The autonomy and opacity of AI-system may
render it difficult to apply existing regimes that are common to the Member State’s legal systems.
While there are significant differences between the various jurisdictions, national tort laws generally
have a fault-based liability with a broad scope of application, which is accompanied by more targeted
regimes that alleviate the victim’s burden to prove fault, or that do not presuppose any fault at all.
Where damage is caused by a defective product, the harmonised rules of the Product Liability Directive
(see 5.3) apply.
The application of strict liability to damage caused by an AI may not in itself create specific problems,
but liability may be placed on an actor who is not (solely) in control of the risk, or who is not the
cheapest cost avoider. For example, with the emerge of self-driving cars, most accidents will no longer
be caused by human error but by malfunctioning of the technology. Hence, it may not be appropriate
to hold the driver or holder of the car accountable (as currently foreseen under most national legal
systems) if another person (the so-called backend operator) is controlling the features of the AI and
monitors its functioning.296
Under fault-based liability regimes, it may be difficult to identify any human wrongdoing if the
damage was caused by an AI system that takes autonomous decisions within its set limits. The user or
operator does not influence the decisions taken by the AI system and can thus not be considered to
be at fault, as long as the right AI system was deployed for the intended purpose.297 It may also not be
possible to establish fault of the AI’s developer because, despite diligent training and testing, the AI
will encounter unique situations in which it will take decision autonomously; it will be difficult to argue
that developers, who have set reasonable boundaries, and ensured sufficient training and testing with
appropriate data sets, have acted negligently. Where an AI acts entirely unforeseeably, national tort
law systems may exclude liability under doctrines of adequacy or foreseeability (see 3.1.5). And even
where some wrongdoing in the development process can be established, the victim would still need
to prove the causal link between the damage and the wrongdoing. Due to the difficulty of explaining
the decision making of complex algorithmic systems,298 the task of proving fault and the causal link
may – if at all – only be accomplished with the aid of technical experts and with the cooperation of the
defendant in order to access the algorithm and the training data. The unsatisfying result that damage
caused by a malfunctioning product may not be compensated due to the difficulties of establishing
fault in a complex production process is, for traditional products, mitigated by the rules on product
liability. However, the provisions of the current Product Liability Directive are not well adapted to deal
with software in general and raise particular difficulties when it comes to AI (see in detail 5.3).
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Another challenge that AI poses to existing liability regimes is that human auxiliaries might be replaced
with AI-systems. For example, a hospital uses an AI-driven surgery robot instead of a doctor to perform
specific procedures. Under certain requirements, depending very much on the applicable legal
system,299 principals can be held liable for damage caused by their auxiliary under the concept of
vicarious liability. The underlying idea is that the principal benefits from outsourcing their duties and
should thus be held accountable for the damage caused by the auxiliary.300 Where the human auxiliary
is replaced by an AI system, legal systems should ensure that the principal is liable for damage caused
by the AI to the same extent as for the acts or omissions of a human auxiliary. In several jurisdictions,
vicarious liability requires some kind of misconduct of the auxiliary. While the concept of fault perse is
not suitable for AI-systems, the benchmark accepted for human auxiliaries could be used to determine
the performance expected of an AI-system. However, this approach reaches its limits once the AI
significantly outperforms human auxiliaries. Reference should then be made to the principal’s duty to
choose a system appropriate for the intended task and its inherent risks.301
Not only the European Commission has been exploring ways to regulate AI liability; just recently, the
European Parliament passed a resolution that includes a full-fledged ‘Proposal for a Regulation of the
European Parliament and of the Council on liability for the operation of Artificial Intelligencesystems’.302 The Parliament’s initiative should, in principle, be applauded, especially because some of
the proposed provisions demonstrate an innovative approach to regulating AI and are also in line with
the recommendations of this Study. For example, the Proposal uses a rather broad and technologically
neutral definition of AI, which is not limited to machine learning. ‘AI-system’ is defined as “a system
that is either software-based or embedded in hardware devices, and that displays behaviour simulating
intelligence by, inter alia, collecting and processing data, analysing and interpreting its environment,
and by taking action, with some degree of autonomy, to achieve specific goals”303 The Proposal also
distinguishes between ‘frontend’ and ‘backend operator’ of AI systems, a concept that has been
developed by the author of this study during the work on the Expert Group Report of the New
Technologies Formation.
However, several other provisions of the Proposal raise red flags. The cornerstone of the EP Proposal
for a Regulation on AI liability is a strict liability regime for ‘high-risk’ applications coupled with an
insurance obligation.304 What counts as ‘high-risk’ follows from an enumerative list in an Annex, which
may be updated at regular intervals by delegated acts of the Commission.305 However, other than
recommended in this study, the strict liability does not only cover physical risks but also encompasses
pure economic and social risks if they lead to verifiable economic loss. Subjecting the latter two to a
strict liability regime is hardly appropriate unless further conditions are added, such as non-compliance
with mandatory legal standards or some defect or malperformance, which would, however, mean that
the liability regime is no longer strict in the proper sense. If immaterial harm (or the economic
consequences resulting from it, such as loss of earnings due to stress and anxiety that do not qualify
as a recognised illness) is compensated through a strict liability regime whose only threshold is
causation, the situations where compensation is due are potentially endless and difficult to cover by
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way of insurance. This is so because there is no general duty not to cause significant immaterial harm
of any kind to others, unless it is caused by way of non-compliant conduct (such as by infringing the
law or by intentionally acting in a way that is incompatible with public policy), e.g., where AI used for
human resources management (assuming such AI were qualified as a ‘high-risk’ application) leads to a
recommendation not to employ a particular candidate, and if that candidate therefore suffers
economic loss by not receiving the job offer, full compensation under the Proposal for a Regulation
would be due even if the recommendation was absolutely well-founded and if there was no
discrimination or other objectionable element involved.
For all AI application that are not considered ‘high risk’, a fault liability regime with a reversed burden
of proof is introduced. To prove the presumption of fault wrong, the operator can only rely on
following two grounds: “(a) the AI-system was activated without his or her knowledge while all
reasonable and necessary measures to avoid such activation outside of the operator’s control were
taken, or (b) due diligence was observed by performing all the following actions: selecting a suitable
AI-system for the right task and skills, putting the AI-system duly into operation, monitoring the
activities and maintaining the operational reliability by regularly installing all available updates”.306 This
is problematic for a number of reasons. First of all, liability under Article 8 is unreasonably strict as it
seems that the operator must, in order to escape liability, demonstrate due diligence in all aspects
mentioned, even if it is clear that lack of an update cannot have caused the damage. Possibly this result
can be avoided by way of common-sense interpretation. However, it is still the case that, in the
absence of any restriction to professional operators, even consumers would become liable for any
kind of AI device, from a smart lawnmower to a smart kitchen stove. This would mean burdening
consumers with obligations to ensure that updates are properly installed, irrespective of their concrete
digital skills, and possibly confronting them with liability risks they would hardly ever have had to bear
under national legal systems.

5.5.3 The special case of distributed ledger technologies (DLT)
The key characteristic of the distributed ledger technology (DLT) is that information is not stored on a
single server but distributed among a large number of computers (so-called "nodes"). This distribution
of identical datasets achieves protection against subsequent manipulation or loss and independency
from central authorities. Blockchain, which gained much prominence due to crypto currencies, like
Bitcoin or Ethereum, is one example of the application of DLT. On a blockchain, information (such as
the date, time and value of a transaction) is compiled in a ‘block’ and assigned a cryptographic code
(so-called hash) and a timestamp. Each new block is then added to existing blocks in the network and
contains the hash of the previous one. If one of the stored blocks were to be tampered with, this would
change the hash value of all the following blocks, and the manipulation would immediately be
discovered. The fact that blocks can neither be deleted, nor changed in their chronological order
ensures that the digital representation of value cannot be spent more than once in the network (socalled double spending problem), without the need for a central trusted party that verifies the
transactions.
DLTs require a consensus mechanism under which datasets of new events are authorised adopted by
all computers in the network. In permissioned systems, usually, either a single node or a consortium
of pre-defined servers is tasked with the authorisation of new blocks and also decides who is allowed
to participate. In permissionless blockchains, where in principle everyone can participate, consensus
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is determined by mechanisms like proof of stake or proof of work.307 The latter is used by bitcoin and
allows nodes (so-called miners), who solved complex tasks with considerable computing power (and
thus energy), to verify new blocks and awards the miners with Bitcoins if the block is added to the
correct version of the chain. That a competing chain with a different history is built by malicious nodes
is rendered unlikely because the next block will probably be verified by a different miner, who would
not receive a reward for investing the required energy if the block is not added the correct and
“longest’ version of the chain.308
However, despite their prescribed characteristics of tamper-resilience and immutability,309 blockchains
may give rise to unfair distribution of data, data losses or manipulation. Especially the consensus
mechanisms of blockchains constitute a major point of attack (e.g. 51% attack on the bitcoin
blockchain310) Furthermore, while the DLT provides for secure data storage, it does not solve the
problem of inaccurate or false data being stored on the network. Thus, cyberattacks might not focus
on the DLT itself but rather on the point of input.311
Since blockchain gained particular traction in the financial sector, the risks associated with blockchain
are often economic risks. One of the most well-known examples is probably the hack of the Ethereum
Blockchain, where 53 million Dollar of crowdfunded money was stolen. Most of the stolen crypto
assets could eventually be recovered because the Ethereum community decided the overwrite the
transaction history, proving the immutability of blockchains is not absolute.312 However, as pointed
out under 3.1.2 pure economic losses, i.e. losses that are not the realisation of physical damage, are
hardly compensated under national tort law and are not covered by the PLD. In permissioned systems,
a contract might exist between the operator of the distributed ledger and the participants, which
would mitigate the risk that victims remain uncompensated for financial loss suffered due to flawed
code. However, where no contractual relationship can be established, it is likely that the
developers/operators of the DLT will not be liable for the pure economic damage caused by an
insufficient consensus mechanism or a bug in the code of a blockchain based smart contract.313
In conclusion, it can be said that while some of the possible cyberattacks on blockchains are unique in
their nature, many other vulnerabilities are no different from those found in traditional software.314
Thus, general considerations like cybersecurity certifications for software can also be applied to DLT
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applications. Based on the Cybersecurity Act,315 ENISA could be tasked with drawing up a
cybersecurity certification scheme that addresses the specific cybersecurity risks of the DLT. A
precedent for DLT targeted measures in the acquis is the revised Anti-Money Laundering Directive,316
which defines ‘virtual currencies’ and expands the anti-money to wallet providers and crypto currency
exchange providers.317 From a liability perspective, the distinctive feature of the DLT compared to
other software is that it aggregates the risk of pure economic loss due to the importance it plays in
financial transactions.. While there are several highly relevant issues related to data protection on
blockchains, from a liability perspective, the distributed nature of blockchain raises the question of
who is the addressee of such claims under the GDPR. It may also be impossible or unreasonably difficult
to identify the producer of software running on a distributed ledger, or any other economic operator
who might be held accountable for any kind of unlawful conduct.

6 Key options for action at EU level
The analysis of the various existing legal instruments that are relevant for safety and liability with
regard to software leads to a number of different Options for the European legislator. Some of these
options are with regard to software in general and will be explained and evaluated under 6.1. Other
options are specifically with regard to software that qualifies as AI and will be explained and evaluated
under 6.2 with regard to trustworthy AI, and under 6.3 with regard to AI liability.

6.1 Options for action with regard to software in general
The author sees mainly four different options for the EU legislator to move forward with regard to
software in general.
Option 0: Baseline scenario and no further action
Naturally, the first option would be not to take any kind of action at all but to trust that national courts
and the Court of Justice will resolve remaining uncertainties in the interpretation of the acquis and
that, should any major adverse events triggered by unsafe software occur, and not be captured by
existing EU legislation, national law (e.g. tort law) will fill the gaps.
This Option 0 would, at least in the short term, save resources at the level of the EU institutions and
national lawmakers and avoid difficult discussions with powerful parts of the industry. It would,
however, mean that important parts of the acquis are outdated and no longer fully functional
because they fail to recognise even the fact that modern tangible products come with embedded
software, other accessory software, and network connectivity, and that software updates regularly
alter safety features of products, or that products that had initially been safe become unsafe for want
315
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of an update. This would result in uncertainty of the law and in national laws having to fill the gaps,
potentially leading to a patchwork of different national solutions that would still aggravate the existing
patchwork of, e.g., harmonised product liability and parallel fault liability under national tort laws. This
in turn, is likely to be an obstacle to cross-border trade within the Union, increase the cost of
compliance and litigation, and reduce consumer trust in the safety of products within the Union. With
Option 0, the EU might also lose its leading role in being a global pacesetter in terms of adapting
regulatory concepts to the digital age. Option 0 is therefore definitely not recommended.
Option 1: Adapt the existing instruments to the characteristics of products with software elements
Option 1 would mean adapting the existing horizontal and sectoral elements within their original scope
to the fact that modern tangible products come with embedded software, other accessory software,
and network connectivity, and that software updates regularly alter safety features of products, or
that products that had initially been safe become unsafe for want of an update. Due to its high level of
generality, hardly any revisions would have to be made to the GPSD. However, legislative clarifications
or at least a guidance document with regard to both GPSD and MSR as to the notion of ‘product with
software element’ (trying to achieve consistency with DCSD and SGD), to the extent of post-market
surveillance duties, to the cases where ‘appropriate action’ may involve mandatory updates, and the
conditions under which software updates trigger a fresh conformity assessment would be helpful.
There would have to be a small change in the MD, making sure that safety components may also be
software components. The most far-reaching and most controversial changes would have to be made
to the PLD, which would have to be fully aligned with safety regulations insofar as failure to comply
with post-market surveillance duties and duties to take ‘appropriate action’ would have to lead to
liability.
Option 1 would be clearly preferable to Option 0. However, all that could be achieved by way of this
‘minimally invasive update’ of the acquis is that tangible items that come with embedded software or
that are initially intended to work together with accessory software (such as a control app of a fitness
bracelet to be installed on the user’s mobile), i.e. that are the counterpart of ‘goods with digital
elements’ within the meaning of the DCSD and SGD, are dealt with in an appropriate way (to the extent
tangible items are at all covered, cf. e.g. the limitation of the scope of the GPSD to consumer products).
By way of contrast, Option 1 would already not capture the increasing number of cases where
accessory software is produced independently of a tangible product but in order to be used as an addon together with that product (such as add-on software designed for analysing data collected by
fitness bracelets from various producers), creating a combination with new safety-relevant features,
or potentially even altering safety-relevant features of the original tangible product. While it would
theoretically be possible to say, by way of a generous interpretation of existing safety legislation, that
the producer of the tangible product must monitor the market and take action against third parties
offering unsafe add-ons, or that the supplier of add-ons takes over all responsibilities for the combined
product, this would hardly work well in practice, not least for competition law reasons and because
the producer of the add-on software might not be established in the Union. Option 1 would definitely
not capture standalone software that is not an accessory to tangible products, which is highly
unsatisfactory, considering that standalone software may cause considerable damage, e.g. to the
user’s digital environment.
Option 2: Option 1 plus recognise standalone software as a product in its own right
The remaining shortcomings of Option 1 might be overcome with Option 2, which goes one step
further and officially recognises, in line with the approach taken by the MDR, that standalone software
can be a product in its own right. It would be important in this context to choose a technologically87

neutral definition of ‘software’ that applies, in particular, independently of whether software is
downloaded or operated within a SaaS scheme. Ideally, it would be extended to all digital content and
digital services within the meaning of the DCSD.
This would affect all horizontal instruments, such as the GPSD and PLD, and all sectoral instruments
to the extent that standalone software can be functionally equivalent to the items currently covered.
Concerning the latter, each sectoral instrument would have to be dealt with individually. For instance,
software can be functionally equivalent to tangible toys (e.g. video games), but may be functionally
equivalent to machinery only in exceptional cases (e.g. where a robot is marketed as ‘empty hardware’
whose functionalities are to be fully defined by the software). Concerning the GPSD and PLD, it would
mean more than just clarifying the scope of application and that ‘product’ includes ‘software’ (in
addition to the changes already described under Option 1, and ideally abolishing the limitation of the
scope of the GPSD to consumer products). Neither of the two instruments requires the existence of an
authorised representative within the Union but relies on the importer as a fall-back option, which
would have to be reconsidered because software can be supplied over-the-air from outside the Union.
While it would be disproportionate to require an economic operator within the Union for all software,
this should at least be a requirement for ‘high-risk’ software (to be defined, e.g., by delegated act and
based on an assessment of technological development and market trends) and/or big producers. The
respective responsibilities of the various economic operators involved would also require clarification,
in particular as concerns cases where software interoperates with hardware or other software. The
GPSD and the MSR should be aligned (while still differentiating between specifically regulated
products and other products), making sure there is consistency across the acquis and that the general
regime profits from more modern terminology, concepts and regulatory elements introduced by the
MSR.
In order to be fully effective and make sure the new regime covers software-specific risks, Option 2
should include a clarification that, for all safety and liability regimes, ‘health’ includes psychological
harm amounting to a recognised state of illness (e.g. depression) and damage to ‘property’ includes
damage to data and other software. There should equally be a clarification that intermediated risks
are included where they are rooted in the functionality of the software (e.g. anti-virus software fails
to warn the user, which is why the user fails to act and damage occurs), and also that risks indirectly
created by security gaps (e.g. a security gap in the smart heating system leads to a burglary and
property damage) are covered.
While meaning significant changes for the software industry worldwide and probably triggering fierce
opposition by the industries affected, Option 2 is much better suited than Option 1 to make the acquis
fit for the digital age, avoiding the shortcomings of Option 1. It would have to be made sure, however,
that measures taken are proportionate and that, in particular, no unnecessary red tape is put up, and
that appropriate exceptions are formulated, notably for community based software development for
the public good.
Option 2 would already be a big step forward. However, it is clear that—even if the suggested
clarifications concerning the risks covered were adopted—other than individual ‘physical’ risks would
not be addressed. What would remain excluded are, for instance, risks such as riks of damage to
networks, facilitation of fraud or privacy infringements. While some of these risks are, via the ‘essential
requirements’ and the possibility to adopt delegated Commission acts, covered by the RED, this would
not solve the problem because software as such is not functionally equivalent to radio equipment (and
will thus not be considered radio equipment in its own right). While it would theoretically be possible
by way of a delegated Commission act to require the producers of radio equipment to enable only safe
software to be loaded onto their equipment, it would be plainly unrealistic (and arguably incompatible
with basic requirements of free competition as well as with fundamental rights and freedoms) to do
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so across-the-board for ‘general purpose radio equipment’ such as personal computers, notebooks,
tablets or mobile phones. It is, however, mainly software loaded onto such general-purpose radio
equipment that will be responsible for the bulk of risks created. We also have to consider that not all
connected devices fall under the RED. Another drawback of Option 2 would be that it would hardly be
possible to deal with many cross-cutting issues that are relevant only in a software context within the
framework of the GPSD, and to achieve the risk-based approach that is required for software in order
not to jeopardise open software development and many important communities, without totally
changing the nature of the GPSD and other legislation.
Option 3: Introducing a new semi-horizontal instrument on software safety (with special parts for
connectivity and other specific types of software) instead of just extending the scope of the GPSD
Option 3 would therefore be that the European legislator introduces a semi-horizontal instrument
(more or less as a counterpart to the RED) on the safety of software, e.g. as a Software Safety Directive
(SSD). There could be a specific Part for software that comes with connectivity or is intended to be run
on connected hardware, and further specific Parts for special types of software (such as software
running on DLT; theoretically also for AI, but see specific options discussed under 6.2 and 6.3). The
approach would have to be risk-based, extending only very general safety requirements to all software
and avoiding any disproportionate red tape that could jeopardise software development, including
open software development. This instrument would also deal with cross-cutting risks, such as
cybersecurity (until addressed by other acts developed under the Cybersecurity Act), privacy by design,
or fraud prevention. It would, in addition to defining essential requirements and other central
provisions, have to include a basis for delegated acts and harmonised standards. Its relationship with
existing and future sectoral legislation would be one of complementarity, the semi-horizontal
instrument dealing with cross-cutting issues such as the delineation between products with software
elements, add-on software software that is intended to or will foreseeably interoperate with other
products, the division of responsibilities between the different producers in either case, cybersecurity,
privacy by design and by default, the extent of post-market surveillance duties, issues arising in the
context of updates, and similar questions. The sectoral instruments would continue dealing with
specific aspects that are characteristic of the relevant type of product, such as machinery or toys.
Option 3 would automatically include the steps suggested under Option 2 as far as safety legislation is
concerned. With regard to liability, the steps suggested under Options 1 and 2 would remain to be
necessary, i.e. Option 3 would also mean that the scope of the PLD would have to be explicitly extended
to standalone software, that there would have to be, in appropriate cases, an authorised
representative who is liable jointly and severally with the producer, that there is liability for failure to
comply with post-market surveillance duties and duties to take ‘appropriate action’, and that the
respective responsibilities of the various economic operators involved are clarified, in particular as
concerns cases where software interoperates with hardware or other software.

Evaluation of the options with regard to software in general
As concerns the relationship between the different Options and the author’s order of preference,
much has already been stated in the description of the respective Options. Option 0 is obviously
incompatible with each of the other Options. Option 2 fully includes Option 1 and is the more farreaching one of the two. Option 3 would partly include and partly replace Option 2 and is clearly the
most far-reaching option.
Option 0

Option 1

Option 2

Option 3
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Is able to address in an adequate manner
embedded and accessory software

—

+

+

+

Is able to address in an adequate manner
add-on software

—

—

+

+

Is able to address in an adequate manner
standalone software

—

—

+

+

Is able to address cross-cutting risks
beyond physical (e.g. privacy by design)

—

0

0

+

Is able to address cross-cutting concepts
(such as relationship between producers)

—

—

0

+

Is able to address software-specific issues
of scope (e.g. open software development)

N/A

N/A

0

+

Is able to address specific challenges posed
by specific types of software (e.g. DLT)

—

—

—

+

Is likely to enhance public trust in
technologies

—

0

+

+

Is likely to enhance legal certainty and
avoid market fragmentation

—

0

+

+

Is likely not to increase the cost of
compliance (at least for some players)

+

+

0

—

Is likely to receive broad support by the
stakeholders addressed by regulation

+

0

—

—

N/A

+

0

—

—

0

+

+

Is likely to be implemented without much
delay and/or costs
Is likely to enhance Europe’s role as a
global pacesetter in regulation

In the view of the author, Option 3 is the preferable one, even though already Option 2 would be a
huge step forward. The main reason is that Option 3 it is the only option that would both cover
standalone software, which is becoming more and more important for the safety of citizens in Europe,
and allow to deal with the many cross-cutting software-specific issues (ranging from issues of scope to
cross-cutting conceptual issues to cross-cutting risks) with the appropriate level of detail, plus it would
allow adding central provisions for specific types of software. The downside of Option 3 as compared
with Option 2 obviously is that getting all these cross-cutting and specific issues right, and figuring out
the relationship with other instruments, will require more time and resources and might prove to be
too difficult at the end of the day.
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6.2 Options specifically with regard to trustworthy AI
While the options discussed so far have been options with regard to software in general, a number of
current debates are more specifically focussed on AI. An important part of these debates are debates
about ensuring trustworthy AI.
Option 0: Baseline scenario and no further action
Again, the first option would be not to take any kind of action at all at EU level but to trust that national
legislators and courts will manage to grapple with the emerging problems.
If this Option were taken, it is to be expected that national solutions that would be developed with
regard to AI would vastly differ, resulting in a patchwork of different solutions and significant market
fragmentation. Until solutions are developed, there would be a lot of legal uncertainty. This
uncertainty together with the fragmentation would probably pose major obstacles to the further
development and roll-out of the technology, significantly reducing the attractiveness of Europe as a
place for AI research and development. Definitely, Europe would lose its role as global pacesetter in
terms of regulation of emerging technologies. What is maybe worse is that citizens in Europe might
fail to build up trust in the new technology and any kind of AI might meet with strong resistance,
potentially preventing Europe to be among the frontrunners in technological development.
Option 1: Considering AI in existing horizontal or sectoral legislation
Option 1 would mean that risks posed by AI would, increasingly, be considered when revising existing
horizontal or sectoral legislation in particular areas, such as unfair commercial practices law (e.g.
economically harmful recommendations to consumers), anti-discrimination law (e.g. discrimination by
algorithms), competition law (cf. the issue of collusion by algorithms), or media law (cf. manipulation
by social bots). With the mass roll-out of AI this new technology would arguably lose much of the
‘exceptional’ touch it currently has in the public perception. In other words, AI may become the new
normal, which is why Option 1 would suggest it is not to be dealt with separately but within the
relevant framework in which an issue would also be dealt with if it was not AI-related. For instance,
personalised pricing based on inferences about a customer’s psychological disposition might be
blacklisted in the Annex to the UCPD. Option 1 would therefore mean a ‘fit-for-AI-check’ of the whole
legal system.
Option 1 is arguably inevitable at some point because all existing legal frameworks must be fit to cope
with the challenges posed by AI. So having more horizontal frameworks for AI, as suggested by Options
2 and 3, would never be able to replace the modernisation of other legal frameworks. However, the
question arises whether we need a horizontal instrument addressing the social risks posed by AI as a
fall-back option where—for whatever reason—the other existing legal frameworks fail to apply. This
is arguably to be answered in the affirmative. For instance, the UCPD is restricted to activities “by a
trader, directly connected with the promotion, sale or supply of a product to consumers“ and which
“are likely to materially distort the economic behaviour of consumers“. This may potentially include
certain forms of manipulative personal pricing, but not the manipulation of voting behaviour or
arguably not many addictive designs, whose purpose it is to absorb the users’ attention for as long as
possible. Similarly, existing anti-discrimination law may capture discrimination on grounds, e.g., of
gender or ethnic origin, but not in all situations (e.g. not when seeking a loan for a family home), and
it does not and will never cover discrimination on other than the grounds exhaustively listed in
legislation.
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Option 2: Including a separate Part on AI within a general Software Safety Directive
The fall-back option just mentioned might be provided by a semi-horizontal instrument on software
safety (e.g. in the form of a Software Safety Directive, SSD, see above under 6.1). Very much as such a
semi-horizontal instrument could feature a special Part on software that is designed to run on
connected devices, and possibly a Part on DLT, it could feature a specific Part on AI safety that would
deal with physical risks and a limited number of other risks of a cross-cutting nature (such as privacy
by design). It could provide the basis for AI-specific safety standards, e.g. with regard to machine
learning.
Without any doubt, it would be possible to integrate almost any kind of AI regulation in a specific part
within a broader new instrument on software. This would have the benefit of creating optimal
coherence with general provisions on software. However, it would be a very ‘technical’ and ‘low-key’
solution, which would fail to take the opportunity of having a big, horizontal instrument, more or less
as a counterpart to the GDPR, which would be of strong symbolic value and send a strong signal of
Europe as providing an ecosystem of trust and taking the role of a global pacesetter of technology
regulation. Maybe even more importantly, the software safety framework would not be the optimal
framework for addressing AI-specific social risks, such as discrimination, manipulation or exploitation.
This is where AI-specific harmonised rules would be most urgently required.
Option 3: Creating a comprehensive horizontal new regulatory framework on trustworthy AI
Option 3 therefore combines the ‘fit-for-AI-check’ of Option 1 with a comprehensive horizontal
regulatory framework on trustworthy AI. In the light of the far-reaching effects which sophisticated
algorithmic systems are already having on individuals and the society at large, and which are expected
to become ever more apparent with the imminent mass roll-out of AI, it is highly advisable for the EU
to take rigorous action in the direction of both an ‘ecosystem of excellence’ and an ‘ecosystem of trust’
as set out in the White Paper on AI. It seems to be largely undisputed that legislative action is required
in that direction, while the details remain to be fixed (such as the definition of what counts as ‘highrisk’ application or which mix of legislative approaches ultimately to take).
Such a new framework would certainly have to contain general principles or essential requirements
that address goals rather than means (such as ‘explainability’ of AI). Apart from that, a decision would
have to be taken whether to focus on concrete requirements (i.e. requirements that address means,
such as particular information duties), rights (such as the right to request human intervention) and
procedures (such as impact assessment), what has been called a ‘PRRP approach’, or whether to focus
rather on blacklisting of ‘unfair algorithmic practices’. Arguably, what would be preferable is a
combination of a PRRP approach, which would be restricted to defined high-risk applications, and
blacklisting of objectionable practices for all applications covered by the instrument.
What is less clear, however, is whether this new framework should in fact also include liability rules as
the debate on liability for AI has, so far, largely been restricted to physical risks (i.e. to the traditional
‘safety’ debate, with a narrow understanding of ‘safety’). As far as a PRRP approach is taken, liability
rules could look similar to Article 82 GDPR, i.e. liability would be for damage caused by infringement
of given PRRP standards. As far as a blacklisting approach is taken, liability would be for damage caused
by engaging in blacklisted activities. This sounds quite simple, but the practical problems and
implications of attaching liability to the infringement of PRRP standards should not be underestimated.
The range of ‘social risks’ posed by AI is rather broad, and so is therefore the range of situations where
some kind of non-material or material damage might occur that has possibly been caused by the
infringement (e.g., the impact assessment is not conducted properly, and later a person affected by
the AI feels marginalised, suffers stress and anxiety, and ultimately loss of earnings). Liability is much
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more straightforward where it is attached to blacklisted activities, in particular if delegated acts
provide concrete lists (e.g. assume that personalised pricing based on inferences about a customer’s
psychological disposition is blacklisted – a customer would then probably have a right to rescind the
relevant contract or get a refund where the price was above the market price).

Evaluation of the specific options with regard to trustworthy AI
Options 0 is incompatible with each of the other Options. However, Option 1 is not an alternative to
Options 2 and 3, but rather a first (or second) step that can supplement and support the approaches
under either Option 2 or Option 3.
Options 2 and 3 are two alternative approaches. Theoretically, they could be combined to a certain
extent, e.g. traditional physical risks with regard to AI might be covered by the software safety
framework, while social risks could be covered by the new horizontal framework on AI as follow-up to
the White Paper. E.g., the former could deal with issues such as privacy by design, prevention of fraud,
etc. while the horizontal instrument on AI would deal with issues such as discrimination, exploitation,
manipulation, or total surveillance. Nevertheless, despite the theoretical possibility of a division of
tasks, it is to be expected that the European legislator would, if Option 3 is taken, rather deal with
everything within the new horizontal framework rather than take a split approach.
Option 0

Option 1

Option 2

Option 3

Is able to address in an adequate manner
physical risks associated with AI

—

+

+

+

Is able to address in an adequate manner
social risks associated with AI

—

—

0

+

Is able to address in an adequate manner
cross-cutting issues (e.g. explainability)

—

—

0

+

Is able to address specific challenges of AI
in particular sectors

—

+

0

0

Is likely to enhance public trust in
technologies

—

0

0

+

Is likely to enhance legal certainty and
avoid market fragmentation

—

0

+

+

Is likely to achieve coherence of the law
and be technologically neutral

—

+

+

0

Is likely not to increase the cost of
compliance (at least for some players)

+

+

0

—

Is likely to receive broad support by the
stakeholders addressed by regulation

+

0

0

—

Is likely to be implemented without too
much delay and costs

N/A

0

0

0
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Is likely to enhance Europe’s role as a
global pacesetter in regulation

—

0

0

+

On balance, the author would strongly recommend combining Option 1 with Option 3, i.e. with a
comprehensive horizontal instrument on trustworthy AI, as has been set out in the White Paper. While
there would be some benefit in splitting tasks between this instrument and a semi-horizontal
instrument on software safety, also for reasons of creating coherence, the author would rather accept
some degree of incoherence than miss the opportunity of creating this new regulatory framework on
AI as a strong signal to both citizens and businesses in Europe.

6.3 Options specifically with regard to AI liability (mainly for physical risks)
While AI liability might theoretically likewise be dealt with under the new horizontal instrument on
trustworthy AI, the discussion, due to a variety of reasons, goes more in the direction of dealing with
AI liability for traditional physical risks (and maybe selected further risks) within a different context.
Option 0: Baseline scenario and no further action
Again, the baseline scenario would be to do nothing about AI liability. This would mean that problems
(in particular of tracing damage back to human fault or a defect) would have to be solved at national
level by national courts and possibly legislators. It is to be expected, that this would lead to lengthy
discussions, a patchwork of different legal solutions, and market fragmentation in addition to the
already existing patchwork and market fragmentation in the field of liability law.
Option 1: Add rules on vicarious liability with regard to risks created by AI
Independently of which of the following two Options is taken it might be advisable to have rules on
vicarious liability for AI. This is why Option 1 suggests harmonising national rules on vicarious liability
with regard to their application to AI. It is advisable to do this by way of a Directive (or: a Directivestyle provision within a Regulation) as national rules differ to a great extent and any too detailed
provision might disrupt national regimes and create inconsistencies at national level. Vicarious liability
is always liability of the frontend operator. A number of details would need to be fixed, including what
is an appropriate ‘standard of performance’ for machines, in particular from the moment when
machines outperform humans. The added value as compared with any of the other Options would
become apparent in particular where other than physical risks are at stake, such as pure economic
risks.
Option 1 relies on the insight that a person should not, when deploying AI in lieu of employing a human
auxiliary, be able to escape liability for any malperformance of this AI where the same person would
be liable for comparable malperformance on the part of a human auxiliary. For instance, a bank should
be liable for a malperformance of any AI calculating their customers’ credit scores to the same extent
as the bank would be liable for a malperformance of its employee that has been tasked with calculating
credit scores. Given that Option 1 would implement important considerations of fairness and only
cause minimal intervention into national laws it is highly advisable to make use of this Option in any
case.
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Option 2: Include strict liability for AI in the PLD
While liability under the PLD is often referred to as ‘strict’ liability it is not ‘strict liability’ in the
narrower sense because product liability requires that the victim establishes the existence of a defect,
and it is precisely this requirement that is inadequate to grapple with difficult situations posed by AI.
However, given that the PLD needs to be revised for other reasons anyway (see above under 6.1), it
would not take much to include a specific article or maybe even just a paragraph on AI. For AI-specific
harm caused by AI-driven products, no defect of the AI should have to be established by the victim and
it should be sufficient for the victim to prove that the harm was caused by an incident that might have
something to do with the AI (e.g. the cleaning robot making a sudden move in the direction of the
victim) as contrasted with other incidents (e.g. the victim stumbling over the powered-off cleaning
robot).
Option 3: Introduce special strict liability rules for physical risks caused by AI
Option 3 would go a big step further and introduce special strict liability for (physical) risks related to
AI, ideally in a rather broad and technologically neutral sense of the term. Strict liability for AI that is
separate from the PLD could mainly lie with two different parties: the frontend operator that takes
the economic responsibility for the concrete deployment of the AI (e.g. a consumer using a lawnmowing robot in the garden, a hospital using AI for triage, or the operator of a fleet of autonomous
vehicles), or, at least in the case of connected AI, the backend operator as the provider of updates,
cloud services etc. who continuously defines and controls safety-relevant features and who may or
may not be identical with the producer. For some years, there has been a fierce debate over who
should be the proper addressee of new strict liability rules, in particular in the context of autonomous
driving.
Introducing a separate instrument at EU level on AI liability would be of strong symbolic value,
signalling that the EU is abreast of developments and enhancing public trust in the mass rollout of AI.
It is also likely to put an end to, or at least to reduce significantly, the existing confusion and anxiety
on the part of both citizens and legal experts about what AI means for liability. While further
harmonisation of liability law within the EU would clearly be very desirable it is—leaving aside the
aspect of public trust in AI for a moment—not entirely clear, though, why we need harmonised strict
liability for physical risks posed by AI more than harmonised strict liability for physical risks posed by
motor vehicles in general or for many other dangerous facilities and activities, many of which are
already subject to differing strict liability regimes under national law. Physical risks created by an AIdriven product are not very different from physical risks created by a product that is of the same kind
but human-driven. In any case, it would be preferable for this instrument to be a Directive rather than
a Regulation, as a Directive would leave Member States a chance to adapt their own tort law in a
coherent manner instead of having a split regime, e.g. one for traditional and semi-autonomous
vehicles and one for autonomous vehicles. With regard to devices of a type for which the (frontend)
operator is already now strictly liable under the majority of legal systems (eg motor vehicles, bigger
drones), the EU legislator should ideally determine the cornerstones of such strict liability irrespective
of whether or not a device is AI-driven.
With regard to devices without a functional equivalent in the pre-AI age, or where the risks posed by
a functional equivalent were hardly significant enough to make the device a candidate for strict
liability, the dynamic regulatory model foreseen by current Proposals (suggesting that a list of ‘highrisk’ applications is to be updated at regular intervals) is only practicable where backend operators are
the addressees of liability. Under no circumstances should frontend operators who are consumers be
addressees of such strict liability, nor of otherwise enhanced liability.
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Evaluation of the specific options with regard to AI liability
While, again, Option 0 is incompatible with the other options, Option 1 is compatible with both Options
2 and Options 3 and is minimally invasive in nature. Options 2 and 3 are not strictly mutually exclusive,
but it is clear that having strict producer liability (in the proper sense, i.e. without the victim having to
establish defect) for AI would significantly reduce the need for any further strict liability scheme.
Option 0

Option 1

Option 2

Option 3

Is able to address in an adequate manner
physical risks associated with AI

—

0

+

+

Is able to address in an adequate manner
social risks associated with AI

—

0

—

—

Will provide an appropriate level of
compensation for victims

—

0

+

+

Will allow harm to be borne by the party
with the highest degree of control

—

0

0

+

Is likely to enhance public trust in
technologies

—

+

+

+

Is likely to enhance legal certainty and
avoid market fragmentation

—

+

0

+

N/A

+

+

—

Is likely not to increase the cost of
compliance (at least for some players)

+

0

—

—

Is likely to receive broad support by the
stakeholders addressed by regulation

+

0

—

—

Is likely to be implemented without too
much delay and cost

N/A

+

+

—

—

0

0

+

Is likely to achieve coherence of the law
and be technologically neutral

Is likely to enhance Europe’s role as a
global pacesetter in regulation

At the end of the day, the author would definitely recommend Option 1, which could, theoretically,
be combined with either Option 2 or Option 3 if the goal is to make sure victims receive compensation.
In particular if a combination of Option 1 and Option 2 turned out not to be feasible, the
recommendation would be to go for a combination of Option 1 and Option 3 instead. Option 3 is also
likely to both enhance public trust in the mass roll-out of AI and to put an end to discussions about
operator liability at national level, which are detrimental for the technology and might result in market
fragmentation. Also, we must bear in mind that, even if there are strong claims under the PLD,
producers strictly liable under the PLD must be able to take recourse against (professional) operators
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in cases where the harm had really been caused by a factor from beyond the sphere of the producer,
so AI liability may be important also for producers at the redress stage.

7 Key recommendations for action at EU level
The evaluation of different options leads to the following key recommendations for action at EU level:
Key recommendation I: Introduce a new semi-horizontal and risk-based regime on software safety
(accompanied by further steps to modernise the safety-related acquis)
The European legislator should introduce a new regime on software safety. This regime would be semihorizontal in nature as it would apply only to software, but to all software (e.g. whether embedded,
accessory or standalone), in a very broad and technologically neutral sense and including, e.g., SaaS. It
would overcome shortcomings in the existing safety legislation, which does either not cover software,
in particular not standalone software, or is poorly equipped to deal with software. The European
legislator might thus consider introducing a new Software Safety Directive (SSD), which would have to
be accompanied by selected further steps towards modernisation of the safety-related acquis.
The relationship of the SSD with existing and future sectoral legislation would be one of
complementarity. The SSD would be dealing with cross-cutting issues such as the delineation between
products with software elements, add-on software for other products, and standalone software that
otherwise interacts with other products, and the division of responsibilities between the different
producers in either case. It would deal with privacy by design, cybersecurity (until/unless addressed by
other acts developed under the Cybersecurity Act), post-market surveillance duties, issues arising in
the context of updates, and similar questions. The sectoral instruments would continue dealing with
specific aspects that are characteristic of the relevant type of product, such as machinery or toys.
While only few provisions would apply to software in general, the SSD would have a specific Part for
software to be run on connected hardware (addressing issues such as protection of networks, fraud
prevention, or privacy by design and by default). The SSD would also have specific Parts for other
special types of software (such as software run on DLT, addressing governance issues required, e.g.,
for the prevention of illegal activities and for ensuring enforcement of legal rights and obligations).
In designing the SSD it would have to be made sure that measures taken are proportionate and that,
in particular, no unnecessary red tape is put up for software development and innovation. Specific
requirements or procedures should be restricted to software beyond a certain risk-level and/or
producers beyond a particular size, and appropriate exceptions must be formulated, notably for open
and community based software development for the public good.
Key recommendation II: Revise the Product Liability Directive (PLD)
The European legislator should continue efforts to revise the PLD. A whole series of changes would be
required for the PLD to be fit for the challenges posed by software. First of all, the scope of the PLD
should explicitly be extended to software within the broad, technologically neutral meaning proposed
in this Study. For software marketed to customers within the Union, there would have to be an
authorised representative that would be jointly and severally liable together with the producer, but
appropriate restrictions would have to be made concerning this requirement in order not to jeopardise
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access to software developed outside the Union. There would have to be liability for defects persisting
because of a failure to comply with post-market surveillance duties and duties to take ‘appropriate
action’, in particular by way of software updates, as well as liability for defects that have their origin in
an update. Clarification of the respective responsibilities of various actors involved where software
interacts with hardware or other software would be helpful. The development risk defence, which is
problematic as such, is particularly ill-suited for software and should not apply. The types of damage
eligible for compensation under the PLD should mirror the broader range of risks covered by the
proposed SSD. Also other links between safety requirements and liability should be intensified.
In addition, the PLD should be adapted to the challenges posed by AI. For AI-specific harm caused by
AI-driven products, no defect of the AI should have to be established by the victim and it should be
sufficient for the victim to prove that the harm was caused by an incident that might have something
to do with the AI (e.g. the cleaning robot making a sudden move in the direction of the victim) as
contrasted with other incidents (e.g. the victim stumbling over the powered-off cleaning robot).
Key recommendation III: Introduce new regulatory framework for AI
Following the approach indicated in the White Paper on AI, the European legislator should introduce
a new regulatory framework for AI in the form of a Regulation. This Regulation should also address
social risks of AI. It would have to contain general principles or essential requirements that address
goals rather than means (such as ‘explainability’ of AI and minimum degrees of human control). Apart
from that, it is recommended that there is a limited number of ‘high-risk applications’ for which a
regulatory approach is taken that focuses on concrete requirements (such as particular information
duties), rights (such as the right to request human intervention) and procedures (such as impact
assessment). In addition, a range of ‘unfair algorithmic practices’, such as discrimination, exploitation
of vulnerabilities, manipulation, total surveillance, or oppression, should be prohibited and
‘blacklisted’ for all AI applications, whether high-risk or not. Engagement in blacklisted practices or
violation of requirements, procedures etc. should result in liability for harm thereby caused. There
could also be a range of whitelisted data practices in the context of AI development and deployment,
i.e. practices for which a specific statutory justification within the meaning of the GDPR is created.
Key recommendation IV: Introduce new instrument on AI liability
On top of the measures mentioned so far, and definitely if the PLD is not fully adapted to the challenges
posed by AI, the European legislator should consider the introduction of a new Directive on AI Liability.
This would also serve to foster public trust in the roll-out of AI and pre-empt fragmentation of national
solutions, which could be an obstacle to innovation. The Directive could provide for strict liability for
physical risks, such as death, personal injury or property damage, caused by certain high-risk AI
applications (such as cleaning robots in public spaces) and also clarify liability for other applications.
Strict liability should preferably be on the backend operator. Definitely, a frontend operator who is a
consumer should not be subject to strict liability, nor to any other regime of enhanced liability. For
activities for which there exists already now strict liability and mandatory liability insurance under
many legal systems (such as motor vehicles) a harmonised regime for both AI-driven and conventional
devices would be ideal.
The Directive would equally provide for vicarious liability for risks of any kind and any AI to the extent
that AI has been deployed in lieu of a human auxiliary and the deployer would have been liable for the
malperformance of that human auxiliary under national law.
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Key recommendation V: Continue digital fitness check of the whole acquis
Apart from the recommendations submitted so far, it is likewise recommended to continue efforts of
making the whole acquis fit to meet the challenges posed by software, connected devices, and AI. This
could concern, for instance, the law of unfair commercial practices law (e.g. economically harmful
recommendations to consumers), anti-discrimination law (e.g. discrimination by algorithms that is not
based on a recognised discrimination criterion), competition law (cf. the issue of collusion by
algorithms), or media law (cf. manipulation by social bots) as well as new provisions to be expected
under the Digital Services Act.
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