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Abstract
This study supports the European Commission in performing the evaluation of the Regulation (EU)
N°910/2014 on electronic identification and trust services for electronic transactions in the internal market
(eIDAS Regulation). The study assesses the eIDAS Regulation in terms of its effectiveness, efficiency,
relevance, coherence with other EU and national interventions, and EU added value, in accordance with the
Better Regulation Guidelines, and analyses the need to modify the scope of the Regulation or its specific
provisions in light of the experience gained in the application of the Regulation, as well as technological,
market and legal developments.
The study provides an overview on the state of play and implementation of the eIDAS Regulation. Evidence
was gathered through desk research, a public consultation, a workshop with EU Member States, as well as
interviews and surveys with all relevant stakeholder groups. Based on the collected evidence, the study
draws conclusions and provides recommendations for changes to the framework of the eIDAS Regulation
that could lead to improvements in its effectiveness, efficiency, relevance, coherence and EU added value.

Executive Summary
Background
Regulation (EU) N°910/2014 on electronic identification and trust services for electronic transactions in the
internal market (eIDAS Regulation) was adopted by the European Parliament and the Council on 23 July
2014 and entered into force on 1 July 2016, with a number of provisions already applying as of 17 September
2014. The mutual recognition obligation for notified electronic identification schemes in Article 6 entered into
force on 29 September 2018.
The eIDAS Regulation is the first comprehensive EU cross-border and cross-sector framework for secure,
trustworthy

and

easy-to-use

electronic

transactions

that

encompasses

electronic

identification,

authentication and trust services. More specifically, the eIDAS Regulation:
•

ensures that individuals and businesses can use their own national electronic identification schemes
(eIDs) to access public services in other EU Member States in which eIDs are available. The main
aim of the eIDAS Regulation in this respect is to establish interoperability and enforce mutual legal
recognition.

•

creates a European internal market for electronic Trust Services (eTS) - namely electronic
signatures, electronic seals, time stamps, electronic delivery services and website authentication by ensuring that they are recognised across borders with the same legal status as traditional paper
based processes. The main aim of the eIDAS Regulation in this respect is to foster transparency and
trust in online services as a means of stimulating the internal market.

The Commission proposal (COM(2012) 238 final) of 4 June 2012 accompanied by the Impact Assessment
(SWD(2012) 135 final) identified four general objectives: ensuring the development of a digital single
market; promoting the development of key cross-border public services; stimulating and strengthening
competition in the single market; enhancing user-friendliness (citizens and businesses). These objectives
were in line with strategic EU policies such as the EU 2020 Strategy, the Digital Agenda for Europe, the
Single Market Act and the Roadmap for Stability and Growth.
Purpose of this study
Article 49 of the eIDAS Regulation requires the Commission to review the application of the Regulation and
report to the European Parliament and to the Council no later than 1 July 2020.
This study supports the report to the European Parliament and Council. It assesses effectiveness, efficiency,
relevance, consistency and EU added-value of the eIDAS Regulation through an assessment of results and
impacts of its implementation. The study covers the whole eIDAS legal framework including its implementing
acts and sectoral legislation referring to the use of the eIDAS framework and implementation/ application at
the level of EU Member States and EEA/EFTA countries. The objective of the study is to evaluate the eIDAS
Regulation, to assess its performance compared with the objectives and to establish whether it remains fit
for purpose to deliver the intended results and impacts.
All conclusions and recommendations are backed-up by data and evidence as available. The methodology is
based on desk research and collecting stakeholders’ views through 41 interviews, targeted surveys to six
stakeholder groups with a total of 106 responses, a workshop with members of the Cooperation Network,
and an open public consultation with a total of 318 responses.
Main findings on eID
Despite some achievements with regard to the availability of notified eID schemes and acceptance of notified
eIDs, the eIDAS Regulation has not achieved its full potential. Not all Member States have notified an eID
or ensured that their eIDAS nodes are up and running. Cross-border Interoperability is ensured to a certain
extent, but some issues pertain, especially with regard to organisational interoperability, defeating the

purposes of reduced administrative burden and increased quality of services. The majority of public service
providers is not offering eIDAS authentication to cross-border users. The number of services connected to
the national nodes remains limited in some Member States compared to the number of services declared as
being accessible via the domestic eID scheme. As a consequence of the lack of connection of services to the
national eIDAS nodes, usage of notified eID schemes by public relying parties is limited or inexistent in most
Member States, although usage of notified eID schemes is increasing progressively. Since the acceptance of
notified eIDs is only mandatory for public sector relying parties, usage of notified eIDs by the private sector
is very limited as well. Stakeholder consultations have indicated that the eIDAS Regulation has reduced
administrative burden and quality of services for eID, but some issues remain. Vulnerabilities can further
impact the trust and confidence in the security of eID. On the governance side, stakeholders criticized the
length of the procedure to notify an eID scheme and would like to see a clarification of the scope of peer
reviews and the Cooperation Network.
The cost-benefit analysis pointed out that there is an overall uncertainty regarding the costs and benefits of
providing and using eID schemes and services cross-border. Several private eID providers consider that the
burden for notification is justified more by potential benefits and existing national regulatory requirements
rather than clearly identifiable market advantages. For Member State authorities, individually establishing
connections to other nodes and identifying security breaches are burdensome, complicated and timeconsuming procedures. Social benefits of eID under eIDAS are also limited, as final user uptake is still limited
and highly different from country to country.
Stakeholders widely agree that the needs and objectives covered by the eIDAS Regulation are still highly
relevant for Europe today, in various sectors and domains. Some, such as the banking and financial services
sectors, have been developing their own, alternative eID schemes. Yet the current eIDAS framework focusing
on notified eID schemes by EU Member States does not address the increasing need of society to offer all
EU citizens an easy to use and secure eID solution. Points of attention include the importance of user
experience, increased use of mobile devices, and major societal trend of citizens wanting to be more in
control of their data.
In terms of coherence, certain definitions of the eIDAS Regulation could benefit from clarification,
reformulation or updating, and certain provisions show a possible lack of precision that may lead to potential
inconsistences in the application of eID schemes. Potential external incoherence may arise due to provisions
that may allow for divergences among Member States, national provisions and regulatory practices that may
frustrate the implementation of eIDAS, or national provisions which may not take full advantage of the
possibilities offered by eIDAS. With regard to other EU interventions, the situation is generally one of
coherence. When discussing the need for standards, stakeholders were concerned about the level of
harmonisation and several mentioned the need for additional implementing acts.
Stakeholders agree that the eIDAS Regulation has fostered the topic of eID high on the agenda of the
different EU Member States. However, the effective uptake and usage of notified eID schemes for crossborder transactions remains relatively low. While this is limiting its added value, the issues addressed by the
eIDAS Regulation continue to require action on EU level. It is expected that repealing the eIDAS Regulation
would have negative consequences and instead, improvements to the framework would be more beneficial.
Main findings on trust services
The eIDAS Regulation has successfully established a legal certainty on the liability and burden of proof and
international aspects. It further defined the legal effects of eSignatures, eSeals, eTimestamps, Electronic
Registered Delivery Services (ERDS) and electronic documents. It also introduced mechanisms ensuring
trust and confidence in the security of trust services, by regulating supervision and security requirements
and introducing the possibility to become qualified and be mentioned on the EU trusted list. Stakeholders
have still raised some issues linked to the lack of harmonised approach in some areas. The eIDAS Regulation
had a positive impact on the quality of the trust services offered on the EU market. The services making use

of the improved trust services also benefit from an increase in quality and user satisfaction. While the eIDAS
Regulation mostly ensures interoperability for trust services, some stakeholders still see barriers. Both the
availability and take-up of trust services in Europe have been increasing since the introduction of the eIDAS
Regulation, however, there are differences among Member States and among the different trust services.
QeSignature, QeSeals and Qtimestamps are the services that have met the most success. The number of
Qualified Website Authentication Services (QWAC), QeSeal, Preservation, Qualified Electronic Registered
Delivery Services (QERDS), Qualified Validation services (QVal) are significantly lagging behind. The eIDAS
Regulation has set up a governance framework for trust services that includes supervisory bodies, conformity
assessment bodies and trusted lists for trust service providers in Member States. A number of issues persist,
including the fragmentation of national approaches with regard to the supervision of trust services, the lack
of harmonisation of security breach reporting, and the lack of recognition of the forum of cooperation in the
field of trust services. The eIDAS Regulation is technologically neutral and competitive market developments
and the introduction of new technologies are not hindered, but there have lately been problems with
accommodating distributed ledger technology and remote onboarding. Several stakeholders mentioned that
becoming a qualified trust service provider has strengthened the competitiveness of businesses and with an
increasing global awareness of eIDAS the Regulation may also help EU companies increase their
competitiveness worldwide.
Regarding costs and benefits, from the point of view of Accreditation Bodies (Abs), Conformity Assessment
Bodies (CABs), and Supervisory Bodies (SBs) the eIDAS Regulation lacks harmonisation in enforcing
supervisory activities at EU level. Audit procedures and technical requirements imposed on trust service
providers vary according to different national standards and procedures. QTSPs lament that the legal
provisions do not ensure a comparable security level across countries because CABs have different
interpretations on the appropriateness of specific measures. TSPs perceive that possessing the qualification
status brings limited market benefits despite the significant costs incurred to obtain and maintain it, and is
mostly adopted to comply with related regulatory and tender requirements in some countries.
The eIDAS Regulation is still relevant in terms of trust services, as the needs of the society and economy
remain the same. The market has developed according to predictions. The objectives of the eIDAS legal
framework remains adequate to address the identified issues, notably the need to ensure the reduction of
the market fragmentation by ensuring cross-border and cross-sector interoperability of trust services via the
adoption of common standards. Two implementing acts have been adopted laying down specifications,
formats and standards with regards to signatures and seals, and the trust services industry is calling for the
integration of new standards to one of the implementing acts. There are no alternative solutions under
development to address current needs. Consulted stakeholders agreed that the Regulation should be
expanded to include other trust services (e.g. eArchiving) and that the number of trust services covered by
the Regulation could be expanded.
According to a coherence assessment of the trust services provisions, certain provisions show a possible lack
of precision which may lead to potential inconsistences in the application of trust services. Additionally,
certain provisions have been identified that may constitute barriers to the use of trust services by the private
sector. Finally, by providing margin to national authorities in the implementation of specific provisions of
trust services, certain provisions may lead to divergences in their application among Member States.
The eIDAS Regulation has added value, by providing a common legal framework for the use of trust services
and effectively reducing the fragmentation of the market and fostering the interoperability of the solutions.
There are still some coherence issues linked to conflicting national legislations. Stakeholders agree that only
an action at EU level will be able to address these remaining barriers.
Conclusions
The eIDAS Regulation has created incentives for Member States to deploy their eID solutions. Yet despite
some achievements, it has not achieved its full potential and its EU added value is somewhat low. Considering

the uptake of digital transactions, all EU citizens should have access to a secure and interoperable digital
identity, which is currently not the case. Only a limited number of eIDs have been notified limiting the
coverage of EU citizens with a notified eID scheme. The acceptance of notified eIDs is low, and the usage of
notified eIDs across borders is, with some exceptions, almost inexistent. The administrative burden has
somewhat decreased thanks to the eIDAS Regulation, but there is more potential. The eID notification
procedure is perceived as complex and time-consuming. The eID ecosystem has profoundly changed since
the introduction of the eIDAS Regulation with an ever increasing footprint of private identity providers. The
current protocol exchanged used by eIDAS and technical implementation might not offer an optimal user
experience, especially on the mobile channel. Although some discussions are ongoing, the eIDAS Regulation
has not yet replied to the needs of specific sectors.
The situation looks much better with regard to trust services. The eIDAS Regulation has successfully
established legal certainty on the liability and burden of proof and international aspects, and on legal effects
of trust services, but some issues remain. Both the availability and take-up of trust services in Europe have
been increasing since the introduction of the eIDAS Regulation, however, there are differences among
Member States and among the different trust services. The objective of the eIDAS Regulation to remain
neutral has led to a diversity of interpretations of the requirements between Member States. With regard to
the governance schemes for trust services, there is a lack of harmonisation of assessment of TSPs among
different Member States. Some concerns have been raised regarding the security management of trust
services. The objectives of the eIDAS legal framework remain adequate to address the identified issues,
notably the need to ensure the reduction of market fragmentation by ensuring cross-border and cross sector
interoperability of trust services via the adoption of common standards. The key tension is the ability of
eIDAS to stay in line with the latest development of standards and technology in the domain of trust services.
Overall, the eIDAS Regulation has brought several benefits with regard to the various trust services.
Repealing it would lead again to fragmentation and negative consequences on other legislations and areas
of the digital single market that rely on eIDAS-based solutions.
Regarding the costs and benefits of the eIDAS Regulation, for both eID and trust services the baseline
assessment indicates that quantifiable costs are higher than benefits. There are two main explanations for
this. Firstly, for individual stakeholders, a considerable part of the benefits is only potential at this stage
(discounted as future benefits) and hardly quantifiable. Secondly, social benefits are not included in the
analysis since this would require a complex econometric analysis that is not possible to perform due to the
lack of available data.
With regard to the coherence of the eIDAS Regulation, its Chapter II creates a generally coherent system
for mutual recognition of eIDs and chapter III provides for a coherent supervisory system for trust services.
However, certain issues can be noted in respect of eIDs and trust services, which impact the internal
coherence of the Regulation. In general, eIDAS has been noted as fitting into a coherent regulatory
framework at EU level.
Recommendations
Our recommendations provide solutions to the identified shortcomings and suggest potential for further
improvement, regulatory simplification and cost reduction. We have structured our recommendations in
three progressive levels of intervention:
•

Soft regulation: complementing the existing legal framework with guidelines and adoption/revision
of implementing acts. No change to the existing regulation is required.

•

Light modification of the eIDAS Regulation: the logic of the current regulation remains the same but
some clarification, amendments or completion are made to the legal text to address some of the
identified points for improvement.

•

Fundamental review of the eIDAS Regulation: the logic and scope of the current regulation must be
reconsidered with important changes to the legal text, fundamentally changing the nature of the
requirements imposed on the impacted stakeholders.

Our overall recommendation is that fundamental changes need to be made to the eIDAS Regulation to
support the use cases for identification required by the private sectors. One important modification could
take place in a revision of the current regulatory framework. This would include the definition of trust services
supporting the provision of identity attributes and remote authentication verification procedures, among
others. Such modifications would not affect Chapter II (on eID) of the regulation but only Chapter III (on
trust services). It would build on the pre-existing mutual recognition principle of notified eID scheme and
extent use cases to the private sectors thanks to the adoption of new trust services. A more radical
intervention in the domain of eID could also be foreseen. In this situation, the roles of the current actors
involved in the provision of the eIDAS network could be reshuffled. The provision of eID could be based on
a principle of certification, where Member States could become authoritative sources for a series of legal
identity attributes, while private sectors stakeholders could also become attribute providers for different
sectoral needs (e.g. KYC information, address of residence, etc…). The functions of attribute provider,
identity providers, identity broker, authentication providers could be clearly differentiated under a general
federation. In this scenario, the portability of identity credentials could be better supported, reducing the
multiplication of identity verification procedures that are time consuming for citizens and businesses as well
as costly for the service providers subject to such mandatory verifications. The mandatory acceptance of
digital credentials respecting eIDAS requirements by public and private relying parties could be introduced.
This approach, more radical, would enable to system to be more open to innovation and scale-up. However,
it fundamentally reviews the role of Member States in the provision of eID and might therefore be more
difficult to adopt.
On the side of trust services, we recommend to respond to the many stakeholders who expressed their
concerns with regard to the lack of harmonisation of certain dispositions. Many stakeholders have also called
on formalising the current cooperation between the national Supervisory bodies. Contrary to the creation of
the eIDAS Cooperation Network under Chapter II, there is indeed no official forum of discussion and
exchange of best practices between national authorities with regard to trust services at the EU level. Most
of the supervision is performed at the national level, which reinforced this issue of fragmentation raised by
some stakeholder and undermine the possibility to closely follow-up on technological developments and/or
trends that could require an adaption of the regulatory framework for trust services. Non-regulatory
guidance, adoption of implementing acts already foreseen in the current regulation, and minor regulatory
intervention could help fix these fragmentation and governance issues. In terms of relevance, the need to
support remote identification and verification cases calls on the adoption of new trust services, as well as
flexibility to develop solutions based on Distributed Ledger Technology. Additional trust services such as the
preservation of electronic signature, the digitisation of paper documents and identity for IoT devices could
be considered. In this case, a completion of the current eIDAS framework will be necessary.
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1 Introduction
This study SMART 2019/0046 evaluating the European Regulation 910/2014 (eIDAS Regulation) has been
commissioned by the European Commission Directorate-General for Communications Networks, Content and
Technology H4 (DG CNECT H4) and performed by Deloitte, VVA, Spark and ECORYS. The European
Commission requested this study in order to assess the performance of the eIDAS Regulation compared with
its objectives and to establish whether it remains fit for purpose to deliver the intended results and impacts.
The study was conducted according to Better Regulation guidelines and aims to provide an evidence-based
judgement of the efficiency, effectiveness, relevance, coherence and EU added value of the EU intervention:
•

How effective has the EU intervention been? What is the progress made towards achieving the
objectives of the intervention?

•

How efficient has the EU intervention been? Are the costs of the EU intervention as they accrue to
different stakeholders proportionate to the benefits?

•

How relevant is the EU intervention? Do the objectives of the EU intervention still match the
current needs or problems?

•

How coherent is the EU intervention internally and with other (EU) actions? Is the EU
intervention working well with other EU actions or are there contradictory objectives or approaches?

•

What is the EU added value of the intervention? What is the added value of the EU intervention
beyond what could have been achieved at national or regional level by both public and private sector?

While these criteria are largely looking at the past developments and achievements to date, the study
formulates recommendations of a forward looking nature based on the findings aimed at improving the
quality of the ongoing policy intervention. For the latter, it takes into account the developments in the
provision of eID and trust services in relation to both the technology and market trends developing in the
coming years.
In this respect the study considers the different nature of eID and trust services as defined in the eIDAS
Regulation and assesses these separately as well as the eIDAS Regulation as a whole.
This report has the following structure:
•

Section 2 presents the background of the eIDAS Regulation.

•

Section 3 describes the baseline of the eIDAS framework and the points of comparison used for the
present evaluation of the eIDAS Regulation.

•

Section 4 provides an overview of the current state of play and implementation of the eIDAS
Regulation.

•

Section 5 details the methodology used for the present evaluation of the eIDAS Regulation.

•

Section 6 describes the consultation activities carried out as part of the present evaluation of the
eIDAS Regulation.

•

Section 7 provides an analysis of the evaluation activities and answers to the evaluation questions
referring to the effectiveness, efficiency, coherence, relevance and EU added value of the eIDAS
Regulation.

•

Section 8 presents conclusions and recommendations for the evaluation of the eIDAS Regulation.

This report also includes annexes, namely:
•

Annex A: Definitions of qualified trust services under the eIDAS Regulation

•

Annex B: Trust pyramid for eIDAS compliant trust services

•

Annex C: Notified eID schemes

•

Annex D: Other, non-notified eID schemes
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•

Annex E: Evaluation framework

•

Annex F: Stakeholder mapping and categorisation

•

Annex G: CBA – detailed methodology

•

Annex H: Strategic interview guide

•

Annex I: Targeted stakeholder surveys

•

Annex J: Report on the targeted stakeholder surveys

•

Annex K: Open Public Consultation survey

•

Annex L: Report on the Open Public Consultation

•

Annex M: Qualified trust services and number of qualified trust services providers

•

Annex N: List of stakeholders – in-depth interviews

•

Annex O: In-depth interviews: interview guides

•

Annex P: Minutes of the workshop with the Cooperation Network

1.1

Purpose of the evaluation

The overall purpose of this study is to provide evidence-based findings to feed the Commission’s evaluation
of the eIDAS Regulation. According to the technical specifications, this evaluation assesses the performance
of the Regulation compared with its objectives and to establish whether it remains fit for purpose to deliver
the intended results and impact. Its objectives are twofold:
•

Sub-objective 1 – Provide a critical assessment of the legal framework and its adoption at
EU and Member State level and recommendations for possible corrective actions where necessary;

•

Sub-objective 2 – Assess potential gains in efficiency, effectiveness, and regulatory simplification
and identify possible gaps, opportunities and challenges for the eIDAS regulatory framework in the
light of its overall policy objectives. Formulate conclusions and, where applicable, suggest
recommendations on all points of assessment.

This evaluation assesses the eIDAS Regulation in terms of its effectiveness, efficiency, relevance,
coherence with other EU and national interventions, and EU added value. It assesses the need to modify
the scope of the Regulation or its specific provisions in light of the experience gained in the application of
the Regulation, as well as technological, market and legal developments.

1.2

Scope of this evaluation study

Regarding the temporal scope of the evaluation, the eIDAS Regulation was adopted on 23 July 2014 and
it entered into force on the twentieth day following that of its publication in the Official Journal of the
European Union on 28 July 2014. Thus, we regard the overall scope as from 2014 until September 2020,
however we understand that several provisions of the Regulation were applied at a later date:
•

The articles conferring powers to the European Commission to adopt delegated and implementing acts
entered into force on 17 September 2014;

•

The provisions linked to the introduction of a common regulatory framework for trust services applied
from 1 July 2016 onward;

•

From 29 September 2018 on, the provisions linked to the mutual recognition of notified eID schemes
kicked off, corresponding to the 3-year period from the date of application of the implementing acts
2015/1501 and 2015/1502 (on 29 September 2015).

This study considers these specifics in the evaluation and e.g. only evaluates relevant provisions from the
time they were activated.
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Furthermore, the study takes into account the impact that the eIDAS Regulation has had through sectoral
legislation referring to eIDAS solutions, including online banking (Anti money laundering Directive,
Payment Service Directive), eCommerce, transport (incl. Parcel delivery services Regulation, Maritime Single
Window), login to websites, safer internet services, audio-visual services (AVMSD, Portability Regulation),
eGovernment (Single Digital Gateway regulation, European citizen’s initiative) and Company law.
Regarding the geographical scope, the evaluation covers EU Member States and EFTA EEA countries
(Iceland, Liechtenstein, and Norway) whenever information is available. As the evaluation started before the
departure of the United Kingdom from the European Union, the geographical scope has been adapted
depending on the topic and nature of the information analysed. International cooperation or analysis from
3rd countries linked to the implementation of the eIDAS Regulation is also analysed where appropriate as
part of this study.
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2 Background of the eIDAS
Regulation
This chapter describes the eIDAS Regulation, its objectives and its fit
in the wider policy framework.
The eIDAS Regulation 1 has been designed to ensure the proper functioning of the internal market while
aiming at an adequate level of security of electronic identification means and trust services. The Regulation
aims to establish EU-wide “mutual recognition and acceptance of electronic identification, authentication,
signatures and related trust services across-borders when needed for the access and completion of electronic
procedures or transactions” 2 and provide for a “predictable regulatory environment to enable secure and
seamless electronic interactions between businesses, citizens and public authorities”. 3 Adopted in July 2014,
the eIDAS Regulation 4 is an important milestone bringing together electronic identification and trust services
under one legislative framework.
The figure below provides an overview of the general objectives of the Regulation as well as the specific and
operational objectives as described in the initial impact assessment supporting the adoption of the regulatory
framework.
Figure 1 - Overview of general, specific and operational objectives of the eIDAS intervention 5

Regulation No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and
trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC, OJ L 257,
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN.
2
Commission Staff Working Paper - Impact assessment (SWD (2012) 135), page 20
3
See: https://ec.europa.eu/digital-single-market/en/trust-services-and-eid
4
Regulation No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and
trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC, OJ L 257,
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN.
5
Based on Commission Staff Working Paper - Impact assessment (SWD (2012) 135), page 23
1
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The key challenges the eIDAS Regulation seeks to address concerns the observed market fragmentation in
the market for eID and trust services and a lack of trust and confidence in electronic transactions. The
general objectives of the eIDAS Regulation are therefore aimed at remedying the market fragmentation and
improving the functioning of the Digital Single Market – in particular by increasing availability and take-up
of cross-border and cross-sector electronic identification and trust services; stimulating and strengthening
competition while not hindering technological development; and ensuring that citizens and businesses can
benefit from the advantages of electronic identification and trust services.
Since the adoption of the eIDAS Regulation in 2014, the Commission has adopted several implementing acts
for electronic identification and trust services over 2015 and 216. Section 2.2 and 2.3 provide further details
on the role of these implementing acts as a part of the eIDAS policy intervention. As of July 2016, the
regulatory framework for trust services applies directly in Member States and in September 2018 the
principle of mutual recognition for electronic identities came into effect. These are key milestones in ensuring
the use and availability of both trust services and electronic identification throughout Europe, by ensuring a
common framework and therefore trust and confidence in the electronic solutions. Five years since the
adoption of the Regulation, the Commission has called for an evaluation of its implementation to assess the
current state-of-play, areas of strengths and weaknesses and to develop an appropriate regulatory strategy
going forward for electronic identification and trust services.
Figure 2 - eIDAS Regulation timeline

The eIDAS Regulation is substantively split into two parts; electronic identification (chapter II) and trust
services (chapter III). Not only is there a difference in the timeline of the entry into force of the legal
provisions linked to trust services and eID, but the nature of the frameworks governing eID and trust services
fundamentally differ. For the purposes of this evaluation it is key to assess and analyse both domains
separately, while also comparing across and looking at the eIDAS Regulation as a whole. A fourth chapter
of the eIDAS Regulation is composed of a unique article providing legal effects to electronic documents. This
provision is succinctly addressed in this report. The following sections provides the baseline of the analysis
and set out the approach to the intervention logic as well as a current status of implementation.
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3 Baseline and points of
comparison
This chapter describes the situation before the eIDAS Regulation took
effect, how it was expected to develop and other relevant points of
comparison.
3.1

Electronic identification

As the concept of eID emerged and allowed citizens and businesses to prove who they are online, different
types of solutions were introduced on the market, either led by governments to complement paper-based
ID cards or provided by the private sector (e.g. banks, telecom operators, social media, and company
identification systems) to ease and secure access to their online services. However, no common standards
were used - meaning that the identity of citizens and businesses remained fragmented and in many cases
duplicated. Thus, the usage of eID was mostly limited to the access of online services and interactions on a
national level or limited for use within a specific sector. An eID issued in one Member State could not readily
be used to access online services in another Member State.
The reasons for this were of both technical and legal nature. Member States used different technological
solutions, which led to a lack of cross-border and cross-sector interoperability, and there was a lack
of a common legal framework related to determining the reliability of the entity issuing the eID, a lack of
legal certainty on the cross-border use of eIDs, and a lack of clear liability for the correctness of the
identity. Consequently, non-nationals were discriminated and excluded from the access to online services
using their eID means. Besides this cross-border dimension, there was also a cross-sector dimension: eIDs
can be issued by private or public sector parties and/or their use may be specific to a sector. Here, the
absence of a common framework for mutual recognition and acceptance of eID and e-authentication made
it hard to use an eID outside of its context, mainly because of liability and data protection challenges. Clear
rules were needed to determine which data can be shared in cross-sector applications and to what extent.
Likewise, among European citizens there was a lack of trust and confidence in electronic transactions,
the tools provided, the legal framework and the security of eIDs. The lack of a common European legal
framework hindered citizens, businesses and public administrations from feeling secure when interacting
online in cross-border scenarios. Public services require the handling of personal data in digital forms, so
highly securing access to personal data with advanced authentication and identification procedures is an
essential criterion for end users to have trust and confidence in electronic transactions related to these
services. Finally, there was also a lack of awareness of the added value of eID. Hence, these factors led to
a further limited use of public and private online services.
As a response to these problems and needs and with the aim to ensure mutual recognition and
acceptance of notified eIDs, Article 6 of the eIDAS Regulation introduced the principle of mutual
recognition of eID means to access online public services. By introducing the notification of these eID
schemes, the eIDAS Regulation as per Article 7 also established a process by which Member States can
make their national eID schemes available for cross-border and cross-sector use, with the aim to ensure
usage of notified eIDs by public and private sector entities. This notification process is further defined
in implementing act 2015/1984 on the circumstances, formats and procedures of notification for eID
schemes. In addition, Article 12 of the eIDAS Regulation and implementing act 2015/296 define the
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arrangements for the cooperation between Member States including the peer review of eID schemes as part
of the notification process. Besides the cooperation dimension, Article 12 also aims to ensure cross-border
and cross-sector interoperability, by requiring notified eID schemes to be interoperable. Building upon
this requirement, implementing act 2015/1501 establishes an interoperability framework that introduces the
concept of eIDAS nodes and rules related to factor such as data privacy and integrity, security standards,
person identification data, message formats and technical specifications.
For the use of eID in practice and due to the needs for trust, security and data protection, online service
providers need certainty that a specific eID gives the appropriate level of assurance to be used for the
respective online services. Hence, online service providers dealing with sensitive information or transactions
would require an eID that is highly trustworthy. In order to make this a reality, the eIDAS Regulation
introduced three levels of assurance – low, substantial and high – for notified eID schemes as per Article 8
of the eIDAS Regulation and set up minimum technical specifications and procedures for these assurance
levels as per implementing act 2015/1502. For instance, to achieve a high level of assurance, more elements
related to the identity proofing and verification and the authentication mechanism are needed in order to
meet the requirements of that level of assurance.
Another layer of security was added in Article 10 of the eIDAS Regulation, which obliges Member States to
suspend and revoke cross-border authentication and to inform other Member States and the Commission
without delay in case of a security breach. With the measures above, the eIDAS Regulation intends to ensure
trust and confidence in the security of notified eIDs. In this context, the eIDAS Regulation also aims to
ensure trust and confidence in the legal certainty of notified eIDs. One important element in the eIDAS
Regulation in order to achieve this aim is Article 11, which determines the liability of the notifying Member
State in case of damage caused intentionally or negligently to any natural or legal person due to a failure to
comply with its obligations.
With regard to the framework established by the eIDAS Regulation and its four implementing acts on eID,
an overarching specific objective of the eIDAS Regulation is to ensure an optimal scope and level of
governance for eID. Four bodies involved in the governance of eID are the eIDAS expert group, the eIDAS
Committee, the Cooperation Network and the eIDAS eID technical subgroup. All of these bodies are made
up of representatives from the Member States. While the eIDAS expert group meets to discuss good
practices and initiatives supporting eID and to propose content for secondary legislation, the eIDAS
Committee gives an opinion on draft measures submitted by the Commission. There have been 17 meetings
of the eIDAS expert group so far, with the last one held in January 2017. The Cooperation Network,
established by implementing act 2015/296, exchanges information, experience and good practice as regards
eID schemes, technical requirements related to interoperability and assurance levels, peer reviews and
examination of relevant developments in the eID sector. Since 2016, the Cooperation Network has published
18 opinions, 8 of which were published in 2019. These referred to the levels of assurance of eID schemes
introduced for notification and the endorsement of the latest eIDAS Technical Specifications. Furthermore,
the Cooperation Network has published one decision, in January 2019, in which it invited the European
Commission to engage in a structured dialogue with Apple on the needs and conditions to grant Member
States’ public authorities open and non-discriminatory access to the NFC interface of Apple mobile devices
and to gain key attestation functionality, with a view to support secure mobile authentication based on
national eID means. Finally, the eIDAS eID Technical Subgroup is a subgroup of the eIDAS expert group,
managing the operational issues raising from the implementation of the eIDAS network and providing
technical advice for the update of the eIDAS eID Technical Specifications. This group meets between three
to 5 times a year.
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These updated versions of the eIDAS Technical Specifications 6 – also referred to as the eIDAS eID profile
– are developed through Member State collaboration. Change requests to the specifications are discussed
by the eIDAS eID technical subgroup. The amendments to one or more of the four documents (SAML
Attribute Profile, Interoperability Architecture, Message Format and Cryptographic Requirement) are then
approved by the Cooperation Network. Based on the Technical Specifications, the European Commission has
developed a sample implementation – the eIDAS node integration package 7 –, which supports Member
States in developing their eIDAS node. Testing tools are made available as well. The sample implementation
contains the necessary modules to help Member States to communicate with other eIDAS-compliant
counterparts.
Overall, by setting up a common legal and technical framework for eID, the eIDAS Regulation has tackled
important needs and problems in the field of eID, which has the potential to ensure a reduction of
administrative burden and an increased quality of services. Hereby, the eIDAS Regulation also
contributes to the overall objectives of developing a Digital Single Market and promoting the interest and
protection of consumers in the EU. Another major factor determining the success in achieving these overall
objectives lies within the need and goal to strengthen competitiveness and ensure technological
neutrality in the field of eID. Hence, the existence of the eIDAS Regulation and its implementing acts on
eID should have encouraged and not hindered the achievements of these goals. These and other factors are
considered as part of the analysis.
The figure below provides a schematic overview of the points raised in this section so far, including the
needs, problems and issues preceding the eIDAS Regulation, the objectives it is set to achieve, the activities
it initiated, the desired outputs and results and impacts.
Figure 3 - eID - Intervention logic and evaluation criteria

6
In 2019, the eIDAS Technical Subgroup organised three meetings and finalised version 1.2 of the eIDAS Technical
Specifications, which was endorsed by the Cooperation Network in September 2019.
7
There are currently two branches of the eIDAS node integration package – version 1.4.5 released on 11 April 2019 and
version 2.3.1 released on 29 October 2019.
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3.2

Trust services

The digital transformation of public authority processes, business and the wider society calls for secure,
reliable and seamless electronic interactions. Thereby increasing the effectiveness of online services offered
in the public and private sectors in the European Union and creating trust in electronic transactions. European
TSPs play a major role in the assurance of security of electronic transactions 8. Assuring trust in
electronic transactions facilitates the widespread use of online services by giving users greater confidence
in the security of these transactions. Previously, electronic signatures (eSignatures) and eSignature
creation devices were regulated under the eSignatures Directive, which aimed to ease the use of eSignatures
and support the legal recognition of them across Member States. However, the Commission highlighted in
their impact assessment that it is not enough to only regulate eSignatures at European level to foster secure
and seamless online transactions in Europe. Other such related trust services are also needed:
•

Timestamping – to validate the date and time on an electronic document to prove that the document
existed at the given point in time and that it has not changed since that time;

•

Electronic seal – the electronic equivalent of a seal or stamp applied to a document to guarantee its
origin and integrity;

•

Electronic registered delivery service – a service in the digital world equivalent to mail registered
and delivered in the physical world;

•

Website authentication – trusted information published on a website, such as a certificate, to allow
users to verify the website’s authenticity and integrity.

In the impact assessment it was further highlighted that there is ‘no specific framework for related trust
services such as the time stamping, long-term preservation of e-signatures or registered document delivery
services.’ In addition, with respect to eSignatures, the CROBIES 9 Study found that the European
harmonisation brought about by the eSignatures Directive is imperfect and incomplete, and resulted in
market fragmentation. Fragmentation in the market for these services is problematic because it hinders
their availability and use in other Member States. The main challenges faced under the regulatory framework
of the eSignatures Directive included:
•

Diverging implementation at national level due to different interpretations of the Directive;

•

The de facto use of the “public sector clause” to justify additional requirements;

•

Outdated standards leading to complex EU standardisation framework 10;

•

Differing levels of trust of eSignatures due to different interpretation and levels of supervision at
Member State level, resulting in market distortions for service providers required to meet different
standards depending on their country of establishment.

These regulatory challenges impacted TSPs in a number of ways. The adoption of varying rules for services
at national level resulted in internal market barriers. Divergent implementations led to the introduction of
new categories of signatures in Member States. For example, the ‘universal electronic signature’ was
introduced in Bulgaria, the ‘secure electronic signature’ in Lithuania and Poland, or the differentiation made
between ‘middle, standard or strengthened electronic signature’ in France. Whilst these new signature
categories only differed in terms of terminology, they posed a risk in creating market confusion.
Moreover, service providers wanting to offer their services in another Member state were faced
with high costs due to varying technical requirements and the need to comply with the country of
See Chambersign position paper on EU Regulationon eID and Trust Services here:
https://www.dtce.eu/documents/2012/10/dtce-chambersign-position-paper-on-eu-regulation-on-eid-and-etrustservices.pdf
9
Study on Cross-Border Interoperability of e-signatures, see
http://ec.europa.eu/information_society/policy/esignature/crobies_study/index_en.htm
10
Standards were not addressed in the eSignature Directive
8
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destination. European trust service providers could not operate in another Member State without incurring
additional costs. These conditions are evidently not favourable for the functioning of the internal market.
Other divergences occurred in Member States’ interpretation of supervision requirements. For instance, with
respect to the eSignature Directive, audits were carried out at different intervals (every year, year and a
half, two, three or four years) to reassess compliance with the Directive and national transposing acts or a
regimen has been implemented whereby audits are carried out only in cases where incidents have occurred
or there is a suspicion of non-compliance 11. The varying levels of supervision led to a lack of trust and
legal certainty of trust services in the European market, thereby hindering the cross-border up-take of
the services. They resulted in an uneven playing field with respect to trustworthiness and costs; audit
expenses were incurred by the service provider.
The fragmentation in Europe regarding terminology used and levels of supervision that occurred under the
eSignatures Directive clearly demonstrates the need for trust and legal certainty in the trust services
market. The different interpretations of supervision levels additionally demonstrated a need for trust,
clarity and improved effectiveness of supervision regimes. Furthermore, diverging interpretations of
the Directive led to cross-border interoperability challenges. In particular, the different approaches
adopted at national level and uneven playing field in terms of trust and costs led to a lack of mutual
recognition and acceptance.
Outdated standards were another issue not addressed in the eSignatures Directive. The Directive did not
lay out common standards for electronic signatures resulting in a patchwork of national legislation 12. None
of the Member States implemented the same procedural standards for enforcement, again contributing to
interoperability challenges and hampering the European Commission’s objective to create a single internal
market. Common European standards to reference would make for better interoperability and would allow
technical details to be easily adapted to the changing market.
The eIDAS Regulation therefore sought to address these issues. An overall objective of the eIDAS Regulation
is to establish trust and confidence in legal certainty and security of trust services by the introduction
of the qualified status. Trust services compliant with the requirements laid out in the Regulation ‘shall not
be denied legal effect and admissibility as evidence in legal proceedings solely on the grounds that it is in
electronic form’ i.e. the Regulation provides for non-discrimination of electronic forms vis-à-vis the paper
equivalent. Article 4 prohibits restrictions of trust services in the territory of a Member State by a trust
service provider established in another Member State, providing a building block for the internal market and
promoting fair competition and growth of the cross-border use of trust services. Trust service providers and
trust services deemed to comply with the requirements laid down in the Regulation shall be granted the
status of ‘qualified’. Namely, qualified trust service providers (QTSPs) are trust service providers that have
been granted the qualified status 13 by the Member State’s designated supervisory body and who provide
one or more qualified trust services 14 (QTSs). Having a qualified level of trust services systematically defined
in the Regulation gives the presumption of reliability and mutual recognition between Member States. The
Regulation defines what ‘qualified’ means for each type of trust service under its scope. The definitions are
laid out in Annex A.Introducing the concept of qualified trust services is crucial in ensuring legal certainty,
liability and burden of proof. Article 13 governs the liability and burden of proof of trust services. Liability
and burden of proof is a key defining factor between QTSPs and non-qualified trust service providers
(NQTSPs). QTSPs are liable for damage that occurred with intention or resulting from negligence 15. The
Commission Staff Working Paper - Impact assessment (SWD (2012) 135), page 10
Important facts about European Union e-Signature law (2018). See: https://www.esigngenie.com/blog/europeanunion-esignature-law-real-facts/
13
The responsibility of granted a trust service provider qualified status ultimately lies with the supervisory body, in
accordance with Article 21 of the Regulation
14
Article 3(17) of the Regulation – qualified trust service ‘means a trust service that meets the applicable requirements
laid down in this Regulation.’
15
Pursuant to Article 13 of the Regulation
11
12
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burden of proof is on the QTSP to prove that the damage was without intention or negligence. On the other
hand, the burden of proof regarding NQTSPs lies with the natural or legal person claiming that the damage
occurred, who must show that the NQTSP caused damage with intention or negligence. The investigation
can be triggered by a notification of damage by a user, business partner or on the basis of the supervisory
body’s own initiative (the supervisory body should only take action when it is informed regarding NQTSPs).
Furthermore, Article 19 sets out the security requirements applicable to trust service providers. Both QTSPs
and NQTSPs shall take appropriate technical and organisation measures to manage the risks posed to the
security of the trust services that they provide. In an event of a breach of security trust service providers
are to notify the supervisory body and other competent authorities (data protection), where applicable,
within 24 hours of the breach occurring. These provisions aim to ensure an adequate level of security
and risk management in the provision of trust services.
Article 24 lays down further specific requirements for QTSPs. When issuing a qualified certificate QTSPs shall
verify to whom the qualified certificate is issued by either the physical presence of the natural person, remote
electronic identification means or by using other identification methods recognised at Member State level.
The QTSP must provide any updates of change to its organisation to the supervisory body, in order for the
supervisory body to maintain the trusted list, thereby ensuring trust and confidence in users.
In order to effectively oversee the provision of trust services, the eIDAS Regulation aims to ensure an
optimal scope and level of governance. The Regulation establishes a European wide supervision regime
that aims to create a fairer playing field for trust service providers, enhance trust and confidence in services
offered by a service provider established in another Member State, and thereby increase the take-up of
services in the European market. The supervision framework established under the Regulation comprises of
three main bodies – the supervisory body, conformity assessment body (CAB) and the national accreditation
body. Each Member State is obliged to establish one of each of these bodies for supervision purposes under
the eIDAS Regulation. However, Article 17(1) Member States can mutually agree to establish a supervisory
body that is responsible for supervisory tasks in the designating Member States. The role 16 of the supervisory
body is to initiate and supervise qualified trust service providers (QTSPs) established in the territory of the
designating Member State(s) ‘to ensure through ex ante and ex post supervisory activities, that those QTSPs
and QTSs that they provide meet the requirements laid down in this Regulation’ and to ‘take action if
necessary, in relation to non-qualified trust service providers (NQTSPs)’. Notably, Article 18 of the Regulation
provides for the principle of mutual assistance between supervisory bodies. Article 18 rules that a supervisory
body shall provide assistance upon a justified request from another body. Mutual assistance may cover, for
example, information requests and supervisory measures, such as requests to carry out inspections related
to conformity assessments and joint investigations where appropriate. This provision is an important
keystone in ensuring an optimal level and scope of governance of European trust services, as it provides for
a unified and cooperative EU-level supervision regime.
CABs 17 are responsible for providing a conformity assessment report for the purposes of initiating QTSPs
under Article 21 of the Regulation and conducting conformity assessments at later stages to ensure that the
necessary regulatory requirements are being met. In order to be initiated, Article 21(1) states trust service
providers must ask their relevant CAB to produce a conformity assessment report confirming whether or not
the trust service provider meets the requirements laid out in the Regulation. The trust service provider must
then provide this report to the supervisory body within three days of it being made available by the CAB to
the trust service provider. Conformity activities carried out by the CAB include calibration, testing,
certification and inspection.

Article 17(3)(a) and (b)
Compiled list of CABs as defined in Article 2(13) of the Regulation can be found here:
https://ec.europa.eu/futurium/en/system/files/ged/list_of_eidas_accredited_cabs-2019-11-28.pdf
16
17
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The supervision of QTSPs is governed by Article 20 of the Regulation. Under the provision, all QTSPs are to
be audited at their own expense at least every 24 months by a conformity assessment body, with the central
objective being to confirm that the QTSP and the QTSs it provides meet the requirements laid down in the
Regulation. This provision tackles the issue of market fragmentation and a lack of trust that occurred as a
result from the patchwork supervision that occurred under the old framework. The provision lays down a
common level of supervision to be implemented in all Member States, thereby also creating a fairer
playing field for trust service providers in terms of costs.
All CABs must be formally accredited 18 by the Member State’s appointed national accreditation body 19, who
has authority from the derived state. All CABs must be accredited ‘in such a way that their accreditation
ensures that they are competent to carry out the conformity assessment of a QTSP/QTS against the
requirements of the eIDAS Regulation’ 20. Other relevant bodies in the supervisory framework include data
protection authorities at national and European level (European Data Protection Supervisor) and ENISA.
Relevant data protection authorities must be notified when a breach of data protection and/or security has
occurred at the relevant level. Supervisory bodies must provide an annual report 21 to ENISA summarising
notifications of security breaches and loss of integrity received from trust service providers.
Article 22 requires each Member State to establish, maintain and publish trusted lists, including information
related to the qualified trust service providers for which it is responsible. Both qualified and non-qualified
trust service providers 22 and trust services can be included on the Trusted Lists. Commission Implementing
Decision (EU) 2015/1505 of 8 September 2015 lays down technical specifications and formats to be followed
relating to trusted lists, 23 which ‘are essential for the building of trust among market operators as they
indicate the status of the service provider at the moment of supervision’ 24. Trusted lists contain not only the
information of the current status of the trust service provider and trust service but also of its history. They
are the only reliable source to validate and verify the status of a trust service provider and its trust service
at any given point in time. Therefore, in this sense the trusted lists have a constitutive value. 25 Following
the initiation of a QTSPs, the supervisory body is obligated to notify the Commission on any changes made
to the relevant Member State’s Trusted List. 26 ENISA has published guidelines 27 on the supervision of trust
services.
To stimulate the take-up of trust services, the Commission implemented the EU Trust Mark, which is
governed by Article 23 of the Regulation and Commission Implementing Regulation (EU) 2015/806 of 22
May 2015 which provides for the form of the EU Trust Mark for Qualified Trust Services. 28 The aim of the
Trust Mark is to ensure trust and confidence in the legal certainty and security of the TSPs and
trust services being offered. Only QTSPs after being granted the qualified status can use the EU trust mark
18
In accordance to: Article 3(18) of the eIDAS Regulation requires CABs to be formally accredited in accordance with
Regulation (EC) No 765/2008
19
Accreditation for the certification of trust service providers under the eIDAS Regulation (2017). see:
https://www.ukas.com/news/accreditation-for-the-certification-of-trust-service-providers-under-the-eidas-regulation/
20
https://www.enisa.europa.eu/publications/tsp-supervision
21
Article 19(3)
22
Article 3(20) of the Regulation – trust service providers ‘means a natural or legal person who provides one or more
trust services either as a qualified or non-qualified trust service provider’.
23
Commission Implementing Decision (EU) 2015/1505 laying down technical specifications and formats relating to
trusted lists pursuant to Article 22(5), see here: https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32015D1505&from=EN
24
Recital 1 of the Implementing Decision (EU) 2015/1505
25
Trust services under the eIDAS Regulation (2018). See here: https://portail-qualite.public.lu/damassets/publications/confiance-numerique/trustservices-under-eIDAS.pdf
26
In accordance to Article 22 (3) on Trusted Lists of the Regulation
27
Guidelines on Supervision of Qualified Trust Services - Technical guidelines on trust services (ENISA, 2017), see:
https://www.enisa.europa.eu/publications/tsp-supervision/at_download/fullReport
28
Commission Implementing Regulation (EU 2015/806) laying down specifications relating to the form of the EU trust
mark for qualified trust services, see: https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32015R0806&from=EN
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to indicate in a simple, recognisable and clear manner the trust services that they provide and their
compliance with the requirements of the Regulation.
Annex B summarises the governance of trust services interlinking trusted lists, supervision mechanisms,
QTSPs and QTSs, assessments, best practices and standards related to the eIDAS trust service framework.
To stimulate the take-up of relevant trust services in the public sector, the Commission adopted the
Commission Implementing Decision (EU) 2015/1506 of 8 September 2015 laying down specifications relating
to formats of advanced electronic signatures and advanced seals to be recognised by public sector bodies.29
This implementing decision supports the Commission’s initiative to move towards e-Government services
and processes by requiring Member State public authorities to put in place the necessary technical means
that allow them to process electronically signed documents when using an online service offered by, or on
behalf of, a public sector body.
All these measures should aim to increase the availability of cross-border and cross-sector trust
services and strengthen competitiveness while ensuring technological neutrality. Ultimately this
should also lead to a reduction in administrative burden due to increased use of electronic transactions
as well as and increased quality of services.
The figure below provides a schematic overview of the points raised in this section so far, including the
needs, problems and issues preceding the eIDAS Regulation, the objectives it is set to achieve, the activities
it initiated, the desired outputs and results and impacts.
Figure 4 - Trust Services - Intervention logic and evaluation criteria

Commission Implementing Decision (EU 2015/1506) laying down specifications relating to formats of advanced
electronic signatures and advanced seals to be recognised by public sector bodies, see: https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32015D1506&from=EN
29
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4 State of play and
implementation of the eIDAS
Regulation
This chapter describes the current situation in quantitative and
qualitative terms and how the intervention has been implemented.
4.1

Electronic identification

The following part of this section provides an overview of the notified eID schemes, the network of eIDAS
nodes, studies and events launched by the Commission, general trends in the field of eID, and current
discussions on EU level related to the governance of eID under the eIDAS Regulation.
Regarding the notification of eID schemes, in September 2017, Germany was the first EU Member State
to notify an eID scheme to the European Commission. Since then, 14 of the EU Member States 30 have
notified at least one. Some Member States have taken the approach to notify multiple eID schemes. Belgium,
Italy and the Netherlands have pre-notified or notified two eID schemes each, Portugal even three. In total,
19 eID schemes have been notified so far (incl. UK). 31 A list of currently pre-notified or notified eID schemes
including their origin, title, means provided, levels of assurance, status and date of publication in the OJEU
is available in Annex C. Since there is no obligation to notify eID schemes under the eIDAS Regulation,
several Member States have eID schemes in place in their countries but have not notified them. Annex D
provides a list of some of these non-notified eID schemes in the EU Member States. This study aims at
understanding the reasons why Member States decide to notify their national eID scheme or not and if we
can identify any specific hindering factors.
Figure 5 – Progress of notifications of eID schemes 32
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The United Kingdom also notified.
Consulted on 08/09/2020, see: https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Country+overview
32
This graph is based on the data available on CEF digital and include the notification of UK :
https://ec.europa.eu/cefdigital/wiki/x/iw3oAg
30
31
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Figure 6 – EU Member States’ progress in the notification of eID schemes
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Peer reviews are an essential activity within the notification process. In total, 31 countries – the EU Member
States 33 including EFTA EEA and excluding the notifying Member State – are eligible to conduct them. On
average, 16.5 (or 55%) of the countries participated in the peer reviews. With 24 countries participating,
the highest interest was shown for the first peer review relating to one of the first electronic identity schemes.
On the other hand, there was a more recent peer review in which only 10 countries participated, which is
the lowest number of countries participating in a peer review so far. However, these two cases are outliers.
The interest in peer reviews stayed constant over time. Some Member States do often take on a more
observatory role in peer reviews, while a core of Member states plays a more active role when they
participate. Three countries have never taken part in any peer reviews, and five countries have only taken
part in them sporadically.
After an eID scheme has been notified, Member States have one year to effectively accept it. As of
September 13th 2020, European citizens can use national eID schemes from 11 countries (10 EU Member
States and the UK) across borders. Member States are obliged to recognise the German National Identity
Card and Electronic Residence Permit, the Italian electronic identity means of SPID (Public System of Digital
Identity) as well as the Italian eID card (Carta di Identità elettronica), six Estonian electronic identity means
(ID card, RP card, Digi-ID, e-Residency Digi-ID, Mobiil-ID, Diplomatic identity card), the Spanish DNIe, the
Luxembourgish National Identity Card, the Belgian eID card, the Portuguese eID card, the UK.GOV Verify
eID scheme the Croatian Personal Identity Card (eOI), the national identification scheme of the Czech
Republic, and the eID means issued in the Netherlands under eHerkenning (for businesses), when citizens
or businesses from other countries want to use their online public services. However, this is only the case
provided that the eID means corresponds to the level of assurance “substantial” or “high” and that the eID
scheme reaches the minimum level of assurance requested by the service provider. As the use of eID under
eIDAS is open to the private sector, businesses can also benefit from this cross-border recognition of eID.
The eIDAS Network for eID consists of the eIDAS nodes established at Member State and EU level,
including EFTA EEA Countries (Iceland, Liechtenstein, and Norway), and interconnects the notified eID
schemes connected to the eIDAS node at national level. The information linked to the status of the eIDAS
node is hard to collect as it based on the self-reporting of EU and EFTA EEA countries. Each country has to
first develop the receiving function of the node, allowing cross-border users to use their notified eID scheme
to access online public services within the country of the node. For countries that have already notified an
eID scheme, the sending functions also needs to be developed so that the holders of the notified eID scheme
can use it abroad. Logically, more countries have developed their receiving function than the sending
function. One Member State that has notified one eID scheme does not have yet established the sending
Most of peer reviews have been conducted while the UK was still part of the European Union. Figures are therefore
provided based on their participation.
33
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function, but this might be due to the one-year transition period allowed by the Regulation to perform
technological adaptations following the official notification.
Figure 7 – Status of development of the eIDAS nodes (EU MS and EFTA EEA countries) 34
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In addition to the statistics for the eIDAS Network, notification of eID schemes and peer reviews, which can
provide valuable insights into the status quo and the effectiveness of the eIDAS Regulation, the Commission
has launched several studies and events to support its implementation and to cover relevant trends in the
field of eID. These studies may be sector-specific (e.g. banking, higher education, aviation, SMEs,
migration), focus on more general principles related to eID under eIDAS (e.g. awareness-raising, user
experience) or analyse current trends in eID (e.g. mobile first, biometrics, analytics enabling real-time and
continuous authentication, blurring lines between physical and digital worlds, citizen-controlled data,
changing identity ecosystem)
Among the sector-specific studies, multiple ones focused on the potential impact of the eIDAS Regulation
on the banking sector, as it could allow financial institutions to meet the legal obligations in the fields of
know-your-customer (KYC), Anti-Money Laundering 35 and strong authentication of parties 36 more easily. An
overall analysis 37 sees both opportunities and remaining issues related to the reuse of eIDAS-based eID in
the banking sector. On the one hand, eIDs created in the banking sector have become available nation-wide
in some European countries, while in others, banks already participate in a federation of ID providers
contributing to a government ID scheme. On the other hand, meaningful gains can only be made if as many
EU countries as possible notify their eID schemes under the eIDAS Regulation and make these available for
use by the private sector. Moreover, the tangible added value of eIDAS-based eID needs to be demonstrated
to justify new investment in the eIDAS infrastructure. Banks currently do not have a full understanding of
how the eIDAS Regulation can help them. Similarly, awareness and uptake of eIDAS-eIDs by citizens is on
average low. A look at the existing on-boarding practices of financial institutions across the EU 38 shows that
most financial institutions make use of non-digital and mixed processes for on-boarding. A digitalisation of
the process could decrease the administrative burden and increase the market reach of a financial institution.
Some institutions already use innovative technologies for verification and information collection, such as
Member State-specific eID solutions, high-quality video calls and photos or third party tokens. The eIDAS
34
Situation provided by CEF eID Building block on September 8th 2020 based on the self-declaration of EU Member
States
35
See 4th Anti-Money Laundering Directive
36
See 2nd Payment Services Directive
37
Deloitte (2018): Business proposition of eIDAS-based eID – banking sector
38
PwC (2018): Study on eID and digital on-boarding: mapping and analysis of existing on-boarding bank practices
across the EU
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Regulation has created a common framework, and the use of notified eIDAS means, issued under eIDAS
schemes, results in several advantages including a guaranteed level of assurance of the claimed identity and
the corresponding (minimum) data set. Another study 39 finds that the eIDAS Regulation can lead to efficiency
gains, since it removes the administrative burden linked to identification. However, the eIDAS Regulation
currently does not cover the need to verify the KYC-related information. For this purpose, an expert group
has been created to further investigate electronic identification and remote Know-Your-Customer
processes 40 and assist the European Commission in better assessing how the eIDAS network could
accommodate this use cases. An addition of domain-specific attributes to the eIDAS minimum dataset could
accommodate such information needs. One report of the expert groups recommends the creation of a
possible future framework for portable KYC/CDD solutions and an assessment of the minimum set of needed
attributes with the appropriate level of assurance (LoA). 41 This would facilitate the on-boarding process in
the EU and take the procedure fully online without the need for manual input. The eIDAS Regulation could
hereby ensure a reduced administrative burden and increased quality of services and improved
customer experience in the banking sector.
Another sector, in which the use of eIDAS could lead to efficiency gains and a reduced administrative burden,
is the higher education sector. A study 42 shows that higher education institutions participating in the EU
Erasmus+ programme already offer online services for the processing of student mobility services.
Previously, the identification and student-specific data was manually entered by the prospective student into
the application form and subject to verification by the receiving institution. The reliability of this data is
limited and the process entails a high administrative burden for both parties. With the mutual recognition of
eID means in the EU, universities are now able to exchange identification data of the students in a seamless,
reliable and trusted way via the eIDAS network, ensuring the quality and reliability of these attributes.
However, students still need to manually enter the student-specific data (such as HEI code, student
identifier, student email, etc.) and provide the requested supporting documents. Hence, as for the banking
sector, an addition of domain-specific attributes to the eIDAS minimum dataset could further ensure a
reduced administrative burden for both higher education institutions and students.
The eIDAS Regulation could also add value in the aviation sector. 43 More specifically, eIDAS-based eIDs
could eliminate manual data entry errors for available attributes, increase the level of assurance regarding
the data exchanged, allow airlines to base their processes on the cross-border recognition of national eIDs,
and allow for a more flexible user experience if associated to derived identity solutions considering that the
passengers do not need to have their passports physically to share the requested attributes. At the same
time, the absence of some attributes and of biometric data also pose challenges to the potential of eID in
the aviation sector.
The reuse of eID in the domain of eHealth is also strategic. Several Member States have linked their national
eID solution to their solution security systems. Specific studies have been done to explore to what extend
the eIDAS network could accommodate cross border access to Patient Summary and ePrescription. The
study concluded that the current framework could allow for the exchange of sector-specific attributes such

Everis (2018): CEF eID building block for banking and educational domains
COMMISSION DECISION of 14.12.2017 setting up the Commission expert group on electronic identification and
remote Know Your-Customer processes, See:
https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupDetailDoc&id=36277&no=1
41
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessingportable-kyc-cdd-solutions-in-the-banking-sector-december2019_en.pdf
42
Everis (2018): CEF eID building block for banking and educational domains
43
Deloitte (2018): Business proposition of eIDAS-based eID – aviation sector
39
40
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as a (pseudonymised) patient ID or the direct notification of an eHealth eID solution 44 The eHealth Network 45
continue to investigate the reuse of eID of eHealth purposes and some pilots are still ongoing. 46
In the field of migration 47, an increased uptake of ICT solutions for more efficient processes, the digitisation
of service delivery in the humanitarian field, and leveraging data generated by migrants to improve
policymaking and service delivery, are already ongoing trends. By tackling the challenges of interoperability
and mutual acceptance of migrants’ identities across borders, the development of EU credentials for migrants
in compliance with eIDAS could help to better manage migration. Another scenario could be establishing an
interoperability of third party eID schemes owned by migrants within the eIDAS eID interoperability
framework.
Possible advantages of the use of eID under the eIDAS Regulation have also been found with regard to
SMEs 48. A market analysis has shown that the key barrier to the uptake of eIDAS solutions is the low
awareness of eIDAS solutions by SMEs. At the same time, eID has the potential to improve user experience,
security, liability and SMEs’ operational efficiency. To support SMEs in discovering and benefitting from the
advantages, the Commission provides them with a guidebook, checklist and toolkit 49.
Besides these sector-specific studies, other studies refer to more general principles related to eID under
eIDAS. For instance, a study 50 on the marketing plan to stimulate the take-up of eID confirms that despite
the framework created by the eIDAS Regulation, the lack of awareness and understanding of the Regulation
and its impact on both the demand and supply side constitute a blocking factor for the uptake of eID.
Furthermore, business service providers are looking for tangible use cases with concrete advantages. Since
the usage of eID depends on the availability of applications, the involvement of a development community
and of the private sector is key to spread the usage of eID in Europe.
Another decisive factor determining the level of uptake of eID across Europe has shown to be user
experience 51. A poor user experience will lower the uptake of notified eIDs by European citizens, decrease
the use of these eIDs in a cross-border context, and discourage private sector service providers, which
cannot compromise on the quality of the services they provide, to also make their online services accessible
via the eIDAS Network. The absence of common interface (moment when the users is redirected from the
service provider website to the national node) does not create a consistent experience for users and does
not allow a smooth integration within the visual identity of the Service provider’s website. Conversely, a
good user experience will do exactly the opposite. Issues with user experience may occur at different stages,
starting with difficulties in the process of applying for an eID. Then, there is still a low level of understanding
and discovery of the advantages of eIDAS among users. Even for users that have applied for an eID and see
its advantages, the use itself may be unintuitive, time-consuming and not always functioning due to several
reasons including a mismatch of data between countries and the inability to authenticate when overseas, to
give some examples. The management of eIDs could pose further problems, as a (physical) presence in the
country of issuance may be necessary for renewal, attribute changes or technical support.

DIGIT, The use of CEF eID in the CEF eHealth DSI, 2016, see:
https://ec.europa.eu/cefdigital/wiki/download/attachments/37766100/DG%20DIGIT%20%20The%20use%20of%20eID%20in%20eHealth%20%20Final%20Report%20%20v3_0.pdf?version=1&modificationDate=1486488638015&api=v2
45
European Commission, eHealth Network, see: https://ec.europa.eu/health/ehealth/policy/network_en
46
HEALTHeID, eHN update on technical implementation and Member States participation in the HEALTHeID Transfer-athon, November 2019, see: https://www.spms.min-saude.pt/wpcontent/uploads/2020/01/eHN_Nov_2019_HEALTHeID_Final.pdf
47
Deloitte (2018): eID/mID for migrants – assessing future R&D in the field of identification
48
Deloitte and The Lisbon Council (2019): EIDAS study on pilots for replication of multipliers
49
https://ec.europa.eu/digital-single-market/en/eidas-smes
50
PwC (2018): Study on a marketing plan to stimulate the take-up of eID and trust service for the Digital Single Market
51
Deloitte (2018): The user experience of eIDAS-based eID
44
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All in all, there are current trends relevant to the ongoing implementation of cross-border and cross-sector
eID under eIDAS. While some of these trends have already been discussed in the studies mentioned above,
a different study 52 emphasises the advances related to technology that may shape the future of eID. New
technological trends, such as mobile solutions, biometrics, artificial intelligence, analytics enabling real-time
and continuous authentication, the Internet of Things, citizen-controlled data, analytics and blockchain may
help increase the availability and uptake of eID schemes that enhance user experience and mitigate cyber
risk. Moreover, the whole eID ecosystem is undergoing fundamental changes, with new business models
and players emerging. Banks, telecommunications operators and post offices are now acting as service
providers for eID proofing. Several eID schemes are based on a federation of private sector identity
providers, either under the direction of or independent from the government, including SPID in Italy 53,
BankID in Sweden 54, GOV.UK Verify in the United Kingdom 55 and Itsme in Belgium 56. Bring-your-ownidentity (BYOI) solutions, such as those offered by Facebook and Google, allow users the possibility to use
their social profiles to authenticate on different services. While current solutions are of incomparably lower
level of assurance regarding the actual ID of the users, they have become increasingly popular for access to
basic websites and services. Derived identities such as Verimi 57 are also being introduced. They aim to
provide a secure identity, derived from official documents such as a passport, ID card or driving license, for
use with the services and products of partner organisations.
In the context of the findings and trends discussed in this section, the Commission and Member States are
engaged in discussions at EU level as part of the governance arrangements for eID under the eIDAS
Regulation. Some of the key topics discussed at EU level include a potential commercial model for eIDAS, a
rethinking of the peer review system, and the incident management.
The commercial model for eIDAS refers to the idea of opening up eIDAS network for reuse by private
relying parties. Many Member States already allow the reuse of at least one eID scheme by domestic private
relying parties for national transactions. Most of these are willing to allow private relying parties established
outside their national territory to do the same, but some Member States are currently not allowing the reuse
of their national eID scheme authentication service by private relying parties at the national level and will
unlikely allow this possibility to private relying parties established outside their territory. Moreover, while
public and private relying parties are growing as service providers at the national level, the situation for the
reuse of the eIDAS network by private relying parties is fragmented due to the current incentive system.
The terms and conditions of access to national identity providers are often unknown, and there is uncertainty
about the conditions to access the eIDAS network and knowledge about the Identity providers that will
effectively be available across borders.
Regarding the peer review system, some Member States believe that a full peer-review for every new
provider or eID means constitutes a disproportionate burden and alternatives, such as an open scheme,
should be discussed.
Finally, the incident management refers to Article 10 on security breaches of the eIDAS Regulation. The
ongoing discussion is related to establishing a common framework for incident reporting and management,
including security breaches based on the requirements of the eIDAS Regulation. The idea is to have a Single
Point of Contact in each Member State for a swift and effective reaction to incidents.
Some stakeholders express the opinion that eIDAS specifies security standards for eID which are not very
suitable for the implementation in the area of sovereign tasks in the Member States. Security standards to
Deloitte (2018): Trends in electronic identification – An overview
https://registry.spid.gov.it/identity-providers
54
https://www.bankid.com/en/om-bankid/detta-ar-bankid
55
https://www.gov.uk/government/publications/introducing-govuk-verify/introducing-govuk-verify
56
https://www.itsme.be/en/
57
https://www.gi-de.com/en/au/g-d-group/press/press-releases/detail/press-detail/the-green-button-is-online-verimiis-gradually-launching-its-id-and-data-platform/
52
53
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identify a person are raised by several stakeholders. The problem of acting with a false identity is mentioned.
It is suggested that this problem can be solved by adding another security level to the assurance levels (in
Article 8) and an additional check of the biometric picture through a video conference. This could lead to an
increased use of eID in more areas of the public sector, as national authorities would not have to rely on a
face-to-face identification of citizens. Another suggestion is to ask persons to identify themselves in a second,
independent place.
Updated technical specifications and processes for security levels of electronic means of identification are
another suggestion by stakeholders. As technology and consumer practices are developing, an increased
focus on usability and implementation of technological solutions of secure digital identity is considered
necessary. It is mentioned that the implementation of eIDAS for eID has not been implemented consequently
enough in the Member States due to gaps in the eIDAS Regulation. According to some stakeholders, there
have not been enough specifications and incentives for the application of tools in order to digitize already
existing processes. This is mentioned as a cause for why the possible instruments of the eIDAS Regulation
are not known among the population.
Some stakeholders expressed the need for the European authorities and leaders to provide user guidelines
on the eIDAS solutions for the industry in Europe. A private sector company still experiences a lack of access
to another Member State’s digital services unless one has acquired a national eID in this state. Furthermore,
some stakeholders have the perception that there is a general lack of knowledge of the eIDAS Regulation
and the possibilities it provides. This links back to the need to raise awareness about the benefits of eID
under eIDAS.

4.2

Trust services

Designated supervisory bodies are generally established as a part of the government, for example, the
Ministry of Economy in Croatia, Ministry of Transport in Cyprus and the Ministry of the Interior of the Czech
Republic. Based on an overview published by the Commission, the 27 Member States have currently
designated a supervisory body. The supervisory bodies generally also take on the role of Trusted List body
with a few exceptions (e.g. AT, DE, PL). National Accreditation Bodies are established in all Member States.58
Regarding the establishment of Conformity Assessment Bodies, there is no complete list of bodies available,
however, there were no complaints or comments as part of the stakeholder consultation, we assume that a
CAB is available in every Member State.
The European List of Trusted Lists (LOTL) comprises all of the trusted lists managed by Member States and
information on QTPSs and their QTSs and contains pointers to the locations of publication of the national
trusted lists. The European Commission developed a tool that enables its users to browse current trust
service providers and trust services – the Trusted List Browser. 59 Users can browse trust services using
various filters such as the type of service and country, name of trust service and signed file. The browser
covers all trust service providers established in the European Union or in Norway, Liechtenstein or Iceland.
As mentioned previously for national trusted lists, users of the LOTL are able to verify whether a trust service
provider and its trust services had a ‘qualified’ status at any given point in time. Therefore, crucially the

58
Compilation of information provided by Member States with regard to the implementation of the Trust Services
chapter of the eIDAS Regulation (2019). See here:
https://ec.europa.eu/futurium/en/system/files/ged/compilation_ms_information_07052019.pdf
Information missing has been compiled by the European Commission for IE, RO and PT, respectively the Irish
Department of Communications, Climate Action & Environment, the Authority for Romania’s Digitization (ADR) and
Portuguese Gabinete Nacional de Segurança (GNS).
59
Trusted List Browser. See here: https://webgate.ec.europa.eu/tl-browser/#/
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LOTL validates trust in trust service products within the scope of the Regulation (e.g. eSignatures, eSeals,
WA, eTimestamps, ERDs, eSeal creation devices, eSignature creation devices, preservation service/archive).
Overall according the LOTL, there are currently 190 active qualified trust service providers 60 operating in 28
of the 31 EU and EEA/EFTA countries. There are a further 19 trust service providers currently being taken
over and a further 59 trust service providers without active trust services listed on the browser that comprise
of both the qualified and non-qualified status. The most mature markets with the most active QTSPs
providing qualified trust services (QTS) are Spain (33), Italy (21), France (22) and Germany (12). On the
other hand, Denmark, Sweden and the UK currently do not have any active qualified trust service providers.
As demonstrated in the table below, qualified eSignatures are the service provided most on the market,
followed by qualified time stamps and qualified eSeals. Out of the five core trust services (Qualified certificate
for electronic signature, Qualified certificate for electronic seal, Qualified time stamp, Qualified certificate for
website authentication, Qualified electronic registered delivery service), the qualified electronic registered
delivery service is the most limited one, with at present 20 active services in seven Member States. The
market offering of qualified website authentication certificates is additionally relatively lower than the
offering for qualified eSignatures, qualified eSeals and qualified time stamps, which is likely due to the
market being highly concentrated 61. There are market developments in relation to website authentication
which are outside of the eIDAS Regulation, such as ‘Certificate Transparency’ developed by Google, which
is an ‘experimental protocol for publicly logging the existence of Transport Layer Security certificates as they
are issued or observed.’ The aim of this solution is to ‘mitigate the problem of misused certificates by
providing publicly auditable, append-only, untrusted logs of all issued certificates’. 62
Table 1 – Qualified trust services in Europe 63
Type of Qualified Trust
Service

Nr of active
QTS

Nr of EU and EFTA EEA
countries in which the
QTS is active

EU and EEA/EFTA countries in which
the Qualified Trust Service is active

Qualified certificate for
electronic signature

152

28

AT, BE, BG, HR, CY, CZ, EE, FI, FR,
DE, EL, HU, IS, IE, IT, LI, LT, LV, LU,
MT, NL, NO, PL, PT, RO, SK, SI, ES

Qualified time stamp

109

23

AT, BE, BG, HR, CZ, EE, FR, DE, EL,
HU, IE, IT, LV, LT, LU, NL, NO, PL, PT,
RO, SK, SI, ES

Qualified certificate for
electronic seal

102

24

AT, BE, BG, HR, CY, CZ, EE, FR, DE,
EL, HU, IE, IT, LV, LT, LU, NL, NO, PL,
PT, RO, SK, SI, ES

Qualified certificate for
website authentication

51

20

AT, BE, BG, HR, CZ, FI, FR, DE, EL,
HU, IT, LU, NL, NO, PL, PT, RO, SK,
SI, ES

Qualified electronic registered
delivery service

20

7

Qualified validation service for
qualified electronic signature

15

10

BE, BG, CZ, FR, LT, PL, SI, SK, ES, SE

Qualified validation service for
qualified electronic seal

15

10

BE, BG, CZ, FR, LT, PL, SK, SI, ES, SE

Qualified preservation service
for qualified electronic seal

13

9

BG, CZ, FR, HU, MT, PL, RO, SK, ES

Qualified preservation service for
qualified electronic signature

12

7

BG, CZ, FR, HU, MT, PL, RO, SK, ES

60
61
62
63

BE, FR, DE, NL, PL, SI, ES

Sourced from the Trusted List Browser (https://webgate.ec.europa.eu/tl-browser/#/) on 8 September 2020.
ENISA, 2015, Qualified Website Authentication Certificates
https://tools.ietf.org/html/rfc6962
Statistics sourced from Trusted List Browser (https://webgate.ec.europa.eu/tl-browser/#/) on 8 September 2020.
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Figure 8 - Qualified trust services current market offering 64

The market offering for non-qualified trust services differs, as demonstrated in the charts, in that the
greatest offering is of non-qualified eTimestamps, followed then by non-qualified eSignature, eSeals and
website authentication.
Figure 9 - Non-qualified trust services current market offering 65

Member States may add trust services other than qualified ones to the Trusted List on a voluntary basis.
Therefore, information can be found on the Trusted List Browser on other types of national trust services
currently available on the market. The trust service offering in the United Kingdom (UK) demonstrates this.
Whilst the UK has no qualified trust service providers or trust service recorded on the Trust List Browser, it
does in fact have 11 active trust service providers offering other trust services defined at national level, or
are an undefined type. These active trust services are a mix of private and public sector trust services, for
example, from Barclays Bank Plc, British Telecommunications Plc, Metropolitan Police Service, and the Health
& Social Care Information Centre.
In order to further ensure the security, legal certainty and the harmonisation of European trust services
standards are developed and maintained for European trust services. The Commission supports the use of
Graph based on data from the Trusted List Browser (https://webgate.ec.europa.eu/tl-browser/#/), retrieved on 21
August 2019
65
Graph based on data from the Trusted List Browser (https://webgate.ec.europa.eu/tl-browser/#/), retrieved on 21
August 2019
64
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ETSI/ CEN standards. The standards for trust services are frequently updated and published in order for
trust service market players to ensure that they are following the most recent standards. ETSI
standardization in relation to European trust services is currently used for policy requirements 66, assessment
scheme 67 (conformity assessment) and trust service status lists 68. Protocols 69 for trust service providers
providing long-term data preservation services is due to be published soon. Today there are generally ETSI/
CEN standards for trust services in almost all relevant areas.
The Commission has published several studies and held events on trust services in relation to the eIDAS
Regulation. A recent study looked into the uptake of eIDAS services by SMEs, it found that implementing
trust services (and eID) in small and medium-sized enterprises (SMEs) offers many benefits such as reduced
administrative burden, increased efficiency in business processes, significant reduction in costs and safer
electronic transactions. 70 One of the key findings of the study was the generally low level of awareness of
eIDAS solutions among SMEs, only 17% of SMEs had used an eIDAS solution already in their business.
Notably, 50 % of SMEs stated in a survey that they were interested to use these solutions, demonstrating a
clear need to put more efforts into awareness raising activities. The study demonstrated that there was a
correlation between governments that had a lower level of digitalisation and lower level of awareness of
these solutions. This demonstrates a clear need for concrete insights and use-cases to encourage further
take-up of trust services. The analysis showed use-cases with the most added value were focused on highrisk transactions or high-value contracting or processing.
The European Networks and Information Security Agency (ENISA) has published a number of guidelines on
European trust services 71, covering security guidelines (for QeRDS, QWAC, QTimestamps, QeSig, QeSeal),
a security framework for trust services (cf. Article 19), audit framework for conformity assessment as well
as the supervision of trust services. These reports provide a number of detailed recommendations for
relevant stakeholders (e.g. supervisory bodies, CABs and trust services providers) and frameworks intended
to foster common practices, policies and procedures and the establishment of convergent certification
schemes for CABs to be accredited in accordance with the Regulation. 72 In addition, ENISA has published a
paper providing recommendations that can increase the global acceptance of eIDAS audits. 73
The global reach of the Regulation regarding trust services is governed by Article 14, which covers
international aspects. Expanding the global reach of eIDAS is a key aspect of the Commission’s approach to
eID and trust services. There have already been some key developments in moving towards a globally
accepted regime for trust services. These developments were presented by the Commission 74 at ENISA’s
Trust Forum, where an update on bilateral relations was provided. A high-level meeting took place in May
2019 with the US and Canada that included meetings with administration and private sector companies such
as Facebook, Google and Twitter. The Pre-Canadian Trust Framework is currently under development to
align on eIDAS key principles, definitions and assurance levels. A long-standing cooperation with Japan was
presented on the use of eIDAS standards for trust services as well as a pilot on eIDs and trust services for

ETSI Standard : ETSI EN 319 4xx series (e.g. EN 319 411-2) and EN 319 5xx series
ETSI Standard : ETSI 319 403
68
ETSI Standard : ETSI TS 119 612
69
ETSI Standard : ETSI TS 119 512
70
eIDAS Study on pilots for replication of multipliers: supporting the uptake of eIDAS services by SMEs, SMART 2016/
0084. See publication here: https://op.europa.eu/en/publication-detail/-/publication/0627f219-5044-11e9-a8ed01aa75ed71a1/language-en
71
ENISA publications on trust services, see: https://www.enisa.europa.eu/topics/trust-services?tab=publications
72
Guidelines on Supervision of Qualified Trust Services - Technical guidelines on trust services (ENISA, 2017), see:
https://www.enisa.europa.eu/publications/tsp-supervision/at_download/fullReport
73
ENISA, Towards a global acceptance of eIDAS audits (2019), see here:
https://www.enisa.europa.eu/publications/towards-global-acceptance-of-eidas-audits
74
eIDAS Regulation Update, ENISA’s Trust Forum (2019), Anders Gjøen– Legal & Policy Officer, DG CONNECT, Unit H.4eGovernment and Trust. See here: https://www.enisa.europa.eu/events/tsforum-caday-2019/presentations/00-01gjoen
66
67
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students with Singapore. Further interest in mutual recognition has been expressed by Ukraine, Georgia,
United Arab Emirates, Argentina and Mexico.
A number of stakeholder views have been shared in form of a short feedback and/ or a position paper, in
response to the stakeholder consultation activities carried out as part of this study, including interviews, the
open public consultation and targeted surveys. Stakeholders highlighted current issues that could be
ameliorated in order to enhance security aspects of trust services under the Regulation. For example,
it is argued that under the current wording of Annex II of the Regulation, any QTSP is permitted to “generate
or manage electronic signature creation data on behalf of the signatory”, which may not provide the
signatory with the most secure means of data protection because the capabilities between trust service
providers differ depending on which type of trust services they offer. For example, a trust service provider
that only offers QeRDS may not be the most suitable party to manage certificate keys on the basis that do
not have their expertise in this area. One stakeholder recommends that restrictions should be placed on the
possibility for trust service providers to manage certification keys to only QTSPs that are qualified to provide
qualified eSignature, qualified eSeals or qualified website authentication certificates.
In regard to the eIDAS objective to achieve an optimal level of scope and governance, a number of
recommendations have been put forward by stakeholders on the roles of various supervisory and
standardisation organisations and supervision practices. Some stakeholders emphasise the importance of
implementing homogeneous and best approaches to be taken by CABs and supervisory bodies and brings
attention to a lack of harmonisation between Member State qualification procedures and divergences in
approaches taken by supervisory bodies. In particular, some stakeholders believe that the role of CABs
should be transformed in order to improve homogeneity between supervisory bodies and CABS and therefore
avoid a duplication of efforts with respect to auditing activities of QTSPs and their QTSs. It is highlighted
that under today’s regime QTSPs risk being audited twice – once by the CAB, who performs deep-level audits
on services and processes in place, and once by the relevant designated supervisory body, who, in some
cases, is not trusting of the CAB’s assessment and performs again the same analysis. Therefore, on this
basis, stakeholders underline the need to clarify the liability regime applicable to CABs in order to avoid a
superfluous doubling of audit costs for QTSPs. Specifically, they recommend for CABs to be liable to the
supervisory body, which would then enhance the supervisory body’s trust in the conformity report and create
a role for the supervisory body as an ex-post authority on audit procedures. Moreover, in relation to
harmonisation of governance procedures, other stakeholders recognise the lack of harmonisation between
validation and certification processes happening in Member States and emphasis the need remedy this in
order to avoid competitive disadvantages within Europe. Specifically, there is a lack of standardisation for
auditing times and procedures and highlights the impact on costs that different audit times have. To mitigate
this, ENISA could publish further interpretation guidelines and for further implementation acts to be
introduced to increase harmonisation, and thus ensure EU-wide interoperability of trust services and legal
certainty.
Furthermore, some stakeholders suggest the Commission to clarify and adopt a formal harmonised
conformity assessment scheme. The scheme could be based on ETSI standard ETSI SN 319 403 by an
accreditation body and its use should be further pushed in an international context in order to provide further
clarity on the assessment of QTSPs. ENISA recommends to start this process with the collaboration of key
stakeholders including ETSI, the Commission, ENISA, ESOs and EA and aligns itself with this approach. With
respect to this, some stakeholders recommend that a centralised list containing information on the
accreditation status of CABs should be maintained; a comprehensive list of auditors’ requirements should be
published based on collaborative work from ENISA, ETSI and CEN; the visibility and acceptance of the EU
Trust Mark should be improved; and further specifications should be published by ETSI ESI on requirements
for trust service provider procedures and audit best practices.
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With respect to enforcement of the Regulation and the role of supervisory bodies, some stakeholders
highlighted the creation of unnecessary barriers at national level. For example, certain technical and data
specifications are required to be included in certificates in some Member States for the accessing and use of
public services and/or public procurement and tendering processes. These approaches may undermine the
interoperability regime provided for in the Regulation and impacts businesses who are forced to change their
trust service provider (who meets the extra certificate requirements) depending on the Member State they
are operating in. In order to address this, the Commission could introduce stricter controls on such situations.
Some issues and recommendations have been issued in relation to the Regulation’s objective to ensure a
level playing field in the trust services market. Some stakeholders praise the Regulation and ‘its universality…
its ability to build an infrastructure of trust accessible in all industries and sectors’ but, however, stress
fragmentation in the current market where a QTSP operating in another Member State is often not able to
compete on the same level as local QTSPs. This uneven playing field may result from the implementation
sector specific laws (AML5, PSD2, etc.) of national sectoral authorities without consideration of a
supranational Regulation on qualified trust services. In order to remedy this situation, the Commission could
evolve the role of the supervisory bodies toward becoming an enforcement authority of the eIDAS regime,
with influence and the authority to sanction national authorities in cases where they take actions that block
or slow down the application of the Regulation.
The current scope of the eIDAS Regulation in relation to trust services has been highlighted to be insufficient
by some stakeholders and recommendations to extend in various areas have been put forward. One
stakeholder from the US recommends that the scope of section two of the eIDAS Regulation on trust services
should be extended ‘to include services verifying information and credentials (including diplomas and other
educational achievements)’. The stakeholder emphasises that the expansion of the scope of trust services
beyond signatures or seals, to include ‘the authentication of any information or transaction’ will generate
increased use of trust services and moreover a higher level of adoption of electronic identification schemes.
Under the current trust services regime, a trust service provider can only authenticate the applicant
themselves, other certificates of information must be verified separately. The stakeholder provides the
example of credentials being authenticated in the case of a job application and states that if the scope was
extended, QTSPs would quickly and efficiently be able to make the authentication, reducing the time it takes
to do this and in turn the administrative burden.
Furthermore, it has been suggested by some stakeholders that the scope of activities, namely QWACs, under
the Regulation should be pushed so their use is increased in the global internet market. One stakeholder
highlights on the application of the eIDAS Regulation that website authentication (as covered under the
Regulation) is expected to become a tool that is used extensively. It stresses the importance of QWACs in
achieving online trust and confidence in the internet, and suggests that QWACs should be a prerequisite for
online trust in the EU and suggests this approach to be strengthened through the ‘strengthening the work
of the European Standardisation Organisations (ESOs) towards international industry-led web standards’.
The stakeholder advocates that the European Commission, Member States and ESOs should work together
to integrate the use of QWACs in the global internet market. Further, that stakeholder advocates that QWACs
should provide the basis for PSD2 web certificates, achieving greater coherence with other European laws.
Another stakeholder also recognises the important role of QWACs in creating online trust and suggest
changes that need to be made to the current eIDAS framework concerning trust services in relation to
QWACs. It highlights that user interfaces of online platforms will soon no longer contain information
regarding the value of the domain certificate and stresses that this undermines the position of QWACs. In
order to remedy this, the recommendation is that browser manufacturers should be obligated to recognise
QWACs and states that the labelling of different security levels is required. The use of QWACs could be made
obligatory for communications that are in the public interest in order to ensure a reliable identification of the
website operator. The stakeholder states that to ensure a high level of consumer protection European
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standards should be adhered to. Several stakeholders also recognise a lack of coherence between eIDAS
Regulation QWACs and other national laws. For instance, QWACs are not yet integrated in the German
national Telemedia Act (Telemediengesetz - TMG), regulated by the IT Security Law - which has been
amended to meet state-of-the art website encryption and communication requirements.
In relation to the Regulation which aims to stimulate competitive market developments and not hinder
technological developments, one stakeholder recommends that the definition of qualified trust services
should be extended to include a key emerging technology – blockchain and/or distributed ledger
technologies. In line with the eIDAS Regulation’s principle of technology- neutrality and current technological
advances in the market, the stakeholder pledges its support and calls for ‘legal recognition of blockchainbased records and transactions… including transactions based on information and identity authenticated by
using blockchain and distributed ledger technology’. It acknowledges the increased use of blockchain and
enjoins the eIDAS Regulation to be updated to specifically include a provision that recognises ‘electronic
transactions and trust services conducted on the blockchain or distributed ledger’. It further recommends
that a provision should be included in the Regulation that governs the ‘information created, stored or secured
on or through blockchain’. The stakeholder suggests doing this by amending eIDAS definitions to include a
‘qualified trusted blockchain or distributed ledger’ that has the capability to issue trust services binding in
law. It further suggests the Regulation is to be amended because it is impractical in its current form to
provide for blockchain networks.
While this section summarises stakeholder feedback at an early stage of the study, further insights into the
important discussion topics on European trust services have been gathered in the next steps of this
evaluation study through means of stakeholder engagement activities.
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5 Methodology
This chapter presents the general methodology that has underpinned
our approach for this assignment.
5.1

Evaluation Matrix

The Evaluation Matrix is the logical link between the study objectives and the actual analysis, as it
operationalises the research questions to be considered in the assignment by connecting it with judgement
criteria and indicators. The Evaluation Matrix furthermore links these, in a systematic and structured way,
with the appropriate data sources and hence it drives our data collection process during the whole
project – ensuring that all data necessary is collected, and allowing us to produce conclusions and
recommendations that are evidence-based. The result of this analysis provides us with relevant data on the
market before and after the Regulation in order to draw comparisons under the evaluation criteria. The
Evaluation Matrix can be found under Annex E.

5.2

Stakeholder engagement framework

Engaging and communicating with stakeholders effectively is vital for achieving the objectives of an
evaluation study.
We first identified a high-level set of stakeholders with a stake in this assignment, either because they
are involved directly in the process, or are affected by the outcomes, or also those who are currently
conducting interesting work on related topics and whose insights and preliminary findings should be taken
into account in our analysis. We then split them between direct stakeholders, who are directly involved in
the implementation of the eIDAS Regulation, and indirect stakeholders, who are supporting the direct
stakeholders in the delivery of the eID and trust services.
The stakeholder mapping and ecosystem overview and stakeholder categorisation are available in Annex F.

5.3

Cost-benefit analysis

The bulk of the assessment of the efficiency criterion of the eIDAS Regulation was implemented through a
Cost-Benefit Analysis (CBA). As outlined in the Better Regulation Toolbox #57 75, the CBA aims to quantify
and monetise the main costs and benefits generated by the public intervention. The goal is to assess the
performance of Regulation, thereby providing a baseline scenario for future assessments and possible policy
interventions.
In terms of geographic scope, the CBA includes all the countries involved in the eIDAS implementation, that
is the EU Member States with the addition of the UK, Norway, Liechtenstein, and Iceland.
The approach to the CBA developed in three phases:
•

Phase I – Inception of the CBA: which included the identification of the sources of costs and benefits
for the different types of stakeholders involved and the related mapping according to the Better
Regulation guidelines;

75

https://ec.europa.eu/info/sites/info/files/file_import/better-regulation-toolbox-57_en_0.pdf
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•

Phase II – Data collection: in this stage the team developed a dedicated survey and interview
questionnaire by type of stakeholder which was used to collect primary data.

•

Phase III – Data elaboration and analysis: in this last stage the data have been cleaned and made
consistent across the sample and outliers were removed. The purpose of this stage was to first identify
the costs and benefits for the normal operating entity, meaning the costs and benefits to which a
stakeholder would incur in non-exceptional conditions. Where applicable, data were then used to
calculate market costs and benefits.

A detailed description of the three phases and methodology of the CBA is available under Annex G.
Considering the characteristics of the eIDAS Regulation and its stage of implementation in EU countries, the
methodology was subject to some limitations that the research team took into account in adapting the
standard methodology to the specific context.
The purpose of the analysis is to estimate the costs and the benefits that can be attributed exclusively to
the eIDAS Regulation. This exercise has been particularly challenging because in most cases the stakeholders
that are targeted by the regulation are the same providing electronic identification services at national level.
This means that respondents to our survey and interviews found it particularly challenging to disentangle
the costs only due to the regulation from the other costs that are incurred due to the provision of these
services (either eID or trust services) at national level due to other regulatory sources.
The calculations provided in the study rely on estimates reported by stakeholders and should be considered
as indicative averages by category of respondent. Indeed, for all types of organisations either providing the
eID or the trust services, costs and benefits may change considerably due to several variables: size of the
country, number of operators, technological take-up of electronic identities and trust services, size of the
organisation and market position, etc. This caveat limited considerably the possibility to follow the standard
methodology for the cost-benefit analysis.
With the objective of creating a common framework of analysis by type of stakeholder, neutral to the specific
characteristics of each respondent, the analysis clustered main costs and benefits in macro-categories and
sought to obtain estimates from respondents ensuring to the maximum possible extent, that these figures
would only refer to costs and benefits generated by the eIDAS Regulation. The downside of this approach is
that the provided estimates may vary considerably even for stakeholders belonging to the same category.
Based on the received data – for those organisations that accepted to provide these figures – the research
team calculated averages according to the CBA methodology to estimate the hypothetical costs and benefits
for a normal operating organisation. These values where then multiplied by the overall number of market
operators and national authorities to estimate EU wide costs and benefits.
Although the overall methodology adopted to estimate costs and benefits is the same for the whole study,
the eIDAS Regulation provides a framework of interoperability and mutual recognition for two distinctive
types of services: electronic identity and trust services. Thus, the analysis of the efficiency criteria of the
regulation, required a separate analysis for these two “branches”:
The eID is a framework of interoperability of national electronic identities which purpose is to allow users to
use of national eIDs in any Member State thanks to a mutual recognition of the validity of the nationally
provided eID scheme. The initiative is relatively recent and its application – as much as users’ take up and
use of electronic identity services – is unbalanced across Member States with countries having a more
advanced and widespread adoption and others in the process of establishing these services and integrating
them to the eIDAS network.
Trust services, on the other hand, are more widespread and their use is becoming more and more common
amongst businesses. Thanks to the eIDAS regulation, which ensures the cross-country validity of these trust
services, a EU-wide single market was created for business operators. The analysis of costs and benefits of
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the regulatory provisions targeting trust services falls within a more classic approach where national
supervisory and accreditation bodies ensure the compliance of market operators to professional/quality
standards and business operators compete on the market incurring in similar costs and generating revenues
– here considered as benefits (although only those acquired through the cross-border provision of these
services since the ones at national level cannot be attributed to the eIDAS Regulation). From the analysis
emerges that company size and type of provided trust services largely influence the structures of costs and
benefits for individual enterprises. The variance of the estimates is particularly high and the low number of
respondents that were able to provide these estimates does not allow for statistically significant findings
(also considering the difficulty for businesses to estimate and report revenues or costs reductions due
exclusively to the cross-border provision of such services).
These limitations were taken into account during the implementation of the study and influence considerably
the estimates provided. Nevertheless, the analysis presents an initial identification and quantification of
these costs which can serve as a baseline for future developments – especially for the eID framework –
when the initiative will express its full potential.

5.4

Limitations and robustness of findings

As part of this study, evidence was gathered from various sources, including desk research, interviews,
surveys with businesses and other stakeholders and legal analysis. The data collection was delayed in order
to stay aligned with the European Commission’s timeline regarding the launch of the OPC in the context of
the eIDAS Regulation review. Despite mitigation measures taken by the study team and reaching out to
more stakeholders than initially planned, for some of the surveys (i.e. identity providers, service providers,
technology providers) the response rate was low. The representativeness of answers collected for these
targeted surveys may therefore be limited to a certain extent.
The findings of the CBA, which are mainly used to reply to the evaluation questions related to the efficiency
criterion, provide valuable insights and a baseline quantification of the costs and benefits generated by the
eIDAS Regulation. Nevertheless, the findings are based on a series of methodological assumptions and data
limitations. Therefore, the aggregate figures should be interpreted carefully and considered as indicative
only.
First, the selection of the six stakeholders is a simplification due to operationalisation necessities, which
inevitably lowers the robustness of the findings. Other possible stakeholders are excluded based on the
scope of the evaluation and on methodological limitations. This is the case, for instance, with society as
whole, and therefore social costs and benefits (e.g. environmental impact), and end-users, which includes
first and foremost physical persons, in the case of eIDs, but also legal persons (e.g. private businesses), in
particular for trust services. Moreover, the general category for bodies could be actually broken down further
in the different types of bodies, thereby increasing the reliability of the figures.
Second, it is assumed that fixed costs constitute the majority of the costs sustained by the stakeholders,
while variable costs are captured by the sample structure. This allows to ignore the variance of country sizes
and to consider the individual costs and benefits calculated as representative averages. In order to
strengthen the results, if and when data availability allows for it, this assumption could be relaxed and costs
and benefits would have be calculated for each individual country.
Third, the estimation of the actual number of stakeholders for the categories under exam had to rely on a
series of assumptions, as explained in section 5.3.5, which make the interpretation of the findings more
complex. On the one hand, the estimation of the number of active service providers (eID) and non-qualified
trust service providers had to entirely exclusively on stakeholder consultation activities, and therefore is of
limited reliability. On the other hand, the number of national authorities and eIDAS node operators, eID
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providers, bodies, and qualified trust service providers is continuously adjourning, as the implementation of
eIDAS (notification, qualification, set up of nodes) proceeds. Therefore, the aggregate figures refer to a
hypothetical year, where all stakeholders begin operations, sustain initial costs, sustain recurring (yearly)
costs once, and enjoy (yearly) benefits once. In order to increase the reliability of the findings, an alternative
strategy, which was not possible due to data availability, would be to calculate and add up each individual
stakeholder’s costs and benefits based on when it began operations.
Last, the collection of quantitative data proved to be a difficult task for the consulted stakeholders. The most
critical aspect was the distinction between duties (and thus costs) that were directly linked to the eIDAS
Regulation and the other obligations that stakeholders incurred due to related initiatives (e.g. the provision
of the eID service at national level). A large part of the sample of stakeholders, however, was reluctant in
giving quantitative values or simply did not have in place a monitoring system able to gather relevant data
for the CBA. Given these limitations, the final estimates provided in this study are based only on a subsample of responses. Moreover, in computing the final estimates for the single CBA item, outliers and other
invalid data entries have been excluded, thus further reducing the n of the sample. Further details are
presented in section 5.3.5.2. A possible way to address this issue and reduce the impact of lack of
homogenous data is to create a shared monitoring system.
In conclusion, the limitations associated with the quantification exercise point to the need for a policy
intervention capable of ensuring higher data reliability in the future. More specifically, the Cooperation
Network could set up a central monitoring system. Starting from currently available data (e.g. trusted lists),
the Members could agree on a set of key indicators for stakeholders, costs, benefits, and outcomes. Each
Member State would have to provide regular data updates based on common guidelines and on the type of
indicator. The result would be a reliable and continuously updated database which could be used for regular
and robust analysis, thereby providing strong evidence for further policy intervention.
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6 Consultation activities
This chapter reports on the main findings of the consultation process.
6.1

Interviews

This evaluation builds on a series of 14 strategic interviews with individuals and organisations that
provided strategic input in order to better define the data collection strategy and questionnaires. It is critical
to fully understand the political context and current state of play regarding eID and trust services in Europe
as a starting point. The strategic interview guide is available in Annex H.
Building on that, 27 targeted interviews with different types of stakeholder enable us to investigate the
issues identified through desk research and strategic interviews in further detail and more targeted manner.
As a result, we are gathering more detailed information and data, in particular for the purpose of the CBA,
related to the evaluation criteria and underlying evaluation questions. The interviewees were preliminarily
identified in cooperation with the Commission during the inception phase and later adjusted in order to
ensure a balanced approach. The interviews started at beginning of July and were carried out until the end
of August. We created an interview guide - available in Annex H - to both gather general input and gain
stakeholder-specific information for each stakeholder group. Annex N lists all interviewed stakeholders.
Table 2 – Overview of targeted organisations and number of interviews completed
Stakeholder type

Stakeholder outreach

Interview status

National authorities and eIDAS
node operators

7 organisations

6 interviews completed

AB, SB, CAB

6 organisations

6 interviews completed

eID provider

6 organisations

5 interviews completed

Service provider

11 organisations

3 interviews completed

Q and non-Q TSP

25 organisations

7 interviews completed

Total targeted interviews

55 stakeholders contacted

27 interviews completed

Total strategic interviews

14 stakeholders contacted

14 interviews completed

Total interviews

69 stakeholders contacted

41 interviews completed

The outcome of the interviews has been integrated directly in the answers to the evaluation questions under
Section 7.

6.2

Open Public Consultation

The study team supported the Commission to prepare the Open Public Consultation. The OPC was open to
all stakeholders for a duration of 10 weeks until 2 October 2020. 318 respondents expressed their views on
the scope, priorities and added value for the eIDAS evaluation. The questions were general, focussing on
the opinion of the different stakeholders, drivers and barriers to the development and uptake of eID and
trust services in Europe.
The OPC questionnaire was divided up into six sections. The first section gave respondents an introduction
into the eIDAS Regulation and the evaluation study into which the OPC results would feed. The second
section was made up of general profiling questions for respondents. In the third section, respondents were

31

Final Report | Consultation activities

asked general questions related to the availability and usage of eID across borders. In the fourth section,
respondents were asked general questions related to the availability and usage of trust services in Europe.
The fifth section was optional and included more specific questions about rules on eID under the eIDAS
Regulation and the future of digital identity. Likewise, the sixth section was optional and included more
specific questions about trust services under the eIDAS Regulation. At the end of the OPC questionnaire,
respondents were able to upload a document or position paper with additional information or statements
related to the evaluation of the eIDAS Regulation.
The OPC questionnaire is available under Annex K and the report on the OPC is available under Annex L.
Considering that the results of this OPC have only been available at the end of the study timeframe, in early
October, results have been used to validate the intermediary results of the evaluation study based on
interviews and targeted surveys.

6.3

Surveys

To gather primary data and fill in data gaps identified by desk research, six surveys on the EU survey
platform, targeting key stakeholders were launched.
The following surveys were launched:
•

National policymakers – The objective of this survey is to gather the views of Member State
Representatives, in their capacity as Cooperation Network Members, Expert Group Members and/or
Node Operators on the functioning of the Regulation and the costs of its implementation. The survey
covers general questions on how they perceive the functioning of the Regulation in terms of its original
objectives, the interaction of the Regulation with other initiatives and costs associated with its
implementation.

•

Service providers – The objective of this survey is to gather the views of both public and private
service providers on the functioning of the Regulation and its impact on the services they provide.

•

Supervisory Bodies, Conformity Assessment Bodies, Accreditation Bodies – The objective of
this survey is to gather the views of the different Bodies responsible for the supervision of trust
services and the functioning and implementation of the Regulation in that context, with specific regard
to governance and associated costs.

•

Trust services providers and representation organisations of trust service providers – The objective
of this survey is to gather the views of both qualified and non-qualified trust service providers on the
functioning of the trust services part of the Regulation in terms of its original objectives and
implementation and on the impact of the Regulation on the market for trust services.

•

Identity providers and representation organisations of identity providers – The objective of this
survey is to gather the views of both notified and non-notified identity providers on the functioning of
the eID part of the Regulation in terms of its original objectives and implementation and on the impact
of the Regulation on the market for eID.

•

Technology providers, providers of trust services not covered by eIDAS, interest representation
organisations of technology providers, standardisation organisations, and other experts – The objective
of this survey is to gather the views of technology providers, international organisations and other
experts not targeted via the other surveys in order to have a full picture on the impact of the
Regulation on any stakeholders that may be impacted or have a view on the existing eIDAS framework
and its potential evolution.

Table 3 – Overview of targeted organisations and number of surveys completed
Stakeholder type

Stakeholder outreach
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National authorities and
eIDAS node operators
Service providers
SB, CAB, AB
Identity providers
Trust service providers
Technology providers,
standardisation organisations,
experts
Total

234

19

7

91

4

1

126

34

6

85

4

0

206

36

7

62

9

5

804 organisations
contacted

106 surveys
completed

26 position
papers received

In total, 804 stakeholders instead of the initially planned 450 were targeted. Different information needs
were required per each stakeholder group and thus we have carefully tailored the surveys to the respective
target group. In order to avoid confusion and ensure we gathered accurate response, we provided the
stakeholders with one survey link and the relevant questions would be generated for the respondent based
on the profile they select. This approach of using one survey with a set of filtering questions avoided the
circulation of several different survey links which could have otherwise caused confusion in the community.
The detailed surveys drafted are available under Annex I.
The dissemination strategy involved a diversity of channels used for dissemination, timely communication
on the survey and its purpose, limited and clear requests to stakeholders and daily monitoring of responses.
The analysis report on the targeted stakeholder surveys is available under Annex J.

6.4

Workshops

In January 2020, a workshop was organized with Members of the Cooperation Network. The main purpose
of this workshop was to gather additional input from Member States on the implementation of the eIDAS
Regulation and state of play, including issues and opinions on the eIDAS framework. The detailed workshop
minutes are available in Annex P.
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7 Analysis and answer to the
evaluation questions
This chapter provides answers to the evaluation questions for each
criteria: effectiveness, efficiency, relevance, coherence and EU
added-value.
7.1

Effectiveness

The evaluation of the effectiveness of the eIDAS Regulation is based on the general, specific and operational
objectives of the Regulation. This section follows a bottom-up approach, analysing first the operational
objectives, most of which are sub-categories of the specific objectives, which then feed into the general
objectives. This approach allows drawing overall conclusions at the end of the section based on the diverse
elements playing into the objectives of the eIDAS Regulation.
7.1.1

To what extent has the Regulation met its operational objectives?

7.1.1.1 With regard to electronic identification (eIDAS – Chapter II)
Ensure mutual recognition and acceptance of notified eIDs
One of the main goals of the eIDAS Regulation is to ensure mutual recognition and acceptance of notified
eID schemes. The obligation of mutual recognition consists in ensuring that if electronic identification using
an eID means is required under national law or by administrative practice to access an online public service
provided in a given Member States, notified eID schemes issued by other Member States shall be recognized,
as long as they can provide the minimum level of assurance required by the online public service. Member
States then have a delay of up to one year between the publication of the notification of an eID scheme in
the Official Journal of the European Union 76 and the actual obligation of mutual recognition of this eID by
other Member States, to adapt their respective technical systems.
The acceptance of notified eID scheme in a given country relies therefore on two cumulative conditions:
•

the national eIDAS node needs to be in production and accept the notified eID as a receiving country;
and

•

the service provider needs to be connected to the national node and in order to offer the possibility to
use notified eID schemes on top of the national eID solution to access their services.

Status of national eIDAS nodes
Despite some achievements with regard to the availability of notified eID schemes (19 successful
notifications by September 2020) and acceptance of notified eIDs, the eIDAS Regulation has not achieved
its full potential. One of the main reasons for this is that not all Member States’ eIDAS nodes are up
and running. An eIDAS node is composed of two functions: receiving and sending. The receiving capacity
enables the Member States to accept authentications originating from other Member States. The sending
capacity is necessary to enable citizens to authenticate remotely for the countries that have notified an eID
scheme.

76

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52020XC0821(01)&from=EN

34

Final Report | Analysis and answer to the evaluation questions

Only 22 nodes (out of EU MS and EFTA EEA countries) have the receiving function of their eIDAS nodes in
production. The receiving function is necessary to contact and obtain an authentication from a foreign
notified eID scheme. Four other eIDAS nodes are still testing their receiving capability while five eIDAS
nodes are not at all running. For sending capacities, the number of eIDAS node in production is more limited,
but Member States who have notified their eID schemes are so far developing their sending functions and
no major issue was observed on this aspect.
Figure 10 - eIDAS node sending and receiving capacity across EU 77

Although Member States are regularly asked about the status and versioning of the eIDAS nodes during the
regular meetings of the eIDAS eID technical subgroup, there is currently no official monitoring of the status
of each eIDAS nodes, nor compliance check for Member States that don’t have a node in production yet
despite the fact that the deadline for official mutual recognition of the first notified eID schemes has passed
since September 2018.
Additionally, all nodes in production are not yet connected to all the nodes of the Member States that have
notified an eID scheme. The new connections are based on manual additions & testing and is not automated
at the EU level.
Status of service providers connection to the eIDAS network
The set-up of the eIDAS nodes in production is a first pre-condition to the acceptance of notified eID
schemes. The second element is to ensure that service providers are first connected to their national eIDAS
node and then actually offer the possibility for citizens and businesses to authenticate with their notified eID
on their website or application.
There is currently no monitoring and no accessible repository of the number of service providers (relying
parties) connected to the national eIDAS node. This number can vary from less than 50 to more than 5000
(cf. section below on ‘usage of notified eID by public and private sectors’). This sole indicator does not
provide a good understanding of the effective access of citizens to important services. The fact that a relying
party is connected does not necessarily means that a cross-border citizens will be able to initiate a crossborder authentication on the service provider’s website.
The number of services available and the effective possibility for citizens to access them highly depends on
the architecture choice of the Member States with regard to their national identity systems. Member States
that have centralised their eGovernment services on a central platform or who have put into place a national
identity gateway are more likely to enable a good access to the eIDAS network and effectively recognise
notified eID schemes as a valid authentication means on their platforms (e.g. countries that have deployed
a national authentication gateway with all means of identification available in the country). The national
module is integrated on service providers websites. The connection of the national authentication gateway
to the national eIDAS node means that from one day to the other, all connected service providers that had
already adopted the module can now consume identities received via the national eIDAS node. Member
States that do not have such gateways or centralised eGovernment platforms need to ask every single

Source: European Commission, cross-border interoperability testing, collaborative platform of EU experts (not
accessible to the public)
77
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service provider to make bilateral connections to their national node. This manual process makes it very
unlikely that service providers are in compliance with the eIDAS Regulation.
In order to review the level of acceptance of notified eIDs in Europe, the European Commission has made a
basic assessment of the possibility to authenticate on a series of key public services for cross-border users
(e.g. declare tax, check criminal record, apply for or convert a driving license, apply for pension, obtain a
residence certificate, access social security services and apply for university). The list of key services was
determined based on feedback received from Member States that had performed user research and/or
analysed statistics of cross-border users using their national services.
Figure 11 - Key public services for authentication with eID in Europe

The review showed that among EU Member States, 14% of the abovementioned key public service providers
allowed for an authentication via eIDAS eID, while 44% of public service providers allowed for sign-in only
via a national eID. 78 In conclusion, the majority of public service providers are not offering eIDAS
authentication to cross-border users.
This situation means that the current functioning of the eIDAS framework has not made effective
the principle of mutual recognition as European citizens are faced with multiple barriers (e.g. availability
of the node and connection of the relying party) to use their notified eID schemes to access online public
services across borders.
Ensure cross-border interoperability of eID
According to Article 12 of the eIDAS Regulation, notified national eID schemes shall be interoperable and an
interoperability framework has established for this purpose. 79 The document set-up the architecture of the
eIDAS network based on national nodes, foresee the adoption of technical specifications notably for the
eIDAS minimum data set and message format, as well as minimum technical requirements links to the
assurance levels of the notified eID schemes.
As part of the OPC, more respondents disagreed (43%) than agreed (24%) that the interoperability
framework established by the eIDAS is optimal and supports sufficiently the mutual recognition of the eID
schemes.
The interoperability of the eIDAS network can be assessed in detail on four components: legal, semantic,
organisational and technical interoperability.
The Technical interoperability has been ensured through the creation of a network of nodes based on
common technical specifications, defined by the eIDAS eID technical subgroup and adopted by the eIDAS
Cooperation Network. The European Commission via its CEF Programme and the CEF eID Building Block
Source: European Commission, Data collection performed by the CEF eID Building Block
COMMISSION IMPLEMENTING REGULATION (EU) 2015/1501 of 8 September 2015 on the interoperability framework
pursuant to Article 12(8) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic
identification and trust services for electronic transactions in the internal market, https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=OJ%3AJOL_2015_235_R_0001
78
79
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provide a sample implementation to Member States to ease the set-up and maintenance of their node. More
than half of Member States use this solution. The effectiveness of the network of nodes has been
demonstrated as a majority of Member States have set-up their infrastructure. However, as described in the
previous section, there is still nine EU and EFTA EEA countries that have not developed their national node
and not all required connections to the nodes of Member States with a notified eID scheme are established.
This delay in the interconnections is mainly due to the necessity to manually connect each node (bilateral
connections based on metadata and certificates) and perform cross-border interoperability testing. Some
Member States are calling for the automation of the system.
From a legal interoperability point of view, no major barriers arose from the implementation of the
Regulation with regard to eID. The lack of acceptance of eID by some public service providers is due to a
lack of compliance and not to legal barriers as such. One legal barrier must be mentioned, although out of
scope of the current regulatory framework: In some countries, all procedures cannot be performed remotely
and require a physical presence. The eIDAS Regulation does not address this type of restrictions if also
imposed at the domestic level.
In terms of organisational interoperability, Member States have raised some issues linked to identity
matching. Although this issue is more of a national matter than EU level, the difficulty of reconciliating
identities coming from eIDAS identifications and authentications with a national profile can create difficulties.
There is currently no deduplication process at the EU level, meaning that a single citizen can own multiple
notified eID schemes.
Additionally, in certain cases a national registry number is required by the relying parties to grant access to
online public services. Cross-border users might be automatically denied access to the service if the eIDAS
authentication does not include such number. Often, obtaining a national registry number requires a physical
presence and therefore limits the possibility for foreigners to initiate remotely the service despite being
eligible to obtaining a national registry number and access the service. Some Member States, including the
Netherlands, Belgium, Luxembourg and Latvia, have managed to reconciliate this issue at least partially.
One of the easiest solutions is to ask the users to inform his/her national registry number following its eIDAS
authentication and before access the online service. Another solution consists in generating automatically a
(temporary/foreigner) national registry number to allow for the user to access the service.
This situation defeats the purpose of the eIDAS Regulation aiming at reducing administrative burden and
increase the quality of services. In the absence of strong identity matching solution and translation of
identities received from the eIDAS network into a format that the national Service providers can process,
the Member States prefer that new residents use a local eID scheme that is linked to a national number
rather than their own notified national eID.
Semantic interoperability is enabled by the eIDAS attributes profile (technical specifications). This
reference document is constantly being revised in the eIDAS eID technical subgroup. Some specific issues
arise but are resolved by the update of the technical specifications by the national experts. For example,
differences in the attributes required in the different Member States can lead to problems as the attribute
definition is not precise enough. In 2019, the eIDAS eID technical subgroup, discussed problems linked to
the type and format of the data required for “PlaceOfBirth” and “CurrentAddress” attributes: how to input
the city name, postbox, country, addresses in an order and format that would make sense for other
countries. The diversity of national IT systems mean that it is not always possible for Member States to
agree on an actual common format, leading to potential reduced data quality for the information coming
from eIDAS authentications.
Ensure usage of notified eID by public and private sectors
The decentralised nature of the eIDAS network makes it difficult to obtain specific data on the usage of
notified eID schemes by public and private sectors. Few Member States have put in place modules allowing
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to keep track of the statistics of usage of their eIDAS nodes. Information from relying parties is even more
difficult to obtain due to the number of potential reuses of the network and the absence of shared repository.
To ensure the usage of notified eID schemes, it is important to look both at the supply and demand side:
•

A critical mass of eID schemes must be notified;

•

Relying parties must be connected to the national nodes;

•

Private relying parties must be entitled to access the domestic national node, foreign national node
and notified identity providers;

•

Citizens and businesses are aware about the possibility to reuse their eID scheme across borders;

•

Citizens and businesses have an actual need to access a service across borders.

Based on the 19 notified eID scheme, we can conclude that more or less 59% of the EU population currently
has access to a notified eID scheme.
A limited number of Member States have provided the number of relying parties connected to their eIDAS
node. Among the responding Member States, none reported specifically the number of connections of private
relying parties to their eIDAS nodes. Austria indicates that some private relying parties are connected to the
nodes but that this number remains limited. It must also be noted that the number of connected services
can vary immensely between Member States depending on the size of their pubic administration and the
organisations of their public services: in some country, each municipality can provide some specific services
and would hence need to connect to the national nodes while in some other countries, key public services
are provided from a more centralized perspective.
Figure 12 – Number of public and private services connected to the national node (selection of country)
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However, the number of services connected to the national nodes (above) remains limited in Member States
compared to the number of services declared as being accessible via the domestic eID scheme (below).
Unfortunately, data available for the number of relying parties connected to the national eID scheme does
not match the list of countries that reported the numbers of public and private services connected to their
nodes. Only the numbers reported by the Netherlands and Luxembourg can be compared. It seems that for
the moment half the services connected to the national eID solution are connected to the national node.
Table 4 – Number of relying parties connected to the national eID scheme
Member State
Belgium (FAS)
80
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2018

80

2019
1000

2020

Comments
Public services only

Source: unpublished Member State data
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Czech Republic (eID
card) 81

79

Germany (eID card) 82
Netherlands (DigID)
Netherlands
(eHerkenning) 84
Italy (SPID)

85

95
663

83
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330

(Target: 12 000 )

393

Public

4 478
(Target: 10 000)

Private

11

Portugal 86

150

Luxembourg 87

Public

>200

Private

6

202

Data from
30/07/2020
Data from
03/06/2020
Public and private

Usage by public relying parties
As a consequence of the lack of connection of services to the national eIDAS nodes, the usage of notified
eID schemes by public relying parties is necessarily limited.
A good indicator is to look at the number of cross-border authentications to estimate the usage of the notified
eID schemes, especially the number of receiving transactions as they demonstrate the number of use cases
were a citizen requested access to an online services across borders. Most Member States declared that the
usage of the nodes by public relying parties was either limited or inexistent.
Figure 13 – Evolution of the number of yearly cross-border authentications 88
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https://www.eidentita.cz/Home/Ovm

https://www.personalausweisportal.de/DE/Service/Downloads/Erteilte_Berechtigungszertifikate/Erteilte_Berechtigungszertif
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https://avanzamentodigitale.italia.it/it/progetto/spid

https://dados.gov.pt/pt/datasets/autenticacoes-realizadas-por-entidade-e-por-certificado/#_

Source: unpublished Member State data
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Cumulative cross-border authentication for a selection of countries: Austria, Czechia, Estonia, Netherlands,
Luxembourg, and Sweden
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The evolution of the number of transactions (for example in the Netherlands 89) confirms that the usage of
notified eID schemes is increasing progressively since September 2018 and as more and more eID schemes
become available for cross-border reuse.
In the Netherlands, there is a clear uptake of the usage of cross-border authentications since Spring 2019.
This growth is notably due to an increase in the number of cross-border authentication originating from
Belgium, which had been notified in December 2018. Cross-border activities and population transfer are
important between these two countries and therefore constitute a clear use case for the usage of notified
eID schemes to access online public services across borders.
Figure 14 – Evolution of cross-border eID authentication requests in the Netherlands 2018-2020
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Additional increase in the usage of notified eID scheme is expected in the coming years, as more schemes
becomes available and more citizens become aware of the possibility to reuse their national eID scheme
abroad. However, the increase in notified eID scheme is expected to reach a plateau in the upcoming years,
as the number of use cases requiring a citizen from one country to access a service in another country
remains limited. Indeed, less than 4% of the EU population resides in another Member States than their
country of origin. 90 Consulted service providers were not able to provide enough data on the number of
cross-border users requesting access to their services. Our conclusion is that the number of cross-border
compared to the number of domestic users remains marginal and therefore does not constitute a priority
target.
Usage by private relying parties
According to the eIDAS Regulation, the acceptance of notified eIDs is only mandatory for public sector relying
parties. However, the eIDAS Regulation calls upon Member States to encourage the private sector to
voluntarily use the notified eID means for online services or electronic transactions and to for Member States
to make their notified eIDs available to any private sector relying party (established in any Member State)
under the same conditions.
To date, the usage of notified eIDs by the private sector is limited by two reasons:
(i)

each Member State remains free to set the conditions for the reuse of its national eIDAS
infrastructure by the private sector and for the sharing of the minimum data set of its national
eID scheme with private service providers (sending and receiving countries);

Based on data provided by the Member State
Eurostat, EU citizens living in another Member State - statistical overview, see :
https://ec.europa.eu/eurostat/statistics-explained/index.php/EU_citizens_living_in_another_Member_State__statistical_overview
89
90
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(ii)

the private relying parties are not subject to the mutual recognition obligation and can recognize
notified eID schemes on a voluntary basis.

17 Member States have at least one national eID scheme in place that accepts its usage by private relying
parties. Not all of these eID schemes are notified under eIDAS. 12 Member States have notified an eID
scheme that is also available for usage by the private sector. An eID scheme can therefore be available to
private relying parties at the national level but not for cross border usage. This leads to a distortion of the
market where it is complicated for a private relying party to know which of the notified eID schemes available
via the eIDAS network will actually be accessible for its consumption and what will be the actual market size
that they will be able to reach to establish a sound business model.
Figure 15 - eID schemes open to private relying parties (September 2019) 91

In the Czech Republic, 92 holders of the national eID can use it to access health insurance companies 93, online
gaming and betting website 94, and a law firm 95 on top of eGovernment services. NemID can be used to
authenticate to online banking. 96 In Germany, the list of authorised relying parties is also published and
includes banks, notaries, pension insurance, system provider for accountants and attorneys. 97 In Austria,
an open approach is followed. No registration process is required for private sector relying parties who want
to consume the Austrian national eID and these parties are able to make use of it free of charge.
Overall, over the past years, the number of public service providers that provide access via notified eID
schemes has been growing. However, there is still a lot of uncertainty for private relying parties. This has
ensured to some extent the usage of notified eIDs by the public sector, but limited the usage of notified
eIDs by the private sector so far. The usage by the private sector is limited because there is no compulsory
Data collected for the Cooperation Network in September 2019. The Belgium itsme® eID is available at the national
level to private relying parties. However, only the usage of itsme® via FAS (Federal Authentication Service) to access
online public services has been notified.
92
Identita.cz, Qualifed online service providers, see : https://www.eidentita.cz/Home/Ovm
93
https://www.ozp.cz/ and https://portal.cpzp.cz/
94
https://www.sazka.cz/
95
https://www.ak-vych.cz
96
https://www.netbank.nordea.dk/netbank/index.jsp + https://danskebank.dk/privat/find-hjaelp/netbank-letbank-ogapps
97
Bundesministerium des Innern, für Bau und Heimat, Granted authorization certificates, see:
https://www.personalausweisportal.de/DE/Service/Downloads/Erteilte_Berechtigungszertifikate/Erteilte_Berechtigungsz
ertifikate_node.html
91
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acceptance for the private as it is the case for the public sector. For the public sector, the limitation of the
usage might be because there are still some barriers (for instance, getting a registration number to access
public services in another country is not possible remotely) and there is not enough communication towards
public services regarding the obligation to comply with the eIDAS Regulation.
Evolution of the usage prior to the eIDAS Regulation vs. today
Prior to the eIDAS Regulation, the usage of eID was most often limited to the access of national online
services and interactions, i.e. an eID issued in one Member State could not be used to access online services
in a different Member State. A possibility to reuse its national eID to access a public service across borders
was possible in the context of specific pilots (STORK). The pilot identified eID means in 12 EU Member
States, mostly identity cards in 2011. 98 The pilot consisted in accessing 5 service providers in Austria,
Belgium, Germany, Estonia and Portugal. The services that was the most accessed with Service-bw.de with
a maximum of 866 cross-border authentication in March 2011.
The impact assessment supporting the eIDAS proposal of 2012 does not provide an overview of the eID
schemes that were in place at the national level or that were already used for cross border transactions. The
number of eID schemes in place in EU Member States for domestic has increased since the introduction of
the eIDAS Regulation, the number of eID schemes notified has increased too (from 0 to 13 notified eID
schemes in less than 2 years). However, the number of schemes available for cross-border usages has not
evolved dramatically when compared to early piloting (e.g. STORK), although the ecosystem and maturity
of these cross-border schemes has evolved greatly and cannot be compared.
Ensure maximum reduction of administrative burden and increase of quality of services for eID
Stakeholder consultation indicated that the eIDAS Regulation has reduced administrative burden and quality
of services for eID. As part of the OPC, a majority of respondents mentioned that the use of eID contributes
to saving time (77% of respondents), a simplification of the administrative procedure (74% of respondents),
saving money (68% of respondents) and an increase in service quality (65% of respondents).
The reduction of administrative burden has been achieved both by the eIDAS Regulation itself (no need to
obtain a foreign eID scheme to access online services abroad) and by other EU legislations that are building
on the eIDAS ecosystem, such as the Single Digital Gateway Regulation (SDGR). The SDG Regulation enables
users to authenticate remotely using their eIDAS notified eID scheme to provide initiate the automated
exchange of evidence requested to perform administrative procedures across borders.
For public services, eID eased the administrative burden of day-to-day operational transactions. For SMEs
for example, there are also multiple benefits. Estonia reports that thanks to eID and the digitalization of its
administrative procedures, it is possible for a foreigner to establish a company in Estonia just under 3
hours. 99 Cross-border identification allows for a more varied customer base, which in turn creates the
possibility of expanding said base. This component allows for cross-border customer checks, also referred
to as Know-Your-Customer (KYC), as well as enables their digital on-boarding without having to hold a
physical meeting.
In any case, the eIDAS Regulation has not achieved its full potential regarding its contribution to a reduction
of the administrative burden, as some issues persist such as the fact that obtaining a national registry
number and official registration in another Member State often require a physical presence and might be a
prerequisite to have access to other services. For instance, requesting a grant for university studies requires
to be officially registered with local authorities. This limits the usefulness of owning a notified eID and a
citizen typically acquires the local eID solution in addition to the existing one from their Member State.
STORK, D6.1.5 Cross-Border Authentication for Electronic Services–Final Report, December 2011, see:
https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/Pilot+1%3A+Cross+border+authentication+platform++for+electronic+services?preview=/78558146/78558153/D6.1.5_Cross_Border_Authentication_for_Electronic_Services
_-_Final_Report_FINAL..pdf
99
https://e-estonia.com/solutions/e-identity/mobile-id/
98
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The European Commission has initiated along with the members of the eIDAS eID technical subgroup and
eIDAS Cooperation Network activities aiming at identifying potential disruptions in the cross-border
authentication journeys or pain points (e.g. reasons why a user would not be able to successfully
authenticate on a foreign service provider website). The ongoing cooperation aims at checking whether some
of the identified barriers could be removed in order to increase the quality of service. 100
Ensure trust and confidence in the legal certainty and security of eID
Vulnerabilities, such as a recent one discovered in the eIDAS node, 101 or the one identified by Estonia
regarding its eID scheme 102 may impact the trust and confidence in the security of eID. Despite such isolated
events, stakeholders consulted as part of this study indicate that the eIDAS Regulation has ensured trust
and confidence in the legal certainty and security of eID. As part of the OPC, they mentioned that eID under
eIDAS has led to an increase of the certainty on the authenticity of the users’ identity (73% of respondents),
an increase in service security (66% of respondents) and enhanced clarity on the liability of the provider of
the electronic identity (51% of respondents).
From an operational point of view, service providers seem to trust assertions originating from the eIDAS
Network. On the side of the users, there may be more reluctance at the national level to use electronic
identity despite being more secure than identity document based on paper, but this lack of trust is not linked
to the eIDAS framework as such. Based on user research performed by CEF eID Building Block (European
Commission), users have mentioned that the node interface of the sample software 1.X was identified as
being perceived as dodgy by users and decreasing their trust. This has improved slightly with 2.X branch of
the software. Member States remains responsible to adapt the node interface and make it user friendly but
both the lack of a common user interface and redirections in the authentication process are decreasing users’
trust and confidence in the security of eID. To solve this problem, Member States should continue to work
on making the experience smoother and homogenous and try to simplify the redirections from a user
experience point of view.
However, stakeholders call on the European Commission to further refine some aspects impacting the
security and trust of notified eID schemes.
EUROSMART 103 is notably reporting that the lack of clear guidance on how to evaluate the LoA of the
notified eID schemes is affecting the security and trust in the notified eID schemes. The criteria, technical
and organisational requirements included in the European Commission Implementing Regulation 2015/1502
are considered as too vague. The eIDAS Cooperation Network tried to address these concerns by adopting
a guidance document. However, such document is not legally binding. The security requirements applicable
to the electronic identification mean should further refined and potentially linked to the requirements of the
European Cybersecurity Act (2019/881). EUROSMART recommends that a security certification level “High”
according to the Cybersecurity act could be request for the eIDAS LoAs Substantial and high.
The lack of mandatory use of qualified certificate for eID schemes of a LoA substantial or higher for
PKI based authentication mechanism might undermine the trust and security of the notified eID schemes.
EUROSMART suggest the usage of qualified certificate as defined under ETSI 319 411-2104 could be used
for this purpose.
There is also a lack of a common approach between Member States with regard to the validity
period of eID means. Some Member States do not impose any limits while others restrict their eID scheme
CEF Digital, eIDAS eID value proposition, see: https://ec.europa.eu/cefdigital/wiki/x/aZ4iAw
https://sec-consult.com/en/blog/2019/10/vulnerability-in-eu-cross-border-authentication-software-eidas-node/
102
https://www.ria.ee/sites/default/files/content-editors/kuberturve/roca-vulnerability-and-eid-lessons-learned.pdf
103
EUROSMART, Recommendations for an improved application of eIDAS, 1 July 2020, see:
https://www.eurosmart.com/recommendations-for-an-improved-application-of-eidas/
104
ETSI EN 319 411-2, Electronic Signatures and Infrastructures (ESI); Policy and security requirements for Trust
Service Providers issuing certificates; Part 2: Requirements for trust service providers issuing EU qualified certificates,
see : https://www.etsi.org/deliver/etsi_en/319400_319499/31941102/02.02.00_20/en_31941102v020200a.pdf
100
101
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to a period of 5 years. This situation creates disparity across Europe in the trust that is conveyed by some
eID schemes.
Both Member States and industry actors have raised concerns that current tools for eID security
breaches are not effective and that eID incident management is not adequately regulated at the EU level.
In case of reasonable doubts or proof that a notified eID scheme is victim of a security breach, Member
States don’t have the possibility to suspend its usage. The Cooperation Network is investigating potential
tools in cooperation with ENISA, the agency to who stakeholders need to report security incidents linked to
trust services. A non-paper 105 on incident management for eID under eIDAS proposed to the CN to provide
a common understanding to the implementation of the requirement under Article 10 and 12 of the eIDAS
Regulation. The document provides guidance on what should be reported, to whom and what type of
information. A pilot has been initiated with ENISA to adapt current reporting tools to the specific case of eID
under eIDAS but no general solution as to date been rolled-out towards Member States. The eIDAS eID
technical subgroup also tries to improve the communication between the Member States in case of security
or operational incident. The situation is for the moment ad hoc, and no tools nor procedures are currently in
place to face an incident affecting the eIDAS 106 Some communication channels were established between
Member States following the discovery of a vulnerability in the CEF eID sample software of the eIDAS node
in summer 2019￼ but this solution remains sub-standards compared to the stakes linked to an actual cyberattack.
Some stakeholders question the need of maintaining the low LoA in the eIDAS Regulation in the future
as there is currently little appetite to use such a level, especially in a cross-border context. This level does
not provide the necessary guarantees for the eID schemes to be trusted.
Finally, with regard to legal certainty, an issue raised by Member States is that liability rules are not
harmonised across Member States, and in a cross-border context that means the online service might be
subject to inadequate compensation for damages. According to eIDAS liability rules are within the domain
of the notifying Member State, thus one notified eID scheme might be operating with a 100 euro maximum
liability for damages due to negligence, whereas another Member State might require the minimum to be
10.000 euro.
7.1.1.2 With regard to trust services (eIDAS – Chapter III)
Ensure trust and confidence in the legal certainty and security of trust services
By creating a legal framework for trust services, the eIDAS Regulation aimed at tackling the fragmentation
of the market for trust services and addressing the lack of awareness and user adoption, thus ensuring trust
and confidence in the legal certainty and security of trust services. The scope of the dispositions on trust
services under Chapter III of the eIDAS Regulation does not only concerns cross-border transactions but
also transactions performed at the national levels, as well as usage for public and private services. This is a
key difference in comparison to the Chapter II of the eIDAS Regulation on eID that only regulate crossborder transactions to access public services using electronic identification.
The eIDAS Regulation has successfully established a legal certainty on the liability and burden of proof and
international aspects (e.g. regulation of trust services originating from third countries). As part of the OPC,
84% of respondents agreed that the use of trust services under the eIDAS Regulation has ensured legal
certainty, while 17% of respondents stated that there is not enough legal certainty. The eIDAS Regulation
further defined the legal effects of electronic signatures, electronic seals, electronic time stamps, electronic
registered delivery services and electronic documents. Consulted trust service providers confirmed at more
than 60% that the burden of proof in relation to the liability for qualified and non-qualified trust services
Non-paper presented at the Cooperation Network of October 2019
SEC Consult, Vulnerability in EU cross-border authentication software (eIDAS Node), see: https://secconsult.com/en/blog/2019/10/vulnerability-in-eu-cross-border-authentication-software-eidas-node/
105
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providers is adequate, as well as the legal recognition. The strategic interviews have confirmed that the
framework for trust services is overall working well, with some issues still remaining.
The eIDAS Regulation has also introduced mechanisms ensuring trust and confidence in the security of trust
services, by regulating the supervision and security requirements for trust services and introducing the
possibility to become a qualified trust service provider and be mentioned on the EU trusted list. Consulted
trust service providers and supervisory authorities agreed that the procedure to follow in case of security
breach was adequate. In general, trust service providers agreed in a large majority of respondents (more
than 70%) that the Regulation has ensured trust and confidence in the security of trust services. This is also
the case for the use of the EU trusted list and Trust mark that have increased trust and confidence in trust
services. Only 9% of respondents disagreed with this statement. As part of the OPC, most respondents
confirmed that the use of trust services had led to an increase in service security (77% of respondents) and
the protection of personal data (62% of respondents), while some mentioned a lack of trust or fraud concerns
(23% of respondents) and privacy concerns (19% of respondents).
A number of specific issues were raised by stakeholders linked to the lack of a harmonised approach on
some aspects.
Questions have emerged with regard to the legal certainty of remote signatures, notably regarding
QSCDs. The amendment of the Commission Implementing Decision 2016/650 with the inclusion of the two
standards CEN EN 419 241-2 and CEN EN 419 221-5 should clarify the status of such signing solutions.
Stakeholders have different views on remote signing/sealing. With the increasing use of remote
identification, some SBs believe this issue will get more problematic and eventually put the trustworthiness
of the eIDAS framework at stake, highlighting the need for harmonisation across Member States.
There is a lack of clear requirements for (qualified) validation services and validation software.
The general public considers PDF readers to embody validation services. PDF readers show vulnerabilities
when validating electronic signatures, which can eventually put the trustworthiness of the eIDAS framework
at risk. Some supervisory authorities also mentioned an issue that several parties claim to offer proprietary
solutions for (advanced) electronic signature services conformant to the eIDAS Regulation, and as there are
no clear definitions on (advanced) electronic signature services in the eIDAS Regulation thus it is up to the
Supervisory Authority to determine if claims are justified. The stakeholders believe that this can lead to
disparities in the Member States and constitutes a threat to the trustworthiness of the eIDAS framework.
The eIDAS Regulation does not stipulate how to securely link eSignature to an eTimestamp. This means
that the date and time of issuing the eSignature can be modified during the validity period of the associated
certificate. Therefore, the time of signing is not something third parties can rely on. This is suboptimal, as
in practical legal situations time of signing can be of significant importance for example to determine the
order of events or prove evidence in court proceedings (under Article 26). Recommendation in to add a
requirement, that a qualified electronic signature must include a secure timestamp that is irreversibly linked
to both the documents signed and the signature itself. The overall requirement should be regulated under
the eIDAS Regulation, not in specific standards. This situation reduces the trust and confidence, as people
assume that the time of the eSignature is trustworthy whereas it’s not.
Some supervisory authorities mentioned that there is a requirement that a Certificate Authority (CA)
can issue qualified e-seals only if the environment where they generate e-seal, is under the control
of CA and e-seal token (smart card or USB) key generation is under control of CA. In reality, this requirement
is difficult to fulfil or control, because organisations who require such qualified e-seals generate the keys in
their own environments to which CA does not have or has limited access to, hence CA cannot exercise control
over the environment or key generation procedure. Therefore, the requirement is not possible to follow
(under Article 38(6)).
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The FESA 107 and the ENISA Article 19 Expert Group observe that there is a lack of common approach
with regard to vulnerabilities and almost incidents reporting at the EU level due to the lack of adoption
of an implementing act defining the technical and organisational measures to manage risk. This situation
leads to a potential sub-optimal management of risk and delayed or inadequate intervention resulting in
reduced trust from the ecosystem. They propose to integrate discovered “vulnerabilities” to the definition of
breach of security and loss of integrity for which reporting is foreseen under Article 19(3) of the eIDAS
Regulation.
There is an undefined period of time of the Qualified electronic signature creation devices
regardless of discovered vulnerabilities and new requirements. FESA recommends to increase the
periodic assessment of vulnerability and to potentially set a limitations of validity for such device. This issue
impacts trust services but also the eID infrastructure are many of these devices are actually used as
electronic identity cards.

108

Also, there is a need to introduce a mandatory security incident notification

from the side of the QSCD producer. Currently the responsibility of providing further notification across EU
is solely on the Member States’ Supervisory bodies. The current scheme is not perfect because there might
be several contractors and sub-contractors in the chain of process, and this makes it difficult to pinpoint who
has the obligation to notify about the security issue and information moves slowly. There should be more
cooperation with the QSCD producer under Article 24(2)(d), Article 30(1).
The organisation representing the European Supervisory Authorities observes that the lack of
requirements on the termination of Qualified Trust Services leads to different practices between
Member States with regard to the continuity of active services, logs and specific services for the signatory.
This results in uncertainties for the users of such trust services and might reduce the overall confidence in
the services.
Qualified trust service providers must inform the supervisory body of any change in the provision of its
service(s), however it is unclear what kind of changes must be notified and as a result, practices among
Member States vary. Therefore, there is a need for clarification in definition of change notification and how
it relates to the certification/re-certification (under Article 24.2).
Trust service providers issuing a qualified certificate must verify, by appropriate means and in accordance
with national law, the identity and if applicable, any specific attributes of the natural or legal person to whom
the qualified certificate has issued. Currently eIDAS does not provide any standards or requirements
for authentication of citizens. Authentication is less regulated and currently the eIDAS Article 24 focuses
for issuing a qualified certificate for a trust service on physical presence and meaning of "other identification
methods" has been left at the discretion of Member States. The need for general requirements of identity
proofing and verification of natural and legal persons of as the practices differ greatly within EU. Current
situation allows issuing qualified certificates using a system part of which (authentication) does not
correspond to a set standard or undergo auditing procedures to become a qualified service.
Some stakeholders call on an increased transparency of the audits’ results to support the mutual trust
between Member States, but also increase the trust of international actors in the eIDAS framework (cf.
Coherence section for more detailed about the lack of recognition of eIDAS QWACS by major international
browsers).

107
The Forum of European Supervisory Authorities for trust service providers is a forum open to national bodies
responsible for supervision and/or trusted lists in accordance with the eIDAS Regulation. The scope of FESA is to
support the cooperation, information and assistance among the members and to facilitate the exchange of views and
agreement on good practices. See also: http://www.fesa.eu/
108
FESA, On the review of the eIDAS Regulation, March 2020, see: http://www.fesa.eu/publicdocuments/FESA_Position_Paper_eIDAS_2020_Review.pdf
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Finally, several stakeholders have mentioned the lack of harmonisation of some governance aspects of trust
services that are harming the trust and confidence in trust services. Such issues are further investigated
under section 7.1.2.2.
Ensure maximum reduction of administrative burden and increase in quality of services for trust services
Service providers that have embraced trust services report making savings thanks to the usage of trust
services. Estonia estimates saving 2% of its GDP value annually through the usage of digital signature. 109
As part of the OPC, a majority of respondents agreed that in the field of trust services the eIDAS Regulation
has led to time savings (85% of respondents), the simplification of the administrative procedure (77% of
respondents), saving money (72% of respondents), an increase of service quality (69% of respondents),
and enhancing user friendliness (61% of respondents). Some of the limiting factors mentioned are a lack of
awareness (50% of respondents), a lack of availability for relevant services (39% of respondents), the use
of trust services being too complicated/ not user-friendly/ having accessibility barriers for persons with
disabilities (36% of respondents). A further 10% of respondents finds trust service solutions too expensive.
Among the consulted trust service providers, 75% have considered that the eIDAS Regulation had a positive
impact on the quality of the trust services offered on the EU market. The services making use of the
improved trust services also benefits from an increase in quality and user’s satisfaction.
Ensure cross-border and cross-sector interoperability of trust services
Cross-border interoperability with regard to trust services initially referred to the interoperability of
eSignatures. The eIDAS Regulation ensures this interoperability also for other trust services and intended to
remove remaining barriers.
Stakeholder consultation has shown that interoperability seems to be a bigger issue for some trust services
than for others. A majority of respondents to the OPC agreed that the eIDAS Regulation has ensured
interoperability of eSignature (57% of respondents), eSeal (52% of respondents) and eTimestamp (59% of
respondents), however, there remains some disagreement among stakeholders. Opinions are more divided
regarding website authentication, where 34% of respondents agreed and 26% of respondents disagreed
that the eIDAS Regulation has ensured interoperability. For ERDS, more respondents disagreed (32%) than
agreed (31%) that the eIDAS Regulation has ensured interoperability.
Consulted trust services providers expressed reserve on the link between the introduction of the eIDAS
Regulation and the increase interoperability of trust services in Europe. 30% of respondents did not believe
that the legal framework led to an increase in interoperability. Although no clear explanation was given, one
can assume that stakeholders consider that most of the trust services’ interoperability is linked to ongoing
work of standardisation organisations that would have performed this work with or without the eIDAS
Regulation. Another assumption for this more mixed answer is that some national dispositions define specific
requirements for trust services’ certificates, forcing operators to use different types of certificates in different
Member States, effectively reducing their interoperability.
7.1.1.3 With regard to electronic documents (eIDAS – Chapter IV)
Chapter IV of the eIDAS Regulation defines a principle of non-discrimination of the legal effects of electronic
documents and their admissibility in legal proceedings. An electronic document cannot be rejected on the
sole basis that it is in an electronic format. As part of the OPC, 70% of respondents agreed that the legal
effect provided to electronic documents by the eIDAS Regulation helped increase their take-up and
admissibility in legal proceedings.
According to a study conducted in the context of the European Blockchain Services Infrastructure (EBSI),
the current definition of electronic document under eIDAS (any content stored in an electronic form, in
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https://e-estonia.com/wp-content/uploads/2020mar-faq-a4-v02-e-identity-1-1.pdf
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particular text or sound, visual or audiovisual recording) would mean that blocks in a blockchain would
benefit from the legal effect granted to electronic documents under this disposition. More specifically, the
SSI eIDAS legal report considers that verifiable claims issued in a blockchain constitute electronic document
and benefit from the legal effect provided by the eIDAS Regulation. 110
7.1.2

To what extent has the Regulation met its specific objectives?

7.1.2.1 With regard to electronic identification (eIDAS – Chapter II)
Increase availability and take-up of cross-border eID schemes
In terms of availability, a key achievement of the eIDAS Regulation has been the notification of eID schemes.
In total, 20 eID schemes have been pre-notified so far and 19 of them have been notified. 111 After an eID
scheme has been notified, Member States have one year to effectively accept it, and as of 13 September
2020, European citizens can use national eID schemes from 11 countries across borders. Member States are
obliged to recognise these for use their online public services that can be accessed with national eID means.
This is the case provided that the eID means corresponds to the level of assurance “substantial” or “high”
and that the eID scheme reaches the minimum level of assurance requested by the service provider.
Figure 16 – Pre-notified and notified eID schemes across Europe (August 2020)

The number of notifications has been steadily progressing with several countries having reported their
intention to pre-notify their eID schemes. However, some Member States have raised concerns with the
difficulty they may face to notify private sector schemes used at the national level to access eGovernment
services due to the absence of a commercial model at the EU level and possibility for private identity
providers to recover their costs.
While the availability of notified eID schemes is progressing, the actual take-up/ usage in terms of the
number of cross-border authentications performed using notified eID schemes has been limited.
When looking at the number of cross-border authentications provided by a subset of Member States the
numbers remain low (<10 000 authentications per year) compared to the usage of eID at the domestic level
(> millions authentication per year). However, for the subset of Member States there is a clear trend towards
an exponential growth of such transactions in the last years (cf. Figure 13). It must be remembered that
only a limited number of notified eID schemes were available for use (once an eID scheme has been notified
Dr. Ignacio Alamillo Domingo, SSI eIDAS Legal Report, see: https://joinup.ec.europa.eu/collection/ssi-eidasbridge/document/ssi-eidas-legal-report
111
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Country+overview
110
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by one Member State, other Member States have one year in order to adapt their national system and ensure
to accept the cross-border authentication with that notified eID scheme).
Table 5 – Number of yearly cross-border authentications
Member State
Austria

2017

2018

2019

Receiving
Sending

917

112

Czech
Republic

Receiving

Estonia

Receiving

2020

261

550

4 043

4 772

2 478

2

7

10

Sending

655
47

643

Sending
Netherlands

11 523

Receiving

9 551

33 802

Sending
Luxembourg

Receiving

10 000

Sending
Sweden

100

Receiving

3 000

Sending
Total

Receiving
Sending

917

2

9 866

48 005

4 043

4 772

14 756

While little data is available on cross-border usage of eID in the EU, more data is available at the domestic
level with regard to the increasing use of eID schemes. Table 6 below gives an overview of yearly
transactions for 13 eID schemes across 9 countries. Sweden clearly stands out in this table in terms of the
number of total transactions and transaction per inhabitant. This is not surprising considering the fact that
the Swedish eID is provided by the banking sector and used in private sector transactions mainly, while less
than 7% of the total 4.1 billion requests performed in 2019 are related to public sector services (comparable
to the number of transactions in Denmark and the Netherlands in that same year).
Table 6 – Number of yearly transactions using eID at domestic level in EU Member States

2016

2017

2018

2019

2019
transactions
per inhab.

4.7
million

6.8
million

11
million

15 million

1.6

23.4
million

24 million

2

60 million

319
million

55

409
million

Member State

Notified
eIDAS

Austria (HandySignatur) 113

N

Belgium (itsme®) 114

N 115

Belgium (FAS) 116

Y

43
million

55
million

Denmark (NemID) 117

Y

223
million

253
million

2015

2020

(estimated)

Austria is using its eIDAS node to enable authentication to the EC authentication service ECAS/EU Login.
Source: unpublished Member State data
114
https://www.europeanpaymentscouncil.eu/news-insights/insight/discover-itsmer-belgian-digitalid#:~:text=By%20the%20end%20of%202018,over%202%2C000%2C000%20transactions%20each%20month.
115
Only the usage of itsme® via FAS had been notified under eIDAS.
116
Source: unpublished Member State data
117
https://digst.dk/it-loesninger/nemid/tal-og-statistik-om-nemid/
112
113
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Estonia (Mobiil-ID)

Y

50
million

70
million

80
million

80
million

96 million

Estonia (ID-card)

Y

100
million

110
million

130
million

130
million

168
million

Estonia (Smart-ID)

N

France
(FranceConnect) 118

N

Latvia 119

Y

The Netherlands
(DigID) 121

Y

The Netherlands
(eHerkenning) 122

Y

Portugal (eID card,
CMD) 123

Y

Sweden (BankID) 124

N

120
million
867
516

10.4
million

40.3
million

288
(for the 3
means)

78.5
million

1.2

1.4
million 120

0.72

341
million

270
million
96.1
million

19.7

358
million

5.5
million

9.2 million

0.3

12.3
million

2.1
million

3
million

7.5 million

0.73

11.7
million

2.5
billion

3.3
billion

4.1 billion

391

4.8 billion

Millions

Figure 17 – Evolution of domestic eID transactions for a sample of Member States
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Beyond the number of transactions, the actual number of unique users per eID scheme is a relevant metric
as regards the take-up of eID. Table 7 provides figures for 15 Member States in recent years, clearly showing
an upward trend in the number of unique users. It should be noted that having an eID means does not
necessarily translate into a person making active use of it. Indeed, this is particularly relevant in countries
that issue eID means (such as national electronic ID cards) to the entire population 125. Other eID means are
taken up voluntarily, hence the coverage of the schemes on the population varies by scheme between 1%
to 96% or even 102% as in the case of Estonia 126. There is clear growth in the number of unique users, with
some eID schemes already approaching saturation, others are growing quickly (e.g. SPID and France
Source: unpublished Member State data
https://bnn-news.com/e-services-in-other-eu-countries-available-to-latvian-e-id-card-holders-212463
120
Extrapolated estimate annual number of transactions based on the monthly transactions from March 2019
121
Source: unpublished Member State data
122
Source: unpublished Member State data
123
https://www.autenticacao.gov.pt/estatisticas-de-autenticacao
124
Source: unpublished Member State data
125
Or citizens above a certain age.
126
Estonia reaches a value above 100% because it also issues an eID to foreigners who do not live in Estonia. See
https://e-estonia.com/wp-content/uploads/e-estonia-facts-20-04-15.pdf for total number of active ID-cards as of April
2020.
118
119
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Connect). In general, the availability and uptake of cross border eID schemes is progressing. The growth at
domestic level in the usage of national eID schemes will positively impact the further use of notified eID
schemes at the European level.
Table 7 – Number of unique eID users 127
Member State

Jan
2015

Jan
2016

Austria

HandySignatur

571,000

678,000

Belgium

FAS

Belgium

itsme 128

125,000

Croatia

OIB

540,531

Czechia

eID

Denmark

NemID

Estonia 129

Smart-ID

463,559
(April 20)

35%

Mobile-ID

230,000
(April 20)

17%

ID-card

1,351,376
(April 20)

103%

Jan
2018

17,322,666
(August 20)

26%

824,000

948,000

4,276,042

4,622,603

Jan
2019

Jan
2020

1,200,000

1,400,000

650,000

1,500,000

Most
recent

FranceCo
nnect 130

40%
13%
13%

Ireland

MyGovID

Italy

SPID

Latvia

eID Karte

Lithuania

ATK

Netherlands

DigiD

Netherlands

eherken
ning

Portugal

CMD 132

Sweden

BankID

1%

5,000,000

751

460,309

1,379,501

131

3,200,043

2,538,558

86%

8,384,565
250,000

450,000

2,582,948

5,926,343

9%
9,052,471
(July 20)

428,491

4,700,000

15%
22%

1,916,978

3,300,000

% of pop.
(last
entry)
15%

105,376

France

133

Jan
2017

68%

13,821,514

15,334,723

16,666,677
(July 20)

96%

281,062

383,994

525,748
(July 20)

N/A

1,677,526
(June 20)

16%

18,219

60,073

272,461

1,171,217

7,600,000

7,900,000

8,200,000

8,500,000

83%

127
Obtaining information about the number of active users is more difficult, notably for Member States that issue
national ID cards with electronic certificates to all citizens (or all citizens above a certain age). Holding an eID card does
not necessarily mean that the person makes active use of it.
128
https://www.itsme.be/en/blog/eidas-loa-high#:~:text=account.,are%20conducted%20using%20itsme%C2%AE.
and https://www.europeanpaymentscouncil.eu/news-insights/insight/discover-itsmer-belgian-digitalid#:~:text=By%20the%20end%20of%202018,over%202%2C000%2C000%20transactions%20each%20month.
129
https://e-estonia.com/wp-content/uploads/e-estonia-facts-20-04-15.pdf
130
https://franceconnect.gouv.fr/
131
https://innovazione.gov.it/it/progetti/spid/
132
https://dados.gov.pt/pt/datasets/ativacoes-de-chave-movel-digital-1/#_
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https://www.bankid.com/en/om-bankid/detta-arbankid#:~:text=BankID%20have%208%20million%20active,%2C%20municipality%2C%20banks%20and%20compani
es.
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Figure 18 – Evolution of unique users as a percentage of population for a selection of notified and non-notified eID
schemes
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Ensure an optimal level and scope of governance for eID
The eIDAS Regulation has established a governance framework for the eID Chapter of the Regulation. The
key forum of decision and coordination is the Cooperation Network. Overall, consulted members of the
Cooperation Network consider that the current governance of eID is effective and adequate.
The major concern of Member States is linked to the current notification and peer review procedures. The
Member States that are part of the Cooperation Network are in charge of performing the peer review
procedure. This procedure is aimed at creating trust between Member States following the pre-notification
of a Member States to notify its national eID solution under eIDAS.
First of all, the overall length of the procedure to notify an eID scheme has impacted the effectiveness
of the framework and delayed the update of cross-border authentications. The duration between the prenotification and publication of the notification to the official journal has taken 9 months in average for past
notification. The 12-month period for the kick-off of the mutual recognition following the publication of the
notification, means that an eID scheme only becomes effectively available under the eIDAS network after
almost 2 years. This duration is very long compared to the speed at which the identity market is developing
and could deter private identity providers to enter such procedure. In that sense, the complex governance
for eID limits the availability and take-up of eID in Europe.
Early January 2019, the members of the Cooperation Network were consulted on their perception of the peer
review procedure. A vast majority replied that their perceived the peer review as an audit and that the
scope of the peer review required clarification. As part of this evaluation study, 39% of consulted
members of the Cooperation Network answered that the circumstances, formats and procedures for the prenotification of eID schemes are not adequate. Member States criticise the tendency for some peer reviews
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to go beyond scope with regard to the level of security scrutiny, rather than focus on an overall assessment
of the eID schemes with the requirements of the eIDAS Regulation and correct assessment of the Member
State declared LoA of its pre-notified eID solution. On the contrary, the interoperability aspects (e.g.
availability of the node) were overlooked.
Following a meeting of the Cooperation Network on June 2019, a specific subgroup was created to discuss
the lessons learned of the concluded peer review and propose some improvements. The group identified key
issues and gathered the opinion of the Member States on four topics: scope of the peer review, preparation
of the peer review, execution of the peer review, and drafting of the peer review.
Some Member States mentioned that the purpose of a peer review should be to create trust between
notifying Member States and eIDAS should be technologically neutral but this is not the current case and
some Member States are highly oriented towards technical details or implementations whereas other
Member States have an approach of risk assessment and every notification boils down to national
liability/responsibility matter. There is also no uniform understanding on how to assess new types of
innovative solutions for example mobile, biometric or video solutions, what are the best practices or what
kind of implementation practices or requirements are considered level of assurance “substantial” or “high”.
The notification documentation and Level of Assurance (LoA) mapping documents currently overuse crossreferencing, which makes reading and understanding the scheme very difficult. In addition, because of the
risks and practices, the requirements of the LoA should be reviewed, updated and changed regularly.
Another concern raised by Member States with regard to the peer review procedure is the lack of legal
value from the opinion. As such, nothing prevents a Member State to notify an eID scheme at a higher
level of assurance than the conclusion of the peer review performed by the member of the Cooperation
Network. Such a situation would greatly disrupt the whole trust framework as Member States would be
compelled to recognise such eID scheme.
Finally, some Member States believe that there are not enough resources dedicated by the European
Commission to the functioning of the Cooperation network. This situation results in a shortage of
summaries after Cooperation Network meetings while they are required to make the exchange of information
more effective. This also means that there is no adequate follow-up on the action points that were defined
as part of past peer review. There is no formal monitoring system in place to ensure that Member States are
acting upon those commitments. Early 2020, the Cooperation Network has made a summary of all those
commitments and requested Member States to provide an update. The group of experts working on this
summary still propose to agree on a voluntary monitoring/reporting mechanism to ensure a continuous trust
between Member States with regard to the security of their electronic identification schemes.
Ensure that all consumers can benefit from the advantages of cross-border eID
In many cases, access to an eID scheme is linked to the residence status of the respective users. Currently,
41% of EU citizens don’t have access to a notified and high level-of-assurance eID because their countries
do not offer such a solution and they are unable to obtain an eID in another country.
One aim of the Regulation was to ensure that eID schemes notified under eIDAS would be used by public
and private sectors to access online services across borders. In September 2020, 14 of the EU Member
States have already notified at least one eID scheme. 134 This means that half of the EU have not pre-notified
or notified an eID scheme under eIDAS yet. In other words, 59% of the population in the EU currently have
access to a notified eID scheme in their country, but 41% of the population does not. This lack of availability
of notified eID schemes limits the usage of notified eIDs by public and private sectors in Europe. Even for
the notified eID schemes, there is a limited availability of services in practice. Not all public services that
should have been accessible via the eIDAS framework can actually be accessed that way.

134

The United Kingdom notification of UK.GOV Verify is not included in this analysis.
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Figure 19 - access to notified eID schemes in Europe 135

While these numbers are theoretical and based on the general population, in practice there may be additional
differences across Member States in terms of eligibility for obtaining the eID scheme as a citizen. Our
estimates are therefore a best case scenario. There may be additional restrictions such as nationality vs.
residency and age requirements. Most of the eID schemes not linked to a national eID are open to all
residents of the country. However, for countries that have only notified a national eID card, residents are
excluded of accessing the scheme if the specific card for residents has not been integrated in the notification
as well. Belgium, Germany, Slovakia, and Estonia specifically notified their electronic residence card to avoid
this situation. Annex C summarizes the notified eID schemes across Europe.
7.1.2.2 With regard to trust services (eIDAS – Chapter III)
Increase availability and take-up of cross-border and cross-sector trust services
While the availability of trust services refers to the number of services available per trust service across
Europe, the take-up of trust services describes the actual usage numbers of the different trust services. Both
the availability and take-up of trust services in Europe have been increasing since the introduction of the
eIDAS Regulation, however, there are differences among Member States and among the different trust
services.
With regard to availability of trust services, as part of the OPC 72% of respondents agreed that the eIDAS
Regulation has increased the availability of electronic trust services in the EU. A majority of respondents
also believed that the eIDAS Regulation has increased the availability of eSignature (78% of respondents),
eSeal (78% of respondents), and eTimestamp (73% of respondents). More respondents further agreed than
disagreed that the eIDAS Regulation has increased the availability of ERDS (51% of respondents) and
website authentication (41% of respondents), however, there was some level of disagreement with regard
to these two types of trust services. Overall, only 23% of respondents agree but a majority of 54% disagree
that the availability and offer of trust services in the EU is sufficient.
With regard to usage of trust services, as part of the OPC 77% of respondents stated that they have already
used electronic trust services, and 65% stated that they feel more comfortable and confident to use trust
services now compared to five years ago. Still, 89% of respondents agreed that public administrations should
roll out more public services, making better use of electronic trust services in their contact with citizens and
businesses. A majority of respondents agreed that the use of eSignature (77% of respondents), eSeal (69%
of respondents), eTimestamp (65% of respondents), ERDS (48% of respondents) and website authentication
(53% of respondents) have increased in Europe during the last 3 years.
Based on the stakeholder consultation, the general trend seems to show that there is room for improvement
for the availability and take-up of trust services in the EU, more so in the areas of ERDS and website
authentication than when it comes to eSignature, eSeal and eTimestamp, where the market and take-up
seem to be a bit more mature.
The analysis of the numbers provided by the EU Trust List Browser shows that the number of Qualified Trust
Services has grown steadily since the entry into force of the provisions regarding trust services under the
eIDAS Regulation.

135
Percentage of population is provided on the number of inhabitant in a given country. The numbers have not been
corrected with the ability or not for foreign resident to access the schemes nor the age eligibility criteria as it would
have a marginal impact.
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Figure 20 – Evolution of the number of Qualified Trust Services (2016-2020) 136

500
400
300

176 185 193 205

200

235

268

300

341 357

409 419
374 393

437 448 451 465

100

Number of active qualified trust services
In terms of the repartition of trust services, QeSignature, SeSeals and Qtimestamps are the services that
have met the most success. The number of QWAC, QeSeal, Preservation, QERD, QVal are significantly
lagging behind. The number of Qualified eSignature remained steady while QeSeals, QWACS and
Qtimestamps experienced significant growth between 2016 and 2020. As of 9 September 2020, a total of
489 trust services were offered in Europe.
Figure 21 – Repartition per type and evolution of the number of qualified trust services (2016 – 2020) 137
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The number of qualified trust services providers has been slowly growing regularly since 2016. In total, as
of 9 September 2020, 190 active trust service providers are providing trust services throughout Europe. 138
For non-qualified trust services, it is more difficult to estimate the exact number, as their number is not
tracked by supervisory authorities.

Abstract from the TL Browser, see: https://webgate.ec.europa.eu/tl-browser/#/
Abstract from the TL Browser. Q3 corresponds to an abstract on July 2nd each year. See:
https://webgate.ec.europa.eu/tl-browser/#/dashboard
138
https://webgate.ec.europa.eu/tl-browser/#/
136
137
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Figure 22 – Evolution of the number of qualified trust service providers (2016 – 2020) 139
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The take-up of trust services relates to the number of transactions since the introduction of the eIDAS
Regulation. Information about the usage of each trust service solutions relies in the end of trust service
providers. Unfortunately, it was not possible to gather data at the EU level on the actual usage of trust
services due to the reluctance of stakeholders to share such information publicly.
A 2019 market study among SMEs 140 shows that adoption levels of the different trust services included in
eIDAS are still low. The study surveyed SMEs across Europe and turned out adoption levels for eSignatures,
eSeals, eTimestamps, Website Authentication and ERDS among SMEs in 6 Member States (e.g. France,
Netherlands, Italy, Poland, Bulgaria and Spain), as depicted in the figure below. It is important to note that
one reason for these high numbers is that respondents to the survey did not necessarily differentiated
between a simple electronic signature from an advanced or even qualified digital signature. For the latter,
the numbers could be significantly lower.
Figure 23 – Market analysis on the uptake of trust services in the EU

Through interviews and desk research, we have identified several issues that may hamper the availability
and take-up of trust services in Europe. These include:
•

Low awareness and understanding: this is highlighted as a clear barrier for uptake in the private
sector, as businesses are often uncertain what eIDAS solutions are, how they can be used, and what
their legal value is, especially for the myriads of advanced qualified signature solutions available on the
market.

•

Trust and security concerns: There are concerns over security and trust issues which are important
barriers to consider. Some trust issues in digital services remain because of past high-profile hacking
cases.

Abstract from the TL Browser, see: https://webgate.ec.europa.eu/tl-browser/#/
European Commission (2019), eIDAS study on pilots for replication of multipliers: supporting the uptake of eIDAS
services by SMEs, see: https://op.europa.eu/en/publication-detail/-/publication/712f9ce2-5042-11e9-a8ed01aa75ed71a1/language-en
139
140
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•

Lack of resources: Especially for SMEs, there is often a lack of available resources to invest in new
technologies. Technology is rapidly changing and returns on investment for companies are perceived
as uncertain. This in turn is linked to the perceived cost of eIDAS solutions. The cost combined with
the lack of awareness may be fundamental barriers raised in all Member States. The cost for some
trust service solutions outweighs the perceived benefits for SMEs. Knowledge-sharing would be
necessary to tackle this issue.

•

Technological issues and complexity: Some multipliers in the IT industry pointed out the existing
problems and complexities with some trust service solutions. For example, some website
authentication certificates are not compatible with some browsers. Others mentioned the complexity
associated with eSignature solutions for example which may require additional means like a card
reader and code. These complexities discourage companies and citizens from embarking on new
technologies. There is also a perceived complexity and lack of user-friendliness, which limits the
potential user base. Particularly challenging under this aspect are certificate-based solutions, especially
if hardware is mandated (e.g. electronic signature or eDelivery solutions requiring a smartcard or
token to login).

Ensure an optimal level and scope of governance for trust services
The eIDAS Regulation has set up a governance framework for trust services that includes supervisory bodies,
conformity assessment bodies and trusted lists for trust service providers in Member States. A full description
of the supervisory mechanism of trust services is presented in Section 3.2.
Respondents to the OPC were divided on the effectiveness of the governance framework provided for trust
services by the eIDAS Regulation. 37% of respondents agreed and 32% disagreed that the level and scope
of governance and supervision of electronic trust services are adequate to ensure harmonisation at EU level.
More specifically, 42% of respondents agreed and 20% disagreed that the assessment procedure for
becoming a QTSP is adequate.
Consulted Supervisory bodies, Conformity Assessment Bodies and National Accreditation Bodies agreed at
89% that the role of supervisory bodies was adequately specified in the eIDAS Regulation. Only 6% of the
respondents disagreed that the mutual assistance between supervisory bodies supports the exchange of
good practice. In general, more than 70% of respondents of this category consider that their organisation
has the required powers and resources to perform their supervisory functions. However, the respondents
were more mitigated on whether or not the verification procedure for qualified status was sufficiently aligned
across Member States. More than a third of respondents disagreed with the statement. The same proportion
considers that the conformity assessment reports received are not consistent in quality and adequate.
Consulted trust service providers shared this mixed feeling. 43% of respondent disagreed with the fact that
the framework for verification of qualified status was clear and consistent across the Member States
(compared to 40% that agreed). On whether or not the current supervisory regime had established a level
playing field for security and accountability, 40% agreed or strongly agreed on the statement while 32
disagreed or strongly disagreed, 29% were neutral.
Fragmentation of national approaches with regard to the supervision of trust services
The major issue raised and confirmed by interviews and position papers is the lack of definition by the
eIDAS Regulation of a conformity assessment scheme for which the Conformity Assessment Bodies
must be accredited against by the National Accreditation Bodies. There is therefore a lot of room for
interpretation and divergence in the approach toward conformity assessments of trust services in each
Member States. This situation might lead to a cherry-picking situation where trust service providers seeking
to become qualified will turn to the CAB offering the cheapest options or less stringent certification scheme.
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The Article 19 expert group, EUROSMART 141 and FESA propose to base this accreditation on the standard
ETSI EN 319 403 142 in order to provide more clarity to the CABs on how to assess qualified trust service
providers. This opinion is shared by ENISA who proposes a way forward in a report published in May 2019
pushing towards a global acceptance of eIDAS audits. 143 Overall the aim is to increase the credibility and
quality of the Conformity Assessment reports provided by the CAB. To this end, stakeholders also calls on
having a stronger focus on the content and depth of the assessment performed by the CABs rather than the
sole procedural compliance.
A second issue is linked to the absence of requirements with regard to the requirements that must
be met by qualified trust services as per the Articles 24(1), 24(5), 28(6), 32(3), 33(2), 34(2), 38(6),
40, 42, 44(2) and 45). Conformity assessment bodies have different understanding of what are appropriate
technical and organisational measures to ensure the security of trust services, effectively levelling the level
of protection downward. The eIDAS Regulation offer to the European Commission the possibility to adopt
technical standards to provide a presumption of conformity to the requirements laid down in the Regulation.
Over the past 4 years, ETSI has worked on the production of standards mentioned in the Implementing acts
of the eIDAS Regulation but they are not officially recognized (ETSI EN 319 401, 319 411-1, 319 411-2 and
319 421). These standards provide criteria against which the Conformity Assessment Bodies can perform
the compliance assessment of QTSPs. The lack of adoption of such technical standard leads to a diversity of
interpretation and fragmentation of the EU market, with again a phenomenon of cherry picking from the
trust service providers. One stakeholder reports that the price of certification audit can vary up to 4 times
the costs. The lack of criteria clearly diminishes the trust of international and third country organisations in
the eIDAS certificates.
Another issue raised by FESA, is the different approach of each Member States Supervisory Bodies regarding
the acceptance of remote identification methods and whether or not they can be considered as
equivalent to “physical presence” as per Article 24(1)(b) of the eIDAS Regulation. There is currently no
specific requirements nor guidance at the EU level, effectively leading to an unlevel playing fields for Qualified
Trust Services, with again the phenomenon of cherry picking the country in which to obtain the qualification.
There is a growing demand from the Trust service providers to authorize remote identification for onboarding
of users of trust services. The Supervisory Authorities are therefore calling for an harmonization of the
requirements with regard to the different practices of remove identification. The mention in Article 24(1)(d)
to “identification methods recognized at national level” further push towards a national interpretation of the
current requirements which is not desired by the industry stakeholders. An ETSI Specialist Task Force 144 is
currently looking into the issue of identity proofing for trust service subjects. It aims to provide an overview
of the technologies currently used for identity proofing and specify requirements for any trust service
component providing identity proofing of trust service subjects.
Some supervisory authorities have raised the concern regarding the lack of minimal supervision of nonqualified trust service providers under the current eIDAS framework. Article 19(1) of the eIDAS
Regulation requires that qualified and non-qualified trust service providers takes appropriate technical and
organisational measures to manage the risks posed to the security of the trust services they provide.
Currently non-qualified trust service providers do not have the obligation to notify the supervisory body of
the non-qualified trust services that they provide, nor submit annual audit contrary to qualified trust service

EUROSMART, On the Application of eIDAS regulation, 25 October 2019, see: https://www.eurosmart.com/on-theapplication-of-eidas-regulation/
142
ETSI, Certification Authorities and other Trust Service Providers, see: https://portal.etsi.org/TB-SiteMap/ESI/TrustService-Providers
143
ENISA, Towards global acceptance of eIDAS audits, May 2019, see:
file:///C:/Users/meichholtzer/Downloads/WP2018%20O.2.2.1%20%20Global%20acceptance%20of%20eIDAS%20audits%201.1%20(1).pdf
144
ETSI Specialist Task Force 588: Identity Proofing for Trust Service Subjects. See
https://portal.etsi.org/STF/STFs/STF-HomePages/STF588
141
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providers. This leads to the situation where non-qualified trust service providers may not be aware that they
have to report breaches of security of losses of integrity that have a significant impact on the non-qualified
trust services that they provide; and supervisory bodies may not have a complete view on the non-qualified
trust service providers that are established in their Member State. Article 17(3) does mention that the role
of Supervisory Authorities includes the fact of taking action in relation to non-qualified trust service providers
on their territory through ex post supervisory activities. The ENISA Article 19 expert group reports that
currently all Supervisory authorities in Europe do not have the powers and means to require from nonqualified trust service providers the provision of information necessary to assess the appropriateness of their
technical and organisational measures to guarantee the security of their services. This unclear situation in
the governance of non-qualified trust service providers does not create a level playing field for all
stakeholders and may results in potential security threat eventually affecting the trust and confidence in the
overall legal framework.
The ENISA Article 19 Expert group also mentioned that there is currently a gap in the supervision of
Foreign trust services that are partially provided within the EU. Trust services providers established
in a third country but providing trust services in Europe are relying on registration offices or what is called
“supporting services” on the EU territory. This is often the case of providers of certificates for website
authentication. At the moment, such supporting services are not included in the EU supervision as they are
considered as part of the trust service provided abroad. Such supporting service are not supervised under
EU rules in case of an incident. This potentially leads to a gap in the governance framework of trust services.
The Article 19 Expert group reminds that Article 18(2) of the NIS Directive foresee that any provider of
digital services not established in the Union must designate a representative in the Union that would be put
under the jurisdiction of the Member State where one of services are offered. A similar provision could be
included in the eIDAS Regulation to ensure an adequate supervision of third country trust service providers.
Finally, there is no common understanding of the concept of establishment in relation to Article 17.3, and
thus there is a need to clearly define the concept of establishment. It is unclear what exactly “established in
the territory of the Member State” means. It is important to provide a clear definition of the “establishment”
of a trust service provider in the eIDAS Regulation.
Lack of harmonisation of security breach reporting
The eIDAS Regulation imposes on Supervisory Bodies to report:
•

To ENISA, once a year, with a summary of notifications of breach of security and loss of integrity
received from trust service providers as foreseen under Article 19(3);

•

To the European Commission, by 31 March each year, a report on its previous calendar year’s main
activities together with a summary of breach notifications received from trust service providers in
accordance with Article 19(2) as foreseen under Article 17(6).

Although referring to the same type of information (breach notifications), these two reporting exercises are
not combined at the moment, leading to a duplication of work for Supervisory Authorities. Some stakeholders
also consider that their purpose is unclear. It would be beneficial if the outcome would include analysis,
implementation suggestions, change proposition (under Article 17(6), Article 19(2), Article 19(3)).
Need for the recognition of the forum of cooperation in the field of trust services
Article 18(1) of the eIDAS Regulation foresees that Supervisory bodies shall cooperate with a view to
exchanging good practice but no formal governance body is established for the cooperation of relevant
stakeholders in the field of trust services (contrary to the Cooperation Network established under Chapter II
of the eIDAS Regulation on eID). In practice, an additional forum of voluntary and information expert group
was created by ENISA to ensure a smooth cooperation between the European Commission and EU
Supervisory authorities on the application of Article 19 of the eIDAS Regulation. 145 The focus of the group is
145

ENISA, Article 19 Expert Group workspace, see: https://resilience.enisa.europa.eu/article-19
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to define the technical details of incident reporting, the ad-hoc reporting between Member States about
incidents and their cross-border impacts, as well as the annual summary reporting and supervision of trust
service providers. The fact that this group is informal means that all decisions are non-binding.
Some supervisory authorities believe that there should be a new disposition regarding FESA. Currently, FESA
is an unofficial body and its activities depend on the initiatives of the representatives of the national bodies.
Administrative tasks have to be carried out by FESA members and technical resources have to be provided
by members of FESA as well. Considering the need for the eIDAS Regulation to be consistently applied in all
Member States and the role that FESA can play towards that goal, it could be important to strengthen FESA
and its recognition in the EU regulatory framework, giving FESA professional and administrative support via
an office established as a Community body with a legal personality.
7.1.2.3 Ensure that competitive market developments are stimulated and that technological
developments are not hindered in the market
The eIDAS Regulation is technologically neutral and the interviewees and desk research have confirmed that
competitive market developments and the introduction of new technologies were not hindered. More than
80% of technology providers consulted considered that the eIDAS Regulation stimulated market
developments. The majority considered that the principle of technological neutrality has created
opportunities for market development and established a fair competition in the market.
This perception was also voiced by respondents to the OPC. Despite some disagreement, a majority of
respondents agreed that the eIDAS Regulation does not hinder technological developments in the eSignature
(60% of respondents), eSeal (64% of respondents), eTimestamp (72% of respondents), ERDS (50% of
respondents) and website authentication (50% of respondents) markets.
In the case of distributed ledger technology, opinions are divided on whether the eIDAS Regulation can
accommodate recent developments. 36% of respondents to the OPC agreed and 23% disagreed that the
eIDAS Regulation has put in place conditions conducive to trust services based on decentralised solutions.
There are also issues linked to remote onboarding. Some Member States are in favour of allowing remote
authentication to create an eID, while other Member States believe that a face-to-face interaction needs to
take place for this purpose. This situation might create unfair competition for those qualified trust service
providers that are allowed and those that are not allowed to use video authentication for identity verification.
The absence of clear standards to regulate the use of remote signing has also led to a market fragmentation
with different alternative national certification schemes adopted in different Member States. The current lack
of harmonisation is hindering the full development of this new business model enabled by the maturation of
server signing solutions.
7.1.2.4 Strengthen the competitiveness of the European industry and services sector
There has been an uptake of federated eID schemes, which may strengthen the competitiveness of Europe,
however, this trend did not necessarily happen due to the eIDAS Regulation. At this point in time, the
notification of eID schemes has not led to increased competitiveness. Most EU citizens still lack an eID and
most importantly access to an eID means that they can reuse in the private sector. Incentives for the private
sector to reuse notified eIDs may be needed as part of a revision of eIDAS. It was mentioned in some
interviews that it is important to focus on competitiveness to ensure that EU companies do not lose ground
against companies worldwide.
In terms of trust services, several stakeholders mentioned that becoming a QTSP has strengthened the
competitiveness of businesses and with an increasing global awareness of eIDAS the Regulation may also
help EU companies increase their competitiveness in a worldwide trust services market context.
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7.1.3

To what extent has the Regulation met its general objectives?

Develop a digital single market for eID
For companies in the digital economy economies of scale are a key to success. The eIDAS Regulation has
led to new business opportunities and allowed companies to easily reach new customers across Europe. The
market for Identity Authentications and Fraud Solutions is set to grow from EUR 10.3 billion in 2018 to about
EUR 23.6 billion by 2023 worldwide, with identity authentication making up a major part of this growth. 146
In Europe, the identity verification market is expected to grow from EUR 1.23 billion in 2018 to EUR 3.71
billion by 2027. 147 eIDAS and the Connecting Europe Facility (CEF) programme have built a digital
infrastructure across the EU that successfully supports Member States and businesses to set up this
infrastructure via a set of generic digital building blocks.
The overall analysis of the effectiveness of the eIDAS Regulation on creating a single market in the field of
eID shows that there is still a lot of fragmentation between public and private relying parties. The absence
of a wide take-up of eID in the private sector is not allowing for the development of an optimal Digital Single
Market in the field of eID.
Overall, several stakeholders believe that the current framework has shortcomings. An overarching layer for
digital identity is missing, meaning that there is currently no self-contained EU regulatory framework for
digital identity. Some regulations (eIDAS, AML) only regulate components of digital identity for specific use
cases, and standardisation and certifiability are fully missing. The current framework only supports specific
digital identity use-cases which may not sufficiently fit the private sector.
Develop a digital single market for trust services
For the field of trust services, the eIDAS Regulation has developed the digital single market, enabling
companies to develop their business cross borders. Consulted trust service providers considered that the
eIDAS Regulation had a positive impact on their ability to develop their business. More than half consider
that the eIDAS Regulation enabled them to increase their customer base in Europe and 75% that the eIDAS
Regulation has resulted in an increased use of the trust services they provided. A majority of respondents
to the OPC also agreed that the eIDAS regulatory framework creates a level playing field in Europe for
eSignature (62% of respondents), eSeal (61% of respondents) and eTimestamp (64% of respondents). More
respondents agreed than disagreed that the eIDAS regulatory framework creates a level playing field for
ERDS (45% of respondents) and website authentication (40% of respondents), however there is a certain
level of disagreement.
Stimulate and strengthen sustainable competition in the digital single market
While the eIDAS Regulation has helped increase competition in the trust services market, this is less the
case for the eID market. A focus on the commercial model for eID might help strengthen competition in this
area by further involving the private sector in the development. The World Economic Forum has identified
the lack of commercial models for public-led eID schemes as a distinct gap in the digital identity landscape
today. 148 At the moment, the absence of a common agreement between Member States means that:
•

Private relying parties are missing clear information on the terms and conditions of their access to the
different national nodes;

•

Pure cross-border private relying parties (offering services at the EU level) don’t have clear guidance
to which national eIDAS nodes they should connect to. This reliance on the national level is
contradictory with the creation of a single market;

BCG, A Great Digital Identity Solution Is One You Can’t See, see: https://www.bcg.com/enbe/publications/2019/digital-identity-solution-one-you-cannot-see
147
Intrado, Europe Identity Verification Market to 2027, see: https://www.globenewswire.com/newsrelease/2019/11/04/1939959/0/en/Europe-Identity-Verification-Market-to-2027-Regional-Analysis-and-Forecasts-ByComponent-Deployment-Organization-Size-End-user.html
148
World Economic Forum, A blueprint for Digital Identity, August 2016. See:
http://www3.weforum.org/docs/WEF_A_Blueprint_for_Digital_Identity.pdf
146
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•

Potential fragmentation of the market for private relying parties wanting to consume notified identity,
as they need to gain access to their national node, the node of the country of the notified eID scheme
needs also to grant access to the national and finally the notified eID scheme itself needs to agree on
the usage of its service by private relying parties. This multiplication of conditions makes it extremely
difficult for a private relying parties to ensure that the connection to the eIDAS network will result in
an effective access to a critical mass of users. At the moment, the situation does not justify the
investments required for the private relying parties to invest in the eIDAS network.

•

Member States remain free to fix the terms and conditions of access to their eIDAS nodes. At the
moment some Member States wants to provide this service for free to private relying parties while
some others would like to recover the costs of usage of this public infrastructure when used for
commercial purpose (e.g. banks using notified eIDs to reduce their onboarding costs). This situation
might result in cherry-picking strategies from interested private relying parties that might connect in a
Member States applying the most advantageous terms to access the eIDAS network. Considering that
there is no obligation for other Member States to accept authentication requests coming from private
relying parties, countries applying less control might become blacklisted, increasing even more the
current fragmentation of the market.

•

Difficulties to recover costs of usage of notified eID schemes for identity providers as it would be
highly burdensome to establish a contract with every single relying parties using their identity
services. Each identity providers also have its specific invoicing models and conditions, adding to the
difficulty to process a lot of requests at the EU level. Scandinavian Member States have fixed this issue
with the development of identity broker companies (e.g. Nets) who are providing a service to Nordic
companies like banks to access a series of governmentally issued eIDs in the geographic area. Identity
providers are therefore dealing only with the brokers instead of thousands of individual identity
providers.

Promote the interest and protection of end-users (citizens and businesses)
Consulted trust service providers were more divided on the fact that the eIDAS Regulation adequately
addresses data and privacy concerns (51% agreed with the statement while 29% disagreed). Data protection
is a concern that was also shared as part of the OPC, with 19% of respondents mentioning privacy concerns
as a limiting factor for the use of eID and trust services.
The Future Trust research project 149 investigated to what extend the eIDAS Interoperability Framework
should be adapted to comply with the high level of data protection introduced by the European General Data
Protection Regulation (GDPR). 150 At the moment, when a user authenticates to a foreign online service, the
whole eIDAS minimum dataset is automatically shared with the relying party. The study proposes a
modification of the technical specifications in order to enable selective disclosure (e.g. sharing only the
necessary attributes for the service) and pseudonymisation (e.g. tokenization of unique identifiers) of
transmitted attributes. Additionally, the researchers call on the Member States to support the principle of
unlinkability on top of pseudonymisation and selective disclosure. In this case, the technical specification
could be amended to enable the transmission of anonymous credentials. In order to verify the age of a user,
only an assertion containing a certificate of majority (e.g. above 18) could be shared instead of sharing the
actual date of birth of the user.
The question remains whether this type of computation would happen within the sending or receiving node.
From a pure privacy point of view, such pseudonymisation, selective disclosure and unlinkability
functionalities should take place in the sending country to limit the transmission of personal data over the
149
Future Trust, Documentation of the Legal Foundations of Trust and Trustworthiness, 2018, see:
https://docs.wixstatic.com/ugd/2844e6_b441a5f255f94cf78a7d4c890e2fe6aa.pdf
150
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, see:
https://eur-lex.europa.eu/eli/reg/2016/679/oj
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eIDAS network whenever possible. Experts also points out the risks on the performance of the network in
case unlinkability function is implemented.
More generally, the uptake of trust services but especially of eID is still limited and the inability for citizens
and businesses to get an eID scheme in case their respective Member States are not providing one as well
as the inability to use an eID to access private relying parties are major issues that limit the promotion of
the interest and protection of end-users, which needs to be taken into account for a potential revision of the
eIDAS Regulation.
The eIDAS Regulation foresees a minimum data set for legal persons. Only one Member States has notified
so far an eID scheme for legal persons (NL – eHerkenning). However, in general, the number of schemes
dedicated to legal persons in Europe is rather limited. We assume that the lack of notification is due to the
minimal availability of such schemes and not due to a blocking factor linked to the disposition of the eIDAS
framework.
7.1.4

Where expectations have not been met, which factors have hindered their achievement?

Currently, there is no commercial model to integrate private identity providers to the eIDAS network. The
eIDAS network must be used for free when accessing public sector services, however, this is not in line with
the logic followed by Nordic Member States. In these countries, the public sector authorities are procuring
identity provision to the private sector. Each transaction is therefore a cost for them, which in practice is not
the same as other countries that have integrated eID as a publicly financed infrastructure.
There are no clear terms and conditions of access of private relying parties to the eIDAS network. This is
the case for the receiving node, the sending node and from the foreign identity provider.
The attributes are not portable, which leads to issues of identity matching due to the multiplication of
identities and lack of access of citizens to competitive offers. The offers are always limited to the choices
made by the Member States.
Figure 24 – Overview of limiting factors to the uptake of eIDAS eID in Europe

Overall, the eIDAS framework has been ineffective to ensure that all EU Citizens have access to a secure
means of eID. This is due to a multiplicity of conditions that must be met to ensure that a citizen can
effectively proceed successfully to a cross-border authentication. The current set-up is too complex and
limited to very few use cases, while ignoring the massive needs of private relying parties at domestic levels.
In the area of trust services, stakeholder consultations have confirmed that expectations have been mostly
met, in particular with regard to eSignatures, eSeals and eTimestamps. One expectation that has not been
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fully met is the general availability of trust services, which is considered to be limited. To some stakeholders,
expectations are lagging behind with regard to ERDS and website authentication, with the responsible factors
being their availability, level of usage, interoperability and level playing field in Europe.

7.2

Efficiency

This section presents the main findings of the research process aimed at responding to the evaluation
questions (Annex E: Evaluation Framework) related to the efficiency criterion, which are reported in the
table below.
The various consultation activities enabled the team to collect a diverse range and type of data. These were
then selected and combined to structure the key methodological tool adopted to reply to the efficiency
questions: a tailored analysis of costs and benefits, structured to reflect the specific needs of the evaluation,
as described in detail in the methodology section 5.3 and more in detail in Annex G. In addition, qualitative
data are used to complement the CBA and provide a comprehensive evaluation.
The rest of the section is divided into four sub-sections, each responding to one of the evaluation questions
reported in Annex E. Each of the sub-sections follows the same logical path, dealing with eID and trust
services separately after a short introduction.
7.2.1

Did the regulatory intervention create any additional costs and benefits for the target
stakeholders?

The eIDAS Regulation establishes directly and indirectly duties, responsibilities and standards to be met by
several entities, thus generating different costs and benefits. The scope of our analysis is limited to the
costs/benefits that are to be attributed to the Regulation, thus mainly related to cross-border interoperability
and market effects on top of programs, policies or provisions at national level. In fact, the latter costs and
benefits would exist regardless of the eIDAS Regulation and, therefore, are not taken into account for the
purpose of this analysis.
Therefore, based on the activities described in Annex G, the research team mapped the relevant stakeholders
and cost and benefit items, thus setting the ground for the evaluation of the efficiency criterion. Other
possible stakeholders are excluded based on the scope of the evaluation and on methodological limitations.
This is the case, for instance, with society as whole, and therefore social costs and benefits (e.g.
environmental impact), and end-users, which includes first and foremost physical persons, in the case of
eIDs, but also legal persons (e.g. private businesses), in particular for trust services.
7.2.1.1 eID
Concerning eIDs (Article 6 to 12), the main purpose of the Regulation is to ensure that national eID schemes
issued in a country can be used in any other. This implies the need to coordinate a series of activities,
including cross-country communication and verification of information, that are performed by different
stakeholders.
For the purpose of the CBA, as outlined in the methodology section, the research team has identified three
key stakeholders:
•

National authorities and eIDAS node operators are the entities responsible for ensuring that the
eIDAS nodes perform correctly and reliably its functions as a connection point. eID issuers and service
providers in a country communicate with their national node only, which is the only contact point with
all other national nodes though the eIDAS Network. Moreover, national authorities and eIDAS node
operators are responsible for the administrative implementation and compliance of the eIDAS Regulation
Article 7 eligibility for notification, Article 9 notification, Article 10 security breach, Article 11 liability and
Article 12 cooperation and interoperability. In performing the function of node operators, national
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authorities and eIDAS node operators provide the channel (physical and technical implementation)
through which interoperability of national system occurs: Article 6 mutual recognition, Article 7 eligibility
for notification and Article 12 cooperation and interoperability;
•

eID providers are entities responsible for issuing the electronic identification, with no price for users.
They verify that a user is who they claim to be, making sure that the various attributes correspond, and
assert verified data that identifies them to the relying party. Often, eID providers are incorporated in
public sector bodies (e.g. government agency or local authority), but in some cases, as for instance in
the case of the Italian SPID notified scheme, the issuance is officially delegated to a number of private
companies. In addition, private eID providers whose schemes are not notified can also benefit from the
assurance level system guaranteed by national nodes or they can directly apply for notification;

•

Service providers (using eID) are entities offering online services that rely on eID for cross-border
authentication according to Article 7 (eligibility for notification), Article 8 (assurance levels) and Article
11 liability of the eIDAS Regulation.

The table below shows the results of the cost mapping for eID stakeholders (national authorities and eIDAS
node operators, eID Providers, Service Providers) broken down by the three main subcategories of cost
(administrative burdens, substantive compliance costs, enforcement costs).
Table 8- Mapping of costs for eID stakeholders
Administrative burdens
National
authorities and
eIDAS
node
operators

•
•

•
•
•

eID providers

Service
Providers

•

Substantive compliance

Mutual recognition of
eID nodes
Notification of eID
schemes (and prenotification) – including
preparation for peer
review
Peer review of other MS
schemes
Communication security
breaches
Cooperation and
interoperability with
other MS

•
•

Notification of eID
schemes (and prenotification) – including
preparation for peer
review

•

•
•

•
•
•
•

Operational costs (node operators)
Costs entailed by the assurance
levels
Costs due to adaptation of national
regulatory framework (if needed)
Liability costs in case of security
breaches

Enforcement costs
•
•

Supervisory of
private eID
providers
Compliance
certifications of
private eID
providers

Interface
with
national
infrastructure/technical
interoperability
Technical costs related to level of
assurance
Liability costs in case of security
breaches
Specific interface with national
infrastructure – connector
Adaptation costs

Administrative burden costs include costs borne by businesses, citizens, civil society organisations and
public authorities as a result of administrative activities performed to comply with information obligations
included in legal rules. Administrative burden costs are generated by the following procedures/standards:
For national authorities and eIDAS node operators:
•

Mutual recognition, as described in Article 6, requires Member States to recognise the electronic identity
issued in another Member State providing the identity meets the regulatory requirements and such
recognition shall take place no later than 12 months after its publication by the Commission.

•

The main costs are due to the obligations linked to Article 7 named “Eligibility for notification of electronic
identification schemes” where it is stated which entities are eligible to issue an electronic identification
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scheme and Article 9 on “Notification” where are expressed the information obligations that must be
provided in the notification process (par. 1) and obligations regarding the communication of eID schemes
that are no longer valid (par. 4).
•

Cooperation and interoperability (Article 12) – ID EU 2015/296. Costs entailed by the participation of
MS to the interoperability framework (exchange of information, good practices, peer review of electronic
identification schemes, etc.). According to Article 12 of the eIDAS Regulation one of the objectives of
the Regulation is to remove existing barriers to the cross-border use of electronic identification means
used in the Member States to authenticate, for at least public services. These costs also entail the peer
review process which can be considered as a source of administrative burden for MS and Node Operators.
This process, foresees the participation of other MSs in the review of others schemes before the approval,
generates costs for state agencies which require their experts (either internal or external) to participate
to these reviews.

•

Another identified source of cost are the information obligations on security breaches in Article 10
“Security Breach”. In this case the Member State shall immediately inform other Member States and the
Commission, suspend or revoke the scheme.

For eID Providers:
•

The administrative burden which is directly stemming from the eIDAS Regulation refers to Article 7 and
Article 9 (respectively Eligibility for notification of electronic identification schemes and Notification).
Together with Member State authorities, eID providers incur in costs for the notification procedure.

•

Indirectly, eID providers mentioned incurring in other costs, such as ISO standards which are indirectly
required by Article 8 on “Assurance levels of electronic identification schemes”. However, these costs
are not necessarily due to the eIDAS Regulation since, in many cases, the eID providers are already
incurring in these costs to provide the electronic identity in the national context. For this reason, this
type of cost was not included in the calculations.

No other sources of administrative burden have been identified under the electronic identity section of the
eIDAS Regulation.
Substantive compliance costs encompass investments and expenses that are faced by businesses and
citizens to comply with obligations or requirements contained in a legal rule. For the purposes of this study,
we have identified for the stakeholders in scope (national authorities and eIDAS node operators, eID
providers and Service Providers) those costs that they incur in order to be compliant with the eIDAS
Regulation.
For national authorities and eIDAS node operators, substantive compliance costs are generated by the
following procedures:
•

The operational costs which are considered as the overall annual operational costs (both internal costs
and outsourcing costs) that MS Agencies and node operators incur to manage the Node.

•

Security is the most relevant source of cost since notified electronic schemes must comply with the levels
of Assurance as defined in Article 8 “Assurance levels of electronic identification schemes”. The
mentioned level (low, substantial and high) list the assurance requirements which, in practice, require
investments and certain level of technology which – in absence of this requirement – Member States
would have chosen differently (even if, in most cases, they would have required even higher standards
thus incurring anyway in these costs).

•

Costs due to adaptation of national regulatory framework: these type of cost are those indirect ones that
the Member State incurs in adapting – if needed – the national regulatory provisions on the use of
electronic identities issues in other Member States as valid for the access of national public services.
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•

Liability costs in case of security breaches (Article 11): Member States are liable for damage caused
intentionally or negligently to any natural or legal person due to a failure to comply with the obligations
stated in the eIDAS Regulation.

For eID providers:
•

Interface with national infrastructure/technical interoperability: these are operational costs that the eID
provides incur, especially if a private one, to connect to the national Node.

•

Technical costs related to level of assurance: the electronic identities must ensure a certain level of
security which, in some cases, leads eID providers to incur in specific investments to have the required
technology to ensure they meet the assurance levels specified in Article 8;

•

Liability costs in case of security breaches: also eID providers, according to Article 10 are liable in case
of security breaches.

For Service Providers:
•

Specific interface with national infrastructure and other adaptation costs: the eIDAS Regulation does not
create direct costs for service providers which can access the network free of charge. However, service
providers, in order to ensure a working connection across the network (i.e. the recognition of eIDs issued
by other MSs and record matching with the public service providers’ user database) incur in indirect
costs of adaptation: for example, when the Node confirm the authenticity of the foreign eID the service
provider should establish a connection of that identity with a related identity in its own or national
database or allow for the a process of recognition of such identity for the purposes of the service it
provides.

Enforcement costs are associated with activities linked to the implementation of an initiative such as
monitoring, enforcement and adjudication. In this case, for what concerns the electronic identities, the
supervisory activities are conducted by the national Agencies in charge of the eIDAS related duties. The
eIDAS Regulation mandates national authorities in Article 10 that, in case of security breach, national
authorities and eIDAS node operators are in charge of suspending or revoking the electronic identity scheme.
In addition, in those Member States where eID providers are also private, the Agencies are responsible for
their supervision and issuing of certifications of compliance.
The picture of the benefits side is more complex, as confirmed by the mapping activities. Regarding
national authorities and eIDAS node operators, as it emerges from the consultation activities, the direct
benefits of the eIDAS Regulation are extremely difficult to both identify and quantify. In qualitative terms,
the national authorities and eIDAS node operators reached through the consultation activities underlined
two main benefits. On the one hand, cross-border usage of eIDs and exchange of information and best
practices can increase the efficiency in the implementation process of new technologies, thereby resulting
in administrative cost-savings for public services. Nevertheless, the respondents were not able to provide a
reliable estimate for these savings.
On the other hand, public authorities sustain the costs generated by eIDAS in order to provide a social
benefit. In particular, the benefit for end-users (physical and legal persons), could be included in a future
CBA building on this baseline, assuming that data availability will allow for it. A first indication of the
relevance of benefits for final users emerges from the results of the OPC. Respondents agree that the crossborder use of eIDs generated a series of benefits, with more than 70% of replies pointing to time-saving,
the simplification of the administrative procedure, increased certainty on the authenticity of the users’
identity, and better access to services in another EU country.
Concerning eID providers, the identification of benefits that come with the notification status proved easier
but nonetheless difficult to quantify. In addition, it should be noted that some of the main benefits for private
eID providers do not emerge directly by the Regulation, but are rather due to market trends indirectly linked
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to the eIDAS framework. The first significant benefit results from the reputational value associated with
recognised compliance with the high standards of EU Regulation, which increases the strength of a private
provider on the market with potential benefits in terms of revenues and access to capital markets. Second,
interviewees mentioned that eIDAS requirements partially overlap with other regulatory requirements, and
in particular with and money laundry provisions, which generates administrative cost-savings. This is the
case, for instance, with legal requirements on financial services, money laundering, privacy, and
cybersecurity. Finally, some eID providers discount the future possibility of monetising the identification
process in the future.
In regards to service providers, the quantification of benefits identified proved not possible at the current
stage of implementation. Moreover, as for eID providers, some of the main benefits for the private sector
are not covered directly by the Regulation scope. Nevertheless, it was possible to map the main sources of
benefits. The main benefit source is the larger market base provided by cross-border use: more users can
access digital services from abroad. Second, administrative savings are generated by the reduced front-desk
costs for service providers, which is also reflected in time-saving for end-users (both in terms of the process
to acquire an additional ID in another country and the need to be present physically). In addition,
interviewees underline how eIDAS increased security standards, particularly in the countries that lagged
further behind as compared to the EU average.
7.2.1.2 Trust services
Turning to trust services (Article 13-24), the Regulation defines them as electronic services provided by trust
service providers for remuneration and consisting of: electronic signatures, time stamps, certificates for web
authentication and other services.
Across the different stakeholders of the eIDAS Regulation, for the purposes of the CBA, as described in
greater detail in Annex E, we can distinguish between:
•

non-Q TSP provide different kind of trust services to end-users according to Article 13 (liability) and
Article 19 (security requirements) of eIDAS Regulation, but have not completed the qualification
procedure foreseen by the eIDAS Regulation;

•

Q TSP are providers that comply with certain requirements and follow a certain procedure that
recognized them as ‘qualified’ under the eIDAS Regulation Article 13 (liability), Article 19 (security
requirements), Article 20 (supervision), Article 23 (trust mark) and Article 24 (requirements);

•

AB, SB, CAB are the entities responsible for ensuring that trust services are delivered in compliance
with the eIDAS Regulation’s Article 17 (supervisory body), Article 18 (mutual assistance), Article 19
(security requirements) and Article 20 (supervision).

The analysis of costs that are related to Trust Services concentrates on the effects of their cross-border
recognition ensured by the eIDAS Regulation. The stakeholder mapping below provides an overview of the
entities for which the eIDAS Regulation envisages specific requirements or duties (and the related articles
from the eIDAS Regulation) that are generating costs.
Table 9 - Mapping of costs for Trust Services stakeholders
Administrative burden
Supervisory
body

•
•
•

Substantive compliance

Informing national body
responsible for trusted lists
Reporting to European
Commission
Informing Data Protection
Authorities

•

Cost for
reciprocal
assistance
provision

Enforcement costs
•

•
•
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assessment
reports
Carrying out
audits (borne by
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Granting or
withdrawing
qualified status

Final Report | Analysis and answer to the evaluation questions

•

Qualified TSP

•
•
•

Non-Qualified
TSP

•

Qualification procedure
Communication of security
breaches
Audit costs

•

Communication of security
breaches

•

•
•

•
•

Requiring (Q)TSP
to remedy
failures

Technical
expenses
Physical assets
Liability costs
Technical
expenses
Physical assets
Liability costs

N/A

Administrative burden costs: the eIDAS Regulation generates an administrative burden for the three
types of stakeholders in scope:
Supervisory bodies are responsible for the supervision activities, thus ensuring that market operators are
compliant with relevant requirements. Supervisory activities generate two types of costs: enforcement costs
(discussed below) and administrative burden which includes all the communication obligations that these
bodies must transmit to national authorities as required by the eIDAS Regulation. As specified in Article
17.4, Supervisory bodies must:

•

Cooperate with other supervisory bodies and provide them with assistance in accordance with Article
18;

•

Inform other supervisory bodies and the public about breaches of security or loss of integrity in
accordance with Article 17.4(c);

•

Report to the Commission about its main activities in accordance with paragraph 6 of this Article;

•

Cooperate with the data protection authorities, in particular, by informing them without undue delay,
about the results of audits of qualified trust service providers, where personal data protection rules
appear to have been breached;

•

Inform the body responsible for the national trusted list referred to in Article 22(3) about its decisions
to grant or to withdraw qualified status, unless that body is also the supervisory body.

The difference between Qualified and non-qualified trust service providers lies in the qualification procedure
and requirements that they follow in order to obtain the status of qualified service. However, both types of
entities incur in administrative costs due to the following procedures:

•

Qualified and non-qualified trust service providers shall, without undue delay but in any event within
24 hours after having become aware of it, notify the supervisory body and, where applicable, other
relevant bodies, such as the competent national body for information security or the data protection
authority, of any breach of security or loss of integrity that has a significant impact on the trust
service provided or on the personal data maintained therein (Article 19(2)).

The status of Qualified trust service provider entails additional administrative costs:

•

Qualified trust service providers shall be audited at their own expense at least every 24 months by
a conformity assessment body and must communicate the results to the Supervisory Body (Article
20.1);

•

In case of failure to meet the requirements, the Qualified TSP implements the remedies within the
timeframe determined by the Supervisory body;

•

To become a Qualified TSP, the entity must undergo first an assessment by a CAB and then file a
request to the Supervisory body.

The eIDAS Regulation entails some substantive costs for both qualified and non-qualified trust service
providers. All trust services must take appropriate technical and organisational measures to manage the
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risks posed to the security of the trust services they provide. There are, however, no additional direct
substantive costs for non-qualified trust services.
For the Qualified trust service providers there are, on the other hand, additional substantive costs in
particular those costs related to overall “Requirements for qualified trust service providers” as specified in
Article 24, including:

•
•
•
•
•
•
•
•
•

Requirements for registrations of third parties;
Requirements regarding the employment policies;
Ensure sufficient financial resources to back their liability of damage;
Use of specific trustworthy technology;
Take appropriate measure in case of theft of data;
Record and keep accessible their activities as qualified trust service;
Prepare and update an appropriate termination plan;
Ensure appropriate and lawful processing of personal data;
Keep a certificate database.

In addition, Section 4 of the eIDAS Regulation establishes specific requirements for the qualified trust
services that Q TSPs must comply with, generating for them additional specific costs.
Enforcement costs are borne by agencies in charge of ensuring that market operators (Qualified and Nonqualified Trust Service Providers) operate in compliance with relevant regulations and, more specifically,
meet the technical requirements that are envisaged by the eIDAS Regulation. These entail also adjudication
costs (e.g. the costs related to the recognition of the status of qualified TSP); monitoring costs and
enforcement costs (e.g. the costs related to the identification, in case of lack of compliance by a Q TSP, of
the measures that the operator must implement to meet compliance requirements). Most of the enforcement
costs entailed by the eIDAS Regulation are mentioned amongst the duties of Supervisory bodies 151:

•

Supervise qualified trust service providers established in the territory to ensure, through ex ante
and ex post supervisory activities, that those qualified trust service providers and the qualified trust
services that they provide meet the requirements laid down in this Regulation

•

Take action if necessary, in relation to non-qualified trust service providers established through ex
post supervisory activities, when informed that those non-qualified trust service providers or the
trust services they provide allegedly do not meet the requirements laid down in this Regulation

•

Analyse the conformity assessment reports referred to in Articles 20(1) and 21(1)

•

Carry out audits or request a conformity assessment body to perform a conformity assessment of
the qualified trust service providers

•

Grant qualified status to trust service providers and to the services they provide and to withdraw
this status

•

Verify the existence and correct application of provisions on termination plans in cases where the
qualified trust service provider ceases its activities

•

Require that trust service providers remedy any failure to fulfil the requirements laid down in this
Regulation.

Looking at the benefits side, the results of the OPC suggest that a majority of the stakeholders believe
significant benefits were achieved. In particular, more than 70% of respondents believe that the eIDAS
Regulation contributed to time saving, legal certainty, simplification of the administrative procedure, and
general monetary savings. Nevertheless, is picture is more complex when looking at specific stakeholders.
Costs of audit by CAB and AB are borne by Q TSPs thus are not accounted to these separate entities but are
considered in this estimate as costs for Q TSPs
151
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Qualified Trust Service Providers and Non-Qualified Trust Service Providers share similar kinds of
benefits, that it was possible to identify and estimate in monetary terms, as a consequence of the Regulation.
In fact, for both types of stakeholders we first have incremental revenues due to the provision of trust
services in other EU countries and therefore a larger market base. Similarly, compliance with the basic
requirements of the high standards of Regulation increases the reputation of trust service providers on the
market with potential benefits in terms of revenues and access to capital markets.
On top of this, Qualified Trust Service Providers enjoy additional benefits due to their qualification status.
This is primarily associated with a greater impact, in monetary terms, of the benefits mentioned above.
Secondly, there appears to have incremental revenues due to the possibility for a company to access usecases where only qualified trust services are allowed. Additionally, several national and local administrations
in the EU require companies to make use of qualified services (e.g. time stamps) for a series of activities,
such as public tendering processes, whose demand is therefore greater.
In respect to Supervisory Bodies, Conformity Assessment Bodies and Accreditation bodies, the
benefits were more difficult to identify and hardly quantifiable. In particular, interviewees mentioned a series
of effect resulting from the fact the Regulation established shared standards, clear functions, and simplified
supervisory processes in a previously highly fragmented setting. First, the mutual exchange of comparable
information between bodies of different countries makes the inspection, qualification, and assessment
procedures faster and cheaper. Second, trust service providers that undergo a procedure in one country do
not have to repeat it in other countries where the Regulation applies, so that the duplication of activities is
averted. Third, mutual learning between bodies increases efficiency and enforcements capabilities.
7.2.2

How proportionate is the amount of costs and benefits to cost and benefit items? How are
they broken down? How do they compare across different stakeholder groups?

In order to respond to this evaluation question, the costs and benefits identified in the previous sections are
quantified and monetized following the data collection process described in Annex G. It is key to specify that
the quantification process is based on a series of assumptions and considerable limitations, as outlined in
the methodology section. Therefore, the figures should be interpreted in light of the caveats presented.
A breakdown of the responses received and the data collected is summarised in table below.
Table 10 - Results of the data collection
Stakeholder group

Survey

Targeted interviews

Total sample

Data provided

National policymakers

19

6

25

10

eID providers

4

5

9

4

Service Providers

4

3

7

3

AB, SB, CAB

34

6

40

23

TSP (Q and non-Q)

36

7

43

24

TOT.

97

27

124

64

The overall results of the quantification and monetization process per average stakeholder is reported in the
table below. The figures report the ranges of costs and benefits that were reported by participants. As
previously mentioned, the variance is particularly high in most cases and this is due to the different
structures and degree of implementation of the eID in some countries and, for trust services, the size of the
company, the range of their services and their market presence. In brackets we also indicate the number of
respondents that provided estimates in monetary terms.

71

Final Report | Analysis and answer to the evaluation questions

Table 11 – Data collection results: range values, in EUR (n sample)
Stakeholder

Initial costs

Recurring
administrative costs

Recurring
technical costs

Benefits

National
policymakers

40,000 – 2,300,000
(8)

10,000 – 500,000 (7)

30,000 650,000 (9)

N/A

eID providers

10,000 – 4,500,000
(3)

100,000 – 2,000,000 (4)

75,000 –
2,750,000 (3)

N/A

Service
providers (eID)

55,000 – 230,000
(3)

25,000 – 1,000,000 (3)

N/A

N/A

AB, SB, CAB

N/A

0 – 1,550,000 (23)

N/A

N/A

Q TSP

50,000 10,000,000 (19)

3,000 – 4,750,000 (17)

N/A

0 – 20,000,000 (9)

non-Q TSP

N/A

3,000 – 4,750,000 (17)

N/A

10,000 (2)

As presented in the table above, the overall data dispersion and the effective sample for each figure suggest
caution in interpreting the data and call for future action aimed at improving data robustness. Nevertheless,
based on current data availability and under the assumption that the sample for each stakeholder group is
representative of the population, the research team calculated the average costs and benefits for each
individual stakeholder. As adjustment measures, the research team considered the central tendency of the
data and the data dispersion, excluding outliers when possible. The main output measure are the average
costs per organisation, completed by the average FTEs dedicated to eIDAS activities. By contrast, the
quantification of benefits was only possible for trust service providers.
In general, the costs and benefits generated by the eIDAS Regulation are not evenly distributed across all
stakeholders: as expected, the costs are mainly borne by public authorities (e.g. to establish the
infrastructures needed to achieve the objective of interconnectivity of the national eID schemes) and for the
supervision/enforcement activities, while benefits have been identified mostly for users and market
operators (more details are provided in the next sections).
Looking at the resulting indicative estimations, which are available in the two following sub-sections, national
authorities and eIDAS node operators and eID providers bear significantly higher costs compared to the
Service Providers. Besides the full time employees dedicated to supporting eID operations, national
authorities and eIDAS node operators and eID providers deal with administrative costs derived from the
notification process of eID schemes, the peer review process of other countries’ eID schemes and the
cooperation and communication activities with other Member states and the European Commission
(applicable only for national authorities and eIDAS node operators). Moreover, national authorities and
eIDAS node operators and eID providers need to cope with recurring technical costs of an average of EUR
225,000 and EUR 235,000 respectively. On the other hand, Service Providers have to deal with a more
limited costs, which mainly refers to setting up the connection to their national nodes (including
administrative costs) and the recurring costs for the connection to the national node (an average between
EUR 125,000 and EUR 31,000 respectively).
In the case of Trust Services, the stakeholders in scope are Accreditation Bodies, Supervisory Bodies and
Conformity Assessment Bodies. However, the reported costs refer only to Supervisory Bodies 152 which have
to deal with recurring costs that an average amount to EUR 120,000 per year. These mainly refer to

152
For the purposes of this analysis, the costs due to the Assessment Bodies and of Conformity Assessment Bodies are
considered as costs for Trust Services since the former provide a service that is paid by the companies. Only costs of
Supervisory Bodies are taken into account as own costs since they are enforcement costs which weight on government
budgets.
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conducting the activities foreseen by the eIDAS Regulation in order to ensure the compliance of the trust
services provision with the eIDAS Regulation.
Moreover, both Qualified TSP and non-Qualified TSP deal with a significant amount of yearly recurring costs
(an average of EUR 750,000) in order to be compliant with the eIDAS Regulation. In addition to these, Q
TSP undertake an amount (average estimate) of EUR 800,000 in order to qualify, be granted, and maintain
the status of qualified trust service provider, in compliance with the eIDAS Regulation.
A more detailed breakdown of the results is presented in the following two subsections, one for eID and one
for trust service stakeholders. For each stakeholder group, the figures are reported in a table, commented
and interpreted.
7.2.2.1 eID
Table 12 - Quantification of costs and benefits for the average national authority/eIDAS node
operator
Stakeholder

Indicator

Figures

Average number of Full-time Equivalent (FTE - as a measure of
how many employees (in full-time equivalents) are dedicated to
activities generated by the eIDAS Regulation)

4

Initial costs
Recurring
administrative
costs 180,000€
National
policymakers

750,000€
Share for notification process of eID schemes

30%

54,000€

Share for peer review process of other
countries’ eID schemes

25%

45,000€

Share for cooperation and communication
activities with other Member States and the
European Commission

20%

36,000€

Share for other administrative activities not
included above but related to the duties of
the eIDAS Regulation

25%

45,000€

Recurring technical costs

225,000€

Benefits

N/A

As reported in the table above, the average recurring administrative costs for national authorities and eIDAS
node operators amount to EUR 180,000. Breaking down this figure, it can be observed that the largest share
is taken by the notification process of eID schemes (30%), while almost half of this amount (45%) refers to
the costs for the peer review process of other countries’ eID schemes as well to the costs for cooperation
and communication activities with other Member States and the European Commission. One quarter of the
recurring administrative costs (EUR 45,000) are allocated to other administrative activities related to the
duties of the eIDAS Regulation. Last, but not least, national authorities and eIDAS node operators also incur
recurring technical costs for an average amount of EUR 225,000, including the regular updates of the national
eIDAS Node’s connections to other nodes and the annual fees to external providers of technology services.
Initial costs, meaning the costs that the national authority incurred in setting up the eIDAS node and the
administrative procedures to access the eIDAS network, have been reported as amounting to EUR 800,000
on average (however the range is particularly high as shown in Table 12).
Regarding the benefits that national authorities and eIDAS node operators have due to the eIDAS Regulation,
a relevant quantification was not possible but a qualitative description is provided within subsection 7.2.3.
Table 13 - Quantification of costs and benefits for the average eID Provider
Stakeholder

Indicator

Figures

eID
Providers

Average number of Full-time Equivalent (FTE - as a measure of how
many employees (in full-time equivalents) are dedicated to activities
generated by the eIDAS Regulation)
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Initial costs
Recurring
administrative
costs 220,000€

275,000€
Share for notification process of eID schemes

60%

132,000€

Share for peer review process of other countries’
eID schemes

20%

44,000€

Share for other administrative costs

20%

44,000€

Recurring technical costs

235,000€

Benefits

N/A

In the case of eID providers, as reported in the table above, the initial costs amount - on average – to EUR
270.000. Regarding the recurring administrative costs, the largest share (60%) is allocated to the costs for
the notification process of eID schemes (we asked about costs on the notification scheme to both types of
respondents – policymakers and eID providers - from their respective role in the process), while a significant
share of 20% is also present for the peer review process of other countries’ eID schemes. The recurring
technical costs are in almost the same level as the ones for national authorities and eIDAS node operators
(EUR 235,000).
Regarding the benefits that eID providers have due to the eIDAS Regulation, a relevant quantification was
not possible but a qualitative description is provided within subsection 7.2.3.
Table 14 - Quantification of costs and benefits for the average Service Provider
Stakeholder

Service
Providers

Indicator
Initial costs
125,000€

Figures
Share for administrative tasks and paperwork

50%

62,500€

Share for technical requirements

35%

43,750€

Share for other costs not included in administrative
costs and technical requirement

15%

18,750€

Recurring total costs for the connection to the national node

31,000€

Benefits

N/A

The table above reports the figures for service providers. The initial costs that these stakeholders incur to
are significantly lower when compared with the ones of the above two stakeholders. 50% of them refer to
administrative tasks and paperwork, 35% is allocated to cover all relevant technical requirements to ensure
mainly connection to the node and record matching, and 15% is the share for other costs. On the other
hand, Service Providers are dealing with recurring costs for their main responsibility deriving from eIDAS
Regulation which refers to their connection to the national node and includes the variable costs of internal
record matching activities, amounting to a total of EUR 31,000.
Regarding the benefits that Service providers (eID) have due to the eIDAS Regulation, a relevant
quantification was not possible but a qualitative description is provided within subsection 7.2.3.
7.2.2.2 Trust services
Table 15 - Quantification of costs and benefits for the average AB, CAB, and SB
Stakeholder

Accreditation,
Conformity
Assessment,
and Supervisory
Bodies (AB,
CAB, and SB)

Indicator

Figures

Full-time Equivalent (FTE - as a measure of how many employees
(in full-time equivalents) are dedicated to activities generated by the
eIDAS Regulation)

Recurring
administrative
costs
120,000€

3

Share enforcement activities (analysing conformity
assessment reports, carrying out audits, granting
or withdrawing qualified status, requiring (Q)TSP to
remedy failures) pertaining Article 17.4 of the
eIDAS Regulation

60%

72,000€

Share of administrative procedures (informing
national body responsible for trusted lists,
reporting to European Commission, informing Data

15%

18,000€
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Protection Authorities, etc) pertaining to Article
17.4 of the eIDAS Regulation
Share for reciprocal assistance provision (Article
18) of the eIDAS Regulation

5%

6,000€

Share due to other activities not covered by the
activities mentioned above

20%

24,000€

Initial costs

N/A

Benefits

N/A

In the case of trust services and the Accreditation, Conformity Assessment, and Supervisory Bodies (AB,
CAB, and SB), the main share of their costs refer to the various administrative activities and procedures
they have to follow according to the eIDAS Regulation, while the initial costs could not be quantified.
Specifically, and in the case of the Accreditation, Conformity Assessment, and Supervisory Bodies (AB, CAB,
and SB), an average of 3 FTE is reported, while it was not possible to calculate and quantify the initial costs
that these stakeholders face (in consideration also that these initial setup costs are not necessarily due to
the eIDAS regulation). The recurring technical costs for AB, CAB, and SB amount to an average of EUR
225,000.
Regarding their recurring administrative costs, 60% of them is allocated to enforcement activities (analysing
conformity assessment reports, carrying out audits, granting or withdrawing qualified status, requiring
(Q)TSP to remedy failures) pertaining Article 17.4 of the eIDAS Regulation. The rest of the recurring
administrative costs are allocated to:
•

15% to other necessary administrative procedures (i.e. informing national body responsible for trusted
lists, reporting to European Commission, etc.);

•

20% to reciprocal assistance provision (Article 18) of the eIDAS Regulation;

•

And 20% to other enforcement activities.

Regarding the benefits that AB, SB and CAB have due to the eIDAS Regulation, a quantification was not
possible but a qualitative description is provided within subsection 7.2.3.
Table 16 - Quantification of costs and benefits for the average Qualified TSP
Stakeholder

Indicator
Total costs of
qualification (costs
incurred in order to
qualify, be granted,
and maintain the
status of qualified trust
service provider,
according to the eIDAS
Regulation) 800,000€

Qualified
TSP
Recurring costs Overall yearly estimate
of the recurring extracosts compliant with
the eIDAS 750,000€

Figures
Share dedicated to administrative tasks (i.e.
cost of personnel filing the paperwork, audit
procedure, conformity assessment, other)

45%

360,000€

Share for technical expenses (i.e.
investments in new technologies, physical
assets which, technical consulting support
due to the requirements of the qualification)

50%

400,000€

5%

40,000€

Share due to administrative tasks (i.e.
paperwork)

40%

300,000€

Share dedicated to technical expenses ex
Article 19 (i.e. recurring investments
physical assets, in software updates, etc.)

35%

262,500€

Share due to storage of OCSPs (or other
storage costs)

5%

37,500€

Share due to procedures of notification of
security breaches to the supervisory
authorities and users

10%

75,000€

Share due to other activities not covered by
the activities mentioned above

10%

75,000€

Share for other expenses
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Benefits

2,711,000€

Table 17 - Quantification of costs for the average Non-Qualified TSP
Stakeholder

NonQualified
TSP

Indicator

Recurring costs Overall yearly estimate
of the recurring extracosts compliant with
the eIDAS 750,000€

Figures
Share due to administrative tasks (i.e.
paperwork)

40%

300,000€

Share dedicated to technical expenses ex
Article 19 (i.e. recurring investments physical
assets, in software updates, etc.)

35%

262,500€

5%

37,500€

Share due to procedures of notification of
security breaches to the supervisory authorities
and users

10%

75,000€

Share due to other activities not covered by the
activities mentioned above

10%

75,000€

Share due to storage of OCSPs (or other
storage costs)

Benefits

10,000€

Regarding the Trust Service Providers, as anticipated, Qualified TSP deals with significantly higher costs than
the Non-Qualified TSP due to the costs incurred in order to qualify, be granted, and maintain the status of
qualified trust service provider. On the other hand, the reported benefits that Qualified TSP have are also
significantly higher than the ones for Non-Qualified TSP (although reported estimates on benefits are
extremely variable thus it is not possible to provide a concrete estimate of such benefits). Based on the
estimates reported by the consulted Qualified TSP the average benefit per company would be around EUR
2.7 million however this figure is heavily influenced by the low number of responses and the differences in
terms of market size and organisational dimension of the participating companies.
In the case of the Qualified Trust Service Providers, their costs are allocated to two main categories:
•

the costs that incur in order to qualify, be granted and maintain the status of qualified trust service
provider according to the eIDAS Regulation amounting to an average of EUR 800,000, of which 45% are
dedicated to administrative tasks (i.e. cost of personnel filing the paperwork, audit procedure, conformity
assessment, other) and 50% refer to relevant technical costs (i.e. investments in new technologies,
physical assets which, technical consulting support due to the requirements of the qualification).

•

the recurring extra costs in order to be compliant with the eIDAS Regulation amounting to an average
of EUR 750,000, of which 40% is the share for administrative tasks (i.e. paperwork), 35% is dedicated
to technical expenses ex Article 19 (i.e. recurring investments physical assets, in software updates, etc.),
5%

is the costs for storage of OCSPs (or other storage costs) and 20% refers to procedures of

notification of security breaches to the supervisory authorities and users and other activities.
For the case of Non-Qualified TSP, as anticipated, the recurring extra costs in order to be compliant with the
eIDAS Regulation are only applicable (amounts and shares are identical with the ones for Qualified TSP).
Looking at the benefits that these two stakeholders have due to eIDAS Regulation, Q TSPs declare a
significantly higher amount compared to non-Q TSPs (EUR 2,711,000 and EUR 10,000 respectively), which
is partially justified by larger market share that Qualified TSPs can have access to but also the previously
mentioned limitations of the estimates we received for the study.
7.2.3

To what extent have the aggregate costs of the Regulation have been justified and
proportionate given the aggregate benefits that were achieved?

In order to respond to this evaluation question, the average costs per stakeholder needs to be extended to
the whole market and added together, which is the usual final step of a cost-benefit analysis. The average
costs and benefits per stakeholder (where available) are multiplied by the number of stakeholders of the
same category present in countries where eIDAS is applied. Under the assumptions made to estimate these
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numbers, as detailed in Annex G, we then obtain the market costs and benefits for each stakeholder
category, that is the total costs and benefits generated by the Regulation.
As specified in the limitations in section 5.4, not all costs could be estimated. In addition, the estimations
for benefits are severely constrained. Because of this and the broader methodological and data availability
constraints, the aggregate figures completing the cost-benefit analysis should be interpreted as indicative
only and work as baseline scenario for future analysis.
From a qualitative perspective, most of the interviewed stakeholders pointed out that the eID framework
still has to demonstrate its full potential and this depends on several factors, in particular the fact that
national agencies in charge of the eID services are still in the process of fully integrating with the eIDAS
network in some countries, that the take-up and use by citizens of their eIDs is still growing and will continue
in the next years and most importantly the availability of Service Providers (either public or possibly also
private) which would boost the use by citizens of the electronic identities. Thus, at the moment the
investments made by national agencies and eID providers is outweighing the current benefits if by benefit
we consider the cross-border use of national eIDs to access Service Providers in another country. The
numbers of this type of transactions are still not consistently monitored and thus a proper estimate was not
feasible, nevertheless, it is expected that, with a growing number of services allowing for the access to their
systems through the eIDAS network will increase in the future the benefits of the regulation (and this seems
to be the trend). In addition, as reported by a private eID provider, if the access through eIDAS will also be
used to use private services – for which eID providers would request a fee – then the potential market value
would be extremely high. For users it is objective that the possibility of using a nationally issued eID crosscountry would be a benefit in terms of reduction of hassle costs (i.e. there would be no need to register in
the other Member State with a nationally issued eID).
For trust services the overall opinion of consulted stakeholders is that, in general, the administrative burden
required by the eIDAS regulation is significantly outweighed by the cost reductions given by the cross-border
validity of their trust services. As explained by a Q TSP, in absence of this regulation which allows them to
sell their services to any company in Europe (which does not add specific requirements at national level),
they would need to establish a local entity in every country where they intend to operate and obtain the
recognition at national level. This means that the eIDAS regulation has not only reduced the potential
operative costs for these entities but also fostered the market for trust services. In terms of justification of
the costs incurred by Q TSPs to obtain the status of qualified entities, some stakeholders claimed that would
be beneficial if the market would recognise more the value in terms of quality, and thus security, of their
services.
The two sections below report and comment on the results of the calculations for eID and trust service
stakeholders respectively.
7.2.3.1 eID
The aggregate costs for eID stakeholders are estimated as, respectively:
•

National policymakers: to proceed to an overall estimate of the costs generated in total by the eIDAS
Regulation for this type of stakeholder we have multiplied the recurring annual costs by the number of
Member States on the eIDAS network. The aggregate result is a total cost of EUR 12,555,000 of recurring
costs and a total of EUR 23,250,000 of initial setup costs, as described and categorised above 153.

153
The number of national authorities and eIDAS node operators (EU, the UK, Liechtenstein, Norway, and Iceland) used
to estimate the overall market costs is 31. Nevertheless, ask explained in the methodology section, not all countries
have operational receiving and sending nodes in places. Nevertheless, for the purposes of this aggregate estimate we
assume that all nodes are active. While this is not necessarily true at the time of the calculation.
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Therefore, in the absence of the estimate for the benefit side, the proportionality of market-level costs
to benefits is not verified.
•

eID providers: the number of total notified eID schemes as of September 2020 amounts to 20 154, which
are provided by 32 public and private providers. Therefore, we multiply the average recurring and initial
costs borne by the eID providers with 32 to estimate the overall aggregate costs. Based on this
assumption, the overall recurring costs for eID providers amounts to an estimate of EUR 14,560,000
while the overall initial costs have been about EUR 8,800,000, which are described in the previous
sections. Without an estimate for the benefit side, the proportionality of market costs to benefits cannot
be tested.

•

Service providers: for service providers costs can be extremely variable depending on the complexity of
the integration of the public service with the node. The number of active service providers accepting eID
from other countries was estimated based on the consultation activities. In particular, each MS provided
a figure. Excluding the outliers from the calculation, an average of this figures was multiplied by the
number of national schemes. As a result, the total number of active service providers is estimated to be
6,184. Based on the adopted methodology, we estimate an aggregate cost of EUR 773,000,000 for initial
costs and EUR 191,704,000 for recurring costs, which are both qualitatively described in the previous
sections. This, however, a rather spannometric estimate due to the selection bias of our sample of
analysis: only larger service provider participated to our interviews and survey providing their actual
estimates, however, the figures on the overall number of service providers include also smaller entities
(e.g. municipalities) for which the costs were probably much lower. Lacking a similar estimate for the
total benefits, it is not possible to verify the proportionality of market-level costs to benefits.

7.2.3.2 Trust services
The aggregate costs for trust services stakeholders are estimated as, respectively:
•

Accreditation, Conformity Assessment, and Supervisory Bodies: the total number of national bodies
included in the analysis is estimated to be 74 (31 supervisory bodies, 31 national accreditation bodies,
and 12 conformity assessment bodies). Therefore, the aggregate result is a total market cost of EUR
8,880,000 for recurring annual costs, which includes all the costs items described above. By contrast,
nor initial costs nor benefits were quantified. Based on the estimated available, the proportionality of
costs to benefits cannot be verified.

•

Qualified Trust Service Providers: based on the trusted lists, there currently are 489 active qualified
services, provided by 191 qualified trust service providers, which is taken as the market number. As a
result, the aggregate annual costs amount to EUR 143,250,000, while the market costs of qualification
amount to EUR 152,800,000, and aggregate annual benefits to EUR 517,801,000, which are all
qualitatively described in the previous sections. Therefore, based on the figures estimated, the marketlevel benefits are proportionate and larger than the costs, resulting in a net cost saving.

•

Non-qualified Trust Service Providers: based on the consultation activities, the number of qualified trust
service providers that provide no qualified trust service is estimated by the respondents to the
consultation activities to be 5% of the total number of trust service providers, that is 10 overall. As a
result, according to the categorization and description previously described, the annual market-level
costs due to eIDAS are estimated to amount to EUR 7,500,000, while the benefits reach a total of EUR
100,000: the costs are proportional but seem to overweight the benefits, therefore encouraging a shift
towards the qualified status.

The number of notified eID schemes as of September 2020 amounts to 19 with the addition of 1 pre-notified
scheme. Thus, for the purposes of the CBA, we are considering 20 notified eID schemes.
154
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7.2.4 Are there opportunities to simplify the legislation or reduce unnecessary regulatory costs
without undermining the intended objectives of the intervention?
Throughout the different stages of the research process, several elements emerged pointing to possible netcost reduction measures. In order to detect and describe all possible areas for improvement, qualitative data
from the strategic interviews, the online surveys and the interviews with key-stakeholders were analysed.
In order to respond to this evaluation question, the main opportunities identified are reported below for eID
and trust services respectively. It should be noted that addressing the limitations of the quantification
process in the future could help completing and building evidence for the points raised in this section.
7.2.3.3 eID
With regards to eID costs and benefits, the research team has identified three main areas for potential
intervention.
The first and main one has to do with private sector participation on the eID providers and service providers
side. The vast majority of the stakeholders that participated in the consultation activities agreed that even
though eIDAS was initially designed and developed in order to support and facilitate the private sector, on
top of increasing the delivery of public services, it seems that there is still room for improvement. The key
issue discouraging private sector uptake, and in particular by private businesses, is due to the general lack
of focus on the private sector and the costs generated by uncertainty regarding the provision and usage of
eID schemes and services across-borders.
According to the stakeholders, this is reflected in several aspects. A first element of uncertainty is dependent
on individual Member states, which might have different national provisions, on top of what is prescribed by
the eID Regulation. In addition, the perceived lack of rules and principles for cross border private relying
parties in combination with the fact that there are no regulations that would unambiguously define the rules
for using eIDAS eID schemes in private services. Moreover, some of the current solutions foreseen by eIDAS
are regarded as unnecessarily burdensome, starting from the matching of national and international eIDs.
Finally, several private eID providers and service providers consider that the burden is not justified by clearly
identifiable benefits, if by benefits we only mean those generated by cross-border use of eIDs. Nevertheless,
they are still pushed to make the initial investments (e.g. notified status and connection to the node) mainly
because, apart from the regulatory requirements, they expect that the eID framework still has to reach its
full potential, allowing them to monetise in the future.
In order to overcome the aforementioned obstacles, some suggestions were presented by the stakeholders.
An information and awareness campaign on the benefits of the eIDAS Regulation for specific stakeholder
groups in order could increase private take-up, generating a network return because of the wider set of
services available for cross-border use. The content of the campaign should start from publicizing and
expanding the information sections provided on the Commission and national websites. 155 Relevant
campaigns on both national and European level would be extremely helpful to this direction. In addition, as
reported by a private eID provider, if the access through eIDAS will also be made available for private
services – for which eID providers would request a fee – then the potential market value would be extremely
high. Regarding possible cost-saving interventions, stakeholders mentioned the creation of a centralized
repository of identities matching each other, so that service providers do not need to ask individually the
matching of each eID with their own registry but can access the common repository and do the matching
automatically. Last, the notification procedure could be further simplified, both by modifying the provisions
of Article 7 and by providing direct assistance to private eID providers who wish to notify the scheme they
provide.

155

See for instance https://ec.europa.eu/digital-single-market/en/trust-services-and-eid.
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The second point is more specific for national authorities and eIDAS national node operators and has to do
with the perceived lack of centralisation. On one hand, one of the the most burdensome issue for National
Policymakers, according to qualitative insights and as captured by estimation of recurring technical costs, is
the update of the national eIDAS node’s connections to other nodes following the update of another node.
Currently, this procedure is not centralised by the Commission but left to individual nodes. On the other
hand, in case of a security breach, the two nodes involved in the suspected connection have to align their
respective log procedures in order to identify the transaction that effectively is object of the security breach:
this is a complicated and time-consuming procedure.
Regarding the former issue, considering that each node proceeds for many reasons to an upgrade at least
once per year, some respondents argued that centralization of the process might improve its costeffectiveness: every time that a node proceeds with an update, other nodes are automatically updated
following a technical solution elaborated by the CN and implemented at the central level. With regards to
the latter issue,
The third and last point has to do with social benefits and the reductions of hassle costs. In fact, as examined
in greater detail under the effectiveness criterion, it seems clear that final user uptake is still limited and
highly different from country to country. This does not only refer to national uptake of eIDs, but also to
cross-border use of those who possess an eID, who are often, according to the stakeholders interviewed,
not aware of the possibility of cross-border use or not capable of actually using their eID cross-border since
the requested service is not yet compliant with the Regulation.
In order to deal with this issue, thereby increasing benefits for end-users, the EU could take several
measures. Beyond the interventions mentioned above, and specifically the information and awareness
campaign, additional measures contributing to the same goal range from assisting service providers in the
timely enforcement of cross-border recognition foreseen by Article 6 to a possible re-thinking of parts of the
language of the Regulation aimed at underlining more clearly the potential benefits generated by the legal
text. This would results in reduced hassle costs for end users, since the greater availability of services might
actually push new residents in a country to access services with the eID issued in another country, without
the need to undergo a new identification process. This would then spill over to the private sector as well,
since the greater cross-border use of eIDs would increase the benefits generated by eIDAS.
7.2.3.4 Trust services
With regards to the costs and benefits for trust services stakeholder groups, the research team has identified
three main areas for potential intervention.
First, from the point of view of AB, CAB, and SB, the Regulation is executed with a lack of harmonisation in
enforcing supervisory activities and technical standards at the EU level. In particular, according to the
stakeholders consulted, audit procedures and technical requirements imposed on trust service providers
vary according to different national standards and procedures. Thus, according to the assessment made by
the consulted stakeholders, the costs sustained for both enforcement and compliance activities are not
homogenous across countries, which generates relevant uncertainty costs and reduce market efficiency.
Greater coordination and harmonization of the supervisory procedures foreseen in general terms in Article
20 of the Regulation would increase market efficiency and potentially reduce costs due to uncertainty. This
could be achieved either through a stronger detailing the Regulation itself, or by agreeing on more specific
common guidelines outside the legal text. The latter option would have the advantage of being more easily
adaptable and modifiable based on future needs.
In parallel, qualified trust services lament that the legal provisions do not ensure a comparable security
level across countries because conformity assessment bodies have different interpretations on the
appropriateness of specific measures. This risks causing a levelling downward since the market rewards the
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conformity assessment body offering the lowest price and imposing the least requirements, thus jeopardising
the single market and creating uncertainty over the burden on TSPs.
Greater harmonisation of the security requirements, to be achieved by detailing the provisions of provisions
of Articles 19(1) and 24, might reduce regulatory costs in several countries, by individuating best practices
and using them as a reference, and enhance overall competitiveness.
Finally, both qualified and non-qualified TSPs respondents perceive that possessing the qualification status
brings limited market benefits per se, as compared to the significant costs incurred to obtain it and maintain
it, and is sometimes subject to misuse. According to this view, the qualified status is mostly adopted in order
to comply with related regulatory and public procurement requirements imposed by Member states. While
the data collected actually suggest that the benefits of qualification largely outweigh the costs, for instance
due to reputational benefits in particular in regards to security standards, the existing mismatch perception
limits the take up of the qualified status.
In order to deal with this aspect, a non-regulatory intervention could be useful. In particular, a branding
campaign could help reinforcing consumers’ knowledge of the advantages and security level, and applicability
of qualified services as compare to non-qualified ones, thereby increasing demand. In addition, in order to
protect the qualified status from misuse, thereby reinforcing its market value, the EU legislator could ensure
that the range of possible penalties foreseen under Article 16 of the eIDAS Regulation provides Member
States with the power to deter the misuse of the eIDAS trust mark.
A vast majority of respondents agreed that citizens, businesses and public administrations in Europe can
effectively benefit from the advantages of eSignature (85% of respondents), eSeal (81% of respondents),
eTimestamp (81% of respondents), ERDS (62% of respondents) and website authentication (65% of
respondents).
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When asked about the following potential benefits established by the eIDAS Regulation, respondents agreed
that the use of trust services contributes to:
•

Saving time (85% of respondents)

•

Ensuring legal certainty (84% of respondents)

•

The simplification of the administrative procedure (77% of respondents)

•

An increase of service security (77% of respondents)

•

Saving money (72% of respondents)

•

An increase of service quality (69% of respondents)

•

The protection of personal data (62% of respondents)

•

Enhancing user friendliness (61% of respondents)

7.3

Relevance

This section assesses whether the objectives of the intervention address the present needs and problems in
society. It also identifies any mismatch between the objectives of the intervention and the problem drivers
originally identified in the impact assessment or whether the circumstances have changed.
7.3.1

To what extent do the initial objectives still correspond to current needs and concerns?

The eIDAS Regulation identified four main problems at the EU level: the lack of cross-border and crosssector interoperability in the field of digital identity and trust services, the lack of trust in digital transactions,
the lack of legal certainty with regard to the use of digital trust services compared to traditional paper-based
solutions and the limited use of online public and private services.
In the field of electronic identity, the eIDAS Regulation established a mutual recognition and acceptance of
notified eID schemes. In the field of trust services, the eIDAS Regulation created a European internal market
for trust services ensuring that these solutions have the same legal status than their paper-based
equivalents. The overall objectives were to ensure the interoperability of such solutions at the EU level and
reduce administrative burden to unlock the potential of electronic transactions and access to online public
and private services.
7.3.1.1 With regard to electronic identification (eIDAS – Chapter II)
Since the adoption of the eIDAS Regulation in 2014, there have been profound changes to the ecosystem of
digital identity provision. Historically, governments have been in charge of issuing legal proof of identity (as
being recognized by the law) to their citizens. These paper-based documents were used by the private and
public services to verify the identity of the user. In the late 2000s, some Member States decided to digitalize
this legal proof of identity, allowing citizens to remotely authenticate to online services in order to reply to
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the growing needs of securing people’s identity in the digital world. In 2014, at the time of the adoption of
the eIDAS Regulation, the main providers of identity were still European governments. The introduction of
the mutual recognition principle aimed at ensuring for citizens the possibility to use their national eID scheme
across sectors and borders.
The need for identifying citizens in an online environment has sharply increased with the massive
development of online public and private services. Digital services are becoming the norm and preferred
option of EU citizens to interact with their administration or private service providers.
In the years following the entry into force of the eIDAS Regulation, several issues have been identified:
•

All Member States have not offered to their citizens an electronic form of their legal identity;

•

All Member States have not notified their national eID solution under eIDAS;

•

All Member States are not offering the possibility for private relying parties to make use of the national
eID solution to verify the identity of their customers or obtain confirmation about key attributes (e.g.
proof of age;

•

Several governmental eID schemes do not provide an optimal user experience in line with the
preference of citizens and the standards applied by the private sector.

As a consequence, all EU citizens are not covered by an eID scheme issued/endorsed by the government
and notified under the eIDAS Regulation. To make up for this gap, the private sector has developed its own
eID solutions. The gap in the usage of notified eID schemes and the private sector solutions, demonstrate
that the public sector failed to cater for the needs of the society and economy to enable service providers to
identify their users remotely in a secure way across borders.
The Fintech industry is especially keen on creating clearer rules for the recognition on remote identification
and onboarding of their clients to comply with the European Union’s rules on anti-money laundering. There
is currently a fragmentation of the EU market. Some countries impose more stringent regulations than
others, by for example requesting synchronous video chat (natural to natural person conversation). These
different approaches result in telecom and financial institutions being subject to different rules regarding
remote identification across Europe. Moreover, identity providers cannot deploy common EU-wide solutions,
effectively reducing access of citizens and businesses to innovative solutions at the best price. Both users
(mainly telecom and financial services) as well as identity providers are calling on the adoption of clear
standards and guidelines at the EU level with regard to remote identification methods. One identity provider
of remote identification solutions proposes to include requirements linked to:
•

the video ‘liveness check’: solutions where AI and expert human analysis are associated to compare
the video of a customer with his/her governmental ID;

•

reference transaction method: solutions where the user’s identity provided with a governmental ID is
compared to a reference transaction (e.g. bank account in EU-based institution).

•

Pooled identification method: solutions including Open Banking Solutions and Deposit Brokerage
Platforms, used in case of long-term cooperation agreements between specific entities in a closed loop.

The concept of Bring Your Own Identity (BYOI) has emerged, where users can select and use a digital ID of
their choice self-managed or provided by a third party. These types of digital ID do not constitute legal
identities but can be derived from legal identities in some cases (following advance verification process).
Social media platform (such as Facebook, Google or LinkedIn), telecom operators, utility companies and
banks have been very keen in developing such identities. Users can reuse the same digital identity they
created to access social platforms or online banking to access other online services and even public services
in some countries.
Over the past ten years, use of social media and online platform has permeated in the European population.
Along with this development, concerns from policy makers about fake news, fake reviews and other activities
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aiming at misleading citizens and consumers have emerged. EUROSTAT reports that 80% of Europeans have
come across information they believe was false or misleading several times a month and 85% of the
respondents perceive this as a problem in their country. 156
The European Consumer Organisation (BEUC) support the idea that platforms operating in Europe should
use eIDAS-certified identification mechanisms to verify the legal identity of users, notably on
marketplaces. 157 The verification of the legal identity of users would increase trust, notably reducing the
possibility for fake reviews or ill intend sellers. BEUC criticizes the fact that at the moment, most of the
identity verification of platforms is based on emails and social media account. Few registrations are based
on official identity documents, effectively reducing the level of protection of consumers.
Indeed, electronic identity and eIDAS based services could be used to reduce spreading of fake news and
wrong information on online platforms, as mentioned by the European Commission 2018 Communication
“Tackling online disinformation: a European Approach”. 158 An eIDAS authentication could be used to create
“verified” accounts. Users could continue to use pseudonyms on the platforms to preserve their privacy, but
other users would know that this person: (i) is a real person (and not a bot), (ii) has provided a proof of
legal identity, (iii) only owns a single account on the platform, (iv) is the person they declare being (in case
the person use its real name of the platform). This increased assurance in the identity of the people
interacting could reduce the cases of identity fraud and impersonations, allows platform to adapt their
moderation strategies by granting more trust to verified accounts than unverified accounts, reduce the noise
created by bots and fake accounts. In case of reprehensible actions (based on the national law) on the
platforms (e.g. hate speech), public authorities will be able to act faster in identifying culprits and hold them
accountable for their actions.
The current eIDAS framework focusing on notified eID schemes by EU Member States does not address
this ever-increasing need from the society to offer all EU citizens with an easy to use and secure
eID solution.
In a recent Eurobarometer on the attitudes towards the impact of digitalization on daily lives, 70% of EU
citizens responded that they use a username, or email address and password to identify themselves when
accessing online services in their daily life. 29% are using their social media account. 159 Among these
respondents, the three quarter would like to know how their data is used when they authenticate to a website
via their social media account.
The large majority of these eID solutions are currently not covered by the eIDAS Regulation Chapter III.
Citizens and businesses cannot compare the security and level of assurance that these different digital
identity solutions provide. The absence of systematic link between these digital identities and a verified
(legal) identity also creates opportunities for fraud and cybersecurity threat. It is also difficult for the users
to control the disclosure of personal information when they use such identity solutions. The acceptance of
these digital identities by the different relying parties is also highly fragmented, meaning that citizens still
need to own multiple identity schemes to prove their identity online. A large majority of EU citizens would
like to have access to a secure single digital identity that they could use to access online services. 160 Finally,
156
Flash Barometer (464) Fake news and disinformation online. See:
https://data.europa.eu/euodp/data/dataset/S2183_464_ENG
157
BEUC, Ensuring consumer protection in the platform economy, October 2018, see:
https://www.beuc.eu/publications/ensuring-consumer-protection-platform-economy/html
158158
Communication from the commission to the European Parliament, the Council, the European Economic and Social
Committee and the Committee of the Regions. Tackling online disinformation: a European Approach. See: https://eurlex.europa.eu/legal content/EN/TXT/PDF/?uri=CELEX:52018DC0236&from=EN
159
Eurobarometer 503, Attitudes towards the impact of digitalisation on daily lives, December 2019, see :
https://ec.europa.eu/commfrontoffice/publicopinion/index.cfm/Survey/getSurveyDetail/instruments/SPECIAL/surveyKy/
2228
160
Eurobarometer 503, Attitudes towards the impact of digitalisation on daily lives, December 2019, see :
https://ec.europa.eu/commfrontoffice/publicopinion/index.cfm/Survey/getSurveyDetail/instruments/SPECIAL/surveyKy/
2228
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there is no clear portability of attributes that could facilitate the integration of the different attributes owned
by the citizens (e.g. ID attributes, driving license attributes, passport), with the relying parties of their
choice, effectively limiting the creation of innovative services around digital identities.
In terms of security, stakeholders have raised concerns regarding the widespread development of biometrics
for identity verification and authentication either for identity schemes or for obtaining a trust service. At the
moment, such development has not been accompanied by an increased level of scrutiny at the EU level
despite the sensitiveness of the data at stake. This issue is linked to the issues arising from the lack of
guidance on how to assess level of assurance described under the effectiveness section. The uncertainty
linked to the usage of biometrics in notified eID schemes has led the eIDAS Cooperation Network to conclude
in three different peer reviews, that the use of biometrics authentication should be disabled for the notified
eID scheme to be used at a high level of assurance. 161 This current approach directly impacts the user
friendliness possibilities of the eIDAS network and is not aligned with the current preferences expressed by
users.
7.3.1.2 With regard to trust services (eIDAS – Chapter III)
In the domain of trust services, the needs of the society and economy remains the same. The market has
developed according to predictions. The objectives of the eIDAS legal framework remains adequate to
address the identified issues, notably the need to ensure the reduction of the market fragmentation by
ensure the cross-border and cross sector interoperability of trust services via the adoption of common
standards.
The key tension in terms of relevance, is the ability of the eIDAS legal framework to stay in line with the
latest development in terms of standards and technology in this domain.
7.3.1.3 Impact of COVID-19 pandemic
The Covid-19 pandemic has massively affected the European economy and society. As EU Member States
implemented lockdowns, both public and private services moved their activities to digital by default and
reduced - if not completely halted - interactions based on physical presence. As a result, the need to rely on
secure digital transactions and remote online identification has surged. The case for a secure electronic
identification, associated with online public services, has been made clear. Several countries have had to
postpone election dates due to the absence of remote identification solutions.
In the case of trust services, the use of electronic signature has allowed businesses and administration to
continue sign contracts, invoices, and other legal documents. The pressure to maintain economic activities
despite lockdown measures has pushed some countries to remove some remaining obstacles to the full
digitalisation of some procedures. In France a specific decree has been adopted in April 2020 authorising
the signature of notarised deeds at distance, while a physical presence was initially required. 162 In parallel,
the demand for trust services has exploded, notably to obtain electronic signatures. Oodrive, the parent
company of the qualified trust service provider CertEurope, declares that the demand for their eSignature
solution increased of 200% between May and June 2020. 163
The results from the OPC further underpin the increased need for eID and trust services as a response to
the COVID-19 pandemic. 59% of respondents have found the availability of the eID means or the electronic
CEF Digital, Opinions of the Cooperation network no. 2/2020, 8/2019, 7/2019, see:
https://ec.europa.eu/cefdigital/wiki/x/04PEAQ
162
Legifrance, Décret n° 2020-395 du 3 avril 2020 autorisant l'acte notarié à distance pendant la période d'urgence
sanitaire, see: https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000041781728/#:~:text=Copier%20le%20texte,D%C3%A9cret%20n%C2%B0%202020%2D395%20du%203%20avril%202020%20autorisant,la%20p%C3%A9riode
%20d'urgence%20sanitaire&text=Il%20d%C3%A9termine%20les%20conditions%20et,acte%20notari%C3%A9%20sur
%20support%20%C3%A9lectronique.
163
Oodrive, COVID-19 accelerates companies’ use of electronic signatures, see:
https://www.oodrive.com/weareoodrive/group-news/press/covid-19-accelerates-companies-use-electronic-signatures/
161
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trust services (e.g. electronic signature) particularly useful during the lockdown measures introduced due to
the COVID-19 crisis. A majority of respondents agreed that the eIDAS Regulation in general (64% of
respondents), the eIDAS legal framework for cross-border eID in Europe (69% of respondents), and the
availability of eSignature (77% of respondents), eSeal (70% of respondents), eTimestamp (66% of
respondents), ERDS (68% of respondents) and website authentication (54% of respondents) in the EU
should be extended as a result of the COVID-19 crisis.
7.3.2

To what extent do the solutions and standards developed in relation with the eIDAS
Regulation address users’ needs?

7.3.2.1 With regard to electronic identification (eIDAS – Chapter II)
Need for support of major identify standards to facilitate user journeys
In the field of electronic identification, the eIDAS Regulation has put in place a common protocol based on
an adaptation of the SAML protocol to exchange assertions between the different notified eID schemes and
ensure a technical and semantic interoperability. The SAML message format and the attributes profiles have
been adopted and maintained as part of the eIDAS eID profile. 164 The choice of this standard does not affect
directly the users, as the identity providers remains free to use other types of protocols to manage their
identity (e.g. OAuth2, OpenID). The eIDAS protocol is only used to exchange the identity information and
authentication assertion across borders.
The choice of SAML protocol was made once most of digital interactions where happening via a computer.
Over the last years, mobile has become the preferred channel of digital interaction for EU citizens. 80% of
persons aged 16 to 74 are surfing on internet via mobile or smartphones. 165 SAML has been mainly
developed for web-based application and the user authentication journey might be interrupted in case the
citizens use a native mobile application. 166 Some workarounds exist and this issue although mentioned by
some stakeholders has not been further specified and back-up by concrete examples as part of this
evaluation study. Some stakeholders have raised criticism with regard to the customisation of the SAML
open standard for the purpose of the eIDAS Regulation instead of reusing the protocol as such. This criticism
addresses also more fundamentally the architecture that has been decided to support the eIDAS network to
implement the principle of mutual recognition of eID schemes. They advise for several major identity
standards to be supported at the EU level, in line with the approach adopted for trust services.
Need for enhanced cryptographic requirements to avoid identity theft and privacy concerns
In terms of cryptographic requirements for the interoperability framework, 167 the communication between
the components of the eIDAS network and the citizen’s browser is secured by TLS protocol (Transport Layer
Security). The current technical specification adopted on 27 September 2019 indicates that the eIDAS nodes
must use at minimum the TLS protocol version 1.2 which was released in 2008. 168 Although this protocol is
still considered as secure, some vulnerabilities have been discovered and concerns with regard to
performance and privacy raised. A newer version of TLS (version 1.3) has been released in 2018. 169 The
delay in the adoption of version 1.3 might create risks for the protection of users against identity theft and
guarantee the protection of their privacy and personal data.

CEF Digital, eIDAS eID Profile, see: https://ec.europa.eu/cefdigital/wiki/x/dATvB
Eurostat, Internet use by individuals, see: https://ec.europa.eu/eurostat/documents/2995521/7771139/920122016-BP-EN.pdf/f023d81a-dce2-4959-93e3-8cc7082b6edd
166
See: https://www.mutuallyhuman.com/blog/choosing-an-sso-strategy-saml-vs-oauth2/
167
CEF Digital, eIDAS eID Profile, see: https://ec.europa.eu/cefdigital/wiki/x/dATvB
168
Internet Engineering Task Force, The Transport Layer Security (TLS) Protocol Version 1.2, See:
https://tools.ietf.org/html/rfc5246
169
Internet Engineering Task Force, The Transport Layer Security (TLS) Protocol Version 1.2, See: Internet Engineering
Task Force, The Transport Layer Security (TLS) Protocol Version 1.3, See: https://tools.ietf.org/html/rfc5246
164
165
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User journey
The specificity of the eIDAS solutions means that different stakeholders are involved during the cross-border
authentication journey. A group of Member States eIDAS experts have worked together over the past 3
years as part of a User Experience (UX) working group to further analyse the user journey. 170 A series of
pain points has been discovered and recommendations have been issued to Member States to improve the
overall experience of the cross border authentication process. The key elements that have been pinpoint are
the confusion that can be created for the users linked to the multiple redirections between the service
providers, the eIDAS node interfaces and the identity providers. The lack of common visual identity and
differences in user interface (UI) decrease the trust of users in the authenticity of the transaction process.
Additional feedback has shown that the current functioning of the eIDAS network (based on the notification
of some eID schemes) means that citizens don’t understand that they can reuse their notified eID scheme
abroad or don’t understand why their eID scheme is not available among the options presented.
Figure 25 – Overview of redirections during the cross-border authentication journey 171

The mindset of citizens regarding the sharing and protection of their personal data also raised questions
linked to the automated transfer of the full eIDAS minimum data set to the service providers. In December
2019, 46% of consulted citizens declared that they want to take a more active role in controlling the use of
their personal information. 172 The current implementation of the eIDAS networks does not allow for a
minimal disclosure of data.
Some workarounds have been proposed by the Future Trust project, a Horizon 2020 financed research
project aiming at supporting the practical implementation of the eIDAS Regulation (2014/910/EU) on
electronic identification (eID) and trusted services for electronic transactions.
In their report on the Legal Foundations of Trust and Trustworthiness 173 they analysed how the current legal
framework introduced by the eIDAS Regulation compared to the requirements set by the European General
Data Protection Regulation (GDPR). 174 The study proposes some solutions to improve the eIDAS
interoperability framework to accommodate the GDPR principles of privacy-by-design and unlinkability. The
170
CEF eID, Final report on the user experience of the eIDAS-based eID, 31 July 2018 see:
https://ec.europa.eu/cefdigital/wiki/x/aZ4iAw
171
Visual provided by CEF eID Building Block
172
Eurobarometer 503, Attitudes towards the impact of digitalisation on daily lives, December 2019, see :
https://ec.europa.eu/commfrontoffice/publicopinion/index.cfm/Survey/getSurveyDetail/instruments/SPECIAL/surveyKy/
2228
173
Future Trust, Documentation of the Legal Foundations of Trust and Trustworthiness, 2018, see:
https://docs.wixstatic.com/ugd/2844e6_b441a5f255f94cf78a7d4c890e2fe6aa.pdf
174
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, see:
https://eur-lex.europa.eu/eli/reg/2016/679/oj
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introduction of a system of selective disclosure would mean that service providers only receive the minimal
information needed to provide the service to the user, and therefore avoid that the full eIDAS minimum data
set is shared when not necessary. This system could be complemented by zero-knowledge claims consisting
of transmitting anonymous credentials only that can for example certify that the owner of the eID is a above
a certain age (e.g. above 18) instead of the user’s date of birth.
7.3.2.2 With regard to trust services (eIDAS – Chapter III)
In the field of trust services, two implementing decisions have been adopted to provide:
•

Specifications relating to formats of advanced electronic signatures and advanced seals to be
recognised by public sector bodies (Commission Implementing Decision (EU) 2015/1506 of 8
September 2015) 175

•

Standards for the security assessment of qualified signature and seal creation devices (Commission
Implementing Decision (EU)2016/650 of 25 April 2016) 176

The eIDAS Regulation has been drafted in mind that qualified signature and eSeals would be performed
using smartcards solutions recognized as Secure Signature Creation Device. However, the number of EU
citizens owning such device remains rather low in the EU. On the contrary, a lot of solutions based on
Signature Server solution have emerged. The Trust service providers is managing the signature creation on
behalf of the user remotely. The industry has therefore called on the recognition of remote server signing
as a qualified Secure Signature Creation Device via the adoption of specific standards. The lack of legal
recognition of such use case in Annex II of the eIDAS Regulation has led to alternative national certification
schemes effectively leading to market fragmentation.
In an assessment of standards related to eIDAS, 177 ENISA further refined the two use cases for which gaps
were identified, notably for when signing devices are operated by the trust service provider in a secure
environment:
•

The absence of standards for when trust service providers are managing signature creation data on
behalf of the user to support the creation of qualified electronic signature or seals;

•

The absence of standards for when trust service providers create a qualified electronic signature or
seals on their own behalf.

The key explanation linked to these gaps is that back in 2015 and 2016 at the time of the adoption of the
implementing legislation and prior to the start of the legal effects of the eIDAS Regulation Chapter III, there
were no available standards for support those two use cases.
In the meanwhile, two new CEN standards have been published by the CEN TC224. ENISA recommends to
update Commission Implementing Decision (EU) 2016/650 with the integration of the following two
standards:

175
COMMISSION IMPLEMENTING DECISION (EU) 2015/1506 of 8 September 2015 laying down specifications relating to
formats of advanced electronic signatures and advanced seals to be recognised by public sector bodies pursuant to
Articles 27(5) and 37(5) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic
identification and trust services for electronic transactions in the internal market, see:
https://ec.europa.eu/futurium/en/system/files/ged/celex_32015d1506_en_txt.pdf
176
COMMISSION IMPLEMENTING DECISION (EU) 2016/650 of 25 April 2016 laying down standards for the security
assessment of qualified signature and seal creation devices pursuant to Articles 30(3) and 39(2) of Regulation (EU) No
910/2014 of the European Parliament and of the Council on electronic identification and trust services for electronic
transactions in the internal market, see:
https://ec.europa.eu/futurium/en/system/files/ged/celex_32016d0650_en_txt.pdf
177
ENISA, Assessment of Standards related to eIDAS, Recommendations to support the technical implementation of the
eIDAS Regulation, November 2018, see: https://www.enisa.europa.eu/publications/assessment-of-standards-relatedto-eidas/at_download/fullReport
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•

CEN EN 419 241-2 | Trustworthy Systems Supporting Server Signing Part 2: Protection Profile for
QSCD (Secure Signature Generation Device) for Server Signing 178

•

CEN EN 419 221-5:2018 | Protection Profiles for TSP (Trust Service Provider) Cryptographic Modules Part 5 - Cryptographic Module for Trust Services 179

This recommendation from ENISA are supported by consulted stakeholders, notably EUROSMART, 180 the
trade association of the Digital Security Industry, as well as FESA, the Forum Of European Supervisory
Authorities For Trust Service Providers. 181 Both of them calls for a clarification of Annex II of the eIDAS
Regulation on the requirements for QSCD accordingly. The addition of the CEN Protection Profile for QSCD
for Server Signing to the Commission Implementing Decision (EU) 2016/650 would reduce the current
fragmentation of the market in this domain. Indeed, the absence of standards has led to the creation of
alternative national certification schemes to compensate for this gap. Relevant implementing acts are in the
process of being updated to include the abovementioned standards. The specific date of adoption is not
known to this date. However, one stakeholder mentioned that the adoption of such standard might threaten
the remote signature solutions provided by smaller actors and reduce potential innovation in the domain.
7.3.3

To what extent are there adaptation mechanisms in place to follow technological, scientific
and social developments?

The eIDAS Regulation has been drafted to remain as technology agnostic and future proof as possible in
order to accommodate the expected technological, scientific and social developments in this field. There has
been however some trends or developments that required further guidance, cooperation or amendments to
the legal framework.
7.3.3.1 With regard to electronic identification (eIDAS – Chapter II)
The European Commission has put in place a strong governance supporting the implementation of the eIDAS
Regulation. For the Chapter II of the legislation, the European Commission collaborates in close relationship
with the Cooperation network. The group has been created by the Commission Decision (EU) 2015/296 and
is composed of EU Member States, meeting more or less three times a year. This cooperation enables
Member States to exchange relevant information, experience and good practice in the field of electronic
identity.
The European Commission also relies on the assistance of the eIDAS Expert group 182 to discuss and
recommend solutions to proposed content for secondary legislation in case the need emerges both in the
field of electronic identity and trust services. This group does not meet on a regular basis. Most of the
meetings took place between 2014 and 2016 to support the adoption of the implementing acts. A subgroup
of the eIDAS Expert group focusses solely on electronic identity. This group is much more active, with a
frequency of at least five meetings a year it actively maintains the eIDAS eID technical specifications that
are adopted by the Cooperation network.
Member States national experts have at multiple occasions raised points for discussion during the eIDAS
Cooperation Network meetings. In some cases, external speakers have been invited to further develop some
of these points.

https://standards.iteh.ai/catalog/standards/sist/a8873a39-5ffc-42f9-91fd-520684cb73b3/sist-en-419241-2-2019
https://standards.iteh.ai/catalog/standards/cen/3e27cc07-2782-4c65-81b7-474d858a471c/en-419221-5-2018
180
EUROSMART, Answer to the European commission’s public consultation, October 2019, see:
https://www.eurosmart.com/on-the-application-of-eidas-regulation/
181
FESA, Position Paper on the review of the eIDAS regulation, March 2020, see: http://www.fesa.eu/publicdocuments/FESA_Position_Paper_eIDAS_2020_Review.pdf
182
https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupDetail&groupID=3032
178
179
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The European Commission along with the Cooperation Network has been able to follow and address such
changes by:
•

Contracting specific studies and financing research projects via Horizon 2020 or CEF Telecom
programmes: among others, the SMART 2016/0094 study on eID and digital on-boarding has been
launched to explore how the eIDAS Regulation can allow financial institutions to more easily meet the
legal obligations in the fields of know-your-customer (KYC), of Anti-Money Laundering (as per the 4th
Anti-Money Laundering Directive, 4AMLD), and of strong authentication of parties (as per the Payment
Services Directive 2, PSD2) 183, a study on CEF Information Systems Architecture Solution eIDAS+ for
banking and education 184, and SEMPER - Cross border Semantic Interoperability of Powers and Mandates
action, 185 Future Trust Services for Trustworthy Global Transactions. 186

•

Creating expert group on electronic identification and remote Know-Your-Customer processes. 187 The
group of representatives from Member States regulatory authorities, identity experts as well as
representatives from financial industry and consumer associations were tasks to explore how the eIDAS
Regulation could reply to the needs of the banking and financial services sector linked to identification
of their customers.

•

Rely on the eIDAS eID technical subgroup expertise: the group is in charge of developing and
maintaining the eIDAS eID technical specifications necessary for the interoperability and security of
notified eID schemes and means.

In case changes or adaptation are required, the Cooperation network can adopt opinions or decisions. The
eIDAS technical specifications have already been changed three times 188 in order to accommodate the latest
technological and societal needs: e.g. possibility to use non-notified eID schemes, identification of relying
parties, fixes in attributes profiles and cryptographic requirements and improvements in metadata handling.
On 30 January 2019, the Cooperation Network also decided on the Need for Open Access to NFC Interface
to Support Secure Mobile Use of Electronic Identity Means. Member States call on the European Commission
to engage in discussions with Apple to unlock access to the NFC interface of their mobiles in order to support
the usage of contactless enabled national eID smartcard on mobile. This request has been driven by the
shift in preference from citizens towards mobile in their interactions with government services. In line with
this call, Apple modified its approach in the summer of 2019, meaning that digital identification mobile
applications provided by third parties can access the NFC interface on recent iPhones

189

so that they can

scan an eID smartcard. This functionality has already been taken advantage of by some countries. For
example, the German AusweisAPP can now be used on an iPhone to scan the German eID card using NFC 190.
In case a change is needed to the implementing acts, the European Commission can always call for the
gathering of the eIDAS Committee composed of the Member States experts. However, since the adoption of
the initial acts, this has not been deemed necessary.
These fora of discussion and decision making are controlled by the European Member States. External input,
from the industry or from researchers (e.g. Future Trust research project) is received on an ad-hoc basis.
There is no necessary follow-up made on the recommendations by these stakeholders on the possible
https://publications.europa.eu/en/publication-detail/-/publication/8da08249-49cd-11e8-be1d-01aa75ed71a1
CEF Digital, Study on CEF Information Systems Architecture Solution eIDAS+ for banking and education, see:
https://ec.europa.eu/cefdigital/wiki/x/FZiuB
185
INEA, SEMPER - Cross-border Semantic Interoperability of Powers and Mandates, see:
https://ec.europa.eu/inea/en/connecting-europe-facility/cef-telecom/2018-eu-ia-0032
186
Cordis, Future Trust Services for Trustworthy Global Transactions, see: https://cordis.europa.eu/project/id/700542
187
COMMISSION DECISION of 14.12.2017 setting up the Commission expert group on electronic identification and
remote Know Your-Customer processes, See:
https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupDetailDoc&id=36277&no=1
188
CEF Digital, eIDAS eID Profile, see: https://ec.europa.eu/cefdigital/wiki/x/dATvB
189
iPhone 7 and newer devices
190
https://bit.ly/36YTvpG
183
184

90

Final Report | Analysis and answer to the evaluation questions

evolution of the legislative framework. This situation is most likely due to the current approach of the eIDAS
Regulation with regard to electronic identity which solely focusses on the schemes notified by EU Member
States, and not the wide array of digital identity solutions existing in Europe.
7.3.3.2 With regard to trust services (eIDAS – Chapter III)
In the field of trust services, the eIDAS Regulation relies on international standards defined by recognized
standardization organisations such as ETSI, ISO, etc. These organisations are organised by expert working
groups and aim at maintaining the standards along with the latest technological and societal development.
Supervisory bodies are exchanging best practices as part of the ENISA Article 19 Expert group and their
participation to FESA. However, these two forums are not official and based on voluntary participation. As a
consequence, their decisions are non-binding. Several stakeholders (as expressed in the governance section
under effectiveness) have called for a formalisation of the cooperation between the EU Supervisory bodies,
in the same vein as what is foreseen under Chapter II of the eIDAS Regulation with the creation of the eIDAS
Cooperation Network.
The eIDAS expert group is one of the few official entities that is tasked to follow the evolution of technical
trends and ensure that the eIDAS framework remains up to date. However, this group does not meet often.
The last meeting dates back to 27 March 2019, where participating Member States met to discuss new
standards for formats of advanced electronic signatures and advanced seals, new standards for the security
assessment of qualified signature and seal creation devices, as well as other matters linked to latest
developments in the domain of trust services. The meetings of this group are triggered by specific needs to
amend the regulatory framework and cannot be considered as a tool to monitor regularly the latest
development that might affect the functioning and relevance of current rules and requirements of trust
services.
As mentioned in the previous sections, the trust industry is calling on the integration of new standards to
one of the implementing acts. This update would require a review of the request by the eIDAS expert group
and the convening of the eIDAS committee 191 for a formal opinion in the near future.
7.3.4

To what extent has the eIDAS Regulation addressed relevant needs in specific sectors and
what other areas should be covered?

The eIDAS Regulation aims at enabling the mutual recognition of eID schemes and the use of trust services
across borders and across sectors. Therefore, the eIDAS Regulation is intended to support the needs for
electronic identification and trust services identified in other sectors. Relevant examples have been explored
in various sectors, such as transport, eHealth, education, banking, customs, etc.
7.3.4.1 With regard to electronic identification (eIDAS – Chapter II)
The notified eIDs under the eIDAS Regulation usually consists of foundational identities, meaning that they
aim at providing citizens with an identity for diverse use cases. In some cases, governments may have
issued functional identity system to address specific needs, e.g. voting, healthcare, taxation, etc. The notified
eID under eIDAS includes a minimum data set which correspond to more or less the information that is
associated with a foundational ID system. The eIDAS technical specifications 192 foresees that “additional
attribute schema describing the type and usage of these attributes for inclusion in Member State eIDAS
Node metadata” can be proposed by Member States and domain experts to address sector-specific
requirements. There is currently an ongoing work of the eIDAS eID technical subgroup to further define how
requests for the definition of sector-specific attributes can be handled.

https://ec.europa.eu/transparency/regcomitology/index.cfm?do=List.list
eIDAS Technical Sub-group (2019), eIDAS SAML Attribute Profile v1.2. Available at
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS+eID+Profile
191
192
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To support sector-specific use cases, the European Commission has supported further investigations and
engaged in discussions with a variety of domains to explore to what extend eIDAS could support sectorspecific needs.
eHealth sector
In the domain of eHealth, a specific study was conducted to explore the use of eID in the CEF eHealth DSI. 193
Access to Patient Summary and ePrescription in a cross-border context thanks to eID was more specifically
explored. The study concluded that the eIDAS network could accommodate the exchange of sector-specific
attributes such as a (pseudonymised) patient ID or the direct notification of an eHealth eID solution. In this
domain, the identification of health professional is also required and associated to different level of
authorization to the patient’s information. Again, it has been concluded that the eIDAS framework could
support this use cases. 194 The HEALTHeID project has piloted the reuse of the eIDAS nodes from four
countries to perform patient identification and authentication procedures in the current Cross Border eHealth
Information Services (CBeHIS). 195
Yet, several concerns in the eHealth domain currently limits the reuse of eIDAS to offer simple and crossborder identification to patients and health professionals:
•

The current coverage of notified eID schemes is not sufficient in Europe and in many countries, there
is a mismatch between the population that can access health services and those that can obtain an eID
(e.g. children, asylum seekers, etc…)

•

The health domain requires a high level of assurance with regard to the patients and health
professional’s identity, effectively restricting the use to the eID schemes notified at high LoA

•

Sector specific attributes are currently not covered by the assessment of the eID scheme LoA. This
lack of confidence with regard to the attributes (e.g. patient ID, professional qualifications) results in
potential trust issues, especially in a cross-border context.

Despite the investigations and experimentations, the use of eIDAS eID in the eHealth domain remains limited
today in a cross-border context. Although, the eIDAS Regulation has been deemed as relevant for supporting
the identification use cases in the domain, patients and health professional have not yet benefited from it.
Education sector
The education has been one of the sectors for which the European Commission has supported several
initiatives aiming at facilitate the identification of students across borders.
A study was conducted in 2018 to understand the business and technical requirements of the education
domain in terms of granting access to their services, as well as any technical or regulatory constraint. 196 The
study proposes how to enrich the eIDAS minimum dataset with sector-specific attributes for cross-border
student’s authentication. The results of the study have been presented to the eIDAS eID technical subgroup
in 2019, but has not yet resulted in the adoption of sector specific attributes. The CEF programme supports
financially projects aiming at facilitating, simplifying and improving the quality of mobility of students across

DIGIT, The use of CEF eID in the CEF eHealth DSI, 2016, see:
https://ec.europa.eu/cefdigital/wiki/download/attachments/37766100/DG%20DIGIT%20%20The%20use%20of%20eID%20in%20eHealth%20%20Final%20Report%20%20v3_0.pdf?version=1&modificationDate=1486488638015&api=v2
194
eHealth Network, Recommendation paper on policies regarding eIDAS eID and Health Professional Registries, see:
https://ec.europa.eu/health/sites/health/files/ehealth/docs/ev_20180515_co11b_en.pdf
195
HEALTHeID, eHN update on technical implementation and Member States participation in the HEALTHeID Transfer-athon, November 2019, see: https://www.spms.min-saude.pt/wpcontent/uploads/2020/01/eHN_Nov_2019_HEALTHeID_Final.pdf
196
DIGIT, Final report about Architectural Solution Document (eStudent), see:
https://ec.europa.eu/cefdigital/wiki/x/FZiuB
193
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Europe. A specific EU student eCard DSI has been created to demonstrate in practice the ability for academic
and non-academic services to exchange data about students’ identity in a trusted manner. 197
In parallel, the Horizon 2020 project Future Trust has also piloted with German universities 198 the possibility
to combine academic and national identities in order to issue trustworthy certificates for creating an EU
Student eCard. 199
Banking sector
The banking sector is subject to important regulatory requirements. An initial study on the use of on eID for
digital on-boarding 200 had explored how the eIDAS Regulation can allow financial institutions to more easily
meet the legal obligations in the fields of know-your-customer (KYC), of Anti-Money Laundering (as per the
4th Anti-Money Laundering Directive, 4AMLD), and of strong authentication of parties (as per the Payment
Services Directive 2, PSD2). The study concluded that although the eIDAS minimum data set was providing
a series of useful attributes, there were still major information missing for natural persons (e.g. nationality,
email, occupation) and legal persons (e.g. country of incorporation, email). In many cases, the procedure
relies on attributes that are considered as optional under the legislation which might limit the actual reuse
of the notified eID schemes that don’t provide such information. Additionally, a series of KYC attributes (e.g.
PEP, source of funds, tax/fiscal residence for natural persons and beneficial owner ID, source of funds and
brand name for the legal persons) should also be exchanged to complete the procedure. But in this case, it
remains to be seen if such exchange of information should be performed within the eIDAS network (dedicated
to identification and authentication) or another system of exchange of information. Regulatory requirements
imposed on banks might also deter them to accept KYC attributes that have been collected by other
organisation if no strong guarantees can be provided on the way and level of confidence associated with the
said attributes.
A study was conducted in 2018 to understand the business and technical requirements of the banking domain
in terms of granting access to their services, as well as any technical or regulatory constraint. 201 The study
proposes how to enrich the eIDAS minimum dataset with sector-specific attributes for cross-border
customers’ authentication. The results of the study have been presented to the eIDAS eID technical subgroup
in 2019, but has not yet resulted in the adoption of sector specific attributes.
In parallel, an expert group has been created to further investigate electronic identification and remote
Know-Your-Customer processes 202 and assist the European Commission in better assessing the needs and
problems faced by this specific sector. The group focused on:
•

Establishing a mapping of existing remote on-boarding solutions in the banking sector and exploring
some issues relating to electronic identification and remote KYC processes based on eID; 203

CEF Programme 2019, see: https://ec.europa.eu/inea/sites/inea/files/cef_telecom_work_programme_2019.pdf
eID.AS, FutureTrust releases eIDAS-Portal to kick-off “EU Student eCard” and demonstrators for eMandates,
eInvoices and eApostilles, see : https://www.eid.as/news/futuretrust-releases-eidas-portal-to-kick-off-eu-studentecard-and-demonstrators-for-emandates-einvoices-and-eapostilles/
199
https://ec.europa.eu/digital-single-market/en/eu-student-ecard
200
https://publications.europa.eu/en/publication-detail/-/publication/8da08249-49cd-11e8-be1d-01aa75ed71a1
201
DIGIT, Final report about Architectural Solution Document (eStudent), see:
https://ec.europa.eu/cefdigital/wiki/x/FZiuB
202
COMMISSION DECISION of 14.12.2017 setting up the Commission expert group on electronic identification and
remote Know Your-Customer processes, See:
https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupDetailDoc&id=36277&no=1
203
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/report-onexisting-remote-on-boarding-solutions-in-the-banking-sector-december2019_en.pdf
197
198
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•

Provide an opinion on the need for, and the scope of, a framework for portable KYC/CDD solutions and
an assessment of the minimum set of needed attributes with the appropriate level of assurance (LoA),
taking as reference the eIDAS framework. 204

However, as explained in the next section, in order to fulfil the needs of the sector, the banking industry still
had to rely on the development of their own identification solutions with little reliance on the eIDAS solutions
despite indication of the European Commission on how the eIDAS solutions could cover AML and PSD2 use
cases. The coverage and solutions offered are just not replying to the needs of this specific industry for the
moment being.
Aviation sector
The aviation sector is required to control the identity of travellers and subject to hefty fines in case of noncompliance. In a publication from the European Commission, 205 a review of the regulatory requirement
imposed on airlines and the latest trends affecting the industry: the need for increased accuracy driven by
the adoption of the 2016/681 PNR directive of 27 April 2016, 206 requesting airlines to pass on passengers’
PNR data to national authorities; the societal trend requiring better user experience during the booking and
boarding experience for travellers, the emergence of blockchain solution aiming at creating verified data
base of users to reduce the costs of future verification process.
The paper also provided and assess to what extend the eIDAS Regulation could support the different use
cases identified in the aviation industry. The conclusion of the paper is mixed. The eIDAS solutions could be
leveraged to tackle the issues linked to incorrect data entry during the booking and onboarding phases. Yet,
the current eIDAS minimum data set does not cover all the information necessary in this domain. Sectorspecific attributes would have to be defined, notably attributes covering passport and visa information. This
approach would also reduce the semantic interoperability issues that may arise. However, as mentioned in
previous sections of this evaluation study, the current user experience of the eIDAS solutions is really diverse
and often not considered at the minimum industry standards of the aviation sectors to be pushed to their
customers. The issue of coverage is also mentioned as a limiting factor when analysis the relevance of the
eIDAS Regulation to support the use cases in the aviation sector.
Customs & Taxation sector
The European Commission has set up an identification and authentication system to allow traders and
Economic Operators (EOs) to access the unified European Information System for customs, called UUM&DS
(Uniform User Management and Digital Signatures Project). The domain needed a solution following the
adoption of the Regulation (EC) No 766/2008.
UUM&DS is a system of identification and authentication whose functions are similar to those of the eIDAS
network. In 2019, it has been decided that UUM&DS identification and authentication could be performed
via the eIDAS nodes and therefore reduce the costs of maintaining two systems with the same aim. In Spring
2019, the UUM&DS team presented the sector-specific attributes that would be required by the domain to
the eIDAS eID technical subgroup. The majority of the attributes presented enables the UUM&DS team to
manage delegations. The integration is according to latest information still ongoing.
Issues were raised with regard to the need to provide the entire minimum dataset for sector specific use
cases. In this specific case, UUM&DS system was not able to provide a real value for the date of birth. It
must be seen, whether the eIDAS minimum data set is always relevant for sector specific use cases.

https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessingportable-kyc-cdd-solutions-in-the-banking-sector-december2019_en.pdf
205
CEF Digital, Study on opportunities and challenges of eID for Aviation, see:
https://ec.europa.eu/cefdigital/wiki/x/BYyuB
206
https://eur-lex.europa.eu/eli/dir/2016/681/oj
204
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7.3.4.2 With regard to trust services (eIDAS – Chapter III)
The eIDAS trust services have shown their relevance to support the needs of some specific legislations,
including notably in the banking domain.
In the field of company law, the company law package adopted in 2019 207 stated that in order to provide
the trust that will “[enable] the formation of companies, registration of branches and filing of documents
and information to be done fully online”, Member States “should ensure that secure electronic identification
and the use of trust services is possible for national as well as cross-border users” in accordance with the
eIDAS Regulation. The Directive establishes requirements that electronic copies and extracts from national
registers are “authenticated by means of trust services referred to in Regulation (EU) No 910/2014”.
In the sector of banking, Commission Delegated Regulation (EU) 2018/389 with regard to Regulatory
Technical Standards (RTS) for strong customer authentication and common and secure open standards of
communication in the context of the Payment Service Directive (EU) 2015/2366) defines how the eIDAS
solutions can be used to support the legal requirements imposed notably on account servicing payment
service providers. They can rely on eSeals and/or website authentication to enable Third Party Providers to
identify themselves when accessing the Account servicing Payment Service Providers’ channels. The
European Banking Authority (EBA) has also adopted an opinion on the use of eIDAS certificates under the
abovementioned RTS. ETSI has in the meanwhile issued standards to support the implementation of the RTS
requirements for use of qualified certificates to meet the regulatory requirements of PSD2. 208
Some stakeholders have raised concerns that in case of a revoked authorization, there could be a potential
mismatch between the information contained in the eIDAS PSD2 certificate and the information contained
on the EBA and national registers. 209 This would results in a risk that Financial institutions share information
with parties that are no longer authorized by a National Competent Authority but still own an active eIDAS
certificate.
7.3.5

To what extent have alternative solutions been developed to address current needs, in
parallel with the mechanisms and solutions foreseen by the eIDAS Regulation?

The extent to which alternative solutions to those foreseen by the eIDAS Regulation are available and the
extent of take-up and their interaction with the eIDAS Regulation (are these hampered or do they hamper
the implementation of eIDAS) are key questions addressed in this section. In particular, how the Regulation
relates to the increasing use of online services on mobile devices, and to the development of solutions based
on Distributed Ledgers / Blockchain technologies is relevant.
7.3.5.1 With regard to electronic identification (eIDAS – Chapter II)
In the field of digital identity, it is mainly the banking and financial services sectors that have been developing
alternative digital identity schemes to the eIDAS solution in order to support the regulatory requirements
imposed on their commercial activity.
Some stakeholders voiced that given the existing state of eID in Europe and well publicised hacks and
breaches of centrally stored personal data, it is time to consider a decentralised system for issuing trusted
certificates based on decentralised attributes and claims verified by as many trusted entities as possible
including financial institutions, crypto exchanges, postal offices, public transport companies, energy
companies etc. Accordingly, identity and personal data are too sensitive to be centralised by private or public
207
Directive (EU) 2019/1151 of the European Parliament and of the Council of 20 June 2019 amending Directive (EU)
2017/1132 as regards the use of digital tools and processes in company law
208
ETSI, Electronic Signatures and Infrastructures (ESI); Sector Specific Requirements; Qualified Certificate Profiles and
TSP Policy Requirements under the payment services Directive (EU) 2015/2366, see:
https://www.etsi.org/deliver/etsi_ts/119400_119499/119495/01.03.01_60/ts_119495v010301p.pdf
209
https://www.finextra.com/blogposting/17379/are-eidas-certificates-sufficient-for-psd2-open-banking
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companies no matter how trusted they are. Recent years have in fact seen the development of self-sovereign
identity solutions (SSI), often based on distributed ledgers (DLT) or blockchain technologies. Also, the topic
has been high on the agenda, the actual usage of such identity by citizens and businesses is marginal and
consist mainly in piloting or proof of concepts implementations. The European Commission has issued a
discussion paper on how eIDAS solutions could actually support the use cases of decentralised identity
schemes based on DLT. 210 The conclusion is that the eIDAS Regulation does not hamper such solutions and
that on the contrary it can support the further development of such solutions: either by linking the
decentralised identity solution with a notified identity scheme under eIDAS, or the use of digital electronic
certificates (eSignature or eSeals) to support the issuance of verifiable claims.
The eIDAS Regulation did not hamper the development of these solutions. However, these solutions do not
reply to the needs of the citizens and industry to rely on user-friendly, secure and interoperable identity
solutions. The duplication of solutions is actually at the origin of large inefficiencies. The absence of security
and privacy standards with regard to such solutions also diminishes the protection. Stakeholders mentioned
a missed opportunity for the eIDAS Regulation to cover all types of digital identity solutions in Europe.
Increasing use of mobile devices
The usage of mobile in Europe has sharply increased over the past 5 years since the introduction of the
eIDAS Regulation, both among users trying to access online services from their mobile phone, and in the
number of digital identity schemes reusing the secure elements and sensors of mobile devices to offer their
services. As a result, 90% of respondents stated in the OPC that the ability to use their eID on their mobile
phone is very important or somewhat important for them.
The eIDAS technical specifications and demo software maintained by the European Commission have been
initially designed when most of the access to online public services where taking place based on computer
session. The use of mobile changes the way services and identity are provided and how services are
integrated with third party apps (relationship between the mobile eID app and the service provider app or
browser).
Today, six out of the 14 countries that have notified an eID schemes have notified mobile solutions. It is not
easy to classify an eID scheme as mobile or not, as there is many ways to ensure compatibility of other
technologies with mobile use. In a report from the European Commission, 211 the different ways are listed in
which EU governments have tried to enable citizens to use their digital identity from their mobile phone:
•

Making smartcard-based eID compatible with mobile devices: Nine (out of the 18 MS issuing eID
smartcard based eID) have selected chip equipped with Near-field communication (NFC) technology.
This technology enables users to read their smartcard with a NFC enabled mobile phone. This
technology is becoming more and more standards on smartphone. Initially, access to the NFC function
of Apple device were restricted. In January 2019, the eIDAS Cooperation network called on the
manufacturer to open access to its NFC interface to support secure mobile use of electronic
identification means. 212 In September 2019, Apple announced that its devices will be able to be used
as readers for contactless eID smartcard. For non-NFC smartcards, some Member States have
supported the usage of Bluetooth card readers that can be connected to mobile. 213 However this

European Commission eIDAS supported self-sovereign identity, see:
https://ec.europa.eu/futurium/en/system/files/ged/eidas_supported_ssi_may_2019_0.pdf
211
CEF Digital, Embracing mobile identity for eGovernment, 8 June 2020, see:
https://ec.europa.eu/cefdigital/wiki/x/c4reDQ
212
eIDAS Cooperation network, Decision Of The Cooperation Network On The Need For Open Access To NFC Interface
To Support Secure Mobile Use Of Electronic Identity Means, CN-2019-03, 30 Janvier 2019, see:
https://ec.europa.eu/cefdigital/wiki/x/PgEABg
213
Czech Republic solution available on Google Play, eObčanka,
https://play.google.com/store/apps/details?id=cz.mvcr.eobcanka&hl=en
210
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approach is less convenient considering the necessity to own and transport an additional device to
make use of the digital identity.
•

Using mobile devices directly as an identification means: SIM cards are chips of the same nature that
the one integrated to the eID smartcards. They can therefore be used to host digital certificates for
authentication. For example, Estonia and Finland have developed such solution based on mobile SIM
cards. Other national eID schemes enabling direct identification using a mobile device include NemID
(Denmark), Chave Móvel Digital (Portugal) and itsme (Belgium). Mobile devices now include secure
elements that are isolated from the rest of the system for greater security. In this context, the concept
of embedded SIM cards (eSIM) have been developed and available on Android phone since 2017. 214

The report from the European Commission provides some recommendations to make the functioning of the
eIDAS network more mobile friendly. It calls on service providers connected to the eIDAS networks to adapt
their user journey to the usage of mobile as a channel to access their services and adapt the authentication
options to the user’s devices; and calls on Member States to ensure that their eIDAS node interface is mobile
friendly.
In general, the eIDAS Regulation and technical specifications maintained by the eID eIDAS technical
subgroup and the eIDAS Cooperation network remain neutral enough to accommodate this increase in
mobile use and solutions. It’s rather the offer from Member States that is not catching up with the
preferences of citizens in this domain, and the specific demo software provided by the Commission that
could be further adapted to this technology.
7.3.5.2 With regard to trust services (eIDAS – Chapter III)
The current regulatory framework for trust services enables the coverage of all solutions. Stakeholder
consultations have not revealed alternative solutions that address current needs in parallel with the
mechanisms and solutions of the eIDAS Regulation.
Some stakeholders are warning against the binding of QWACS to a TLS certificate as it is currently discussed
within ETSI. Such binding would not be aligned with the principle of technological neutrality of the eIDAS
Regulation, undermine interoperability and privacy for end users. Transport Layer Security (TLS) certificate
are used to authenticate a server as part of a TLS connection while QWACs are used to guarantee the legal
identity of a website owner. The nature and lifecycle of the legal entity of the organisation owning the website
differs from the registration of a domain name. One internet browser organisation proposes to favour the
use of non-TLS QWACs (ntQWACs) instead of the binding of TLS certificate to a QWAC. The European
Commission has already taken some steps by piloting ntQWACs: an ntQWAC attribute certificate is
associated to a base PKC TLS certificate. 215 In this case the ntQWAC is implemented as RFC 5755 attribute
certificate. 216 The browser in question proposes to remove all TLS requirement for ntQWACs from ETSI EN
319 412-4. 217 Further discussions are required between the European Commission, browsers and providers
of QWACS to define the best way forward.
7.3.6

How does the Regulation support the requirements for customer data portability (for the
purpose of Know-Your-Customer and Customer Due Diligence requirements under the
Directive (EU) 2015/849 on the prevention of the use of the financial system for the
purposes of money laundering or terrorist financing) and the emerging paradigm of full user

214
The Verge (2017), Google’s Pixel 2 phones are the first to use built-in eSIM technology, see
https://www.theverge.com/2017/10/4/16424740/google-pixel-2-xl-esim-technology-project-fi-first-ever
215
European Commission, CEF eSignature pilot on ntQWACS, see:
https://ec.europa.eu/futurium/sites/futurium/files/ntqwac_pilot.pdf
216
Internet Engineering Task Foce, An internet Attribute Certificate Profile for Authorisation, RFC 5755, see:
https://tools.ietf.org/html/rfc5755
217
ETSI, ETSI EN 319 412-4, Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 4: Certificate
profile for web site certificates, see:
https://www.etsi.org/deliver/etsi_en/319400_319499/31941204/01.01.01_60/en_31941204v010101p.pdf
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control of their personal data (as in the MyData movement or the Decentralised Identity
Foundation)?
In terms of the data portability, the eIDAS Regulations in its current state does enable a full data portability
of citizens’ and businesses’ identity attribute. The list of attributes included in the minimum data set to the
for natural and legal persons as defined in the Annex of Commission Implementing Regulation (EU)
2015/1501 218 is too restrictive and does not enable a full deployment of an ecosystem. The possibility to
adopt sector specific attributes is foreseen, but they are not covered by the level of assurance defined for
the minimum data set, decreasing the potential trust in such attributes.
Know your customer and Customer Due Diligence
The Recital 22 of the 5th Anti-Money Laundering Directive makes an explicit reference to the use of notified
eID schemes to perform accurate identification and verification of natural and legal persons. In certain
countries, notified eID schemes are already used to support remote onboarding. This includes Belgium
(itsme), Estonia (MobilID), Denmark (NemID 219), Germany (national ID card), and Luxembourg
(LuxTrust) 220. Bank-ID, the non-notified Swedish eID solution used by a high proportion of the Swedish
population, is also used to support remote onboarding.
Article 13 of the directive specifies that notified eID schemes under eIDAS are recognized as a valid solution
to identify customers and obtain ID information about them. In the Annex III of the directive, specific
dispositions recognise the possibility to use notified eID schemes to perform remote onboarding and
verification of business relationships and transactions at distance.
However, in one of its reports, the expert group on electronic identification and remote know-your-customer
processes highlights several challenges linked to this framework:
•

The eIDAS Regulation does not provide a legal framework for the assurance level of attributes other
than those included in the eIDAS minimum data set;

•

There is currently no definition or certification scheme to become a “trusted source” and recognized
independent third parties that could issue credentials (including KYC attributes);

•

In the domain of KYC, there is a need that attributes reflect a current situation, and therefore requires
a refresh under certain conditions;

These recommendations go beyond the implementation of the AML5 directive and the portable attributes
could also be reused to apply for loans/credit or saving and investments services.
Control of credentials by the users
There is a major societal trend consisting in citizens wanting to be more in control of their data. MyData
Global, a non-profit organisation, has been created to give a voice to this trend. The organisation composed
of 90 member organisations and over 600 individual members from 40 countries supports the empowerment
of individuals by improving their right to self-determination regarding their personal data. 221
In a survey of EU citizens, it was found that a large majority of respondents (63%) thought that it would be
useful to own a secure single digital identity to access both public and private services and get control over
Commission Implementing Regulation (EU) 2015/1501 of 8 September 2015 on the interoperability framework
pursuant to Article 12(8) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic
identification and trust services for electronic transactions in the internal market, see: https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=OJ%3AJOL_2015_235_R_0001
219
The sole use of NeMID as an identification means for onboarding is considered insufficient in Denmark. It must be
supplemented by an upload of a copy of a passport or driver’s licence, or national health insurance card
220
All examples are taken from European Commission (2019) Report on existing remote on-boarding solutions in the
banking sector: Assessment of risks and associated mitigating controls, including interoperability of the remote
solutions. Available at
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/report-on-existingremote-on-boarding-solutions-in-the-banking-sector-december2019_en.pdf
221
MyData, Declaration, see: https://mydata.org/declaration/
218
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the use of their data. The current Chapter II of the eIDAS Regulation does not enable this type of use cases,
however an adaptation of the Chapter III on trust services to support the development of verifiable claims
could.
Verifiable claims consist in a set of attributes about one person’s identity (e.g. ID information), qualification
(e.g. driving license, diploma), achievement (e.g. reached majority), quality (e.g. immunization against a
disease). The W3W has been developing standards for expressing and exchanging "claims" verified by a
third party as well as working on the definition of verifiable credentials data model. 222
The key issue is that only an identity verified by a trusted entity can be recognized to fulfil regulatory
requirements (under AML, PSD2, etc…) or for generating trust with relying parties. The creation of specific
trust services to guarantee that the verifying party is a trusted entity could be supported by the creation of
a specific trust service providers.
Several initiatives aiming at exchanging verifiable credentials are emerging:
•

The European Blockchain Services Infrastructure (EBSI) has implemented a generic Self-Sovereign
Identity (ESSIF) capability that will be integrated and interoperable with existing legal frameworks like
eIDAS and GDPR; 223

•

The creation of professional qualification certificates. The European Commission is working on the
development of the Europass Digital Credentials Infrastructure (EDCI) that will support authentication
services for any digital documents or representations of information on skills and qualifications as
outlined in Article 4 (6) of the Europass Decision. 224

•

The Covid-19 outbreak has fostered the creation of the COVID-19 Credentials Initiative (CCI). The
community is composed of more than 300 individuals from over 100 organisations. The group is
looking to deploy privacy-preserving verifiable credential projects in order to mitigate the spread of
COVID-19 and strengthen our societies and economies. 225 They have notably developed data model
supporting the creation of immunization passport that could be help by citizens to prove their
immunization status either by testing or vaccination.

•

The creation of eVisa or ePassport.

Reuse of identity verification procedures
Citizens and business are asked to prove their identity more and more in their daily activities. However,
there is currently no possibility to rely on pre-existing identity verification procedures to comply with KYC
requirements. As a consequence, there is a multiplication of identity and KYC verification procedures
(remotely or in persons) in Europe, leading to unnecessary costs and time lose both for customers and the
companies subject to regulatory requirements in terms of identity verifications. The eIDAS framework could
be amended to support the reuse of these verifications as long as they comply with a set of standards and
rules defined at the EU level.
In order to be fully aligned with GDPR requirements, these types of credentials could be further computed
in zero-knowledge claim, allowing the holder of such credentials to only disclose minimal information to
relying parties: e.g. a proof of majority rather than the sharing of the person’s actual date of birth.
7.3.7

222
223
224
225

How well adapted is the intervention to subsequent technological or scientific advances?
What are the opportunities for expanding the number of trust services currently covered by

W3C, Verifiable Credentials Use cases, 24 September 2019, see: https://www.w3.org/TR/vc-use-cases/
https://medium.com/@SSI_Ambassador/essif-the-european-self-sovereign-identity-framework-4572f6875e12
Europass, What are digital credentials, see: https://europa.eu/europass/en/what-are-digital-credentials
https://www.covidcreds.com/#Workstreams

99

Final Report | Analysis and answer to the evaluation questions

the Regulation (by e.g. blockchain, eArchiving, IoT) and for extending eID services to the
private sector?
The majority of stakeholders consulted agreed that the eIDAS Regulation should be expanded to include
other trust services (e.g. eArchiving) and that the number of trust services covered by the Regulation could
be expanded in its current form.
Blockchain
Use cases linked to the issuance of electronic identity in a decentralized fashion have multiplied over the last
years. Although such solutions have not yet reached a critical mass like “traditional” electronic identity
solutions, it is important to ensure that the eIDAS Regulation will be able to address these emerging use
cases. In the case of the use of blockchain or distributed ledger technology, the notion of single identity
provider is questioned. In the case of a distributed system, attributes may be endorsed by a variety of
different stakeholders. It is therefore important that the attributes provided by this parties can reply to a
set of defined criteria.
A study has been contracted by the European Commission to evaluate how eIDAS can legally support digital
identity and trustworthy Distributed Ledger Technology – based transactions in the Digital Single Market.226
The study provides useful scenarios on how self-sovereign identity use cases could be supported by the
eIDAS Regulation.
On the very-short term and without any modification to the eIDAS Regulation, notified eIDAS eID means
and qualified certificates could be used to issue verifiable credentials (cf. prior section). An eIDAS “Bridge”
has been developed to increase the verifiable credentials’ legal value and cross-border recognition. 227 The
current eIDAS nodes could be upgraded to start issuing SAML assertions based on verifiable credentials.
On the short-term and within the framework of the current eIDAS Regulation (i.e. by modifying existing
implementing acts), verifiable IDs could be recognized as notified eIDAS schemes and qualified certificates
could be issued based on a specific decentralised identity method and verifiable credentials.
In the mid- to long-term, the eIDAS Regulation could be amended to extend the eIDAS notification
mechanism to Verifiable claims, a new trust service could be created to regulate the issuance of Verifiable
Attestations, and another to regulate Identity Hubs. The key management and operation of DLT nodes could
also be considered as a new trust service.
eArchiving
The preservation of electronic signature is a market under development. The eIDAS Regulation does require
the archiving the signature of electronic document. However, the eIDAS Regulation does not specify
requirements and which standards should be used. Several stakeholders have mentioned that eArchiving
should be added to the list of trust services.
One consulted stakeholder also mentioned the possibility to create a separated trust services linked to the
digitization of documents, consisting in providing minimum requirements and standards for the action of
converting paper documents into electronic documents before archiving.
Some Member States, like the Luxembourg, have defined national rules linked to these activities. Seven
public and private organisations currently offer such services according to these national rules.
Digitisation
Creating a complementary trust service of “digitisation” could serve as a preliminary activity to convert paper
documents into electronic documents before archiving. In the view of some supervisory authorities, both
226
European Commission, SSI eIDAS Legal Report, How eIDAS can legally support digital identity and trustworthy DLTbased transactions in the Digital Single Market, see: https://joinup.ec.europa.eu/sites/default/files/document/202004/SSI_eIDAS_legal_report_final_0.pdf
227
JoinUp, About SSI eIDAS bridge, see: https://joinup.ec.europa.eu/collection/ssi-eidas-bridge/about
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documents digitised by a qualified digitisation service, and documents preserved by a qualified electronic
archiving service, should be presumed identical to the original documents.
Internet of Things
One of the latest trends in the field of digital identity is the need to provide an identity to things in light of
the growing importance of the Internet of Things (IoT). The number of connected devices installed globally
could more than triple from 23 billion in 2018 to over 75 billion in 2025. 228 Along with this rapid increase
comes a critical risk of identity theft and manipulation, which leads to the need for effective identity and
security solutions for IoT. Security incidents arise because traditional identity and access management
systems have difficulties to adapt to the proliferation of connected devices as they focus exclusively on
people and are not built for the IoT. 229 Organisations as well as governments face significant financial,
reputational and legal consequences as a result of cyberattacks and data leaks. 230 Consequently, key players
in the field of IoT are pushing for an evolution of the identity market that meets their needs.
Thus, global identity management can no longer only focus on users but needs to take into account all
entities in the transactional ecosystem. It was previously enough to manage the identity of a person
connected to an application, service or device, but now the relationships between different devices,
applications and services need to be managed as well. This is even more true as AI application become a
reality and the use of automated devices progress. Within an ecosystem of the Identity of Things
(IDoT), where all entities have the same interaction framework, digital identity platforms are evolving to
be able to establish secure and trusted relationships across the full spectrum of the IoT ecosystem, using a
concept of continuous authentication and being context-aware. 231
The current eIDAS interoperability framework only includes a dataset for natural and legal persons.
Consulted stakeholders propose to explore how similar datasets could be developed to support IoT use cases.

7.4

Coherence

This section presents the main findings from the legal desk research and preliminary stakeholder consultation
aiming to inform the evaluation questions on the internal and external coherence of the provisions of eIDAS
Regulation.
7.4.1

Is there any issue of internal coherence of the eIDAS Regulation (i.e. between the various
components of the eIDAS Regulation and the various implementing acts)? Which corrective
action is advised?

This section presents the main findings stemming from an article-by-article review of the provisions of the
Regulation on eID (7.4.1.2) and eTS (7.4.1.3), whereby any articles showing possible lack of clarity or whose
drafting may impact upon the ability of the Regulation to contribute to a coherent legal framework are
highlighted. This qualitative approach has been complemented by a preliminary stakeholder consultation
which will be continued and expanded.

NewGenApps (2018), 13 IoT Statistics Defining the Future of Internet of Things,
https://www.newgenapps.com/blog/iot-statistics-internet-of-things-future-research-data
229
Gartner (2015), Gartner Says Managing Identities and Access Will Be Critical to the Success of the Internet of
Things, https://www.gartner.com/newsroom/id/2985717
230
SecureID (2016), How identity can fix the IoT, https://www.secureidnews.com/news-item/how-identity-can-fix-theiot/#
231
European Commission (2018), Trends in electronic identification - An overview,
https://ec.europa.eu/cefdigital/wiki/download/attachments/78549570/Trends%20report%20on%20electronic%20identif
ication_for%20publication_v.1.1.pdf?version=1&modificationDate=1551198712785&api=v2
228
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7.4.1.1 Definitions – Article 3
Certain definitions set out in Article 3 could benefit from clarification, reformulation or updating. In particular,
the following examples have been noted:
•

Article 3(1) currently defines authentication as “an electronic process that enables the electronic
identification of a natural or legal person, or the origin and integrity of data in electronic form to be
confirmed”. Commission Implementing Regulation (EU) 2015/1501 provides a minimum set of
identification data for a natural person, a legal person or for a natural person representing a legal person.
However, it may be appropriate going forward to adapt eIDAS for the identification of a natural person
representing a natural person (or even a legal person, not represented by a natural person, depending
on the development of AI in the context of company law). This would not necessarily require an
amendment of Article 3(1), but could be addressed by amending other aspects of eIDAS, such as
Regulation (EU) 2015/1501;

•

As per Article 3(12), a qualified electronic signature is an advanced electronic signature that is created
by a qualified electronic signature creation device (see requirements in Annex II of the eIDAS), and
which is based on a qualified certificate for electronic signatures (see requirements in Annex I of the
eIDAS). However, this definition does not include any reference to timestamping. This may be considered
as a loophole as it opens up the possibility for a qualified electronic signature to be “self-dated”; thus no
formal verification of the date of signing could be undertaken. Furthermore, some of the stakeholders
consulted argued that the formulation of Annex II in its current version is too permissive as it permits
any qualified trust service provider to generate or manage electronic signature creation data on behalf
of the signatory. This does not guarantee the highest level of protection to the holder of the qualified
certificate. Thus, these stakeholders suggested restricting the possibility to manage private keys to
qualified trust service providers (QTSP) that have been qualified for qualified electronic signature,
qualified seals or qualified website authentication certificates; and

•

Article 3(16) provides a definition of “trust services” which seems comprehensive. However, the words
“and” and “or” are deployed several times, so that the exact meaning is ambiguous. This is a simple
drafting issue, and could be resolved by more appropriate syntax;

7.4.1.2 Provisions on eID
According to an assessment of the eID provisions, certain provisions show possible lack of precision which
may lead to potential inconsistences in the application of electronic identification schemes. Additionally,
certain provisions have been identified which may constitute barriers to the use of electronic identification
schemes by the private sector.
Conditions for notification – Article 7
Article 7 sets out certain pre-conditions for notification. The manner in which they are drafted seems to
reflect the aim of eIDAS to promote mutual recognition of eIDs (i.e. from notifying Member State to others).
However, from the perspective of a provider of a non-notified eID wishing to be notified, Article 7(b) may
act as an obstacle. That provision requires that the eID scheme can be used to access at least one service
which is provided by a public sector body and which requires electronic identification in the notifying Member
State. If the Member State has already notified a scheme, it may be difficult for a new eID provider to have
its scheme recognized by a public authority for access to a public service. In turn, this may act as an obstacle
to having the scheme notified. 232 While this obstacle is by no means insurmountable, it could nonetheless

232
67.61% of the respondents to the OPC either agreed or strongly agreed with the statement ‘The scope of the eIDAS
Regulation should be extended to provide a level playing field for the private economic actors operating
in the field of electronic identification.’ This can be contrasted with views regarding a level playing field for eSignature,
in respect of which only 39.31% agreed or strongly agreed with the statement ‘The eIDAS regulatory framework creates
a level playing field for electronic signature in Europe.
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be considered whether there is a way to formulate Article 7(b) in a manner less restrictive to new entrants
in the market for eIDs.
Cross-border authentication as per Article 7 f) al.2
As per Article 7 f) al.2, cross-border authentication shall be provided free of charge when carried out in
relation to a service online provided by a public sector body. On the other hand, when a service online is
provided by a private sector body, the notifying Member State may define terms of access to that
authentication, 233 i.e. the notifying Member States may decide to make the authentication conditional upon
a fee, or any other access condition. This might constitute a barrier for private sector actors to use crossborder authentication. However, the reason for the lack of harmonised approach in relation to the private
sector is due to the different business models chosen by notifying Member States. Thus, it is a broader
question regarding effectiveness or efficiency than one of mere legal coherence.
Notification, peer review system and assurance levels
A key component of the eIDAS interoperability framework is the assurance levels. Article 8 provides for 3
such levels, while Commission Implementing Regulation (EU) 2015/1502 defines the minimum technical
specifications and procedures in order to ensure a common understanding in the context of the
interoperability framework. As required by Article 8(3) eIDAS, these technical specifications and procedures
take into account the relevant international standards (e.g. ISO/IEC 29115) and builds on these, while taking
into account the specific context of eIDAS. Implementing Regulation (EU) 2015/1502 notes that it is designed
to be outcome based. This has the advantage of retaining flexibility and technical neutrality.
A number of issues have been noted in relation to the assurance levels as they are now framed. Firstly, the
system of mutual recognition envisages the recognition by a public sector body of an eID for cross-border
authentication where the assurance level of that eID is equal to or greater than the assurance level which
that public body requires to access its services. In a cross-border context, this could give rise to difficulties
for a citizen of Member State A, living in Member State B and working in Member State C. He may have
obtained an eID with an assurance level substantial in Member State A, and find that it is sufficient for his
registration with the authorities in Member State B, but that it is not accepted by the tax authorities when
attempting to file his tax return in Member State C. It is an issue which is likely to persist so long as there
are different levels of assurance and the definition of the assurance level required is determined by the
public sector body. eIDAS provides for different levels of assurance, but national rules are binary; one either
identifies or one does not. 234 One stakeholder suggested that the solution may be to have a single assurance
level, while another noted that the trend should be towards high, particularly if eID is to be used in sectors
such as healthcare. There is certainly a difference here between Chapter II eIDAS dealing with identification
and Chapter III dealing with trust services. Unlike the three-tiered assurance levels set out for eIDs, the
system for recognition of trust services is set up in binary fashion; there are qualified trust services and
unqualified.
Another issue with the current assurance levels is that they do not seem to have ensured the level of common
understanding which they were intended to. There is a view among some stakeholders that the
understanding of what is high or substantial differs among Member States. This perhaps stems from the
flexibility of the outcome-based approach, which sometimes entails a degree of subjectivity. It may be
possible to remove some of this subjectivity by being more prescriptive in the implementing act, but the
trade-off might be reduced flexibility. One stakeholder noted that, as technology develops, what is high
today may be substantial in two years’ time. 235 The problem of lack of common understanding could also be
resolved by the inclusion of a dispute resolution mechanism in the peer review system. Commission
233
Didier Gobert, „Le règlement européen du 23 juillet 2014 sur l´identification électronique et les services de confiance
(eIDAS) : analyse approfondie », op.cit.
234
This problem is not entirely due to the eIDAS assurance framework but also the lack of a harmonised approach being
taken by Member States in defining the levels of assurance for respective public services.
235
See section 7.5.4.1 regarding standards.
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Implementing Decision (EU) 2015/296 currently governs the procedural cooperation among Member State
in relation to the peer review process. Article 12(6)(b) provides for cooperation between Member States
consisting of, inter alia, the ‘exchange of information, experience and good practice as regards working with
assurance levels of electronic identification schemes under Article 8’. Article 14 of the Commission
Implementing Decision mandates the Cooperation Network to facilitate such cooperation through the
exchange of information, and to adopt opinions on developments concerning the minimum technical
specifications, standards and procedures set out in Commission Implementing Regulation (EU) 2015/1502.
Some of these opinions show the difficulty in reaching a common view. For example, in Opinion No. 8 of
2019, the Cooperation Network only agreed that a scheme met the requirements of high, on the basis of
certain modifications, such as the disabling of the use of biometric authentication. 236
Indeed, part of the issue with how Article 8 eIDAS and the implementing legislation set out the assurance
levels is that ‘substantial’ covers everything that is almost high (or even regarded as high among certain
Member States), to only slightly above low. One possible approach here could be more granularity, although
that does not solve the hypothetical issue raised above. Such granularity might involve splitting ‘substantial’
in two, so that the ‘higher substantial’ or ‘substantial I’ (as opposed to ‘substantial II’) would be viewed as
‘almost high’. Another option would be to reduce to two assurance levels, which would align with trust
services; thus eIDs meeting the threshold would benefit from mutual recognition and users could use them
in respect of all online services offered by public bodies.
One option which was raised during the study was to increase transparency of the peer review process by
publishing (subject to the appropriate redactions) the peer review reports, which would enable the public to
make their own assessment. Such an approach may not solve the issue in relation to the public sector,
where a public body requires assurance level high and cannot waive this requirement for an eID with
assurance level substantial on the basis that it is ‘almost high’. However, such possibility might arise in the
private sector.
It has been suggested that the current assurance levels are not necessarily relevant for all entities in the
private sector, who may be more interested in a risk-based approach and may have different priorities. For
example, if assurance levels were points-based, with substantial being higher than 500 and high being higher
than 1000, it may be that certain sectors would set a threshold of 700, based on their risk assessment. Such
discussion highlights again the difference in priorities among various sectors in the private sector, but also
between certain private sector entities and the public sector, bearing in mind both EU and national laws
regulating certain sectors (such as financial services). For example, much of processes in place in the
financial services sector for AML purposes are centred on a risk-based assessment. Entities in the financial
services sector may appreciate being able to distinguish between an eID in the upper reaches of the
substantial level and those on the lower reaches, as part of their risk assessments.
Liability as per Articles 11 and 13
In the impact assessment accompanying the proposal for eIDAS, one of the key issues noted was the need
for clear liability for the correctness of the eID. 237 In the context of cross-border transactions, Article 11
seeks to address this. It sets out the division of liability between the notifying Member State, the party
issuing the electronic identification means and the party operating the authentication procedure. As for the
latter, Article 11 (3) states that the party operating the authentication procedure shall be liable for damage
caused intentionally or negligently to any natural or legal person due to a failure to ensure the correct
operation of the authentication. However, the Regulation is silent on the way the “correctness” of the
Opinion No. 08/2019 of the Cooperation Network on the Belgian eID scheme
https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageId=148898042.
237
COMMISSION STAFF WORKING DOCUMENT IMPACT ASSESSMENT Accompanying the document Proposal for a
regulation of the European Parliament and of the Council on electronic identification and trust services for electronic
transactions in the internal market, p.10.
236
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operation of the authentication should be evaluated. 238 This may be an important consideration given that
Article 11 provides for a division of liability between the Member State (in respect of the obligation to ensure
availability of authentication) and the party operating the authentication procedure (for failure to ensure
correct operation of the authentication).
The division of the liability may have considerable consequences. Different actors involved (private and
public) could make each other responsible as it may be difficult to pinpoint the problem. In fact, it could be
questioned whether Member States would take responsibility for parties other than the State itself to provide
online identification and authentication services. However, Recital 13 of eIDAS states that “Member States
should remain free to use or introduce means, for electronic identification purposes, for accessing online
services. They should also be able to decide whether to involve the private sector in the provision of these
means.” 239 However, certain Member States have relied on the private sector for the provision of eID means.
Furthermore, eIDAS is silent on the possibility of the Member State including a clause in a contract with a
private company, whereby the latter would indemnify the former in relation to authentication that may be
outsourced to that company.
Furthermore, it may be that the possible exposure to liability might disincentivise Member States from
notifying schemes, 240 which would have adverse effects on the implementation of mutual recognition of such
schemes.
There is a clear difference between Article 11 (providing for liability in the context of eIDs) and Article 13 (in
relation to trust services), in that the latter provides for the possibility of the trust service provider limiting
liability provided they duly inform their customers in advance of such limitations and where those limitations
are recognisable to third parties. Such limitation of liability is not provided for in Article 11. One issue which
was raised during the consultation was the fact the risk of the eIDAS node being subverted. Regardless of
the level of security of the national eID system, the subversion of the node can lead to problems for users
of that national ID in a cross-border context. This could expose the Member State in question to significant
liability despite not being responsible. Article 11 could clarify this by clarifying the division of liability between
the notifying Member State and the node operator. One stakeholder during the consultation mentioned the
possibility of a trust service provider availing of Article 13(2) to insert a limitation to liability in the small
print, to ensure that it was not on the hook for any liability. However, the provision is clear that such
limitations need to be “recognisable to third parties.” Recital 37 clarifies that customers should be “duly
informed”, although it is not entirely clear what this means in practice. Can a provision in the small print
suffice? Furthermore, as Article 13 is to be applied in accordance with national rules on liability, 241 it is
possible that over-zealous attempts to limit liability may be impacted by national provisions protecting the
user. One stakeholder emphasised the importance of protecting users. Given that not all users will be
sufficiently IT literate to analyse the trust service they are buying, it is necessary to ensure a minimum level.
This could function as a threshold below which liability of the trust service provider could not be limited.
Similarly, while Article 13 provides explicitly for the shifting of the burden of proof based on whether or not
the trust service provider is qualified, no such explicit provision is set out in Article 11. Recital 18 makes it
clear that national rules on the burden of proof are not affected. Another option might have been to treat
notified eIDs in a similar manner to qualified trust services, explicitly shifting the burden of proof to the
238
Didier Gobert, „Le règlement européen du 23 juillet 2014 sur l´identification électronique et les services de confiance
(eIDAS) : analyse approfondie », op.cit.
239
Colette Cuijpers, Jessica Schroers, “eIDAS as a guideline for the development of a pan European eID framework in
FutureID, available at
https://pdfs.semanticscholar.org/d45f/27687596bc1b04d571023de1bed287e9d0be.pdf?_ga=2.254795336.115807749.
1575904709-297406062.1575904709 (last accessed on 10.12.2019).
240
Niko Tsakalakis et al., “Identity Assurance in the UK: technical implementation and legal implications under Eidas”,
Journal of Web Science, Vol. 3: No. 3, pp 32-46.
241
Irene Kull, Laura Kask, « Electronic signature under the eIDAS Regulation in domestic and cross-border
communication: Estonian example”, Jurisdiskā zinātne/ Law, No 12, 2019, p.35.
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Member State, party issuing the eID means or the party operating the authentication procedure, in respect
of Articles 11(1), 11(2) and 11(3) respectively. The advantage of such an approach would be to ensure
consistency across Member States in relation to the rules on the burden of proof. However, a presumption
of negligence or intention could have the impact of making Member States less likely to notify.
Finally, the issue of joint and several liability for controllers under Article 82 GDPR has been raised as adding
to the complexity of the liability division, in the event that more than one party are deemed to be controllers
in relation to personal data (e.g. in the event that the eID scheme is operated by a public and a private
entity). 242
Notwithstanding all of the above, few practical concerns were raised regarding the application of liability in
respect of eIDs under the eIDAS. It is possible for parties to insure against risk of liability, and where there
are concerns about being liable for loss caused by other parties, there is the possibility of including clauses
providing for indemnification. Indeed, the responses to the stakeholder survey showed that while some
stakeholders regarded the rules on the allocation of liability as clear and adequate, others disagreed.243
Lack of legal equivalence for eIDs whereas Article 14 for trust services
Legal equivalence determines whether eID services offered in third countries offer an equivalent level of
protection to those in the EU. Hence, legal equivalence is conceived as a pre-condition for attaching specific
legal effects to third countries´ eIDs. However, legal equivalence is only defined in relation to trust services
and not eIDs. Beyond the issue of not being able to qualify for mutual recognition (via notification), there is
the practical issue of determining the level of assurance of the third country eID.
Article 14 covers trust services, but the threshold of being recognised under an agreement concluded
between the EU and a third country or international organisation seems to set a high threshold for trust
service providers. Nor does eIDAS clarify the steps in relation to reaching such an agreement. This can be
contrasted with the approach in the GDPR, where Article 45 sets out detailed considerations in relation to
adequacy decisions for transfers of personal data to third countries. One stakeholder suggested the
development of guidelines in relation to the operation of Article 14, possibly with the involvement of ENISA.
It was suggested that trust services providers in countries such as Norway or Switzerland could get in by
the “backdoor”, by using a subsidiary established in an EU Member State. However, this might not make
sense for a Japanese trust service provider.
7.4.1.3 Provisions on trust services
According to an assessment of the trust services provisions, certain provisions show possible lack of precision
which may lead to potential inconsistences in the application of trust services. Additionally, certain provisions
have been identified which may constitute barriers to the use of trust services by the private sector. Finally,
by providing margin to national authorities in the implementation of specific provisions of trust services,
certain provisions may lead to divergences in their application among Member States.
Issues noted as being unclear to users
A couple of issues were noted during the stakeholder consultation which may give rise to confusion among
users. These issues are not caused by inconsistencies or incoherence among any provisions of eIDAS, as
such, but are rather issues which could be clarified, either in recitals or via awareness raising by the
Commission. The first such issue was the utility of advanced electronic signatures. Some stakeholders noted
that, for many users, such signatures are sufficient for their needs. However, there is a view that the strong
emphasis which eIDAS places on qualified electronic signatures leaves these users with the impression that
an advanced electronic signature is not enough for them. The other issue noted was that, from the
Id., p.8.
While a large majority of trust service providers regarded the liability rules as clear and adequate, more respondents
to the Member State survey disagreed than agreed that rules concerning division of liability among parties in respect of
electronic identification are clear and adequate.
242
243
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perspective of a user wishing to create an electronic signature, what they actually need to acquire is not a
signature but a signature creation device, enabling them to sign. It has been suggested that the emphasis
which eIDAS places on electronic signatures (correctly, as the legal effect of the electronic signature is
important) may create some confusion among users in relation to what it is that they need. This confusion
could be mitigated by indicating in a recital that different users may have different needs.
Supervisory body and conformity assessment bodies as per Articles 17 and 20
As regards conformity assessment bodies (CAB), they have no explicit liability under eIDAS. In practice, a
QTSP is audited twice: by the CAB and by the Supervisory Body, the latter, not always fully trusting the CAB
report, re-executes the same audits and analysis. In fact, as noted by several stakeholders, there is a huge
variability in quality of CAB reports which could be linked to the person carrying out the assessment, but
also linked to the trust service in question, while more than 40% trust service providers which responded to
the stakeholder survey either disagreed or strongly disagreed with the assertion that the rules and
procedures for verifying qualified status were consistent across the Member States, while more respondents
to the survey questionnaire targeting supervisory bodies, conformity assessment bodies and national
accreditation bodies disagreed than agreed that conformity assessment reports are of consistent and
adequate quality. Hence, as per Article 20(4), there should be a more standardised procedure adopted via
implementing acts in relation to the accreditation of CABs and in relation to auditing rules under which CABs
carry out their conformity assessment (i.e. establishment of a comprehensive list of requirements that CABs
must use when carrying out the conformity assessment). 244 Some stakeholders proposed a standard for
accreditation of auditors. These auditors could then apply best practice, which would be based on “recognised
sources”. Such recognised sources could be standards developed by entities such as ETSI or ISO. The idea
would be to ensure a certain level of quality of audits, while retaining a degree of flexibility. It should be
noted that ENISA has made recommendations regarding standardisation for auditors. 245
Furthermore, there is a need to clarify the liability scheme for CAB´s activities once a standardised procedure
has been adopted: if a CAB is liable towards the Supervisory Body on the audited perimeter, the Supervisory
Body should trust more the conformity report of the CAB which would thus play the actual role of ex-post
auditing authority over QTSPs. 246 This would reduce costs and help speeding up the processes as called upon
by stakeholders consulted.
Security requirements applicable to trust service providers as per Article 19
As per Article 19, QTSP and non-QTSPs shall take appropriate technical and organisational measures to
manage the risks posed to the security of the trust services they provide. Several stakeholders consulted
suggested that eIDAS should set out basic security requirements trust service providers should follow (e.g.
EN 319 403 and EN 319 411-1).
Initiation of a qualified trust service as per Article 21
As per Article 21(2), the supervisory body shall verify whether trust service providers intending to start
providing qualified trust services and the trust services provided by them comply with the requirements laid
down in the eIDAS, and in particular, with the requirements for qualified trust service providers and for the
qualified trust services they provide (e.g. Article 24). However, these requirements do not refer to aspiring
qualified trust service providers and their trust services but rather to actual qualified trust service providers
and their qualified trust services (see in particular Article 24). This may be a rather unfortunate wording
used by the EU legislator as these requirements read as applying exclusively to qualified trust service

244
In a survey of supervisory bodies, conformity assessment bodies and accreditation bodies, a large majority of
respondents were of the view that further implementing acts were required. A majority of respondents to the survey
targeting national authorities and eIDAS node operators were also of this view, as were qualified trust service providers.
245
ENISA, Towards global acceptance of eIDAS audits, v1.1, May 2019.
246
E.g. InfoCert: eIDAS Review InfoCert Group Contribution to the revision process of the eIDAS Regulation (2019),
p.5.
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providers and their services. In practice, it seems to be unproblematic, however if the Regulation is revised,
the wording may be revisited.
Body responsible for establishing, maintaining and publishing national trusted lists as referred to in Articles
21 & 22
As per Article 21 (2), when the supervisory body grants status to the trust service provider and the trust
services it provides, it shall inform the body responsible for establishing, maintaining and publishing national
trusted lists not later than three months after notification. However, the Regulation makes no mention of
any timeframe to be complied with by this body in the update of its lists, 247 neither does Commission
implementing decision 2015/1505 laying down technical specifications and formats relating to trusted lists
pursuant to Article 22(5). 248 However, as specified in 21 (3), qualified trust service providers can only begin
to provide the qualified trust services once the qualified status has been indicated in the trusted lists
managed by this body. It should be noted that this was not raised during stakeholder consultation as being
an issue in practice.
EU trust mark for qualified services as per Article 23
As per Article 23(1), once the qualified status is obtained, qualified trust service providers may use the EU
trust mark to indicate in a simple, recognisable and clear manner the qualified trust services they provide.
However, there is no explicit prohibition on a non-qualified trust service provider using the EU trust mark.
Hence, anyone can use it with impunity. If there was a specific prohibition, Article 16 would then place an
obligation on Member States to apply penalties for breach of that obligation which are effective,
proportionate and dissuasive. It should be noted that this was not raised during the stakeholder consultation
as being an issue in practice.
Requirements for qualified trust service providers as per Article 24
Certain requirements of Article 24 have been noted as potentially generating inconsistencies in
interpretation. For example, it is questionable whether the requirement of “physical presence” set out in
Article 24(1)(b) is necessary given that identity verification is an integral part of the assurance level
assessment. It has been suggested that this may not be consistent with the aim expressed in recital 16 of
“ensuring consistent application of this Regulation in particular with regard to assurance level high related
to identity proofing for qualified certificates”. Indeed, some stakeholders note that certain remote
identification means are more trustworthy than physical presence (e.g. biometric verification).
Several stakeholders consulted noted that the reference in Article 24(1)(d) to the use of “other identification
methods recognised at national level” is inappropriate as the implementation of this notion diverges from
Member State to Member State. Stakeholders called for a common understanding among Member States of
this notion. This could be achieved by the issuance of further guidance as regards the verification by TSP of
the specific attributes of the person to the whom the qualified certificate is issued.
The requirements for qualified trust service providers would be more consistent across the EU if these
requirements were further harmonised. For example, either physical presence is required in all cases or it is
not, and if ‘other identification means’ can be relied on, these should be the same across all Member States.
Going further, should it be explicitly clarified that physical presence is not required, the rules for remote
identification would need to be introduced in order to guard against divergences. This would mean that the
verification required by Article 24(1) would be more harmonised across all Member States.
Mutual recognition of electronic signatures as per Article 25 (3)
As per Article 25 (2), a qualified electronic signature shall have the equivalent legal effect of a handwritten
signature. However, eIDAS does not harmonise any legal effect produced by a handwritten signature, nor
247
Didier Gobert, „Le règlement européen du 23 juillet 2014 sur l´identification électronique et les services de confiance
(eIDAS) : analyse approfondie », op.cit.
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015D1505&from=EN (last accessed on
10.12.2019).
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by a qualified electronic signature. Hence, legal effects are defined under national law which may lead to
discrepancies of legal effects among Member States. Consequently, the scope of the principle of mutual
recognition of electronic signatures between Member States as laid down by Article 25 (3) may be
restricted. 249 For example, some Member States may recognise electronic signatures (which are not
qualified) as having the equivalent effect of handwritten signatures. Or national contract law might dictate
that if the intention of the parties is for the electronic signature to have such effect, it should be held to have
such effect. 250
Electronic signatures in public services as per Article 27
Whereas Article 27 imposes a requirement, that where an advanced electronic signature is required to use
an online service offered by, or on behalf of a public sector body, the Member State shall recognise advanced
electronic signatures in the formats or using the methods set out in the implementing act, no such
requirement is imposed for the private sector even though the framework and common standards are set
and compulsory acceptance by public sector should encourage private sector to follow. 251 This reflects the
emphasis on the public sector during the drafting process.
Qualified preservation service for qualified electronic signatures as per Article 34
The Regulation provides for a qualified preservation service for qualified electronic signatures. Whereas the
trustworthiness of the qualified electronic signature is guaranteed beyond the technological validity period,
the Regulation does not harmonise rules relating to a general electronic archiving service. 252 During the
stakeholder consultation, some stakeholders took position in favour of an electronic archiving of documents
which guarantees their readability through the adoption of standards ensuring that all the tools allowing
access to the documents are maintained by QTSPs. In that regard, individual Member States have started
adopting laws providing a legal framework for electronic archiving For instance, the Belgian legislator
established a framework for electronic archiving aiming at covering all stages of the electronic process from
the conclusion of the act, until the archiving of the latter. 253 As per Article 2 of that Law, electronic archiving
is a trust service as per Article 3(16) of the eIDAS which consists in the conservation of electronic data or
the digitisation of paper documents, and which is provided by a trusted service provider as per Article 3(19)
of the eIDAS, or which is operated for its own account by a public sector body or a natural or legal person.
Furthermore, the Belgian law distinguishes between non-qualified and qualified electronic archiving.
However, only the latter benefits from a presumption of integrity relating to the content of the documents
stored. 254 Similarly, Luxembourg 255 and France 256 have adopted a legislation covering electronic archiving.
Electronic registered delivery service as per Articles 43 and 44
Contrary to other trust services, Article 43 does not mention any mutual recognition for electronic registered
delivery services. Per analogy, one could assume that mutual recognition applies to the latter as well as this
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Didier Gobert, „Le règlement européen du 23 juillet 2014 sur l´identification électronique et les services de confiance
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Irene Kull, Laura Kask, « Electronic signature under the eIDAS Regulation in domestic and cross-border
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principle could be resulting from the Regulation and in particular Article 4 which states that “there shall be
no restriction on the provision of trust services in the territory of a Member State by a trust service provider
established in another Member State” and Recital 66 which specifies that it is “essential to provide for a legal
framework to facilitate cross-border recognition between existing national legal systems related to electronic
registered delivery services”. However, these articles do not explicitly mandate mutual recognition which
could also lead to the conclusion that the legislator did not want to apply it to electronic registered delivery
services. In fact, in a 2012 draft version of the eIDAS Regulation, Article 35 laid down a “specific legal
presumption regarding the integrity of data which are sent or received [using an electronic delivery service]
and the accuracy of the time on which the data are sent or received is guaranteed for qualified electronic
delivery services. [This would] also ensure the mutual recognition of qualified electronic delivery services at
EU level”. 257 The ultimate text setting down this presumption in eIDAS (Article 43(2)) is similar to the text
of the draft provision in the proposal which seems to suggest the legislative intention for mutual recognition
to apply. Any confusion could be resolved by either the explicit inclusion of a requirement for mutual
recognition (such as for qualified electronic time stamps in Article 41(3)).
Furthermore, some stakeholders consulted pointed out that the wording in relation of the requirements of
identification of sender and receiver stated in Article 44 could be specified. In fact, the current formulation
refers solely to the “identification”, and seems depicting a situation where each time a message is sent or
received, an identification process is required in compliance with Article 24 – this requirement would
“inevitably create an uncoherent process, with a poor user experience miring its wide adoption.”

258

Hence,

these stakeholders suggested to specify that the requirements of identification of senders and receivers
could be practically met with the identification at the creation of the delivery account and the authentication
each time a message is sent and read.
Qualified website authentication certificates (QWAC) as per Article 45
As per Recital 67, website authentication services provide a means by which a visitor to a website can be
assured that there is a genuine and legitimate entity behind the website. This leads to the building of trust
and confidence in conducting business online. In order for website authentication to become a means to
boosting trust, providing a better experience for the user and furthering growth in the internal market,
minimal security and liability obligations for the providers and their services through qualified certificates for
website authentication are laid down in Article 45. Whereas Article 45 provides that qualified certificates for
website authentication shall meet the requirements laid down in Annex IV, it does not envisage any legal
effects relating to this service. Thus, judges at national level shall determine these legal effects which may
lead to discrepancies of legal effects among Member States.
Furthermore, stakeholders suggested that eIDAS should lay down a legal responsibility on web browsers
and make them reliable for trustworthiness of websites. Currently, the conditions of issuance of website
certificates depend on the commercial practices of producers of mainstream web browsers, thus they have
no formal obligation to use QWACs. Some stakeholders noted that there is currently a lack of recognition of
W3C and world-class internet browsers to integrate the use of QWACs – this deters users and organisations
form investing them. However, consulted stakeholders noted that the level of guarantee provided by the
web browsers is unknown to the user and most web browsers use very low levels of certification (e.g. domain
validate certificate as opposed to an extended validation certificate, i.e. there is no identification of the
natural or legal person linked to the website). On the other hand, web browsers access a lot of information
from users. Hence, stakeholders argued that for special services where web browsers gain access to data
from EU users, there should be even an obligation to use QWACs and to comply with European standards
257
Council of the European Union, Proposal for a Regulation of the European Parliament and of the Council on
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(e.g. public institutions at national and European level should be required to protect their websites with
QWACs). Finally, web browsers should be required to publicly display QWACs.
7.4.2

Are there coherence issues with relevant Member States’ rules and regulations? Which
corrective actions can be advised, e.g. adoption of secondary legislation, more guidance
from the Commission and/or ENISA, including extending its role, tighter cooperation
between Supervisory Bodies, more regular market analysis?

Set out below are some initial observations on the coherence between national provisions and eIDAS
Regulation based on available documentation and preliminary stakeholder consultation. In relation to the
latter, while the targeted surveys provide a general idea as to whether stakeholders have noted any such
incoherence, the interviews allow for specific issues to be raised, with the possibility of identifying measures
which are regarded as potentially problematic. These two forms of stakeholder consultation are currently
ongoing.
According to a European Commission document compiling information provided by Member States with
regard to the implementation of the eIDAS, last updated in May 2019, 17 out of 28 Member States had
adopted implementation legislation with respect to the eIDAS. 259 Whereas the assessment of national
provisions may lead to the identification of national requirements going beyond the requirements of the
eIDAS (e.g. in Belgium, Article 1322 of the Civil Code adds a further condition to an electronic signature:
the data in electronic form shall maintain the integrity of the content of the act - whereas under the eIDAS,
an electronic signature means data in electronic form which is attached to or logically associated with other
data in electronic form and which is used by the signatory to sign. 260), the assessment aims to focus mainly
on potential incoherence between national provisions and the eIDAS.
Potential incoherence may arise due to several factors:
1) Provisions of the eIDAS which may allow for divergences among Member States
A survey from December 2017 mentioned the lack of secondary legislation 261 for the eIDAS Regulation and
the lack of a clear road map for the development of eIDAS and trust services, which keeps on replicating
harmonization gaps, as barriers for the development of the Trust Service market. 262 Furthermore, this survey
emphasises the different interpretations of eIDAS requirements and/ or definitions of trust services in the
Member States and the lack of harmonisation by implementation by Supervisory bodies, and Conformity
assessment bodies. In the survey conducted in the context of the present evaluation, a majority of Member
State respondents were of the view that certain provisions of eIDAS are framed in such a way as to give rise
to divergent approaches at national level, while more than half of the respondents to the questionnaire
aimed at supervisory bodies, conformity assessment bodies and national accreditation bodies agreed that
there are provisions of eIDAS which are implemented in divergent ways at national level. The risk of
divergences among Member States has already been mentioned above (see Section 7.4.1.3), other concrete
examples could be the following:
•

While mandating that a unique identifier is expected, eIDAS does not provide any definition of a
unique identifier and leaves it up to the Member States. Consequently, the sign team behind the nPA
(the German eID system) assigned as unique identifier the pseudonym created by the eID card. The

https://ec.europa.eu/futurium/en/system/files/ged/compilation_ms_information_07052019.pdf (last accessed on
16.12.2019).
260
Fanny Hiéronimus, “Enjeux juridiques et impacts de la Blockchain pour le notariat et le secteur bancaire belge » - un
travail écrit, 2017-2018, available at : https://matheo.uliege.be/bitstream/2268.2/4867/4/TFE-FannyHIERONIMUSDroitGestion-2017-2018.pdf (last accessed on 17.12.2019).
261
It should be noted that several implementing acts have been introduced. However, there are still Articles in the
eIDAS Regulation envisaging implementing acts, which have not (yet) been enacted.
262
ENISA, “eIDAS : overview on the implementation and uptake of trust services, one year after the switch over”;
December 2017.
259

111

Final Report | Analysis and answer to the evaluation questions

legal implications of this decision have not yet been challenged in a court. It should be noted that the
German Constitutional Court ruled in 1983 that the creation of any kind of unique identifier is
forbidden. 263
•

The designation of a supervisory body is left (as per Article 17 eIDAS) to the Member States.
Generally, either electronic communications regulator, ministry or body responsible for security of
information systems. Identity or constitutional role of the designated body is less important than its
level of involvement and operation in the context of eIDAS. They are entrusted with both ex ante and
ex post supervision of trust service providers established on their territory, to ensure that they, and
the trust services they offer, meet the requirements laid down in the eIDAS. 264 However, the eIDAS
may not provide all the necessary guidance to the supervisory bodies for carrying out their activities.
Hence, national supervisory bodies may use different procedures to verify if requirements are met. The
adoption of implementing acts laying down guidance on formats and procedures for Supervisory bodies
may lead to a more homogenous verification of requirements and may also provide for a solid basis in
case legal actions to be taken against a trust service provider that is not respecting those
requirements. 265 However, no such implementing act, as envisaged in Article 21(4), has been adopted
so far. The need for more harmonised national qualification procedures between Member States has
been pointed out by several stakeholders consulted. In fact, there are currently divergent approaches
adopted by national supervisory bodies: whereas some Member States follow the requirements laid
down by eIDAS, other Member States go beyond those requirements. Stakeholders argued that these
divergences may lead to shopping around to avoid the high requirements, but also there is a risk of a
race to the bottom. For example, in Germany, national supervisory bodies must follow strict
requirements going even beyond the ones laid down in the eIDAS in relation to the verification of the
qualification of trust service providers. However, qualified status granted by a supervisory body
following less strict requirements has legal effects in all EU countries as long as they comply with the
requirements laid down in the eIDAS - i.e. EU Member States having implemented stricter
requirements need to recognise those qualified trust services issued by national supervisory bodies
following less strict requirements. 266

•

Article 24 sets out the requirements for qualified trust service providers. Article 24(1)(d) provides for
the use of verification methods “recognised at national level” which provide equivalent assurance in
terms of reliability to physical presence. This allows for divergent approaches among Member States.
2) National provisions and regulatory practices which may frustrate eIDAS

The survey on trust services from December 2017 noted that “national level trust services non-conformant
with eIDAS Regulation create uncertainty and confusion, hindering the uptake of the Trust Services
Market”. 267 In the stakeholder survey conducted during the current evaluation, more than half the
respondents to the trust service providers survey agreed that there is legislation at national level which
263
Volkszählung Urteil des Ersten Senats vom 15. Dezember 1983 auf die mündlicheVerhandlung vom 18. und 19.
Oktober 1983, BVerfGE 65, 1,1 BvR 209, 269, 362, 420, 440, 484/83 in den Verfahren ̈uberdie
Verfassungsbeschwerden“ https://eprints.soton.ac.uk/413943/1/WebSciJournal.pdf (last accessed on 9.12.2019).

-herausforderungen-im-e-government-steffen-schwalm-theresa-vogt.html (last accessed on 16.12.2019).
266
Steffen Schwalm, Theresa Vogt, “Die-Bedeutung der eidas Verordnung für Behörden-Chancen und
Herausforderungen im e-government“ available at https://docplayer.org/67398178-Die-bedeutung-der-eidasverordnung-fuer-behoerden-chancen-und-herausforderungen-im-e-government-steffen-schwalm-theresa-vogt.html
(last accessed on 16.12.2019).
266
Steffen Schwalm, Theresa Vogt, “Die-Bedeutung der eidas Verordnung für Behörden-Chancen und
Herausforderungen im e-government“ available at https://docplayer.org/67398178-Die-bedeutung-der-eidasverordnung-fuer-behoerden-chancen-und-herausforderungen-im-e-government-steffen-schwalm-theresa-vogt.html
(last accessed on 16.12.2019).
266
InfoCert: eIDAS Review InfoCert Group Contribution to the revision process of the eIDAS Regulation (2019), p.5.
267
ENISA, “eIDAS: overview on the implementation and uptake of trust services, one year after the switch over”;
December 2017.

112

Final Report | Analysis and answer to the evaluation questions

frustrates the goals of eIDAS. 40.25% of respondents to the OPC were of the view that legal obstacles (such
as the requirement for face-to-face interaction under national law) were a limiting factor for the cross-border
use of eIDs. It may be the case that different rules (or application thereof) at national level concerning
liability have the effect of frustrating the goals of the eIDAS Regulation. Other concrete examples could be
the following:
•

Several stakeholders consulted noted that the interoperability and enforcement of eIDAS are in some
cases undermined by the introduction of specific requirements at national level. For example, some
Member States demand specific technical requirements and specific data in the certificates in order to
use them for accessing public services or in public tender and procurement processes. 268

•

In some Member States, there is a national, regional or local requirement for a signature to be
handwritten. This may lead to the practical situation where parties are required to hand-sign
documents. Thus, such parties are unable to avail of the legal equivalence offered to qualified
electronic signatures pursuant to Article 25(2), which would be the case if the requirement for
electronic signature were not in place. Thus, the maintenance of such requirements reduces the scope
for using qualified electronic signatures.

•

Currently, some Member States allow remote video identification in general or depending the sector,
some others prohibit it. Several stakeholders argued that there must be a harmonized approach on
remote video identification in order to tackle cross-border issues in that regard. The wording of Article
24 seems quite unfortunate in that regard as it states that “when issuing a qualified certificate for a
trust service, a QTSP shall verify, by appropriate means and in accordance with national law, the
identity” (see also Section 7.4.1.3).

•

Certain legal provisions may require a physical identification card to be provided as proof of identity or
majority. This may be for assuring proof of age for purchase of alcohol, 269 or identity checks by
landlords or employers 270 in the context of preventing illegal immigration. These latter provisions, in
particular may make it more difficult for a citizen from another EU Member State to find
accommodation and work in the UK.

•

In Slovenia, it has been noted that a bank can only check the credit rating of a customer on the
national SISBON database using a certificate issued by a Slovenian qualified certificate issuer. 271 This
may be regarded as creating an obstacle to entry for non-Slovenian issuers of qualified certificates.

•

In Italy, a law regulating advanced electronic signatures which pre-dates eIDAS has not been
repealed. 272 It requires entities providing advanced electronic signature solutions to have, inter alia, an
insurance policy to operate on the Italian market. In addition, an Italian law on trust services and
digital administration defines the FirmaSPID signature (linked to the SPID eID, an Italian notified eID
scheme) as having the same legal validity as an advanced electronic signature. 273 There are concerns
that this may create difficulties for providers looking to compete with the entity offering it.

•

In Austria, it has been noted that a law requires that qualified certificate used for accessing online
services provided by the public administration contain a specific identification code, not reported on
official documents of identification. This may create interoperability issues. Recital 54 of eIDAS notes

268
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that “the inclusion of specific attributes, such as unique identifiers, in qualified certifications should be
allowed, provided that such specific attributes do not hamper cross-border interoperability…of qualified
certificates….”
3) National provisions which may not take full advantage of the possibilities offered by eIDAS:
A potential example at Member State level could already be identified:
In Germany, trust services seem to be underused in the daily work of public administration. To address this
issue, existing regulatory gaps in German law could be closed. In fact, several eIDAS tools have not yet
been implemented, in particular the electronic seal and the qualified certificate for website authentication.
For instance, for the certification of documents which is one of the most frequent requests by citizens
addressed to public administration, under current law, the public administration must be able to produce
electronic attestations from self-issued certificates. However, the procedural administration law only
provides in that regard for the use of a qualified electronic signature and requires additional information on
the identity of the issuing authority. If the law also provided for the use of an electronic seal, this additional
information would not be needed as the identity of the issuing authority would have already been verified
via the electronic seal. 274 Other stakeholders noted that, in some Member States, the public sector has
created their own parallel instruments.
7.4.3

Are there overlaps or complementarities between the eIDAS Regulation and any other
Community actions, which share objectives?

This section concerns the coherence of eIDAS with other EU interventions in the same policy field or in
related policy fields, with a focus on legislative instruments adopted at EU level. As can be seen from the
discussion below, the situation is generally one of coherence. The eIDAS often acts as an enabler of the
goals of the related legislation (such is the case in relation to the Services Directive 275 and the Directive on
the application of patients’ rights in cross-border healthcare 276), while often the eIDAS and the related
legislation can be mutually reinforcing (for example, because the Single Digital Gateway Regulation
(SDGR) 277 is user-centric while the eIDAS Regulation is focused on the eID means or the trust service,
together they reinforce each other’s aims from different angles). The legislation most frequently mentioned
during interviews with stakeholders was that related to the financial sector (e.g. AML and payment services
legislation) and data protection legislation. However, there were also references to the Single Digital
Gateway Regulation and healthcare legislation.
7.4.3.1 Anti-Money Laundering
Anti-money laundering legislation aims to prevent the financial system from being used for moneylaundering and the financing of terrorist activities. Certain amendments have been made to the regime to
cater for the legal framework put in place by the eIDAS Regulation. For example:
•

Article 13(1)(a) of Directive 2015/849/EU 278 which establishes that customer due diligence comprises
identifying the customer and verifying the customer’s identity on the basis of documents, data or

274
Manfred Klein, “Studie der Bundesdruckerei zur eIDAS Verordnung – eIDAS muss gesetzlich stärker berücksichtigt
werden“, 10.9.2019, available at: https://www.egovernment-computing.de/eidas-muss-gesetzlich-staerkerberuecksichtigt-werden-a-863442/ (last accessed on 17.12.2019).
275
Directive 2006/123/EC of the European Parliament and of the Council of 12 December 2006 on services in the
internal market, OJ L 376, 27.12.2006, p. 36–68.
276
Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of patients’
rights in cross-border healthcare, OJ L 88, 4.4.2011, p. 45–65.
277
Regulation (EU) 2018/1724 of the European Parliament and of the Council of 2 October 2018 establishing a single
digital gateway to provide access to information, to procedures and to assistance and problem-solving services and
amending Regulation (EU) No 1024/2012 (Text with EEA relevance.), PE/41/2018/REV/2, OJ L 295, 21.11.2018, p. 1–
38.
278
Directive 2015/849/EU of the European Parliament and of the Council of 20 May 2015 on the prevention of the use of
the financial system for the purposes of money laundering or terrorist financing, amending Regulation 648/2012/EU of
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information obtained from a reliable and independent source (Know Your Customer), has been
amended by Directive 2018/843/EU 279 so that electronic identification means and trust services within
the meaning of the eIDAS Regulation constitute such a source. Furthermore, Directive
2019/1153/EC, 280 which aims to improve access to information by financial intelligence units facilitates
the use of certain bank account information by competent authorities for the prevention, detection,
investigation and prosecution of serious criminal offences. “Bank account information” means
information (in relation to bank and payment accounts and safe-deposit boxes) as regards customer
account data or anyone purporting to act on behalf of the customer, name and any identifying data
required under national provisions transposing Article 13(1)(a) of Directive 2015/849/EU.
•

Article 27(2) of Directive 2015/849/EU requiring obliged entities to take adequate steps to ensure that
3rd parties provide data regarding the identity of a customer or its beneficial owner extends (by virtue
of Directive 2018/843/EU) the obligation to data obtained through eID means and relevant trust
services pursuant to the eIDAS Regulation. Similarly, Article 40(1) extends (by virtue of Directive
2018/843/EU) the requirement to retain data necessary to comply with due diligence requirements to
information obtained through eID means and relevant trust services pursuant to eIDAS.

•

2(c) of Annex III of Directive 2015/849/EU is amended so that electronic identification means and
relevant trust services as defined by the eIDAS Regulation are explicitly mentioned as a form of
safeguard where non-face-to-face transactions are concerned.

It is clear that Directive 2018/843/EU attempts to create consistency between the eIDAS Regulation and
anti-money laundering legislation. It does so by extending the informational obligations on parties so that
information they hold through electronic identification and trust service use is within the scope of their
obligations. This reduces the risk of the eIDs or trust services to which the eIDAS Regulation relates being
used to facilitate money-laundering or to mitigate the effects of anti-money laundering legislation. On the
other hand, the role which the eIDAS Regulation is intended to play in the enhancement of trust in electronic
transactions in the internal market is reflected in the amendment to the Annex III, whereby eID means and
relevant trust services are recognised as a form of safeguard.
It should be noted, however, that the abovementioned instruments are directives, meaning they require
effective and accurate transposition into national law. Thus, it is likely that the main source of possible
incoherence between the eIDAS Regulation and the anti-money laundering regime would be inadequate
transposition of the requirements related to electronic identification means and relevant trust services into
national law. It should be noted that, as of 2 June 2020, 4 Member States had yet to notify transposition
measures, while several others had notified only partial transposition, despite the deadline for transposition
being 1 January 2020. 281 A point which has been raised generally (not specifically in relation to the financial
services sector) during consultation with stakeholders is that certain authorities in the Member States make
rulings on issues without considering the impact of eIDAS.
While the amendment introduced by Directive 2018/843/EU provides for the use of an eID as a reliable and
independent source, it does not mandate its acceptance by banks as such. Thus, while it can be said that
there is coherence between eIDAS and AML legislation in the sense that the use of eID in the onboarding
process is facilitated, it is nonetheless not incentivised. Nor is the distinction between assurance levels

the European Parliament and of the Council, and repealing Directive 2005/60/EC of the European Parliament and of the
Council and Commission Directive 2006/70/EC, OJ L 141, 5.6.2015, p. 73–117.
279
Directive 2018/843/EU of the European Parliament and of the Council of 30 May 2018 amending Directive
2015/849/EU on the prevention of the use of the financial system for the purposes of money laundering or terrorist
financing, and amending Directives 2009/138/EC and 2013/36/EU, OJ L 156, 19.6.2018, p. 43–74.
280
Directive 2019/1153/EU of the European Parliament and of the Council of 20 June 2019 laying down rules facilitating
the use of financial and other information for the prevention, detection, investigation or prosecution of certain criminal
offences, OJ L 186, 11.7.2019, p. 122–137.
281
https://ec.europa.eu/info/publications/anti-money-laundering-directive-5-transposition-status_en
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referred to, although recital 22 clarifies that notified eID schemes in particular should be taken into account.
The bank can use eIDs as part of its onboarding process to the extent that this fits with its risk assessment. 282
Financial institutions apply several AML requirements identified in local AML legislation which are developed
in line with the FATF Recommendations. 283 They tend to require the following identity attributes: Name,
address; date of birth; nationality; place of birth; gender; email address; occupation. If the datasets are not
aligned to eIDAS dataset 284, they may need to request additional information.
Rather helpful is the FATF’s recently published Guidance on Digital Identity, 285 which clarifies
recommendation 10 of the FATF Recommendations, concerning non-face-to-face interactions. It notes that
while the interpretative note describes such interactions as potentially higher risk situations, ‘this statement
does not require appropriate authorities and regulated entities to always classify non-face-to-face business
relationships or financial transactions as higher risk for ML and TF purposes. Rather, non-face-to-face
business relationships and transactions are examples of circumstances where the risk of ML or TF may
potentially be higher.’ 286 It goes on to state that, given the evolution of the technology, it is important to
clarify that non-face-to-face customer-identification and transactions that rely on reliable, independent
digital ID systems with appropriate risk mitigation measures in place, may present a standard level of risk,
and may even be lower-risk where, inter alia, higher assurance levels are implemented. This should help to
provide clarity for entities in the financial sector, regarding the role of eIDs in their customer due diligence
risk assessment. Although it is only a few months since publication, this guidance may alleviate concerns
about using eIDs in the onboarding process, particularly in relation to those with high assurance levels.
Nonetheless, this does not solve the issue of alignment of the data set in the eID with the data needs of the
financial institution. One possibility explored in the interviews which could solve this alignment issue is the
move towards attributes assertion, whereby the user could assert certain attributes which are needed for
certain sectors. 287
7.4.3.2 Payment Services
Recital 95 of Directive 2015/2366/EU 288 notes the fundamental importance of security of electronic payments
to the protection of users and the development of a sound environment for eCommerce. Article 4(30) defines
“strong customer authentication” as “authentication based on the use of two or more elements categorised
as knowledge (something only the user knows), possession (something only the user possesses) and
inherence (something the user is) that are independent, in that the breach of one does not compromise the
reliability of the others, and is designed in such a way as to protect the confidentiality of the authentication
data.” Article 97 of Directive 2015/2366/EU requires payment service providers to apply strong customer
authentication where certain conditions are met (i.e. account accessed online, electronic payment
transaction initiated, any action through a remote channel which may imply a risk of payment fraud). Article
98 states that the European Banking Authority (EBA) shall develop draft regulatory technical standards
addressed to payment service providers, specifying the requirements for strong customer authentication.

Article 13(2) of Directive 2015/849/EU provides that they may determine the extent of such (customer due
diligence) measures on a risk-sensitive basis.
283
Study on eID and digital on-boarding: mapping and analysis of existing on-boarding bank practices across the EU,
PwC 2018, p.23.
284
The minimum data set for eIDAS is set out in Annex to Commission Implementing Regulation (EU) 2015/1501. See
also Section 7.5.3.10, concerning the GDPR.
285
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/Guidance-on-Digital-Identity.pdf
286
Ibid., p.30.
287
It should be noted that the respondents to the trust service provider survey were divided on whether eIDAS was
coherent with PS2 and AML4 provisions, while the majority of respondents to the survey aimed at supervisory bodies,
conformity assessment bodies and national accreditation bodies remained neutral on this question.
288
Directive 2015/2366/EU of the European Parliament and of the Council of 25 November 2015 on payment services in
the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation 1093/2010/EU, OJ
L 337, 23.12.2015, p. 35–127.
282
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On the basis of the draft regulatory technical standards drafted by the EBA, the Commission adopted
Delegated Regulation (EU) 2018/389. 289
While Directive 2015/2366/EU makes no explicit mention of the eIDAS Regulation, the delegated regulation
notes in recital 27 that to improve user confidence and ensure strong customer authentication, the use of
electronic identification means and trust services as set out in the eIDAS Regulation should be taken into
account, in particular with regard to notified electronic identification schemes. Article 34(1) of the delegated
regulation provides that, for the purpose of identification, as referred to in Article 30(1)(a) (which provides
that account information service providers, payment initiation service providers and payment service
providers issuing card-based payment instruments be able to identify themselves towards the account
servicing payment service provider), payment service providers shall rely on qualified certificates for
electronic seals as referred to in Article 3(30) of the eIDAS Regulation or for website authentication as
referred to in Article 3(39) of the eIDAS Regulation.
Thus, some coherence between the EU legislative framework on payment services and the eIDAS Regulation
is ensured via the supplementation provided by the delegated regulation. While the manner in which the
provisions of Directive 2015/2366/EU apply in the Member States depends to an extent on their
transposition, the provisions of Commission Delegated Regulation (EU) 2018/389 apply directly, which
removes a potential obstacle to coherence between the legal framework for payment services and the legal
framework for electronic identification and trust services. 290 There seems to be an alignment between strong
customer authentication and notified electronic identification schemes, suggesting that schemes with
assurance levels of at least substantial would enhance consumer confidence. However, one stakeholder
noted the issue that eIDAS does not address the requirements for strong customer authentication. In relation
to trust services (specifically certificates for electronic seals and website authentication), the emphasis is on
reliance on qualified certificates pursuant to the relevant provisions of eIDAS. Here, the wording of the
provision mandates such reliance. As regards website authentication, stakeholders noted that QWACs should
become the basis for PSD2 web certificates.
Finally, one stakeholder raised a coherence issue between the eIDAS Regulation and the PSD2 directive with
regard to the way legal persons are identified. The eIDAS Regulation includes in its Minimum Data Set the
Legal Entity Identifier (LEI). However, this attribute is only optional at the moment, making it impossible to
rely solely on this information to identify a legal person in Europe. The PSD2 directive has introduced a new
identifier called Third Party Payment Service Providers (TPPs) that is administered by National Competent
Authorities (NCA). This number must be included in the eIDAS compliant PSD2 certification used by the
TPPs. As a results, such certificate cannot be reused for any other digital transaction as they are customised
to this PSP identifier. This situation does not ensure a full interoperability of the system and clearly collide
with the objectives of rolling-out the Once-only principle across Europe.
7.4.3.3 Use of digital tools and processes in company law
Directive 2017/1132/EU 291 codified the provisions related to the establishment and functioning, and crossborder mergers of limited liability companies. Directive 2019/1151/EU amends it by replacing Article 13,292
with specific provisions on the recognition of electronic identification means in relation to online procedures
289
Commission Delegated Regulation 2018/389/EU of 27 November 2017 supplementing Directive 2015/2366/EU of the
European Parliament and of the Council with regard to regulatory technical standards for strong customer authentication
and common and secure open standards of communication, OJ L 69, 13.3.2018, p. 23–43.
290
While closed communities, such as bank to bank services are outside the scope of the Regulation, the requirements
of Directive 2015/2366/EU may nonetheless lead many banks to use eIDAS trust services for customer-to bank
interactions – see Thales, “The impact of the European eIDAS Regulation- Understanding the new requirements and the
need for hardware security modules”, White Paper.
291
Directive 2017/1132/EU of the European Parliament and of the Council of 14 June 2017 relating to certain aspects of
company law, OJ L 169, 30.6.2017, p. 46–127.
292
Directive 2019/1151/EU of the European Parliament and of the Council of 20 June 2019 amending Directive
2017/1132/EU as regards the use of digital tools and processes in company law, OJ L 186, 11.7.2019, p. 80–104.
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related to registers. Notably, it provides that Member States must recognise eID means issued in another
Member State and recognised for the purpose of cross-border authentication pursuant to Article 6 eIDAS
Regulation. However, it sets out an exception to the obligation if the assurance level of such electronic
identification means do not comply with the conditions of Article 6(1). This does not seem problematic.
However, the qualification in Article 13(2) seems superfluous. Article 6(1) eIDAS sets an obligation for public
sector bodies to recognise the eID means if the 3 cumulative conditions set out in Article 6(1) are met.
Should the condition set out in Article 6(1)(b) not be met (i.e. the eID means does not have an assurance
level equal to or higher than that required for access to the service online, and the eID’s assurance level is
not substantial or high), the public sector body may recognise it pursuant to Article 6(2). Thus, it is clear
from Article 6 eIDAS that the obligation of mutual recognition is only placed on the public sector body where
the conditions set out in Article 6(1) are met. Article 13(1)(b) obliges Member States to ensure that eID
means issued in another Member State, and recognised for the purposes of Article 6 eIDAS can be used.
Bearing this in mind, it is unclear what the added value of Article 13(b)(2) is. It may be an attempt the
reflect the voluntary dimension of recognition provided for by Article 6(2) eIDAS if the requirements of Article
6(1) are not met, but in that case, it might be more appropriate to have the wording reflect Article 6(2)
which is expressed in positive terms, rather than negative.
Directive 2019/1151 inserts a transparency requirement, whereby Member States need to ensure that all
identification means recognised by Member States are made publicly available. However, recital 10 clarifies
that Member States should be free to determine the way in which the identification means which they
recognise, including those which do not fall within the scope of the eIDAS Regulation, should be made
publicly available. This is an interesting provision as it seems to fill the gap between what should be the case
under the eIDAS Regulation and what is the case in reality. In principle, if an eID scheme is notified in
accordance with eIDAS Regulation, and published by the Commission pursuant to Article 9 thereof, any
person should be able to consult the list to check the assurance level of the scheme, then consult the eID
means required by the public body and check the assurance level. In this way, the person can ascertain
which eID means the public body is obliged to recognise pursuant to Article 6(1) eIDAS Regulation. However,
this does not tell the person:
•

Which eID means the public body recognises in practice (perhaps the public body is not in compliance
with Article 6(1) eIDAS Regulation); or

•

Whether, notwithstanding the non-satisfaction of the conditions set out in Article 6(1) eIDAS
Regulation, the eID means are accepted by the public sector body (if the public sector body accepts
eID means with a lower assurance level, this is only useful to a person using such means if they are
aware of this).

Although this obligation to make publicly available is limited to the realm of company law, it may be a useful
from the perspective of increasing awareness and legal clarity for users of eIDs.
Finally, Directive 2019/1151/EU provides for the following in Article 13(b)(4) of Directive 2017/1132/EU:
Where justified by reason of the public interest in preventing identity misuse or alteration, Member States
may, for the purposes of verifying an applicant’s identity, take measures which could require the physical
presence of that applicant before any authority or person or body mandated under national law to deal with
any aspect of the online procedures referred to in this Chapter, including the drawing up of the instrument
of constitution of a company. Member States shall ensure that the physical presence of an applicant may
only be required on a case-by-case basis where there are reasons to suspect identity falsification, and that
any other steps of the procedure can be completed online.
Thus, a Member State may require the physical presence of the bearer of an eID, if a three-fold test is
satisfied:
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•

It is justified by reason of the public interest in preventing identity misuse or alteration;

•

The physical presence can only be required on a case-by-case basis, where there are reasons to
suspect identity falsification; and

•

Any other steps of the procedure can be completed online.

It should be noted that there is no such corresponding provision in the eIDAS Regulation. However, the
eIDAS concerns the recognition by public sector bodies of eID means from other Member States. However,
identity fraud is something which can occur in relation to both eID means issues within that Member State
or in another Member State (and benefiting from mutual recognition). It seems reasonably to provide for
the possibility of measures being taken where there is a reason to suspect fraudulent practices. However, it
is essential that such a provision is drafted and executed in a non-discriminatory manner (as referred to in
Article 12 (3) (a) of eIDAS Regulation). Thus, it should not treat eID means issued in other Member States
differently to eID schemes issued the Member State where the fraud is suspected.
Thus far, none of the stakeholders interviewed have specifically raised any possible coherence issues
between eIDAS and these Directives.
7.4.3.4 Electronic Commerce Directive and Services Directive
No issues of incoherence with the Directive on eCommerce have been noted.
By specifying in Article 21 (3) that qualified trust service providers may begin to provide the qualified trust
services once the qualified status has been indicated in the trusted lists, there may be an argument that
eIDAS could be in conflict with the traditional principal excluding prior authorisation as laid down in Article
3 of the Directive on electronic commerce. 293 It should be noted that trust service providers are allowed to
provide trust services without the eIDAS Regulation. Article 21(3) gives them access to a specific status,
which guarantees them recognition for certain services. There is no legal impediment to a provider of trust
services selling trust services to parties in other Member States. Nor is there any legal impediment on users
of trust services using them in other Member States. Thus, Article 21(3) of the eIDAS Regulation itself does
not impose a requirement for prior authorisation, although it is implicit that only those trust services and
trust service providers which have obtained qualified status will be able to be provided across all the Member
States. Nonetheless, it is difficult to see how removal of the provisions concerning obtaining qualified status
would be in the spirit of the eCommerce Directive. It is possible that this would lead to a reduction in the
cross-border provision of trust services, because qualified trust services would just be in the same position
that non-qualified trust services currently find themselves, and if all non-qualified trust services were
recognised across all Member States, the system of qualification provided for in the eIDAS Regulation would
not be necessary.
The relationship with the Services Directive 294 is two-fold. On the one hand the eIDAS Regulation notes the
benefits which it can bring to the implementation of the Services Directive. For example, recital 8 notes that
many online services accessible through points of single contact (which the Services Directive requires
Member States to establish) require electronic identification, authentication and signature. Thus, the eIDAS
can act as an enabler for the Services Directive. On the other hand, the Services Directive sets out strict
rules concerning the making available of a service activity subject to an authorisation scheme. Article 4(6)
thereof defines an authorisation scheme as “any procedure under which a provider or recipient is in effect
required to take steps in order to obtain from a competent authority a formal decision, or an implied decision,
concerning access to a service activity or the exercise thereof”. A key consideration here would be whether
293
Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of
information society services, in particular electronic commerce, in the Internal Market ('Directive on electronic
commerce'), OJ L 178 , 17/07/2000 P. 0001 – 0016.
294
Directive 2006/123/EC of the European Parliament and of the Council of 12 December 2006 on services in the
internal market, OJ L 376, 27.12.2006, p. 36–68.
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the provision of a qualified trust service is a different service activity to the provision of a non-qualified trust
service. However, it should also be noted that the eIDAS Regulation may be regarded as a lex specialis,
meaning that its provisions prevail over those of the Services Directive, in line with Article 3 of the Services
Directive.
However, the correct interpretation is that the provision for qualification pursuant to eIDAS does not
constitute a prior authorisation within the meaning of the eCommerce Directive or an authorisation scheme
within the meaning of the Services Directive. During the stakeholder consultation, no specific issues were
raised regarding the coherence of eIDAS with these Directives.
7.4.3.5 European citizens’ initiatives
Regulation (EU) 2019/788 295 establishes the procedures and conditions required for the European Citizens’
Initiative. This is not an internal market instrument but rather, having Article 24 TFEU as its legal basis, is
intended to increase democratic participation in the EU. Thus, this Regulation does not aim to further the
goals of the eIDAS Regulation or seek to introduce the recognition of notified eID or trust services in respect
of sectoral legislation. Rather, it is an example of an alternative use for notified eID means and eSignatures.
Article 10(4) of Regulation (EU) 2019/788 places Member States under an obligation to ensure that citizens
can support initiatives online through statements of support by using notified electronic identification means
or by signing the statement of support with an electronic signature within the meaning of the eIDAS
Regulation. The eIDAS Regulation develops the mutual recognition of eID means and eSignatures in
furtherance of internal market objectives, yet this instrument attempts to leverage the eIDAS Regulation in
order to promote another important objective. Should this lead to an increased awareness or take-up of
eIDs or eSignatures in the context of democratic participation, this could also lead to their increased use for
the objectives pursued by the eIDAS Regulation. Thus, these two instruments may be seen as
complementary. However, it should be noted that Article 9(2) of Regulation (EU) 2019/788 requires that
when notified eIDs are being used, citizens must provide their nationality in addition to the minimum dataset
set out in Annex to the Commission Implementing Regulation (EU) 2015/1501. Thus, as nationality is not
included in the minimum dataset, the citizen is currently required to manually enter their nationality in
addition to the identification with their eID. Inclusion of nationality within the minimum dataset could remove
this issue. This issue is currently being considered by the eIDAS Technical Subgroup and the Cooperation
Network, but no conclusions have thus far been reached in this regard.
7.4.3.6 NIS Directive and Cybersecurity Act
Directive 2016/1148/EU (NIS Directive) 296 explicitly providers (per recital 7) that trust service providers
within the meaning of the eIDAS Regulation are not subject to the obligations on operators of essential
services or digital service providers pursuant to that directive, where the trust service providers are subject
to the security requirements laid down in the eIDAS Regulation. Meanwhile, Regulation (EU) 2019/881 (the
Cybersecurity Act) 297 includes as specific tasks of ENISA “the development and implementation of Union
policy in the field of electronic identity and trust services, in particular by providing advice and issuing
technical guidelines, as well as by facilitating the exchange of best practices between competent
authorities” 298 and “preparing an annual report on the state of legal implementation of the respective legal
framework regarding summaries of notifications of breach of security or loss of integrity received from trust
service providers provided by the supervisory bodies to ENISA, pursuant to Article 19(3)” 299 of the eIDAS
Regulation 2019/788/EU of the European Parliament and of the Council of 17 April 2019 on the European citizens'
initiative, OJ L 130, 17.5.2019, p. 55–81.
296
Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a
high common level of security of network and information systems across the Union, OJ L 194, 19.7.2016, p. 1–30.
297
Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European
Union Agency for Cybersecurity) and on information and communications technology cybersecurity certification and
repealing Regulation (EU) No 526/2013 (Cybersecurity Act), OJ L 151, 7.6.2019, p. 15–69.
298
Ibid, Article 5(5)(a).
299
Ibid, Article 5(6)(b).
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Regulation. This provides a coherence whereby ENISA plays a double role in the implementation of the eIDAS
Regulation, by assisting in the development of guidelines and best practices, but also by preparing a report
on the basis of the summaries which it receives regarding breach notifications. The latter obligation, in
particular, ensures that the notifications to ENISA pursuant to Article 19(3) eIDAS Regulation is more than
just a box-ticking exercise.
Indeed, ENISA’s role can be seen in a number of recent report, such as a May 2019 report on eIDAS audits. 300
It notes the need to agree upon and define a harmonised conformity assessment scheme against which
CABs would be accredited and the QTSP/QTS assessed in order to verify conformity with the eIDAS
Regulation requirements, with consultation of all stakeholders (including ENISA itself) being suggested to
achieve this. In addition, it brings forth, inter alia, recommendations regarding standardisation for
auditors. 301
Furthermore, ENISA highlights a potential incoherence between recital 56 and Article 30 /Annex II. 302 In
relation to qualified signature creation devices, the recital explicitly states that the scope of the device
certification is limited to hardware and software. However, such limitation is not consistent with Annex II.3
and II.4 as they go beyond this scope and address the QTSP managing the device and the policies it
implements.
As the Cybersecurity Act explicitly provides for ENISA’s role in relation to eIDs and trust services, it
complements eIDAS, and the future success of the regulatory framework for eIDs and trust services may
depend to some extent on the actions pursued by ENISA in relation to best practices and advice.
7.4.3.7 Single Digital Gateway Regulation (SDGR)
Recital 21 of Regulation (EU) 2018/1724303 notes that it should build on the eIDAS Regulation. Article 6 of
the SDGR requires Member States to ensure that users can access and complete certain procedures (set out
in Annex II) fully online. This is subject to the qualification that the relevant procedure has been established
in that Member State. It goes further and defines what “fully online” should be understood to mean, part of
which is that “the identification of users, the provision of information and supporting evidence, signature
and final submission can all be carried out electronically at a distance…”. This obligation shall apply by 12
December 2023. This is subject to the exception provided for in Article 6(3):
Where, in exceptional cases justified by overriding reasons of public interest in the areas of public security,
public health or the fight against fraud, the objective pursued cannot be fully achieved online, Member States
may require the user to appear in person before the competent authority as a step in the procedure. In such
exceptional cases, Member States shall limit such physical presence to what is strictly necessary and
objectively justified and shall ensure that other steps of the procedure can be completed fully online. Member
States shall also ensure that physical presence requirements do not result in discrimination against crossborder users.
Further, Article 13(2)(c) provides that Member States shall ensure that cross-border users are able to
identify and authenticate themselves, sign or seal documents electronically, as provided for by the eIDAS
Regulation, in all cases where this is possible for non-cross-border users.

ENISA, Towards global acceptance of eIDAS audits, v1.1, May 2019.
Ibid.
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ENISA, Assessment of Standards related to eIDAS Recommendations to support the technical implementation of the
eIDAS Regulation, November 2018.
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Regulation (EU) 2018/1724 of the European Parliament and of the Council of 2 October 2018 establishing a single
digital gateway to provide access to information, to procedures and to assistance and problem-solving services and
amending Regulation (EU) No 1024/2012 (Text with EEA relevance.), PE/41/2018/REV/2, OJ L 295, 21.11.2018, p. 1–
38.
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The obligations imposed by the SDGR are slightly different to those imposed by the eIDAS Regulation. While
the latter imposes an obligation to recognise trust services and electronic identification means, the former
focuses on the access to and use of the online procedure by the user and the making available of the
procedure by the Member State. For example, Article 6(1) of the eIDAS Regulation imposes an obligation
on public sector bodies to recognise electronic identification means issued in another Member State for crossborder authentication provided certain conditions are met. Article 13(2)(c) SDGR, on the other hand, puts
the cross-border user at the centre of the obligation on the Member State, rather than the electronic
identification means themselves. 304 The distinction is subtle, but important. It may be the case that electronic
identification means or an eSignature is recognised by the public authority providing a public service, but in
practice the user cannot avail of the service for some other reason (e.g. when they enter their contact
details, the national prefix of their phone number is not recognised). The SDGR aims to resolve such
situations. Thus, taken together, the SDGR and the eIDAS Regulation are capable of being mutually
reinforcing.
While no issues of coherence between the eIDAS Regulation and the SDGR have been noted at this point, it
has been noted that there is currently a lack of visibility of the SDGR in many Member States.
7.4.3.8

Cross-border portability of online content

Regulation (EU) 2017/1128 provides for the cross-border portability of online content where a user is
temporarily present in a Member State other than their Member State of residence, the latter being defined
as the Member State of actual and stable residence. Article 5 states that, upon renewal of the contract for
the provision of an online content service, the provider shall verify the Member State of residence of the
subscriber by using not more than two of the means of identification listed in the Article. The list includes
electronic identification means, in particular those falling under the schemes notified in accordance with the
eIDAS Regulation. It should be noted that Article 5 does not oblige the provider to require particular means
of identification, apart from the fact that it can require a maximum of 2 from the list, and that the means
used are reasonable, proportionate and effective. Thus, there is no requirement for the provider to accept
electronic IDs as a means of verification. However, if it does, it can only require one other means of
verification. However, electronic means of identification are in the same category as an identity card or other
valid identity document. Therefore, it is clear that it cannot be request cumulatively with an identity card.
This provision seems to move the electronic identification into the private sphere, by envisaging its use when
subscribing for services with a private entity. There is no problem concerning incoherence between
Regulation (EU) 2018/1128 and the eIDAS Regulation. Rather the former seems to explicitly provide for a
private sector use case for the electronic identification means issued under schemes notified pursuant to the
eIDAS Regulation, which may complement efforts to extend eIDAS to the private sector. Nor did stakeholders
mention any issues of incoherence between eIDAS and this Regulation.
7.4.3.9 Cross-border healthcare
Recital 10 of the eIDAS Regulation refers to Directive 2011/24/EU on cross-border healthcare, 305 which set
up a network of national authorities responsible for e-health. Article 14(2)(c) gives the network the objective
of supporting Member States in “developing common identification and authentication measures to facilitate
transferability of data in cross-border healthcare”. Recital 10 notes that mutual recognition of electronic
identification and authentication is key to making cross-border healthcare for European citizens a reality,
and that this requires a safe, solid and trusted electronic identification framework. Thus, the eIDAS
Regulation can act as an enabler for the rollout of electronic healthcare solutions.

304
Article 3(2) SDGR defines a “cross-border user” as “a user in a situation which is not confined in all respects within a
single Member State”.
305
Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of patients’
rights in cross-border healthcare, OJ L 88, 4.4.2011, p. 45–65.
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Again, no coherence issues have been identified between this directive and the eIDAS Regulation. The
directive does not refer to the eIDAS Regulation and pre-dates it by several years. It was noted in 2018
that, regarding patient and healthcare professionals' identification, as well as access rights to electronic
health records, there is also a significant variety of available systems and approaches across the EU Member
States. Thus, Directive 2011/24/EU might benefit from a more explicit link to eIDAS. This could, for example,
consist of clarifying that notified eIDs are presumed to provide adequate identification and authentication
for the purposes of cross-border healthcare. Indeed, there may be a consideration as to whether a certain
assurance level (e.g. high) might be required, due to the particularly sensitive nature of health data. Of
course, the level of coherence between eIDAS, EU healthcare legislation and the GDPR may hinge on the
issue of the minimum data sets provided for pursuant to eIDAS. On the one hand, the healthcare sector may
require more data than the minimum data set. On the other hand, health data is a special category of
personal data pursuant to Article 9 GDPR, making it subject to more stringent rules on processing. Article
9(4) provides the possibility of Member States maintaining or introducing further conditions, including
limitations, with regard to the processing of such data. A solution could be the inclusion of attributes which
could be asserted for given sectors (such as health), but not transmitted in relation to other interactions
which the user of the eID has (for example, completing his tax return). This could enable sufficient data to
be transmitted to healthcare providers to make the eID attractive in that sector, without sharing sensitive
personal data with other actors.
7.4.3.10 General Data Protection Regulation (GDPR)
The eIDAS Regulation makes clear in Article 9 that the interoperability framework shall facilitate the principle
of privacy by design and ensure that personal data is processed in accordance with EU data protection law.
In order to ensure uniform conditions for the implementation of the interoperability requirement, Article
12(8) provides for the adoption of implementing acts by the Commission. It adopted Implementing
Regulation (EU) 2015/1501, which sets out, inter alia, the following minimum data set for natural persons:
(a) current family name(s);
(b) current first name(s);
(c) date of birth;
(d) a unique identifier constructed by the sending Member State in accordance with the technical
specifications for the purposes of cross-border identification and which is as persistent as possible in time.
The minimum data set for a natural person may contain one or more of the following additional attributes:
(a) first name(s) and family name(s) at birth;
(b) place of birth;
(c) current address;
(d) gender.
There are two issues to consider when reviewing the minimum data set. Firstly, it should be considered
whether it satisfies the data minimisation principle, meaning that the data are ‘adequate, relevant and limited
to what is necessary in relation to the purposes for which they are processed’. 306 Secondly, the explicit
requirement of data protection by default, which requires data controllers implement appropriate technical
and organisational measures for ensuring that, by default, only personal data which are necessary for each
specific purpose of the processing are processed. 307

306
307

GDPR, article 5(1)(c).
GDPR, article 25.
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The departure point for both issues is an appreciation of what is necessary and what the purpose of the
processing is. Article 3(1) of eIDAS defines electronic identification as ‘the process of using person
identification data in electronic form uniquely representing either a natural or legal person, or a natural
person representing a legal person,’ while person identification data is defined as ‘a set of data enabling the
identity of a natural or legal person, or a natural person representing a legal person to be established. To
the extent that the purpose of electronic identification is to ensure the identity of a particular person in the
same way as a national identity card would, when dealing with a public body such as a tax authority, this
minimum data set would seem to correspond to the information which the tax authority needs in relation to
taxpayers. In that sense, its processing in the context of a tax return may be necessary.
However, viewed in light of the assertion in recital 17 of eIDAS regarding the encouragement of private
sector use, it should be considered whether this minimum data set is necessary for the various interactions
which an individual may be expected to have in the private sector. For example, if a natural person wishes
to use his eID in order to prove majority in the context of purchasing alcohol or cigarettes or accessing
gambling services, it may not be necessary for the service provider to know his address or even name and
date of birth (only that it is a date more than 18 years from the day of transaction). Thus, there may be
different considerations regarding necessity of data processing when a more widespread use of eID is made
in the private sector. If the processing of only certain data from the data set is necessary in order to access
a service, it should be considered whether a setup based on the transmission of that entire data set is
coherent with the GDPR’s principle of data protection by default.
On the other hand, it has been noted that certain sectors (such as health or finance – in the latter, banks
may require the nationality of the individual as part of KYC check) may have a need for certain additional
attributes in the data set. This represents an additional challenge in relation to the concept of minimum data
set in the current implementing act. Expanding the minimum data set to include additional data required for
such sectors would seem inconsistent with the abovementioned principles of data protection law unless the
data to be transmitted were different depending on the needs of the sector. Thus, the additional data that
may be required by the health sector would not be included in the data transmitted in other sectors, which
would enable the user of the eID to only share the data necessary for the interaction in question, while
increasing the attractiveness of the eID for certain sectors.
7.4.4

To what extent is the eIDAS Regulation coherent with similar initiatives at Member State or
international level?

In this section, the focus is primarily on the relationship between eIDAS and standards, but there is also a
brief mention of international law. No reference is made to similar initiatives at national level, but this is
something which further stakeholder consultation may shed some light on.
7.4.4.1 Role of standards
The eIDAS Regulation relies on the enactment of implementing acts in order to provide interoperability and
more detailed technical and procedural specifications. The advantage of both implementing acts and
standards is that they can be updated more easily than a Regulation. There are advantages to tracking
existing standards adopted by organisations such as the ISO, not least because such standards are likely to
be applied internationally rather than limited to the EU. This may ultimately make equivalence between
electronic identification schemes and trust services originating in EU Member States and those originating
outside the EU easier to reach.
Commission Implementing Regulation (EU) 2015/1502 308 sets down minimum technical specifications and
procedures for assurance levels for electronic identifications means pursuant to Article 8(3) eIDAS
308
COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502 of 8 September 2015 on setting out minimum technical
specifications and procedures for assurance levels for electronic identification means pursuant to Article 8(3) of
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Regulation. Recital 3 notes that international standard ISO/IEC 29115 has been taken into account but that
the content of the eIDAS Regulation differs from that international standard, in particular in relation to
identity proofing and verification requirements, as well as to the way in which the differences between
Member State identity arrangements and the existing tools in the EU for the same purpose are taken into
account. Therefore, the Annex to the Implementing Regulation, while building on this international standard
does not make reference to any specific content of ISO/IEC 29115.
It also notes in recital 9 the importance of applying the principles embedded in standards such as ISO/IEC
27000 and ISO/IEC 20000.
Thus, the approach taken in Commission Implementing Regulation (EU) 2015/1502 is to track as closely as
possible the relevant international standard, deviating where necessary. This seems a logical and coherent
approach.
During the stakeholder consultation, there was much discussion of the role of standards. 309 It was mentioned
that more reliance on standards during the peer review process could avoid the perception that there are
inconsistencies or too much scope for personal appreciation during the process. The same stakeholder noted
that, with technological development, what is high assurance today might not be in 2 years’ time, but the
advantage of standards is that they can adapt with time. Regarding trust services, another stakeholder
proposed a standard for accreditation of auditors. These auditors could then apply best practice, which was
based on “recognised sources”. Such recognised sources could be standards developed by entities such as
ETSI or ISO. The idea would be to ensure a certain level of quality of audits, while retaining a degree of
flexibility. It should be noted that ENISA has made recommendations regarding standardisation for
auditors. 310
When discussing the need for standards, stakeholders were concerned about harmonisation, and indeed
several mentioned the need to exhaust the possibility for implementing acts provided for by eIDAS, or the
consideration of best practices or other guidelines from entities such as ENISA, which can assist in a common
understanding of certain issues. Indeed, in this context, the need for clarification of how eIDAS should be
applied by regulators at national or local level was also raised by one stakeholder, who noted that a problem
at national level is a lack of awareness of the impact of eIDAS. Should this be clarified to such regulatory
bodies, it may reduce the fragmented approach (for example, the situation was noted where a qualified
electronic signature was not accepted by a fiscal authority on the basis that it came from another Member
State). Thus, better coherence between eIDAS and regulatory practice at national level could be achieved.
7.4.4.2 International law obligations
No international law obligations were identified which might give rise to coherence issues with respect to the
eIDAS Regulation.
Recital 29 of the eIDAS Regulation notes the United Nations Convention on the Rights of Persons with
Disabilities, approved by Council Decision 2010/48/EC, 311 Article 9 of which concerns accessibility. Recital
29 sets out the principle that, where feasible, trust services provided and end-user products used in the
provision of those services should be made accessible for persons with disabilities. This is reflected in Article
15 of the eIDAS Regulation. It appears to provide for accessibility concerns, while avoiding placing an undue
technical or economic burden on trust service providers. In that sense, it seems to complement eIDAS.

Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic identification and trust
services for electronic transactions in the internal market.
309
See references to specific standards in relation parts of Section 7.5.1 on the internal coherence of eIDAS.
310
ENISA, Towards global acceptance of eIDAS audits, v1.1, May 2019.
311
Council Decision 2010/48/EC of 26 November 2009 concerning the conclusion, by the European Community, of the
United Nations Convention on the Rights of Persons with Disabilities, (OJ L 23, 27.1.2010, p. 35).
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7.5

EU added value

This section presents the findings on the EU added value of the eIDAS Regulation. Following the Better
Regulation Tool #47, this section brings together the findings of the other evaluation criteria to assess the
eIDAS Regulation based on the following three criteria:
•

Effectiveness: where EU action is the only way to get results to create missing links, avoid
fragmentation, and realise the potential of a border-free Europe.

•

Efficiency: where the EU offers better value for money, because externalities can be addressed,
resources or expertise can be pooled, an action can be better coordinated.

•

Synergy: where EU action is necessary to complement, stimulate, and leverage action to reduce
disparities, raise standards, and create synergies.

7.5.1

Is there additional value (at national, European and international level) resulting from the
eIDAS Regulation, compared to what could be achieved with similar regulatory frameworks
at national level?

Stakeholders consulted largely agreed that the eIDAS Regulation has created an added-value compared to
what could have been achieved with similar regulatory frameworks at the national level. The eIDAS
Regulation is considered by many as the most advanced framework in its field, also in an international
comparison. The existence of this common framework prevents sectors from needing to come up with their
own, sector-specific solutions.
The eIDAS Regulation provided a common legal framework for the use of trust services, effectively reducing
the fragmentation of the market and fostering the interoperability of the solutions. There are still some
coherence issues linked to conflicting national legislations. Stakeholders agree that only an action at the EU
level will be able to address these remaining barriers.
In the domain of electronic identity, the conclusions are more mitigated. Stakeholders agree that the
European Commission has fostered the topic of eID high on the agenda of the different EU Member States.
Compliance requirements with the eIDAS Regulation have pushed Member States to integrate eID in their
respective eGovernment strategies and recognized it as a key enabler for the digital transformation of the
European public administration and digital single market. However, the effective uptake and use of notified
eID schemes for cross-border transactions remains low. Stakeholders suggest that the scope of the eIDAS
Regulation should be extended to provide a legal framework for all types of electronic identity scheme and
foster the portability of identity attributes.
It was also mentioned by many that in order to drive the use of eID via eIDAS, awareness is a decisive
factor that could increase added value in practice. Improvements to the added value could come from the
legislative level and interoperability, but should also focus on what the private sector needs.
7.5.2

Has the eIDAS Regulation added value / reinforced other elements of the Digital Single
Market strategy and beyond, that is, in other sectors being transformed by digitisation?

In the field of electronic identity, the eIDAS Regulation has not reached the expected results to provide a
secure digital identity to all EU citizens. This lack of solid coverage means that the different domains have
not discontinued the functional identity management solutions on which they were relying to provide their
respective services.
In the field of trust services, the added-value is much clearer. Public administrations have been able to
modernise and digitise a large part of their services and evidence issuance thanks to eSignature and eSeals
notably. The digitisation creates a lot of opportunities for reduction of administrative burden. The issuance
of digital evidence based on eSeals is currently strongly supporting the roll-out of the Once-Only principle
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across Europe. The security of online public and private services has also been improved with the use of
website authentication.
7.5.3

To what extent do the issues addressed by the eIDAS Regulation continue to require action
at EU level? What recommendations can be made to improve the EU added value?

The need for trust and security of digital transactions is increasing. The digital transformation of the economy
and European public administration is accelerating, driven by the potential benefits in terms of administrative
burden reduction and increase quality of services for citizens (e.g. mobile access to online services, onceonly principle, improved user experience).
Both in the field of electronic identity and trust services, stakeholders are advocating for the extension of
the scope of the eIDAS Regulation to cover more use cases, notably linked to the creation of verifiable
claims, trusted entity to verify attributes, DLT node operators, identity hubs, etc. As the assessment of the
other evaluation criteria shows, there are a number of issues that require further action at EU level to
improve to the EU added value of the eIDAS Regulation. These include:
•

Increase the scope of the eIDAS Regulation to all eID schemes, not only the notified eID schemes;

•

Create a legal framework for the issuance and the exchange of verifiable claims in order to
accommodate the willingness of citizens to be more in control of their personal data and support the
development of new innovative business model around the concept of digital identity;

•

Improve the current implementation of the eIDAS network to integrate the concepts of data
minimisation and zero-knowledge claims in order to be aligned with the requirements of the GDPR

•

Facilitate the adoption of sector-specific attributes to foster the reuse of eIDAS eID across all domains.
The system for the moment fails to provide a foundational ID scheme to all citizens that would be
convincing enough to justify the phasing out of functional identity management systems by the
different domains;

•

Clarify the commercial model and liability rules to foster the reuse of notified eID schemes by private

•

Take measures to increase awareness about the existence eIDAS and its potential benefits for citizens

•

Adopt a series of new trust services supporting the use cases that arise from the development of

relying parties;
and businesses across Europe;
Distributed Ledger Technology and blockchain technology;
•

Further address the remaining barriers to the uptake of trust services resulting from national

•

More than 70% of trust service providers and supervisory bodies considered that there are areas of

interpretation of the eIDAS Regulation and/or conflicting national legal corpus;
the eIDAS Regulation that requires further harmonization and more than half consider that the
supervision of trust service requires further intervention at the European level.
These are further detailed in the next chapter.
7.5.4

What would be the most likely consequences of repealing the eIDAS Regulation?

Before the eIDAS Regulation, the markets for eID and trust services in Europe were fragmented and crossborder authentication was not possible for citizens and businesses with a common tool across Europe. All
stakeholders agree that the repealing of the eIDAS Regulation would result immediately in another
fragmentation of the European identity and trust services market. The eIDAS Regulation provides a clear
legal framework for the use of such solutions in order to secure digital transactions.
Repealing the eIDAS Regulation would also have negative consequences on other legislations and areas of
the Digital Single Market that rely on the eIDAS Regulation. It is an enabling foundation and stakeholders
believe that rather than repealing it, the eIDAS Regulation needs to be expanded. eIDAS has created mutual
recognition, qualified services and standards across Europe. Without the fundamental components of eIDAS,
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DE4A 312, TOOP 313 and SCOOP4C 314 would be hindered, as these are based around identity and authentication
based on eIDAS.
UK stakeholders are especially concerned about the future of their country’s relationship with the EU Member
States. It is highly likely that the country will integrate the standards linked to trust services within the
national legal corpus to still benefit from the interoperability established by the eIDAS Regulation. Article 14
of the eIDAS Regulation specifies the conditions for the recognition of third countries’ trust services.
However, issues might arise in the case of associated legislation building on the disposition of the eIDAS
Regulation. The European Banking Authority for example indicated that all PS2 eIDAS certificates under
Article 34 of the Commission Delegated Regulation (EU) 2018/389 on regulatory technical standards for
strong customer authentication will be revoked in case of no deal. 315
The situation in the field of electronic identity is even more unsure. The UK has notified its national eID
scheme and established an eIDAS node. However, the current legislation does not provide a clear procedure
for the recognition of third country’s scheme. At the moment, the only solution for allowing UK nationals to
access online services in EU with the UK.GOV Verify scheme and for EU citizens with a notified scheme to
access UK online services would be to adopt bilateral agreements between UK and each EU country.

Digital Europe for All project, co-funded by the European Commission, see: https://www.de4a.eu/
The Once Only Principle Project, funded by the EU Horizon 2020 research and innovation programme, see:
https://www.toop.eu/
314
Stakeholder Community Once-Only Principle for Citizens project, funded by the EU Horizon 2020 research and
innovation programme, see: https://scoop4c.eu/home
315
EBA, The EBA calls on financial institutions to finalise preparations for the end of the transitional arrangements
between the EU and UK, 29 July 2020, see: https://eba.europa.eu/eba-calls-financial-institutions-finalise-preparationsend-transitional-arrangements-between-eu-and
312
313
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8 Conclusions and
recommendations
This section of the document summarises the main conclusions of the
evaluation and provide concrete recommendations for improvements.
The eIDAS Regulation has overall contributed positively to the further development of the European Digital
Single Market. It has provided the foundations for the development of an identity and trust services market,
supporting the ever-increasing need for secure digital transactions.
The provisions on electronic identity have led to the creation of the eIDAS network, which enable holders
of a notified eID scheme to access online public services across borders. The interoperability of eID schemes
has been achieved at the EU level. However, the complexity of the current interoperability architecture,
means that the mutual recognition of eID schemes across borders remains mainly possible in theory. In
practice, very few users manage to effectively proceed to a cross-border authentication. A comparison of
the numbers of transactions performed at the domestic level and at the cross-border level makes clear that
the potential is not being achieved to date. This situation is partly due to a lack of compliance of Member
states and public relying parties with the mutual recognition principle.
Some key barriers to the full coverage of the EU population and uptake in the private sector have prevented
the regulatory framework to reach its full potential. The current limited scope and focus of the eIDAS
Regulation on eID schemes notified by EU Member States and access to online public services seems
inadequate. The vast majority of the needs of electronic identity and remote authentication currently reside
in the hands of the private sector, notably for stakeholders like banks, telecom and platform operators that
are required by law to verify the identity of their customers. The case of a citizen wanting to access an online
service in another Member State is in the end a very narrow scope and represents a minimum number of
use cases that does not necessarily justify the current costs of the overall set-up and operations of the
network. However, as the number of cross-border transactions is increasing in recent years, one can expect
that more use cases will become available as online public services will be made accessible through the
eIDAS network.
The absence of a commercial model for private identity providers and the lack of clarity of the terms and
conditions of access to the eIDAS network for private relying parties are major blocking factors to the longterm maturation of the regulatory framework. Our overall conclusion is that more fundamental changes need
to be made to the eIDAS Regulation to support the use cases for identification required by the private sector.
Some important modifications could take place in the form of a revision of the current regulatory framework.
This would include the definition of trust services supporting the provision of identity attributes and remote
authentication verification procedures, among others. Such modifications would not affect Chapter II of the
eIDAS Regulation, only Chapter III (on trust services). It would build on the pre-existing mutual recognition
principle of notified eID schemes and extend use cases to the private sector thanks to the adoption of new
trust services.
A more radical intervention in the domain of digital identity could also be foreseen. In this situation, the
roles of the current actors involved in the provision of the eIDAS network could be reshuffled. The provision
of digital identity could be based on a principle of certification, where Member States could become
authoritative sources for a series of legal identity attributes, while private sectors stakeholders could also
become attribute providers for KYC information, address of residence, etc… The functions of attribute
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provider, identity providers, identity broker, authentication providers could be clearly differentiated under a
general federation. In this scenario, the portability of identity credentials could be better supported, reducing
the multiplication of identity verification procedures that are time consuming for citizens and businesses as
well as costly for the service providers subject to such mandatory verifications. The mandatory acceptance
of digital credentials respecting eIDAS requirements by public and private relying parties could be
introduced. This approach, would enable to system to be more open to innovation and scale-up. However,
it fundamentally reviews the role of Member states in the provision of digital identity and might therefore be
difficult to adopt.
On the side of trust services, the eIDAS framework has been more successful at establishing a European
market for such solutions. Many stakeholders expressed their concerns with regard to the lack of
harmonisation of certain dispositions. This situation leads to unfair practices and cherry-picking strategies
that are eventually harming the overall trust that stakeholders are putting in the security and integrity of
the eIDAS framework.
Many stakeholders have also called for formalising the current cooperation between the national Supervisory
bodies. Contrary to the creation of the eIDAS framework under Chapter II, there is indeed no official forum
of discussion and exchange of best practices between national countries with regard to trust services at the
EU level. Most of the supervision is performed at the national level, which reinforced this issue of
fragmentation raised by some stakeholder and undermine the possibility to closely follow-up on technological
developments and/or trends that could require an adaption of the regulatory framework for trust services.
Non-regulatory guidance, adoption of implementing acts already foreseen in the current eIDAS Regulation,
and minor regulatory intervention could help fix these fragmentation and governance issues.
In terms of relevance, the need to support remote identification and verification cases calls on the adoption
of new trust services, as well as the development of solutions based on Distributed Ledger Technology.
Additional trust services such as the preservation of electronic signature, the digitisation of paper documents
and identity for IoT devices could be considered. In this case, an extension of the current eIDAS framework
will be necessary.
The recommendations in this report provide solutions to the identified shortcomings and suggest potential
for further improvement, regulatory simplification and cost reduction. The recommendations are structured
in three progressive level of intervention:
•

Soft regulation: complementing the existing legal framework with guidelines and adoption/revision of
implementing acts. No change to the existing regulation is required.

•

Light modification of the eIDAS Regulation: the logic of the current regulation remains the same but
some clarification, amendments or completion are made to the legal text to address some of the
identified points for improvement.

•

Fundamental review of the eIDAS Regulation: the logic and scope of the current regulation must be
reconsidered with important changes to the legal text, fundamentally changing the nature of the
requirements imposed on the impacted stakeholders.

8.1
8.1.1

Effectiveness
eID

Despite some achievements, the regulation has not achieved its potential in terms of effectiveness. Only a
limited amount of eIDs have been notified, limiting the coverage of EU citizens with a notified eID scheme
(59% of the population). Most of these eID schemes were notified with a high LoA. If a Member State decides
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to notify an eID scheme with a low or substantial LoA, this may limit citizens’ access to services as service
providers can decide to require a high LoA for their services.
The acceptance of notified eIDs is limited, as not all eIDAS nodes are up and running, a limited number of
public services offer the eIDAS notification, and technical errors prevent users from effectively
authenticating. Stakeholders highlighted the lack of compliance of Member States and public relying parties
with regard to their obligation to recognise notified eID schemes one year after the official journal
publication. At the moment, there is no monitoring mechanism that would check and incentivise Member
States and concerned service providers to connect to the infrastructure and make the cross-border
authentication possible. One possibility would be to dedicate more resources to the monitoring by the
European Commission and issuance of guidelines to address potential blocking factors at the national level.
Among other factors, stakeholders have voiced that national legal requirements for identification and
authentication procedures must respect eIDAS eID and trust services.
As a result of the non-universal coverage and lack of systematic acceptance, the use of cross-border eID is
negatively affected. The use of notified eIDs across borders is almost inexistent (between few
authentications to one thousand per month). There is a lack of awareness of eIDAS among citizens and the
use of notified eIDs by the private relying parties is limited. The majority of the digital identity market is not
covered by the eIDAS Regulation. Key barriers such as fragmentation, lack of interoperability and lack of
trust remain for most of the identity providers and end-users. To increase use of notified eIDs across borders
the eIDAS Regulation could further be promoted in additional sectors through legal requirements or
incentives.
It is thus critical to clarify the involvement of private relying parties in the eIDAS network, to adopt a
commercial model to reduce uncertainties for private identity providers, and to expand the scope of the
eIDAS Regulation to cover non-notified eID schemes. To mitigate these remaining issues and to increase
coverage, reliance on private sector identity solutions could be considered and the terms and conditions of
access by the private sector clarified. Several stakeholders have voiced their support for such measures as
part of the consultation activities.
Some stakeholders recommended to have a more radical review of the notification and peer review
procedures. They suggest to rely more on the use of standards and certification mechanisms managed by
a dedicated supervisory body. This way the governance of eID would be more aligned with the current
governance of trust services, including audits, regular revisions, etc. Such a system already exists in
countries that have adopted eID schemes based on a federation of identity providers. Stakeholders think
that a harmonisation of certifications will bring more confidence and trust to stakeholders, and will clarify
the eIDAS security requirements and LoAs. Several Member States believe that the LoAs need to be updated.
One idea mentioned was giving legal meaning to level “high” of eID authentication (similar to qualified
eSignatures), reconsideration of the number of LoAs, better distinction between levels „substantial“ and
„high“, updating LoA mapping guidelines with the focus to simplify the scheme description and minimize
cross-referencing. Other Member States think that LoA “low” should be abandoned, and some Member State
would prefer to further simplify the system and only have one LoA. Another suggestion was to add to the
existing LoA “high” a videoconferencing identification procedure. Many stakeholders asked for an
implementing act and in that context some suggested to engage with CEN to prepare a technical standard
supporting the implementing act. Hereby, the Commission could consider the requirement to obtain a
security certification at level “High” under the EU Cybersecurity Act for the LoA Substantial and High under
eIDAS. The Commission could potentially impose the use of qualified certificate for the eID schemes with an
LoA Substantial or High relying on PKI based authentication mechanism. Such certificate could be defined
on ETSI 319 411-2 standard. Another remark recommendation would be to agree on a common approach
with regard to validity periods for eID means.
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A compulsory notification is not necessarily recommended, however, more incentives should be created
for people to contribute and barriers (the current required endorsement by Member States) should be
addressed. Communication activities around digital identity would need to be improved to ensure awareness
of the possibilities of eIDAS among end users. To make use of cross-border authentication through eIDAS
more attractive for end users, the user experience needs to be improved overall. Many Member States,
citizens, businesses and other stakeholders have agreed in the OPC and targeted surveys that an important
factor is enabling mobile technologies, however, there is a need to remain technologically neutral.
The administrative burden has somewhat decreased thanks to the eIDAS Regulation, but there is more
potential. To do so, it would help to limit the necessity of physical presence of citizens to obtain national
numbers. The scope of the eIDAS Regulation (or other legislation) could also be extended to introduce an
obligation of access to the service (to the extent the person is eligible).
With regard to the governance, the notification procedure is perceived by Member States and identity
providers complex and time-consuming. Moreover, there are currently no clear change management
procedures in case one of the notified eID scheme experience changes (e.g. in its way of functioning), that
could influence the trust from other Member States. One solution to address the lack of compliance
monitoring and the potential modification of notified schemes could be to complement existing implementing
acts with clearer procedures.
Certain recommendations of the Cooperation Network on how to improve the current peer review procedure
could be included in this set of modifications. There is a lack of common vision among Member States on
the purpose of the peer review process: some are focussing on the technical details and implementation of
the eID schemes while others are adopting a more risk assessment approach. There is an agreement that
more resources should be dedicated to the issuance of guidance on understanding how to assess new
technological developments (e.g. remote video solutions, biometrics, etc…).
More than 60% of consulted members of the Cooperation Network consider that the current regulation could
benefit from further intervention at the EU level, notably with some of them proposing the introduction of
a more stringent monitoring system to verify compliance with the mutual recognition principle.
EUROSMART calls for a publication in the official journal of the status of the effective recognition of notified
eID schemes between Member States from a sending and receiving point of view. 316
Finally, Member States call for an agreement on the tools and procedure to manage eID related incidents.
The current legislative framework does not define this. A non-paper presented to the Cooperation Network
provides guidance on when, what and to who to report incidents. Discussions are still ongoing with ENISA
to reuse and adapt existing reporting systems that have been developed in the context of other legislations.
The lack of penetration tests to ensure the security of biometrics has also been raised as a concern.
The current regulatory framework also relies disproportionally on the country that has notified an eID scheme
to report security incidents and disconnect its system from the network. Member States and industry
stakeholders calls for an introduction of a safeguard mechanism to enable Member States to protect their
infrastructure and suspend the acceptance of a scheme based on reasonable doubts and proof (in line with
a set of pre-defined conditions).
Overall, several stakeholders see the need for an overarching EU digital identity framework that is holistic,
supports all cases, is standardised and certifiable, unified and harmonised and future proof and technology
neutral. The future eIDAS framework relating to eID could rely more on international standards and be linked

316
EUROSMART, Recommendations for an improved application of eIDAS, 1 July 2020, see:
https://www.eurosmart.com/recommendations-for-an-improved-application-of-eidas/
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to the European Cybersecurity Certification Scheme, which certifies that ICT products and services comply
with a series of rules, technical requirements, standards and procedures guaranteeing their security. 317
An EU level scheme could provide a root identity (eID wallet) to which all other identity and attributes could
be linked to ensure proper identity matching and reconciliation. This implementation should rely on a strong
privacy by design approach to avoid profiling.
Table 18 - Key recommendations to improve the effectiveness of eID under eIDAS
Soft regulation
(complementing
existing legal
framework with
guidelines and
adoption/revision of
implementing acts)

•

•
•
•
•
•

•
•
Light modification of the
eIDAS Regulation

•

•
•
•
•
•
Fundamental review of
the eIDAS Regulation

•

•
•

Implement the recommendations of the Cooperation working group on the
improvement of the peer review procedure, clarify guidance on change requests
for already notified eID schemes, guidance on evaluating new innovations in
the domain (such as video onboarding) via guidelines or modification of
implementing acts
Agree on a voluntary reporting mechanism to follow up on the actions points
requested by Member States at the conclusions of the peer reviews in order to
maintain trust in the notified eID schemes.
Increase the monitoring of service providers’ compliance to ensure the
acceptance of notified eID schemes across borders. Possibly publish the status
of the effective recognition of eID schemes (sending and receiving countries).
Clarify the participation of private relying parties to the eIDAS ecosystem to
remove barriers to increase usage of eID across borders
Create tools and procedures to handle eID incident reporting, as well as clarify
mandate of ENISA
Possibly amend Commission Implementing Regulation 2015/1502 with more
detailed criteria and requirements on the evaluation of LoAs for notified eID
schemes. The Commission could engage with CEN to prepare a technical
standard supporting the implementing act.
Support the development of best practices on how to ensure identity matching
of identities received via the eIDAS nodes.
Agree on a common interface for eIDAS nodes to support the smooth user
experience of cross-border authentication.
Consider to make the opinion of the Cooperation Network legally binding,
notably to ensure that the legal validity of peer review is reinforced to avoid
disruption in the chain of trust between Member States. Reflect this
modification in the implementing act 2015/296.
Creation of new trust services to serve eID use cases and further develop the
mandate and authorisation functions.
Amendment of the current eIDAS network functioning to allow for more
privacy: selective disclosure, pseudonymization and unlikability
Add a safeguard clause enabling Member states to suspend the acceptance of a
notified eID scheme upon reasonable doubts or proof of a security breach.
Put in place an automated trust establishment mechanism for eID, based on the
principle of the EU Trust List to automate the interconnection of eIDAS nodes.
Adoption of minimum requirements for liability rules of eID schemes.
Improve coverage of eIDAS eID:
o Investigate whether an obligation of notification (and/or provision of eID
scheme) could be imposed on Member States
o Explore to what extent Member States could be required to open access
to their eIDAS node for the private relying parties and identity
providers.
Consider the possibility for the private sector to be more involved as identity
providers in the eIDAS ecosystems without relying on the notification of a
Member State
Consider the possibility to replace the current governance framework with a
standard and certification-based system managed by a supervisory body

European Commission, The EU cybersecurity certification framework, see: https://ec.europa.eu/digital-singlemarket/en/eu-cybersecurity-certificationframework#:~:text=The%20EU%20Cybersecurity%20Act%20establishes,digital%20products%2C%20services%20and
%20processes.&text=The%20certification%20framework%20will%20provide,technical%20requirements%2C%20stand
ards%20and%20procedures.
317
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•
•

8.1.2

Consider the possibility to enable the portability of eID attributes by allowing
citizens to select their identity providers while obtaining a verified claim by
Member States’ competent authorities.
To fit the needs of the private sector, the liability regime for electronic identity
should replicate the one already in place for trust services in order to provide a
better legal protection of private relying parties in case of identity fraud. As
such, identity providers should be held responsible for any damage caused due
to a failure to comply with the obligations defined under the updated eIDAS
framework.

Trust services

The eIDAS Regulation has successfully established legal certainty on the liability and burden of proof and
international aspects, and on legal effects of trust services, but some issues remain.
Both the availability and take-up of trust services in Europe have been increasing since the introduction
of the eIDAS Regulation, however, there are differences among Member States and among the different
trust services. Availability and take-up are overall very low in some Member States. To mitigate these issues,
it is important to raise awareness for trust services and the benefits of qualified trust services, to tackle trust
and security concerns by preventing hacking cases through cybersecurity, to encourage knowledge-sharing
to enable SMEs to invest in trust services without major costs, and to encourage SMEs to embark on trust
services by tackling technological issues and complexity. The Commission could also consider a more
coordinated and binding approach to introduce trust services in the public sector, however, for the private
sector many consulted stakeholders believe that use of trusted services under the eIDAS framework must
remain voluntary. The framework for trust services is hard to apprehend for the average citizens as they are
unsure about the legal effects of the different solutions provided (e.g. qualified signature vs. advanced
signature).
Looking more specifically into the single trust services regulated under eIDAS, based on the OPC and survey
results the trust services where action seems most necessary are ERDS and website authentication. With
regard to eSeals, some stakeholders support an expansion of the legal status of eSeal as regulated under
the eIDAS Regulation.
The objective of the Regulation to remain neutral has led to a diversity of interpretation of the
requirements between Member States. Most of the identified effectiveness issues raised by stakeholders
concerns the lack of adoption of implementing acts already foreseen to be adoption by the current legal
framework. As a result, it cannot be concluded that a level playing field has been fully achieved at the EU
level. However, the eIDAS Regulation has set-up a strong framework that can be complemented with the
necessary standards and requirements to reduce the current fragmentation of the market and divergences
of interpretation by Supervisory bodies and Conformance Assessment bodies.
With regard to the governance schemes for trust services, there is a lack of harmonisation of assessment
of trust service providers among different Member States. It is recommended to harmonise the
assessment work of Supervisory Bodies, Conformity Assessment Bodies and Accreditation Bodies by creating
a common framework. EUROSMART proposes to charge ENISA, ETSI and CEN to develop and published a
comprehensive set of auditors’ requirements. It also proposes that ETSI ESI provide further specifications
in the detailing of the requirements for the trust services providers procedures and audit best practices to
“set up new roots” and “CA key generation”. 318
Some concerns have been raised regarding the security management of trust services. FESA is calling
on the European Commission to further define the technical and organisational measures to manage risks
and the reporting of vulnerabilities and threats by mean of adoption of the foreseen implementing act under
318
EUROSMART, Recommendations for an improved application of eIDAS, 1 July 2020, see:
https://www.eurosmart.com/recommendations-for-an-improved-application-of-eidas/
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Article 19.4 of the current legal framework. The absence of validity period of Qualified electronic signature
creation device has also been flagged at potential risk of leading to vulnerabilities and decrease in trust.
FESA proposes to issue an implementing act defining the validity period of signature device, establishing
regular vulnerability assessments and foreseeing the withdrawal of the device’s conformity certification in
case a vulnerability is discovered for example. Finally, the federation also calls on the adoption of
implementing measures defining the requirements for the termination of qualified services to ensure the
sustainability and user’s protection in case a Qualified trust service providers needs to end its services.
Stakeholders are calling on a formalisation of the cooperation between supervisory bodies. Article
18(1) of the eIDAS Regulation foresees that Supervisory bodies shall cooperate with a view to exchanging
good practice. Article 5(5) of the Cybersecurity Act empowers ENISA to support the development and
implementation of the EU policy in the field of electronic identification and trust services. Considering the
importance of such cooperation to the smooth implementation of the eIDAS Regulation, a formalisation of
the current ENISA Article 19 Expert group could be considered or the formalisation of FESA to cover not only
questions linked to risk management but more general exchange of good practices. Article 19(4) foresees
the possibility for the European Commission to adopt an implementing act refining the format and procedures
linked to the supervision of breach notification. This implementing act could also formalise the role of ENISA
Article 19 expert group.
Table 19 - Key recommendations to improve the effectiveness of trust services under eIDAS 319
Soft regulation (complementing
existing legal framework with
guidelines and adoption/revision of
implementing acts)

•

•

•

•

•

•

•
•
•

319

Adoption of the implementing act foreseen under Article 20(4) of
the eIDAS Regulation defining standards for the accreditation of the
conformity assessment bodies and for the conformity assessment
reports. Such standard could be based on ETSI EN 319 403
establishing Requirements for conformity assessment bodies
assessing trust service providers.
Adoption the technical and organisational standards mentioned in
eIDAS implementing acts specifying the requirements for Qualified
Trust Services under Article 24(5), 28(6), 32(3), 33(2), 34(2),
38(6), 40, 42, 44(2) and 45). ETSI already produced a series of
standards that could be reused: ETSI EN 319 401, 319 411-1, 319
411-2 and 319 421.
Adoption of an implementing act defining a validity period, frequent
vulnerability assessment and withdrawal of conformity certificate
upon discovery of a vulnerability for Qualified Electronic Signature
Creation Device.
Adoption of the implementing act foreseen under Article 19(4) of
the eIDAS Regulation on further specifying the technical and
organisational measures to manage the risks posed to the security
of the trust services.
The implementing act foreseen under Article 19(4) could also
formalise the role and responsibilities of ENISA Article 19 Expert
group to support the cooperation between Supervisory Authorities
and exchange of good practices foreseen under Article 18(1) of the
eIDAS Regulation.
Agreement on requirements for the termination of trust services by
adopting the implementing act foreseen under Article 24(5) of the
eIDAS Regulation establishing reference numbers of standards for
trustworthy systems and products.
Agree on a single tool for Supervisory to report once a year on
security breach to ENISA (Article 19(3)) and the European
Commission (Article 17(6)).
Include the notion of “vulnerability” to the definition of breach of
security for which an annual reporting is requested under Article
19(3) of the eIDAS Regulation.
Maintenance and publication of a centralised list of all accredited
CABS

Recommendations will be complemented based on the input received from the stakeholders early September.
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Light modification of the eIDAS
Regulation

•

•

•

•

•

Fundamental review of the eIDAS
Regulation

8.2

•

Add a requirement under eIDAS that qualified eSignatures must
include a secure timestamp irreversibly linked to the electronic
document and the signature itself to avoid potential modification of
the signature’s date.
Harmonisation of the requirements of practices regarding remote
identification (linked to Article 24(1)(b) and (d) of the eIDAS
Regulation. Possibility to adopt an implementing act (not currently
foreseen by the legal framework) to specify the requirements for
remote identification. In addition Supervisory authorities
recommend to remove the mention “recognised at national level”
from Article 24(1)(d) which currently leads to too much room for
interpretation.
Add a requirement to the eIDAS Regulation for trust service
providers from third countries to name a representative established
in one EU Member States where the service is offered to ensure a
supervision of supporting services.
Amend Article 17(3)(b) of the eIDAS Regulation to explicitly
provide to the Supervisory bodies the possibility to request from
non-qualified trust service providers information necessary to
access the security of their services.
Remove all mentions to national regulations in the eIDAS
Regulations in order to foster the harmonisation of certifications
and audit requirements.
N/A

Efficiency

This section summarises the main findings of the evaluation regarding the efficiency criterion, as reported
per each specific evaluation question in section 7.2. It should be noted that the findings for this criterion rely
heavily on the CBA, which is based on a series of methodological assumptions and data limitations specified
in Annex G.
8.2.1

eID

The key eID stakeholder groups for which the eIDAS Regulation has generated costs and benefits are
national authorities and eIDAS node operators, eID providers and service providers. As described in Annex
G and section 7.2, all three stakeholders are subject to different administrative, substantive compliance, and
enforcement costs. Moreover, as illustrated in sections 7.2, all three enjoy different kinds of benefits.
While the aggregate quantification and the detailed breakdowns are reported in section 7.2, the table below
reports the indicative average costs and benefits for each individual stakeholder.
Table 20 - eID individual average costs and benefits
Stakeholder

Initial costs

Recurring
administrative costs

Recurring technical
costs

Benefits

National authorities
and eIDAS node
operators

750,000.00 €

180,000.00 €

225,000.00 €

N/A

eID providers

275,000.00 €

220,000.00 €

235,000.00 €

N/A

Service providers

125,000.00 €

31,000.00 €

N/A

N/A

As presented in the table above, national authorities and eIDAS node operators and eID Providers
bear significantly higher costs compared to the Service Providers. National authorities and eIDAS
node operators and eID Providers deal with administrative costs derived from the notification process
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of eID schemes, the peer review process of other countries’ eID schemes and the cooperation and
communication activities with other Member States and the European Commission (applicable only for
national authorities and eIDAS node operators). Moreover, national authorities and eIDAS node operators
and eID providers need to cope up with recurring technical costs of an average of EUR 225.000,00 and
EUR 235.000,00 respectively. On the other hand, service providers have to deal with a more limited cost,
which mainly refers to setting up the connection to their national node (including administrative costs)
and the recurring costs for the connection to the national node (an average of EUR 125.000,00€ and EUR
31.000,00 respectively).
The baseline assessment indicates that quantifiable costs are higher than benefits. Nevertheless, the
estimations are incomplete and the reliability of the figures suffers from methodological and data constraints,
particularly on the benefits side. There are two main explanations for this. Firstly, for individual stakeholders,
the ability of stakeholders to estimate specific cost and benefit items is limited, as shown by the
high variance of the data collected. Secondly, a considerable part of the benefits is only hypothetical
at this stage (discounted as future benefits) or not quantifiable with available data (e.g. market effects
and social benefits).
Moreover, the evaluation identified three areas of intervention for possible net cost reductions. As
detailed in section 7.2, this includes reducing uncertainty and burdens for the private sector, the
centralisation of the updates of the node’s connections to other nodes, and outreach activities for
final users.
Table 21 - Key recommendations to improve the efficiency of eID under eIDAS 320
Soft regulation (complementing
existing legal framework with
guidelines and adoption/revision of
implementing acts)

•

•

•

•

Light modification of the eIDAS
Regulation

•

•

320

Set up a central monitoring system. Starting from currently available
data (e.g. list of notified eID schemes), the Members of the
Cooperation Network could agree on a set of key indicators for
stakeholders, costs, benefits, and outcomes. Each Member state
would have to provide regular data updates based on common
guidelines and on the type of indicator. The result would be a reliable
and continuously updated database which could be used for regular
and robust analysis, thereby providing strong evidence for further
policy intervention;
Information and awareness campaign on the benefits of the eIDAS
Regulation for specific stakeholder groups in order to increase endusers and private take-up. The content of the campaign should start
from publicizing and expanding the information sections provided on
the Commission and national websites. Relevant campaigns on both
national and European level would be extremely helpful to this
direction. This would increase private sector take-up and the overall
benefits generated by the Regulation;
Centralization and automation of the update of nodes’ connections.
Currently, each nodes proceeds with an upgrade at least once per
year and other nodes need to adapt their connection accordingly,
while in case of a security breach the two nodes involved have to
align their respective log procedures in order to identify the
transaction that effectively is object of the security breach.
Therefore, a centralization would simplify the process and reduce the
overall cost-burden;
Assistance to individual service providers aimed at making sure that
they are fully compliant with the previsions of Article 6 concerning
the timely cross-border recognition of eID.
Creation of a centralized repository of identity matching. This would
allow service providers to access the common repository and perform
the required identity matching automatically instead of asking
individually the matching of the eID with their own registry;
The notification procedure could be further simplified, both by
modifying the provisions of Article 7 and by providing direct

Recommendations will be complemented based on the input received from the stakeholders early September.
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assistance to private eID providers who wish to notify the scheme
they provide.
Fundamental review of the eIDAS
Regulation

8.2.2

•

Compatibly with security and privacy needs, provide easier and open
access to eID schemes and systems in order to reduce the costs of
the private sector when using them, as a first step to re-design the
original purpose of eIDAS and shift its focus to support and facilitate
the private sector.

Trust services

The key eID stakeholder groups for which the eIDAS Regulation has generated costs and benefits are
Accreditation, Conformity Assessment, and Supervisory Bodies, Qualified and non-Qualified trust service
providers. As described in Annex G and section 7.2, all three stakeholders are subject to different
administrative, substantive compliance, and enforcement costs. Moreover, as illustrated in sections 7.2, all
three enjoy different kinds of benefits.
While the aggregate quantification and the detailed breakdowns are reported in section 7.2, the table below
reports the indicative average costs and benefits for each individual stakeholder.
Table 22 - Trust services individual average costs and benefits
Stakeholder

Initial costs

Recurring
administrative costs

Recurring technical
costs

Benefits

AB, SB, CAB

N/A

120,000.00 €

N/A

N/A

Q TSP

800,000.00 €
(total
qualification)

750,000.00 €

N/A

2,711,000.00 €

non-Q TSP

N/A

750,000.00 €

N/A

10,000.00 €

In the case of Trust Services, AB, SB and CAB have to deal with quite limited recurring costs (an
average of EUR 120.000,00) that mainly refer to conducting the activities foreseen by the eIDAS Regulation
in order to ensure the compliance of the trust services provision with the eIDAS Regulation. Moreover, both
Q TSP and non-Q TSP deal with a significant amount of yearly recurring costs (an average of EUR
750.000,00) in order to be compliant with the eIDAS Regulation. In addition to these, Q TSP undertake an
amount of EUR 800.000,00 in order to qualify, be granted, and maintain the status of qualified trust service
provider, according to the eIDAS Regulation.
Similar to the eID stakeholders, the baseline assessment indicates that quantifiable costs are higher than
benefits, while again, the estimations are incomplete and the reliability of the figures suffers from
methodological and data constraints, particularly on the benefits side. There are two main explanations for
this. Firstly, for individual stakeholders, the ability of stakeholders to estimate specific cost and benefit items
is limited, as shown by the high variance of the data collected. Secondly, a considerable part of the benefits
is only hypothetical at this stage (discounted as future benefits) or not quantifiable with available data (e.g.
market effects and social benefits).
Moreover, the evaluation identified three areas of intervention for possible net cost reductions. As
detailed in section 7.2, this includes the greater harmonisation of supervisory activities, greater
harmonisation of security requirements, and a branding campaign to reinforce the qualification
status among final users.
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Table 23 - Key recommendations to improve the efficiency of trust services under eIDAS 321
Soft regulation (complementing
existing legal framework with
guidelines and adoption/revision of
implementing acts)

•

•

Light modification of the eIDAS
Regulation

•

•

•

Fundamental review of the eIDAS
Regulation

8.3
8.3.1

•

Set up a central monitoring system. Starting from currently available
data (e.g. trusted lists), the Members of the Cooperation Network
could agree on a set of key indicators for stakeholders, costs,
benefits, and outcomes. Each Member state would have to provide
regular data updates based on common guidelines and on the type
of indicator. The result would be a reliable and continuously updated
database which could be used for regular and robust analysis,
thereby providing strong evidence for further policy intervention;
A branding campaign could help reinforcing consumers’ knowledge
of the advantages and security level, and applicability of qualified
services as compare to non-qualified ones, thereby increasing
demand.
Greater harmonisation of the security requirements, to be achieved
by detailing the provisions of provisions of Articles 19(1) and 24,
might reduce regulatory costs in several countries, by individuating
best practices and using them as a reference, and enhance overall
competitiveness;
Greater coordination and harmonization of the supervisory
procedures foreseen in general terms in Article 20 of the Regulation
would increase market and reduce undertainty. This could be
achieved either through a stronger detailing the Regulation itself, or
by agreeing on more specific common guidelines outside the legal
text. The latter option would have the advantage of being more easily
adaptable and modifiable based on future needs;
Ensure that the range of possible penalties foreseen under Article 16
of the eIDAS Regulation provides Member States with the power to
deter the misuse of the eIDAS trust mark.
N/A

Relevance
eID

The eID ecosystem has profoundly changed since the introduction of the eIDAS Regulation with an ever
increasing footprint of private identity providers. To further add to this trend a recommendation is to
increase the scope of the eIDAS Regulation to regulate all types of eID schemes and identity verification
procedures.
Considering the uptake of digital transactions, all EU citizen should have access to a secure and interoperable
digital identity, which is currently not the case. Therefore, it would be necessary to change the regulatory
framework to enable all EU citizens to obtain a digital legal proof of identity (e.g. by forcing all
Member States to issue digital credentials in portable format).
The current protocol exchanged used by eIDAS and technical implementation might not offer an optimal
user experience, especially on the mobile channel. Some stakeholders thus advise for several major
identity standards to be supported at the EU level, in line with the approach adopted for trust services.
It could also help to further harmonise the interface of eIDAS nodes in line with UI industry standards.
Although some discussions are ongoing, the eIDAS Regulation has not yet replied to the needs of specific
sectors (e.g. education, banking, aviation). It is recommended to facilitate the definition of sector-specific
attributes by domains, and to identify use cases and dedicate adequate resources to develop the data
models.

321

Recommendations will be complemented based on the input received from the stakeholders early September.
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Mechanisms have been put in place to follow-up on scientific advancement and identify key areas of
improvement needed to the regulatory framework. An introduction of new private sector digital
identity trust services for identification, authentication and provision of attributes would support the
issuance of verifiable claims. Further recommendations include introducing the concept of “authoritative
source” for public (and potentially also private) competent authorities issuing identification attributes, and
the creation of an additional minimum data set for non-human entities (AI agents, IoT devices).
The eIDAS Regulation could adopt new requirements to ensure the resilience and security of the overall
system. EUROSMART recommends the set-up of requirements on a minimum level of protection of biometric
technologies as well as requirements to perform penetration testing to measure the cyber resilience of
current systems. 322 They propose to reuse ISO IEC 30107 standards on presentation attack detection. 323
eIDAS currently focuses on governmentally issued eID schemes. A light modification will enable the private
relying parties to make use of these eID schemes, while a more fundamental review of the eIDAS
Regulation would enable private eID providers to become certified at the EU level and benefit of
a mutual recognition principle.
We recommend the eIDAS Regulation to better define the identity ecosystem and associated roles:
•

Trusted attribute providers or verifiers: governments or other trusted parties (e.g. a bank) in
charge of verifying the identity claim of the users or automatically issue the digital claim at specific life
events (birth certificate, national ID, degree).

•

Digital identity providers and credentials providers: public or private organisations providing
users with a solution/app to use their digital identity (integrating different the different digital claims:
verified and non-verified)

•

Digital identity brokers: organisation in charge of enabling the interactions between the ecosystem’s
stakeholders, dealing with the commercial model, the liability issues, the common standards, the
anonymization of data, etc…

To avoid any exclusion, Member States could continue to endorse the function of identity providers as a
basic public service. Citizen who want to obtain more innovative solutions to manage their digital identity
could rely on private solutions.
In this new approach, the necessity to deploy and maintain eIDAS nodes could be challenged. The current
complexity of the system results in low authenticate success rates. A full study would be needed to
understand the technical implementation possible.
Table 24 - Key recommendations to improve the relevance of eID under eIDAS
Soft regulation
(complementing
existing legal
framework with
guidelines and
adoption/revision of
implementing acts)

•
•
•
•
•
•

Continue dialogue with the different sectors to strengthen the future ecosystem
of services making use of electronic identity
Continue discussion with online platform to explore to what extend eIDAS eID
could be used to create verified accounts to reduce disinformation and identity
frauds online.
Further work on the improvement of the current cross-border user journey to
ensure that the solution stay relevant with citizens’ needs
Further investigate the evolution of users’ preferences towards mobile channels
and ensure the full compatibility of the eIDAS network with mobile related
technology and user journey
Promote legal identity verification of users on online platform to increase trust
and protect consumers.
Encourage the Cooperation Network, as foreseen under the implementing act
2015/296, to issue further guidance to the Member States on the use of key

322322
EUROSMART, Recommendations for an improved application of eIDAS, 1 July 2020, see:
https://www.eurosmart.com/recommendations-for-an-improved-application-of-eidas/
323
ISO, ISO/IEC 30107-1:2016, Information technology — Biometric presentation attack detection — Part 1:
Framework, see: https://www.iso.org/standard/53227.html

140

Final Report | Conclusions and recommendations

•

Light modification of the
eIDAS Regulation

•

•

•
•
•

•

•
•
•
Fundamental review of
the eIDAS Regulation

•
•
•
•

8.3.2

technologies in their eID schemes and dedicate more resources to the
monitoring of emerging trends: biometrics, use of AI to authenticate identity
documents, identity derivation solution from an official identity document.
Develop necessary guidance and solutions to authorise the use of biometric
authentication for the High level of assurance, providing that some standards
and requirements are met by the notified eID schemes.
Introduction of new digital identity trust services for identification,
authentication and provision of attributes. The new services would notably
define key standards for such services, and support the issuance of verifiable
claims (e.g. a trusted entity could confirm a defined series of personal
attribute);
Creation of new trust service for remote verification/proofing methods based on
a series of standards for the different types of methods or defining certification
criteria for companies providing ID verification/proofing services to eID
schemes and trust services. Specific responsibilities and liabilities would have to
be defined for the companies providing identity proofing and verification
services.
Introduction of the concept of “authoritative source” for public (and private)
competent authorities issuing identification attributes;
Creation of an additional minimum data set for non-human entities (AI agents,
IoT devices) and allowing for the binding of an eID of a natural person to the
eID of the device.
Possibility to define new optional attributes for natural and legal persons
covered by an implementing act and level of assurance to support sectorspecific use cases (e.g. social security numbers, medical assurance number,
politically exposed person status, student number, etc…)
Further refine minimum level of protection when using biometrics for identity
verification and authentication and potentially improve a mandatory penetration
testing to assess the security of biometrics, in line with ISO IEC 20107
standard.
Amendment of the current functioning of the eIDAS network to allow for more
privacy: selective disclosure, pseudonymization and unlikability
Define minimum technical standards for eSIM and embedded secure elements
to support the uptake of secure and interoperable mobile identity solutions.
Consider removing the Level of Assurance Low from the eIDAS Regulation.
Revamp the current functioning of the eIDAS network & protocol by making
them less reliant on one specific customised standard
Amend the current legislation to cover use cases where identity attributes of a
user are provided by a distributed framework of attribute providers
Development of a European Certification Scheme to evaluation private eID
schemes and have them recognised at the EU level.
Enable the portability and reuse of (remote and in person) identification
verification procedures to allow different actors to reuse pre-existing verification
of customer’s identity for future KYC procedures

Trust services

The objectives of the eIDAS legal framework remain adequate to address the identified issues, notably the
need to ensure the reduction of the market fragmentation by ensuring the cross-border and cross sector
interoperability of trust services via the adoption of common standards. The key tension is the ability of
eIDAS to stay in line with the latest development of standards and technology in the domain of trust services.
One change could be made with regard to remote signing. There could be an update to the Commission
Implementing Decision (EU) 2016/650 with the integration of the following two standards: CEN EN 419 2412; CEN EN 419 221-5:2018 (upon review of the request by the eIDAS expert group and the convening of
the eIDAS committee). Besides, the ability to use server signing to deploy QSCD is expected to create a
new business model, by which the costs of the certificate will be charged to the stakeholders that needs it
for its operation rather than the holder of the local signature tool.
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Another consideration to be made is an extension of the trust services list, notably through the
introduction of a trust service to enable the preservation of eArchiving, define requirements for the
digitisation of paper documents and through the introduction of a list of trust services supporting
portable identity credentials and decentralized identity (distributed ledger).
Table 25 - Key recommendations to improve the relevance of trust services under eIDAS
Soft regulation (complementing
existing legal framework with
guidelines and adoption/revision of
implementing acts)

•

Light modification of the eIDAS
Regulation

•

•

•

•

Fundamental review of the eIDAS
Regulation

8.4
8.4.1

•

Finalise the adoption of CEN EN 419 241-2 and CEN EN 419
221-5:2018 standards to support use cases of signing devices
for eSignature and eSeals operated by trust service providers in
a secure environment
Assess whether the eIDAS Regulation must be modified to
recognise nt-QWACs as a valid means of complying with the
eIDAS Regulation, as currently piloted by the European
Commission and evaluate the relevance or not to tied QWACs to
TLS certificates as currently discussed within ETSI.
Creation of a trust services for eArchiving in order to ensure the
preservation of eSignatures
Consider the creation of a trust service for the digitisation of
paper document before electronic archiving. Already developed
national rules like in Luxembourg could be used as basis for
discussion on the adoption of rules at the EU level.
Creation of a series of trust services to support the use cases
developed in the blockchain (e.g. issuance of verifiable claims,
identity hubs, key management of DLT nodes)
N/A

Coherence
eID

Internal coherence
Chapter II of the eIDAS Regulation creates a generally coherent system for mutual recognition of eIDs based
on notification and peer review, relying on 3 assurance levels defined in the Regulation itself and fleshed out
in implementing legislation. However, certain the regulation of eIDs under eIDAS have been identified as
giving rise to potential issues of coherence.
The notification and peer review system set out in the Regulation and elaborated upon in implementing acts
were intended to deliver a common understanding as to the level of assurance provided by eID
schemes irrespective of the Member State of issuance. However, an assessment of the provisions in light
of their operation in practice shows that this is not always the case. The advantage of the framework set
out in Chapter II (and the related implementing acts) is that it encourages flexibility and technological
neutrality. However, it is clear that there are different views as to what constitutes substantial and
high. Further, whether a substantial or high level of assurance is required is determined by the public body
in question rather than mandated by eIDAS, so different public bodies in different Member States
requiring different levels of assurance can create a patchwork, whereby many eIDs offering
substantial assurance benefit from mutual recognition, but can only sometimes be used by the user (when
accessing public services which accept both substantial and high). In addition, the distinction between
substantial and high, and differing views in relation thereto, create issues with the operation of the peer
review process. Several options are available for streamlining or harmonising in this regard. For example,
a single high assurance level could be opted for, which would mean any notified eID would be usable to
access any public service (which is accessible electronically). It would introduce a binary notion similar to
the qualified/non-qualified distinction which exists for trust services. It may also remove the debate
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about whether a scheme is substantial or high from the peer review process. However, this would have the
drawback of depriving certain eID schemes (which are not high) of mutual recognition. In addition, it may
not remove the disagreements in the peer review, which may simply morph from considering whether a
scheme is high or substantial to the question of whether a scheme is high or not. What is clear is that the
resolution mechanism of the cooperation network could be strengthened. This may lead to more
certainty for users. Another question is whether eIDAS itself could clarify the distinction between substantial
and high more concretely, in order to reduce the disagreements. While the current approach leaves a
large margin of understanding to the parties involved in the peer review process which may lead to
diverging views on assurance levels, it is also flexible and technologically neutral. Any change to the manner
in which the assurance levels are defined in eIDAS and its implementing legislation should have regard to
the need to preserve that flexibility and technological neutrality. Whether the distinction between substantial
and high could be clarified in the eIDAS itself or elsewhere (such as in the form of guidance), there may be
significant benefits to achieving such clarity. A good approach when seeking to clarify the distinction between
substantial and high is to focus on concrete use cases rather than abstract notions of assurance. This
might facilitate a consensus that substantial is sufficient for use cases X or Y, whereas high is necessary
for use case Z (due to the particular needs of the latter). Should it not be possible to achieve such clarity
within the current assurance framework, it may be interesting to consider amending the framework.
While chapter II ensures the mutual recognition of notified eID schemes in other Member States, it
also (unlike the framework for trust services in chapter III) limits the full potential of cross-border use of
eIDs, since it only removes obstacles for certain eIDs. eIDs which are not part of a scheme notified by
the Member State do not have any way of benefiting from the mutual recognition principle. In fact, certain
novel schemes face an initial barrier for eligibility for notification, set out in Article 7(b), which
requires that they can already be used to access at least one service which is provided by a public sector
body and which requires electronic identification in the notifying Member State. If the framework for
notification set out in chapter II is to be retained, it is worth considering how it could be tweaked in order to
reduce such obstacles for new eIDs.
In addition, chapter II is lacking a way for non-EU-based eIDs to benefit from mutual recognition. The
introduction of a provision similar to the current Article 14 which applies to trust services could be considered,
while the recommendation set out below in relation to trust services could also apply to eIDs.
Coherence issues with Member States’ national rules and regulations
In terms of eIDs, the main incoherence noted between eIDAS and rules and regulations in the Member
States seems to be the existence of national rules or regulatory practice which may frustrate the
operation of eIDAS. For example, national rules requiring the presentation of a physical identity card in
certain contexts. Such rules are not a problem of eIDAS itself; these may arise due to lack of awareness
which can be remedied through awareness raising at national level, so that a move towards
acceptance of eIDs in lieu of physical identity cards can be brought about.
eIDAS and other instruments or actions at EU level
In general, eIDAS has been noted as fitting into a coherent regulatory framework at EU level. Several
instruments refer to eIDAS, such as AML5 which explicitly brings eIDAS electronic identification into the
definition of a reliable and independent source. However, one issue which arises is the minimum dataset
provided for in Annex to Commission Implementing Regulation (EU) 2015/1501 does not necessarily
contain the information needed for exploitation of eIDs in various sectoral contexts. For example,
entities in the financial services sector (for AML purposes) or the healthcare sector (for information about
patient health) may need information which is not contained in the minimum dataset. The fact that the eID
does not provide all this information reduces synergies between the 2 frameworks. In the context of
European Citizenship Initiatives, nationality (which is not part of the minimum dataset) is needed. However,
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there is a natural tension between expanding the minimum data set and the exigencies of data
protection law, which requires only such data as necessary to be shared. For example, if the additional
attributes needed to make eIDAS align with the needs of the financial services sector for customer
onboarding are added, it should be ensured that the eID holder does not need to provide all this information
in order to purchase alcohol, when the only information needed is that he was born at some point more than
18 years before the date of purchase.
Another issue which arose was the appropriateness of the current assurance levels in relation to
private sector use. EU AML legislation refers to notified eID schemes. AML involves a risk-based
assessment from the perspective of entities in the financial sector. In that regard, the legislation does not
offer more guidance on which assurance level to look for in which circumstance. The FATF’s recent guidance
add a lot of clarity in that regard. 324 However, a move from public sector to private sector reliance on eIDs
may give rise to more nuanced requirements. While a public sector body may be more interested in whether
a formal criterion is met (e.g. whether there is an assurance level of high or substantial), the private sector
entity may be interested in a more granular approach. It may look for assurance level high but be willing to
accept assurance level substantial in certain instances. Likewise, it may prefer eIDs in the upper reach of
substantial assurance levels (as noted above, eIDs with substantial assurance level can range from “just
above low” to “almost high”). In that sense, a more granular approach to assurance may facilitate the
use of eIDAS to further the aims of sectoral legislation (such as in financial services and healthcare).
However, as noted in Section 8.4.1, the key immediate issue with regard to assurance levels is the need to
reach a common understanding of what constitutes high and what constitutes substantial.
Coherence with similar initiatives at Member State or international level
One issue which arose in the evaluation is the relationship between eIDAS and standard setting. In relation
to eIDs, the strategy of eIDAS and its implementing acts to have regard to existing standards but deviate
where appropriate seems sound. It allows for the framework to develop in a flexible and technologically
neutral way. However, it is possible that more reliance on standards during the peer review process could
avoid the perception that there are inconsistencies or too much scope for personal appreciation during
the process.
Table 26 - Key recommendations to improve the coherence of eID under eIDAS
Soft regulation
(complementing
existing legal
framework with
guidelines and
adoption/revision of
implementing acts)

•

Light modification of
the eIDAS Regulation

•

Explore to what extent the LEI number included in the eIDAS Minimum Data
Set for legal person could be made mandatory instead of optional in order to
address some issues linked to conflicting unique identifiers introduced by the
PSD2 Regulation. An adaptation of the PSD2 Regulation would also be
required.

Fundamental review of
the eIDAS Regulation

•

Consider the possibility of introducing an avenue for eIDs from third
countries to obtain mutual recognition, based on an assessment of
equivalence conducted by the Commission.
Consider the possibility for the private sector to be more involved as identity
providers in the eIDAS ecosystems without relying on the notification of a

•
•

•

Continue to seek a common understanding of high and substantial assurance
levels among Cooperation Network, with a focus on use cases. If this is not
possible, consider other options for amending the assurance framework
(such as a more granular approach).
Consider expanding the minimum dataset provided for in Annex to
Commission Implementing Regulation (EU) 2015/1501 (accompanied by a
movement toward attribute assertion)
Promote awareness among national regulatory and fiscal bodies, in order to
ensure the removal of rules at national level which frustrate eIDAS and
prevent it from achieving its full potential.

FATF Guidance on Digital Identity, March 2020 http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/Guidance-on-Digital-Identity.pdf
324
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•

8.4.2

Member State (and consider removing/amending provisions such as Article
7(b) to facilitate this).
Should it not be possible to achieve a common understanding of assurance
levels, consider amending the assurance framework

Trust services

Internal coherence
Chapter III of eIDAS provides for a generally coherent supervisory system for trust services. However,
certain aspects can be noted which impact the coherence of the Regulation in this regard.
In relation to trust services, the framework providing for qualification has been noted as having certain
key drawbacks. 325 Firstly, it provides a key role for conformity assessment bodies, but does not provide
sufficient detail on their obligations, liability or level of competence. There is a prevailing view that the
quality of conformity assessment reports is variable and that there are differences among the
various national supervisory regimes. 326 Several stakeholders mentioned the need to fully exploit the
provisions providing for the adoption of implementing acts, and more reliance on standards, as this could
deliver more harmonisation and prevent a regulatory race to the bottom.
One key incoherence was noted in relation to trust services, which appears to have been a drafting oversight:
The definition of “qualified electronic signature” set out in Article 3(12) does not include any reference to
timestamping. This may be considered as a loophole as it opens up the possibility for a qualified
electronic signature to be “self-dated”; thus no formal verification of the date of signing could be
undertaken.
In addition, the manner in which the requirements for qualified trust service providers are currently
set out in Article 24 has been noted as giving rise to too much possibility for divergence. Certain
provisions could be reformulated in a way that reduces the scope for such divergent interpretations.
Further, unlike chapter II, chapter III of eIDAS provides for the possibility of recognition of trust services
provided by trust service providers established in a third country. However, the mechanism for achieving
such recognition seems to be very limited. It could be explored whether a mechanism could be put in place
allowing for a trust service provider from a third country to achieve recognition without the need for an
agreement being concluded between the EU and its Member State of establishment. It is noted that Chapter
V of the GDPR provides quite some detail in relation to transfers of personal data to third countries. While
the transposing of mechanisms such as the adequacy assessment into eIDAS might not necessarily be
appropriate, they could serve as a useful starting point for a consideration of an eIDAS-specific approach to
third countries which reflects the aims of improved interoperability and enhancing trust in electronic
transactions. An alternative type of mechanism could be one similar to that provided for in Article 107(4) of
Regulation (EU) No 575/2013. 327 It provides that the Commission may adopt, by way of implementing acts,
a decision as to whether a third country applies prudential supervisory and regulatory requirements at least
equivalent to those applied in the Union.
Coherence issues with Member States’ national rules and regulations

Only 25.16% of the respondents in the OPC agreed or strongly agreed with the statement that the level and scope of
governance and supervision of electronic trust services established under the eIDAS Regulation are adequate toensure
harmonisation at EU level. 28.93% agreed or strongly agreed with the statement that the assessment procedure for
becoming qualified was adequate.
326
Only 26% of respondents to the survey for supervisory bodies, conformity assessment bodies and accreditation
bodies agreed or strongly agreed with the statement that conformity assessment reports were of consistent quality and
were adequate.
327
Regulation (EU) No 575/2013 of the European Parliament and of the Council of 26 June 2013 on prudential
requirements for credit institutions and investment firms and amending Regulation (EU) No 648/2012
325
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In relation to trust services, the 3 main sources of incoherence have been identified between eIDAS and
national rules. The first stems from those provisions of eIDAS which allows for divergent approaches at
national level. While allowing for divergent approaches is not necessarily a problem, it is when it impacts on
the ability of eIDAS to deliver the harmonised approach necessary to enable trust in qualified trust services
and a level regulatory playing field. One such example is Article 24(1)(d) which allows for some Member
States to recognise certain identification methods (such as biometric verification) while others might
not. The second source of incoherence is the existence of national rules or regulatory practice which may
frustrate the operation of eIDAS. For example, a fiscal authority may only accept a qualified electronic
signature created with a signature creation device issued by a trust service provider established
in their own Member State. Finally, incoherence may arise from national rules which do not take full
advantage of eIDAS, such as public bodies creating their own instruments.
In relation to provisions of the eIDAS which explicitly allow for divergence, these could be reformulated in
order to either remove the scope for divergence or remove the impact of such divergence on the goals of
eIDAS. In relation to national rules or regulatory practice which may frustrate the operation of eIDAS, these
are not a problem of eIDAS itself. Often, these arise due to lack of awareness which can be remedied through
awareness raising at national level (for example, making regulatory bodies aware that if they accept qualified
trust services of national providers, they must also accept trust services of providers established in other EU
Member States). Similarly, Member States not taking full advantage of eIDAS is not something which can
be improved by eIDAS itself.
eIDAS and other instruments or actions at EU level
In relation to trust services, no significant coherence issues were noted between eIDAS and other
instruments and actions at EU level, and the eIDAS provisions related to trust services seem to fit
well into the wider regulatory framework at EU level.
Coherence with similar initiatives at Member State or international level
One issue which arose in the evaluation is the relationship between eIDAS and standard setting. In relation
to eIDs, the strategy of eIDAS and its implementing acts to have regard to existing standards but deviate
where appropriate seems sound. It allows for the framework to develop in a flexible and technologically
neutral way. However, regarding trust services, standards could be used to reduce the variability of
audits and conformity assessment reports. There could be a standard for accreditation of auditors.
These auditors could then apply best practice, which was based on “recognised sources”. Such recognised
sources could be standards developed by entities such as ETSI or ISO. The idea would be to ensure a
certain level of quality of audits, while retaining a degree of flexibility. It should be noted that ENISA
has made recommendations regarding standardisation for auditors.
Table 27 - Key recommendations to improve the coherence of trust services under eIDAS
Soft regulation
(complementing
existing legal
framework with
guidelines and
adoption/revision of
implementing acts)

•

Light modification of
the eIDAS Regulation

•

•

•

Fully exploit the possibilities for implementing acts under Ch III of eIDAS,
with a particular need in relation to Article 20(4)
Promote awareness among national regulatory and fiscal bodies, in order to
ensure the removal of rules at national level which frustrate eIDAS and
prevent it from achieving its full potential.

Amend definition of ‘qualified electronic signature’ to include a reference to
timestamping, in order to prevent the possibility of ‘self-dating’.
Remove the possibilities for divergences in the requirements for trust service
providers by reformulating certain provisions in such a way as to ensure a
harmonised approach across all Member States.
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Fundamental review of
the eIDAS Regulation

•
•

Consider the possibility of introducing an avenue for trust services from third
countries to become recognised as legally equivalent based on an
assessment of equivalence conducted by the Commission.
Introduce an obligation for web browsers gaining access to specific data
from EU users to use QWACs and comply with European standards (e.g.
public institutions at national and European level should be required to
protect their websites with QWACs).
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8.5
8.5.1

EU added value
eID

The eIDAS Regulation has created incentives for Member States to deploy an eID solution. Synergies with
other EU legislations should be carefully assessed to further incentivise Member States to digitalise
their services and address end-to-end citizen user journeys.
The added value of the eIDAS Regulation with regard to electronic identity is currently limited due to the
low coverage and low usage of the solution. It is therefore recommended to increase the scope from
notified to all eID schemes, to enable the issuance and exchange of verifiable claims, and to increase
efforts to raise awareness among citizens and business on the benefits of eID.
The eIDAS Regulation has not created a clear EU added value for other sectors transformed by digitalisation
due to the lack of coverage and fragmentation of access to the network for private relying parties.
Therefore, the portability of identity attributes should be fostered and a clear strategy for the
adoption of sector-specific attributes defined.
The needs originally identified for the creation of the eIDAS Regulation still remain. Repealing the eIDAS
Regulation would thus lead to another fragmentation and negative consequences on other
legislations and areas of the digital single market that rely on eIDAS, however, the replacement of the eIDAS
Regulation with another similar solution would probably not massively impact citizens and businesses. It is
possible to replace the current eIDAS set-up with an alternative system without disrupting citizens and
businesses as the actual usage is still low and alternative ways do exist.
Some adaptations to the regulatory framework could increase the EU added value of the eIDAS Regulation.
Recommendations include to integrate concepts of data minimisation and zero-knowledge claims,
to adopt sector-specific attributes to foster the reuse of eIDAS eID across all domains, to include trust
services for trusted entity to verify attributes, DLT node operators, identity hubs, etc., and to
clarify the commercial model and liability rules.
Table 28 - Key recommendations to improve the added-value of eID under eIDAS
Soft regulation
(complementing
existing legal
framework with
guidelines and
adoption/revision of
implementing acts)

•
•
•
•

•

Increase resources linked to communication around the possibility to use one’s
identity across borders thanks to eIDAS
Launch targeted communication toward service providers in order to increase
the number of connected services to the system
Pro-actively reach out to sectors to stimulate the scaling-up of the identity
ecosystem, by integrating more attribute providers to the network
Facilitate the adoption of sector-specific attributes to foster the reuse of eIDAS
eID across all domains. The system for the moment fails to provide a
foundational ID scheme to all citizens that would be convincing enough to
justify the phasing out of functional identity management systems by the
different domains
Clarify the commercial model and liability rules to foster the reuse of notified
eID schemes by private relying parties

Light modification of the
eIDAS Regulation

•

Improve the current implementation of the eIDAS network to integrate the
concepts of data minimisation and zero-knowledge claims in order to be aligned
with the requirements of the GDPR

Fundamental review of
the eIDAS Regulation

•
•

Extend the scope of eIDAS eID to the use by private relying parties
Extend the scope of eIDAS eID to the identification solutions provided by
private identity providers
Create a legal framework for the issuance and the exchange of verifiable claims
in order to accommodate the willingness of citizens to be more in control of
their personal data and support the development of new innovative business
model around the concept of digital identity

•
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•

8.5.2

Clarify how electronic identity from third countries could be recognised at the
EU level and benefit from the mutual recognition principle.

Trust services

The eIDAS Regulation has provided a common legal framework for the use of trust services, reducing
fragmentation of the market and fostering interoperability of the solutions. Repealing the eIDAS Regulation
would lead again to fragmentation and negative consequences on other legislations and areas of the digital
single market that rely on eIDAS. It is recommended to further address the remaining barriers to the
uptake of trust services resulting from national interpretation of the regulation and/or conflicting national
legal corpus.
The eIDAS Regulation has brought several benefits with regard to the various trust services. Public
administrations are able to modernise and digitalise large parts of services and evidence issuance thanks to
eSignature and eSeals. This supports administrative burden reduction and effectivity benefits. The
issuance of digital evidence based on eSeals currently strongly supports roll-out of OOP across Europe,
and the security of online public and private services improved with usage of website authentication.
To further increase the impact of the eIDAS Regulation on trust services, the recommendation is to adopt
a series of new trust services supporting the use cases that arise from the development of Distributed
Ledger Technology and blockchain technology.
Table 29 - Key recommendations to improve the added-value of trust services under eIDAS
Soft regulation
(complementing
existing legal
framework with
guidelines and
adoption/revision of
implementing acts)

•

Light modification of the
eIDAS Regulation

•

Further address the remaining barriers to the uptake of trust services resulting
from national interpretation of the regulation and/or conflicting national legal
corpus

Fundamental review of
the eIDAS Regulation

•

Introduce the necessary modifications to the legislation in order to support the
creation of portable verifiable claims
Inclusion of additional trust services, such as:
o
eID and authentication
o
provision of trusted attributes
o
delegated management of signature keys
o
eArchiving
o
operation of distributed ledgers storing electronic evidences
o
operation of identity hubs storing personal data of behalf of the
users

•

•

Explore more incentives for administration and businesses to use trust services
as default
Continue to promote the eIDAS model internationally to make it a recognised
standard
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9 Annexes
Annex A: Definitions of qualified trust services under the eIDAS Regulation
Table 30 – Definitions of the qualified trust services under the eIDAS Regulation
Definition laid
out in Article 3

Definition of qualified for each type of relevant trust service within the
scope of the Regulation

Article 3(12)

‘Qualified electronic signature’ means an advanced electronic signature
that is created by a qualified electronic signature creation device, and
which is based on a qualified certificate for electronic signatures’

Article 3(15)

‘Qualified certificate electronic signature’ means a certificate for
electronic signatures, that is issued by a qualified trust service provider
and meets the requirements laid out in Annex 1 of the Regulation

Article 3(17)

‘Qualified trust service’ means a trust service that meets the applicable
requirements laid down in the Regulation

Article 3(20)

‘qualified trust service provider’ means a trust service provider who
provides one or more qualified trust services and is granted the qualified
status by the supervisory body

Article 3(23)

‘Qualified electronic signature creation device’ means an electronic
signature creation device that meets the requirements laid down in
Annex II of the Regulation

Articles 29, 30,
31, 32, 33, 34

Article 3(27)

‘Qualified electronic seal’ means an advanced electronic seal, which is
created by a qualified electronic seal creation device, and that is based
on a qualified certificate for electronic seal

Article 38

Article 3(30)

‘Qualified certificate for electronic seal’ means a certificate for an
electronic seal, that is issued by a qualified trust service provider and
meets the requirements laid down in Annex III of the Regulation

Article 3(32)

‘Qualified electronic seal creation device’ means an electronic seal
creation device that meets mutatis mutandis the requirements laid down
in Annex II of the Regulation

Articles 39, 40

Article 3(34)

‘Qualified electronic time stamp’ means an electronic time stamp which
meets the requirements laid down in Article 42

Article 42

Article 3(37)

‘Qualified electronic registered delivery service’ means an electronic
registered delivery service which meets the requirements laid down in
Article 44 of the Regulation

Article 44

Article 3(39)

‘Qualified certificate for website authentication’ means a certificate for
website authentication, which is issued by a qualified trust service
provider and meets the requirements laid down in Annex IV of the
Regulation
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Annex B: Trust pyramid for eIDAS compliant trust services
Figure 26 - Trust pyramid for eIDAS compliant trust services 328

Based on ENISA Guidelines on supervision of qualified trust services, technical guidelines on trust services,
December 2017, page 24
328
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Annex C: Notified eID schemes
Table: Overview of pre-notified, peer-reviewed and notified eID schemes
Title

Memb
er
State

Title of the
scheme

eID means
under the
scheme

Level
of
assura
nce

Status

Date

OJEU

Eligibility criteria

Belgiu
meID

The
Kingdo
m of
Belgiu
m

Belgian eID
Scheme FAS
/ eCards

•

High

Notified

27 Dec
2018

2018/
C
464/08

Belgian national
over 12 years old,
or foreign citizen
in Belgium

Belgiu
mItsme

The
Kingdo
m of
Belgiu
m

Belgian eID
Scheme FAS
/ Itsme®

itsme®
mobile App

High

Notified

18 Dec
2019

2019/
C
425/06

Nationals and
residents in
Belgium over 18
years old who has
a Belgian eID

Croatia

Republ
ic of
Croatia

National
Identification
and
Authenticatio
n System
(NIAS)

Personal
Identity
Card (eOI)

High

Notified

07 Nov
2018

2018/
C
401/08

All Croatian
citizens can
request an eID
card regardless of
age and
regardless of their
residence

Czech
Republ
ic

Czech
Republ
ic

National
identification
scheme of
the Czech
Republic

CZ eID card

High

Notified

13 Sep
2019

2019/
C
309/09

All Czech citizens
can request an
eID card
regardless of age
and regardless of
their residence

Denma
rk

Kingdo
m of
Denma
rk

NemID

•

Key card
(OTP)
Mobile
app
Key
token
(OTP)
NemID
hardwar
e
Interacti
ve
Voice/Re
sponse
(OTP)
Magna
key card
(OTP)

Substa
ntial

Notified

8 Apr
2020

2020/
C
116/05

Everyone in
Denmark who is
over 15 years old
and has a CPRNumber is eligible
for a NemID that
can be used with
their bank as well
as public
institutions.
Anyone over 13
years old may use
a NemID for
internet banking.

ID card
RP card
Digi-ID
eResidenc
y DigiID
MobiilID
Diploma
tic

High

Notified

07 Nov
2018

2018/
C
401/08

Mandatory for
every citizen and
resident in
Estonia 329

•

•
•
•
•

•

Estonia

Republ
ic of
Estonia

•

•

•

329

Estonian
eID
scheme:
ID card
Estonian
eID
scheme:
RP card
Estonian
eID

•
•
•
•

•
•

Belgian
Citizen
eCard
Foreigne
r eCard

https://e-estonia.com/estonia-introduced-a-new-id-card/
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•

•

•

Germa
ny

scheme:
Digi-ID
Estonian
eID
scheme:
eResidency
Digi-ID
Estonian
eID
scheme:
Mobiil-ID
Estonian
eID
scheme:
diplomatic
identity
card

identity
card

Federa
l
Republ
ic of
Germa
ny

German eID
based on
Extended
Access
Control

•

High

Notified

26 Sep
2017

2017/
C
319/03

German nationals
at the age of 16
and older

Italy eID

Republ
ic of
Italy

Italian eID ba
sed on Nation
al ID card (CI
E)

Italian eID
card (Carta
di Identità
elettronica)

High

Notified

13 Sep
2019

2019/
C
309/09

All Italian citizens
can request an ID
card regardless of
age and
regardless of their
residence

Italy SPID

Republ
ic of
Italy

SPID – Public
System of Di
gital Identity

SPID eID
means
provided
by:
• Aruba
PEC SpA
• Namirial
SpA
• InfoCert
SpA
• In.Te.S.
A. SpA
• Poste
Italiane
SpA
• Register.
it SpA
• Sielte
SpA
• Telecom
Italia
Trust
Technolo
gies
S.r.l.

Low,
Substa
ntial,
High

Notified

10 Sep
2018

2018/
C
318/02
amend
ed by
2018/
C
344/09
,
2019/
C
309/09

To request and
obtain SPID
credentials, you
must be of legal
age 330

Latvia

Latvia

Latvian eID
scheme (eID)

•

eID
karte
eParakst
s karte
eParakst
s karte+

Substa
ntial,
High

Notified

18 Dec
2019

2019/
C
425/06

All Latvian citizens
can request an ID
card regardless of
age and
regardless of their
residence

•

•
•

330

National
Identity
Card
Electroni
c
Residenc
e Permit

https://www.spid.gov.it/richiedi-spid
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•

eParakst
s
Lithuani
an
National
Identity
card
(eID /
ATK)

Lithua
nia

Republ
ic of
Lithua
nia

Lithuanian
National
Identity card
(eID / ATK)

•

Notified

21 Aug
2020

2020/
C
276/02

Luxem
bourg

The
Grand
Duchy
of
Luxem
bourg

Luxembourg
national
identity card
(eID card)

Luxembour
g eID card

High

Notified

07 Nov
2018

2018/
C
401/08

All Luxembourg
citizens can
request an ID
card regardless of
age and
regardless of their
residence.
Mandatory from
the age of 15.

Portug
al Cartão
de
Cidadã
o

The
Portug
uese
Republ
ic

Cartão de
Cidadão

Portuguese
national
identity
card (eID
card)

High

Notified

28 Feb
2019

2019/
C
75/04

All Portuguese
citizens can
request an ID
card regardless of
age and
regardless of their
residence.

Portug
al Chave
Móvel
Digital

The
Portug
uese
Republ
ic

Chave Móvel
Digital

Digital
Mobile Key

High

Notified

8 Apr
2020

2020/
C
116/05

Any national or
foreign citizen can
activate the
Digital Mobile
Key, by
associating it to
their
correspondent
identification
document, i.e.
(Portuguese)
Citizen Card,
(Portuguese)
Identity
Document,
Passport,
Residence Permit,
Residence Card

Portug
al Sistem
a de
Certific
ação
de
Atribut
os
Profissi
onais

The
Portug
uese
Republ
ic

Sistema de
Certificação
de Atributos
Profissionais

Professional
Attributes
Certification
System

Prenotified

30 May
2018

Slovaki
a - eID
Schem
e

Slovak
Republ
ic

National
identity
scheme of
the Slovak
Republic

•

Notified

18 Dec
2019

2019/
C
425/06

All Slovakian
citizens and
foreigners living in
Slovakia can
request an eCard
regardless of age

•

Slovak
Citizen
eCard
Foreigne
r eCard

High
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Spain

The
Kingdo
m of
Spain

Documento
Nacional de
Identidad
electrónico
(DNIe)

Spanish ID
card (DNIe)

High

Notified

07 Nov
2018

2018/
C
401/08

The
Netherl
ands

The
Kingdo
m of
the
Netherl
ands

Trust
Framework
for Electronic
Identification
(Afsprakenste
lsel
Elektronische
Toegangsdien
sten)

Means
issued
under
eHerkennin
g (for
businesses)

Substa
ntial,
High

Notified

13 Sep
2019

2019/
C
309/09

The
Netherl
ands
(DigiD)

The
Kingdo
m of
the
Netherl
ands

DigiD

•

Notified

21 Aug
2020

2020/
C
276/02

The
United
Kingdo
m of
Great
Britain
and
Northe
rn
Ireland

GOV.UK
Verify

Notified

02 May
2019

2019/
C
150/06

The
United
Kingdo
m

DigiD
Substa
ntieel

•

DigiD
Hoog

•

•
•
•
•
•

GOV.UK
Verify
eID
means
provided
by:
Barclays
Experian
Post
Office
SecureId
entity
Digidenti
ty

Low,
Substa
ntial
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Annex D: Other, non-notified eID schemes
Please note that the list below is based on desk research and does not constitute an intention of notification
under eIDAS.
Table: Overview of non-notified eID schemes in EU Member States
Country

Name of the eID scheme

Type

Status

Austria

Health insurance card

Smartcard

In use

Mobile Phone Signature

Mobile

In use

Profession cards

Smartcard

In use

Bulgaria

National ID

Electronic Certificates

In development

Cyprus

ARIADNI

Login/Password

In use

National ID

Electronic Certificates

In development

FINeID

Electronic Certificates

In use

BankID

Multimeans

In use

Mobile ID

Mobile and Electronic Certificates

In use

France

FranceConnect

Login/Password

In use

Greece

ERMIS portal

Login/Password

In use

National ID

Smartcard

In development

Hungary

eSzemelyi

Smartcard

In use

Ireland

MyGovID

Login/Password

In use

Lithuania

National ID
Mobile ID

Smartcard

In use

Luxembourg

LuxTrust

Smartcard + Mobile

In use

Malta

National eID

Smartcard

In use

Login

Login/Password

In use

Netherlands

DigID

Login/Password

In use

Norway

Bank ID

Mobile

In use

Poland

National ID

Smartcard

In development

Romania

National ID

Smartcard

In development

Slovenia

National ID

Smartcard

In development

Mobile ID

Mobile

In development

Slovenian qualified certificates

Electronic Certificates

In use

Spain

Cl@ve

Mobile

In use

Sweden

Bank ID

Multimean

In use

AB Svenska Pass

Smartcard

In use

e-Legitimation (Telia)

Multimean

In use

Freja eID+

Mobile

In use

Finland
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Annex E: Evaluation Framework

A) Electronic identification
Evaluation Question331

Judgment criteria

Issues/ indicators to be analysed

The Regulation has ensured mutual
recognition and acceptance of notified eIDs

•
•

Availability of the eIDAS nodes
Availability of cross-border authentication on service providers
website

The Regulation has ensured interoperability
of eID (cross-border and cross-sector)

•
•

Governance model
Barriers to interoperability (technical, organisational…)

The Regulation has ensured usage of
notified eID by public and private sectors

•
•

Number of cross border authentications
Level of usage of eID by public and private relying parties
services

The Regulation has ensured maximum
reduction of administrative burden and
increase of quality of services

•
•

Decrease in processing time per public service using eID
Decrease in time, paperwork and hassle costs for public
services using eID
Decrease in time to complete business actions using eID
compared to paper alternatives increase in quality of services
using eID

The Regulation has ensured trust and
confidence in the legal certainty and
security of eID

•

Stakeholder views on legal certainty & security
coherence assessment

The Regulation has increased the
availability and takeup of cross-border and
cross-sector eID schemes

•

Number of eID schemes available cross-border before the
Regulation and now
Number of domestic users of eID schemes in the EU Member
States before the Regulation and now

The Regulation has stimulated the take up
of cross-border electronic transactions in
all sectors (public and private);

•

Ensure an optimal level and scope of
governance

•

Criterion: Effectiveness
To what extent has the Regulation met its
operational objectives?

To what extent has the Regulation met its
specific objectives?

•

•

•

Number and type of public services available for use by
nationals/businesses of other MSs (G2C, G2B or G2G)
Nature and quality of incentives introduced for the public and
private sector to reuse notified eIDs
Stakeholder view on the governance

331
Evaluation questions are not deemed to be “forward looking” and do not include questions with regards to future improvements or suggested changes.
Recommendations for change will be based on further stakeholder input and critical analysis of the evaluation by the study team.
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Evaluation Question331

Judgment criteria

Issues/ indicators to be analysed

Ensure that competitive market
developments are stimulated and that
technological developments
are not hindered in the market

•

Evidence (e.g. studies, stakeholder perception) that the
Regulation has not hindered technological development in any
way

Strengthen the competitiveness of the
European industry and services sector

•

International comparison of EU companies competitiveness

Ensure that all consumers can benefit from
the advantages of (cross-border) eID
services

•
•

% of citizens that are eligible to apply for a notified eID scheme
Number and type of public services available online for use by
nationals or residents of another EU Member State before the
Regulation and now (G2C) e.g. in (not exhaustive): taxation;
requesting/delivering official documentation;
residency/relocation services
barriers to the use of eID for cross-border public services
Level of usage of online public services by nationals or residents
of another EU Member State before the Regulation and now

•
To what extent has the Regulation met its
general objectives?

Where expectations have not been met,
which factors have hindered their
achievement?

The development of a Digital Single Market

•

Increase in online services since 2014 is due to the Regulation

Stimulating and strengthening sustainable
competition in the Digital Single Market

•

Market distortions or impact on competition

To promote the interest of consumers and
to ensure high level of consumer protection
for all EU citizens and businesses.

•

Stakeholder views on consumer protection

[No judgement criteria needed as this
section is descriptive]

•

Horizontal analysis across all questions on the factors affecting
the achievement of objectives including e.g.:
- External factors
- Legal barriers
- Operation or technological barriers
- Levels of awareness
- Trust and security concerns
- Non-availability or accessibility of services
- Lack of information
- Etc.

Identification of costs and benefits
generated by the Regulation

Costs:
MS authorities and node operators
• Number of full-time employees
• Annual administrative costs
• Initial and recurring technical costs
Identity providers
• Number of full-time employees

Criterion: Efficiency
Did the regulatory intervention create any
additional costs and benefits for the target
stakeholders?
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Evaluation Question331

Judgment criteria

Issues/ indicators to be analysed
• Annual administrative costs
• Initial and recurring technical costs
Service providers
• Number of full-time employees
• Annual administrative costs
Initial and recurring technical costs
Benefits:
MS authorities and node operators
• Administrative burden reduction due to common framework
• Other
Identity providers
• Increased market base
• Other
Service providers
• Increased market base
• Administrative burden reduction linked to:
o
Digitalisation of procedures
o
Possibility to identify remotely
o
Reduced control to verify data
o
Reduced security risks

How proportionate is the amount of costs
and benefits to cost and benefit items?
How are they broken down? How do they
compare across different stakeholder
groups?

The costs associated with the intervention
are proportionate to the benefits it has
generated

Quantification and comparison of:
• Recurring administrative costs
• Recurring technical costs
• Initial costs
• Benefits

To what extent have the aggregate costs of
the Regulation have been justified and
proportionate given the aggregate benefits
that were achieved?

The costs borne by the stakeholders were
affordable and justified

Quantification and comparison of market-aggregate costs and
benefits

Are there opportunities to simplify the
legislation or reduce unnecessary
regulatory costs without undermining the
intended objectives of the intervention?

The legislation cannot be simplified and
does not cause unnecessary regulatory
costs
The objectives of the Regulation could not
have been achieved at a lower cost

Identification of policy space for net-cost reductions

The original objectives are aligned with the
current needs

•

Original needs and objectives

•

Current consumer needs

Criterion: Relevance
To what extent do the initial objectives still
correspond to current needs and concerns?
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Evaluation Question331
In particular, how do they address
concerns about data protection and
security of some of the eIDs widely used
by citizens (e.g. login with social
networks/online platform accounts: e.g.
Facebook, LinkedIn, Google)?

To what extent do the solutions and
standards developed in relation with the
eIDAS Regulation address users’ needs?

To what extent are there adaptation
mechanisms in place to follow
technological, scientific and social
developments?

To what extent has sector-specific
legislation supported the development of
relevant (e.g. mobile) eID solutions and
what other areas should be covered?

To what extent have alternative solutions
been developed to address current needs,
in parallel with the mechanisms and
solutions foreseen by the eIDAS
Regulation?
What is the take-up of these alternative
solutions?

Judgment criteria

Issues/ indicators to be analysed
•

Current business needs

•

Technological developments affecting trust services

The original objectives are aligned with the
concerns about data protection and
security

•

Current consumer concerns

•

Current business concerns

The solutions and standards related to the
eIDAS Regulation are aligned with users’
needs

•

National and international standards developed in relation with
the eIDAS Regulation

•

Take-up of these standards at national and international level

•

Current needs of standard users

•

New technological innovations, trends and standards relevant
for fostering interoperability, transparency and user friendliness

•

Mechanisms to follow scientific developments

•

Mechanisms to follow social developments

•

Take-up and effectiveness of these adaptation mechanisms

Sector-specific legislation has supported
the development of relevant and tailored
eID solutions in the respective sectors

•

Sector-specific legislation relevant for eID services

•

Utilisation of eID services in different economic sectors

eID solutions are relevant for other areas
and sectors

•

Other non-covered areas and sectors that would need secure
and interoperable eID

Alternative solutions have been developed,
in parallel with the eIDAS solutions and
standards

•

Development and take-up of alternative solutions than those
foreseen by the eIDAS Regulation

•

Needs addressed by these alternative solutions

•

eIDAS Regulation provisions that limit the development and use
of alternative solutions

The Regulation is technology neutral and
Adaptation mechanisms to technological,
scientific and social developments exist

Does the eIDAS Regulation hamper their
use or does the prevalence of these
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Evaluation Question331

Judgment criteria

Issues/ indicators to be analysed

solutions hamper the acceptance and
implementation of eIDAS standards in any
way?

There is a relation between the take-up of
these solutions and the implementation of
the eIDAS Regulation and standards

•

Relation between the take-up of alternative solutions and the
acceptance and implementation of eIDAS standards

In particular, how does the Regulation
relate to the increasing use of online
services on mobile devices, and to the
development of solutions based on
Distributed Ledgers / Blockchain
technologies?

There is a relation between the eIDAS
Regulation and the increasing use of online
services on mobile devices

•

Take-up of online services on mobile devices

There is a relation between the eIDAS
Regulation and the increasing use of online
services on mobile devices and the
development of solutions based on
DLT/blockchain

•

Extent of use of eID on mobile devices

How does the Regulation support the
requirements for customer data portability
(for the purpose of Know-Your-Customer
and Customer Due Diligence requirements
under the Directive (EU) 2015/849 on the
prevention of the use of the financial
system for the purposes of money
laundering or terrorist financing) and the
emerging paradigm of full user control of
their personal data (as in the MyData
movement or the Decentralised Identity
Foundation)?

The Regulation supports the requirements
for customer data portability

•

Requirements for customer data portability (for KYC and due
diligence requirements under AMLD4)

•

Provisions of the eIDAS Regulation supporting customer data
portability

•

eID services supporting customer data portability requirements

•

Provision of the eIDAS Regulation enabling user control of their
personal data

•

eID solutions enabling user control of their personal data

How well adapted is the intervention to
subsequent technological or scientific
advances? What are the opportunities for
expanding the number of trust services
currently covered by the Regulation (by
e.g. blockchain, eArchiving, IoT) and for
extending eID services to the private
sector?

There are opportunities for extending eID
services to the private sector

•

Development of new technological solutions (by e.g. blockchain,
eArchiving, IoT) relevant for fostering secure, interoperable and
user-friendly electronic transactions

•

Current use of eID services in the private sector (e.g. in online
banking, eCommerce, transport, login to websites, safer
internet services)

•

Private sector areas that could benefit from eID services

•

Relevant Community actions with similar objectives

The Regulation enables user control of
their personal data

Criterion: Coherence
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Evaluation Question331

Judgment criteria

Issues/ indicators to be analysed

Are there overlaps or complementarities
between the eIDAS Regulation and any
other Community actions, which share
objectives?

It is ensured that any other Community
actions complement the provisions of the
eIDAS Regulation, and do not give rise to
overlapping requirements which may
present relevant stakeholders with a lack
of clarity about their rights or obligations.

•

Views of key stakeholders

Is there any issue of internal coherence of
the eIDAS Regulation (i.e. between the
various components of the eIDAS
Regulation)? Which corrective action is
advised?

It is ensured that the provisions of the
eIDAS Regulation itself are coherent, and
that there are no provisions that conflict or
contradict each other or render each other
impracticable.

•

Structured review of the eIDAS Regulation (including travaux
preparatoires where relevant to interpretation/understanding)
to identify coherence issues

Is there any issue of internal coherence
between the various Implementing Acts?
Which corrective action is advised (e.g.
update and/or complement existing
Implementing Acts)?

It is ensured that all the Implementing
Acts are complementary and do not give
rise to overlapping or contradictory
requirements.

•

Structured review of Implementing Acts

•

Assessment of need for corrective action

It is ensured that the Implementing Acts
reflect well their purpose as expressed in
the various provisions of the eIDAS.

•

Structured review of Implementing Acts

•

Assessment of need for corrective action

It is ensured that eIDAS Regulation is not
incoherent with any initiatives identified at
Member State or international level.

•

Existence of similar initiatives at national or international level.

•

Assessment of any provisions with a similar purpose or scope to
those in the eIDAS Regulation.

It is ensured that the eIDAS Regulation is
coherent with Member States’ rules and
regulations.

•

Existence of relevant rules and regulations at national level

•

Assessment of coherence of relevant rules at national level with
the relevant provisions of the eIDAS Regulation.

Need for corrective action

•

Assessment of need for corrective action and the type of
corrective action which may be appropriate

To what extent is the eIDAS Regulation
coherent with similar initiatives at Member
State or international level?

Are there coherence issues with relevant
Member States’ rules and regulations?
Which corrective actions can be advised,
e.g. adoption of secondary legislation,
more guidance from the Commission
and/or ENISA, including extending its role,
tighter cooperation between Supervisory
Bodies, more regular market analysis?
Criterion: EU added value
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Evaluation Question331

Judgment criteria

Issues/ indicators to be analysed

Is there additional value (at national,
European and international level) resulting
from the eIDAS Regulation, compared to
what could be achieved with similar
regulatory frameworks at national level?

It is ensured that the issues dealt with by
the eIDAS Regulation could not be better
achieved by regulatory action at national
level. The Regulation has additional value
at national, European and international
level

•

Role entrusted to national authorities and supervisory bodies by
the Regulation

•

Cross-border activities enabled by the Regulation

•

Use of cross-border eID

•

International aspects of the Regulation

•

National and international standards related to the Regulation

•

Some change since the eIDAS was introduced which alters the
conclusions regarding subsidiarity in recital 76.

•

Priorities of the Digital Single Market supported by the eIDAS
Regulation

•

Impact of eIDAS Regulation as potential enabler of the
Services Directive

•

Use of eID across sectors affected by digitalisation (e.g.
transport, health, taxation, justice)

•

Assessment of impact of eIDAS Regulation in related sectors

•

Potential for eIDAS Regulation to facilitate take up of smart
contracts across the EU

•

Impact of eIDAS Regulation as potential enabler of Council
Decision 2010/48/EC (concerning the conclusion, by the
European Community, of the United Nations Convention on the
Rights of Persons with Disabilities)

•

Original needs addressed by the Regulation

•

Current needs addressed by the Regulation

•

Effectiveness of the Regulation in achieving its objectives

•

Need for further action at EU level to address any of the issues
identified in evaluation criteria 1-4

•

Situation before the entry into force of the Regulation

•

Mechanisms established by the Regulation

•

Unaddressed issues if the Regulation was repealed

•

Impact of alternative regulatory options (e.g.
national/international)

Has the eIDAS Regulation added value /
reinforced other elements of the Digital
Single Market strategy and beyond, that is,
in other sectors being transformed by
digitalisation (such as transport, taxation,
health, justice etc.)?

To what extent do the issues addressed by
the eIDAS Regulation continue to require
action at EU level?

What would be the most likely
consequences of repealing the eIDAS
Regulation?

It is ensured that the eIDAS Regulation has
had a positive impact on other elements of
the Digital Single Market and sectors
affected by digitalisation

The persistence of issues addressed by the
eIDAS Regulation still requires action at EU
level

It is ensured that the repeal of the eIDAS
Regulation would have positive/negative
consequences

163

Final Report | Annexes

Evaluation Question331

Judgment criteria

Issues/ indicators to be analysed

Which recommendations can be made to
improve the EU added value?

Would a given measure /action improve
the EU added value of the Regulation?

•

Potential amendments to the Regulation to improve its EU
added value

•

Additional solutions and sectors that could be covered by the
Regulation

•

Various options available to ameliorate the application of the
eIDAS Regulation

•

How do they impact upon the various stakeholders, and on the
principle of subsidiarity
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B) Trust services
Evaluation Question332

Judgment criteria

Issues/ indicators to be analysed

The Regulation has increased the
availability of cross-border and crosssector trust services.

•

Number of eSignature service providers/solutions in the EU
(available for domestic use and cross-border use) before the
Regulation and now

•

Number of ERDS service providers/solutions in the EU
(available for domestic use and cross-border use) before the
Regulation and now

•

Number of eSeal service providers/solutions in the EU
(available for domestic use and cross-border use) before the
Regulation and now

•

Number of eTimestamp service providers/solutions in the EU
(available for domestic use and cross-border use) before the
Regulation and now

•

Number of WAC service providers/solutions in the EU (available
for domestic use and cross-border use) before the Regulation
and now

•

Reasons limiting the availability of trust services (if any)

•

Number of domestic users and cross-border users of eSignature
solutions before the Regulation and now

•

Number of domestic users and cross-border users of ERDS
solutions before the Regulation and now

•

Number of domestic users and cross-border users of eSeal
solutions before the Regulation and now

•

Number of domestic users and cross-border users of
eTimestamp, Signature solutions before the Regulation and now

•

Number of domestic users and cross-border users of WAC
solutions before the Regulation and now

•

Number and evolution of transactions based on trust services to
access national and cross-border public (at local, regional, and
national level of administration) and private services (notably in
the online banking, eCommerce, transports, login to websites
and safer internet services sectors)

Criterion: Effectiveness
To what extent has the Regulation met its
specific objective of increasing the
availability of trust services?

To what extent has the Regulation met its
specific objective of increasing the take-up
of trust services?

The Regulation has increased the takeup of
cross-border and cross-sector trust
services.

332
Evaluation questions are not deemed to be “forward looking” and do not include questions with regards to future improvements or suggested changes.
Recommendations for change will be based on further stakeholder input and critical analysis of the evaluation by the study team.
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Evaluation Question332

Judgment criteria

Issues/ indicators to be analysed
•

Reasons limiting the take-up of trust services (usage)

To what extent has the Regulation met its
specific objective of ensuring an optimal
level and scope of governance and
supervision of trust services?

The Regulation has ensured and optimal
level and scope of governance of Trust
Services in the EU, in particular, the
supervision model of trust services has
been effective

•

Stakeholder perception on the appropriateness and
effectiveness of the governance model put in place by the
Regulation

•

Identification of weaknesses in the governance model for trust
services

To what extent has the Regulation met its
specific objective of ensuring stimulation of
competitive market developments in the
trust services market?

The Regulation has stimulated competitive
market developments in the trust services
market

•

Reasons hampering the further development of trust services

•

Barriers to becoming a qualified service provider

To what extent has the Regulation met its
specific objective of not hindering
technological developments in the trust
services market?

Technological developments in trust
services have advanced since the
implementation of the Regulation

•

Evidence (e.g. studies, stakeholder perception) that the
Regulation has not hindered technological development of trust
services in any way

To what extent has the Regulation met its
specific objective of strengthening the
competitiveness of the European industry
and services sector?

The Regulation has strengthened the
competitiveness of the industry and
services sector through increased use of
trust services.

•

Number of businesses using trust services in their business
process (domestic and cross-border) before the Regulation and
now

•

Increase in market share of businesses using trust services
since the adoption of the Regulation

•

International comparison of EU companies competitiveness:
Stakeholder perception on the use of trust services to
strengthen the competitiveness of their business

•

Number of businesses using trust services in their business
process (domestic and cross-border) before the Regulation and
now

•

Increase in market share of businesses using trust services
since the adoption of the Regulation

•

Stakeholder perception on the use of trust services to
strengthen the competitiveness of their business

•

Mutual recognition of Trust Services is enforced

•

Decrease in processing time per public service using trust
services

•

Decrease in time required for administrative processes using
trust services

To what extent has the Regulation met its
specific objective of ensuring that all
consumers can benefit from the
advantages of trust services (social/digital
inclusion)?

To what extent has the Regulation met its
specific objective of contributing to
ensuring maximum reduction of
administrative burden thanks to the use of
trust services?

The Regulation has ensured that all
consumers in the EU can benefit from the
advantages of trust services.

The Regulation has reduced the
administrative burden for public
administrations using trust services.
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Evaluation Question332

Judgment criteria

Issues/ indicators to be analysed

The Regulation has reduced the
administrative burden for businesses using
trust services.

•

Decrease in time, paperwork and hassle costs for public
services using trust services

•

Decrease in time to complete business actions using trust
services compared to paper-based alternatives

•

Number and type of public services available online for use by
nationals or residents of another EU Member State before the
Regulation and now (G2C) e.g. in (not exhaustive): taxation;
requesting/delivering official documentation;
residency/relocation services

•

Number and type of public services available online for use by
businesses of another EU Member State before the Regulation
and now (G2B) e.g. (not exhaustive): Taxation; Procurement;
Requesting/delivering official documentation

•

Number and type of public services available online for use by
other public administrations of another EU Member State before
the Regulation and now (G2G) e.g. (not exhaustive):
Requesting/delivering official documentation; Information
sharing on residents, migrants, businesses, criminals etc.

•

Level of usage of online public services by nationals or residents
of another EU Member State before the Regulation and now

•

Existence of user-friendly trust service solutions on the market
before and after the Regulation

•

Level of satisfaction of users (and potential users) with trust
service solutions available on the market

To what extent has the Regulation met its
specific objective of contributing to
ensuring an increase of quality of services
thanks to the use of trust services?

The Regulation has increased the quality of
services provided by public administrations

To what extent has the Regulation met its
specific objective of contributing to
ensuring an increase of quality of business
processes thanks to the use of trust
services?

The Regulation has increased the quality of
business processes provided by businesses

Has the eIDAS Regulation increased crossborder use of public or private online
services?

Since the implementation of the
Regulation, there has been an increase in
the cross-border use of public online
services

Has the Regulation effectively fostered
trust services that meet users’
expectations and needs, e.g. by enabling
mobile-friendly solutions? Are the trust
services user-friendly?

The Regulation has fostered trust services
that meet users’ expectations and needs

To what extent has the Regulation met its
operational objective of interoperability of
trust services across borders?

The Regulation has increased
interoperability of trust services in the EU
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Evaluation Question332

Judgment criteria

Issues/ indicators to be analysed

To what extent has the Regulation met its
operational objective of ensuring trust and
confidence in the security of trust services?

The Regulation has positively impacted
trust and confidence in the security of trust
services

To what extent has the Regulation met its
operational objective of ensuring trust and
confidence in the legal certainty of trust
services?

The Regulation has positively impacted
trust and confidence in the legal certainty
of trust services

Where expectations have not been met,
which factors have hindered their
achievement?

[No judgement criteria needed as this
section is descriptive]

•

Identification of costs and benefits
generated by the Regulation

Bodies (AC, CAB, SB)
• Administrative burden reduction due to common framework
• Other
Qualified trust service providers
• Reduction of legal advice costs related to cross-border operation
• Qualified status:
o
Increased security
o
Signalling effect
o
Compliance with public sector requirements (e.g.
tendering)
• Reduction of administrative burden linked to
o
Digitalisation of procedures
o
Interoperability
o
Controls of authenticity
• Market benefits:
o
Added revenue
o
Increased market base
Non-qualified trust service providers
• Reduction of legal advice costs related to cross-border operation
• Reduction of administrative burden linked to
o
Digitalisation of procedures
o
Interoperability
o
Controls of authenticity
• Market benefits:

Horizontal analysis across all questions on the factors affecting
the achievement of objectives including e.g.:
- External factors
- Legal barriers
- Operation or technological barriers
- Levels of awareness
- Trust and security concerns
- Non-availability or accessibility of services
- Lack of information
- Etc.

Criterion: Efficiency
Did the regulatory intervention create any
additional costs and benefits for the target
stakeholders?
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Evaluation Question332

Judgment criteria

Issues/ indicators to be analysed

•

o
Added revenue
o
Increased market base
Reduction of compliance costs

How proportionate is the amount of costs
and benefits to cost and benefit items?
How are they broken down? How do they
compare across different stakeholder
groups?

The costs associated with the intervention
are proportionate to the benefits it has
generated

Quantification and comparison of:
• Recurring administrative costs
• Recurring technical costs
• Initial costs
• Benefits

To what extent have the aggregate costs of
the Regulation have been justified and
proportionate given the aggregate benefits
that were achieved?

The costs borne by the stakeholders were
affordable and justified

Quantification and comparison of market-aggregate costs and
benefits

Are there opportunities to simplify the
legislation or reduce unnecessary
regulatory costs without undermining the
intended objectives of the intervention?

The legislation cannot be simplified and
does not cause unnecessary regulatory
costs
The objectives of the Regulation could not
have been achieved at a lower cost

Identification of policy space for net-cost reductions

The original objectives are aligned with the
current needs

•

Original needs and objectives

•

Current consumer needs

•

Current business needs

•

Technological developments affecting trust services

The original objectives are aligned with the
concerns about data protection and
security

•

Current consumer concerns

•

Current business concerns

The solutions and standards related to the
eIDAS Regulation are aligned with users’
needs

•

National and international standards developed in relation with
the eIDAS Regulation

•

Take-up of these standards at national and international level

•

Current needs of standard users

•

New technological innovations, trends and standards relevant
for fostering interoperability, transparency and user friendliness

•

Mechanisms to follow scientific developments

Criterion: Relevance
To what extent do the initial objectives still
correspond to current needs and concerns?

To what extent do the solutions and
standards developed in relation with the
eIDAS Regulation address users’ needs?

To what extent are there adaptation
mechanisms in place to follow

The Regulation is technology neutral and
Adaptation mechanisms to technological,
scientific and social developments exist
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Evaluation Question332

Judgment criteria

Issues/ indicators to be analysed

technological, scientific and social
developments?

•

Mechanisms to follow social developments

•

Take-up and effectiveness of these adaptation mechanisms

•

Sector-specific legislation relevant for trust services

•

Utilisation of trust services in different economic sectors

•

Development and use of sector-specific trust services
(especially for online banking, eCommerce, transport, login to
websites, safer internet services)

Trust service solutions are relevant for
other areas and sectors

•

Other non-covered areas and sectors that would need secure
and interoperable electronic transactions

To what extent have alternative solutions
been developed to address current needs,
in parallel with the mechanisms and
solutions foreseen by the eIDAS
Regulation?
What is the take-up of these alternative
solutions?

Alternative solutions have been developed,
in parallel with the eIDAS solutions and
standards

•

Development and take-up of alternative solutions than those
foreseen by the eIDAS Regulation

•

Needs addressed by these alternative solutions

Does the eIDAS Regulation hamper their
use or does the prevalence of these
solutions hamper the acceptance and
implementation of eIDAS standards in any
way?

There is a relation between the take-up of
these solutions and the implementation of
the eIDAS Regulation and standards

•

eIDAS Regulation provisions that limit the development and use
of alternative solutions

•

Relation between the take-up of alternative solutions and the
acceptance and implementation of eIDAS standards

In particular, how does the Regulation
relate to the increasing use of online
services on mobile devices, and to the
development of solutions based on
Distributed Ledgers / Blockchain
technologies?

There is a relation between the eIDAS
Regulation and the increasing use of online
services on mobile devices

•

Take-up of online services on mobile devices

There is a relation between the eIDAS
Regulation and the increasing use of online
services on mobile devices and the
development of solutions based on
DLT/blockchain

•

Extent of use of trust services on mobile devices

•

Development and take-up of trust solutions based on
DLT/blockchain

How does the Regulation support the
requirements for customer data portability

The Regulation supports the requirements
for customer data portability

•

Requirements for customer data portability (for KYC and due
diligence requirements under AMLD4)

To what extent has sector-specific
legislation supported the development of
relevant (e.g. mobile) trust service
solutions and what other areas should be
covered?

Sector-specific legislation has supported
the development of relevant and tailored
trust solutions in the respective sectors
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Evaluation Question332
(for the purpose of Know-Your-Customer
and Customer Due Diligence requirements
under the Directive (EU) 2015/849 on the
prevention of the use of the financial
system for the purposes of money
laundering or terrorist financing) and the
emerging paradigm of full user control of
their personal data (as in the MyData
movement or the Decentralised Identity
Foundation)?

Judgment criteria

Issues/ indicators to be analysed
•

Provisions of the eIDAS Regulation supporting customer data
portability

•

Trust services supporting customer data portability
requirements

The Regulation enables user control of
their personal data
The Regulation enables user control of
their personal data

•

Provision of the eIDAS Regulation enabling user control of their
personal data

•

Trust service solutions enabling user control of their personal
data

There are opportunities for expanding the
number of trust services

•

Development of new technological solutions (by e.g. blockchain,
eArchiving, IoT) relevant for fostering secure, interoperable and
user-friendly electronic transactions

Are there overlaps or complementarities
between the eIDAS Regulation and any
other Community actions, which share
objectives?

It is ensured that any other Community
actions complement the provisions of the
eIDAS Regulation, and do not give rise to
overlapping requirements which may
present relevant stakeholders with a lack
of clarity about their rights or obligations.

•

Relevant Community actions with similar objectives

•

Views of key stakeholders

Is there any issue of internal coherence of
the eIDAS Regulation (i.e. between the
various components of the eIDAS
Regulation)? Which corrective action is
advised?

It is ensured that the provisions of the
eIDAS Regulation itself are coherent, and
that there are no provisions that conflict or
contradict each other or render each other
impracticable.

•

Structured review of the eIDAS Regulation (including travaux
preparatoires where relevant to interpretation/understanding)
to identify coherence issues

Is there any issue of internal coherence
between the various Implementing Acts?
Which corrective action is advised (e.g.
update and/or complement existing
Implementing Acts)?

It is ensured that all the Implementing
Acts are complementary and do not give
rise to overlapping or contradictory
requirements.

•

Structured review of Implementing Acts

•

Assessment of need for corrective action

How well adapted is the intervention to
subsequent technological or scientific
advances? What are the opportunities for
expanding the number of trust services
currently covered by the Regulation (by
e.g. blockchain, eArchiving, IoT) and for
extending eID services to the private
sector?
Criterion: Coherence
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Evaluation Question332

To what extent is the eIDAS Regulation
coherent with similar initiatives at Member
State or international level?

Are there coherence issues with relevant
Member States’ rules and regulations?
Which corrective actions can be advised,
e.g. adoption of secondary legislation,
more guidance from the Commission
and/or ENISA, including extending its role,
tighter cooperation between Supervisory
Bodies, more regular market analysis?

Judgment criteria

Issues/ indicators to be analysed

It is ensured that the Implementing Acts
reflect well their purpose as expressed in
the various provisions of the eIDAS.

•

Structured review of Implementing Acts

•

Assessment of need for corrective action

It is ensured that eIDAS Regulation is not
incoherent with any initiatives identified at
Member State or international level.

•

Existence of similar initiatives at national or international level.

•

Assessment of any provisions with a similar purpose or scope to
those in the eIDAS Regulation.

It is ensured that the eIDAS Regulation is
coherent with Member States’ rules and
regulations.

•

Existence of relevant rules and regulations at national level

•

Assessment of coherence of relevant rules at national level with
the relevant provisions of the eIDAS Regulation.

Need for corrective action

•

Assessment of need for corrective action and the type of
corrective action which may be appropriate

It is ensured that the issues dealt with by
the eIDAS Regulation could not be better
achieved by regulatory action at national
level. The Regulation has additional value
at national, European and international
level

•

Role entrusted to national authorities and supervisory bodies by
the Regulation

•

Cross-border activities enabled by the Regulation

•

Use of cross-border trust services

•

International aspects of the Regulation

•

National and international standards related to the Regulation

Criterion: EU added value
Is there additional value (at national,
European and international level) resulting
from the eIDAS Regulation, compared to
what could be achieved with similar
regulatory frameworks at national level?

Is there additional value (at national,
European and international level) resulting
from the eIDAS Regulation, compared to
what could be achieved with similar
regulatory frameworks at national level?

It is ensured that the issues dealt with by
the eIDAS Regulation could not be better
achieved by regulatory action at national
level. The Regulation has additional value
at national, European and international
level

•

Some change since the eIDAS was introduced which alters the
conclusions regarding subsidiarity in recital 76.

Has the eIDAS Regulation added value /
reinforced other elements of the Digital

It is ensured that the eIDAS Regulation has
had a positive impact on other elements of

•

Priorities of the Digital Single Market supported by the eIDAS
Regulation

172

Final Report | Annexes

Evaluation Question332

Judgment criteria

Issues/ indicators to be analysed

Single Market strategy and beyond, that is,
in other sectors being transformed by
digitalisation (such as transport, taxation,
health, justice etc.)?

the Digital Single Market and sectors
affected by digitalisation

•

Impact of eIDAS Regulation as potential enabler of the
Services Directive

•

Use of trust services across sectors affected by digitalisation
(e.g. transport, health, taxation, justice)

•

Assessment of impact of eIDAS Regulation in related sectors

It is ensured that the eIDAS Regulation has
had a positive impact on other elements of
the Digital Single Market and sectors
affected by digitalisation

•

Potential for eIDAS Regulation to facilitate take up of smart
contracts across the EU

•

Impact of eIDAS Regulation as potential enabler of Council
Decision 2010/48/EC (concerning the conclusion, by the
European Community, of the United Nations Convention on the
Rights of Persons with Disabilities)

The persistence of issues addressed by the
eIDAS Regulation still requires action at EU
level

•

Original needs addressed by the Regulation

•

Current needs addressed by the Regulation

•

Effectiveness of the Regulation in achieving its objectives

•

Need for further action at EU level to address any of the issues
identified in evaluation criteria 1-4

•

Situation before the entry into force of the Regulation

•

Mechanisms established by the Regulation

•

Unaddressed issues if the Regulation was repealed

•

Impact of alternative regulatory options (e.g.
national/international)

•

Impact of pure self-regulation on trust services

•

Potential amendments to the Regulation to improve its EU
added value

•

Additional solutions and sectors that could be covered by the
Regulation

•

Various options available to ameliorate the application of the
eIDAS Regulation

•

How do they impact upon the various stakeholders, and on the
principle of subsidiarity

To what extent do the issues addressed by
the eIDAS Regulation continue to require
action at EU level?

What would be the most likely
consequences of repealing the eIDAS
Regulation?

Which recommendations can be made to
improve the EU added value?

It is ensured that the repeal of the eIDAS
Regulation would have positive/negative
consequences

Would a given measure /action improve
the EU added value of the Regulation?
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Annex F: Stakeholder mapping and categorisation
Figure 27 - Stakeholder mapping and ecosystem overview

Figure 28 – Categorisation of stakeholders
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Annex G: CBA - detailed methodology
Phase I – Inception of the CBA
Within this first and critical phase of the analysis, a preliminary desk research was conducted in order to
identify and define critical core provisions in the eIDAS Regulation - and the related processes - which foresee
a duty or a requirement for the stakeholders in scope of our analysis.
One of the most important findings of this preliminary desk research was the fact that the eIDAS Regulation
disciplines both the use of eID schemes and Trust Services within the EU and the UK. These two aspects
need to be treated separately as they entail different stakeholders, so that we distinguish between the two
eIDAS operations.
The Regulation itself establishes directly and indirectly duties, responsibilities and standards to be met by
these entities thus generating different costs and benefits for each one of the stakeholders. Crucially, the
scope of our analysis is limited to the costs/benefits that are to be attributed to the Regulation, thus mainly
related to cross-border interoperability and market effects on top of programs, policies or provisions at
national level. In fact, the latter costs and benefits would exist regardless of the eIDAS Regulation and,
therefore, are not taken into account for the purpose of this analysis.
Preliminary mapping
Taking into consideration the above, the initial desk research led to a preliminary mapping (displayed in the
table below) of relevant stakeholders, underlining their relevance in the Regulation as well as potential cost
and benefit items.
Table 31 - Preliminary mapping of relevant stakeholders
eIDAS
operation

Stakeholde
r

Relevance

Costs/benefits in scope

Electronic
Identifica
tion

National
policymaker
s (Member
states and
country
nodes)

Member States
representatives
Responsible for the
administrative
implementation and
compliance of the
regulation:
● Article 7 eligibility for
notification
● Article 9 notification
● Article 10 security
breach
● Article 11 liability
● Article 12 cooperation
and interoperability
MS node operators
MS node operators are the
channel (physical and
technical implementation)
through which
interoperability of national
system occurs:
● Article 6 mutual
recognition
● Article 7 eligibility for
notification
● Article 12 cooperation
and interoperability

Costs for Member States representatives
● Cost of the notification procedure of the eID scheme
(including pre-notification activities)
● Costs to prepare for the peer review of the eID
scheme
● Costs incurred in participating to a peer review (as
coordinator, rapporteur, active participant or
observer)
● Costs entailed by the activities of coordination and
communication with other Member States
● Cost due to the adaptation of national regulatory
framework to eIDAS (if relevant)
● Costs due to liability in case of damages caused by
non-compliance to eIDAS Regulation
Costs for MS node operators
● Setup and recurring costs of the node (both
administrative and operational costs)
● Costs due to the mutual recognition of other node
operators
● Coordination costs with other node operators
Benefits
● Increased efficiency in the implementation process of
new technologies resulting in administrative cost
savings through a cross-border usage of eIDs and
exchange of information and best practices
● Benefits for end-users (physical and legal persons)
through the exploitation of eIDAS schemes and
services

eID
providers
(and

eID providers provide eIDs
to end-users (physical and
legal persons):

Costs
● Costs related to the notification procedure
● Costs related to the peer review
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Attribute
providers)
(either
Public or
Private)

Trust
Services

●
●
●

Article 7 eligibility
for notification
Article 8 assurance
levels
Article 11 liability

● Costs due to the connection to the node operator
● Costs incurred by the provider to meet requested
assurance level
● Costs related to the responsibility of the eID provider
in case of security breach or non-compliance with
regulation
● Potential revenues in the future
Benefits
● The first significant benefit results from the
reputational value associated with recognised
compliance with the high standards of EU Regulation,
which increases the strength of a private provider on
the market with potential benefits in terms of
revenues and access to capital markets.
● The fact that eIDAS requirements partially overlap
with other regulatory requirements, and in particular
with money laundry provisions, generates
administrative cost-savings.
● Finally, some eID providers discount the future
possibility of monetising the identification process in
the future.

Service
providers

Service providers provide
services to end-users who
possess an eID:
●
Article 7 eligibility
for notification
●
Article 8 assurance
levels
●
Article 11 liability

Costs
● Costs of adaptation to non-national eIDs
● Costs to connect the public service to the node
● Benefits due to greater security of access to services
● Benefits due to the provision of the service (private or
public) to a greater number of users
● Benefits due to the provision of the service in other
EU countries
● Benefits due to a reduced front-desk costs
● Benefits due to the creation of a larger market for the
service provider
● Benefits created for the end-users utilizing the service
(i.e. due to the reduction of the administrative
burden)
Benefits
● Larger market base provided by cross-border use:
more users can access digital services from abroad
● Administrative savings are generated by the reduced
front-desk costs for service providers, which is also
reflected in time-saving for end-users (both in terms
of the process to acquire an additional ID in another
country and the need to be present physically)
● Increased security standards, particularly in the
countries that lagged further behind as compared to
the EU average

Qualified
TSP

A qualified TSP is a market
actor who obtained a
“qualified” status under the
regulation:
●
Article 13 liability
●
Article 19 security
requirements
●
Article 20
supervision
●
Article 23 trust
mark
●
Article 24
requirements

Costs
● Costs incurred by the company to be compliant with
prerequisites for the Qualified status
● Administrative burden due to the procedure of
qualification (pre- and recurring)
● Costs due to the audits by the Supervisory body and
of the assessment body
● Costs due to the notification procedures in case of
security breaches (to supervisory authorities and
users)
● Administrative burden due to periodic information
exchange with supervisory authorities
● Incremental revenues due to the provision of trust
services in other EU countries
● Incremental revenues due to the possibility for the
company to access use-cases where only qualified
trust services are allowed
● Reduced costs due to the mutual recognition of trust
services cross-country
● Increase of market competition and effect on quality
and price of trust services
Benefits
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● Incremental revenues due to the provision of trust
services in other EU countries and therefore a larger
market base.
● Compliance with the basic requirements of the high
standards of Regulation increases the reputation of
trust service providers on the market with potential
benefits in terms of revenues and access to capital
markets.
● Incremental revenues due to the possibility for a
company to access use-cases where only qualified
trust services are allowed.
● Several national and local administrations in the EU
require companies to make use of qualified services
(e.g. time stamps) for a series of activities, such as
public tendering processes, whose demand is
therefore greater.
NonQualified
TSP

A non-qualified TSP is a
market actor providing
different kinds of trust
services to end users:
●
Article 13 liability
●
Article 19 security
requirements

Costs
● Costs due to technical prerequisites to provide trust
services (substantive costs and administrative
burden)
● Liability costs in case of damage caused by noncompliance to eIDAS Regulation
● Costs due to the notification procedures in case of
security breaches (to supervisory authorities and
users)
● Incremental revenues due to the provision of trust
services in other EU countries
● Reduced costs due to the mutual recognition of trust
services cross-country
● Increase of market competition and effect on quality
and price of trust services
Benefits
• Incremental revenues due to the provision of trust
services in other EU countries and therefore a larger
market base.
• Compliance with the basic requirements of the high
standards of Regulation increases the reputation of
trust service providers on the market with potential
benefits in terms of revenues and access to capital
markets.

Accreditatio
n,
Conformity
Assessment,
and
Supervisory
Bodies (AB,
CAB, and
SB)

Supervisory bodies are
responsible for ensuring
that trust services are
delivered in compliance with
the Regulation:
●
Article 17
supervisory body
●
Article 18 mutual
assistance
●
Article 19 security
requirements
●
Article 20
supervision

Costs
● Enforcement costs (analysing conformity assessment
reports, carrying out audits, granting or withdrawing
qualified status, requiring (Q)TSP to remedy failures)
● Administrative costs (informing national body
responsible for trusted lists, reporting to European
Commission, informing Data Protection Authorities,
etc.)
● Costs and benefits entailed by the mutual assistance
Benefits
● The mutual exchange of comparable information
between bodies of different countries makes the
inspection, qualification, and assessment procedures
faster and cheaper.
● Trust service providers that undergo a procedure in
one country do not have to repeat it in other
countries where the Regulation applies, so that the
duplication of activities is averted.
● Mutual learning between bodies increases efficiency
and enforcements capabilities.

Classification of cost and benefit items
Following the identification and mapping of the relevant stakeholders, the next step was the
operationalization of costs and benefits for the purpose of their quantification and monetization.
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More specifically, each one of the identified costs and benefits has been classified according to the taxonomy
provided by the Better Regulation Toolbox #58 333 and adapted to the feedback collected from the strategic
interviews with the relevant stakeholders.
The table below illustrates the classification, which served as the operational basis for the data collection.
Table 32 - Classification of cost and benefit items
eIDAS
operation
Electron

Stakehold
er
National

ic

authorities

Identific

and eIDAS

ation

node
operators

eID
providers

Service
providers

333

Costs

Benefits

•

Initial and recurring
administrative costs

National authorities and eIDAS node operators often do not

•

Recurring
costs

collected as total estimates, with qualitative insights to justify

•

In addition to the
above, in order for
national authorities
and
eIDAS
node
operators to properly
perform their tasks
and responsibilities,
they have to dedicate
a specific number of
employees (in fulltime equivalents) to
deal
with
the
activities generated
by
the
eIDAS
Regulation.

technical

experience direct, clearly identifiable benefits, so that these are
them.
Specifically, the main benefits for national authorities and eIDAS
node operators are the ones generated for the citizens/end-users
(physical and legal persons) through the exploitation of eIDAS
schemes and services.

•

Initial and recurring
administrative costs

Direct benefits for public eID providers, the benefits are – at the

•

Recurring
costs

(see above).

•

In addition to the
above, in order for
eID
providers
to
properly
perform
their
tasks
and
responsibilities, they
have to dedicate a
specific number of
employees (in fulltime equivalents) to
deal
with
the
activities generated
by
the
eIDAS
Regulation.

•

technical

Initial costs to set up
the connection to
your Country node
(including
administrative costs)

moment – none. Indirect benefits are generated for end-users

Potentially, the main benefits for eID providers would be the
revenues from the provision of eID services to private service
providers.

The benefits for eID service providers are mainly linked to the
possibilities of the larger market base provided by cross-border
use: more users can access their digital services. Specifically:
•

Larger market base provided by cross-border use: more users
can access digital services from abroad.

https://ec.europa.eu/info/sites/info/files/file_import/better-regulation-toolbox-58_en_0.pdf
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•

Trust
Services

Qualified

•

TSP

•

Non-

Conformity

•

Initial and recurring
administrative costs

•

In addition to the
above, in order for
AB, SB and CAB to
properly
perform
their
tasks
and
responsibilities, they
have to dedicate a
specific number of
employees (in fulltime equivalents) to
deal
with
the
activities generated
by
the
eIDAS
Regulation.

Assessmen
t,

and

Supervisor
y
(AB,

Recurring costs Overall
yearly
estimate
of
the
recurring extra-costs
compliant with the
eIDAS
Recurring costs Overall
yearly
estimate
of
the
recurring extra-costs
compliant with the
eIDAS

TSP

n,

Total
costs
of
qualification
(costs
incurred in order to
qualify, be granted,
and maintain the
status of qualified
trust
service
provider, according
to
the
eIDAS
Regulation)

•

Qualified

Accreditatio

Recurring total costs
for the connection to
the Country node

Bodies
CAB,

and SB)

•

Administrative savings are generated by the reduced frontdesk costs for service providers, which is also reflected in
time-saving for end-users (both in terms of the process to
acquire an additional ID in another country and the need to
be present physically).

•

Increased security standards, particularly in the countries
that lagged further behind as compared to the EU average.

The main benefits for Qualified and Non-Qualified TSP are:
•

Incremental revenues due to the provision of trust services in
other EU countries and therefore a larger market base.

•

Compliance with the basic requirements of the high standards
of Regulation increases the reputation of trust service
providers on the market with potential benefits in terms of
revenues and access to capital markets.

Additionally, for the Q TSP and resulting from the qualification
process, the following benefits are also present:
•

Incremental revenues due to the possibility for a company to
access use-cases where only qualified trust services are
allowed.

•

Several national and local administrations in the EU require
companies to make use of qualified services (e.g. time
stamps) for a series of activities, such as public tendering
processes, whose demand is therefore greater.

The main benefits for AB, SB and CAN are:
•

The mutual exchange of comparable information between
bodies of different countries makes the inspection,
qualification, and assessment procedures faster and cheaper.

•

Trust service providers that undergo a procedure in one
country do not have to repeat it in other countries where the
Regulation applies, so that the duplication of activities is
averted.

•

Mutual learning between bodies increases efficiency and
enforcements capabilities.

Phase II – Data collection
Phase II of the CBA methodology consisted of the collection of the necessary data for the cost-benefit
analysis. The data collection process allowed to refine the operationalisation of costs and benefits, as the
data collection proceeded. The different research tools contributed to the data collection as follows:
•

Desk research. The preliminary desk research, updated throughout the entire study, led to the
identification of existing secondary sources of data and information to perform the CBA. The sources
identified include databases, academic research, reports, and other documents published by the
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Commission and by relevant international organisations and research institutions, as detailed in
section 5.3.1 and previous sections.
•

Strategic interviews. The aim of the strategic interviews was twofold: on the one hand, they helped
in understanding the expectations of the policy makers from the assignment and, on the other, they
supported the refinement of the team’s understanding of the context and the issues related to
quantification. For more information, refer to section 5.3.2.

•

Open Public Consultation. The Open Public Consultation (OPC) was useful to refine the
understanding of the main cost and benefit concerns of relevant stakeholders, according to their direct
experience with eIDAS-related services. For more information, refer to section 5.3.3.

•

Surveys. The online surveys were key in the data collection process, as they allowed to expand the
sample of consulted stakeholders. This allowed to collect a relatively large amount of data, albeit some
limitations persisted. For more information, refer to section 5.3.4.

•

Targeted interviews. Along with the online surveys, strategic and more focused interviews with key
stakeholders were also implemented. The main aim of these interviews was to collect quantitative data
for the development of the cost-benefit analysis, based on a structured questionnaire developed
beforehand. Due to the complexity of the quantification process, the questionnaire was also shared
beforehand with the interviewees in order to allow them to acquire the required data and, therefore,
maximize the effectiveness of the interviews. Along with the quantitative data, the interviews aimed to
facilitate the collection of qualitative data, mostly regarding the stakeholders’ critical views on whether
there are incentives for the private sector to use eIDAS notified eID schemes and their suggestions on
the areas of improvement of eIDAS Regulation. For more information, refer to section 5.3.2.

•

Workshops. The main aim of the workshops implemented within January 2020 was to collect the
views and feedback from Member States, private sector and academia. For more information, refer to
5.3.6

It is key to specify that the stakeholder selection has been elaborated to build a representative sample of
the entire eIDAS stakeholders, cutting through different geographical areas and country sizes in the 31
countries under analysis. The sample of quantitative data was extended to 124 stakeholder responses
collected through the in-depth interviews and survey. Nevertheless, only 643 responses, equal to 51.6%
ofto little more than 50% of the sample, were containing numerical values that have been used for the final
estimates. Therefore, the representativeness of the data is constrained and the figures should be regarded
as indicative only. In particular, respondents found it particularly difficult to estimate the direct benefits of
the Regulation, for which a quantification was only possible for trust service providers.A final breakdown of
the sample and data collected is summarised in table below, thereby providing an indication of the reliability
of the estimations, whereas a more detailed discussion is presented in section 7.2 of the report.
Table 33 - Results of the data collection
Stakeholder group

Survey

Targeted interviews

Total sample

Data provided

National authorities and
eIDAS node operators

19

6

25

10

eID providers

4

5

9

4

Service Providers

4

3

7

3

AB, SB, CAB

34

6

40

23

TSP (Q and non-Q)

36

7

43

24

TOT.

97

27

124

64

180
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Phase III – Data elaboration and analysis
Phase III refers to the actual quantification of the costs and benefits, based on the elaborated mapping and
classification (Phase I), and subsequent data collection (Phase II), and to the elaboration and analysis of the
qualitative information collected. As a preliminary step to the calculation, the research team identified
possible missing data points, filling the gaps with additional targeted interviews, publicly available data and
data manipulation based on the collected data. As a second step, in order to assess the EU-level effects of
eIDAS, the micro-level data collection needed to be normalised and projected to the entire market.
The micro-level data captured via the interviews and surveys are first combined to obtain the costs and
benefits for the average organisation, one for each stakeholder type. Given the assumed representativeness
of the sample, the main output indicators are the averages per organisation. The number of FTEs and the
different types of costs are used to better understand scale of different costs and benefits related to eIDAS
activities and eventually provide additional adjustments to the final estimates.
Then, the average figures are multiplied to reflect the macro-level, that is the market sector as whole for
each stakeholder type. More specifically, the average values are multiplied by the number of stakeholders
for each stakeholder type. Assuming that fixed-costs represent the main burden, as suggested by the
consultation activities, this should provide an estimate of the EU-wide costs and benefits within an acceptable
margin of error. This multiplication aims to provide an estimation of the costs and benefits of an organisation
on average and hence allow an estimation of the total costs and benefits and estimate the net benefit.
Finally, the macro-level costs for different stakeholder types are combined, resulting in the estimation of the
total costs and benefits. It should be noted that, given the difficulty to estimate some of the items, as
anticipated in section 5.3.4.2 and illustrated in detail section 7.2, the main outputs are to be considered the
stakeholder-level costs (section 7.2.2) and the mostly qualitative description of stakeholder-level benefits
(section 7.2.3).
Following this procedure, all quantitative data were included in the simple economic models displayed below.
eID
The micro-level figures for eID stakeholders are calculated as:
Average costs related to eIDs (Article 6 to 12 eIDAS Regulation) in EUR,

𝐴𝐴𝐴𝐴𝑖𝑖 = 𝑁𝑁𝑖𝑖 �

𝐶𝐶𝑖𝑖𝑖𝑖

𝐴𝐴𝐴𝐴𝑖𝑖 = 𝑁𝑁𝑖𝑖 �

𝐵𝐵𝑖𝑖𝑖𝑖

𝑛𝑛

Average benefits related to eIDs (Article 6 to 12 eIDAS Regulation) in EUR,

𝑛𝑛

𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒: 𝑁𝑁𝑖𝑖 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑓𝑓𝑓𝑓𝑓𝑓 𝑒𝑒𝑒𝑒𝑒𝑒ℎ 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜,

𝑖𝑖 = {𝑀𝑀𝑀𝑀\𝐶𝐶𝐶𝐶, 𝑒𝑒𝑒𝑒𝑒𝑒 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝, 𝑒𝑒𝑒𝑒𝑒𝑒 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝},

𝐶𝐶𝑖𝑖𝑖𝑖 𝑎𝑎𝑎𝑎𝑎𝑎 𝐵𝐵𝑖𝑖𝑖𝑖 𝑎𝑎𝑎𝑎𝑎𝑎 𝑡𝑡ℎ𝑒𝑒 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑎𝑎𝑎𝑎𝑎𝑎 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 𝑝𝑝𝑝𝑝𝑝𝑝 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠.

In order to calculate the macro-level figures, it was necessary to estimate the market-level number of each
stakeholder type:
•

National policymakers: the number of Member states authorities (EU, the UK, Norway,
Liechtenstein, and Iceland) is 31, but not all countries have operational receiving and sending nodes in
places. Nevertheless, the number applied is 31, under the assumption that all nodes are active. While
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this is not necessarily true at the time of the calculation, it allows to estimate the actual cost for once
all nodes are active;
•

eID providers: the number of total notified eID schemes as of September 2020 amounts to 20 334,
which are provided by 32 public and private providers. Therefore, we consider 32 eID providers;

•

Service providers: the number of active service providers accepting eID from other countries was
estimated based on the consultation activities. In particular, each MS provided a figure. Excluding the
outliers from the calculation, an average of this figures was multiplied by the number of national
schemes. Finally, outliers were added up to the figure. As a result, the total number of active service
providers is estimated to be 6,184 335.

The macro-level findings for eID stakeholders are then calculated as follows:
EU-wide total cost related to eIDs (Article 6 to 12 eIDAS Regulation) in EUR,

𝐸𝐸𝐸𝐸_𝑇𝑇𝑇𝑇 = �

𝐴𝐴𝐴𝐴𝑖𝑖 𝑘𝑘𝑖𝑖

𝐸𝐸𝐸𝐸_𝑇𝑇𝑇𝑇 = �

𝐴𝐴𝐴𝐴𝑖𝑖 𝑘𝑘𝑖𝑖

𝑖𝑖

EU-wide total benefit related to eIDs (Article 6 to 12 eIDAS Regulation) in EUR,

𝑖𝑖

EU-wide net benefit related to eIDs (Article 6 to 12 eIDAS Regulation) in EUR,

𝐸𝐸𝐸𝐸_𝑁𝑁𝑁𝑁 = �
𝑖𝑖

𝐴𝐴𝐴𝐴𝑖𝑖 𝑘𝑘𝑖𝑖 − �
𝑖𝑖

𝐴𝐴𝐴𝐴𝑖𝑖 𝑘𝑘𝑖𝑖

𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒: 𝑘𝑘𝑖𝑖 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 − 𝑡𝑡ℎ𝑒𝑒 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑜𝑜𝑜𝑜 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 𝑓𝑓𝑓𝑓𝑓𝑓 𝑒𝑒𝑒𝑒𝑒𝑒ℎ 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜,
𝑖𝑖 = {𝑀𝑀𝑀𝑀\𝐶𝐶𝐶𝐶, 𝑒𝑒𝑒𝑒𝐷𝐷 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝, 𝑒𝑒𝑒𝑒𝑒𝑒 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝}

Trust services

𝐴𝐴𝐴𝐴𝑖𝑖 𝑎𝑎𝑎𝑎𝑎𝑎 𝐴𝐴𝐴𝐴𝑖𝑖 𝑎𝑎𝑎𝑎𝑎𝑎 𝑡𝑡ℎ𝑒𝑒 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑎𝑎𝑎𝑎𝑎𝑎 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 𝑓𝑓𝑓𝑓𝑓𝑓 𝑒𝑒𝑒𝑒𝑒𝑒ℎ 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜.

The micro-level figures for trust services stakeholders are calculated as:
Average costs related to trust services (Article 13-24 eIDAS Regulation) in EUR,

𝐴𝐴𝐴𝐴𝑖𝑖 = 𝑁𝑁𝑖𝑖 �

𝐶𝐶𝑖𝑖𝑖𝑖

𝐴𝐴𝐴𝐴𝑖𝑖 = 𝑁𝑁𝑖𝑖 �

𝐵𝐵𝑖𝑖𝑖𝑖

𝑛𝑛

Average benefits related to trust services (Article 13-24 eIDAS Regulation) in EUR,

𝑛𝑛

𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒: 𝑁𝑁𝑖𝑖 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑓𝑓𝑓𝑓𝑓𝑓 𝑒𝑒𝑒𝑒𝑒𝑒ℎ 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜,
𝑖𝑖 = {𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵, 𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞, 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛},

𝐶𝐶𝑖𝑖𝑖𝑖 𝑎𝑎𝑎𝑎𝑎𝑎 𝐵𝐵𝑖𝑖𝑖𝑖 𝑎𝑎𝑎𝑎𝑎𝑎 𝑡𝑡ℎ𝑒𝑒 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑎𝑎𝑎𝑎𝑎𝑎 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 𝑓𝑓𝑓𝑓𝑓𝑓 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠.

In order to calculate the macro-level figures, it was necessary to estimate the market-level number of each
stakeholder type:

334
The number of notified eID schemes as of September 2020 amounts to 19 with the addition of 1 pre-notified
scheme. Thus, for the purposes of the CBA, we are considering 20 notified eID schemes.
335
Rounded to full units.
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•

AB, SB, CAB: the total number of national bodies included in the analysis is estimated to be 74. As
reported in the previous sections of this report, the figure breaks down to 31 supervisory bodies, 31
national accreditation bodies, and conformity assessment bodies in 12 countries;

•

Qualified TSP: based on the trusted lists, there currently are 489 active qualified services, provided
by 191 qualified trust service providers. Therefore, 191 is taken as the market number.

•

Non-qualified TSP: based on the consultation activities, the number of non-qualified trust service
providers is estimated to be 5% of the total, that is 10 336 overall. 337

The macro-level findings for each trust services stakeholder are calculated as:
EU-wide total cost related to trust services (Article 13-24 eIDAS Regulation) in EUR,

𝐸𝐸𝐸𝐸_𝑇𝑇𝑇𝑇 = �

𝐴𝐴𝐴𝐴𝑖𝑖 𝑘𝑘𝑖𝑖

𝐸𝐸𝐸𝐸_𝑇𝑇𝑇𝑇 = �

𝐴𝐴𝐴𝐴𝑖𝑖 𝑘𝑘𝑖𝑖

𝑖𝑖

EU-wide total benefit related to trust services (Article 13-24 eIDAS Regulation) in EUR,

𝑖𝑖

EU-wide net benefit related to trust services (Article 13-24 eIDAS Regulation) in EUR,

𝐸𝐸𝐸𝐸_𝑁𝑁𝑁𝑁 = �
𝑖𝑖

𝐴𝐴𝐴𝐴𝑖𝑖 𝑘𝑘𝑖𝑖 − �
𝑖𝑖

𝐴𝐴𝐴𝐴𝑖𝑖 𝑘𝑘𝑖𝑖

𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒: 𝑘𝑘𝑖𝑖 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 − ℎ𝑜𝑜𝑜𝑜 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑡𝑡ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑎𝑎𝑎𝑎𝑎𝑎 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝐸𝐸𝐸𝐸 𝑓𝑓𝑓𝑓𝑓𝑓 𝑒𝑒𝑒𝑒𝑒𝑒ℎ 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜,
𝑖𝑖 = {𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝑠𝑠, 𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞, 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛}

𝑨𝑨𝑨𝑨𝒊𝒊 𝒂𝒂𝒂𝒂𝒂𝒂 𝑨𝑨𝑨𝑨𝒊𝒊 𝒂𝒂𝒂𝒂𝒂𝒂 𝒕𝒕𝒕𝒕𝒕𝒕 𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂 𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄 𝒂𝒂𝒂𝒂𝒂𝒂 𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂 𝒃𝒃𝒃𝒃𝒃𝒃𝒃𝒃𝒃𝒃𝒃𝒃𝒃𝒃 𝒇𝒇𝒇𝒇𝒇𝒇 𝒆𝒆𝒆𝒆𝒆𝒆𝒆𝒆 𝒕𝒕𝒕𝒕𝒕𝒕𝒕𝒕 𝒐𝒐𝒐𝒐 𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔.

336
337

9.55 is rounded upward.
Further issues with the estimations are explained in the limitations section.
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Annex H: Strategic Interview Guide

Introduction
Deloitte, VVA and Ecorys are carrying out a study on behalf of the European Commission in support of the
evaluation of the eIDAS Regulation (Regulation no.910/2014). The study is conducted according to Better
Regulation guidelines and aims to provide an evidence-based judgement of the efficiency, effectiveness,
relevance, coherence and EU added value of the EU intervention.
While these criteria are largely looking at the past developments and achievements to date, the study will
formulate recommendations of a forward looking nature based on the findings aimed at improving the quality
of the ongoing policy intervention. For the latter, it is crucial to take into account the developments in the
provision of eID and trust services in relation to both the technology and market trends developing in the
coming years.
In this respect it is essential to take into account the different nature of eID and trust services as defined in
the eIDAS Regulation and assess these separately as well as the eIDAS Regulation as a whole.

Objective of the interview
The objective is to gain expert feedback on:
•

the key evaluation questions for both eID and trust services, and

•

recommendations and potential future developments of the eIDAS Regulation.

Approach
The structure of this interview will be semi-structured, in annex you will find guidelines on the types of
questions we would like to cover (see annex interview guide). We have chosen this structure in order to
allow sufficient room for a complete expression of your views and ideas.
In the Annex, you can find a number of detailed questions that serve as the framework for the themes that
will be explored. The questions are listed for your information and preparation, however you do not need to
send answers in advance.
Please note that our conversation will be conducted in strict professional confidentiality. Hence, all opinions
we receive are treated confidentially and anonymously in our deliverables that will be provided to and used
by the European Commission.
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eID - Intervention logic and evaluation criteria
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Trust Services - Intervention logic and evaluation criteria
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Evaluation criteria
•

How effective has the EU intervention been? What is the progress made towards achieving the
objectives of the intervention?

•

How efficient has the EU intervention been? Are the costs of the EU intervention as they accrue
to different stakeholders proportionate to the benefits?

•

How relevant is the EU intervention? Do the objectives of the EU intervention still match the
current needs or problems?

•

How coherent is the EU intervention internally and with other (EU) actions? Is the EU
intervention working well with other EU actions or are there contradictory objectives or approaches?

•

What is the EU added value of the intervention? What is the added value of the EU intervention
beyond what could have been achieved at national or regional level by both public and private sector?
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Strategic Interview Guide – eIDAS Evaluation Study
1. Effectiveness
Ref. Question
1.1 To what extent do you think that the eIDAS Regulation has achieved its objectives with regard to
electronic identification/ trust services?
1.2 What are the key results/impacts you see resulting from the eIDAS Regulation regarding the
availability and use of eID/ trust services?
1.3 How could the eIDAS Regulation or its implementation be improved to better achieve the objectives?
2. Efficiency
Ref. Question
2.1 What in your view are the major costs and benefits resulting from the eIDAS Regulation with regard
to eID/ trust services?
2.2 In your view are the costs for different key stakeholders proportionate to the benefits?
2.3 Do you see specific improvements that can be made in order to increase the efficiency of the eIDAS
Regulation?
3. Relevance
Ref. Question
3.1 How well do the objectives of the eIDAS Regulation (still) correspond to the needs and problems
within the EU regarding eID/trust services?
3.2 In your view is the eIDAS Regulation well adapted to the technological and market developments for
eID/trust services?
3.3 What key future trends do you see and how can the eIDAS Regulation best cater for these
developments in your view?
4. Coherence
Ref. Question
4.1 Do you consider that the eIDAS Regulation is coherent with other EU interventions (e.g. common
objectives, comeplementary actions), or have you observed any challenges or inconsistencies?
4.2 How well does the eIDAS Regulation work with regard to other regulations on national, EU and
international level?
4.3 Do you have any recommendations to improve the coherence of the overall legal framework?
5. EU added value
Ref. Question
5.1 Do you consider that the current state of development for eID/trust services could have been
achieved without the eIDAS Regulation?
5.2 Do you think that the objectives of the eIDAS Regulation could have been achieved on a
national/regional level?
5.3 What would be the most likely consequences of stopping or withdrawing the eIDAS Regulation?
6. Additional documentation
Ref. Question
6.1 Do you have any documents or studies to share that provide evidence with regards to the answers
you provided to the above questions?
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Annex I: Targeted stakeholder surveys
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Annex J: Report on the targeted stakeholder surveys
Trust service providers
Among the trust service providers who responded to the survey, 94% were qualified trust service providers,
only 6% were non-qualified. Regarding the size of these organisations, it is noteworthy that 47% consider
themselves an SME. From the trust services covered under eIDAS, 92% of respondents indicated that their
organisation provides eSignatures, making this the most relevant one followed by eSeals (72%),
eTimestamps (69%), website authentication (39%) and ERDS (11%). In addition, 25% of respondents
indicated to offer other trust services, including validation of eSignatures, preservation of eSignatures and
eTimestamps, remote video identification services, TLS Certificates, S/Mime, SMC-B (eHealth), OSCI, and
PSD2 certificates.
In the first part of the survey, respondents were asked to answer to general statements related to the
effectiveness, efficiency, relevance, coherence and EU added value of the eIDAS Regulation.
When asked about the impact of the eIDAS Regulation, half of the respondents agreed that their
organisation has increased the size of its customer base in Europe since the implementation of the eIDAS
Regulation. There was wide agreement among organisations that there has been an increase in use of their
trust services and an enhanced quality of trust services on offer to the market since the implementation of
the eIDAS Regulation in 2016.

Answers were more mitigated with regard to interoperability: 30% of respondents do not believe that there
has been an increase in interoperability of trust services since the implementation of the eIDAS Regulation
in 2016.

When asked about the governance of trust services under the eIDAS Regulation, a large majority of
respondents agreed that the burden of proof in relation to liability for qualified and non-qualified trust service
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providers is adequate, that legal recognition of trust services is adequate, and that the procedure to follow
in case of a security breach is clear and effective.

There was lower agreement that the supervisory regime for all trust service providers establishes a level
playing field for security and accountability.
Figure 29 - Governance of trust services under eIDAS according to TSPs (2)

More respondents disagreed than agreed with the statement that the framework for verification of qualified
status is clear and consistent across the Member States.

When asked about trust and confidence in trust services, a large majority of respondents agreed that
the Regulation has ensured trust and confidence in the security of trust services, that the legal implications
of using trust services in the EU are clearer than before the implementation of the Regulation in 2016, that
the legal effect of an eSignature having equivalence to a handwritten signature in a court of law has increased
legal certainty, that the Regulation fosters transparency in the trust services market, and that the EU Trusted
List and use of the Trust Mark has increased trust and confidence in trust services.
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Some disagreement in this category came up only related to the statement that the Regulation adequately
addresses data and privacy concerns, where 29% of respondents disagreed with the statement, although
there was still a majority of 51% who agreed.

When asked about the coherence of the eIDAS Regulation, respondents see a lot of space for
improvement in different areas.
There was slight agreement among respondents that there is adequate coherence between the Regulation
and wider digital single market initiatives at European level.
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However, more than half of respondents agreed that there is legislation at national level which frustrates
the goals of eIDAS, that more guidance is needed from the European Commission and/or ENISA, that more
implementing acts need to be adopted, and that more regular market analysis is needed.

Respondents were divided on whether initiatives at Member State level complement the eIDAS Regulation,
whether there is adequate coherence and complementarity between the standards and solutions developed
with eIDAS and sector specific developed standards and solutions (e.g. PSD2 and AML4), and whether the
rules and procedures for verifying qualified status applied by supervisory bodies are consistent across
Member States.

When asked about the coherence of the eIDAS Regulation, respondents were divided on all questions.
Slightly more people agreed than disagreed that the overall cost of the supervision of trust services is
justified and proportionate, and that the process for audit, monitoring and reporting is timely and efficient.
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As many respondents agreed as disagreed with the statement that the audit, monitoring and reporting
processes are not overly burdensome.

When asked about the EU added value of the eIDAS Regulation, far more than half of respondents
agreed that there is additional value resulting from the Regulation compared to what could be achieved with
similar regulatory frameworks at national level, and that there are areas of the Regulation that require
further harmonization at European level. More than half of the respondents also agree that the supervision
of trust services and trust service providers requires further intervention at European level.

In the second part of the survey, respondents were asked to provide data points related to the costs and
benefits of the eIDAS Regulation. Only one non-qualified trust service provider answered these
questions, so that an analysis of the results provided by qualified trust service providers is of more
significance in this context.
When asked to provide an overall estimate of the total costs incurred by your organisation to qualify, be
granted, and maintain the status of qualified trust service provider, according to the eIDAS Regulation, the
12 respondents providing statistically significant 338 numbers for this question replied on average that their
338

For the purpose of a realistic analysis, we have removed outlier responses between the values “-1” and “800”.
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costs amount up to approximately €3,000,000. When asked to provide an overall yearly estimate of the
recurring extra-costs incurred by your organisation for activities needed to be compliant with the eIDAS
Regulation (this means, the annual average cost incurred by your organisation in performing the tasks
entailed by the eIDAS Regulation only which, in absence of the regulation, a company would not incur into),
respondents replied on average that these costs amount up to approximately €485,000. A majority of the
costs is related to administrative and technical expenses.
While a vast majority of respondents stated that the eIDAS Regulation generated benefits for their
organisations, and that the recognition of qualified trust services providers in other Member States and third
countries as legally equivalent to those provided in their country increased market competition, respondents
mostly stated that the impact on their prices and services and on the costs for end-users was limited.
Overall, the majority of respondents considers the costs generated by the eIDAS Regulation to be excessively
burdensome in comparison to the generated benefits. The majority of respondents believes that there could
be cost-saving measures in the qualification process.
Supervisory bodies, Conformity Assessment Bodies and National Accreditation Bodies
Responses to this survey were recorded from 22 EU and EFTA/EEA countries. The respondents included 19
supervisory bodies, 9 Conformity Assessment Bodies and 6 National Accreditation Bodies.

When asked about the effectiveness and EU added value of the governance and supervision of trust services
under the eIDAS Regulation, 89% of the respondents agreed that the role of the supervisory body is specified
adequately under eIDAS and 88% agreed that there is additional value resulting from the Regulation compared to
what could be achieved with similar regulatory frameworks at national level.

Only 6% of the respondents disagreed that the mutual assistance between supervisory bodies supports the
exchange of good practice, and none of the respondents disagreed that the use of the EU Trust Mark has
increased trust and confidence in trust services, however, more than half of the respondents were neutral
towards the latter statement.
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Although there was some disagreement voiced for the following statements, more than half of the
respondents further agreed that the current arrangements for informing other supervisory bodies and the
public about breaches of security or loss of integrity are adequate, that their organisations have the required
powers and resources to perform their supervisory functions, and that the current supervisory regime for all
trust service providers establishes a level playing field for accountability and security.

Answers were more mitigated with regard to the statement that the procedure being applied for verification
whether a trust service provider and their trust services comply with the requirements to be qualified (per
Article 21(2)) is sufficiently aligned across the EU Member States. There were only slightly more respondents
who agreed than disagreed with this statement. More respondents disagreed than agreed with the statement
that the conformity assessment reports they receive for trust service providers are of consistent quality and
adequate.

201

Final Report | Annexes

While most of the statements mentioned have more agreement than disagreement, a vast majority of 88%
of respondents believes that there are certain areas of the eIDAS Regulation that require further
harmonisation at EU level, and 84% of respondents believe that there are certain areas of the eIDAS
Regulation that require further implementing acts at EU level.

When asked about the coherence of the eIDAS Regulation, more than half of the respondents agreed
that there are provisions of eIDAS which are implemented in divergent ways among the Member States, and
that more guidance is needed from the European Commission and/or ENISA.
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More than half of the respondents also agreed that there is adequate coherence with other regulatory bodies,
such as data protection authorities, at national level. More respondents further agreed than disagreed that
similar initiatives at Member State level are coherent with the eIDAS Regulation. Answers were more
mitigated with regard to the question whether there are provisions at national level which frustrate the goals
of eIDAS, with a slight majority of 37% of respondents not believing that such provisions exist, as opposed
to 28% of respondents agreeing with the statement.

There was more agreement than disagreement but the majority of respondents stayed neutral with regard to
the statements that there is adequate coherence between the standards and solutions developed with eIDAS
and sector specific developed standards and solutions (e.g. PSD2 and AML4), that there is coherence
between eIDAS and other legislation at EU level which envisages the use of electronic identification or trust
services (e.g. Directive 2017/1132/EU on the use of digital tools and processes in company law, or the Single
Digital Gateway Regulation), and that there is adequate coherence with other regulatory bodies, such as the
European Data Protection Supervisor (EDPS), at EU level.
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Regarding the costs and benefits of the eIDAS Regulation, when asked about the recurring costs
incurred by their organisation for activities related to the eIDAS Regulation, the average costs amount up to
amount up to €285,000 339 for a supervisory body, €45,000 340 for a conformity assessment body and €500341
for a national accreditation body. In all three cases, the largest part of these costs is dedicated to
enforcement activities (analysing conformity assessment reports, carrying out audits, granting or
withdrawing qualified status, requiring (Q)TSP to remedy failures) pertaining Article 17(4) of the eIDAS
Regulation.
There was wide agreement among respondents that the overall cost of the supervision of trust services is
justified and proportionate, that the audit, monitoring and reporting processes are not overly burdensome,
and that the process for audit, monitoring and reporting is timely and efficient.

339
340
341

Based on the replies of 9 supervisory bodies
Based on the replies of 4 conformity assessment bodies
Based on the replies of 2 national accreditation bodies
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National policymakers
This survey received 19 replies from respondents from 19 EU and EFTA/EEA countries. 7 of the respondents
are members of the Cooperation Network on eID, 1 respondent is an eIDAS node operator, and 11
respondents are both a member of the Cooperation Network on eID and an eIDAS node operator. While 10
out of the 12 eIDAS node operators stated that they are a public organisation, 2 of them stated to be private
sector organisations under contract.
Regarding the effectiveness and EU added value of the Regulation, despite a low level of disagreement,
a vast majority of respondents agree that the Regulation addresses the needs and concerns of stakeholders,
is technology neutral and is adaptable to technological, scientific and social developments, and issues dealt
with by the eIDAS Regulation could not be better achieved by initiatives at national level.

A clear majority of respondents also agrees that the current regulation of eID could benefit from further
intervention at EU level.
In terms of concrete suggestions, the following ideas were mentioned:
•

Introduction of an EU wide eID supervision arrangement (via guidelines or implementing acts) to
enforce the mutual recognition of eIDs and ensure that technical solutions and connections for
providing e-services for notified eID means during one year of adaption period are implemented, so
that residents cannot enjoy the services of public sector in another Member State

•

Agreement on change management procedures, as eID schemes will probably change in time

The majority of respondents agrees that the work of the Cooperation Network on eID is effective and
adequate, while 22% of the respondents disagree that the mandate, working methods and operation of the
Cooperation Network are adequate, 28% disagree that the Cooperation Network has been effective in
completing its mandated tasks, and only 11% disagree that the Cooperation Network has proven to be an
effective platform for exchanging information, experience and good practice as regards eID schemes.
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The following remarks and suggestions were made on the Cooperation Network:
•

Opinions of the Cooperation Network should be binding

•

There are problems to reach an agreement in meetings of the Cooperation Network that all Member
States can accept. Some focus on the security requirements, while others find other aspects more
important, which may erode trust so there must be a way to improve compliance with security
requirements.

When asked about the governance of eID under eIDAS, the majority of respondents has a positive opinion
and evaluation thereof. However, many respondents disagree with some elements of the governance. 39%
and 18%, respectively, disagree that the circumstances, formats and procedures for the pre-notification and
the notification, respectively, of eID schemes are adequate. 28% disagree that the peer review process is
an effective tool to build trust and ensure mutual recognition of notified eID schemes, and 41% disagree
that the list of eIDAS points of single contact ensures an effective exchange of information without undue
delay.
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Respondents had the following remarks on the pre-notification and notification procedure:
•

Many Member States have not fully utilized the opportunities and benefits arising from the eIDAS
Regulation and still do not provide their citizens with a notified and/or high level-of-assurance eID.

•

The procedures for the pre-notification and notification of eID schemes take too long.

•

The notification process should be simplified by allowing to easily re-notify parts that were already
notified.

•

It should be possible to allow non-notified schemes to participate in the eIDAS framework albeit with
limited liabilities and different assurance levels to notified schemes.

•

After the publication of a notified scheme, there is a one-year delay of the actual recognition of such
schemes, which is too long.

There were several ideas on changing the peer review process:
•

The mandate of the CN, especially in relation to the notification process, is unclear, making the
meaning of the peer-review process questionable.

•

Peer review report summaries could be public in order to increase transparency and trust.

•

A peer review is not an audit. The peer review process is uneven and could be streamlined. It started
as a trust-building process but has turned into an informal audit process, bringing a number of issues.

•

Participants are not always the right people and could be more cooperative, while being less
theoretical and more practical in finding a solution.

•

The peer review could be improved based on suggestions and proposals mentioned in the non-paper
document: eIDAS Peer Review Process - Lessons Learned.

•
•

The scope and the depth of the peer-review could be adapted and the objective clearly defined
Member States should agree upon a list of documents that shall be provided in each peer-review by
the reviewed MS to ensure that the participants will have enough information to conduct their
evaluation and form their opinion that will be shared during the CN meeting.

•

If notified schemes have already gone under modifications, there is a need for guidance regarding the
updates that can be brought to an already notified scheme and whether a new peer-review process is
needed, with the aim to shorten the process needed for updates.
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Regarding the eIDAS single points of contact, respondents mentioned that:
•

It seems too much that at this moment Member States must announce up to 3 contact points: 1st in
accordance with the decision (EU) 2015/296; 2nd – SPOC in accordance with eIDAS Cooperation
Network Technical subgroup recommendation (hot line); 3rd – contacts in the official list of notified
scheme (EU Official Journal).

•

Recently, some messages concerning certificates changes were not received by everyone.

65% of respondents believe that the minimum technical specifications, standards and procedures allow
for an effective interoperability of eID schemes across Europe, however, the opinion on this statement is
divided, with 36% disagreeing.
One respondent mentioned that the problem with the minimum technical specifications is the lack of
standardisation, making every new connection a challenge.

A vast majority of respondents believes that the eIDAS minimum dataset does not allow to uniquely
identify both natural and legal persons. In particular, the following points were raised:
•

The list of attributes shall be extended and country-specific attributes may be added as optional ones.

•

For the minimum dataset there is a problem in the uniqueness of the data.

•

A unique identifier constructed by the sending Member State is not time persistent. It would be
appropriate to introduce rules setting out the circumstances under which it is possible to change a
"unique identifier" and, if there is a change of "unique identifier", the original "unique identifier" used
by the person in question in the past should be made available or provide another persistent identifier.
Such identifiers enable service providers to be fully convinced in the identity of a citizen, which is
vitally important in personal data protection, fraud avoidance as well as the implementation of the
once-only principle (cf. Single Digital Gateway implementation).

Respondents are very divided on whether the current assurance levels defined by the eIDAS Regulation
adequate and future-proof, with more of the respondents disagreeing than agreeing with the latter. The
following specific points were raised by respondents with regard to assurance levels:
•

The eIDAS Regulation requires for level 'high' "to prevent misuse [...]", whose absolute-certainty
provision is unfeasible by any eID.

•

The LoA of High is too broad and there should be a superior level for hardware tokens.

•

Many services could be used with LoA substantial, however the providers are clearly motivated to
strive for achieving the level "High". LoA substantial and high should be better differentiated better
and level “substantial” should be made more attractive by e.g. making the notification process for the
latter less complex.
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•

There needs to be a governance model which could systematically respond to the development of
technologies, and support for uptake of the levels below the "High" - if they are to remain in the
Regulation.

•

One qualified assurance level could be sufficient.

•

LoA lose their meaning if there is a failure to enforce them.

While a majority of respondents believes that the current security procedures meet corresponding needs
and concerns in relation to data protection and security, answers are more mitigated with regard to whether
the current procedures for a security breach are effective. One specific problem mentioned with regard to
security requirements is that they do not cover eIDAS nodes.

A majority of respondents agrees that the current collaboration between the eIDAS nodes of the eIDAS
network is adequate.
There was a remark by one respondent that a more effective exchange of information related to the national
eIDAS nodes must be created and must be automated, especially of information related to the updates and
etc., and that the Commission could take this task and inform MS if problems exist.
When it comes to data on the use of eIDAS nodes (i.e. number of connections, number of authentications
etc.), 8 respondents stated that their countries collect and monitor such data and could share it, and 3
respondents stated that their countries collect and monitor such data but could not share it.

When asked about the effectiveness and governance of trust services under eIDAS, more than half of
the respondents agreed that the current supervisory model for the trust services market under the eIDAS
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Regulation is effective, that the eIDAS Regulation has made it easier to integrate trust services into public
services/eGovernment, and that the use of trust services has increased the digitalisation of public services.

Answers were more mitigated for the statement that the use of trust services (under the eIDAS Regulation)
has enhanced citizen trust in online transactions, where more than half of the respondents stayed neutral
or disagreed.

Most respondents indicated that several trust services, including eSignature, eSeal, eTimeStamp, Electronic
Registered Delivery Service (ERDS), Website Authentication Certificates, eArchiving and eInvoicing are
currently being used in their Member States for a wide range of public services, mostly residency
applications, taxation, education, procurement, legal/court services, but also in additional areas such as
health, police, business and environment. The trust services most mentioned, in order of importance, are
eSignature, eTimeStamp and Website Authentication Certificates.
When asked about the coherence of the eIDAS Regulation, more than half of the respondents agreed
that there is coherence between the eIDAS Regulation and other international standards as well as with
other legal instruments at EU level (incl. data protection and privacy law).
In that context, several Member States see legal provisions in place which hinder the achievement of the
objectives of the eIDAS Regulation. Among the problems mentioned are:
•

Lack of implementing acts in the field of trust services and eID preventing a harmonized EU
framework.

•

There is uncertainty as to what degree eIDAS is aligned with standards, e.g. ETSI-standards. Also
eIDAS does not directly support other standards than ETSI and CEN.

•

Need for legal coherence between eIDAS Regulation, NIS Directive, and EU Cybersecurity Act, AML,
CBH, PSD2, and to adopt ETSI EN standards for TSPs or other applicable standards as EC
implementing acts. The latter would define requirements for TSPs and hopefully end grey
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area/discussions regarding applicability of the respective standards to TSPs. (under Articles 17(8),
19(4)(a), 19(4)(b), 17(8), 20(4)(a), 21(4), 24(5), 28(6), 31(3), 32(3), 33(2), 34(2), 44(2)).
•

Liability rules are clear but their effects & effectiveness (how to apply them) are less clear.

•

National legislation in some countries prohibits the use of a unique and persistent identifier and also

•

There is no obligation to implement specific standards to meet legal requirements. The result is

prohibits the use of public eID in private e-services.
different interpretations of the implementation of technical solutions, which create a conflict of
interoperability and reliability.
•

In its current setup, eIDAS does allow utilizing equivalent standards to perform certification of
signature devices, but does not define a mechanism of determining the means by which that
“equivalence” can be established. While conductive to innovation, this can lead to a situation, where a
somewhat weaker standard is de facto considered equivalent in audit procedures leading to a new
slightly weaker standard emerging, considered equivalent of that one etc. leading to gradual
weakening of the signature (and, in the future, authentication) ecosystem in terms of equivalence of
the signatures and authentication events. This also means that should a standard in itself be
compromised (e.g. by previously unknown practical attack vectors emerging in the wild, quantum
computing becoming accessible etc.), a mechanism has to be in place to allow for revocation of
“equivalent” status of that standard (along with legal status of the already signed documents etc.).

More respondents disagreed than agreed that the rules concerning division of liability among parties in
respect of electronic identification are clear and adequate.

A large part of respondents strongly agreed that there is a need for clarification or updating of certain
implementing measures, in order to improve the functioning of eIDAS, and that more synergies should be
found between the eIDAS Regulation and other related legislation.
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A majority of respondents also agreed that certain provisions of eIDAS are framed in such a way as to give
rise to divergent approaches to implementation at national level, and that there are elements in the
implementing acts that should be changed.

Among respondents’ suggestions to improve the eIDAS Regulation were the following topics:
•

Consideration of private services and definition of usage conditions (fee, agreements, etc.).

•

Clarification of the cost model and the access requirements for private parties and a reduction of the
complexity of the notification process.

•

Clarification and review of the levels of assurance

•

Revision of the minimum data set.

•

Revision of the peer review.

•

Harmonization of eID standards across EU.

•

eIDAS technical solutions must be coordinated centrally and more effectively.

•

Account better for the balance between security and convenience, with security means such as
face to face appointments and national eID cards posing significant barrier for potential user.

•

Modifications to allow the participation of non-notified schemes albeit at different levels of
assurance.

When asked whether they believe that there are external regulatory or economic factors that are hindering
the cross-border use of the eID, 11 respondents mentioned that such factors exist. These factors include:
•

Lack of clarification of access requirements and cost models for private parties and the missing
services in the Member States. Extending the mutual recognition obligation to regulated parts of the
private sector would be an improvement.

•

Lack of cross-border services by both public and private providers. The problem is not just the
technical and legal framework, but also the knowledge and trust on the side of the service providers.
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More active and targeted communication is needed to complete the development and implementation
of the framework.
•

Harmonization of the eIDAS Regulation with other sectorial regulations in order to further develop and
promote the cross-border use of eID. For instance, the eIDAS Regulation could rely on the
Cybersecurity act for certification processes in order to have a coherent framework applied in all
Member States.

•

From the service provider's point of view, it is not clear whether the investments spent and costs
incurred for the mutual recognition of notified eID means were effective - based on the amount of
users, who really use or will use the cross-border transactions.

•

The Commission must better coordinate usability of eIDAS solutions on legal level. eIDAS solution shall
be implemented / used in all spheres, where cross border identification is requested.

•

Lack of harmonization with PSD2 and GDPR causes uncertainty and unnecessary costs. Lack of
harmonization between chapter 2 and the rest of the regulation causes problems when a cross-border
issue needs both authentication and eSignature.

•

For public sector usage, identifications challenges (for MSs that do not include their national identifier)
make the recognition of identities relatively expensive, combined with low usage.

•

Misalignment of national assurance levels for widely used eID schemes and the eIDAS assurance levels
might prevent notification of national eID schemes, since relying parties are responsible for the
security of their services; the mandatory recognition requirement implicates that an additional risk is
introduced for those parties if the national eID scheme is notified.

•

Lack of available services. It could be that focusing on the adoption and further development of the
SDGR may be key to increase cross-border usage.

•

Free movement of services and the fact that in some countries there are no eID means available for
citizens.

•

For using eID for the private sector there is the problem of forwarding the eID over the eIDAS node, if
the other MS does not want this with his eID.

Many respondents believe that at the moment, the implementation of the eIDAS Regulation provides
sufficient incentives to private services to adopt the eIDAS eID schemes. Among these key incentives are
data from trusted and up-to-date sources, as well as security and reliability. What is missing in the opinion
of other respondents is:
•

Incentives: lack of eIDAS nodes for the private sector, and lack of usage conditions (cost model, fee,
agreements, etc.)

•

Uniformed guidance etc. that regulate the use of eIDAS implementation in private sector; openness of
schemes for the private sector.

•

Lack of comprehensive and harmonized requirements in the eIDAS Regulation, including the
requirements on the nodes, preventing some private parties to build the trust necessary in the notified
eID schemes and therefore develop their services relying on these schemes.

•

Inventory and balance sheet of the use of the connected eIDAS nodes in order to be able to define
what has worked and what needs to be improved.

•

Liability of the Member State which provides the eID means.

•

Better coordination on Commission level (especially on legal level, for example – financing sector
(money laundering and etc.))

•

Deviation from security requirements causes lack of trust and problems to claim liability

•

Tackling the administrative burden of contracts and payment for the use of eIDs in the private sector,
and finding suitable business models.

•

Widespread adoption and acceptance of eID.

When asked about the costs and benefits related to the eIDAS Regulation, most respondents did not have
comments on factors that may be generating excessive costs in relation to the eIDAS Regulation. One
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respondent mentioned the need for information symmetry on EU level, and another respondent referred to
requirements without practical benefits, for example QWACs and signature activation models that are
mandatory even if a signing service never reuses a signing key are requirements causing costs without
benefits.
None of the respondents believed that the implementation of the eIDAS Regulation at national level
generates more costs in their country in comparison to other countries.
There were a few remarks on improvements that could lead to cost reduction:
•

Avoiding large changes of the eIDAS framework as e.g. introducing eID as a trust service

•

Harmonisation of requirements in the eIDAS Regulation to reduce the workload of the authorities in
charge of implementing it, as a harmonized framework would reduce uncertainties and corresponding
costs and delays for the public and private entities in charge of managing eID schemes or providing
trust services

•

Enhancing methods for configuration of connections between eIDAS nodes, incident management and

•

More effective development of technical specifications and eIDAS nodes would reduce development

higher uptime for eIDAS-nodes to save operating manhours
costs especially by avoiding specifications that have no or weak support in standard development
suites
Identity providers
Among the 4 respondents to this survey, all of them European organisations, were two private eID scheme
providers, one public eID scheme provider and a private authentication provider. Given the low response
rate a quantitative analysis, in particular of the Likert scale questions, may not lead to representative results,
and any conclusions for this stakeholder group need to be taken with care.
When asked whether there are sectors for which the application of the provisions of the eIDAS Regulation
could be clarified in order to reduce legal uncertainty concerning obligations on parties in that sector, one
respondent mentioned the financial services sector and another respondent mentioned the electronic
execution of documents.
Two respondents stated that their eID scheme is used by other organisations than theirs to enable
authentication of end users for online services, and two respondents also stated that there are private sector
services connected to their eID scheme. Domains mentioned include Banking, eCommerce, Transport, Health
and Government.
None of the respondents were able to indicate the amount of use of their eID scheme for cross-border
transactions.
Only one respondent provided detailed figures regarding the costs incurred, preventing a comparison and
detailed analysis at this stage.
One of the respondents stated that their eID scheme is not yet notified but will be soon, and another
respondent has so far been unable to join a notified scheme but has looked into becoming notified. The latter
respondent does not consider the costs of notification to be higher because of the reputational and regulatory
benefits that would come with being notified.
Benefits of becoming notified mentioned by these two respondents include market access, increasing trust
capital in the company, and more easily demonstrating that the organisation meets regulatory requirements
for e.g. financial services.
Regarding any factors preventing from notifying an eID scheme under the eIDAS Regulation, the two
respondents mentioned that the user experience could suffer due to notification (constraints of cooperation
network, e.g. use of biometric sensors), that the UK has notified an eID scheme that no new entrants can
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join and is in the process of being decommissioned, and that internationally the requirement for eID schemes
to be used for at least one public sector service causes some difficulty, as getting to the stage of providing
that service may take a long time.
Service providers
Only 4 stakeholders submitted a response to the survey. Therefore, a quantitative analysis, in particular of
the Likert scale questions, may not lead to representative results, and any conclusions for this stakeholder
group need to be taken with care.
Two contributions to this survey came from the United States, pointing towards a certain level of interest in
the eIDAS Regulation outside of Europe.
Respondents to this survey had, on average, a neutral opinion on most of the questions asked related to the
effectiveness, coherence and EU added value of the eIDAS Regulation and in particular related to its
objectives to increase the availability and take-up of eID and trust services, on the governance of eID and
trust services under eIDAS, and on the trust and confidence in trust services.
All respondents but one, who stayed neutral, agreed that the Regulation has increased the quality of
electronic identification and trust services in Europe.
There was a tendency towards disagreement among respondents for questions related to whether the eIDAS
Regulation has met its specific objective to stimulate competitive market developments.
All of the respondents agreed that the Regulation has increased trust in trust services due to the legal
certainty linked to the legal effect of trust services in a court of law (e.g. eSignature same legal effect as
handwritten signature).
In the context of the EU added value of the eIDAS Regulation there was large agreement, with only one
neutral answer, among respondents that more guidance is needed from the European Commission and/or
ENISA.
All respondents but one, who stayed neutral, disagreed with the statement that there is adequate coherence
between eIDAS and sector specific developed standards and solutions (e.g. PSD2 and AML4).
Respondents did not provide specific figures related to the costs and benefits of the eIDAS Regulation for
service providers. One of the respondents stated that the eIDAS Regulation, with the mutual recognition of
eID national schemes in other Member States, has not favoured the provision of their services cross-border
because users must have a national social security number to use their services, thus hindering the ability
to provide services cross border.
Regarding the benefits of eIDAS for users, one respondent acknowledged some benefits and that the
regulation contributed to advancing a uniform standard for electronic identification in many sectors in the
EU, but raised concerns related to the claimed mandatory TLS binding of QWACs in the regulation, which
would go against established best practices and threaten web security. The respondent stated that the
current reading of Recital 67, Article 45, and Annex IV by the Electronic Signatures and Infrastructures
Activities (ESIA) technical committee of ETSI is incompatible with the regulation’s objectives of technological
neutrality and interoperability.
Technology providers, standardisation organisations and other experts
Only 9 stakeholders submitted a response to the survey. Therefore a quantitative analysis, in particular of
the Likert scale questions, may not lead to representative results, and any conclusions for this stakeholder
group need to be taken with care.
Among the respondents to this survey were 6 technology providers and interest representations thereof, 2
standardisation organisations and 1 other expert from academia.
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While 75% of respondents agreed that the implementation of the Regulation has resulted in an increase in
use of trust services in Europe, only 38% of respondents agreed that the implementation of the Regulation
has resulted in an increased cross border availability of eID in Europe.

Respondents rather agree than disagree that the Regulation has enhanced the quality of trust services on
offer to the market, and that the standards and solutions developed by the Regulation for trust services
adequately address users’ needs.

On the other hand, more respondents disagreed than agreed that the standards and solutions developed by
the Regulation for cross border eID services adequately address users’ needs.

Respondents are mostly neutral when it comes to whether the Regulation has adequately provided for
interoperability of different technological solutions and the use of trust services, and whether the procedure
to recognize third country trust services in the Union and for qualified trust services to be recognized in the
third country in question via an international agreement is adequate (Article 14).
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Respondents agreed or are neutral on whether the Regulation should be expanded to include other trust
services (e.g. e-Archiving), and whether the number of trust services covered by the Regulation could be
expanded in its current form.

With regard to the governance framework under the eIDAS Regulation, 50% agree that the current
compliance standards and processes under the Regulation are not overly burdensome, while answers are
more mitigated with regard to the statement that the scope of the principle of mutual assistance should be
extended to include other standardization organisations.

More respondents disagreed than agreed that cooperation and sharing/exchange of information between the
trust services supervisory bodies and other standardization organisations is adequate, and that the
supervisory regime for all trust service providers establishes a level playing field for security and
accountability.
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When asked about the impact of the regulation on market developments and technological neutrality,
more than half of the respondents agree that the regulation has stimulated market developments and does
not hinder technological developments in the market, and that the principle of technological neutrality
creates fair competition in the market and opportunities for market developments.

Most respondents were neutral but there was still more agreement than disagreement with the statement
that the Regulation is sufficiently adaptable in its current form to take into account new technological
developments.

When asked about trust and confidence, all respondents agreed or were neutral towards the statements
that the EU Trusted List and Trust Mark has increased trust and confidence in the relevant trust services,
and that the Regulation fosters transparency in the trust services market.
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There was very strong agreement and only slight opposition to whether the Regulation has ensured trust
and confidence in the security and legal certainty of eID and trust services.

Half of the respondents agreed that the Regulation adequately addresses data and privacy concerns, and
they rather agreed than disagreed that the provisions of the Regulation concerning the division of liability
are clear, however, half respondents stayed neutral on the latter statement.

When asked about the coherence of the eIDAS Regulation, half of the respondents agreed that the solutions
and standards under the Regulation are coherent with other solutions and standards set by other
standardisation organisations (e.g. data and privacy), however, 13% strongly disagreed with this statement.
Answers were also mitigated with regard to the Regulations coherence with other related legislation or
policies at EU level and its coherence with national laws in the Member States.
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Overall, there was strong agreement among respondents that there is additional value resulting from the
Regulation compared to what could be achieved with similar regulatory frameworks at national level.

Still, there is also strong agreement among respondents that areas of the Regulation require further
harmonization at European level, and that further intervention is required in the regulation and
supervision of trust services at European level.
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Annex K: Open Public Consultation survey
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Annex L: Report on the Open Public Consultation
Profile of respondents
The OPC received a total of 318 replies from stakeholders. 36% of respondents indicated that they gave
their contribution as an EU citizen, 31% as a company/business organisation, 11% as a business association,
9% as a public authority, 3% as an academic/research institution, 3% as an NGO, 2% as a non-EU-citizen,
0.6% as a consumer organisation and 0.1% as an environmental organisation. 23% of respondents indicated
that they replied as a large organisation, 14% as a medium organisation, 10% as a small organisation, and
14% as a micro organisation. In terms of country of origin, 90% of respondents were from an EU Member
State, whereas 10% of respondents came from outside of the EU, mostly from the US, the UK, Norway and
Switzerland.
273 respondents answered the additional, more specific questions to the OPC in the area of eID. 74
respondents indicated that they answered to the OPC as end-users of eID (e.g. citizen, company), 57
respondents as providers of Identity and Authentication solutions and / or technologies and IT solutions in
this area (e.g. software, hardware, services), 47 respondents as trade/business/professional associations or
other interest representation organisations, 29 respondents as think tanks, research, academic institutions
or individual experts, 23 respondents as providers of online services (private sector), 10 respondents as
providers of online services (public sector), 9 respondents as public policy makers, and 8 respondents as
NGOs.
217 respondents answered the additional, more specific questions to the OPC in the area of trust services.
More specifically, eSignatures were of relevance to 202 respondents, eTimestamps to 145 respondents,
website authentication to 144 respondents, eSeals to 139 respondents, and ERDS to 104 respondents. 61
respondents indicated that they answered to the OPC as users of electronic trust services (e.g. citizen,
company, public or private service provider), 41 respondents as trade/business/professional associations or
other interest representation organisations, 34 respondents as providers of electronic trust services, 31
respondents as suppliers of technologies and IT solutions for electronic trust services (e.g. software,
hardware, services), 21 respondents as think tanks, research, academic institutions or individual experts, 7
respondents as public policy makers, 4 respondents as SBs, 4 respondents as NGOs and 2 respondents as
CABs.
Importance of eID and trust services during the COVID-19 crisis
59% of respondents have found the availability of the eID means or the electronic trust services (e.g.
electronic signature) particularly useful during the lockdown measures introduced due to the COVID-19
crisis. Out of these:
•

51% have used their eID or trust services for eGovernment services.

•

31% have used their eID or trust services for eHealth services.

•

39% have used their eID or trust services for financial services.

•

17% have used their eID or trust services for COVID-19 specific online services (e.g. reporting
symptoms, test results, requesting benefits/allowance).

•

39% have used their eID or trust services for concluding contracts remotely.

•

39% have used their eID or trust services for online shopping.

•

10% indicated that they have used their eID or trust services for other services, such as conferencing
apps, job applications, business contracts, organisation-internal services, insurance services.

Out of the respondents who have not found the availability of the eID means or the electronic trust services
(e.g. electronic signature) particularly useful during the lockdown measures introduced due to the COVID19 crisis:
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•

26 indicated that the online services are not available for their eID / eSignature.

•

11 indicated that they could not access the online services due to usability / technical issues (e.g. lack
of a card reader, software incompatibility, accessibility barriers for persons with disabilities).

•

6 indicated that they do not have them or could not get one (e.g. face to face interaction was needed
to obtain/activate/renew an eID/eSignature certificate during the lockdown).

•

3 indicated a lack of trust.

•

21 indicated that they had other reasons, such as no need for it, no availability of an eID, legal
inadmissibility, lack of acceptance.

64% of respondents agree that the eIDAS Regulation in general needs to be strengthened as a response
to the COVID-19 crisis.

69% of respondents agree that the eIDAS legal framework for cross-border eID in Europe should be
strengthened as a response to the COVID-19 crisis.

77% of respondents agree that the availability of eSignature in the EU should be extended as a result to
the COVID-19 crisis.

70% of respondents agree that the availability of eSeal in the EU should be extended as a result to the
COVID-19 crisis.

66% of respondents agree that the availability of eTimestamp in the EU should be extended as a result to
the COVID-19 crisis.
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68% of respondents agree that the availability of ERDS in the EU should be extended as a result to the
COVID-19 crisis.

54% of respondents agree that the availability of website authentication in the EU should be extended as
a result to the COVID-19 crisis.

eID specific questions
Use
75% of respondents claimed that they have an electronic identification means (eID) which can be used to
access online services. 59% use an eID provided by their government or other public authority, 34% have
Personal user accounts provided by social networks or online platforms, and 45% own eIDs provided by
other private sector organisations (e.g. trust service providers, banks, mobile operators). 51% of
respondents use their eID to access or use online services at least once a week and 60% at least once per
month, while 10% indicated that they use their eID to access or use online services less than once a month
or never.
81% of respondents are aware that they can use one of the notified national eID schemes to access online
public services in other EU Member States. 14% indicated that they have used it to access online services
in another EU Member State than their country of residence, 56% have not done so yet.
63% of respondents stated that the ability to use their eID to access public services in other EU Member
States is very important or somewhat important to them.
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Control of personal data
88% of respondents stated that it is very important or somewhat important for them to have a secure single
digital ID that could serve for all online services (both public and private) that provides them with the control
over the use of their personal data.

Mobile eID
90% of respondents stated that the ability to use their eID on their mobile phone is very important or
somewhat important for them.

Availability of eID and services
In terms of services usable or potentially usable with an eID:
•

60% of respondents use their eID for public services (e.g. fill in tax form, request certificates) and 9%
would like to do so.

•

23% of respondents use their eID for utility services (energy, water supply), telecom services and
38% would like to do so

•

35% of respondents use their eID for medical services (eHealth) and 29% would like to do so.

•

22% of respondents use their eID to open a bank account and 39% would like to do so.

•

20% of respondents use their eID to shop online and 29% would like to do so.

•

21% of respondents use their eID to access online platforms (e.g. social networks, online streaming
accounts) and 27% would like to do so.

•

15% of respondents use their eID for other services and 18% would like to do so.

At the same time, respondents were divided on whether the number of online public services to be accessed
in a cross-border context by using one of the published national eID schemes has considerably increased
due to eIDAS.
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Legal framework
At 55%, the majority of respondents agreed that the eIDAS Regulation provides an adequate legal
framework for cross-border eID in Europe.

Interoperability
More respondents disagreed (43%) than agreed (24%) that the interoperability framework established by
the eIDAS is optimal and supports sufficiently the mutual recognition of the eID schemes.

Benefits
When asked about the benefits of the use of eID to access online public services across borders, respondents
widely agreed that it contributes to:
•

Saving time (77% of respondents);

•

The simplification of the administrative procedure (74% of respondents);

•

An increase of the certainty on the authenticity of the users’ identity (73% of respondents);

•

The better access to services in another EU country (72% of respondents);

•

Saving money (68% of respondents);

•

An increase of service security (66% of respondents);

•

An increase of service quality (65% of respondents);

•

Enhancing user friendliness (64% of respondents);

•

The access to services to a larger group of users thanks to the uptake of eID (62% of respondents);

•

The protection of personal data (54% of respondents);

•

Enhancing clarity on the liability of the provider of the electronic identity (51% of respondents).

Limiting factors
Despite the visible benefits, 74% of respondents stated and only 5% denied that there are currently factors
limiting the cross-border use of eID. Among the factors mentioned are:
•

Lack of awareness (50% of respondents);

•

Limited number of notified elD schemes (50% of respondents);

•

Lack of availability of relevant public services (47% of respondents);

•

Limited

scope

of

elD

schemes

notified

under

the

elDAS

Regulation

(governmentally

issued/recognised elDs only) (43% of respondents);
•

Legal obstacles (example: face-to-face interaction required by national legislation) (40% of
respondents);

•

Too complicated/ not user-friendly/ accessibility barriers for persons with disabilities (36% of
respondents);
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•

Suboptimal interoperability framework (34% of respondents);

•

Lack of trust (24% of respondents);

•

Privacy concerns (19% of respondents);

•

Preference for paper-based solutions or face-to-face interactions (19% of respondents);

•

No need for it / Not relevant (8% of respondents);

•

Too expensive (6% of respondents);

•

Other factors (19% of respondents). Among these factors are: lack of testability, existence of legacy
systems and standards in public and private sector built for local eIDs in MSs, lack of both
preparedness and legal design of end user applications to accept notified eID schemes, little
involvement of the private sector and possibility for private-sector eIDs to directly notify, lack of
eIDAS nodes for private-sector organisations and lack of cross-border uptake of eIDs in private
sector, much market fragmentation and derogating national rules for individual applications, Cloud
platform's lack of transparency, no adoption of interoperability framework by e-service providers
due to high costs, lack of possibility to link digital identities and to add attributes, lack of a centralized
verification mechanism for the signature providers, lack of access for people without bank account,
little availability of sectorial data for specific processes, problem of identity matching between eIDAS
and national IDs, incompatibility of unique identifiers and identifier schemes, lack of harmonized
requirement set to be fulfilled by eID schemes in order to become notified in different MSs, low level
of interaction of common citizens with public administrations abroad especially compared to their
level

of

interaction

with

private-sector

organisations,

need

for

additional

identity

properties/attributes, lack of full interoperability across MSs due to customized data fields and
solutions, poor eID software, implementation delays and inadequate preparation and compliance by
MSs, existence of few use cases, lack of actual acceptance of eID schemes across borders, lack of
possibility to make use of bank ID, big responsibility put on the service provider under the current
framework, lack of clarity in the adequation between LOA.
Conclusions and recommendations
Overall, 40% of respondents agree and 25% disagree that the eIDAS Regulation has achieved its objectives
with regard to eID.

A vast majority of respondents agreed that the scope of the eIDAS Regulation should be extended to provide
a level playing field for the private economic actors operating in the field of eID.

76% of respondents believe and only 1% does not believe that the eIDAS Regulation or its
implementation should be improved. Among the suggested corrective actions are:
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•

Further harmonisation through requirements established in secondary legislation (implementing
acts), standardisation and the introduction of certification to the advantage of particularly convenient
and secure solutions (54% of respondents);

•

An obligation for Member States to make authentication available to the private sector (52% of
respondents);

•

Introduction of an obligation for the public sector to recognise attributes, credentials and attestations
issued in electronic form by trust service providers and public authorities registered as authoritative
sources (50% of respondents);

•

Introduction of new private sector digital identity trust services for identification, authentication and
provision of attributes (47% of respondents);

•

Adopting guidelines to improve legal coherence and consistency (46% of respondents);

•

Introduction of an obligation for the private sector to recognise trusted digital identities: eIDs notified
under eIDAS and trust services for identification, authentication and provision of attributes (44% of
respondents);

•

A shift from voluntary to mandatory notification of national eID schemes (37% of respondents);

•

Provision of identification for non-human entities (e.g AI agents, IoT devices) (33% of respondents).

51% of respondents affirmed and 21% denied that there should be a single and universally accepted
European digital identity scheme, complementary to the national publicly issued electronic identities,
allowing for a simple, trusted and secure possibility for citizens to identify themselves online. The following
possible advantages of such single and uniform European digital identity scheme were flagged as
important:
•

Universal Acceptance (47% of respondents);

•

User convenience (43% of respondents);

•

Trust (Government Sponsored) (37% of respondents);

•

Increased online security (32% of respondents);

•

Better control of personal data (29% of respondents);

•

Cost savings thanks to economies of scale (28% of respondents);

•

Other advantages (8% of respondents). Among these advantages are: Accessibility and openness,
Access for every European citizen regardless of income or the existence of a bank account, would fit
a gap if accessible to non-EU foreigners, Avoidance of regulatory arbitrage, Basis for multi-/crossindustry use cases, Fostering Digital Europe, Settling on a limited number of implementations,
Enforcement of International law cases, more harmonization across eID schemes, can serve as a
fallback solution in countries in which there are not yet any notified eIDs, would achieve higher
acceptance than today's notified eID schemes, can help in better separating the tasks of a public
authority of checking/ascertaining the identity and attributes of a person from the task of operating
technical infrastructure, Standards and coherence, decreasing effort for interoperability and
integration of further identity properties (Verifiable Credentials etc.), higher acceptance by
worldwide technology companies to integrate EU eID schemes in their systems, platforms or mobile
devices, simplification & comparability of LoA-assessment, higher flexibility to adapt technological
developments

The following possible disadvantages of a single and uniform European digital identity scheme were
flagged as concerning:
•

Complexity of set-up and Governance (57% of respondents)

•

Lack of flexibility to adapt to technological developments and changing user needs (48% of
respondents)

•

Overlap with existing solutions (49% of respondents)

•

Discouragement of innovation and investments into alternative eID solutions (42% of respondents)

•

State surveillance concerns (37% of respondents)
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•

Set up and operational costs (33% of respondents)

•

Other disadvantages (20% of respondents). Among these disadvantages are: Reliability concerns,
political non-viability, undermined digital Trust in all cross-border eIDs, poor user experience,
security concerns, complex implementation and interfaces, personal data storage and protection
concerns, lack of technical solutions in the public sector, high costs and time, security risks, limitation
of innovation, not as effective as involvement of private sector.

Trust services specific questions
Availability
72% of respondents believe that the eIDAS Regulation has increased the availability of electronic trust
services in the EU.

A majority of respondents also believes that the eIDAS Regulation has increased the availability of eSignature
(78% of respondents), eSeal (78% of respondents), and eTimestamp (73% of respondents).

More respondents further agreed than disagreed that the eIDAS Regulation has increased the availability of
ERDS (51% of respondents) and website authentication (41% of respondents), however, there was some
level of disagreement with regard to these two types of trust services.
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Overall, only 23% of respondents agree but a majority of 54% disagree that the availability and offer of
trust services in the EU is sufficient.

Usage
77% of respondents stated that they have already used electronic trust services. 65% stated that they feel
more comfortable and confident to use trust services now compared to five years ago.

89% of respondents agreed that public administrations should roll out more public services, making better
use of electronic trust services in their contact with citizens and businesses.

A majority of respondents agreed that the use of eSignature (77% of respondents), eSeal (69% of
respondents), eTimestamp (65% of respondents), ERDS (48% of respondents) and website authentication
(53% of respondents) have increased in Europe during the last 3 years.
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Legal effect
76% of respondents believe that providing the same legal effect to electronic trust services (e.g. qualified
e-signature is equivalent to handwritten one) helped increase their take-up.

67% of respondents further agree that the legal effect provided to trust services by the eIDAS Regulation
helped increase their admissibility in legal proceedings.
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55% of respondents further agreed that the cross-border legal effect provided to trust services by the
eIDAS Regulation helped increase their take-up.

Regarding electronic documents, 70% of respondents agree that the legal effect provided to them by the
eIDAS Regulation helped increase their take-up and admissibility in legal proceedings.

Governance
Respondents were divided on the effectiveness of the governance framework provided for trust services by
the eIDAS Regulation. 37% of respondents agreed and 32% disagreed that the level and scope of
governance and supervision of electronic trust services are adequate to ensure harmonisation at EU level.
More specifically, 42% of respondents agreed and 20% disagreed that the assessment procedure for
becoming a QTSP is adequate.

Trust and confidence
A vast majority of respondents believes that the provisions of the eIDAS Regulation on trust services have
enhanced trust in electronic transactions.
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Technological neutrality
36% of respondents agreed and 23% disagreed that the eIDAS Regulation has put in place conditions
conducive to trust services based on decentralised solutions.

Despite some disagreement, a vast majority of respondents agrees that the eIDAS Regulation does not
hinder technological developments in the eSignature (60% of respondents), eSeal (64% of respondents),
eTimestamp (72% of respondents), ERDS (50% of respondents) and website authentication (50% of
respondents) markets.
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Level playing field
A majority of respondents agreed that the eIDAS regulatory framework creates a level playing field in Europe
for eSignature (62% of respondents), eSeal (61% of respondents) and eTimestamp (64% of respondents).

More respondents further agree than disagree that the eIDAS regulatory framework creates a level playing
field for ERDS (45% of respondents) and website authentication (40% of respondents), however there is a
certain level of disagreement.

Interoperability
A majority of respondents agreed that the eIDAS Regulation has ensured interoperability of eSignature (57%
of respondents), eSeal (52% of respondents) and eTimestamp (59% of respondents).

234

Final Report | Annexes

Opinions are more divided regarding website authentication, where 34% of respondents agreed and 26% of
respondents disagreed that the eIDAS Regulation has ensured interoperability.

For ERDS, more respondents disagreed (32%) than agreed (31%) that the eIDAS Regulation has ensured
interoperability.

Benefits
A vast majority of respondents agreed that citizens, businesses and public administrations in Europe can
effectively benefit from the advantages of eSignature (85% of respondents), eSeal (81% of respondents),
eTimestamp (81% of respondents), ERDS (62% of respondents) and website authentication (65% of
respondents).
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When asked about the following potential benefits established by the eIDAS Regulation, respondents agreed
that the use of trust services contributes to:
•

Saving time (85% of respondents)

•

Ensuring legal certainty (84% of respondents)

•

The simplification of the administrative procedure (77% of respondents)

•

An increase of service security (77% of respondents)

•

Saving money (72% of respondents)

•

An increase of service quality (69% of respondents)

•

The protection of personal data (62% of respondents)

•

Enhancing user friendliness (61% of respondents)

Limiting factors
When asked about factors potentially limiting the use of electronic trust services, factors mentioned by
respondents include:
•

Lack of awareness (50% of respondents)

•

Lack of availability for relevant services (39% of respondents)
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•

Too complicated/ not user-friendly/ accessibility barriers for persons with disabilities (36% of
respondents)

•

Preference for paper-based solutions or face-to-face interactions (24% of respondents)

•

Lack of trust or fraud concerns (23% of respondents)

•

Privacy concerns (19% of respondents)

•

Not enough legal certainty (17% of respondents)

•

Too expensive (10% of respondents)

•

No need for it / Not relevant (3% of respondents)

•

Other factors (15% of respondents). These include: lack of harmonisation; lack of "equivalence"
defined for eSeals or ERDS; QWAC inclusion controversial; in certain EU Member States lack of
QTSPs for issuing qualified certificates; difficulties on enrolment; complicated usage of QSCDs; no
direct integration of QSCDs with web browsers/web signing; proof of key pair generation/operation
for HSM-as-QSCD on premises of customers for QSeal doing mass signing; lack of eID availability
to the private sector; missing market education; lack of acceptance of (qualified) signed electronic
documents by public authorities as the default throughout the EU; lack of will among government
and service providers to adapt to eIDAS; preference in many countries for use of national trust
services creating additional burdens to foreign QTSPs; additional devices such as card readers
required; services are not sufficiently harmonized from functional and technological perspective;
no comparable level of trust and security nor EU wide interoperability; use of electronic trust
services is often not visible or hard to verify for relying parties; lack of general requirement for all
software publishers to verify, honour and show digital identities and signatures verified in
accordance with eIDAS; lack of national legislation and guidelines on certain aspects such as
remote identification methods; dependence on paper-based procedures prior to the issuance of an
eSignature; legal certainty for cross-border use is limiting many use cases; EU Trusted List system
only partially works and has hampered uptake of trust services; validation issue as different
signing solutions produce different formats and results; multi-interpretation of the eIDAS
Regulation by SBs and CABs; personal data necessary for identification are not in all cases
connected to eID; no technical compatibility between services using timestamps and seals;
Implementing acts setting baseline requirements for interoperability have been published only for
electronic signature and seal formats; technical standards are high and expensive to implement
which makes them difficult to comply with especially for smaller businesses; qualification process
is not always transparent; privacy concerns related to when a document is e-signed: once
biometric data is hacked it is for life; lack of promotion of the eIDAS Regulation by Member States;
Lack of recognition of QWACs by major Browsers; lack of trust or fraud concerns; high costs.

Conclusions and recommendations
64% of respondents agree and 12% disagree that the eIDAS Regulation has achieved its objectives with
regard to electronic trust services.

Almost all respondents agree that the eIDAS Regulation is a more effective tool to regulate trust services
than actions taken at national level.

237

Final Report | Annexes

There is also strong and wide agreement among all stakeholder groups that repealing the eIDAS Regulation
would have negative consequences for trust services in Europe.

45% of respondents stated that additional trust services should be regulated at EU level, 16% opposed this.
Respondents mentioned that the following additional trust services should be regulated at EU level:
•

Electronic identification and authentication (53% of respondents)

•

Provision of trusted attributes (uniquely linked to a verified identity – e.g. proof of age, credentials
– professional qualifications, entitlements – Know-Your-Customer) (48% of respondents)

•

Delegated management of signature keys (33% of respondents)

•

eArchiving (31% of respondents)

•

Operation of distributed ledgers storing electronic evidences (28% of respondents)

•

Operation of identity hubs storing personal data of behalf of the users (28% of respondents)

•

Other (10% of respondents)

Other suggested additional services included S/MIME, digital validation, identity validation, server signing,
remote signing, one secure service for multiple purposes, Blockchain, legally irrevocable identity, eID and
corporate ID, e-archiving, Attribute certificates, SIS services, identity schemes as a trust service, biometric
eSignature, a single eID usable for all services, Trusted Third Party, eID issued by public and financial
services, Video identification, mobile (on-)device signing, Encryption (data confidentiality) certificates to be
used for e-democracy processes, Electronic voting, identity-based encryption, DID standard based
identification, Authorisation services and business representation, Verifiable Credentials (VCs), eInvoicing,
eTaxing, notary services, Signature verification services, Certificates for e-mail encryption, a new qualified
trust service for Single Sign On (SSO), Login Services, and Tokens for Authentication.
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Annex M: Qualified trust services and No. of QTSPs
Member State
Country

No. of
QTSPs
(active)

TSPs
without
active TS

Qualified trust services provided

QeRDS

Qcert for
ESig

QWAC

QTimestamp

QCert for
ESeal

QVal for
QESig

QVal for
QESeal

Austria AU

4

x









x

X

2

Belgium BE

9





x





x

x

-

Bulgaria BG

5

x













2

Croatia CR

3

x









x

x

-

Cyprus CY

1

x



x

x



x

x

-

Czech Republic CZ

6

x













-

Denmark DK

0

-

-

-

-

-

-

-

-

Estonia EE

1

x



x





x

x

1

Finland FI

1

x





x

x

x

x

-

France FR

22















2

Germany DE

11











x

x

11

Greece GR

5

x









x

x

-

Hungary HU

4

x









x

x

3

Iceland IC

1

x



x

x

x

x

x

-
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Ireland IR

2

x



x





x

x

1

20

x









x

x

10

Lithuania LT

3

x



x





x

x

2

Luxembourg LU

2

x









x

x

1

Malta MT

1

x



x

x

x

x

x

1

Netherlands NL

8

x









x

x

2

Norway NR

9

x









x

x

5

Poland PO

6

x













3

Portugal PL

6

x









x

x

3

Romania RO

5

x









QPres

QPres

-

Slovakia SK

6

x









 & QPres

 & QPres

-

Slovenia SL

7















-

28













 & QPres

6

Sweden SW

1

x

x

x

x

x





1

United Kingdom GB

0

-

-

-

-

-

-

-

6

Italy IT

Spain ES
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Annex N: List of Stakeholders – in-depth interviews
Table 34 – List of Stakeholders – eID

Country

Name

Italy
Germany
Poland
Portugal
Sweden
France
Denmark
Netherlands
UK
France
UK
Italy
Germany

AGID - Agency for Digital Italy
Federal Office for Information Security
Ministry of Digital Affairs
AMA- Agency for Administrative Modernization
Strategist digital identity | Department Services and Infrastructure
Agence nationale de la sécurité des systèmes d'information
DK eGov Portal
NL - eHerkenning
Global - Onfido
Digital Identity, IDEMIA
Yoti Ltd
Namirial SPA (SPID)
Verimi
Emirates
Germany
Zenjob
Italy
Visa
Germany
Targobank
Netherlands Studielink
Luxembourg LU eGov Portal
Slovakia
National Agency for Network and Electronic Services
Netherlands UWV
Netherlands SVB
Italy
Comune di Milano
Belgium
MyFin

Stakeholder type

National policymakers
National policymakers
National policymakers
National policymakers
National policymakers
National policymakers
National policymakers
eID provider
eID provider
eID provider
eID provider
eID provider
eID provider
Service provider (eID)
Service provider (eID)
Service provider (eID)
Service provider (eID)
Service provider (eID)
Service provider (eID)
Service provider (eID)
Service provider (eID)
Service provider (eID)
Service provider (eID)
Service provider (eID)

Table 35 – List of Stakeholders – Trust services

Country

Romania
Poland
Germany
Spain
Ireland
Italy
Luxembourg
Austria
Germany
Hungary
France
France
Portugal
Lithuania
Finland
Spain
Austria
Belgium
241

CERTSIGN
EuroCert Sp. z o.o.

Name

T-Systems International GmbH
AC Camerfirma, S.A
Adobe Systems Software Ireland Ltd.
Namirial S.p.A.
LuxTrust

e-commerce monitoring GmbH

Bundesnetzagentur
Digitoll Information Technology and Servicing Ltd
AR24
CDC ARKHINEO
DigitalSign - Certificadora Digital
UAB BalTstamp
Digital and Population Data Services Agency
Viafirma
PrimeSign

Zetes

Stakeholder type

Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
Q TSP
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Denmark
Bulgaria
Estonia
Sweden
France
Spain
Belgium
Belgium
Denmark
Italy
EU
Poland
Austria

Trustzone
Evrotrust
Guardtime
Scrive
WorldLine
SignatureIT

OneSpan
BE - SB
DK - Supervisory Body
IT - National Accreditation Body
FESA
Ministry of Digital Affairs

Rundfunk und Telekom Regulierungs-GmbH

Q TSP
Q TSP
Q TSP
non-Q TSP
non-Q TSP
non-Q TSP
non-Q TSP
AB, SB, CAB
AB, SB, CAB
AB, SB, CAB
AB, SB, CAB
AB, SB, CAB
AB, SB, CAB

Annex O: In-depth interviews: interview guides
Interview guidelines – Member State authorities

Evaluation Questions – National policymaker
Effectiveness

• To what extent do you think that the eIDAS Regulation has achieved its objectives with regard
to eID/trust services (e.g. mutual recognition; interoperability; increased availability, use, trust and
confidence; legal certainty), and in which areas do you see challenges, issues or need for improvement?

• In your opinion, how effective have been the eIDAS legal framework (e.g. Regulation, implementing
acts) and the eIDAS governance framework (e.g. Cooperation Network, notification, peer reviews, EU
trusted list etc.)?

Do you consider that the eIDAS Regulation is technology neutral and well adapted to current needs
and problems, future trends and market developments?
•

Could the current eID/TS market situation in Europe have been achieved without eIDAS, and what do
you think would be the consequences of repealing the eIDAS Regulation?
•

Legal

Are you aware of any law or practice at national or local level which may be frustrating the aims of
eIDAS? For example, due to the requirements of regulatory bodies which prevent (legally or practically)
trust services or eIDs from providers established in other Member States being used for certain activities?

•

Are you aware of any examples of national provisions which may not take full advantage of the
possibilities offered by eIDAS? For example, the legal framework does not yet provide for the use or
recognition of a particular type of trust service?

•

Efficiency Questions – National policymaker
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1. For which of the following functions are you
going to provide estimates on costs and benefits?
Please choose one or more options. This answer
will allow us to weight the provided estimates
based on the vertical integration of the eIDAS
functions in your Country.

•
•
•

2. How many full-time employees are dedicated
to the activities related to the eIDAS Regulation in
your organisation? (i.e. in charge of the
communication with other MS and the EC, in
charge of the preparation for the notification
process, for the peer review, etc.)

[number]

1.
In which year has been initiated the
setup of the node in your Country? This
answer will allow us to estimate the overall
costs sustained by your organisation since the
introduction of the eIDAS Regulation.

3. Could you provide an overall estimate of
the annual administrative costs incurred by your
organisation for activities related to the eIDAS
Regulation? This figure should represent an annual
average cost incurred by your organisation in
performing the administrative tasks only entailed
by the eIDAS Regulation including the paperwork
for the notification process (i.e. overall, on
average, per year and not per notification
procedure), the costs related to the peer review
process (i.e. man-days accounted for their daily
cost for the organisation) and other bureaucratic
duties that your organisation performs in relation
to the eIDAS Regulation. [number]

Member State Body
Country Node Operator
eID Provider

[number]

•

What percentage is dedicated to
the notification process of eID
schemes? [percentage]
• What percentage is dedicated to
the peer review process of other
countries’ eID schemes?
• What percentage is dedicated to
cooperation and communication
activities with other Member States
and the European
Commission? [percentage]
• What percentage is dedicated to
other administrative activities not
included above but related to the
duties of the eIDAS
Regulation? [percentage]

4. Technical costs
1.
Could you provide an estimate of the
initial technical costs incurred by your
organisation in order to be able to bring on the
activities related to the eIDAS Regulation (i.e.
including
software
development
costs,
outsourcing costs, technical personnel costs)?

243

[number]

Final Report | Annexes

2.
Could you provide an estimate of the
recurring (on average, per year) technical
costs incurred by your organisation for
activities related to the eIDAS Regulation (i.e.
including hardware maintenance, software
updates, outsourcing costs, external services
of technical nature)?

[number]

5. Could you provide an estimate of other
recurring (on average, per year) costs incurred by
your organisation for activities related to the
eIDAS Regulation? Please do not include
administrative costs/paperwork activities and
technical costs already mentioned above

[number]

6. Could you provide an estimate of your
expected annual administrative costs related to
the eIDAS Regulation for the next 5 years?

[number]

7. Could you provide an estimate of your
expected annual technical costs related to the
eIDAS Regulation for the next 5 years?

[number]

8. Do you believe that, at the moment, the
implementation of the eIDAS Regulation provides
sufficient incentives to private services to adopt
the eIDAS eID schemes? If yes, what are these key
incentives? If not, what is missing in your opinion?

[text]

9. Would
you
suggest
some
areas
improvement leading to cost reduction?

of

[text]

10. Are there factors that are currently generating
excessive costs in relation to the eIDAS
Regulation?

[text]

11. Do you believe there are benefits for your
organisation due to the eIDAS Regulation? If yes,
how would you quantify them?

[text]

12. Do you believe the costs incurred by your
organisation are excessive in comparison to the
current and/or potential benefits?

[text]

Interview guidelines – Accreditation, Supervisory, Conformity Assessment Body

Evaluation Questions – Accreditation, Supervisory, Conformity Assessment Body
VVA, Deloitte and Spark have been contracted to conduct an evaluation of the eIDAS Regulation by the
European Commission's DG CNECT. In order to feed this evaluation study, we are interviewing key
stakeholders to collect information and opinion on the functioning of the Regulation.
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The results of the analysis will inform future decision-making on the revision of the Regulation and contribute
to increase the efficiency of the legal framework. Please note that all information you provide are
treated in strict professional confidentiality, meaning that they will be anonymised and aggregated in
a way that the results cannot be associated with you and your institution.
Effectiveness

•

To what extent do you think that the eIDAS Regulation has achieved its objectives in the area of
trust services (e.g. increased availability, interoperability, use, trust and confidence in trust services),
and in which areas do you see challenges, issues or need for improvement?

•

In your opinion, how effective have been the eIDAS legal framework (e.g. Regulation, implementing
acts) and the eIDAS governance framework (e.g. process of becoming a qualified TSP, EU trusted list
etc.)

•

Do you consider that the eIDAS Regulation is technology neutral and well adapted to current needs
and problems, future trends and developments in the trust services market?

•

Could the current TS market situation in Europe have been achieved without eIDAS, and what do
you think would be the consequences for trust service providers and the European trust services market
of repealing the eIDAS Regulation?
Legal

•

Are you aware of any law or practice at national or local level which may be frustrating the aims of
eIDAS? For example, due to the requirements of regulatory bodies which prevent (legally or practically)
trust services or eIDs from providers established in other Member States being used for certain
activities?

•

Are you aware of any examples of national provisions which may not take full advantage of the
possibilities offered by eIDAS? For example, the legal framework does not yet provide for the use or
recognition of a particular type of trust service?

Efficiency Questions – Accreditation, Supervisory, Conformity Assessment Body
1. For which functions are you
going to provide estimates on costs
and benefits? Please indicate your
function(s) as envisaged in the
eIDAS Regulation (e.g. Supervisory
Body, Accreditation or Conformity
Assessment body). This answer will
allow us to weight the provided
estimates based on the vertical
integration of the eIDAS functions in
your Country.

[text]

2. What is the average number of
full-time employees dedicated to
the supervisory activities on
qualified and non-qualified trust
services?

[number]
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3. Could you provide an overall
yearly estimate of the recurring
costs incurred by your organisation
for activities related to the eIDAS
Regulation? This figure should
represent an annual average cost
incurred by your organisation in
performing the tasks entailed by
the eIDAS Regulation
only. [number]

• What percentage is dedicated to enforcement
activities (analysing conformity assessment
reports, carrying out audits, granting or
withdrawing qualified status, requiring (Q)TSP to
remedy failures) pertaining Article 17(4) of the
eIDAS Regulation? [percentage]
• What percentage is dedicated to administrative
procedures (informing national body responsible
for trusted lists, reporting to European
Commission, informing Data Protection Authorities,
etc) pertaining to Article 17(4) of the eIDAS
Regulation? [percentage]
• What percentage is dedicated to the reciprocal
assistance provision (Article 18) of the eIDAS
Regulation? [percentage]
• what percentage is dedicated to other activities
not mentioned above? [percentage]

4. Do you consider it to be
excessively burdensome? Are there
margins of improvement?

[text]

5. In your opinion, what are the
most relevant costs and benefits
generated by the reciprocal
assistance provision (Article 18) of
the eIDAS Regulation? Would it be
possible to estimate these costs and
benefits?

[text]

Interview guidelines – eID provider

Evaluation Questions – eID provider
Effectiveness

• To what extent do you think that the eIDAS Regulation has achieved its objectives with regard to eID
(e.g. mutual recognition; interoperability; increased availability, use, trust and confidence; legal certainty),
and in which areas do you see challenges, issues or need for improvement?

If notified: According to your experience, can you identify some of the strengths and weaknesses of
the process to become notified under eIDAS, and what do you consider as benefits and disadvantages of
being notified under eIDAS?
•

If non-notified: What prevents you from becoming notified under eIDAS, what is your opinion
regarding the process to become notified under eIDAS, and what do you think would be benefits and
disadvantages of becoming notified under eIDAS?
•

• Do you consider that the eIDAS Regulation is technology neutral and well adapted to current needs
and problems, future trends, and developments in the electronic identity market?
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Could the current eID market situation in Europe have been achieved without eIDAS, and what do you
think would be the consequences of repealing the eIDAS Regulation?

•

Legal

Are you aware of any law or practice at national or local level which may be frustrating the aims of
eIDAS? For example, due to the requirements of regulatory bodies which prevent (legally or practically)
trust services or eIDs from providers established in other Member States being used for certain activities?

•

Are you aware of any examples of national provisions which may not take full advantage of the
possibilities offered by eIDAS? For example, the legal framework does not yet provide for the use or
recognition of a particular type of trust service?

•

Efficiency Questions – eID provider
1. You are replying to these questions as
a(n)”

•

Provider
of
an
eID
scheme notified under
the
eIDAS
Regulation (SKIP QUESTIONS 2 TO 6)

•

Provider of an eID scheme not
notified under
the
eIDAS
Regulation (REPLY TO QUESTIONS 2
TO 6 ONLY)

•
2. Why do you provide an eID scheme not
notified under the eIDAS Regulation? Do you
consider the costs of notification to be higher
than the potential benefits?

Other (please specify)
[text]

3. Would you be able to estimate the
potential benefits of notification under the
eIDAS Regulation?

[number]

4. Would you be able to estimate the total
cost (technical and administrative) of
respecting the requirements needed to obtain
the notification?

[number]

5. Would you be able to estimate the total
cost of the notification process?

[number]

6. How many full-time employees are
dedicated to the activities related to eID
schemes in your organisation?

[number]
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7. How many full-time employees are
dedicated to the activities related to the eIDAS
Regulation in your organisation? (i.e. in
charge of the preparation for the notification
process,
for maintaining
the
necessary
assurance level, etc.)

[number]

a. In which year has been initiated
the setup of the node in your
Country? This answer will allow us to
estimate the overall costs sustained
by your organisation since the
introduction of the eIDAS Regulation.
8. Could you provide an overall estimate of
the annual administrative costs incurred by
your organisation for activities related to the
eIDAS
Regulation? This
figure
should
represent an annual average cost incurred by
your
organisation
in
performing
the
administrative tasks only entailed by the
eIDAS Regulation including the paperwork for
the notification process (i.e. overall, on
average, per year and not per notification
procedure), and other bureaucratic duties that
your organisation performs in relation to the
eIDAS Regulation. [number]

[number]

•

What percentage is dedicated to
the notification process of eID
schemes? [percentage]

•

What percentage is dedicated to other
administrative activities not included
above but related to the duties of the
eIDAS Regulation? [percentage]

9. Technical costs
a. Could you provide an estimate of
the initial technical costs incurred by
your organisation in order to be able
to bring on the activities related to the
eIDAS Regulation (i.e. including
software
development
costs,
outsourcing costs, technical personnel
costs)?

[number]

b. Could you provide an estimate of
the recurring (on
average,
per
year) technical costs incurred by your
organisation for activities related to
the eIDAS Regulation (i.e. including
hardware
maintenance,
software
updates, outsourcing costs, external
services of technical nature)?

[number]

10. Could you provide an estimate of other
recurring (on average, per year) costs
incurred by your organisation for activities
related to the eIDAS Regulation? Please do not
include administrative and technical costs
already mentioned above.

[number]

11. Could you provide an estimate of
your expected
annual
administrative
costs related to the eIDAS Regulation for the
next 5 years?

[number]
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12. Could you provide an estimate of
your expected annual technical costs related
to the eIDAS Regulation for the next 5 years?

[number]

13. Are there external regulatory or economic
factors that are hindering the cross-border
use of the electronic identifications?

[text]

14. Do you believe that, at the moment, the
implementation of the eIDAS Regulation
provides sufficient incentives to private
services to adopt the eIDAS eID schemes? If
yes, what are these key incentives? If not,
what is missing in your opinion?

[text]

15. Would you suggest some areas
improvement leading to cost reduction?

of

[text]

16. Are there factors that are currently
generating excessive costs in relation to the
eIDAS Regulation?
17. Do you believe there are benefits for your
organisation due to the eIDAS Regulation? If
yes, how would you quantify them? How is
this going to evolve in the future?
18. Do you believe the costs incurred by your
organisation are excessive in comparison to
the current and/or potential benefits?

[text]
[text]

[text]

Interview guidelines – Service Provider

Evaluation Questions – Service Provider
Effectiveness

Are you using eID or trust services? Please explain in which context you started to use these tools or
why you don’t.
•

What is your proportion of cross-border users (users established in another country than your
service)?
•

To what extent do you think that the eIDAS Regulation has achieved its objectives in fostering the use
of eID and trust services in Europe? In which areas do you see challenges, issues or need for improvement?

•

Do you consider that the eIDAS Regulation is technology neutral, ensures a Digital Single Market, and
is well adapted to current needs and problems, future trends and market developments?

•

Could the current eID and TS market situation have been achieved without eIDAS, and what do you
think would be the consequences of repealing the eIDAS Regulation?

•

Legal
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Are you aware of any law or practice at national or local level which may be frustrating the aims of
eIDAS? For example, due to the requirements of regulatory bodies which prevent (legally or practically)
trust services or eIDs from providers established in other Member States being used for certain activities?

•

Are you aware of any examples of national provisions which may not take full advantage of the
possibilities offered by eIDAS? For example, the legal framework does not yet provide for the use or
recognition of a particular type of trust service?

•

Efficiency Questions – eID Service Provider
1. How many full-time employees are
dedicated to the activities related to
the eIDAS Regulation in your organisation?

[number]

2. In which year has been initiated the
setup of the node in your Country? This
answer will allow us to estimate the overall
costs sustained by your organisation since
the introduction of the eIDAS Regulation.

3. Could you provide an overall estimate of
the total costs incurred by your organisation
to set up the connection to your Country
node? This figure should represent all initial
costs including those related to the
administrative/paperwork procedures, the
technical investments – hardware and
software-, external outsourcing services,
etc.) [number]

[number]

•

What percentage was due to the
administrative costs (i.e. estimate of the
cost for the organisation of the personnel
dedicated to these activities)? [percentage]
• What percentage was due to technical
requirements (i.e. including cost of
specialised technical assistance, external
providers, etc.)? [percentage]
• What percentage was dedicated to other
costs not included in administrative costs
and technical requirements? [percentage]

4. Could you provide an overall estimate of
the annual (average estimate on a yearly
basis) total recurring costs incurred by your
organisation to for the connection to your
Country node?

[number]

5. Could you provide an overall estimate of
the average annual benefits (average
estimate on a yearly basis) enjoyed by
your organisation since the connection to
your country node was established (e.g.
desk cost reduction, increased security,
other monetary benefits)?

[number]
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6. Could you provide an overall estimate of
the expected average annual benefits that
you assume your organisation will enjoy in
the next 5 years?

[number]

7. Has the eIDAS Regulation, with the
mutual recognition of eID national schemes
in other Member States favoured the
provision of your services cross-border?

[text]

8. What benefits have been generated by
the eIDAS Regulation for the end-users (if
any)?

[text]

9. What benefits can potentially be
generated by the eIDAS Regulation for the
end-users (if any)?

[text]

Interview guidelines – Qualified Trust Service Provider

Evaluation Questions – Qualified Trust Service Provider
Effectiveness

To what extent do you think that the eIDAS Regulation has achieved its objectives (increased mutual
recognition and the availability, use, trust and confidence in trust services), and where do you see
challenges, issues and need for improvement?

•

To what extent do you think the eIDAS Regulation has strengthened competitiveness and supported
the development of a single market in the area of trust services?

•

• Do you consider that the eIDAS Regulation is technology neutral and well adapted to current needs
and problems, future trends and developments in the trust services market?

According to your experience, can you identify some of the strengths and weaknesses of the process
to become a qualified TSP under eIDAS, and what do you consider as benefits and disadvantages of being
qualified under eIDAS?

•

Could the current TS market situation in Europe have been achieved without eIDAS, and what do you
think would be the consequences for trust service providers and the trust services market of repealing the
eIDAS Regulation?

•

Legal

Are you aware of any law or practice at national or local level which may be frustrating the aims of
eIDAS? For example, due to the requirements of regulatory bodies which prevent (legally or practically)
trust services or eIDs from providers established in other Member States being used for certain activities?

•
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• Are you aware of any examples of national provisions which may not take full advantage of the
possibilities offered by eIDAS? For example, the legal framework does not yet provide for the use or
recognition of a particular type of trust service?

Efficiency Questions – Qualified Trust Service Provider
1. How many full-time employees are dedicated
to the provision of trust services in your
company?

[number]

2. Could you provide an overall estimate of
the total costs incurred by your organisation
to qualify, be granted, and maintain the status of
qualified trust service provider, according to the
eIDAS Regulation? [number]

3. Do you believe there could be cost-saving
measures in the qualification process?

•

What percentage is dedicated
to administrative tasks (i.e. cost of
personnel filing the paperwork, audit
procedure, conformity assessment,
other)? [percentage]
• What percentage is dedicated
to technical expenses (i.e.
investments in new technologies,
physical assets which, technical
consulting support in absence of the
requirements of the qualification you
would not incur into)? [percentage]

[text]

4. Could you provide an overall yearly estimate
of the recurring extra-costs incurred by your
organisation for activities needed to be compliant
with the eIDAS Regulation? This figure should
represent an annual average cost incurred by
your organisation in performing the tasks entailed
by the eIDAS Regulation only which, in absence
of the regulation, your company would not incur
into.
[number]

•

What percentage is due to
administrative tasks (i.e.
paperwork)? [percentage]
• What percentage is dedicated to
technical expenses ex Art.19 (i.e.
recurring investments physical
assets, in software updates,
etc.)? [percentage]
• What percentage is dedicated to
the procedures of notification of
security breaches to the supervisory
authorities and users? [percentage]
• What percentage is dedicated to
the storage of OCSPs (or other
storage costs)? [percentage]
• What percentage is dedicated to
other activities not covered by the
activities mentioned
above? [percentage]

5. Benefits

1.
Did the eIDAS Regulation generate any
benefits for your organisation (i.e. larger
market base, reduced entry barriers in other
markets)?
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2.
Would you be able to provide an
annual average in monetary terms of the
benefits for your organisation?

[number]

6. Did the recognition of qualified trust services
providers in other Member States and third
countries as legally equivalent to those provided
in your country increase market competition?

[text]

7. If so, what was the impact on your prices and
services? Are you able to estimate it?

[text] [number]

8. To what extent has the cross-border
recognition of trust services reduced costs for end
users?
9. Do you consider the costs generated by the
eIDAS Regulation to be excessively burdensome in
comparison to the generated benefits?

[text]
[text]

Interview guidelines – Non-Qualified Trust Service Provider

Evaluation Questions – Non-Qualified Trust Service Provider
Effectiveness

To what extent do you think that the eIDAS Regulation has achieved its objectives (increased mutual
recognition and the availability, use, trust and confidence in trust services), and where do you see
challenges, issues and need for improvement?

•

To what extent do you think the eIDAS Regulation has strengthened competitiveness and supported
the development of a single market in the area of trust services?

•

Do you consider that the eIDAS Regulation is technology neutral and well adapted to current needs
and problems, future trends and developments in the trust services market?

•

What prevents you from becoming qualified under eIDAS, what is your opinion regarding the process
to become qualified under eIDAS, and what do you think would be benefits and disadvantages of becoming
qualified under eIDAS?

•

Could the current TS market situation in Europe have been achieved without eIDAS, and what do you
think would be the consequences for trust service providers and the trust services market of repealing the
eIDAS Regulation?

•

Legal

Are you aware of any law or practice at national or local level which may be frustrating the aims of
eIDAS? For example, due to the requirements of regulatory bodies which prevent (legally or practically)
trust services or eIDs from providers established in other Member States being used for certain activities?

•

Are you aware of any examples of national provisions which may not take full advantage of the
possibilities offered by eIDAS? For example, the legal framework does not yet provide for the use or
recognition of a particular type of trust service?

•
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Efficiency Questions – Non-Qualified Trust Service Provider
1. How many full-time employees are dedicated
to the provision of trust services in your
[number]
company?
2. Could you provide an overall yearly estimate
of the recurring extra-costs incurred by your
organisation for activities needed to be compliant
with the eIDAS Regulation? This figure should
represent an annual average cost incurred by
your organisation in performing the tasks entailed
by the eIDAS Regulation only which, in absence
of the regulation, your company would not incur
into. [number]

3. Benefits

•

What percentage is due to
administrative tasks (i.e.
paperwork)? [percentage]
• What percentage is dedicated to
technical expenses ex Article 19 (i.e.
recurring investments physical
assets, in software updates,
etc.)? [percentage]
• What percentage is dedicated to
the procedures of notification of
security breaches to the supervisory
authorities and users? [percentage]
• What percentage is dedicated to
the storage of OCSPs (or other
storage costs)? [percentage]
• What percentage is dedicated to
other activities/investments not
covered by the activities mentioned
above? [percentage]

1.
Did the eIDAS Regulation generate any
benefits for your organisation (i.e. larger
market base, reduced entry barriers in other
markets)?

[text]

2.
Would you be able to provide an
annual average in monetary terms of the
benefits for your organisation?

[number]

4. Did the recognition of trust services in other
Member States increase market competition?

[text]

5. If so, what was the impact on your prices and
services? Are you able to estimate it?

[text] [number]

6. To what extent has the cross-border
recognition of trust services reduced costs for
end-users?

[text]

7. Do you consider the costs generated by the
eIDAS Regulation to be excessively burdensome
in comparison to the generated benefits?

[text]
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Annex P: Minutes of the workshop with the Cooperation Network

Cooperation Network on eID

Wednesday 29th January, DG CNECT Beaulieu 25, 1160 Brussels
Discussion on the past, present and future of the eIDAS Regulation
(workshop)
Workshop report
Introduction
In the context of the evaluation of the eIDAS Regulation, the workshop with the members of the Cooperation
Network on eID served as a platform to discuss the past, present and future of the Regulation. The
workshop’s purpose was to collect the Cooperation Network’s views and feedback on the eIDAS Regulation,
identify common problems encountered by Member States with the governance, uptake and implementation
of eID under eIDAS, discuss and define possible solutions and ways forward, and gather input to feed the
eIDAS evaluation study.
The

Commission introduced the session by explaining the background of the workshop, the context of

digital identification and the necessity for a review of the eIDAS Regulation. The Commission stressed that
the Cooperation Network should define a vision for digital identity together, while emphasising that the
workshop is not meant as a consultation as representatives of Member States but as experts. The
Commission explained to the Members of the Cooperation Network that it had to delay the evaluation study
due to its new strategic positioning. The Commission further elaborated on some of the current internal
discussions on the eIDAS Regulation, including:
•

possibilities of enabling eID under eIDAS for the private sector (e.g. inclusion of new attributes, etc.),
ways forward with regard to social media platforms, data protection in line with the GDPR and user
control of data;

•

updates to the eIDAS Regulation that would include non-human actors, artificial intelligence and nonpersons, ensuring security and assurance as well as user experience, convenience and acceptance by
consumers;

•

plans to propose a Staff Working Document before 1 July, accompanied by a political communication
including future considerations, as well as a proposal on future provisions by the end of the year.

The study team introduced the workshop, including the general logistics and procedure and the topics of the
different sessions. The members of the Cooperation Network were then divided up into five groups of
approximately ten participants. Each group was assigned at least two moderators – one from the Commission
and one from the study team – and defined a rapporteur, whose role in the plenary sessions was to sum up
the discussion of their respective groups in front of all participants of the workshop. The Agenda was as
follows:
Time

Topic

14:00 – 14:20

Introductory plenary session

14:20 – 15:20

Scope and governance of the eIDAS Regulation

15:20 – 15:50

Plenary – report back

15:50 – 16:00

Coffee break
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Time
16:00 – 16:45

Topic
Market impacts - user choice and uptake of services;
competitiveness of the market and innovation

16:45 – 17:30

Implementation challenges

17.30 – 18.00

Plenary – report back

18:00 – 18:10

Conclusion

Session 1: Scope and Governance
The focus of this session was to discuss key issues that the experts see with regard to the scope and
governance of the eIDAS Regulation, including its scope’s fit for purpose, a possible expansion to include
new (trust) services, entities or the cross-border recognition of additional elements, and the appropriateness
and effectiveness of and possible improvements to the level of governance/ supervision model for eID/ trust
services.
Following the group discussions, the plenary session revealed that the following topics are of relevance to
the members of the Cooperation Network:
•

Many participants agreed that overall, the eIDAS Regulation has positive effects and does not require
major changes in its general scope. Some stated that for now they would like to refrain from
broadening the scope to trust services or third countries and consolidate and improve the current
content of the Regulation instead. As opposed to that, other participants suggested to include third
countries and a harmonisation of trust services in the scope of the Regulation, with an eye on including
new trust services automatically in the future. Suggestions for a widening of the scope of the
Regulation included the extension of attributes, the creation of a link between eID and trust services
(e.g. eDelivery), and the handling of third countries and identification of third country citizens similar
to Article 14 for trust services which allows the EU to establish contracts with other countries.

•

With regard to the commercial model, many participants agreed that the private sector should be
supported more under eIDAS. Participants widely agreed that there should be additional attributes
within the minimum dataset to respond to the needs of specific sectors (e.g. financial services,
education, health, etc.). This could also include an extension of the eIDAS Regulation and the implied
obligations to the private sector. It should also be possible to retrieve only certain elements of the
dataset (e.g. age verification, etc.), as needed. Subsets of data could also be included and it should be
ensured that they have the same level of assurance. It would then need to be made sure that there
is a mutual recognition of these attributes. Currently, the Member State opinion and peer review
opinion differ sometimes, which requires clearer guidance and a better understanding of the
requirements, for example, on the definition of levels of assurance, possibly through an implementing
act. In that context, some participants lamented that the definitions of the levels of assurance “high”
and “substantial” differ among Member States.

•

Although most participants agreed that peer reviews generally form an important element of eID
governance, there seems to be a wide dissatisfaction with some elements of the peer review setting
and process. Criticism included that the peer review process is overtly complex and takes too long. For
instance, each change to the eID scheme, such as the introduction of a mobile solution, requires a
renewed approval by the Cooperation Network. As a result, there was an idea to either shorten the
peer reviews or to redefine the reasons for triggering a peer review process. Another group raised the
idea to strengthen the peer reviews by making the peer review reports public (at least partly, bearing
in mind the need to redact confidential information) and allowing citizens to build their own opinion on
eID schemes. In addition, for the future of peer reviews, some participants favoured a more detailed
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and audit-like approach, while others believe it should rather be a learning exercise. Finally, some
participants thought that the peer reviews should have a more explicit outcome and the way they are
performed needs to be improved. The harmonisation of requirements for assurance was also a key
topic for some participants.
•

Regarding the supervision model, some participants mentioned that it works well in substance but
lacks a common way of dispute resolution to overcome stalemates when Member States disagree.
There was a suggestion to implement a supervisory body for eID comparable to the one that exists on
trust services with the ability to authorise certain things.

•

It was mentioned by some participants that it is not clear how private service providers can reuse
eID schemes since there is no clear condition for them on how to access the eIDAS node. Some
participants suggested the idea of launching a discussion to define/encourage a common and
sustainable business model for private actors across the whole EU single market.

•

Another point for discussion mentioned by one group was how legal entities should be notified and
whether they should always be bound to a natural person or not.

Session 2: Market effects
The focus of this session was to discuss key issues that the experts see with regard to the market effects of
the eIDAS Regulation, including user uptake and user choice, competitiveness of the market, and the eIDAS
Regulation’s preparedness for integrating new developments on eID and trust services.
Following the group discussions, the plenary session revealed that the following topics are of relevance to
the members of the Cooperation Network:
•

Generally, while some participants mostly pointed to issues with the functioning of eIDAS in practice
and a lack of user awareness, others saw a need for regulatory action.

•

There was a wide agreement that user uptake needs to be improved, although an increase has been
witnessed and is expected by some to increase further in the upcoming years. Some of the blocking
factors identified by the participants for user uptake and private sector uptake include the lack of
definition on liability, lack of transparency, and limited knowledge and user awareness about eIDAS.
As a possible point of improvement, some participants proposed that countries be required to prepare
a list of services that are available for cross-border use, especially on the public administration side, to
be published on the Commission website. Other participants noted two main problems regarding this
proposal. First, it would be a quasi-judicial instrument, since public services which are not listed would
de facto result as non-compliant. Second, if all services were actually listed, the list itself would be too
long to be user-friendly.

•

It was noted that uptake by parties issuing eID means could be improved if there was some way to
clearly limit the extent of their liability.

•

Some participants suggested to create a specific logo for the eIDAS login in order to raise user
awareness (making mutually recognised eIDs more visible).

•

In terms of competitiveness, many participants see potential for the private sector. Accordingly, a
notification of an eID scheme has proven to be a market differentiator in some cases as reported by
some eID providers. Several sectors (e.g. banking) are already taking up eID. There are also success
cases for the use of eSeals in public administration, with satisfied vendors and end users. However,
there was a wide agreement that there is much room for improvement. Some of the points raised by
participants include the need for a clarification of the financial aspects, a raised awareness and
promotion of the benefits of eIDAS, and the removal of barriers in the Regulation (e.g., Article 7f,
etc.).

•

Regarding technological developments, while the Regulation is technology-neutral, in practice there
are a few potential limits to innovation. For instance, the peer review process was mentioned by some
as a barrier, since it takes too long and is intensive, which means that putting new technologies
forward is hard. While the regulation itself covers new technologies, such as blockchain, the current

257

Final Report | Annexes

peer review system seems to cause problems in their actual introduction. One group mentioned the
possibility of using the meetings of the Cooperation Network to discuss the potential for new
technologies rather than dealing with single countries’ processes. In terms of future-proof, another
group emphasised the importance of mobile-first strategies, since eIDAS is currently focused on
browser applications.
•

Considering the inclusion of private relying parties, the point was raised that information should
centrally be provided on whether an eID scheme has to be paid for and how much.

•

Given that not every eID scheme provides the same information as an ID card, some participants
believed that there needs to be further clarification here for the online use authentication under eIDAS.

Session 3: Implementation challenges
The focus of this session was to discuss key issues that the experts see with regard to the implementation
of the eIDAS Regulation, including the main challenges faced by Member States in its implementation and
ways to tackle these challenges, as well as the question whether the definition of mutual recognition under
eIDAS is sufficient to grant access to foreign citizens to public services in practice and how obstacles could
be overcome.
Following the group discussions, the plenary session revealed that the following topics are of relevance to
the members of the Cooperation Network:
•

Participants stated that there are huge technical problems that need to be tackled. Sorting out
technical issues could improve integration issues. A goal should be to configure the eIDAS nodes
automatically.

•

There was a discussion of the practical problem where an individual seeks to use an eID to access a
public service in a different Member State, where that Member State requires some sort of national
identification number, which can only be obtained by presenting oneself at an authority in that Member
State. The identification number obtained in that Member State is required in order to show that the
individual has the right to receive the public service (i.e. that they are legally resident in the Member
State). However, in one group, there was a detailed discussion of the implications of this practical
situation, in particular regarding services for which there is not a residency requirement (e.g. enrolling
in academic institutions etc).

•

It was mentioned that there should be a better cooperation among the Member States, starting
with the definition and responsiveness of the right contact points. Other participants added that there
should be a better coordination mechanism by the Commission to ensure a faster uptake of eIDAS.

•

It was mentioned that there was not always recognition by all Member States within a 12-month
period, as required by eIDAS.

•

There is a lack of usability of cross border services if service providers do not accept them, so it was
mentioned that there should be an increased push for compliance. In addition, given the lack of
mandatory standards, some participants argued that implementation acts on this level are necessary.

•

Some raised the point that it needs to be better defined what an advanced signature across border
is, and the same goes for the definition of web authentication services. The risk is that some countries
apply different standards, for which there should be agreement on more detailed and mandatory EUlevel standards.

•

Some participants mentioned that the Single Digital Gateway will be the solution to several
implementation problems but there should a similar bridge solution since it will only be working
starting from the end of 2023.

•

Further needs identified to achieve a better implementation include the introduction of new attributes,
ensuring mutual recognition, providing guidance on levels of assurance and their scope, identity
matching, revising the documentation, leaving documentation of the Member State out of the
discussions of the peer reviews, making sure that the relying party side is able to process the
exchanged data in practice, a clarification in the regulation in terms of security breach notification (as
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is the case with trust services), a definition in the regulation of what happens if a country wants to
change a notified eID scheme, and shortening the period between the notification of an eID scheme
and it being put in practice (currently one year).
Conclusion and final round of opinions
The study team wrapped up the discussions of the three sessions, emphasising the importance and
worldwide uniqueness of the eIDAS Regulation and summing up the many points of improvement made by
participants that day. Accordingly, there are open questions regarding the involvement of the private sector,
some more consolidation will have to be done on trust services, the peer review discussion should go on
including the questions whether it is necessary or not, whether a Supervisory Body should be responsible
for the peer reviews, and whether one year is needed for the acceptance of a notified eID scheme. For the
market effects, a take-away is that the uptake is currently low in terms of users but could increase with an
increased availability of eIDAS nodes. The eIDAS Regulation seems to have driven the adaptation of eID
strategies across Member States. Questions remain about the charging of private ID providers across
borders, liability, the private sector as a key driver of eID uptake, and new technologies. Those could be
accommodated by the peer review process, which would however put burden on the members of the
Cooperation Network. Further topics related to this are the risk assessment approach, SSI, blockchain and
artificial intelligence. At the same time, for the implementation of new technologies participants do not see
a problem with the legal framework. Technical issues, such as the introduction of mobile solutions, could be
tackled at a lower level. The user journey should be seen in a more holistic way. The security of eIDAS nodes
could be addressed in notification form rather than as part of a peer review, which would create a more
resilient system. Overall, creating better awareness and improving the overall user journey of citizens is a
big challenge as well.
In a final discussion round, the Commission mentioned the importance of discussing the issue with additional
attributes in the minimum dataset. One idea from the participants was to look into specific sectors to see if
there is a need. Some participants reiterated their opinion that many issues, including this one, do not
require an opening or update of the regulation but rather a technical solution.
Next steps
The study team will use the topics discussed in this workshop as a first guideline on the issues that could be
raised and will be investigated in the following stakeholder consultation. A closer look into this will provide
a better idea of the most pressing issues across a wide range of stakeholders, which will further feed the
ongoing evaluation study.
Do you have additional points to raise for the study team? Please contact beeidasevaluation@deloitte.com
to share further insights.
In particular, the study team is interested in data you may have on:
•

The number of eIDAS nodes in the Member States you currently have an operational interconnection
with as a sending country.

•

The number of eIDAS nodes in the Member States you currently have an operational interconnection
with as a receiving country.

•

The number of non-notified eID schemes connected to your eIDAS node.

•

The number of private sector eID schemes connected to your eIDAS node.

•

The share of services connected to your eIDAS node on a national, regional and local level.

•

The amount of use of your country’s national eID schemes for national and cross-border transactions.

•

The level of usage for each month and year available (e.g. number of transactions, number of
transactions by country).

Thank you for your contribution.
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