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Abstract
Citizens’ rights to access unbiased and verifiable information online are being challenged.
Countering the spread of disinformation is proving to be a Herculean task for societies around
the world. The responsibility for stemming disinformation lies with many stakeholders. Social
media platforms and the algorithms they use to shape the news that people read, as well as
people’s behaviour online, all play a role in the rapid spread of disinformation. People’s
choices and reaction to content can lead to the viral dissemination and amplification of
harmful content. Policy initiatives, changes to social media algorithms and media literacy
programmes for online users are all methods that have been employed so far to address these
challenges but evidence of what works is still scarce. Research has shown that people tend to
be unaware of their own cognitive biases and underestimate the extent to which algorithms
influence their behaviour on social media platforms. Improving the media literacy of
consumers and reducing their vulnerability to disinformation is a necessary part of the
solution. However, our research also suggests that an approach based on behavioural science,
which triggers people to be aware of their own online behaviour, is worth exploring. Rational
and analytical thinking that is necessary for media literacy awareness can fall by the wayside
as people shift into a more reactive and less rational way of thinking while engaging with
news content online. This study proposes three concrete behavioural experiments to be
conducted that would test whether social media platforms could counter cognitive biases and
trigger a more analytical type of thinking by online users. This low-key approach would be
employed at the point of media consumption – i.e. just before a user is about to click on an
article link – and prompt them to pause for a moment and consider what it is they are about to
share or read.
Résumé
Le droit d’accès à des informations impartiales et vérifiables en ligne est battu en brèche. En
effet, contrer la diffusion de la désinformation se révèle une tâche herculéenne pour les
sociétés du monde entier. Nombreux sont les acteurs qui partagent la responsabilité d’enrayer
la désinformation. Les plateformes de réseaux sociaux et les algorithmes qu’elles utilisent
pour sélectionner les actualités présentées aux utilisateurs, ainsi que pour influencer leur
comportement en ligne, jouent tous un rôle dans la désinformation. Les choix et les réactions
des utilisateurs peuvent provoquer la propagation et l’amplification virale de contenus
nuisibles. Initiatives politiques, modification des algorithmes, et programmes d’éducation aux
médias destinés aux utilisateurs en ligne, sont autant de méthodes employées jusqu’à présent
pour répondre à ces défis. Toutefois, les preuves de leur efficacité sont encore rares. Les
recherches montrent que les utilisateurs ignorent souvent leurs biais cognitifs et sous estiment
l’influence des algorithmes sur leur comportement. Améliorer l’éducation aux médias des
consommateurs d’information en ligne et réduire leur vulnérabilité face à la désinformation
feront nécessairement partie de la solution. Cependant, nos recherches suggèrent également
qu’une approche basée sur les sciences du comportement, à même de sensibiliser les
utilisateurs à leur propre comportement en ligne, mérite d’être explorée. La réflexion
rationnelle et analytique que requiert l’éducation aux médias peut être éclipsée par le passage
des utilisateurs à un mode de pensée plus réactif et moins rationnel face aux actualités en
ligne. Notre étude propose la réalisation de trois expériences comportementales concrètes
pour déterminer la capacité potentielle des plateformes de réseaux sociaux à contrer les biais
cognitifs et à provoquer une réflexion plus analytique chez leurs utilisateurs. Cette approche
simple pourrait être employée juste au moment de la consommation médiatique, c.-à-d.
immédiatement avant que les utilisateurs cliquent sur le lien d’un article, pour les inciter à
faire une courte pause et réfléchir à ce qu’ils s’apprêtent à partager ou à lire.
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Executive summary
Objective and research questions
The objective of this study was to understand how the provision and consumption of news
online works (in particular in social media platforms), which problems it raises with regard to
the functioning of democracies, what is currently in place to counter these issues and their
implications, and what (other) options should be explored.
The research objectives were broken down into a set of research questions:
1) How can the functionalities of algorithms in different types of online services and
platforms be defined?
2) What is the level of public awareness about the existence and functioning of these
different types of algorithms?
3) What are the challenges associated with algorithm-driven media services for
consumers and citizens?
4) What are the potential consequences of these challenges for consumers, citizens and
other stakeholders in different domains?
5) What are the knowledge gaps in the understanding of and available research on the
above-mentioned issues?
6) What are the options for the government actors and/or the media and/or technology
sector itself to prevent or address these challenges or to mitigate their impacts?
7) How can the identified knowledge gaps be addressed by behavioural experiments to
explore the cognitive issues raised by algorithms used in conjunction with media
services, and what would be the design parameters of these experiments?
Approach
As part of this study, we have used a set of quantitative and qualitative methodologies that
aimed to address the research questions, and to engage and consult the various stakeholders in
this process. Our research approach included a review of the literature, key informant
interviews, quantitative data analysis, a mapping of stakeholders and interventions, and
assessment of the feasibility of using behavioural experiments in this area.
Context of the study: What is the role of algorithms in online media services?
Algorithms are behind the matching services and advertising-driven services present on
online platforms. A classic understanding of algorithms is that they are computable functions,
where the algorithm is understood as a finite sequence of precise instructions that can be
implemented on computer systems (Osoba and Welser IV, 2017). A newer concept of
algorithms, on the other hand, understands algorithms as not only a computable function, but
also as one that updates its behaviour in response to experience (input data) and performance
metrics (ibid).
Algorithms are a key component of the functioning and business model of social media
platforms and of the provision of media content to their users. Social media platforms have
increasingly become the main outlet for a large number of users to acquire news content or
opinion pieces. The increasing use of social media has created new opportunities for users to
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be exposed to and access media content through their social networks, in addition to platforms
expressly designed for the creation and dissemination of new content.
The past few years have seen increasing concern about the impact of algorithm-driven media
services, and their potential role in the political and democratic landscape.
What are the issues and challenges associated with algorithm-driven media services,
their drivers and potential consequences for consumers, citizens and other stakeholders
in different domains?
The use of algorithms in the provision of media services through online social platforms
poses problems with regard to the functioning of democracies. A well-functioning democracy
is a democracy where citizens participate and make free and informed political decisions,
based on verified facts and reliable evidence, which safeguard the quality of the political
debate. The role of social media platforms as an intermediary between users and media places
them as de facto curators of media content. Given the role that free press and quality media
have in the provision and relaying of facts and opinions, non-professional journalism on
social platforms is potentially detrimental to the functioning of democracies. It also makes
social media users particularly vulnerable to disinformation online.
The issues raised by the use of algorithms in social media services and platforms mainly stem
from the personalisation and amplification of content. These issues are not new but the online
environment, in particular in social media platforms, brings them to a new dimension in terms
of scale and speed. Personalisation of content – so as to establish a user profile and target the
message and delivery to their preferences, consumer behaviour and on popularity patterns –
has traditionally been used in marketing and political campaigns. However, the compilation
of personalisation and amplification of content, at the scale and speed that algorithms on
social media platforms allow, is unheard of.
One issue discussed in the literature is the extent to which the personalisation of content,
combined with the profiling and micro-targeting of users, contributes to creating or
aggravating filter bubbles. These would result in encapsulating users in streams of
information that are personalised to their interest and beliefs, limiting their exposure to
alternative viewpoints and creating so-called echo chambers. However, some empirical
evidence suggests that the scale and impact of filter bubbles in social media have been largely
exaggerated.
Alongside the personalisation of content, concerns have been raised about the opportunities of
and potential for the amplification of content. This phenomenon refers to the speed at which
content can be published and circulated on social media, and the consequently greater reach
compared to what is possible with paper-based print media. Amplification may facilitate the
quick and widespread dissemination of information that may be false or misleading,
especially when it is sensationalist or extreme. In addition, research suggests that once
disinformation is absorbed, it is much more difficult to change the misperception or belief
(i.e. rectify it), irrespective of whether it is true or false. The time to resolve false rumours can
also be significant, compared to the speed at which those original rumours circulate. The
amplification of content may also have the potential effect of crowding out content that is
important to the political debate but generates less traffic given that it is less sensationalist or
extreme.
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We focus on three categories of underlying reasons for the issues linked to the algorithmdriven media services and the effects they may have on the functioning of democracies, which
provide useful windows for potential policy action by stakeholders:
1) drivers related to the changing media landscape and emerging (and unregulated) role
of platforms as media content curators, and the concentration of ownership in social
media platforms;
2) drivers inherent to algorithms themselves, such as bias inherent to their design and the
lack of transparency about how they operate;
3) drivers inherent to human decision-making.
The third category of drivers relates to human cognitive biases and behaviour. It is arguably
one of the main drivers for the dissemination of false and misleading information, which
reinforces the idea that algorithms (and their biases) only mirror the humans behind them.
While algorithms may shape the content seen by any individual, this selection is based, in a
feedback loop, on the human selection and reaction to content presented by algorithmic
curation.
Beside algorithms and the way social media platforms operate, the new patterns of users
looking to social media platforms to provide them with media content is an important shift in
the media landscape. Some studies have identified that, besides the question of algorithmic
awareness, wider political, social and economic polarisation and distrust of institutions and
‘elites’ are drivers of a move towards increased scepticism in ‘traditional’ news and the
understanding of ‘facts’ (RAND Corporation, 2018; Lewandowsky et al, 2017) and could
explain in part the place social media have taken as an alternative to traditional media. The
effect of this shift on the functioning of democracies would merit further investigation in
Europe.
The evidence from the literature review about the awareness of media consumers and the
public at large of the existence and functioning of algorithms and their effects on user online
experience was inconclusive. Research to date on the actual level of public awareness about
the existence and functioning of these different types of algorithms is rather limited and has
presented mixed results. However, it has been mainly undertaken in the US context and prior
to the recent high-profile debates about algorithm-driven media (such as those relating to the
role of social media in the US 2016 election). It is unknown how the situation has evolved
since then and the extent to which the debate about algorithm-driven media has itself
contributed to increasing public awareness since early research has been conducted.
Research shows the existence of ‘folk theories’: beliefs about how platforms operate, based
on their interaction with the systems, which lead to certain expectations on the part of the user
about the algorithms and changes in behaviour (DeVito et al., 2017). When it comes to
algorithms, folk theories can be oversimplifications and often inaccurate (Eslami et al., 2015;
Rader and Gray, 2015). Two other dimensions need to be taken into account when
considering user awareness about how algorithms work and affect their online experience: the
‘third-person perception’, i.e. users believe that the impact of disinformation is greater on
those other than themselves (Jang et al., 2018) and the ‘generalised scepticism’ towards the
ways in which selection of news is conducted (Fletcher and Kleis Nielsen, 2018a). While
third-person perception renders the user vulnerable to threats that they are not aware of,
generalised scepticism may protect some of them or make them less amenable to believing
actually reliable sources.
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What are the options to prevent or address these challenges or to mitigate their
impacts?
Governments and other stakeholders have started to recognise these challenges and various
solutions aiming to address these issues and their implications have been suggested. We
mapped these solutions and clustered them into three categories:
1) solutions implemented at system level, which include both regulatory (e.g. the 2018
Disinformation Acts in France) and softer approaches (such as the EU Action Plan
against Disinformation);
2) solutions related to the algorithms themselves and implemented at the level of the
platforms, (e.g. automated flagging and detection of biased news or disinformation);
3) user-oriented solutions to influence the beliefs and behaviour of users before or at the
point at which media is consumed.
In some cases, the interventions mapped combined several aspects.
The third set of solutions, which is the focus of this study, aims at the empowerment of the
individual. While these solutions do not directly address the root causes of disinformation or
the quality of information in circulation, they aim to minimise the impact of user exposure to
disinformation by increasing the confidence, skills and knowledge of users of platforms to
effectively navigate the modern media environment and critically assess the media to which
they are exposed. Three types of approaches were identified through the review of the
available literature and practices:
1) approaches that aim to increase algorithmic transparency and awareness;
2) approaches that aim to fact-check information and present rebuttals at the point of
consumption;
3) approaches that aim to develop the individuals’ wider media and information literacy
in order to effectively interpret the media content and information delivered to them
through algorithmic curation.
The first type of intervention calls for more algorithmic transparency from the point of view
of users (who need to receive the information they need to be aware of, and understand how
algorithms may affect their online experience) and from the point of view of those in a
position to check the origin and authenticity of media content (including the research
community). With regard to users, ‘algorithmic literacy’ does not necessarily need to mean
that users are aware of all the technical operation of algorithms, but that they cultivate an
‘informed scepticism’ and understand that algorithmic processes may be determining the
outcomes they experience in their daily life (Osoba and Welser, 2017). This suggests that it is
important to match the level of information provided about how algorithms work with the
needs and level of understanding of users.
The second type of intervention focuses on the validity of the information or the reliability of
a source at the point of consumption. Fact-checking interventions from third-party
organisations (media or civil society) fall into this category. While several of such
interventions have been evaluated and show promising results in terms of correcting false
beliefs, fact-checking approaches may face challenges to effective implementation, mainly the
speed at which questionable content can circulate on a platform before in-depth fact-checking
of a claim can be performed. However, some have raised concerns about the role and effects
of fact-checkers (e.g. the role of the platforms to arbitrate in political disputes, the risk of

14

boosting confidence in undisputed but unchecked news, and ‘resistance’ to fact-checking to
comfort own biases).
The third type of interventions relate to media literacy, which we summarise below.
What is the role for media literacy in addressing the issues and implications of
algorithm-driven media services?
Reducing the vulnerability to disinformation of those who use social media platforms as a
source for news and information (and are a potential target for disinformation campaigns) is a
necessary part of the solution to address issues linked to algorithm-driven media services.
This could go through improving the skills (technical, cognitive, social, civic and creative)
that users need to have a critical understanding of the information they encounter online and
interact with it, in line with a traditional understanding of media literacy, applied to the online
environment.
While information and media literacy is an established field, the extent to which the current
understanding of media literacy is applicable to the online environment is unclear. Few
studies have focused on the evaluation of initiatives related to algorithm-driven media
services, more specifically about the personalisation and amplification of content. Initial
research in the area shows promise and suggests further research (e.g. verification of the
inoculation theory1) is undertaken.
There is also scepticism in the media literacy community about the extent to which media
literacy interventions designed for the online environment can be evaluated, for example due
to the emerging nature of the field.
What are the knowledge gaps in the understanding of and available research on the
above-mentioned issues?
Findings from the literature review suggest that there are gaps in current knowledge and
possible avenues for further research in relation to algorithm-driven media services, the role
of such services in shaping socio-political discourse, and their effect on wider societal
outcomes (including mental health and well-being of individuals). These concern: 1)
developing a deeper understanding of the causes and outcomes related to disinformation in
online social media, with a focus on the European context; 2) further research on
understanding market and price mechanisms of algorithm-driven media services and the
business models of online social media organisations; and 3) taking forward early research on
the effectiveness of interventions aiming to address the issues linked to algorithm-driven
media services, ideally involving platforms.
In addition, we found that given the current evidence base, a framework to assess the
evidence of effectiveness of interventions aiming to address the issues linked to algorithmdriven media services would be welcome, as well as guidelines on how best to assess the
effectiveness of such interventions and identify evidence-based practices in this area.

1

The Inoculation theory as proposed by McGuire (1961) is a model for building resistance against persuasion attempts by
exposing people to arguments against their beliefs and providing them counterarguments to refute attacks. See McGuire,
W.J., ‘The effectiveness of supportive and refutational defenses in immunizing and restoring beliefs against persuasion’,
Sociometry, 24, 1961, pp. 184–197.
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How can the identified knowledge gaps be addressed by behavioural experiments to
explore the cognitive issues raised by algorithms used in conjunction with media
services, and what would be the design parameters of these experiments?
Most media literacy interventions have focused on helping users to build the skills that
enhance and enforce critical engagement with messages produced by the media and other
senders of information, based on the assumption that users know and recognise when to use
these skills. However, as our research has shown, users tend to be unaware of their own
cognitive biases. Behavioural science tries to understand how interventions, or ‘nudges’, can
either make use of these biases or trigger the user’s awareness of them. We have explored the
potential of reinforcing solutions (including awareness raising and media literacy
interventions) with the help of behavioural science and the concept of nudges. These options
bring together the different approaches for countering the impact of algorithm driven media
services by proposing ‘media literacy by design’. This concept captures the need to embed
media literacy into the choice architecture, triggering a more information and media literate
use. The study proposes three experiments that could be conducted to assess the effect of the
types of interventions on the online behaviour of social media users.

16

Note de synthèse
Objectif et questions de recherche
L’objectif de cette étude était de comprendre le système de la mise à disposition et de la
consommation d’actualités en ligne (en particulier sur les plateformes de réseaux sociaux), les
problèmes qu’il soulève à l’égard du fonctionnement de la démocratie, les dispositions
actuellement en place pour parer à ces problèmes et leurs implications, et les (autres) options
méritant d’être examinées.
Cet objectif se décomposait en une série de questions de recherche:
1) Comment les fonctionnalités des algorithmes utilisés par différents types de services et
de plateformes en ligne peuvent-elles être définies ?
2) Quel est le degré de sensibilisation du grand public concernant l’existence et le
fonctionnement de ces différents types d’algorithmes ?
3) Quels sont les défis, pour les consommateurs et les citoyens, associés à des services
médiatiques fondés sur des algorithmes ?
4) Quelles sont les conséquences potentielles de ces défis pour les consommateurs, les
citoyens et les autres parties prenantes dans différents domaines ?
5) Quelles sont les lacunes de la recherche en matière de compréhension et d’étude des
problèmes susmentionnés ?
6) De quelles options disposent les acteurs gouvernementaux et/ou ceux du secteur des
médias et de la technologie eux-mêmes, pour prévenir ces difficultés ou y répondre,
ou pour atténuer leur impact ?
7) Comment remédier aux lacunes identifiées en matière de connaissances grâce à des
expériences comportementales étudiant les problèmes cognitifs soulevés par l’usage
d’algorithmes dans le cadre de services médiatiques, et selon quels paramètres
concevoir ces expériences ?
Approche
Dans le cadre de cette étude, nous avons utilisé un ensemble de méthodes quantitatives et
qualitatives pour examiner les questions de recherche, et pour nous adresser à diverses parties
prenantes au cours de ce processus. Notre approche de recherche comprenait une analyse de
la littérature, des entretiens avec des informateurs clés, l’analyse de données quantitatives, le
recensement des parties prenantes et des interventions, et l’évaluation de la faisabilité de
l’utilisation d’expériences comportementales dans ce domaine.
Contexte de l’étude : quel est le rôle des algorithmes dans le cadre des services
médiatiques en ligne ?
Les algorithmes se cachent derrière les services fondés sur la recherche de correspondances
ou sur la publicité. L'interprétation classique de l’algorithme le définit comme une fonction
calculable, une séquence déterminée d’instructions précises pouvant être mises en œuvre par
des systèmes informatiques (Osoba et Welser IV, 2017). Toutefois, selon une définition plus
récente, le concept d’algorithme se comprend comme une fonction non seulement calculable,
mais également capable d’adapter son comportement en fonction de l’expérience acquise (les
données saisies) et de mesures de performance (idem).
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Les algorithmes sont une composante essentielle du fonctionnement et du modèle commercial
des plateformes de réseaux sociaux, et du contenu médiatique proposé à leurs utilisateurs. De
plus en plus, les plateformes de réseaux sociaux en viennent à constituer la principale source
d’actualités ou d’articles d’opinion pour nombre de leurs utilisateurs. Le recours croissant aux
réseaux sociaux a créé de nouvelles occasions pour les utilisateurs d’être exposés ou d’avoir
accès à des contenus médiatiques par le biais de ces réseaux, en plus des plateformes conçues
avec l’objectif spécifique de création et de diffusion d’actualités.
Ces dernières années ont vu grandir les préoccupations concernant l’impact des services
médiatiques fondés sur des algorithmes, et leur rôle potentiel sur le paysage politique et
démocratique.
Quels sont les problèmes et les difficultés associés aux services médiatiques fondés sur
des algorithmes, les facteurs motivant leur utilisation, et les conséquences potentielles
pour les consommateurs, les citoyens et les autres parties prenantes dans différents
domaines ?
L’utilisation d’algorithmes dans le cadre de la fourniture de services médiatiques par le biais
de réseaux sociaux en ligne est problématique pour le fonctionnement des démocraties. Une
démocratie fonctionnelle est une démocratie fondée sur la participation des citoyens, et leur
capacité à prendre des décisions politiques libres et informées, sur la base de faits vérifiés et
d’une documentation fiable, qui garantissent la qualité du débat politique. Le rôle des
plateformes de réseaux sociaux comme intermédiaires entre les utilisateurs et les médias les
place, de facto, en position de « curateurs », c’est-à-dire d’éditeurs de contenu médiatique.
Face au rôle de la presse libre et des médias de qualité, dont la mission est de présenter et de
relayer des faits et des opinions, le journalisme amateur sur les réseaux sociaux est
potentiellement nuisible au fonctionnement des démocraties. Il rend également les utilisateurs
des réseaux sociaux particulièrement vulnérables à la désinformation en ligne.
Les problèmes soulevés par l’usage d’algorithmes dans le cadre des services médiatiques sur
les réseaux sociaux découlent principalement de la personnalisation et de l’amplification des
contenus. S’ils ne sont pas nouveaux, ces problèmes prennent des dimensions nouvelles, en
termes d’échelle et de rapidité, au sein de l’environnement en ligne et en particulier des
réseaux sociaux. La personnalisation des contenus, c’est-à-dire l’établissement d’un profil
pour chaque utilisateur de manière à lui présenter des messages ciblés en fonction de ses
préférences, de son comportement de consommation et de schémas de popularité, est un outil
classique du marketing et des campagnes politiques. Toutefois, la combinaison de la
personnalisation et de l’amplification des contenus, à l’échelle et à la vitesse permise par les
algorithmes des plateformes de réseaux sociaux, est sans précédent.
La littérature examine notamment dans quelle mesure la personnalisation des contenus,
associée avec le profilage et le microciblage, contribue à la création ou à l’aggravation de
bulles de filtres. Celles-ci aboutissent à l’emprisonnement des utilisateurs dans des courants
d’informations personnalisés en fonction de leurs intérêts et de leurs convictions, en limitant
leur exposition à des points de vue divergents et en créant le phénomène dit des « chambres
d’écho ». Cependant, certaines données empiriques suggèrent que l’échelle et l’impact des
bulles de filtres auraient été largement surestimés.
En parallèle de la personnalisation des contenus, des inquiétudes ont été exprimées
concernant les opportunités et le potentiel d’amplification de ceux-ci. Ce phénomène désigne
la vitesse à laquelle un contenu peut être publié et circuler sur les réseaux sociaux, et sa portée
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par là-même plus importante que celle des médias papier. L’amplification est susceptible de
faciliter la propagation rapide et généralisée d’informations potentiellement fausses ou
trompeuses, tout spécialement lorsqu’elles ont un caractère sensationnel ou extrême. En outre,
les recherches suggèrent qu’une fois la désinformation absorbée, il est extrêmement difficile
de revenir sur une perception ou une conviction erronée (c.-à-d. de la rectifier),
indépendamment de sa véracité. Peut aussi être important le délai nécessaire à la correction
des fausses rumeurs, par rapport à leur vitesse de circulation. L’amplification de contenus
pourrait aussi avoir pour effet potentiel de noyer certains contenus, pourtant importants pour
le débat politique, mais générant moins de trafic dans la mesure où ils tendent moins vers le
sensationnalisme ou l’extrémisme.
Nous nous sommes concentrés sur trois catégories de causes sous-jacentes expliquant les
problèmes liés aux services médiatiques fondés sur des algorithmes et les effets qu’ils peuvent
avoir sur le fonctionnement des démocraties. Ces catégories représentent pour les parties
prenantes des fenêtres d'opportunités pour prendre des mesures stratégiques :
8) les facteurs liés au paysage médiatique en évolution et à l’émergence du rôle (non
réglementé) des plateformes en tant qu’éditeurs de contenus médiatiques, et la
concentration de la propriété par les plateformes de réseaux sociaux ;
9) les facteurs inhérents aux algorithmes eux-mêmes, comme le biais lié à leur
conception et le manque de transparence de leur fonctionnement ;
10) les facteurs inhérents à la prise de décision humaine.
Cette troisième catégorie de facteurs se rapporte aux biais cognitifs et aux comportements
humains. Il s’agit sans doute de l’un des moteurs principaux de la propagation d’informations
fausses ou trompeuses, ce qui renforce l’idée que les algorithmes (et leurs biais) ne font que
refléter les humains qui les ont créés. Si les algorithmes peuvent adapter les contenus
consultés par tout individu, cette sélection est basée, dans une boucle de rétroaction, sur la
sélection et les réactions humaines à des contenus présentés par curation algorithmique.
Outre les algorithmes et le mode de fonctionnement des plateformes de réseaux sociaux, le
nouveau schéma selon lequel les utilisateurs se tournent vers les plateformes de réseaux
sociaux pour obtenir du contenu médiatique représente une modification importante du
paysage médiatique. Selon certaines études, en parallèle de la question de la sensibilisation
aux algorithmes, un mouvement plus large de polarisation politique, sociale et économique et
de perte de confiance dans les institutions et les « élites » nourrit également une tendance à un
scepticisme accru vis-à-vis des actualités « traditionnelles » et de la notion de « faits »
(RAND Corporation, 2018 ; Lewandowsky et al, 2017), ce qui pourrait expliquer en partie le
rôle qu’ont endossé les réseaux sociaux en tant qu’alternative aux médias traditionnels. Les
répercussions de ce changement sur le fonctionnement des démocraties mériteraient une
enquête plus poussée à travers l’Europe.
L’analyse de la littérature sur la sensibilisation des consommateurs de médias et du grand
public concernant l’existence et le fonctionnement des algorithmes, ainsi que leurs effets sur
l’expérience en ligne des utilisateurs, se sont révélées peu concluantes. À ce jour, les
recherches sur le degré réel de sensibilisation du public à l’égard de l’existence et du
fonctionnement de ces différents types d’algorithmes restent relativement limitées, et ont
présenté des résultats mitigés. Cependant, elles ont été réalisées principalement aux ÉtatsUnis, et ce, avant le retentissement des débats récents sur les médias fondés sur des
algorithmes (touchant notamment au rôle des réseaux sociaux lors de l’élection présidentielle
de 2016). On ignore quelle a été l’évolution de la situation depuis, et dans quelle mesure le
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débat sur les médias fondés sur des algorithmes a lui-même contribué à accentuer la
sensibilisation du public depuis la réalisation de ces premières recherches.
Ces recherches signalent l’existence de « théories folkloriques » : des convictions au sujet du
fonctionnement des plateformes, en fonction de leurs interactions avec les systèmes, qui
entraînent certaines attentes de la part de l’utilisateur concernant les algorithmes et des
changements de comportement (DeVito et al., 2017). En matière d’algorithmes, les théories
folkloriques peuvent relever d’une simplification excessive et sont souvent inexactes (Eslami
et al., 2015 ; Rader et Gray, 2015). Deux autres dimensions doivent être prises en compte
dans le cadre de l’étude de la sensibilisation des utilisateurs à l’égard du fonctionnement des
algorithmes et de leur impact sur leur expérience en ligne : la perception « à la troisième
personne », selon laquelle les utilisateurs croient que l’impact de la désinformation est plus
important sur les autres (Jang et al., 2018), et le « scepticisme généralisé » vis-à-vis des
méthodes de sélection des actualités (Fletcher et Kleis Nielsen, 2018a). Si la perception à la
troisième personne rend l’utilisateur vulnérable à des menaces dont il n’a pas conscience, le
scepticisme généralisé peut en protéger certains, tout comme il peut les rendre plus méfiants
vis-à-vis de sources vraiment fiables.
Quelles sont les options de prévention ou de réponse à ces difficultés, ou d’atténuation de
leur impact ?
Les gouvernements et d’autres acteurs commencent à reconnaître ces défis, et diverses
solutions visant à y répondre, ainsi que leurs implications, ont été suggérées. Nous avons
recensé ces solutions et les avons regroupées en trois catégories :
11) les solutions mises en œuvre au niveau du système, qui comprennent des approches
réglementaires (par ex., en France, les lois de lutte contre la manipulation de
l'information de 2018) et des approches plus douces (comme le Plan d’action contre la
désinformation de l’UE) ;
12) les solutions liées aux algorithmes eux-mêmes et mises en œuvre au niveau des
plateformes (par ex., la détection et le signalement automatisé d’actualités biaisées ou
de désinformation) ;
13) les solutions axées sur les utilisateurs, destinées à influencer leurs convictions et leur
comportement avant ou au moment de la consommation médiatique.
Dans certains cas, les interventions recensées combinaient plusieurs de ces aspects.
La troisième série de solutions, sur laquelle se concentre cette étude, vise à responsabiliser
l’individu. Si ces solutions ne s’attaquent pas directement aux causes profondes de la
désinformation ni à la qualité des informations en circulation, elles visent à diminuer l’impact
de l’exposition des utilisateurs à la désinformation, en accentuant la confiance, les
compétences et les connaissances des utilisateurs de plateformes, pour leur permettre
d’appréhender efficacement l’environnement médiatique moderne et d’adopter une
perspective critique vis-à-vis des médias auxquels ils sont exposés. Trois types d’approches
ont été identifiés grâce à l’analyse de la littérature des pratiques existantes :
14) les approches visant l’augmentation de la transparence des algorithmes et la
sensibilisation à leur sujet ;
15) les approches visant à contrôler la véracité des informations et à les réfuter au moment
de la consommation ;
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16) les approches visant à développer l’éducation générale des individus aux médias et à
l’information, de manière à leur permettre d’interpréter efficacement les contenus
médiatiques et les informations sélectionnés pour eux par curation algorithmique.
Le premier type d’interventions exige une plus grande transparence des algorithmes du point
de vue des utilisateurs (qui doivent recevoir les informations dont ils ont besoin pour
connaître et comprendre l’impact potentiel des algorithmes sur leur expérience en ligne), et du
point de vue des acteurs à même de contrôler l’origine et l’authenticité des contenus
médiatiques (y compris la communauté de recherche). Concernant les utilisateurs,
l’« éducation aux algorithmes » ne signifie pas nécessairement que les utilisateurs aient
conscience de toutes les opérations techniques des algorithmes, mais qu’ils cultivent un
« scepticisme informé » et comprennent que les processus algorithmiques sont susceptibles de
déterminer leur expérience de la vie au quotidien (Osoba et Welser, 2017). Cela semble
indiquer qu’il est important de garantir un degré d’informations au sujet du fonctionnement
des algorithmes assorti aux besoins et au niveau de compréhension des utilisateurs.
Le deuxième type d’interventions se concentre sur la validité des informations, ou la fiabilité
d’une source, au moment de la consommation médiatique. Les interventions de vérification
des faits opérées par des organismes tiers (des médias ou de la société civile) correspondent à
cette catégorie. Si l’évaluation de plusieurs de ces interventions révèle des résultats
prometteurs en termes de correction des convictions erronées, la mise en œuvre efficace des
approches de vérification des faits peut rencontrer des obstacles, principalement la vitesse à
laquelle les contenus douteux peuvent circuler sur une plateforme avant qu’un contrôle
approfondi de ces allégations puisse être réalisé. Certains ont également exprimé des
préoccupations concernant le rôle et les effets liés aux acteurs de la vérification des faits euxmêmes (par ex., le rôle d’arbitrage des débats politiques que se sont arrogé les plateformes, le
risque de confiance accrue vis-à-vis d’actualités incontestées mais incontrôlées, et la
« résistance » au contrôle de la véracité dans le but de conforter ses propres biais).
Le troisième type d’interventions est lié à l’éducation aux médias, et nous le résumons cidessous.
Quel est le rôle de l’éducation aux médias pour faire face aux problèmes et aux
implications des services médiatiques fondés sur des algorithmes ?
Réduire la vulnérabilité face à la désinformation des personnes utilisant les plateformes de
réseaux sociaux comme sources d’actualités et d’informations (et représentant donc les cibles
potentielles de campagnes de désinformation) doit nécessairement faire partie de la solution
aux problèmes liés aux services médiatiques fondés sur des algorithmes. Il peut s’agir de
renforcer les compétences (techniques, cognitives, sociales, civiques et créatives) dont les
utilisateurs ont besoin pour former une compréhension critique des informations qu’ils
rencontrent et avec lesquelles ils interagissent en ligne, conformément à la définition
traditionnelle de l’éducation aux médias appliquée à l’environnement numérique.
Mais, si l’éducation aux médias et à l’information est un domaine bien établi, il n’est pas
certain que son interprétation actuelle soit entièrement applicable à l’environnement en ligne.
Peu d’études se sont concentrées sur l’évaluation des initiatives liées aux services médiatiques
fondés sur des algorithmes et en particulier sur la personnalisation et l’amplification des
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contenus. Les premières recherches dans ce domaine sont prometteuses, et suggèrent la
pertinence de recherches plus poussées (par ex., la vérification de la théorie de l’inoculation2).
Il existe également un scepticisme au sein de la communauté de l’éducation aux médias
concernant la capacité d’évaluation des interventions d’éducation aux médias conçues pour
l’environnement numérique, notamment en raison du caractère émergent de ce domaine.
Quelles sont les lacunes de la recherche en matière de compréhension et d’étude des
problèmes susmentionnés ?
Les conclusions tirées de l’analyse de la littérature suggèrent qu’il existe des lacunes dans les
connaissances actuelles et des opportunités de recherches futures en rapport avec les services
médiatiques fondés sur des algorithmes, le rôle de ces services dans la construction du
discours socio-politique, et leurs répercussions sur des questions sociétales plus vastes (y
compris la santé mentale et le bien-être des personnes). Ces lacunes concernent : 1) le
développement d’une compréhension plus approfondie des causes et des conséquences de la
désinformation sur les réseaux sociaux, en particulier dans le contexte européen ; 2) des
recherches plus poussées destinées à comprendre les mécanismes du marché et du prix des
services médiatiques fondés sur des algorithmes, et le modèle commercial des compagnies
gérant les réseaux sociaux ; et 3) la poursuite des premières recherches sur l’efficacité des
interventions destinées à répondre aux problèmes liés aux services médiatiques fondés sur des
algorithmes, idéalement en collaboration avec les plateformes.
En outre, notre analyse suggère que, compte tenu des données probantes actuellement
disponibles, il serait bienvenu de bénéficier d’un cadre au sein duquel évaluer l’efficacité des
interventions destinées à répondre aux problèmes liés aux services médiatiques fondés sur des
algorithmes, ainsi que de directives détaillant le meilleur moyen d’évaluer cette efficacité et
d’identifier les pratiques fondées sur les données probantes dans ce domaine.
Comment remédier aux lacunes identifiées en matière de connaissances grâce à des
expériences comportementales étudiant les problèmes cognitifs soulevés par l’usage
d’algorithmes dans le cadre de services médiatiques, et selon quels paramètres concevoir
ces expériences ?
La plupart des interventions d’éducation aux médias sont axées sur l’apport des compétences
requises pour renforcer et exercer une perspective critique vis-à-vis des messages produits par
les médias et d’autres sources d’informations, partant du principe que les utilisateurs
connaissent et détectent les instances où il est nécessaire de mettre en œuvre ces compétences.
Mais, comme l’ont montré nos recherches, les utilisateurs ont tendance à ne pas avoir
conscience de leurs propres biais cognitifs. Les sciences du comportement tentent de
comprendre comment des interventions, encore appelées « nudges » (coups de pouce),
peuvent soit faire usage de ces biais, soit les démasquer. Nous avons examiné le potentiel de
solutions de renforcement (y compris d’interventions de sensibilisation et d’éducation aux
médias) selon la perspective des sciences du comportement et du concept de nudges. Ces
options regroupent les différentes approches de contre-attaque face à l’impact des services

2

La théorie de l’inoculation, postulat formulé par McGuire en 1961, est un modèle de renforcement de la résistance contre
les tentatives de persuasion, fondé sur l’exposition des personnes à des arguments contraires à leurs convictions et la
présentation de contre-arguments pour réfuter ces attaques. Cf. McGuire, W.J., « The effectiveness of supportive and
refutational defenses in immunizing and restoring beliefs against persuasion », Sociometry, 24, 1961, pp. 184–197.
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médiatiques fondés sur des algorithmes en proposant le concept d’éducation aux médias « à la
conception ». Ce concept témoigne de la nécessité d’intégrer l’éducation aux médias au sein
de l’architecture de choix, pour entraîner un usage plus informé et éduqué des médias.
L’étude propose trois expériences qui pourraient être réalisées pour évaluer l’impact des
différents types d’interventions sur le comportement en ligne des utilisateurs de réseaux
sociaux.
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1 Introduction

On 31 July 2018, a video was posted on YouTube featuring a number of fully clothed, veiled
women carrying belongings who appear to be drowning in the sea. The video shows a television
crew that is filming the ordeal. The narrator of the video suggests that the viewer is watching a
staged scene of ‘migrants drowning in the sea’ and asks a rhetorical question in Czech, ‘is this a
scam?’ The video was shared on dozens of, initially Czech, websites, Facebook pages and Twitter
accounts insinuating that the video shows that the migrant crisis is a hoax and that journalists are
engaging in propaganda. According to estimates (AFP, 2018), the video accumulated 1.2 million
views across various social media platforms and was shared tens of thousands of times across
Europe. Days later, a fact-checking unit at press agency AFP debunked the story and proved that
the crew was shooting a scene for a film depicting historical events in Turkey in 1922.

1.1

Background and context

Examples like the one described above have contributed to rising concern among
policymakers and other stakeholders over the challenges posed by online distribution of ‘fake
news’ or disinformation. Well-functioning societies and democracies are dependent on a
trusted and diverse media landscape offering access to verifiable information, which allows
citizens to debate and form their own opinion on various political issues (Christians et al.,
2010). The proliferation of disinformation, however, may challenge one’s right to receive and
impart information and may ultimately harm the integrity of democracy, a founding value of
the European Union.
While propaganda and disinformation campaigns are by no means new phenomena, online
disinformation is exacerbated by several relatively recent trends. Researchers at RAND
(Kavanagh and Rich, 2018) studied the drivers that contribute to the erosion of facts and
evidence in society (or ‘truth decay’) and they concluded that recent changes in the media
landscape and information system have played an important role in this process. The sheer
volume of data and information and the speed of the information flow make it difficult for
platform owners to verify the information published on their site; the potential audience of
online media and platforms is unprecedented with more than half of the population and nearly
three-quarters of the under-30s using the Internet as their primary source for news
consumption (Matsa et al., 2018); and algorithms allow for personalisation and amplification
of content, allowing information to spread selectively, yet virally.
Algorithms have brought numerous benefits for consumers, media companies and advertisers.
Traditionally, news and media consumers would be dependent on the generic content selected
by media companies (newspapers or TV broadcasting) or they would have to specify precise
and unambiguous queries in a media database. Algorithms automate personalisation and
enable targeting of media content. Search algorithms, for instance, such as those used by
Google, customise the information based on the recipient’s need, desires, and their contacts in
online social networks (Bozdag, 2013). Algorithms used for content filters, such as those used
to produce Twitter or Facebook timelines, prioritise information based on the history of the
user’s interaction with similar content by having liked, shared, subscribed and commented on
it (Bozdag, 2013).
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However, amid the concerns about the proliferation of disinformation in the aftermath of the
Brexit referendum campaign or the migrant crisis, many have highlighted the negative side
effects of algorithms in the consumption and distribution of online news and media. In the
UK, for example, the Digital, Culture, Media and Sport (DCMS) Committee that has
investigated disinformation and fake news following the Cambridge Analytica data scandal
expressed concern over the ‘relentless targeting of hyper-partisan views, which play to the
fears and prejudices of people, in order to influence their voting plans’ (British Broadcasting
Corporation, 2018). Much of this attention has focused on the creation of ‘filter bubbles’ or
‘echo chambers’, in which, fuelled by strong network effects and human confirmation bias,
people may be exposed to an overrepresentation of news or opinionated content aligned with
their existing views.
Box 1 Definitions of key terms3
Algorithm: a computable function that can be implemented on computer systems. Machine learning
algorithms can also update their behaviour in response to experience (input data) and performance
metrics (Osoba and Welser IV, 2017).
Bot: computer algorithm that automatically produces content and interacts with humans on social
media (Davis et al. 2016).
Disinformation: the verifiably false or misleading information which has been created, presented
and disseminated for the purpose of economic gain or in order to intentionally deceive the public
and able to cause public harm (European Commission, 2018d).
Echo chambers: the result of selecting a set of friends and information that adhere to one’s system
of beliefs thereby forming polarised groups (Del Vicario et al., 2016).
False amplifiers: methods, such as false news, disinformation, or networks of fake accounts aimed
at manipulating public opinion (Weedon et al., 2017).
False news: news articles that purport to be factual, but which contain intentional misstatements of
fact with the intention to arouse passions, attract viewership, or deceive (Weedon et al., 2017).
Filter bubble: the results of algorithms which create ‘a unique universe of information for each of
us which fundamentally alters the way we encounter ideas and information’ (Pariser, 2011).
Homophily: when, for example, a user engagement in a discussion correlates with the number of
friends having the same behaviour (Bessi et al., 2016).
Misinformation: the inadvertent or unintentional spread of inaccurate information without
malicious intent (Weedon et al. 2017).
Online media platforms: software-based facilities offering two- or even multi-sided markets where
providers and users of content, goods and services can meet (European Commission, 2015).

1.2

Policy context

In response to these challenges, media companies, technology firms, civil society and
numerous governments started taking action against disinformation. Media services have
introduced fact-checking services and platforms such as Facebook and Twitter have promised
to increase their efforts to tackle online disinformation through measures such as blocking

3

We have adopted many of the definitions summarised by Re-imagine Europa (2018) in their state-of-the-art review of
disinformation and online media.
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fake accounts or factually incorrect content. France recently adopted two disinformation acts
which will allow courts to rule on what content potentially manipulates information and what
should be removed in the three months prior to an election (Legifrance, 2018; Legifrance
2018a); Belgium decided not to regulate in this area, preferring a self-regulatory approach
(Alaphilippe et al., 2018).
At European level, the European Commission commissioned a High Level Expert Group
(HLEG) to advise on policy initiatives to counter fake news and disinformation spread online.
The Final report on Fake News and Online Disinformation (European Commission, 2018c)
called for action in relation to the role of platforms (enhance the transparency of online news),
users (promote media and information literacy, empowering users), the media (empower
journalists and safeguard the European news media ecosystem) and the research community
(promote continued research).
This European Commission adopted a Communication in April 2018 (see Chapter 3) that
included some of the conclusions of the HLEG. It later adopted the Action Plan against
Disinformation, in which it argues that it is ‘urgent to step up efforts to secure free and fair
democratic processes’, particularly with a view to the 2019 European Parliament elections
(European Commission, 2018a). The plan aims at building capacities and strengthening
cooperation between Member States. With improved detection of threats and the development
of a coordinated response, the plan emphasises the need for collaboration with online
platforms and industry, and includes actions for raising awareness among Europe citizens and
empowering them.
The April Communication proposed a Code of Practice for online platforms and the
advertising industry to improve online transparency and protect citizens. The Commission is
also supporting a network of fact-checking organisations to scrutinise the quality of online
news and media services and potentially expose disinformation (European Commission,
2018a). Finally, the Communication emphasised the individual responsibility of media
consumers themselves by supporting efforts at national and EU level to improve media
literacy skills. Media literacy has recently received considerable attention as an effective
approach to help users become better aware of disinformation and other challenges associated
with algorithms used by online media platforms
The Action Plan proposed a number of concrete measures to implement the actions proposed
in the April Communication.
1.3

Objectives and research questions

This report takes stock of the current knowledge and available data on challenges and
opportunities posed by algorithm-driven media services, such as Facebook and Twitter. The
report analyses their drivers, potential consequences and measures to tackle them.
In particular, the research aimed to:
1) analyse the issues posed by algorithm-driven media services given the role of media as
a source of information in a well-functioning democracy;
2) identify the drivers of these issues and their potential consequences in the context of
fundamental rights;
3) identify gaps in understanding and research;
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4) identify potential approaches to tackle the issues associated with algorithm-driven
media services and platforms or mitigate their consequences. In particular, identify
practices by platforms, the media sector, regulators or other stakeholders to improve
media literacy among users.
The above-mentioned objectives were broken down into a set of research questions (RQs):
RQ1: How can the functionalities of algorithms in different types of online services and
platforms be defined?
RQ2: What is the level of public awareness about the existence and functioning of these
different types of algorithms?
RQ3: What are the drivers and challenges associated with algorithm-driven media services
for consumers and citizens?
RQ4: What are the potential consequences of these challenges for consumers, citizens and
other stakeholders in different domains?
RQ5: What are the knowledge gaps in the understanding of and available research on the
above-mentioned issues?
RQ6: What are the options for the government actors and/or the media and/or technology
sector itself to prevent or address these challenges or to mitigate their impacts?
RQ7: How can the knowledge gaps identified be addressed by behavioural experiments to
explore the cognitive issues raised by algorithms used in conjunction with media
services, and what would be the design parameters of these experiments?
In the next section we describe the methodologies used to address these questions.
1.4

Approach and wider activities

As part of this study, we have used a set of quantitative and qualitative methodologies that
aim to address the research questions identified in the previous section, and to engage and
consult the various stakeholders in this process. Table 1 illustrates how the evidence to
address the research questions was collected using the various methodologies.
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RQ1. How can the functionalities
of algorithms in different types of
online services and platforms
(including search engines, social
media, etc.) be defined?

X

X

RQ2. What is the level of public
awareness about the existence
and functioning of these different
types of algorithms?

X

X

X

RQ3. What are the drivers and
challenges associated with
algorithm-driven media services
for consumers and citizens
(including cognitive biases, etc.)?

X

X

X

RQ4. What are the potential
consequences of these hurdles
for consumers, citizens and other
stakeholders in different domains
(e.g. economic, democratic,
ethical, etc.)

X

X

X

RQ5. What are the knowledge
gaps in the understanding of and
available research on the abovementioned issues?

X

RQ6. What are the options for the
government actors and/or the
media sector itself to prevent or
address these challenges or to
mitigate their impacts?

X

X

X

RQ7. How can the knowledge
gaps identified be addressed by
behavioural experiments to
explore the cognitive issues
raised by algorithms used in
conjunction with media services,
and what would be the design
parameters of these
experiments?

X

Pilot behavioural
experiment

Mapping practices

Stakeholder
consultation

Data analysis

Online
consultation

Key informant
interviews

Literature review

Table 1 Overview of the sources of evidence per research question

X

X

X

X

X

X

X
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1.4.1 Literature review
The study has taken stock4 of the academic knowledge on the issues related to algorithmdriven media. In doing so, it aims to avoid any duplication with previous research efforts. The
literature review covered most research questions (RQ 2–7) with a particular focus on the
level of public awareness about the existence and functioning of these different types of
algorithms (RQ2), the drivers and challenges associated with algorithm-driven media services
(RQ3) and the potential consequences of these hurdles (RQ4).
To investigate these research questions, we used a protocol that is consistent with and builds
on existing manuals for literature reviews, such as that developed by Petticrew and Roberts
(2006) for the context of social science research. We combined systematic searches with
targeted searches of literature and ‘snowballing’5 to identify relevant articles. Based on the
research questions identified above, search strings were formulated. At an initial stage,
targeted searches were designed on a selection of databases (Scopus, Web of Science and
Google Scholar) to identify high-quality relevant evidence for analysis. To answer the
questions on the options available for government actors, we also considered policy
documents in the grey literature. These searches were combined with snowballing techniques
to ensure a well-rounded coverage of relevant literature for the objectives of the study. Both
qualitative and quantitative empirical studies were considered.
From these searches a longlist of articles was identified, which, after a set of filtering
iterations, resulted in a bibliography of 534 articles through snowballing. For each of the
articles, we conducted a high-level scan of the abstract and the findings to shortlist the articles
most relevant to this study. The articles were shortlisted for topic relevance, characteristics of
the study, methodological quality and specific type of policy/programme/interventions
relevant to this study. The resulting shortlist of 68 articles were reviewed in more depth and
coded to identify specific evidence related to the following key aspects:
1) description of the hurdle(s) linked with the use of algorithm-driven media services;
2) description of specific hurdles faced by consumers;
3) description of the potential consequence(s) for consumers and other stakeholders in
different domains (e.g. economic, political etc.);
4) description of the option(s) to prevent/address/mitigate the hurdle(s) or potential
consequence(s);
5) possible outcomes if the option(s) are to be put in place;
6) references to specific algorithm-driven media service/social media/online platform in
relation to the hurdles, consequences and options for mitigation.
Based on the aggregate findings, we synthesised the available evidence in a literature review
report. This report was finalised in November 2018 and was one of the main sources of
evidence for preparing this final study report. The literature review is published as a separate
annex to this report.
One main limitation relates to the depth and scope of the available literature. As the policy
topic is a new and emerging one, and based on a complex system of interaction among users

4
5

Up to November 2018.
Snowballing is a process of gathering, searching, scanning and aggregating references as part of a literature review.
Depending on the scope of the literature review, snowballing can be done in a continuous, recursive manner.
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of platforms, the body of literature in this field is at a nascent stage and often theoretical in
nature or based upon small-scale exploratory studies or analysis of data with little qualitative
insight as to the apparent patterns.
1.4.2 Key informant interviews
In parallel to the literature review, we conducted seven key informant interviews with
representatives from users and consumers, government (including both policy and
fundamental rights aspects), businesses (e.g. media and technology companies) and civil
society. The experts were selected from a longlist of stakeholders (see Section 1.4.4). Our
objective with these interviews was to help the research team scope the work and gather
feedback on any developments in the area during the time the study was undertaken. We
selected interviewees so as to reflect the main stakeholder categories identified: media
consumers and civil society (one interviewee), academia (two interviewees), online platforms
(two interviewees) and journalist associations (two interviewees). The views of public
authorities, audiovisual content providers and media regulatory authorities were gathered
through the stakeholder consultation and engagement (see Section 1.4.4.). The list of
interviews with dates and categories is presented in Appendix E.
Given the focus of the study on both administrative experience and impact on key stakeholder
groups, interviews involved representatives at both European and Member State level.
Interviewees were approached by email and provided with a concise description of the study,
together with a consent form to take part in the interview, stating that participation in this
research was voluntary, and an attribution of information form, stating how the interviewee
wished to be acknowledged and how his or her contributions were attributed.
Interviews were conducted by telephone or in person. A generic topic guide was prepared,
building on emerging findings from the literature review and tailored to the particular expert
or stakeholder group. The interviews were mainly analysed and used to scope the work.
However, some insights are reported in this study report.
1.4.3 Data analysis
The aim was to analyse available data at the EU level that would help shed light on issues
related to algorithm-driven media services. We particularly focused on data regarding the
awareness of the existence and functioning of different types of algorithms, and potential
consequences of the hurdles associated with algorithm-driven media services.
In line with the broader objectives of the study, this exercise was guided by the research
questions of the study, in particular, question 2 (What is the public level of awareness about
the existence and functioning of different types of algorithms?) and 4 (What are the potential
consequences of the hurdles associated with algorithm-driven media services for consumers,
citizens and other stakeholders in different domains?)
Data selection was guided by the following criteria and order:
1) availability: representative coverage across EU Member States;
2) relevance: selecting those indicators that address the research questions of the present
study;
3) reliability: extent to which the data can be trusted;
4) recentness: more recent data is preferred.
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An inventory of the available data that were likely to inform the above-mentioned research
questions revealed a number of sources, most notably from recent Eurobarometer surveys,
including:






Flash Eurobarometer 464, Fake News and Disinformation Online (2018).6 This
report explores EU citizens’ awareness of and attitudes towards the existence of fake
news and disinformation online;
Special Eurobarometer 447, Online platforms (2016).7 This report presents findings
on the use of online platforms within the EU, focusing especially on search engines,
online social networks and online marketplaces. It also explores a range of issues
relating to the use of these online platforms, including digital literacy, consumer
concerns, the use of personal data and the perceived need for further regulations;
Special Eurobarometer 452, Media pluralism and democracy (2016).8 This report
explores citizens' opinions about the diversity of views available in the media, and
their perceptions of media independence;
Special Eurobarometer 460, Attitudes towards the impact of digitisation and
automation on daily life (2017).9 This report presents European citizens' opinions on
the impact of digitisation and automation on daily life.

From each of these datasets we reviewed the available indicators and mapped them onto the
research questions. We prepared basic descriptive statistics for these indicators and
disaggregated them by EU Member State. Where appropriate, i.e. where they contributed to
answering the research questions, we integrated the results of this analysis in the relevant
sections of this report. More information on the data sources and the relevant variables is
provided in Appendix C.
1.4.4 Stakeholder consultation and engagement
The objective of the stakeholder engagement activities as part of the study was both to help
elaborate the problem area and to provide feedback on the study’s findings. A large number
and wide range of stakeholders play a role in the media landscape. Stakeholders can refer to
anyone with a valid interest in the study or the study’s context and it is not uncommon for
stakeholders to have conflicting expectations of and perceptions about the study’s objectives
or benefits. We have organised a series of interactions with relevant stakeholders to solicit
views and enrich the debate with different perspectives.
Stakeholder mapping
In order to consult and engage with the relevant stakeholders, we first mapped the stakeholder
landscape, building on the work conducted by the European Audiovisual Observatory (2016).
We identified seven broad categories of stakeholders (see Table 2).

6
7
8
9

Eurobarometer (2018).
Eurobarometer (2016a).
Eurobarometer (2016b).
Eurobarometer (2017).
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Table 2 Seven broad categories of stakeholders in algorithm awareness and media
literacy.
Stakeholder category

Description/examples

Media consumers and civil
society

Foundations, not-for-profit organisations, arts and cultural bodies,
charities, think tanks, communities of interest and community
networks (sports, health, hobbies and religion)

Public authorities

Government ministries/departments, local authorities and
councils, semi-state organisations, policymakers, including the
Media Literacy Expert Group

Academia

Academic institutions, universities and third-level education
providers, including the media literacy research community

Audiovisual content
providers

Broadcasters and on-demand providers (both public service media
and commercial media) and content providers for online games
and apps

Online platforms

The owners and operators of online platforms (such as social
media websites and search engines)

Media regulatory
authorities

The agencies or watchdogs responsible for the control or guidance
of mass media by governments and other bodies. Given the
importance of independent and autonomous media in the
audiovisual media sector, we distinguish media regulatory
authorities as a stakeholder category separate from public
authorities. They must enjoy genuine independence from the
sector and government, guaranteed by law to guarantee freedom
of expression balancing this with other legitimate rights and
interests (Council of Europe, n.d.)

Journalist associations

Organisations representing journalists, such as the European and
International Federations of Journalists (EFJ-IFJ) and their
members

Source: adapted from European Audiovisual Observatory (2016).
We mapped and identified the stakeholders through the following steps:



identify stakeholders: based on the literature review and key informant interviews,
we drew up an initial list of stakeholders and interventions. The categories of
stakeholders identified above were updated based on the mapping;
identify stakeholder representatives: a stakeholder matrix was developed, mapping
the various stakeholders against their interests in algorithm-driven media services and
their potential challenges (see Appendix D).

Online consultation
The study team developed and conducted an online consultation of stakeholders and experts.
In order to reduce redundancy with the work conducted through other EU-funded initiatives,
such as AlgoAware,10 we have targeted the online consultation on the research questions
listed above. The aim of the consultation was to give stakeholders and experts the opportunity
to provide input to these research questions.

10

SMART 2017/0080 – see: https://www.algoaware.eu/
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The questionnaire was based on the results of the literature review. The questionnaire was
organised in three sections aligned with the research questions: challenges stemming from the
use of algorithm-driven media services, issues associated with the use of these services, and
possible responses to address the identified challenges. The questionnaire consisted primarily
of closed questions, supplemented by a series of open-text fields offering respondents to
elaborate on their answers and to offer any additional insight they deemed relevant.
The questionnaire was fielded in two iterations, closed and open, both hosted on an in-house
online platform. An invitation to the closed version of the survey was sent to individuals
identified through the stakeholder mapping, while there were no limitations on who could
access and participate in the open version. The analysis of responses consisted of examining
the frequencies and distributions of answers to individual questions, followed by the
construction of a series of cross-tabulations where respondents were divided by various
characteristics (e.g., open vs. closed survey, type of organisation, etc.). Appendix A provides
more detail on the approach and results of this consultation.
It is important to note that the questionnaire and its responses should not be considered as a
survey representing the views of stakeholders on these topics. The sample is by no means
representative of different stakeholder groups or Member States, and the sample size is
insufficient to draw any generalisable conclusions. For these reasons, insights from any
comparisons across respondent groups were interpreted and used with caution.
Workshops
We organised two workshops bringing together experts and stakeholders from the groups
identified in the stakeholder mapping. The objective of these workshops was to engage
stakeholders around the study and to test and validate ideas, emerging findings and potential
recommendations.
The first workshop was held on 1 October 2018 in Brussels. The objective of the initial
workshop was to gather stakeholders to discuss the results of the literature review (research
questions 1, 2, 3, 4 and 6) and scope the parameters of a potential future behavioural
intervention (research question 7).
The final workshop was held on 20 March 2019 in Brussels, when all analysis activities had
been completed and preliminary findings, conclusions and recommendations from the study
were available in the draft final study report. The objective of the second workshop was to
inform relevant stakeholders and experts about the findings of the study report, validate and
collect their views on them, as well as more general views, especially on current and future
developments in the area of the study and policy implications. Based on these views the draft
final study report was finalised.
Participants were selected from the groups of stakeholders identified in the mapping presented
above. The first workshop included representatives from media consumers and civil society
(e.g. consumer organisations), public authorities, audiovisual content providers and academia.
Participants of the second workshop were recruited from the European Commission’s Media
Literacy Expert Group.
Online engagement and dissemination
Over the course of this study, we have disseminated the activities and interim results of the
study through the social media channels of RAND Europe and Open Evidence. Where useful,
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we also used these channels to solicit feedback or engage with stakeholders, for example to
recruit participants to the open questionnaire of the online consultation. Furthermore, we
opened a dedicated project website, eualgorithms.eu, which presented news and information
about the project, interim findings, a feed of relevant social media content, relevant news
items and an inventory of practices in media literacy.
1.4.5 Mapping practices
The final objective of this study is to identify potential approaches to tackle the issues
associated with algorithm-driven media services and platforms, or mitigate their
consequences. In particular, we have identified practices by platforms, by the media sector, by
regulators or other stakeholders to improve media literacy among users. This mapping of
relevant practices was carried out in three steps: 1) Designing and testing of a framework
(criteria) for classifying practices; 2) identifying relevant practices; and 3) reporting and
disseminating practices.
It should be noted that this mapping did not aim to be exhaustive. We collated existing
relevant practices in place to tackle the issues identified in previous steps of the study to the
best of our knowledge. The results of this exercise have been published on the study website
(eualgorithms.eu) and examples featured throughout this report.
1.4.6 Pilot behavioural experiment
In order to overcome some of the challenges of algorithm-driven media services and
platforms, different measures have been proposed and implemented, by a variety of
stakeholders, with differing levels of government involvement. Thus far, behavioural
approaches to improving media literacy have received relatively little attention. Behavioural
interventions are those interventions that aim to improve cognitive reflection to overcome
cognitive biases associated with algorithm-driven media consumption. In this report (see
Chapter 4) we make a first attempt to bridge the gap by exploring the possibility of
developing interventions that make users aware of their own cognitive biases. The field of
behavioural science has gained considerable traction in recent years with the works of
Richard Thaler, Cass Sunstein, Amos Tversky, Daniel Kahnemann and others.
In this report we make use of the terminology ‘behavioural economics’ and ‘behavioural
science’ rather than classical or ‘operant conditioning’ (see Skinner, 1963; Spence, 1956),
since a considerable amount of studies have shown that people have bounded rationality as
originally proposed by Kahneman (2011).11 Compared to other disciplines, this approach
applies models of systematic imperfections to human rationality, willpower and self-interest,
and any other behaviour resulting from an evolved reptilian brain with limited attention and
insufficient cognitive capacities to conduct continuous complex rational calculations. In other
words, behavioural economics is the inevitable result of taking into account and relaxing the
assumption of perfect rationality, thereby building on decades of scientific research and
mounting evidence that shows that rationality is bounded to context and situations, leading to
a very detailed scheme of human behaviour in multiple contexts in order to have a better
understanding of actual behaviour.

11

Kahneman, D., ‘Maps of bounded rationality: Psychology for behavioral economics.’ American economic review, 93(5),
2003, pp. 1449–1475
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Kahneman (2011) has shown that heuristics and biases affect human decision-making. The
heuristics that people make use of and the biases to which they are prone to when confronted
with the task of taking a decision – which may also include predictions and evaluations of
evidence – affect their decision-making, and subsequently, their behaviour. This also holds
for people consuming news on online media platforms, whereby people use heuristics to
verify news and its sources. For example, people believe news easier if it is presented by
someone who is considered to be a self-claimed expert or authority on that topic, or if the
news is presented as real news. Behavioural economics is therefore perfectly suited to explain
the effects of media literacy in the context of disinformation.
In our review of the available literature (in Sections 2.3 and 2.4) on the challenges associated
with algorithm-driven media services, we show that online media consumption is also
strongly influenced by pervasive use of cognitive shortcuts and heuristics in different
occasions and contexts (Tversky and Kahneman, 1973, 1981). The behavioural economics
literature suggests that much of the consequent individual decision-making might occur
subconsciously, passively and unreflectively, also in the area of media consumption,
following ‘System 1’, rather than through active and conscious deliberation, ‘System 2’,
whereby cognitive biases are affecting decision-making to a large extent (Sherry, 2004).
When consuming media, people are using System 1 and use mental shortcuts to quickly
process the information and create intuitive and automatic answers to problems and questions
that arise, thereby following the disinformation automatically, instead of activating System 2
(media literacy) to overcome cognitive biases and intuitive answers to complex problems.
Secondly, during media consumption it is difficult to activate media literacy (System 2)
because of the flow state that people perceive when they are using media intensively,12
thereby being more susceptible to cognitive biases (System 1) and less activation of the
reflective system (System 2).
In this report we explore the design options and parameters of a behavioural intervention to
counter the challenges associated with algorithm-driven media services and scope the
potential of conducting a behavioural experiment.
1.5

Structure of this document

This document is structured around the research questions (RQs). Section 2.1 explores the
different functionalities of algorithms in different types of online services and platforms
(RQ1). Section 2.2 explores the challenges associated with algorithm-driven media services
for consumers and citizens (RQ4). Section 2.3 discusses the drivers for these challenges
(RQ4), and their potential consequences (RQ5). In Chapter 3, we present possible options for
government actors and/or other stakeholders to tackling these challenges and countering their
consequences (RQ6), including through increasing transparency and awareness raising (RQ2).
Chapter 4 explores the potential for behavioural approaches or ‘nudges’ to address the issues
identified above (RQ7). Chapter 5 presents our conclusions for each research question.
Research gaps and opportunity for further research in this area (RQ3) is presented in
Appendix G. Other appendices include further details about the research approach and
specific methodologies.

12

Sherry, J.L., ‘Flow and media enjoyment’, Communication Theory, 14(4), 2004, pp. 328–347.
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2 Algorithm-driven media services, associated challenges
and their drivers
This section introduces functionalities of algorithms in different types of online services and
platforms, and defines them for the purpose of this study (RQ1). In this section we also
explore the challenges associated with algorithm-driven media services for consumers and
citizens (RQ4), their drivers, and the potential consequences of these challenges for
consumers, citizens and other stakeholders in different domains (RQ5).
2.1

Understanding algorithm-driven media services

A classic understanding of algorithms is that they are computable functions, where the
algorithm is understood as a finite sequence of precise instructions that can be implemented
on computer systems (Osoba and Welser IV, 2017).
A newer concept of algorithms, on the other hand, understands algorithms as not only a
computable function, but also as one that updates its behaviour in response to experience
(input data) and performance metrics (ibid). This process is sometimes called ‘machine
learning’, where after a series of initial inputs the algorithm changes itself depending on new
data (Shalev-Shwartz and Ben-David, 2014). It is this second type of algorithm that is
increasingly being used by search engines, like Google, social media platforms, such as
Facebook (Metz 2016) and more recently Twitter (Oremus, 2017) or Netflix, which use user
(stated or revealed) preferences to personalise their services. Media platforms, such as
Facebook, Google, Amazon and Twitter, personalise content and act as gatekeepers to
information to a wide range of users, continually building their profiles based on account
information and behavioural data derived from interactions with these platforms (Pennycook
et al., 2017; Wardle and Derakhshan, 2017; Lustig et al., 2016; Hamilton et al., 2014; Rogers,
2017; Lazer et al., 2017; Edwards and Veale, 2017; Verstraete et al., 2017; Bessi, 2016;
Fletcher et al., 2018b; Schiffrin, 2017; Rader and Gray, 2015; Bozdag, 2013; Johnson et al.,
2017; Metaxa-Kakavouli and Torres-Echeverry, 2017).
Algorithms are key for the functioning of many Internet applications, such as voice
recognition software on a smart phone or email spam filters (House of Commons, 2016), and
they are also widely used in online platforms. The European Commission describes online
platforms as ‘software-based facilities offering two-or even multi-sided markets where
providers and users of content, goods and services can meet’ (European Commission, 2015).
They exist across many domains such as communications and social media, e-commerce,
payment systems, accommodation, car transportation, etc. Online platforms have grown
dramatically in the past decade. Despite their transformative nature, online platform services
have remained largely free of any subscription fee to its users. 13 Nonetheless, a recent paper
estimated that the customer’s valuation of free digital services is on average EUR 121 per
week for Google and EUR 28 for Facebook (Herzog, 2018). KPMG (2018) recently declared
the global platform economy to have a value of USD 7.2 trillion, or EUR 6.4 trillion.

13

Although it is often argued that users are willing to ‘pay’ for these services by offering consent to share their personal data.
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Indeed, some of the largest companies in the world are online platforms (Dullforce, 2015). In
Europe, Google is by far the dominant player in the search engine market, controlling 92.8 per
cent of search engines market share in 2019 (Statcounter, 2019). Alphabet, Google’s parent
company, has a market capitalisation of USD 841 billion (Boland, 2018). The largest social
networking site, Facebook, is reported to have 375 million monthly active users in Europe
(Edwards, 2018) and 2.27 billion monthly active users in the world in 2018 (Abbruzzese,
2018). Facebook is valued at USD 478 billion (Bloomberg, 2019). In the EU-28, the
proportion of individuals who used online platforms to buy goods or services has risen and in
2018 reached 69 per cent (Eurostat, 2018).
The types and functions of algorithms employed by online platforms to provide services vary.
However, they often relate to the business models used by online platforms, which can be
roughly grouped into two categories:




matching services use algorithms to align consumers with the services they need,
with the platform taking a cut of the service value or taking direct subscription fees
from users. Examples include:
o recommendation systems which analyse users’ preferences or data (user
profile, past online purchases, website visits, demographic details) to
investigate their interests and offer them recommendations (books, films,
people, etc.), which may themselves be ranked by some reputation metric.
Examples may include Netflix, dating sites and travel booking sites;
o supply-demand systems which link people offering a product or service (hotel,
house, driving service, etc.) to those in need of them. In some platforms,
algorithms can be applied to determine prices, which can be personalised (for
example, the use of ‘surge pricing’ by Uber in response to low available taxi–
customer ratios).
advertising-driven services base their business model primarily on their ability to
target advertisements at users or groups of users in a very effective way (with the
platform charging the advertising companies). This may include:
o content aggregators which use algorithms to select and personalise a
continuous stream of content presented to users, which may be customised in
line with the (explicit or implicit) preferences of the user. Most platforms
understood as ‘social media’ would fall into this category (e.g. Facebook (and
its subsidiary Instagram), Twitter, Apple News and YouTube). For example,
Facebook filtering is based on weights for produced user stories and
relationships between people, and it gives a higher ranking to photos and
videos (Bozdag, 2013);
o search engines which display advertisements targeted at people searching for
similar services. In the past, they used to provide exact results to each user
entering the same query. Nowadays, they may customise the information based
on the recipient’s location, search history and other data points (Bozdag,
2013).

Some businesses may use elements of both approaches in their business model, for example a
travel site may target advertisements at users based on their profiles, while also matching
them with services from which they take a cut.
In addition to these companies for whom algorithms underpin the delivery of their core
service for users, algorithms may also be used by organisations (including those with
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‘traditional’ business models, such as online retailers) to perform other ‘background’
functions to enhance user experience and relevance.





User profiling is a common practice which consists of the gathering and analysis of
user data in order to build a user profile. This may include analysis of the preferences
and behaviours of other users who have similar profiles.
Algorithms can be used to detect unwanted or illegal content in platforms. Facebook
and Google are using artificial intelligence to detect and remove terrorist content
(Bickert, 2017; Kent, 2017) and Facebook and YouTube use algorithms to detect
copyrighted content (Griffith, 2017).
Algorithms may be used to optimise the display of content or make
recommendations based on user behaviour or other data (for example, Netflix uses
algorithms to present video content for users to browse, or an online clothing shop
suggesting items for users based on their viewing or purchase history).

While platforms that curate media content could in theory adopt either a matching or
advertising-based business model, in practice the dominant existing platforms (namely,
Facebook, YouTube, Snapchat, Twitter and search engines such as Google) deliver their core
services free to consumers and rely on advertising revenue. While the targeting of adverts at
particular demographic or interest groups is not a new model – advertisers have long used
newspaper readership as a proxy for variables such as income, interests and political
alignment, and placed adverts accordingly – the ability to construct detailed profiles of users
based on their online profiles and behaviour has enabled the micro-targeting of users to a high
degree. In 2017 it was reported that the largest share of the global advertising spending
worldwide, almost 38 per cent, was spent on digital advertisements on the Internet (Statista,
2018). In comparison, approximately 34 per cent of the global advertising spending was spent
on television ads (Statista, 2018). In the United States, Google and Facebook control the bulk
of the digital advertising market, making up 58.5 per cent of the total digital ad spending in
2017 (eMarketer, 2018).
On such platforms, the information available to the individual users is filtered through a
variety of mechanisms. Personalised stream filtering mechanisms can reduce information
overload by presenting the user with only the content deemed to be the most relevant (the
personalisation of content). This may be as a result of explicit preferences expressed by users
(such as a decision to ‘follow’ another user and thus see the content they share), or through
prediction of their implicit preferences (for example, based on their previous behaviour on the
platform, or the preferences of users with a similar profile) (Hanani et al., 2001). Content
which has shown to be highly popular elsewhere on the platform (for example, through a
large number of ‘retweets’) may also be highlighted (the amplification of content). Such
filters are at the core of how platforms decide the content served to any individual user, with
the aim of maximising that user’s engagement with the platform by filtering out irrelevant
content and prioritising that considered to be most relevant to their interests.
This study focuses primarily on platforms which curate and present media content to
users, either wholly or partially as a result of algorithmic decision-making. The
increasing use of social media has created new opportunities for users to be exposed to and to
access media content through their social networks, in addition to platforms such as YouTube
expressly designed for the creation and dissemination of new content. For example,
approximately 47 per cent of social media users use Facebook to access news online across 20
countries within the European Union (Newman et al. 2018). As discussed below, in addition
to wider socio-economic and media trends, the position of online platforms as de facto
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curators of media content may have wider implications for the way that individuals and
communities share, debate and interpret information and facts.
The ways in which individuals may interpret information and facts differently can be the
result of asymmetries between social media platforms and traditional mainstream media
(Frau-Meigs, 2018). Frau-Meigs (2018) argues that the asymmetries between platforms and
traditional media can result in a distortion of market competition as platforms ‘disturb the
established mass media information contract’, namely that social media platforms are not
bound by the same responsibilities and advertising rules as traditional media outlets. In effect,
she argues, the business models of social media platforms have allowed their advertising
revenues to reach new heights through algorithms that can mine data and detect trends in
order to sell advertisements. A consequence of these business models based on algorithmbased micro-targeting could cause information overload, as content can be published without
much or any editorial control. As argued by Cagé et al. (2017), this could lead to the spread of
disinformation and reduce the quality of information.
2.2

Challenges associated with algorithm-driven media services

Review of the available literature on this subject revealed that existing research has already
pointed to a number of possible concerns related to algorithmic decisions, media and data use.
In Table 3, we list a number of such concerns that range from societal and individual harms
such as loss of productivity and discrimination to concerns about the algorithms and data
methods.
Table 3 Typology of concerns and harms around algorithmic decisions for media
provision
Process

Problems and harms

Sources

Manipulation of the
media

Disinformation, growing distrust in
the media and further radicalisation

Marwick and Lewis (2017)

Invasive data use

Intrusion privacy violation, decisional
interference

Solove (2006)

Attention economy

Distraction, loss of productivity

Marotta and Acquisti (2017)

Computational
gatekeepers of media

Lack of visibility, information
asymmetry and hidden influence

Tufekci (2015)

AI use in social
decisions

Sample size disparity, hacked reward
functions, cultural differences,
confounding covariates

Osoba and Welser IV (2017)

In this section, we discuss some of the challenges for media consumers associated with
algorithmic decisions on media platforms and services. These concerns can be clustered in
accordance with the two functions of algorithms highlighted in Section 2.1: 1) the
personalisation of content for individual users; and 2) the amplification of popular content on
platforms.
The challenges associated with these functions, their drivers and potential solutions are
summarised in Table 4.
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Table 4 A simplified representation of challenges posed by algorithmic processes
Process
Personalisation of content

Amplification of content

Challenges




Filter bubbles
Social polarisation
Misinformation/false/biased news






Disinformation
Echo chambers
False consensus
Incentives for emotive and sensationalist content

2.2.1 Personalisation of content
The first set of challenges is related to the consequences of the increasing personalisation of
content to which individuals are exposed.
In order to cope with the increasing amount of data and content shared on the platforms, these
platforms resort to 'modelling' the individual (i.e. identifying specific usage or behavioural
patterns to predicate the individual’s habits or potential responses to content) to facilitate
dissemination of personalised content and to make it manageable to absorb (Cohen, 2017;
Flaxman et al., 2016). For this, machine learning approaches are commonly deployed through
different platforms, including search engines and social media.
While acknowledging that algorithm filtering or algorithmic news recommendation have a
key role to play in ensuring that users are not subjected to social data overload and yet receive
value due to the platform catering to their preferences and delivering relevant information,
Nagulendra and Vassileva (2014) identify three specific consequences of algorithmic
filtering:





The individuals only see the content posted by the platform of their friends and do not
know if or in what way the content is biased. Nagulendra and Vassileva (2014) refer
to this as 'distortion of content'.
The users are primed to give only positive feedback, e.g. Facebook initially only
permitted ‘likes’ and only as of early 2018 tested a feature for downvoting abusive or
disrespectful comments or content (Griffin, 2018). As a result of such positive
feedback loops, the users give feedback only on information items they are most
compulsively attracted to.
User’s knowledge will be greatly influenced by the algorithms and systems. This can
give excessive power to the computer scientists who develop the personalisation
techniques. Nagulendra and Vassileva (2014) refer to this as a 'matter of control'.

As a result, people may become encapsulated in streams of data such as news or social
network updates that are personalised to their interests (Nagulendra and Vassileva, 2014).
This is referred to as a ‘filter bubble’ problem (Pariser, 2011) in which the platforms engage
in high-level optimisation to the scope of interests of the user, inferred by these algorithms
from the user’s previous behaviour, leading to the aforementioned encapsulation. This
personalisation combined with profiling (i.e. classification of the user based on demographic
data) and micro-targeting (for commercial or non-commercial content) can influence users to
continually seek out information that supports their ideology or beliefs (Allcott and
Gentzkow, 2017; Quattrociocchi et al., 2016). This in turn, can create echo chambers (Adee,
2016; Bode and Vraga, 2015; Bode and Vraga, 2018; Flaxman et al., 2016; Garcia, 2016;
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Najmabadi, 2016; Self, 2016; Quattrociocchi et al., 2016). The vast majority of respondents to
our online consultation (see Appendix A) agreed that targeting (e.g. filtering and
personalisation) of content contributed a great extent to the negative consequences of
algorithm-driven media use.
Scholars have suggested that the potential limiting of the range of information presented to
users as a result of filtering or personalisation has broader societal consequences, such as illinformed political discourse, distaste on part of the social media users for the unfamiliar and
increased polarisation in the debate as well as mistrust in media and public institutions (Adee,
2016; Bail, 2018; Barnidge, 2017; Bessi, 2016; Bozdag, 2013; Dutton et al., 2017). The
collection of large volumes of personal data about individuals based on their usage habits may
also feed into algorithmic models to enable further micro-targeting of users for commercial or
non-commercial purposes, including advertising for political and campaigning purposes.
Heavy reliance on social media for news is also seen to contribute to ideological polarisation,
especially in light of machine learning customising content to individuals (Adee, 2016; Beam
et al., 2018). Flaxman et al. (2016) argue that social segregation is another consequence of
users only accessing information that fits their worldview. In turn, this is likely to make users
more susceptible to disinformation as the likelihood of sharing only content and information
that pertains to an individual’s belief and ‘social neighbourhood’ goes up. Furthermore,
Flaxman et al. (2016) state that social media platforms have a higher association with such
segregation than direct web browsing.
However, when the consequences relating to individual users are considered, Resnick et al.
(2013) have suggested that caution needs to be exercised in understanding the ill effects of
filter bubbles and how these could be countered. Similarly, some scepticism of the reality of
filter bubbles has been raised by other commentators, and some studies have cast doubt on
whether filter bubbles are as common or influential as they are made out to be (see for
example Garrett, 2017).
For example, a study of 50,000 news users in the United States conducted by Flaxman et al.
(2016) found that online news articles located by users through search engines or social media
were associated with higher levels of ideological segregation in comparison to directly
visiting news sites. However, even though ideological segregation was more prevalently
observed through social media and search engines, they did in fact offer greater exposure to
ideologically opposing perspectives (Flaxman et al., 2016). In their research, Resnick et al.
(2013) maintain that exposure to alternative or contradictory information does not necessarily
promote thoughtful consideration of oppositional messages. In some cases, they contend that
such information can amplify users' confirmation bias leading to further attitudinal
polarisation.
In the same vein, a study conducted by Gentzkow and Shapiro (2011) using data acquired by
12,000 participants showed that online news outlets have more homogenous audiences than
they do offline, and that ideological segregation on the Internet is much lower in comparison
to face-to-face interactions (Gentzkow and Shapiro, 2011). Further literature and interviews
suggest that such ideological segregation and polarisation in relation to offline or online news
consumption may be the result of individual choices (for example, users who choose to
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engage with online) and not purely due to algorithmic filtering (Nechushtai and Lewis,
2019).14
Bakshy et al. (2015) conducted a study of 10 million active Facebook users in the US who
self-reported their ideological associations along with web links shared by 7 million users in
the US over a six-month period. The aim of the study was to examine how the exposure to
online networks influences perspectives between liberals and conservatives. Results showed
that self-reported liberals were exposed to 24 per cent of what was considered conservative
news content containing national and global politics within their immediate friend networks,
whilst self-reported conservatives experienced 35 per cent of their news content containing
liberal ideologies. The study compared this information to a subset of stories that were
algorithmically ranked on a Facebook user’s News Feed to see if the information users chose
to consume would change given the algorithmic exposure. This comparison showed that there
was less exposure to cross-ideological content experienced by Facebook users, 5 per cent for
self-reported conservatives and 8 per cent for self-reported liberals. However, the authors
conclude that, with or without the influence of algorithms, the individual ultimately has the
power over choices in terms of exposure to cross-ideological information on social media.
Similarly, Garrett et al. (2013) argue that individuals exhibit a confirmation bias, which leads
them to sources of media which are consistent with their ideologies and plays an important
role in their exposure to political information; however, this does not necessarily mean that
they will avoid sources which are inconsistent with their beliefs. For this reason, the authors
claim that the concerns that information seekers will isolate themselves within homogenous
networks with little or no exposure to segregating ideologies or viewpoints may be
exaggerated (Garrett et al., 2013). Courtois et al. (2018), concurring with a study conducted
by Dutton et al. (2017), found in a study of 350 Belgian users’ Google search results on
societal and politically themed issues that Internet users are not exposed to online information
exclusively through search results, but that users confront numerous sources which offer
many different viewpoints (Courtois et al., 2018). The same study found no concrete
indications that the users were recommended results which could be attributed to their
behaviours or preferences online.
Moeller and Hellberger (2018) conduct a review of 16 empirical studies into the manifestation
of filter bubbles as a consequence of ‘algorithmic news recommendation’. They observe a
considerable variation in the results of these studies: ‘generally, the larger scale studies offer
little evidence of negative effects of algorithms on the diversity of the media content or users
attitudes and behaviour (e.g. Reuters Digital news study), some smaller, more experimental
studies do find significant effects’. Some studies even demonstrated that algorithmic news
recommendation can have the opposite effect: increasing source diversity or causing
incidental exposure (e.g. Moeller et al., 2016).
2.2.2 Amplification of content
The second challenge relates to the potential amplification of misleading, sensationalist or
false content on platforms.
Information today can be published by anyone and can come from anywhere (Burkhardt,
2017; Follows, 2016), with digital platforms lowering the barriers to individuals publishing
14

Interview with a senior researcher in academia undertaken by RAND Europe on 27 September 2018.
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their own content (whether on dedicated websites or directly on online platforms such as
Twitter). Additionally, social media platforms (e.g. Facebook, Apple News or Snapchat) have
increasingly become a key outlet for users to acquire news content or opinion pieces (Beam et
al., 2018; Burkhardt, 2017; Flaxman et al., 2016; Gil de Zúñiga et al., 2017). However,
concerns have been raised that the speed at which content can be published and circulated on
social media, and the consequently greater reach compared to what is possible with paperbased media, may facilitate the quick dissemination of information and amplification that may
be false or misleading (Beam et al., 2018; Burkhardt, 2017; Follows, 2016; Jang and Joon,
2018). This may be exacerbated by positive feedback loops (involving both sharing by
individual users and the content subsequently further boosted by the algorithm in light of its
popularity), leading to content spreading rapidly (‘going viral’).
The sharing of misleading or false information may occur for a number of reasons including
amusement, worry, to display a confirmation of the users’ beliefs, business or malevolence.
These sources may often be shared without the sharer having read the whole content first, but
rather having only read the title or highlights. Irrespective of the motive for sharing, this
phenomenon only reinforces the problem of the dissemination of disinformation (Burkhardt,
2017). Burkhardt (2017) identifies Facebook and Twitter as two platforms in which
disinformation is spread very easily and quickly and this is further demonstrated by a study
carried out by Vosoughi et al. (2018) where they reported the rate of spreading of
disinformation as six times that of truthful content. Bode and Vraga (2015, 2018) suggest that
once disinformation is absorbed, it is much more difficult to change the misperception or
belief (i.e. rectify it) and that the time to resolve false rumours is also significantly longer.
Algorithm-based media services have the risk of making content that is listed or
recommended by them seem to be of higher quality or rigour than it really may be (BaezaYates, 2018). These recommendations are driven by the type of content users are exposed to,
thus creating a negative feedback loop of continual exposure to disinformation (Bossetta,
2018). Burkhardt (2017) and Najmabadi (2016) have argued that identifying sources of
disinformation used to be easier before social media became dominant, with ‘giveaway’ signs
such as what the font looks liked, the language that was used and what links were available.
However, identifying these sources and fact-checking them is much more difficult with
services such as Facebook News Feed due to the subtleties and sheer volume of data, which
makes it difficult to distinguish between organic (i.e. content created by the platform users)
and inorganic (i.e. content from external sources) content as well as factual and commercially
sponsored (i.e. advertising) content (Burkhardt, 2017; Najmabadi, 2016; Shao et al., 2018).
Equally, the amplification of content which is considered to create the most interaction could
become problematic when arguably important stories, which do not lead to significant
interaction but are relevant for the public debate, are filtered out and are therefore lost to the
public debate (Tufekci, 2017).
The issue of false or misleading content may be further exacerbated by the ability of
malicious actors to create and employ ‘bots’ in the service of spreading dissemination. A bot,
(more specifically referred to as a ‘social bot’ in an online context) generates content and
establishes interactions with other accounts with the help of algorithms (Varol et al. 2017).
These bots, when used in a malicious manner, are able to emulate human behaviour and can,
for example, mimic a political movement (Ratkiewicz et al., 2011). Users interacting with
social media platforms may often be unaware that they are interacting with the content
generated by automated bots rather than curated by other human beings. This can affect or
influence their behaviour (Burkhardt, 2017; Najmabadi, 2016). Varol et al. (2017) estimated

44

that 9 to 15 per cent of all Twitter users are in reality bots, a statistic also cited by Rizoiu et al.
(2018) (Rizoiu et al., 2018; Varol et al., 2017). Recognising bots is not always straightforward
as the newer ones are more sophisticated and emulate human behaviour (Burkhardt, 2017;
Rizoiu et al., 2018; Varol et al., 2017).
In addition to the potential spread of disinformation, as discussed above, a further issue may
be that new media platforms further incentivise the spread of sensationalist or extreme
content, which, while being also a feature of print media, may be exacerbated by the reach
and speed of online media (Kavanagh and Rich, 2018). Interviewees suggested that this issue
is double-edged: sensationalist and attention-grabbing content naturally become prominent on
platforms as a result of user engagement and, consequently, content producers have incentives
to make headlines increasingly more sensationalist in order to stand out amidst the ‘noise’.15
The result is a ‘symbiotic relationship’ in which media outlets can reach millions of readers
by going viral on online platforms, but with an incentive to use sensationalist headlines in
order to do so and compete with other media sources (including new market entrants).16
Internet media providers often remunerate on the basis of clicks, which creates the incentive
to generate as much content as possible with as little effort as possible (Syed, 2017).
Meanwhile, the scale and reach of media platforms, the personal nature of the content
generation and the extent of sharing of external links mean that any initiatives to fact-check or
otherwise engage with false, misleading or illegal content is very complicated, if not
impossible. Any fact-checking, editing or redaction will inevitably be applied post
publication, after the content has been viewed and potentially shared by other users. In the
words of one interviewee, it is ‘trying to apply a band aid to previous injuries’.17
The Flash Eurobarometer on Fake News and Disinformation Online (2018) explored EU
citizens’ awareness of and attitudes towards the existence of fake news and disinformation
online. Results suggest that the prevalence of disinformation has become a major problem,
but people felt confident that they could identify false information. Box 2 presents findings
from this survey relevant to this discussion on content amplification and online
disinformation.

15

16
17

Interviews with a senior researcher in academia and an editor, journalist and writer undertaken by RAND Europe on 27
September 2018 and 4 October 2018 respectively.
Interview with an editor, journalist and writer undertaken by RAND Europe on 4 October 2018.
Interview with an editor, journalist and writer undertaken by RAND Europe on 4 October 2018.
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Box 2 Findings from the Flash Eurobarometer 464 on Fake News and Disinformation
Online (2018)
A large group of respondents reports that they see disinformation every day or almost every day (37
per cent), while around one-third says that they see it at least once a week. In addition, there are
some differences between Member States when it comes to encountering disinformation, but in
every country at least half of the participants reported that they came across disinformation at least
once a week. For example, the highest proportions of people that reported encountering
disinformation at least once a week were in Spain (78 per cent), Hungary (77 per cent), Croatia (76
per cent), Poland, France (75 per cent), Greece (74 per cent) and Slovakia (73 per cent). In addition,
over half of the participating inhabitants from Greece and Spain reported that they come across
disinformation every day or almost every day. Meanwhile, participants from Finland (50 per cent),
Lithuania (53 per cent), Estonia and Malta (54 per cent) were the least likely to report that they
encounter disinformation at least once a week, although also in these countries over half of the
respondents report to come across disinformation on a weekly basis.
Among the respondents to the survey, remarkable is that a large overall majority (85 per cent) of
respondents consider the disinformation as a problem for their country, and for democracy in
general, and these views are consistent across Member States. Perception varies as to whether the
existence of disinformation is a problem for respondents’ countries. In every country, at least 70 per
cent of respondents report that it is a problem, either definitely or to some extent. In particular, the
highest share of respondents in Cyprus (91 per cent), Greece and Italy (90 per cent) report that it is a
problem in their country. Fewer people in Belgium (70 per cent), Luxembourg, Denmark and
Estonia (73 per cent) report that it is a problem in their country. Only 17 per cent of Danish
respondents think disinformation is definitely a problem for their country.
Respondents to the same survey were also asked whether they felt confident in identifying false
information. Most participants report that they are totally or somewhat confident that they are able
to identify news or information that misrepresents reality or is false (71 per cent), while 26 per cent
reported not being confident that they could detect this. These numbers vary greatly between
countries, for example, where 87 per cent in Denmark, 84 per cent in Ireland, 82 per cent in Finland
and Croatia, and 79 per cent in Romania and the UK feel confident in detecting disinformation,
whereas only 55 per cent of respondents in Spain reported feeling confident. Respondents who
reported using online social networks more often than other respondents consider themselves to
more confident in their ability to identify disinformation.
The survey was conducted in the 28 EU Member States between 7–8 February 2018 and covers a
total of 26,576 respondents from different social and demographic groups.
Source: Eurobarometer (2018).

2.3

Drivers

Although the reasoning behind the personalisation and amplification of content, associated
with algorithm-driven media services and platforms, is multifaceted and may differ across
countries, some broad trends can be identified. We focus on three key drivers below: those
related to the media landscape, those related to algorithms themselves and those related to
human decision-making.
2.3.1 Drivers related to the media landscape and concentration of ownership in social
media platforms
Firstly, there are drivers related to the media platforms themselves, in the context of wider
digitalisation and Internet penetration. Internet access in the European Union has steadily
increased to 85 per cent of households in the EU-28 in 2016, up from 55 per cent as recent as
2007. This increased access has translated into higher Internet usage: in the beginning of
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2016, 82 per cent of EU citizens aged between 16 and 74 reported using the Internet (Eurostat,
2017). Simultaneously, wider changes in the media landscape, such as the move to the 24hour news cycle, have led to an increase in the volume of content based on opinion and
personal experience (Kavanagh and Rich, 2018).
The role of identification, selection and propagation of news and wider information has thus
partly shifted to the choices of individual users (what sites they visit, who they befriend and
follow) and the choices of algorithms (search engines, news aggregator, feed ranking
algorithms), and by extension, the platforms that curate the content seen by each individual
user. Platforms such as Facebook present a front that looks neutral, impartial and objective at
first glance, but they actively shape the content they present to users with human-related
algorithms (House of Commons, Digital Culture, Media and Sport Committee, 2018; Noble,
2017; Verstraete et al., 2017).
A minority of companies own the majority of software systems mediating public discourse
worldwide. For example, Alphabet owns Google and YouTube (D’Onfro, 2018) while
Facebook owns WhatsApp and Instagram (House of Commons, Digital Culture, Media and
Sport Committee, 2018). Content platforms have a market incentive to provide a highly
personalised experience to users as their unique selling point, meaning an algorithmically
generated, personalised experience of the content available on the site is curated and
presented to the user – in the words of one interviewee (speaking specifically about search
engines), a choice between ‘privacy or relevance’.18 This may create a feedback loop, which
favours monopoly markets, as platforms with the best data can perform the best
personalisation and so in turn, attract more users and collect better data.19
Gonzalez and Schulz (2017) contrast both social media and other providers with the role
played by traditional media, which they suggest acted as a gatekeeper of the information.
Resnick et al. (2013) suggest that in the Internet era, large media providers no longer serve
similar gatekeeping function. The extent to which these companies can and should be trusted
to uphold the traditional information gatekeeping function is unknown. For example, Self
(2016) reported that Facebook did not have an in-house process in place for fact-checking
news as it did not want to be identified as a traditional news provider.
This situation is aided by the current lack of measures to mediate and/or control algorithms
and what content they disseminate (Ochigame and Holston, 2016). Syed (2017) argues that
for social media platforms or Internet media providers, the role of information gatekeeper i.e.
fact-checking or verification of information and sources in the manner of traditional media
may not be economically viable. Thus, fake news, sensational and wholly fabricated, fits
these straightforward economic incentives of which the users/consumers of the platform are
not fully aware. This hurdle is compounded by the approach of the purveyors of
disinformation to imitate traditional media and giving their audience the impression that they
function within the same fact-checking constraints as traditional media (Gonzalez and Schulz,
2017). The reduced cost of publishing, especially online, and the ease of access mean that a
whole host of different bits of information are released out into the public domain that have
the potential not to be fact-checked (Flaxman et al., 2016). As a result, the pressure to publish
may take precedence over fact-checking, including in online heritage media (Burkhardt, 2017;
Zubiaga et al. 2016).
18
19

Interview with a senior researcher in academia undertaken by RAND Europe on 27 September 2018.
Interview with a senior researcher in academia undertaken by RAND Europe on 27 September 2018.
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In conjunction with search engines, algorithm-based media services may be perceived by the
public to have the status of the institutions (legal, medical, educational, governmental or
journalistic). This poses the risk of the accountability and high standard for principled
performance of these institutions being offloaded to algorithms (Fallows, 2005 cited by
Bozdag, 2013) without the necessary safeguards for transparency being in place. Osoba and
Welser IV (2017) also note that accountability becomes murkier when artificial agents are
involved (Osoba and Welser IV, 2017). Gonzalez and Schulz (2017) contend that although
the emergence of fact-checking organisations and various initiatives have the potential to
mitigate the consequences of algorithm-driven media services, they may not sufficiently
address the underlying distrust of the media and destruction of the economics of the
traditional media organisations.
2.3.2 Drivers inherent to algorithms
A second driver concerns the nature and functioning of algorithms themselves, in which the
design of algorithms may intentionally or unintentionally drive the trends discussed above by
incentivising certain types of user behaviour or content.
In addition to the potential development of filter bubbles and echo chambers as a result of
selection of content using individual traces and data (as discussed above), algorithms may
potentially produce undesirable results as a consequence of biased algorithmic extraction of
data. After all, if the data from which the algorithm receives its input are biased, then this will
lead to biased algorithms (Osoba and Welser IV, 2017). For example, automated methods to
language will adopt human biases inherent in our language (Caliskan-Islam et al., 2017).
Consequently, targeted advertising might make defamatory inferences about individuals
because of biases picked up in the data (Sweeney, 2013). This process can actually be
manipulated, as O’Neil (2016) found the author provides evidence of how right-wing
propagandists ‘manipulated and controlled’ search results on Muslims, Jews and women.
Related to this issue, algorithms do not include values such as fairness and equity or other
such guiding principles, which can lead to an adverse and disparate impact (Gangadharan et
al., 2014). This means that, based on pre-existing patterns of exclusion and inequality, an
algorithm that itself is reasonable might treat diverse populations unfairly and inequitably
(Barocas and Selbst, 2016) or fail to correct biases on the part of users (for example, the way
that people engage with a social media post based of the gender or race of the poster, and in
turn the treatment of that post by the algorithm).
In addition, incentives built into the platforms may reward certain behaviours on the part of
users, for example by making content more prominent for frequent users, users with large
numbers of followers or responses to posts and posts with high engagement (for example, lots
of ‘likes’ or re-tweets). This may influence both the way that users choose to interact with the
platform (in terms of frequency, content and engagement), but also nature of the content
which is identified and boosted by the algorithm. In the latter case, the structuring of
algorithms to identify and boost ‘popular’ content in order to hold users’ attention may feed
into patterns discussed in Section 2.2.2, in which users are incentivised to produce
sensationalist and headline-grabbing content in order to feature more prominently on the site,
and so create positive feedback loops in which popular content is seen by more users and so
gains more attention and engagement (‘going viral’).
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2.3.3 Drivers inherent to human decision-making
A third driver relates to human cognitive biases and behaviour. While algorithms may shape
the content seen by any individual, this selection is based, in a feedback loop, on the human
selection and reaction to content presented by algorithmic curation.
Humans are arguably one of the main drivers for the dissemination of false and misleading
information; while bots and malicious actors may in some cases be involved in the
amplification of false or misleading content, the act of sharing such content by ‘normal’ users
creates trends in itself (Iwanska and Obem, 2018). Usher-Layser (2016) suggests that
algorithms are nothing without the humans behind them.
Empowerment and control over online decisions, such as what and whom to trust and what
information to share, are impacted by human biases in understanding and decision-making
(Acquisti et al., 2017). Since these biases are systematic and predictable (Camerer et al.,
2011), understanding their respective individual role can give design insights for nudges or
interventions that can improve human understanding. A nudge is ‘any aspect of choice
architecture that alters people’s behaviour in a predictable way without forbidding any options
or significantly changing their economic incentives’ (Thaler and Sunstein, 2008).
The theoretical assumptions behind nudging finds considerable divergence between the
rational actor model of decision-making assumed by scholars in the field of economics, and
how individuals actually make decisions, established using cognitive and neuro-science
experiments. Human decision-making is strongly influenced by pervasive use of cognitive
shortcuts and heuristics in different occasions and contexts (Tversky and Kahneman, 1973,
1981). As scientific evidence currently shows, much individual decision-making occurs
subconsciously, passively and unreflectively, rather than through active and conscious
deliberation as economists have suggested for many decades (Kahneman, 2011).
Behavioural science has effectively challenged the traditional economist’s premise of the
‘rational agent’ able to process all information and take optimal self-interested choices at all
time and in all contexts. Mounting scientific research, set out by Kahneman (2011) in his
famous book Thinking Fast and Slow, has shown that this model is unrealistic since in many
situations choices are made with little thought, even when information is available. So
information is not processed and in the brain, embedded information, emotion and cognition
always interact and shape motivation.
Acquisti (2017) applied these concepts to the field of privacy and algorithms and identified
two important hurdles for media consumers: 1) incomplete and asymmetric information; and
2) bounded rationality.
Incomplete and asymmetric information implies that media consumers may not always have
full information about a transaction or a trust decision. In any transaction, the media provider
such as a social network or an advertiser may have more information about the individual
than the individual has about the media provider. The media provider may have already
gathered extensive information about the individuals’ interest through their web browsing
history or made demographic assumptions based on their location or device information and
built a profile of that individual. In contrast, the individual may only know, if anything, the
domain name of the media provider.
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Bounded rationality implies that humans are not computational machines with near unlimited
calculating capacity. Given situations with significant uncertainty and many variables, it can
be difficult for individuals to make complete calculations. We may not be able to consider all
possible alternatives or motivations for a media source.
Many platforms operating online have learned the lessons of decades of psychological
research in bounded rationality. In recent years, the findings on human heuristics and biases
from behavioural sciences have been integrated into online platforms in order to increase
activity on these platforms.
In their seminal work, Tversky and Kahneman (1974) distinguished availability and
representative heuristics that are used to simplify decisions when faced with information
asymmetry or bounded rationality. With the availability heuristics, humans may rely on
salient or available stories from their recent memory to determine what is relevant or likely,
even if what comes to mind easily is actually statistically rare. With the representative
heuristic, humans may not fully consider the base rate of an event or population, leading to
incorrect estimates of probability. The body of literature pioneered by Tversky and Kahneman
(1974) investigating these heuristics recognises a number of relevant cognitive and
behavioural biases and heuristics, which include the following.







Loss aversion: People are averse to giving up or losing something, particularly if it is
already in their possession.
Framing effects: People's decisions are impacted by the reference point.
Hyperbolic discounting: We may make different decisions about the future than if
we were faced with the same risk or price currently. This is used to explain why
people may make health decisions that imperil their ability to age healthily in
exchange for current utility (such as eating chips).
Optimism bias: People underestimate the chance they will be subject to a negative
event.
Status quo bias: People prefer the default option, and the existing default option will
often frame the alternatives.

Appendix F provides a more complete list of heuristics and biases related online media
behaviour.
In the context of disinformation, these biases and heuristics can become important drivers of
the challenges associated with the personalisation or the amplification of content. For
example, Jang et al. (2018) show that some users tend to have a third-person perception, i.e.
they believe that the impact of disinformation is greater on those other than themselves.
Furthermore, individuals tend to think that they know more than they do in reality (i.e. they’re
not experts on topics they think they are experts on) (Burkhardt, 2017). As a result of this
perception the individuals believe that they or their ‘in-group’ members (i.e. individuals or
group of individuals that are part of their online network) are less susceptible to
disinformation compared with 'out-group' members (i.e. individuals that are not part of their
network). Those who have third-person perception are less likely to want online information
to be regulated (i.e. media regulation), but conversely, tend to support improving the literacy
of online information (i.e. media literacy) (Jang and Joon, 2018). Gillespie (2014) suggests
that this is because users tend to treat algorithm-driven media services as 'unproblematic tools'
aimed at services such as finding an answer, solving a problem or being entertained.
However, algorithms do not necessarily provide exhaustive or accurate prediction, as the
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information being displayed to users is often based on their profiling or behavioural data
which is limited.
As a result of third-person perception, some individuals are likely to be worse off due to the
difficulty of distinguishing disinformation from verified information (Alcott and Gentzkow,
2017; Burkhardt, 2017). This can, in turn, lead to content that is not accurate or precise being
reinforced to the user at the cost of lowering demand for high-quality publications (Allcott
and Gentzkow, 2017).
Fletcher and Kleis Nielsen (2018a) argue that a majority of people have a generalised
scepticism towards the ways in which selection of news is conducted and this informs how
they navigate current events and news on social media. This generalised scepticism is applied
to traditional news wherein editors and journalists perform the selection as well as towards
online news, which is likely to be filtered by an algorithm. Fletcher and Kleis Nielsen (2018a)
carried out research across several Western countries finding that some individuals may not
know that information they are exposed to online is filtered by algorithms. As a result, their
generalised scepticism is not engaged in the decision to accept the online information and
they may accept the online information without further critical thought (Fletcher and Kleis
Nielsen, 2018a).
In an attempt to examine recipients’ responses to others in online actions, a study conducted
by Muchnik, Aral and Taylor (2013) found that Facebook’s News Feed changes how many
people are shown a post based on the number of likes. They concluded that early ratings
affected subsequent ratings, subsequently rendering the probability that when a post has a lot
of ‘likes’, some of them were triggered by the early likes instead of any actual reflection on
the part of the user. Additionally, content quality is considered to be an important component
of the rating decision. Likes are still suggested to be genuine to the extent that one cannot
reliably make someone click ‘like’ by showing them something with lots of likes. However,
the evidence shows these behaviours are not actual reflective decisions but merely based on
automatic processes. Similarly, positive opinions expressed online were found to be more
influential than negative ones.
Additionally, a study referred to in the Washington Post conducted in 2013 (Lopatto, 2013)
found that the number of approvals (likes) a post receives on a social media platform such as
Facebook or Reddit increases the likelihood that new readers approve it, although this effect
was not found for all topics. Positive bandwagon effects were identified for contents
categorised as politics, culture, and society and business, while those contents falling under
economics, IT, fun and general news did not create this positive effect. This shows that
cognitive biases and heuristics are dependent on the context of the news and personal interests
(as well as education levels).
Similarly, a study conducted by Winter, Brückner and Krämer (2015) has shown that the
influence of user comments varied depending on the type and number of user comments.
Egebark and Ekstrom (2011) conducted a natural field experiment on Facebook to study
whether people conform to previously stated opinions. They found that if users, because of
status concerns, are reluctant to be among the first to like an update, previous opinions could
serve as social proof and diminish the predicted negative status effect that otherwise governs
behaviour. When a peer ‘likes’ an update, on the other hand, users can signal affiliation to that
person and possibly reap ‘status points’ by expressing similar preferences.
Cognitive biases and heuristics are further discussed in Chapter 4 of this report.
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2.4

Policy implications of the challenges and drivers

Ultimately, few of the trends above occur in isolation and understanding the balance between
the outcomes of algorithmic decision-making as distinct from human self-selection processes
(e.g. which users a human chooses to follow) is difficult.
Some authors have argued that the concerns about filter bubbles and echo chambers are
overstated and need to be considered in the broader context of changing socio-economic and
political conditions in which social media operate (Barnidge, 2017; Dutton et al., 2017;
Edwards and Veale, 2017; Rader and Gray, 2015; Johnson et al., 2017; Bozdag, 2013; Wardle
and Derakhshan, 2017). For example, some studies have identified wider political, social and
economic polarisation and distrust of institutions and ‘elites’ as drivers of a move towards
increased scepticism in ‘traditional’ news and the understanding of ‘facts’ (RAND
Corporation, 2018; Lewandowsky et al., 2017). Polarisation of this kind may be both a cause
and consequence of a growing acceptance of false or misleading news; algorithm-driven
media services may act as the cause of some challenges, exacerbate others, and mitigate yet
others. It is also possible that the consequences of this non-linear pattern are different for
different individuals and demographic groups. A vast majority of respondents to our online
consultation (see Appendix A) agreed that the use of these media can give rise to the
reinforcement of people’s existing biases with which they interpret or process information,
ideological polarisation, easy dissemination of disinformation, and limited exposure of users
to alternative or competing views.
However, while a full understanding of the consequences of algorithm-driven media services
is still emerging, it is possible to map the contribution of algorithms in this process, at least in
part. Changes to media information systems are occurring, which exploit existing cognitive
biases and governance structures, with the consequence of potentially driving further
polarisation – with further consequent effects on the media landscape and information
choices.
Equally, a holistic analysis of the impact of algorithm-driven platforms needs to consider the
potential benefits of algorithms and broader digital penetration for democratic processes.
Valeriani and Vaccari (2016) cite Tewksbury et al. (2001) in the argument that the web allows
users to come into ‘accidental’ contact with and access information beyond what they were
looking for, thereby increasing the user’s political engagement, a point echoed by Fletcher
and Kleis Nielsen (2017) (Fletcher and Kleis Nielsen, 2017; Valeriani and Vaccari, 2016).
Furthermore, Barberá (2014) challenges the conventional argument that the Internet, as a
communication tool, has contributed to mass political polarisation. The most significant
change with the growing size of social media platforms is increased communication outside
one’s most personal networks, i.e. starting to communicate more with co-workers, distant
relatives and childhood friends; he reports that individuals become more moderate when
exposed to diverse networks (Barberá, 2014). Lower barriers to publishing content may also
enable the emergence of new voices into the media landscape, who have traditionally been
excluded from mainstream media outlets (different socio-economic and minority groups), for
example as a result of explicit or implicit discrimination.
Algorithm-driven media services provide tools for connectivity and communications that are
relevant in an increasingly globalised, interconnected world. These commercial services also
play a critical role in enabling, fostering and potentially disrupting the public debate in open,
democratic societies. However, despite the 'technical' nature of platforms, they are susceptible
to human biases, interference and challenges of data classification and interpretation. As a
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result, any proposed solutions must take into account the fact that consequences such as filter
bubbles, echo chambers, polarisation and social segregation are interlinked and often exhibit a
multi-causal phenomenon. Mitigating such consequences is likely to necessitate participation
from all of the actors involved in the feedback (i.e. the users, algorithm designers, platform
content providers and wider societal actors such as regulatory bodies, policy and policyrelated decision-making, and third sector organisations such as the various fact-checking
initiatives but also media and information literacy actors and education actors at large). We
turn to this in the following chapter.
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3 Proposed approaches to countering detrimental
impacts of algorithm-driven media services
Having established the issues relating to the use of algorithm-driven media services, this
section sets out the emerging solutions which have been proposed.
It first sets out the potential solutions proposed or those that are already in development,
focusing on three categories:




solutions which focus on broader regulatory or policy actions to affect the structure of
the overall information system (macro level);
solutions which focus on adapting the functioning of the platform or of the algorithm
itself to encourage or avoid certain outcomes (meso level);
solutions which focus on the empowerment of the individual to proficiently navigate
and interpret algorithmically curated content (micro level).

Given the scope of this study, approaches relating to the latter category are covered in greater
detail.
3.1

Regulatory and supply driven approaches

Table 5 outlines different practices within the regulatory framework. It includes three
different levels of state involvement and measures to be applied, from direct regulation of the
industry by legislation through to soft approaches, such as self-regulatory efforts, which
involve the development and enforcement of standards by the industry itself. The subsections
below describe how regulatory and softer approaches have been applied in Europe in the last
couple of years.
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Table 5 Classification of different regulatory regimes

Role of
government

Measures
applied

Regulatory approaches
(command and control)

Soft approaches

Self-regulation

 High

 ‘Partnership’ (e.g. as
catalyst, facilitator,
endorser, broker, provider
of framework rules and
regulatory support, direct
participants)

 None (e.g. voluntary
agreement, codes of
conduct)

 Legislation, regulation

 Framework rules

 Monitoring

 Guidance document

 Guidelines/codes of
conduct

 Enforcement

 Internal fact-checking
units (can involve
interventions targeting
cognitive reflection to
overcome biases;
measures targeted at
breaking the flow
deployed by platform
providers)20)
 Monitoring/compliance
with/enforcement of
guidelines/codes of
conduct

Examples

 General Data Protection
Regulation (GDPR)

 Multi-stakeholder Forum
on Disinformation

 Audiovisual Media
Services Directive
(recognises the
importance of media
literacy)

 High Level Groups on Fake
New and Media Literacy
Expert Group / Report of
High level expert group

 Consumer Protection
Regulation
 Digital Education Action
Plan
 National legislation, e.g.
French Bill21 on ‘fake
news’

 EU Code of Practice on
Disinformation22

 Communication ‘Tackling
disinformation online’,
developed taking into
account the extensive
consultations with citizens
and stakeholders and
putting forward an action
plan and self-regulatory
tools to tackle spread and
impact of online
disinformation in Europe

Source: Open Evidence, adapted from Lievens et al. (2006)
Formal regulation to date has usually focused on the spread of illegal or hateful content.
For example, online platforms operating in Germany may be subject to fines if they do
not act to remove content classed as hate speech under German law (see

20
21
22

See e.g. Les Decodeurs was set up as a fact-checking unit by France’s biggest newspaper, Le Monde,
https://www.lemonde.fr/les-decodeurs/
Assemblée Nationale (2018).
See
an
overview
of
Best
Practices
from
signatories
of
the
Code
of
Conduct
at:
http://ec.europa.eu/information_society/newsroom/image/document/201829/annex_to_msf_cop_on_disinformation_13_07_99F63CFE-A8CE-39BF-687C68BFC0668569_53544.pdf
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Box 3 3). At the time of writing this report legislation has also been proposed in Italy to
require the registration of all online publishing platforms (British Broadcasting Corporation,
2018). Recently, a law was passed in France, which enacts strict rules to stop the spread of
‘false information’ in the three months prior to an election (Legifrance, 2018). The law also
puts pressure on platforms to establish a tool for its users to flag disinformation content,
establishing more transparency on the workings of their algorithms along with other media
literacy initiatives (Legifrance, 2018). The US ‘Honest Ads Act’ bill, if passed, would
mandate online sources (including social media) to disclose which body or individual has
paid for a political ad, as is practice for print, radio and television media.
Box 3 Network Enforcement Act in Germany (Netzwerkdurchsetzungsgesetz, NetzDG)
The Network Enforcement Act (NetzDG) was passed at the end of June 2017 and came to force
early October 2017.
The law introduces ‘compliance’ rules, which aim to improve the process for complaining about
punishable criminal content on social networks.
In the case of companies, compliance refers not only to adherence to rules imposed by the state, but
also adherence to non-statutory rules to which the company has voluntarily subjected itself. The law
is intended to set standards for effective complaints management, which guarantee that social
networks must delete evidently punishable content 24 hours after receipt of a user complaint. By
contrast, the social networks are not required to research punishable or unlawful content at their
own initiative. Accordingly, social networks are to be obliged to report on the handling of
complaints about punishable content on a quarterly basis. The wilful or negligent failure to comply
with the reporting duty and the contravention of the duty to provide an effective complaints
management system should constitute an administrative offence, which is punishable by a fine.
These compliance rules aim not only to effectively suppress hate speech but also disinformation if
they satisfy the criminal elements of defamation, slander or disturbance to the public peace. In
addition, user-friendly mechanisms to report and eliminate criminal input in the social networks are
to be established. They are to ensure that it is possible to help users whose basic rights have quite
evidently been criminally violated by ensuring that criminal input is deleted more quickly.
The main focus of the law is social media sites such as Facebook, Twitter and Youtube, but it also
extends to sites such as Reddit, Tumblr, Vimeo, Flickr and the Russian social network VKontakte.
Source: Bundesministerium der Justiz und für Verbraucherschutz (2017).

Several countries have also adopted non-legislative approaches at system level to influence
the operation of platforms, such as standards for online behaviour; approaches to strengthen
the ‘traditional’ media environment and the establishment of trusted sources of public
information; approaches to support information and media literacy, such as providing funding
for media literacy and other initiatives; and the promotion of media literacy in national
curricula (see for example the Digital News Initiative and Seitenstark in Box 4).
At EU level, various activities have been implemented under the EU Action Plan against
Disinformation (see Box 5), such as a close monitoring of the Code of Practice on
Disinformation for online platforms adopted in 2018, and the setting up of a ‘Rapid Alert
System’ to enable a coordinated response to disinformation campaigns (European
Commission, 2018a).
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Box 4 Digital News Initiative and Seitenstark
The Digital News Innovation Fund (DNI Fund) is part of the Google News Initiative in Europe. It
has awarded more than EUR 94 million to over 460 projects in 29 European countries, including
projects such as Factmata, whose objective is to assess the risk to advertisers of appearing alongside
what could be inappropriate content, using AI to analyse URLs and assess content sentence-bysentence.
Seitenstark is a network of 65 German providers of children’s websites. It has been active since
2003. It involves websites of independent media pedagogues, journalists, government, industry and
civil society organisations. Seitenstark created quality standards for children websites, in a process
involving all members. Apart from the compliance with all statutory regulations regarding the
protection of children and young persons and the data protection, the main objective is to provide
children with quality, attractive and varied content on the Internet, and allow for them to participate
in an active way.
Sources: Digital News Innovation Fund (2018) and Seitenstark (2018).

Box 5 EU Action Plan against Disinformation
At the level of the European Union, the Commission has adopted an approach involving a wide
range of stakeholders including platforms, news media as well as research and civil society
organisations. This approach aims to find solutions to counter disinformation in Europe that are
consistent with fundamental principles and applicable across Member States.
The Commission set a High Level Expert Group (HLEG) in 2018 to find solutions on how to tackle
disinformation. This HLEG and a broad public consultation advised the objectives outlined in the
Communication Tackling online disinformation: a European approach.
The Communication builds on four key principles:
5) improve transparency regarding the way information is produced or sponsored;
6) diversity of information;
7) credibility of information;
8) inclusive solutions with broad stakeholder involvement.
Following this, the European Union adopted an action plan to strengthen efforts to counter
disinformation and to build capacities and strengthen cooperation between Member States.
The proposed response to disinformation presented in this Action Plan is based on four pillars:
9) improving the capabilities of Union institutions to detect, analyse and expose
disinformation;
10) strengthening coordinated and joint responses to disinformation;
11) mobilising private sector to tackle disinformation;
12) raising awareness and improving societal resilience.
For example, the plan aims to improve methods of detecting threats online through a Rapid Alert
System, which is to be set up for the purpose of tackling disinformation within the first hours of
dissemination. The Rapid Alert System will tackle disinformation by providing ‘alerts on
disinformation campaigns in real-time’, which will require a coordinated response through
designated contact points, which are to be set up by each Member State.
Further, the Action Plan emphasises the need for collaboration between online platforms and
industry. Pillar III of the Action Plan’s stresses the need for the signatories of the Code of Practice
to implement the commitments in those areas of the Code closely related to the European elections,
i.e. transparency of political advertising, demonetisation of purveyors of disinformation and
ensuring the integrity of their systems. The European Union’s Action Plan on Disinformation
includes a monthly monitoring of the signatories’ progress on these commitments.
Source: European Commission (2018d) and European Commission (2018e).
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Regulatory and policy approaches face many challenges. For example, formal regulation will
need to consider the adequate balance between regulation of platforms and the rights to
freedom of expression and media plurality (Renda, 2018). Defining the boundaries of
responsibility – for example, the extent to which platforms are ‘publishers’ or what can be
considered a ‘reasonable’ delay in taking down illegal content – has also been the subject of
debate (Levin, 2018).
Non-legislative approaches (such as the setting of standards and norms of behaviour) will
also depend on engagement from the platform providers and associated stakeholders. In
October 2018, Facebook, Google and Twitter voluntary signed the EU-led Code of Practice
setting a range of commitments including measures to counter fake accounts and online bots
as well as to enable disclosure of public advertising.
3.2

Technical approaches

Changes to the underlying functioning of algorithms and algorithm-driven platforms
constitute a second approach to countering the impact of algorithm driven media services.
Proposed solutions attempt to change the results of algorithmic curation processes, in order to
‘build in’ diversity or plurality of opinions into the filtering of information for the user. For
example, in a mapping of tools used to break the filter bubble, Bozdag (2015) and Bozdag
and den Hoven (2015) identified tools which users could download to increase the diversity
of content: such as a browser tool (Balancer) which tracks users’ reading habits and informs
them of bias in their selection of content (Munson et al, 2013); a browser add-on (Bobble) to
let users compare their Google search results with others from around the world to identify
any instances where actors may be trying to manipulate search results to display particular
content (Xing et al, 2014); a tool to help readers ‘visualise’ their filter bubbles (Nagulendra
and Vassileva, 2014); a tool (Newscube) which analyses the content of news articles to
determine bias and actively suggest alternative media content for ‘balance’ (Park et al., 2009,
2011); and a tool (Political Blend) to match people with differing political opinions with the
aim of encouraging offline conversations (Doris-Down et al., 2013). The authors also cited
studies which explored the effect of modifying search results to actively display alternative
opinions, including a study by Microsoft (Yom-Tov et al., 2013) which looked at the results
of modifying the Bing search engine language to ‘nudge’ users towards news from outlets of
a different political inclination to the user.
While these tools may have been adopted or implemented to varying degrees, they illustrate
the different suggested approaches to make use of algorithms to counter some of the
potentially negative impacts of content personalisation. However, many tools which aim to
provide readers with a plurality of opinions require the reader to actively choose to download
and engage with the tool. This may pose challenges to their effectiveness and scalability, for
example, in encouraging the people with the most to benefit (i.e. greater susceptibility to
disinformation) to download and use the tool. Equally, tools may depend on the consent of
the social media organisations themselves in order to ensure that they are interoperable with
the online platforms.
Similarly, a number of studies have been conducted which experiment with machine learning
solutions to recognise and flag news which is misleading or false for human review (see for
example, Baly et al., 2018; Lyons, 2018a). In 2016/2017, this was the subject of an
international competition to develop artificial intelligence tools to help automate the
identification of false information in media content, with the first challenge focusing on
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identifying the ‘stance’ of a particular article in relation to the news headline (Fake News
Challenge, n.d.). However, the development of more advanced AI solutions depends on the
availability of datasets to use to train the algorithm (for example, a dataset of ‘real’, ‘fake’
and ‘biased’ news) which themselves are not subject to challenges of bias in labelling (Fake
News Challenge, n.d.).
3.3

Empowerment of users

The third set of solutions corresponds to those which focus on the empowerment of the
individual and includes methods to increase user confidence, skills and knowledge to
effectively navigate the modern media environment. These solutions can be implemented and
supported by various actors, including regulators and the platforms themselves (see Section
3.1).
Three types of approaches were identified through analysis of the literature and practices:
those which aim to increase algorithmic transparency and awareness; those which aim to factcheck information and present rebuttals at the point of consumption; and those which aim to
develop the individuals’ wider media and information literacy in order to effectively interpret
the media content and information delivered to them through algorithmic curation. We
present these in turn below.
3.3.1 Increasing transparency and awareness of algorithms
One approach focuses on increasing the transparency of the use and functioning of
algorithms in order to increase users’ awareness of how information is presented to them
on platforms.
Despite the fact that algorithmically driven content curation has increasingly become a
common feature in search engines and on social media platforms (DeVito et al., 2017),
research on this topic to date is rather limited (Hamilton et al., 2014) and has primarily been
conducted in the US context. It is also possible that recent high-profile debates about
algorithm-driven media (such as those relating to the role of social media in the US 2016
election) have increased public awareness since early research has been conducted.
The research that has been conducted to date has presented mixed results. Eslami et al. (2015)
perform a qualitative laboratory study of 40 representative (US) Facebook users and find that
‘more than half of the participants (62.5 per cent) were not aware of the News Feed curation.’
Similarly, a survey of 147 college students conducted by Powers (2017) finds that most did
not know whether and how Google and Facebook track user data and apply editorial
judgments to deliver personalised results. Further, a survey of 208 Facebook users conducted
by Rader and Gray (2015) found that respondents overwhelmingly (75 per cent) believed
they did not see everything in their News Feed, implying that the respondents did believe
some form of curating was happening.23

23

This discrepancy could (partly) be explained by the fact that Rader and Gray (2015) use a survey completed exclusively
by 505 Americans using Amazon’s Mechanical Turk for a paid incentive, and this group is likely to be more involved
with social media than a representative sample of the population (ibid.).
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Box 6 Algorithm Watch
Algorithm Watch is a not-for-profit organisation with the purpose of evaluation and understanding
algorithmic and automatisation processes which impact society. The organisation researches the
impact of algorithms’ decision on human behaviour as well as the ethical conflicts which may be
involved. Further, Algorithm Watch acts as a platform to connect EU high-level experts from
various disciplines and assists in the process of developing strategies to maximise the benefits of
algorithmic decision-making processes. Such strategies rely on an approach involving technologies,
regulation and suitable oversight institutions.
Source: Algorithm Watch (2018).

What does seem more certain is that users adopt different types of ‘folk theories’ (DeVito et
al., 2017): beliefs about how platforms operate, based on their interaction with the systems,
which lead to certain expectations on the part of the user about the algorithms and changes in
behaviour. In this regard, users employ folk theories to shape their behaviour (Sukumaran et
al., 2011) and might be disappointed when the system does not operate according to their
theory (DeVito et al., 2017). How these folk theories are described differs per author (e.g.
Rader and Gray (2015) use different categories of folk theories than DeVito et al. (2017)) so
no consensus on exactly what folk theories are dominant has yet emerged. Those that do
realise that some form of curation is happening often form intuitive theories for why things
happen based on their interaction with the system, despite the fact that most algorithms
operate invisibly (Gelman and Legare, 2011). When it comes to algorithms, most folk
theories are oversimplifications and often inaccurate (Eslami et al. 2015; Rader and Gray,
2015).
Rader and Gray (2015), for example, found that among Facebook users there are patterns of
intuitive theories about how the platform’s News Feed works. These explanations can be
categorised and range from the passive consumer, who uses Facebook without thinking too
much about the algorithms behind it, to those respondents speculating about how Facebook
uses an algorithm to prioritise posts for display in News Feeds based on the user’s
information (Rader and Gray, 2015). Furthermore, Eslami et al. (2015; 2016) find that those
unaware of the algorithms falsely attribute the composition of their feeds to the habits or
intent of their friends and family rather than to an algorithm (ibid), whereas those aware of
the algorithm speculate about the different factors that are important for a post to show up in
one’s News Feed. When introducing seams24 to flag that Facebook News Feed curation
algorithms were performing activities behind-the-scenes, Eslami et al. (2016) find that these
seams impacted and improved the user’s folk theory. This information was used by the users
to adapt their behaviour. At the time of writing, Facebook have announced plans to give users
visibility of the data and choices they made which influenced the algorithmic decision to
display certain content (see British Broadcasting Corporation, 2019).
Based on this initial research, it is not yet clear exactly how aware the public is of the use of
algorithms in their search engines and social media feeds, although it is not unlikely that the
increasing prevalence of algorithms discussed in Section 1.2 would slowly translate into more
awareness. It is important to note that much research in this field has been conducted prior to
recent, high-profile debates relating to algorithmic curation and micro-targeting of users, such
as the role of platform-based news and advertisements in elections and referendums in the US

24 Seams are visible indications of the underlying mechanisms (as opposed to ‘seamless’ design).
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and Europe. The research methods employed so far have also mostly been small scale, e.g. in
the form of experiments (Eslami et al., 2016) and target group surveys (Powers, 2017).
Making robust inferences about algorithm awareness is therefore difficult, especially since
this awareness might differ per user group. Furthermore, current research has
overwhelmingly taken place in the US context and awareness in the EU context might be
different. Also, studies on algorithm awareness have mostly focused on Facebook, rather than
examining algorithms on other platforms, such as Google. One challenge for future research
is the fact that often neither the user nor the researcher has access to the actual code in order
to review and test the effects of different inputs (Hamilton et al., 2014).
In light of this lack of clear understanding on the part of the public, there have been a number
of calls to increase the transparency of platforms as part of an effort to increase the ability
for users to understand the way that information has been filtered and presented to them.
The European Commission has indicated that ‘greater transparency is also needed for users to
understand how the information presented to them is filtered, shaped or personalised,
especially when this information forms the basis of purchasing decisions or influences their
participation in civic or democratic life’ (European Commission, 2015). This point has also
been made by stakeholders working in the field (see for example Hildebrandt and Gutwirth,
2008; Hildebrandt, 2012).
On the one hand, calls have been made to increase the transparency of algorithms by
publishing the code underlying the algorithm. While this is unlikely to be useful to a large
part of the user base who lack the technical skills, this may enable greater transparency by
allowing independent experts to study and unpack the operations of the algorithms and
communicate this to a non-technical audience of users and stakeholders. Other transparency
initiatives short of full publication have also been proposed: for example, Facebook in 2019
introduced a feature to allow users to access information about the types of data (e.g. their
interaction with other users or membership of a group) which influenced the fact that they
were seeing a particular post in their News Feed (see Sethuraman, 2019).
On the other hand, ‘transparency’ does not necessarily need to mean that users are aware of
the technical operation of algorithms, but rather cultivating an ‘informed scepticism’ and
understanding that algorithmic processes may be determining the outcomes they experience
in their daily life (in this case, the media to which they are exposed) (Osoba and Welser,
2017).
Table 6 Example dimensions of algorithmic literacy provides some examples of different
ways of thinking about the dimensions and extent of algorithmic literacy.
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Table 6 Example dimensions of algorithmic literacy
Dimension

Description

Awareness

Users are aware that algorithms are used in a way or another in the
provision of media services and that there might be implications for the
content they see, even if these are not clear to the user

Understanding

User understands that algorithms are used in the provision of media services
and has (basic) understanding of how this shapes the content they see. This
would allow for the user to make informed decisions about whether passively
using the services in question and at what risk (e.g. navigating with caution,
keeping the risk in mind even if not able to detect what is disinformation and
what is not)

Knowledge

Users have a sufficient level of understanding/mastery of how algorithms
work to act on algorithms by actively adapting their behaviour (inputs) to
change the outcome (e.g. actively selecting content to increase their
exposure to diverse media sources)

Action

Users are able to actively design, engage with or use algorithms for their
own purposes when navigating the media landscape

Source: RAND Europe.
However, there may be barriers to increasing the transparency of online platforms. For
example, an important consideration is of course whether platforms do want more
transparency in relation to their algorithms and business practices. The answer is traditionally
no, for reasons which include protection of commercially sensitive information (platforms do
not want to reveal too much to their competitors about how their algorithms work) and also
protection of their business model (triggering a behaviour from users, for example to stay
online and see advertising). However, this question should not prevent us from exploring the
barriers to transparency, assuming that the interest of the platforms may shift in reaction to
collective empowerment and/or regulation.
Secondly, a key consideration is the nature and type of explanation provided to users who
will predominantly be a non-technical audience. The complexity of algorithms makes it
difficult to assess and decide what level of information should be provided to explain how
algorithms work, for example, the extent to which users should be informed about algorithms
– ranging from information that algorithms are directing the content they see, to details about
the ways that their actual past and future behaviour will affect the content they are seeing.
Other aspects to explore would be the extent to which more complexity in the message would
disengage users from the information provided, the extent to which the illusion of platforms
providing information about the functioning of algorithms could reinforce an appearance of
neutrality where it is unwarranted, and the role of experts in interpreting and communicating
the technical detail (for example, open-source code) to a wider audience.
3.3.2 Fact-checking or countering biased or misleading information
A second type of intervention focuses on the provision of information about the validity of
information or reliability of a source at the point of consumption. This may involve different
approaches such as flagging questionable or false information, ‘scoring’ the credibility of
different items or downgrading questionable content/positively boosting content considered
to be from reputable sources.
Fact-checking ‘red flags’ may be attributed to particular claims (for example, a statement
made by a politician) or sources (for example, highlighting to readers that a particular media
source may be considered unreliable). In the European Commission Public Consultation on
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fake news and online disinformation from November 2017 – February 2018, there was broad
support from respondents for third-party fact-checking of news, although 70 per cent of
respondents considered that social media platforms were not doing enough to enable this
(European Commission, 2018b).
Some, such as FactCheck.org, PolitiFact and Snopes, are dedicated websites that provide indepth discussion of a particular claim. Others may be simple cautions about source material
at the point at which a reader is exposed, for example, the Microsoft Edge browser comes
pre-installed with Newsguard in the mobile version, an add-on which flags websites
considered to provide news of questionable accuracy, which have been reviewed by human
analysts. Additionally, Facebook has partnered with national fact-checking organisations
since 2016 to review content related to a particular country, with articles considered
unreliable featuring lower in the News Feed and the rebuttal article featured alongside the
challenged content (Shah, 2019; Lyons, 2018b; Levin, 2018; Carden, 2018).
Box 7 Evaluating the effectiveness of messages on FactCheck.org
FactCheck.org, established in 2003, is a fact-checking website run by the Annenberg Public Policy
Center at the University of Pennsylvania, USA. A companion site to FactCheck.org, namely,
FlackCheck.org, focuses on political literacy by outlining flaws in arguments made within disputed
topics, such as climate change or health issues. A study by researchers at the universities of
Pennsylvania and Delaware researched the extent to which differences in delivery formats made a
difference to the belief correction effects of the platform.
Respondents sourced through an online panel of 525 respondents, which answered questionnaires
on the validity of information about the job creation potential and economic impact of an oil
pipeline. The story featured in a misleading news article before and after being shown a rebuttal of
the key claims, which was delivered through three separate conditions: long-form text, a humorous
video and a non-humorous video. Two control conditions (an unrelated humorous video and a nonintervention group) were also tested.
The study found that all three intervention conditions corrected false beliefs to a greater extent than
the control conditions, with both the humorous and non-humorous videos more successful than the
long-form text article.
Source: Young et al. (2018).

However, fact-checking approaches may face challenges to effective implementation, chiefly
the speed at which questionable content can circulate on a platform before in-depth factchecking of a claim can be performed (which is some cases may be a matter of days).
Similarly, as the understanding of what news is ‘misleading’ or ‘false’ may be a contested
(and often partisan) issue, initiatives to flag or deprioritise misleading content may leave
significant power in the hands of the platforms to arbitrate in political disputes,25, which itself
may not be a desirable outcome. Current fact-checking initiatives on Facebook, for example,
are outsourced to independent organisations rather than implemented directly by the site.
Equally, the precise understanding of what is technically ‘correct’ may be highly specific to
wording and semantics. For example, during the UK referendum to leave the EU, there was a
debate over the claim by the ‘Leave’ campaign that GBP 350 million was sent to the EU each
week. This triggered further debate over whether this could be considered correct without

25

Interview with a senior researcher in academia undertaken by RAND Europe on 27 September 2018.
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taking into account rebates and consequent funding streams from the EU, the impact of
membership on the wider economy and the specifics of what it meant for the money to be
‘sent’ to the EU with regard to the technical aspects of the funding transfer (FullFact, 2017;
2018).
Some commentators have also raised the concern that fact-checking interventions in one part
of the media landscape may inadvertently affect other parts of the modern information
ecosystem. This could happen in several ways. For example, use of ‘disputed’ or similar tags
on questionable news items may serve to inadvertently bolster confidence in unverified news
elsewhere (Pennycook et al., 2017), or increase wider distrust in media by emphasising the
unreliability of news (Lazer et al, 2018), or increase the risk of inconsistency or disputes
between fact-checking interventions with regard to the validity of the information under
review (Marietta et al, 2015).
Similarly, Bozdag (2013) cautions that even if information is made available in an impartial
form, users may not consume it as intended. In such a scenario, users are likely to reject
authenticated and accurate information and disinformation in equal measure, particularly
when the information challenges their biases or counters a prevailing narrative in their
immediate social network (Bozdag, 2013). Quattrociocchi et al. (2016) state that discrediting
or exposing the truth in response to disinformation rarely results in changing the thoughts and
ideals of users and individuals and may only reinforce the ideologies that individuals had to
begin with. Furthermore, it can result in a desire to avoid public humiliation in terms of
acknowledging that one’s belief was wrong (Bode and Vraga, 2018).
Box 8 CrossCheck: Exploring user experiences of a collaborative journalism effort to
fight disinformation
CrossCheck was a collaborative effort by multiple news organisations in France and abroad to
monitor and disprove disinformation during the 2017 French presidential elections. Fact-checking
articles which categorised rumours as ‘true’, ‘false’ or ‘insufficient evidence’ were published on a
dedicated website and cross-posted on collaborator’s own news sites.
A team of researchers conducted a study to explore the experience of the audience and journalists.
In addition to exploring the usability for journalists, semi-structured interviews were carried out
with seven individuals who comprised CrossCheck’s target audience and discourse analysis of
related social media posts and audience questions conducted.
Interviewees reported that having multiple newsrooms collaborating on a story, and explanation as
to how a particular piece of information was debunked, increased trust in the impartiality and
reporting. Audience members reported an increase in their critical reading skills and caution of
emotive content. The researchers also suggested other ways for conducting future research,
including further exploring the effectiveness of presentation of debunking articles in order to avoid
perpetuating the original false content.
Source: Smyrnaios et al. (2018).

3.3.3 Media literacy
A third type of intervention is that of media literacy: learning interventions aimed at helping
users build their media literacy skills, for example through interactive activities or classroom
sessions. A large number of experts in this area, ranging from educators to legislators,
philanthropists to technologists, have used significant resources and their influence towards
the creation of media literacy programmes in order to improve the way that users engage with
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and reflect upon media content when it comes to news consumption (Bulger and Davison,
2018).
In contrast to simply increasing the transparency of algorithms or flagging ‘fake’ or
‘misleading’ news, this approach focuses on developing a more holistic understanding of the
media environment and the nature and reliability of information they encounter from various
sources during daily life. Media literacy has been posited as a way to help users become more
sophisticated (news) ‘consumers’ when encountering false or misleading information
(Anderson and Rainie, 2017; Allcott and Gentzkow, 2017). Hobbs has identified this as the
‘need to move beyond tool-oriented focus, which conflates having access to media and
technology with the skilful use of it’ (Hobbs, 2010).
3.3.3.1 Definition of media literacy
No standard definition of media literacy is in use across the sector, and those proposed in the
literature will often differ, involving elements such as information literacy (for example,
finding and sourcing information online and library skills) and critical media (social justice)
perspectives (Huguet et al., 2019). To illustrate this, we present some definitions below.
According to Bulger and Davison (2018), media literacy is traditionally ‘conceived as a
process or set of skills based on critical thinking’ and is commonly operationalised as a set of
skills that enhances and enforces critical engagement with messages produced by the media
and other senders of information.
The EU Media Literacy Expert Group (MLEG) defines media literacy as including ‘all
technical, cognitive, social, civic and creative capacities that allow a citizen to access, have a
critical understanding of the media and interact with it’ (European Audiovisual Observatory,
2016).
Frau-Meigs (2017), in accordance with UNESCO (2007), uses a composite definition of
media literacy as ‘Media and Information Literacy’ (MIL), which sees media literacy as
being grounded in the multidisciplinary fields of education, information and communication
sciences. In the same vein, a recent report published by the European Audiovisual
Observatory identified five main categories of media literacy skills (European Audiovisual
Observatory, 2016: 41):







creativity: such as creating, building and generating media content;
critical thinking: such as understanding how the media industry works and how
media messages are constructed; questioning the motivations of content producers in
order to make informed choices about content selection and use; recognising different
types of media content and evaluating content for truthfulness, reliability and value
for money; recognising and managing online security and safety risks;
intercultural dialogue: such as challenging radicalisation and hate speech;
media use: such as the ability to search, find and navigate and use media content and
services;
participation and interaction: interaction, engagement and participation in the
economic, social, creative, cultural aspects of society through the media and
promoting democratic participation and fundamental rights.
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Huguet et al (2019) also note the increasing attention paid to information creation as a central
element of media literacy education, intended to help participants better interpret the content
of media messages by gaining a better understanding of the process of media production.
Ultimately, the vision of media literacy, which involves the ability to access, analyse,
evaluate and create media content in a variety of forms, aims to put all individuals in charge
of their own learning. Citizens with the capacities to participate, collaborate and express
online have better chances to become critical thinkers, creators, communicators and agents of
social changes, which in the long term will help to empower new voices for the future of a
sustainable, tolerant and participatory democracy in the digital age (Hobbs, 2010). At the
same time, it is key for the success of this goal to find the best way to empower people in
taking an active role in acquiring new knowledge and skills. This implies encouraging
citizens to adopt engaged, inclusive and participatory lifestyles, which offer them the
guidelines to make use of the digital landscape for expression, participation, collaboration
and engagement in civil life.
Research into the impact of media literacy interventions to date has focused on two
dimensions: how individuals understand the information to which they are exposed, and the
way in which they act upon that information (for example, by responding to educational
campaigns or violence or stereotypes in the media) (Jeong et al., 2012). Individual media
knowledge and skills may be understood as the ability for an individual to understand content
(for example, the main message and the ideas and values presented); the medium (the
delivery means) including the characteristics of the news cycle and publication structure; and
the structure, including issues of bias and agendas on behalf of media institutions (Jeong et
al., 2012). More specifically, evaluating user responses to the content of a media message
may involve a diverse set of skills such as the ability to recall the content, understand the
message, identify the purpose and viewpoint underlying the message, understand the
technique used to construct the message and evaluate the truthfulness of the message itself
(Arke and Primack, 2009).
3.3.3.2 Examples of media literacy interventions designed for the online environment
Boxes 9–11 present examples of media literacy interventions in the online environment.
Box 9 Social Star (Denmark)
The Danish Competition and Consumer Authority, in collaboration with The Media Council for
Children and Young People and the Consumer Ombudsman, developed the educational material
‘Social Star’, which teaches primary school children to be critical of commercial communication
(hidden ads) on social media.
The project came to light on the basis of work carried out by the Expert Committee on Children,
Young people and Ads. Social Star meets children when they begin to be active on social media in
fifth to seventh grade. The programme is designed to be part of Danish lessons and consists of 10
different activities. The material incorporates videos with young bloggers, the Consumer
Ombudsman and animation. Furthermore, the frameworks for the activities vary and many of them
incorporate the children either via physical activity or via the children producing content
themselves. For example, children analyse and weigh the different examples of social media use
within marketing as well within the creator–consumer relationship in advertising. Further, the
children learn how to argue on different perspectives on social media. For example, one group
represents an advertising agency whose purpose is to market advertising toward children while the
other group defend the interests of children.
Source: Konkurrence og Forbrugerstyrelsen (2018).
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Box 10 MIL CLICKS
MIL CLICKS is an online intervention aimed to increase media and information literacy (MIL)
competencies among social media users. MIL CLICKS presents itself as a movement enabling
participants to acquire and share these skills in their daily use of the Internet and social media,
relying on peer education.
MIL CLICKS is based on the assumption that social media can be an effective tool for users to
develop MIL competencies. Considering that a large number of people access their information
through social media, youth in particular, MIL CLICKS uses it as a channel to deliver information,
raise awareness and provide training on the importance of media and information literacy. The
approach relies on collaboration between the Global Alliance for Partnerships on Media and
Information Literacy (GAPMIL), partner organisations and MIL community actors.
In addition to training delivery and awareness raising activities, MIL CLICKS engages in active
dissemination about the importance of online literacy in the media, in education and in public
policy. The intervention targets policymakers, experts, teachers, development agencies, private
organisations and the general public. It is a global initiative, and thus is available in multiple
languages, including English, Arabic, French, Spanish and Russian.
Source: UNESCO (2018).

Box 11 Toolbox Media Education (Netherlands)
The Netherlands Youth Institute (NJI) observed that the information parents can find online about
media education, at least in the Dutch language, is dispersed, often lacks scientific backing, and all
too often focuses on themes from a preventative perspective. They also observed a lack of practical
tools that parents and educators can immediately start using. The Toolbox Media Education
(Toolbox Mediaopvoeding) was developed to fill this gap. The tools in the Toolbox cover a wide
range of media education topics in a coherent, systematic manner. The tools are evidence based and
are created on the basis of scientific research findings or direct consultations of academic experts.
Source: Nederlands Jeugdinstituut (2018).

3.3.3.3 Evidence of effectiveness of media literacy interventions for the online
environment
The field as a whole has produced a large body of work covering different aspects of media
literacy theory and practice (see Potter, 2010; Jeong et al. 2012) and previous studies of
media literacy interventions have found evidence of positive outcomes on media literacy
competencies (see Jeong et al, 2012), although the use of different media literacy
competencies in different studies can make cross-comparability of studies, and therefore the
generalisation of ‘what works’ in terms of the content, delivery and format of interventions,
difficult (for a discussion, see Huguet et al, 2019).
However, fewer studies have focused on the evaluation of initiatives related to algorithmdriven media services, more specifically about the personalisation and amplification of
content. The majority of studies in the field also focus on learning outcomes for children,
with few targeting adults after formal education, despite the centrality of adults in the current
news ecosystem (Huguet et al, 2019). As a result, it is unclear the extent to which the current
landscape of media literacy research and knowledge is applicable to the ‘new media’
environment, in which users often receive contents on social platforms and shared by friends
and peers and therefore subject to ‘implicit endorsement’ (Lazer et al. 2018).
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Box 12 An evaluation of media literacy intervention: 'Bad News': The Fake News Game
Researchers at the University of Cambridge created a ‘Fake News Game’ in which participants are
asked to create a news article, in this case, about the European refugee crisis, using misleading and
emotive tactics. The intention was to help users better recognise misleading news constructs, in line
with the ‘inoculation theory’ of propaganda (McGuire, 1964) in which readers are intentionally
exposed to an argument and the refutation to harden attitudes against future attempts to persuade.
The intervention was piloted in an ‘exploratory’ randomised study involving 95 students aged 16–
19 from a Dutch public school. Participants in the intervention group were split into groups of two
to four and assigned a ‘character’ with distinct viewpoint: the alarmist, the denier, the clickbait
monger and the conspiracy theorist. Participants were then asked to construct a news article to
present the issue from that character’s perspective. The game lasted for 30 minutes and was
followed by a reading task. The control group watched an unrelated presentation during this time.
Following the intervention, both the intervention (n=57) and control (n=38) groups were asked to
read an article about the same issue which used emotive or misleading tactics to present the issue
from an ideological viewpoint. Directly following the intervention, a seven-point Likert scale was
then used to measure attitudes of participants towards the article’s reliability, familiarity, and
persuasiveness and participants’ personal agreement. The treatment group rated the reliability
(p<0.05) and persuasiveness (p=0.16) of the article as lower than the control group and indicated
less personal agreement (p=0.22). A secondary mediation analysis estimated that the reduction in
persuasiveness was an indirect result of reduced judgement of reliability. No longer-term follow-up
was conducted.
The authors acknowledge the small treatment groups and consequent lack of power and precision,
but suggest that the fact that the direction of the effect was in line with hypotheses and suggested
the need for further research in the area of inoculation theory.
Source: Roozenbeek and van der Linden (2018).

Indeed, the nature of the new media landscape may present particular challenges with regard
to examining the impact of interventions designed to increase user knowledge and skills.
First, little is currently known about the influences and demographics that drive media
curation and consumption patterns on social media and algorithm-driven platforms; for
example, the evidence of the effectiveness of some interventions, such as fact-checking, is
mixed, with concerns that fact-checking could in some contexts be counterproductive by
reinforcing a false message and thus rendering it more memorable (Lazer et al. 2018).
Without a solid theoretical grounding, developing and testing hypotheses about the ‘active
ingredients’ in interventions – and understanding the potential wider and long-term
consequences for individuals’ engagement with media – may be difficult.
Secondly, the emerging nature of the field and relatively few studies currently available mean
that little is known about the sustainability of the effect of any particular intervention and the
extent to which any positive increase in skills will endure in different contexts (Lazer et al.,
2018). Similarly, the variety in outcomes and competencies under examination means that the
body of evidence relating to media literacy skills does not necessarily allow the drawing of
general conclusions about what types and kinds of interventions are effective (Huguet et al.,
2019). While longitudinal research has previously been suggested (e.g. Livingstone et al.,
2005), no longitudinal studies were identified as having been conducted to date focusing
specifically on media skills and knowledge (Jeong et al., 2012), although some studies have
focused on behavioural interventions.
Media literacy interventions may also be vulnerable to the wider challenges facing education
projects, including the diversity of national education systems, a lack of emphasis on media
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literacy in existing national curricula and low uptake by educational establishments
(European Commission, 2018c). The report by the European Commission High-Level Group
on Media Literacy also identified limited international sharing of best practices and ‘silos’
within the research, policy and practitioner communities as particular challenges to effective
media literacy.
The evidence base is therefore thin with regard to the extent to which online media literacy
interventions work in addressing the issues described above relating to the personalisation
and amplification of content. However, reducing the disinformation vulnerability of those
who use social media platforms as a source for news and information, and are a potential
target for disinformation campaigns, should be considered as a necessary but insufficient part
of the solution.
Behavioural sciences offer interesting opportunities for research in this area. A possible
approach, complementary with those discussed in Section 3, could be to send users a ‘wakeup call’ on the spot to make sure that they are aware about what they do, what leads them to
do that and what the consequences can be, be them legal, social, or ethical. We explore some
approaches for overcoming cognitive bias while triggering a more information and media
literate use of media in Section 4 from the behavioural sciences angle.
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4 Scoping the potential of behavioural approaches in
media literacy
As discussed in Chapter 3, media literacy initiatives have mostly focused on helping users to
build the skills that enhance and enforce critical engagement with messages produced by the
media and other senders of information, based on the assumption that users know and
recognise when to use these skills. This chapter focuses on the need to make users aware of
their own cognitive biases. This field of study has gained considerable traction in recent years
with the rise of behavioural science and the work of Thaler and Sunstein (2008) and Tversky
and Kahnemann (1973, 1981).
In this chapter, we explore the potential for reinforcing other empowerment solutions,
including awareness raising and media literacy interventions, with the help of behavioural
science and the concept of nudges. We bring together the different approaches for countering
the impact of algorithm-driven media services through ‘media literacy by design’. This
concept seeks to embed media literacy into the ‘choice architecture’ (the ways in which
choices are presented to consumers) to encourage more information- and media-literate
behaviours.
4.1

Nudges as a policy tool

As introduced in Section 2.3.3, behavioural scientists have presented evidence-based
critiques of the standard economics view of human behaviour and demonstrated that humans
do not act as ‘rational agents’ that are able to process all available information to make
optimal choices, but rather that much decision-making takes place subconsciously, passively
and unreflectively.
In brief, this has been presented by Kahneman (2011) and others with the distinction between
System 1 (reflexive) and System 2 (reflective) as the two components of our minds that
interact in processing information and in making decisions/taking actions. The main
characteristics of System 1 and System 2 are summarised in Table 7.
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Table 7 The cognitive dual system in human decision-making: System 1 and System 2
characteristics
System 1 (reflexive – fast)

System 2 (reflective – slow)

Quick, automatic, no effort, no sense of
voluntary control. Continuous understanding of
environment

Slow, effortful, attention to thought processes.
Good at cost–benefit analysis, but lazy and
saddled by decision paralysis (cognitive
overload)

Characteristics

Characteristics

•
•
•

Quick (reflexive)
Heuristic based
Use shortcuts

•
•
•

When it comes into play
•
•
•

Deliberate (reflective)
Conscious
Rule based

When it comes into play

When speed is critical
Avoid decision paralysis
When System 2 is lazy or not activated
(not worth, no energy, lack of
awareness)

•
•

To take over when System 1 cannot
process data
To correct/override System 1 if effort
shows that intuition or impulse is wrong

Source: Elaboration from Kahneman (2011) and Thaler and Sunstein (2008).26
As seen in Table 7, System 1 is automatic, affective, highly impacted by emotions and it
effortlessly generates impressions and feelings when not challenged through a more reflective
consideration. System 1 relies on mental ‘shortcuts’ and quickly proposes intuitive answers to
problems as they arise. These basic assessments play an important role in intuitive judgment
because they are easily substituted when processing more difficult questions; this is the
essential idea of the heuristics. Such heuristics, however, can be the sources of biases in
analysing situations and responding to stimuli and can lead to systematic mistakes.
‘Nudge’ by Thaler and Sunstein (2008) represents how behavioural insights can help
policymakers use behavioural techniques to counter-balance industry strategies based on
exploiting users’ cognitive biases. It also proposes how to help consumers make better
choices and do so while still leaving individuals the freedom of choice. The ‘nudges’ amount
to designing ‘choice architectures’ that leave open freedom of choice but can be seen as ‘debiasing’ mechanisms. By influencing and changing behaviour with the ‘nudge philosophy’,
policymakers can reduce restraining factors rather than increase the driving factors which
should make it easier for consumers to make ‘desirable’ choices. The most effortless nudges
are defaults, since for reasons of laziness or distraction (status quo bias) many people will
take the option requiring the least effort (the path of least resistance). This implies that if, for
a given choice, there is a default option, then it is more likely to be chosen on a population
level.
Figure 1 sketches the ‘media literacy by design’ rationale that emphasises the importance of
design-based regulation to build regulatory standards (Lupiáñez-Villanueva et al. 2016). As
pointed out in the Behavioural Study on Transparency of Online Platforms commissioned by
the EC (Lupiáñez-Villanueva et al., 2016), this approach was applied to the EU General Data
Protection Regulation 2016/679 (GDPR). The text explicitly mentions that ‘the controller

26

Also discussed in https://www.acc.com/chapters/euro/upload/108-Codagnone.pdf
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should adopt internal policies and implement measures which meet in particular the
principles of data protection by design and data protection by default.’ (Art. 78)
Box 13 Data protection by design and by default in the EU General Data Protection
Regulation 2016/679 (GDPR)
Art. 25. Data protection by design and by default
1) Taking into account the state of the art, the cost of implementation and the nature, scope,
context and purposes of processing as well as the risks of varying likelihood and severity
for rights and freedoms of natural persons posed by the processing, the controller shall, both
at the time of the determination of the means for processing and at the time of the
processing itself, implement appropriate technical and organisational measures, such as
pseudonymisation, which are designed to implement data-protection principles, such as data
minimisation, in an effective manner and to integrate the necessary safeguards into the
processing in order to meet the requirements of this Regulation and protect the rights of data
subjects.
2) The controller shall implement appropriate technical and organisational measures for
ensuring that, by default, only personal data which are necessary for each specific purpose
of the processing are processed. That obligation applies to the amount of personal data
collected, the extent of their processing, the period of their storage and their accessibility. In
particular, such measures shall ensure that by default personal data are not made accessible
without the individual's intervention to an indefinite number of natural persons.
Source: European Union (2016).

The understanding, challenges and drivers of algorithm-driven media services described in
Chapter 2 illustrate how platforms’ design architectures (interfaces) play an important role in
influencing individuals’ behaviours.
As the findings from the literature review suggest, users of online platforms face challenges
online due to their different types of cognitive biases, including confirmation bias, heuristics,
framing effects or bandwagon effect. Biases can also be structural due to algorithmic design
choices, for example inclusion of popularity metrics for content (or implicit feedback
techniques not capturing lack of engagement and associating any engagement as positive),
technical bias due to technical limitations, or coverage bias/population bias in the data used
by algorithms for 'modelling' user behaviour as a result of source selection/data inputs.
Such biases can drive people to make decisions against their best interests (e.g. signing up for
pension scheme that is unsuitable to their retirement plans) or generally result in suboptimal
outcomes. Sometimes, complementary information (communicated simply) or warning
messages can help counter such biases. Reminders may build a basis for a better-informed
decision-making with regard to news content. In the behaviourally informed approach that we
propose, we used examples that should make it easier for individuals to be informed about the
criterion used for verifying a source. This is expected to increase platforms’ transparency and
subsequently the trust of recipients (Sigurdsson et al., 2016; Pan and Zhang, 2016).
These architectures, i.e. the choices made by these platforms, could facilitate preferred
behavioural patterns by embedding the appropriate measures to trigger specific components
of media literacy into the design of the ‘choice architecture’. Therefore, algorithm-driven
media services could be developed by taking into account the ‘media literacy by design’
principle to involve actions related to the online front-end used by consumers (LupiáñezVillanueva et al., 2016).
72

Figure 1 Media literacy by design
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Source: Open Evidence.
Currently, online content is one of the most important forms of information that affects
human decision-making. This applies to media coverage, news stories, polarisation in society
and the recent increase of populist parties in many countries. It is important to take into
account that the design, or architecture of the context in which information is delivered, has
changed rapidly over the last few years.
Online platforms configurate and personalise the user’s informational choices, which are
typically assessed through algorithmic analysis of data streams from multiple sources. These
analyses performed on individual user behaviour in turn offer predictive insights concerning
the habits, preferences and interests of targeted individuals (such as those used by online
consumer product recommendation engines). This can result in the filter bubble problem,
which diminishes the possibility to activate scepticism and thereby reduces the potential to
use System 2 to become more rational and reflective about decisions (Lupiáñez-Villanueva et
al., 2016).
Nudges aim to alter the behaviour of people to the preferred outcome of the choice architect,
which should be an evidence-based positive outcome for the individual, while being
unobtrusive and not coercive. They aim to have a large effect on population level through
minimal changes in the environment. In general, there are three broad approaches to how
online nudging is performed (Yeung, 2017):




The actual refinement of the individual’s choice environment in response to changes
in behaviour and the broader environment, which are identified by the algorithm
designer as relevant to the target’s decision and data profile.
Providing data feedback to the choice architect, which can be collected, stored and
repurposed for other platforms.
The monitoring and further developed refinement of the individual’s choice
environment in light of population-wide trends identified via ‘Big Data’ surveillance
and analysis.
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4.2

Interventions and behavioural measures

Policy institutions worldwide have acknowledged the importance of behavioural influences,
including the European Commission, the OECD (Organisation for Economic Development
and Cooperation, 2017), and the World Bank (Afif et al., 2018), as well as national
governments.27 In order to overcome some of the cognitive biases (or a combination of
biases) or educate and train people about the usage of media platforms in general terms,
different actions have been proposed and implemented by a variety of stakeholders with
different levels of government involvement (see Chapter 3). The interventions depicted in
Table 8 refer to interventions designed to reduce harmful effects of the media by informing
the audience about one or more aspects of the media, thereby influencing media-related
beliefs and attitudes in order to prevent unhealthy and risky behaviours. These interventions
are highly related to the new behaviourally informed approach to policymaking that the
European Commission, along with other international and national policymaking bodies,
have embraced over the past decade, which involves nudging (Lourenço et al. 2016).
Table 8 Classification of interventions and behavioural measures

Strategy

Improve cognitive
reflection to
overcome biases
 Behavioural-relevant
outcomes: improve
rational thinking and
reflective system

Breaking
flow

 Adjusted algorithmic
filtering

 Browser extensions,
app extensions, visual
representation of
user’s social networks

 Increased
transparency

the

media

 Behavioural-relevant
outcomes: interrupt
flow and create
‘cognitive washout’

Training and
education28
 Improve media
relevant outcomes
 Increase general
digital skills/critical
thinking

 Labelling of
content/cross
verification (normbased intervention)
Examples

 Warning messages

 Rapid interruption for
different task

 Curricula (training and
education in school)

 Pop-up with timer to
stop flow

 Media campaigns

 Easy to integrate

 Easy to integrate

 Difficult and costly:
longitudinal approach

 Unknown

 Unknown

 Mild to moderate29

 Information pop-up
 Pre- and/or postmessage information
 Cued reminders
Technical
implementation
Effectiveness

 Information
campaigns

Source: Open Evidence.
This trend reveals a more critical stance on the part of policymakers regarding the stylised
representation of the rational consumer that is part of mainstream economics. Increasingly,
even within policy circles, the fully rational consumer – or homo economicus (see for
example Henrich et al. 2001) – is seen as a fictitious figure. This implies that when

27

For an overview see http://capoindex.org/ or Ruggeri (2019).
Bergsma and Carney (2008).
29
Jeong et al. (2012).
28
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consumers are affected by behavioural and perceptual factors, such as biases – which in turn
have an impact on belief formation, business and economic decisions, and human behaviour
in general – then firms may escalate their attempts to exploit bias, thereby reducing welfare.
In recent years, the findings on human heuristics and biases from behavioural sciences have
increasingly been integrated into online platforms in order to increase traffic on these
platforms. For example, Facebook and Twitter are identified as platforms offering ‘reward for
interaction’ in the sense that they create a feedback loop for continuous interaction. This
incentivises behaviour such as liking and re-tweeting certain online content, which can lead
to greater popularity. Likewise, if individuals do not actively engage in sufficient interaction,
inaction may increase the 'threat of invisibility'.
This is even more relevant when the consumers are in a media consumption flow and do not
activate critical thinking because algorithms are enforcing that flow. Therefore, we propose
hypothetical experiments in Section 4.4 to test ways of interrupting this state of flow in order
to activate critical thinking (System 2). This aims at refining the individuals' choice
environment to explore whether the cognitive issues identified in the literature review can be
overcome so that people make more rational decisions (corrective behavioural nudges).
4.3

Rationale and expected impacts of proposed interventions

As we have shown, much individual decision-making occurs spontaneously and
unreflectively (System 1), rather than through active and conscious deliberation (System 2)
(Jeong et al., 2012; Kahneman, 2011). Cognitive heuristics and biases affect decision-making
to a large extent, specifically for decisions triggered by automatic cognition.
An assessment of, motivation for, and activation of media literacy during media consumption
is needed in order to increase audiences' knowledge, criticism and awareness of the influence
of the media, while reducing their perception of realism (Jeong et al., 2012).
Based upon the theoretical expectations discussed throughout the report, the remainder of this
chapter will present the three different experiments that could be considered as different
policy options to be tested. For the design of the hypothetical experiments, we took due
account of stakeholders’ interests and applicability of the intervention. The insights provided
by the experiments could shed light on the preparation of effective policy measures to
alleviate consumer vulnerability, increase media literacy among recipients, and improve trust
in relation to online platforms that make disinformation available to consumers and
recipients. All the options presented sit at the intersection between regulation, technical
approaches and empowerment, as described in Chapter 3.
4.4

Options to counter the impact of algorithm-driven media

4.4.1 Interrupting the flow
In the first hypothetical experiment, we would examine whether media consumers – when
presented with a given online content – are inclined to know more about its source and
whether they are willing to spend time actively thinking about the reliability of the source.
This experiment would effectively assess whether relevant cues can activate users’ critical
thinking and deliberate cognitions. In this experiment, participants would be presented with
different options to receive more information about the source of a given content. By
interrupting the flow and providing the recipient with another task, the probability that
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System 2 will be activated is likely to be greater than for recipients where the media flow is
not interrupted. We expect that the more extensive the interruption, the greater the increase in
media literacy.
We present four conditions with different levels of manipulated information offering the
possibility to learn more about the source of online news content
(acknowledgements/disclosure statement) as a means to enhance media literacy, transparency
and accountability for the recipients. Each media outlet used will give users the option to
click on an additional link to acquire knowledge about different strategies that can be used to
check the source. For example, the suggested strategies might refer to educating users on how
search engines rank information, that being vigilant about who the user’s ‘friend’ on social
media platforms is important, learning to identify bots by being conscious of factors that
reveal them, evaluating information by fact checking, and so forth.








First condition (group 1): Participants will be presented with online news content
featuring an information block and clear information about the source of the news
content. Participants will have the possibility to click on an ‘okay’ button next to the
text and continue their media consumption.
Second condition (group 2): Participants will be presented with the same online news
content and information about the source as group 1 and are then presented with the
option to ‘continue’ or ‘go back’. Participants can choose to opt-in to continue reading
by accepting the acknowledgements/disclosure through clicking on ‘continue’
(highlighted/marked by default), or to opt-out by clicking on ‘go back’ in order to
stop reading the online news content. The opt-out option requires more cognitive
reflection (System 2) than the opt-in option.
Third condition (group 3): Participants will be presented with the same online news
content as group 1 and 2, and with the ‘continue’ or ‘go back’ options, but now the
opt-out button ‘go back’ (highlighted/marked by default) will be shown. Participants
have to consciously choose to opt-in by clicking on the other option to continue
reading the online news content (and activate System 2).
Control condition (group 4): Participants will be presented with non-manipulated
news content and receive no additional information about the source of the content.

Pre- and post-measurements of media literacy and other relevant factors will be collected
through self-report questionnaires. Important socio-demographic information will also be
assessed according to standard procedures in order to examine possible moderating and
mediating effects (Faul et al., 2007; Hobbs and Frost, 2003; Livingstone et al., 2005); see
Figure 2 for an overview.
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Figure 2 Experimental set-up – Interrupting the flow
Baseline measurements (e.g. age, gender, education, employment, media literacy,
media consumption, attitude topic(s))

Conditions
Control

Usage media +
pop-up info source

Usage media +
pop-up info source
+ opt-in

Usage media +
pop-up info source
+ opt-out

Post-measurements (e.g. media literacy, attitude topic(s), source credibility)

4.4.2 Reminder about the source
In the second hypothetical experiment, we will examine if media consumers’ behaviour is
affected when presented with a short reminder about the source of the news item and an
option to acquire more information about strategies to verify the source, while measuring
whether this leads to increased media literacy.
We expect that recipients that use the link for additional information about a strategy to
verify the source will have the greatest increase in media literacy. We will present three
conditions with different levels of manipulated information offering the opportunity to learn
more about the source of online news content (acknowledgements/disclosure statement) in
order to enhance media literacy, transparency and accountability for the recipients:






30

First condition (group 1): Participants will be presented with online news content
featuring an information block with the following statement: ‘An increased amount of
disinformation has been spread online. Are you confident that this news item is
reliable?’
Second condition (group 2): Participants will be presented with online news content
featuring an information block with the following statement: ‘An increased amount of
disinformation has been spread online. Are you confident that this news item is
reliable? In addition, here’s a quick primer for spotting disinformation items.’30
Participants will have the opportunity to click on the link to a new website that
provides them with further information on how to detect disinformation items.
Control condition (group 3): Participants will be presented with non-manipulated
news content and receive no additional disclosure.

Based on DaSilva (2016).
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Again, pre- and post-measurements about media literacy and other relevant factors will be
collected; see
Figure 3 for an overview.
Figure 3 Experimental set-up – Reminder about the source
Baseline measurements (e.g. age, gender, education, employment, media
literacy, media consumption, attitude topic(s))

Conditions
Disclaimer

Disclaimer + strategy

Control

Post-measurements (e.g. media literacy, attitude topic(s), source credibility)

4.4.3 Transparency and accountability
In the third hypothetical experiment, we will manipulate the information that is provided to
the consumer in order to improve transparency and accountability of the news source (Lepri
et al. 2017). In this experiment, it is even easier for the recipient to detect if a source is
verified or unverified, but this will increase the demand for source verification from the
platform and/or an independent organisation. The positive benefit of this proposed
intervention is that platforms that spend a great amount of time, energy and money in
verifying sources and information in order to provide reliable news will receive improved
acknowledgement that their work is reliable. This will also help overcome the negative
effects of disinformation from unverified or unreliable sources. In each experiment we will
present three conditions with different levels of manipulated information about the source of
online news content to enhance transparency and accountability for the recipients. We will
use a manipulated label with a check/mark level that indicates that the source is verified.




First condition (group 1): Participants will be presented with online news content
featuring a check mark above the text indicating that the news content comes from a
verified source.
Second condition (group 2): Participants will be presented with online news content
featuring a check mark above the text indicating that the news content comes from an
unverified source.
Control condition (group 3): Participants will be presented with non-manipulated
news content and receive no additional information about the source.

Again, pre- and post-measurements of media literacy and other relevant factors will be
collected; see Figure 4 for an overview.
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Figure 4 Experimental set-up – Transparency and accountability
Baseline measurements (e.g. age, gender, education, employment, media
literacy, media consumption, attitude topic(s))

Conditions
Control

Usage media + verified
source label

Usage media +
unverified source label

Post-measurements (e.g. media literacy, attitude topic(s), source credibility)
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5 Conclusions and recommendations
How can the functionalities of algorithms in different types of online services and
platforms be defined? (RQ1)
Algorithms can be defined as computable functions that update their behaviour in response to
precise instructions, which may include experience and performance metrics. Algorithms are
behind the matching services and advertising-driven services present on online platforms.
They are a key component of the functioning and business model of social media platforms
and of the provision of media content to their users. Social media platforms have increasingly
become the main outlet for a large number of users to acquire news content or opinion pieces.
The increasing use of social media has created new opportunities for users to be exposed to
and access media content through their social networks, in addition to platforms expressly
designed for the creation and dissemination of new content. The past few years have seen
increasing concern about the impact of algorithm-driven media services and their potential
role in the political and democratic landscape.
What is the level of public awareness about the existence and functioning of these
different types of algorithms? (RQ2)
The evidence from the literature review about the awareness of media consumers and the
public at large of the existence and functioning of algorithms and their effects on user online
experience is inconclusive. Research to date on the actual level of public awareness about the
existence and functioning of these different types of algorithms is rather limited and has
presented mixed results.
Upcoming research on algorithmic awareness (e.g. AlgoAware project) or further research on
how the situation has evolved (the extent to which the debate about algorithm-driven media
has itself contributed to increasing public awareness) would contribute to build the evidence
base in this area.
What are the drivers and challenges associated with algorithm-driven media services
for consumers and citizens? (RQ3)?
The issues raised by the use of algorithm in media services and platforms mainly stem from
the personalisation and amplification of content. These issues following from these
functionalities of these services and platforms are not new but the online environment, in
particular in social media platforms, brings them to a new dimension, in terms of scale and
speed.
One issue discussed in the literature is the extent to which the personalisation of content,
combined with the profiling and micro-targeting of users, contribute to creating or
aggravating filter bubbles, which would result in confining users in streams of information
that are personalised to their interest and beliefs, limiting their exposure to alternative
viewpoints and creating so-called echo chambers. However, some empirical evidence
suggests that both the scale and impact of filter bubbles in social media have been
exaggerated.
Alongside the personalisation of content, there are concerns over the opportunities and
potential for the amplification of content. This phenomenon refers to the speed at which
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content can be published and circulated on social media and consequently, the greater reach
compared to what is possible with print media. Amplification may facilitate quick and
widespread dissemination of information that may be false or misleading, especially when it
is sensationalist or extreme. In addition, research suggests that once disinformation is
absorbed, it is much more difficult to change the misperception or belief, i.e. rectify it,
irrespective of whether it is true or false. The time to resolve false rumours can also be
significant, compared to the speed at which those original rumours circulate. The
amplification of content may also have the potential effect of crowding out content that is
important to the political debate, but generates less traffic given that it is less sensationalist or
extreme.
We outlined three factors driving the personalisation and amplification of content associated
with algorithm-driven media services, and described how these issues might affect
democracies. The analysis provides stakeholders with useful windows for potential policy
action. Drivers relate to the changing media landscape and emerging (and unregulated) role
of platforms as media content curators, and the concentration of ownership in social media
platforms; drivers inherent to algorithms themselves, such as bias inherent to their design and
the lack of transparency about how they operate; and drivers inherent to human decisionmaking. The third category of drivers relates to human cognitive biases and behaviour,
arguably one of the main drivers for the dissemination of false and misleading information.
This reinforces the idea that algorithms (and their biases) mirror the biases of their human
authors. While algorithms may shape the content seen by any individual, the resulting
selection is based, in a feedback loop, on human selection and reaction to content presented
by algorithmic curation.
What are the potential consequences of these challenges for consumers, citizens and
other stakeholders? (RQ4)
While it is difficult to clearly distinguish between the effects of drivers, challenges and
consequences due to the complex set of interlinkages and numerous ongoing feedback loops,
it is clear that various governments and other actors have recognised the need for action. The
combination of several factors inherent to algorithms and to consumers ultimately leads to
some negative consequences for consumers and citizens in economic, democratic and ethical
contexts. These factors include the lack of transparency and awareness of algorithmic
behaviour of online media platforms and services, their functionalities of amplification and
personalisation, and the inherent human cognitive biases with which they interpret or process
information.
There is some evidence to suggest that the resulting limitation of exposure to alternative or
competing views could reinforce ideological and potentially political polarisation. When
users are less likely to come across information that challenges their views, this could result
in broader societal consequences such as ill-informed political discourse as well as eroding
trust in media and public institutions.
Consumers and citizens may also face potential consequences as a result of Internet media
providers seeking to maximise the level of personalised and targeted content with the
exclusive aim of attracting clicks to generate advertising revenue or seek attention, more
commonly referred to as ‘clickbait’. This can create incentives to generate as much
sensational content as possible with as little journalistic effort as possible, increasing the risk
of disinformation.
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Moreover, when people are overexposed to information that fits their worldview, they may be
more susceptible to disinformation as the likelihood of sharing only content and information
that pertains to an individual’s belief increases. As a result of third-person perception,
individuals are likely to be worse off due to the difficulty of distinguishing disinformation
from verified information. This can lead to content that is inaccurate or imprecise having a
higher impact on users and lowering demand for high-quality publications, which in turn
could further undermine the business model of quality journalism. There is a rapidly
expanding body of literature on the risks of disinformation, micro-targeting and filter bubbles
for the functioning of democratic processes and institutions.
What are the options for the government actors and/or the media and/or technology
sector itself to prevent or address these challenges or to mitigate their impacts? (RQ6)
Governments and other stakeholders have started to recognise these challenges, and various
solutions aiming to address these issues and their implications have been suggested. We
mapped these solutions and clustered them into three categories according to their
implementation level:
1) solutions implemented at system level, which include both regulatory (e.g. the 2018
Disinformation Acts in France) and softer approaches, such as the EU Action Plan
against Disinformation;
2) solutions related to the algorithms themselves and implemented at the level of the
platforms, e.g. automated flagging and detection of biased news or disinformation;
3) user-oriented solutions to influence the beliefs and behaviour of users before or at
the point at which media is consumed.
The study focuses on the third set of solutions. It aims at empowering the individual,
increasing user confidence and improving the skills that users need to navigate the modern
media environment. In some cases, the solutions proposed require implementation at several
levels. In this line, the study proposes another category of interventions under the concept of
‘media literacy by design’, which involves actions related to the ‘choice architecture’. These
architectures could trigger specific components of media literacy and influence the behaviour
of online users.
Beyond the implementation level, three types of approaches were identified through the
review of the available literature and practices:
1) approaches that aim to increase algorithmic transparency and awareness;
2) approaches that aim to fact-check information and present rebuttals at the point of
consumption;
3) approaches that aim to develop the individuals’ wider media and information literacy
in order to effectively interpret the media content and information delivered to them
through algorithmic curation.
In relation to media literacy interventions, we found that reducing the vulnerability to
disinformation of those who use social media platforms as a source for news and information
(and are a potential target for disinformation campaigns) has potential to address issues
linked to algorithm-driven media services, and as such should be considered part of the
solution. However, more evidence is needed to understand which interventions are effective,
in which context and under which conditions. While information and media literacy is an
established field, it is unclear how far the understanding of traditional media literacy is
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applicable to the online environment. Few studies have focused on the evaluation of
initiatives related to algorithm-driven media services, let alone addressed the personalisation
and amplification of content. Initial research in the area shows promises and suggests further
research is undertaken. There is also scepticism in the media literacy community about the
extent to which media literacy interventions designed for the online environment can be
evaluated, for example due to the emerging nature of the field. Further research on how best
to assess the effectiveness of media literacy interventions would be welcome.
What are the knowledge gaps in the understanding of and available research on the
above-mentioned issues? (RQ5)
Findings from the literature review suggest that there are gaps in current knowledge and
possible avenues for further research in relation to the algorithm-driven media services, the
role of such services in shaping socio-political discourse, and their effect on wider societal
outcomes, including the mental health and well-being of individuals). These include: (1)
developing a deeper understanding of the causes and outcomes related to disinformation in
online social media, with a focus on the European context; (2) further research on
understanding market and price mechanisms of algorithm-driven media services and the
business models of online social media organisations; (3) taking forward early research on
the effectiveness of actions aiming to address issues linked to algorithm-driven media
services, ideally involving platforms.
As indicated under RQ6, we found that given the current evidence base, guidelines on how
best to assess the effectiveness of interventions aiming to address the issues linked to
algorithm-driven media services would be welcome, as well as a framework to assess the
evidence of effectiveness of such interventions and identify evidence-based practices in this
area.
Media literacy actions have focused on helping users to build the skills that enhance and
enforce critical engagement with messages produced by the media and other senders of
information, based on the assumption that users know and recognise when to use these skills.
However, as our research has shown, users tend to be unaware of their own cognitive biases.
Behavioural sciences offer interesting opportunities for research in this area. A possible
approach would be through the inclusion of nudges that break the flow of media consumption
and thereby help to engage the analytical, rational System 2 part of the brain.
How can the identified knowledge gaps be addressed by behavioural experiments to
explore the cognitive issues raised by algorithms used in conjunction with media
services, and what would be the design parameters of these experiments? (RQ7)
Behavioural science tries to understand how behavioural prompts, or ‘nudges’, can either
make use of these biases or trigger the user’s awareness of them. We have explored the
potential of reinforcing solutions, including awareness raising and media literacy
interventions, with the help of behavioural science and the concept of nudges. These options
bring together the different approaches countering the impact of algorithm driven media
services proposing media literacy by design. This concept captures the need to embed media
literacy into the algorithm-driven media architecture, triggering a more informative and
media literate use. The study proposes three experiments that could be conducted to assess
the effect of the types of interventions proposed on the online behaviour of social media
users.
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Appendix A Online Consultation
1. Introduction
The study team developed an online consultation questionnaire based on the results of a literature
review conducted by members of the team. The questionnaire was organised in three sections:
challenges stemming from the use of algorithm-driven media services, issues associated with the
use of these services, and possible responses to address the identified challenges. The
questionnaire consisted primarily of closed questions, supplemented by a series of open-text
fields offering respondents to elaborate on their answers and to offer any additional insights they
deemed relevant.
The consultation was fielded in two iterations, closed and open, both hosted on an online
platform managed by RAND Europe. An invitation to the closed version of the consultation was
sent to individuals identified by the research team as having expertise and/or professional
experience relevant to the subject of the study. Invitees received a personalised version of an
invitation email, followed by two reminders to complete the questionnaire as necessary. A link to
the open version of the questionnaire was distributed on Twitter by members of the research
team. There were no limitations on who could access and participate in the open version. The
only difference between the two versions was that the closed consultation also included a
question whether the respondents would like to be contacted in relation to possible future
research activities.
Following the closure of both consultations, responses from both versions were downloaded and
processed by the research team. Responses with at least one answer to a substantive (i.e. nondemographic) question were included in the final analysis. The analysis of responses consisted of
examining the frequencies and distributions of answers to individual questions, followed by the
construction of a series of cross-tabulations where respondents were divided by various
characteristics (e.g. open vs. closed consultation, type of organisation, etc.). Please note that
when disaggregating the response data, the number of responses in some categories becomes
rather limited. For that reason, insights from any comparisons across respondent groups should
be interpreted with caution.
In total, 50 responses with at least one answer to a substantive question were received (22 in the
closed consultation and 28 in the open one). This report presents an overview of the profile of
respondents along with the main results of the analysis of received responses. For each question,
the number of responses received varied; for that reason, this report lists the corresponding n for
each discussed question.
6.1

Demographic profile of consultation respondents

As Table 9 shows, the largest group of respondents came from academia, followed by civil
society representatives. The next largest group were representatives of public authorities (EU
institutions, national agencies, national governments and state agencies). There were also five
submissions from respondents categorised as private sector; these included online and/or offline
media as well as trade associations. Two respondents did not indicate their affiliation.
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On average, respondents reported having 15.2 years of professional experience. Respondents to
the open consultation were slightly more experienced, at 15.8 years, compared to their closed
consultation counterparts at 14.8 years.
Table 9 Breakdown of respondent types (Number of respondents; n=48)
Open

Closed

Total

Academia

7

11

18

Civil society

6

9

15

Public authority

4

6

10

Private sector

4

1

5

Respondents were also asked what the geographical focus of their work was. Most respondents
indicated an international dimension, followed by the national level. Relatively few respondents
worked at the regional or local levels (Table 10). One respondent did not indicate the applicable
geographical level.
Table 10 Breakdown of respondents’ focus of work (Number of respondents; n=49)
Open

Closed

Total

National

7

10

17

Local

1

1

2

Regional

1

2

3

12

15

27

International

The geographical distribution of responses is captured in Table 11. Perhaps unsurprisingly, the
largest number of responses was provided by individuals residing in Belgium. There was at least
one respondent from further 17 EU countries. One respondent came from a non-EU European
country and two hailed from a non-European country. Among EU member states, there were no
responses indicated as coming from the Czech Republic, Estonia, France, Hungary, Lithuania,
Luxembourg, Malta, Poland, Slovakia and Slovenia. Two respondents did not provide a country
of origin.
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Table 11 In which country are you based? (Number of respondents; n=48)
Open

Closed

Total

Austria

0

1

1

Belgium

5

8

13

Bulgaria

1

0

1

Croatia

0

1

1

Cyprus

1

1

2

Denmark

0

1

1

Finland

1

1

2

Germany

1

3

4

Greece

1

0

1

Ireland

3

2

5

Italy

0

1

1

Latvia

0

1

1

Netherlands

1

1

2

Portugal

0

1

1

Romania

0

1

1

Spain

2

0

2

Sweden

2

1

3

UK

0

3

3

Non-EU Europe

1

0

1

Non-Europe

2

0

2

6.2

Results

This section presents the results of the consultation. We follow the structure of the questionnaire
and address in turn the following areas: challenges stemming from the use of algorithm-driven
media services, issues associated with the use of these services, and possible responses to address
the identified challenges.
6.2.1 Challenges stemming from the use of algorithm-driven media
Respondents were asked whether they agreed that the use of algorithm-driven media may lead to
a series of negative consequences. These consequences were selected on the basis of a literature
review conducted by the research team earlier in the project.
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Table 12 shows that the majority of respondents agreed that each of the proposed consequences
may result from the use of algorithm-driven media. In particular, the vast majority of respondents
agreed that the use of these media can give rise to the following: 1) reinforcement of people’s
existing biases with which they interpret or process information; 2) ideological polarisation; 3)
easy dissemination of disinformation; and 4) Limited exposure of users to alternative or
competing views. By contrast, the least degree of agreement was recorded by respondents for the
following consequences: 1) suppression of a large diversity of voices or opinions; and 2) mistrust
of the media and institutions. Suppression of a diversity of views was also the only type of
consequence where at least 10 respondents disagreed it could result from the use of algorithmdriven media. Still, even in these instances, a majority of respondents agreed that these
consequences may arise.
For most consequences, the proportion of respondents agreeing that they could result from the
use of algorithm-driven media was very similar in the open and closed consultations. For two
consequences (mistrust of the media and easy dissemination of misinformation), respondents in
the open questionnaire were notably more likely to agree. By contrast, respondents in the closed
questionnaire were notably more likely to agree that algorithm-driven media use may result in
the suppression of competing views.
There weren’t many differences across responses depending on the type of respondent. Private
sector respondents were less likely to agree that the use of algorithm-driven media can lead to
increased acceptance of disinformation. They were also less likely to agree that suppression of a
range of opinions was a challenge than their public authority counterparts. Public authority
respondents were notably less likely to agree that pressure on people to engage with ‘wellperforming content’ was a challenge.
Respondents also offered additional examples of consequences of the use of algorithm-driven
media. These included 1) increased difficulty for small scale community groups to be visible and
share their ideas, 2) increased inequalities as ‘hard-to-reach’ audiences may not get the same
opportunities or information, 3) decreasing cultural diversity in audiovisual consumption and less
chance of ‘stumbling upon’ something on the Internet, 4) undermining of local content, and 5)
intrusions of people’s privacy.
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Table 12 To what extent do you agree or disagree that the use of algorithm-driven media
may lead to the following consequences? (Number of respondents)
Strongly
Agree

Agree

Neither

Disagree

Strongly
Disagree

N

Limited exposure of users to
alternative or competing views

23

20

4

2

0

49

Ideological polarisation

21

24

3

0

0

48

Reinforcement of people’s
existing biases with which
they interpret or process
information

22

24

2

0

0

48

Mistrust of the media and
institutions

11

18

14

5

0

48

Weakening of the traditional
media model (and/or
associated functions such as
fact-checking)

12

22

8

5

1

48

Suppression of a large
diversity of voices or opinions

11

14

13

9

1

48

Pressure on people to engage
with and share content that
‘performs’ well irrespective of
quality/veracity (such as
inaccurate news stories or
clickbait)

16

15

11

4

1

47

Easy dissemination of
disinformation

21

22

5

1

0

49

Increased acceptance of
disinformation

13

18

13

5

0

49

Respondents were subsequently invited to comment on how big a risk the consequences
discussed in the previous questions represented to democratic societal values and the functioning
of society in general. Overall, respondents felt that the consequences under discussion were a
notable risk (Table 13). For each option, a majority of respondents indicated the consequence in
question represented either a great risk or a considerable risk. The distribution of responses
largely mirrored that in the previous question. For consequences where a higher number of
respondents agreed they can result from the use of algorithm-driven media services, a similarly
high number of respondents indicated the consequence represented a great or a considerable risk.
Accordingly, the highest number of responses indicating a high degree of risk was reported for
ideological polarisation, reinforcement of existing biases and limited exposure to alternative
views. Similarly, the lowest number of responses indicating a high risk were recorded for the
suppression of a diversity of voices.
As with the previous question, for most options the proportion of respondents indicating a high
level of risk was similar in the open and closed consultations, although some differences can be
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observed. A notably higher share of open questionnaire respondents indicated a high level of risk
for limited exposure to alternatives views and ideological polarisation. Respondents in the closed
questionnaire were more likely to indicate high levels of risk for the weakening of traditional
media and easy dissemination of misinformation.
Civil society respondents were the most likely to view ideological polarisation and mistrust of
the media as great risks. Academic respondents were more likely to indicate that suppression of
opinions and voices represented a great or considerable risk. Private sector respondents were
more likely to indicate that increased acceptance of disinformation represented only a slight risk
or no risk at all.
Table 13 The negative consequences listed above may represent a risk to democratic
societal values and the functioning of society in general. What level of risk [ranging from
great risk, considerable risk, slight risk and no risk] would you attribute to the following?
(Number of respondents)
Great
Risk

Consider
able Risk

Slight
Risk

No Risk

n

Limited exposure of users to
alternative or competing views

12

31

6

0

49

Ideological polarisation

21

23

3

0

47

Reinforcement of people’s existing
biases with which they interpret or
process information

18

25

5

0

48

Mistrust of the media and institutions

14

20

14

1

49

Weakening of the traditional media
model (and/or associated functions
such as fact-checking)

11

23

14

0

48

Suppression of a large diversity of
voices or opinions

14

18

12

3

47

Pressure on people to engage with and
share content that ‘performs’ well
irrespective of quality/veracity (such
as inaccurate news stories or clickbait)

13

22

11

1

47

Easy dissemination of disinformation

16

24

7

1

48

Increased acceptance of
disinformation

20

18

9

1

48

6.2.2 Issues associated with the use of algorithm-driven media

In the next section of the questionnaire, respondents were asked to reflect on whether a particular
set of issues associated with the use of algorithm-driven media can contribute to the negative
consequences discussed earlier. The issues offered as options in the section of the questionnaire
were also identified by the research team through a literature review and were organised in two
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categories. The first category comprised platform-related issues, i.e. those pertaining to the
functioning of online platforms. The second category comprised user-related issues, i.e. those
pertaining to how users utilised and worked with algorithm-driven media.
Table 14 summarises the results for platform-related issues. For all offered options, the majority
of respondents felt that they could contribute to a great or considerable extent to the
consequences discussed in the previous section. For three issues (design-associated biases,
targeting of users and lack of transparency), a high degree of contribution was indicated by the
vast majority of respondents. Only in four cases did some respondents indicate they did not think
a given issue could contribute to negative consequences. This was the case (two respondents
each) for the risk of interference or manipulation and for reluctance of algorithm-driven media to
assume traditional media roles.
With two exceptions, there wasn’t much difference between the responses received via the
closed and open questionnaires. Open consultation respondents were notably more likely to
indicate that lack of transparency may contribute to negative consequences, while closed
consultation respondents were notably more likely to feel that market domination by a small
number of providers may contribute to a great or considerable extent to negative consequences.
There weren’t many notable differences among various respondent types. Academic respondents
were somewhat less likely to indicate that risks of third-party interference can make a great or
considerable contribution to discussed challenges.
Table 14 To what extent, if at all, do these platform-related issues contribute to negative
consequences of algorithm-driven media use such as those discussed earlier? (Number of
respondents)
Great
Extent

Considerable
Extent

Slight
Extent

Not at
all

Lack of transparency on how media services are
designed and run

26

12

5

0

43

Targeting of users by media platforms (e.g. filtering
and personalisation of content)

18

20

5

0

43

Biases associated with the design of algorithms
(e.g. favouring one type of content or people)

18

21

3

0

42

Market dominated by small number of providers

20

12

10

0

42

Risk of interference or manipulation by third parties

15

15

11

2

43

Reluctance of algorithm-driven media to assume
traditional media functions (e.g. fact-checking)

15

19

6

2

42

n

Asked about user-related issues, the majority of respondents felt that they contributed to negative
consequences to a great or considerable extent (Table 15). The highest numbers of respondents
indicating a great extent of contribution were recorded for people’s cognitive biases, difficulty in
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identifying misinformation, and difficulty in distinguishing various levels of content quality.
Comparatively fewer respondents felt that difficulty in identifying advertising content was a big
contributor to negative consequences and two respondents felt it was not a contributor at all.
Respondents to the closed consultation tended to indicate higher levels of contribution for all
user-related issues. The difference (measured by the proportion of respondents indicating
considerable or great extent) was most pronounced for the difficulty in identifying
misinformation and difficulty in distinguishing various levels of content quality.
Private sector respondents were less likely to view the difficulty in identifying misinformation as
a great or considerable contributor. They were also somewhat less likely to indicate difficulty in
discerning content’s various quality levels was a great or considerable contributor.
Table 15 To what extent, if at all, do these user-related issues contribute to negative
consequences of algorithm-driven media use such as those discussed earlier? (Number of
respondents)
Great
Extent

Considerable
Extent

Slight
Extent

Not at
all

n

People’s cognitive biases with which they
interpret or process information

22

15

6

0

43

Difficulty in identifying inorganic content (i.e.
seemingly spontaneous but in reality paid-for
or organised)

17

18

8

0

43

Difficulty in identifying advertising content

11

19

11

2

43

Difficulty in identifying misinformation (or
overconfidence in one’s own abilities to do
so)

23

16

4

0

43

Difficulty in distinguishing varying quality or
rigour levels behind online content

23

13

6

1

43

Further issues identified by respondents included: 1) agenda setting of a small number of active
and vocal users on social media, 2) privacy and data security issues, and 3) lack of regulation of
algorithm-driven media and absence of real penalties.
6.2.3 Options to address identified issues
Next, respondents were invited to offer their views on various steps that could be taken to
address the issued discussed in the previous section. As with the previous sections, options
offered to respondents were based on the results of the team’s literature review. They were
organised in four distinct groups: 1) options for online platforms, 2) options for governments, 3)
options for third-sector organisations, and 4) options targeting users. In each category,
respondents were asked how effective they thought individual options could be in addressing the
issues discussed earlier.
Table 16 summarises the results with respect to options for online platforms. Each presented
option was rated by the majority of respondents as effective or very effective. In particular, 19
users felt that providing third parties with access to the algorithm for auditing purposes would be
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very effective. This was followed by improving transparency about sources of information (e.g.
via digital signatures on content describing the original source), which was endorsed as very
effective by 18 respondents.
Responses from the open and closed consultation were very similar. One notable difference was
that respondents to the closed questionnaire were more likely to find effective the option of
making clear to users how the algorithm and its profiling works.
Academic respondents were somewhat more sceptical of the effectiveness of the utilisation of
non-discriminatory machine learning. Private sector respondents were somewhat less likely to
indicate that more robust detection and removal of content generated by automated software
would be effective or very effective.
Further options put forward by respondents included: 1) restricting foreign influence in national
elections and referenda; 2) increased promotion of content related to positive rather than negative
emotions; 3) changing platforms’ advertising model and possibly making people pay for
information; and 4) termination of the use of algorithms (at least for certain topics, such as
politics).
Table 16 The following options have been noted in the literature as options for online
platforms. In your opinion, how effective would these options be in addressing the issues
discussed earlier? (Number of respondents)
Very
Effective

Effective

Slightly
Effective

Not
Effective

n

Utilisation of non-discriminatory machinelearning (i.e. free of biases favouring or
prejudicing one individual or group over
another)

7

13

15

4

39

Making clear to users how the algorithm and
its profiling works

7

21

9

2

39

Providing third parties with access to the
algorithm for auditing purposes

19

13

4

3

39

Improving transparency about sources of
information (e.g. digital signatures on
content describing the original source)

18

13

7

1

39

Systematic flagging, retraction, and/or
replacement of misinformation

11

17

9

3

40

More robust detection and removal of
content generated by automated software

11

14

11

4

40

Table 17 presents the results pertaining to options for governments actors. For most options, a
majority of respondents felt they were effective or very effective. Tougher sanctions for noncompliant companies (such as fines) were thought to be very effective by 14 respondents,
followed by stronger market competition protections, which were highlighted as very effective
by 10 respondents. By contrast, the option to exert pressure on companies to self-regulate was
considered the least effective; 10 respondents indicated they did not think it was effective at all.
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Some differences emerged between open and closed consultation responses. Closed consultation
respondents tended to take a more sceptical view of the effectiveness of proposed options, with
the exception of stronger legal framework. The difference between the two consultations was
most pronounced on pressure on companies to self-regulate. Half of open consultation
respondents indicated it was effective or very effective, while the vast majority of closed
consultation respondents found it only slightly effective or not effective at all.
Civil society respondents were less likely to indicate that stronger competition protections would
be effective or very effective. Private sector respondents were less likely to view sanctions
against non-compliant media as effective or very effective. Civil society respondents were more
likely to indicate stronger oversight mechanisms were effective or very effective than any other
group, followed by private sector respondents. The only group of respondents who felt that
pressure on companies to self-regulate was a very effective option were academics.
Other options suggested by respondents included: 1) creation of a public Internet, and 2) stronger
data protection and ownership guarantees and their enforcement.
Table 17 The following options have been noted in the literature as options for government
actors. In your opinion, how effective would these options be in addressing the issues
discussed earlier? (Number of respondents)
Very
Effective

Effective

Slightly
Effective

Not
Effective

n

Stronger legal framework (e.g.
mandating particular technical features)

7

27

5

0

39

Unbundling of social networks/stronger
market competition protections

10

17

11

1

39

Tougher sanctions for non-compliant
media (e.g. fines)

14

15

10

0

39

Stronger oversight mechanisms (e.g.
public hearings, reporting
requirements)

9

19

10

0

38

Pressure on companies to self-regulate

4

9

16

10

39

Regarding options for third sector organisations, the majority of respondents found all options
effective or very effective, with only minimal differences in the numbers of respondents across
all four options (Table 18). Open consultation respondents were more likely to view two offered
options as effective or very effective - these options were external assessments of online
platforms (e.g. via accreditations) and support for traditional journalism.
Civil society respondents were the least likely to view external assessments and support for
traditional journalism as effective or very effective. Academic respondents were the least likely
to view diversity-aware aggregators as effective or very effective, whereas every private sector
respondent felt they were effective or very effective.
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Additional options proposed by respondents included: 1) citizens providing personal data from
platforms to third-party organisations for research, and 2) development of alternative social
media.
Table 18 The following options have been noted in the literature as options for third sector
organisations. In your opinion, how effective would these options be in addressing the
issues discussed earlier? (Number of respondents)
Very
Effective

Effective

Slightly
Effective

Not
Effective

n

Robust role for fact-checking
organisations

8

16

13

2

39

External assessments of online
platforms (e.g. accreditations or
scorecards of areas such as data
management, algorithmic approaches,
information clarity)

7

16

13

2

38

Support for traditional journalism (or at
least their fact-checking function)

7

18

10

4

39

‘Diversity-aware’ aggregators (i.e.
providing content from various sources
demonstrating diversity of views to
users)

8

17

8

5

38

Lastly, with respect to options targeting users, the vast majority of respondents felt that media
literacy education was an effective or very effective option (Table 19). All private sector
respondents felt that education about algorithms was effective or very effective. By contrast,
academic respondents were the least likely to share this view.
The other two options (education about algorithms and, to a lesser extent, nudges towards
alternative sources) were also seen as effective by most respondents. Open consultation
respondents were more likely to view education about algorithms as effective than their closed
consultation counterparts. The opposite was the case for the other two options.
Table 19 The following options have been noted in the literature directly targeting users. In
your opinion, how effective would these options be in addressing the issues discussed
earlier? (Number of respondents)
Very
Effective

Effective

Slightly
Effective

Not
Effective

n

Media literacy and critical thinking
education

23

12

3

2

40

Education about algorithms

19

12

8

1

40

8

18

12

2

40

Nudges/incentives towards alternative
views/sources

In addition, respondents were invited to suggest who, in their opinion, was in the best position to
carry out the options targeting users. The highest number of respondents felt it should be
governments (n=13), followed by third sector organisations (n=8), and governments (n=7).
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6.2.4 Other comments
To conclude, consultation participants were invited to select three options that they thought
should be the highest priority for efforts to address issues related to algorithm-driven media
services. As Table 20 shows, by far the highest number of respondents selected media literacy
education (n=23). The next most frequently selected option was improving source transparency
(n=15), followed by the strengthening of legal frameworks (n=13). Every option in the sample
received at least one vote.
Media literacy education received the highest number of votes among civil society, private sector
as well as public authority respondents. It received the second-highest number of votes among
academic respondents. For this group, the most frequently selected option was improving source
transparency.
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Table 20 Overall, what measures to address the consequences of algorithm-driven media
should be the highest priority? (Number of respondents; n=39)
Option

Count

Media literacy and critical thinking education

23

Improving source transparency (e.g. digital signatures on content to make the
original source of content known)

15

Stronger legal framework (e.g. mandating particular technical features)

13

Making clear to users how the algorithm and its profiling works

10

Unbundling of social networks/stronger market competition protections

8

Tougher sanctions for non-compliant platforms (e.g. fines)

8

Providing third parties with access to the algorithm for auditing purposes

5

Systematic flagging, retraction and/or replacement of misinformation

5

External assessments of online platforms (e.g. accreditations or scorecards of
variables of interest such as data management, algorithmic approaches, information
clarity)

5

Education about algorithms

4

Utilisation of fair and non-discriminatory machine-learning (i.e. free of biases
favouring or prejudicing one individual or group over another)

3

More robust detection and removal of content generated by automated software

3

Stronger oversight mechanisms (e.g. public hearings, reporting requirements)

3

Pressure on companies to self-regulate

1

Robust role for fact-checking organisations

1

Support for traditional journalism (or at least their fact-checking function)

1

‘Diversity-aware’ aggregators (i.e. providing content from various sources
demonstrating diversity of views to users)

1

Nudges/incentives towards alternative views/sources

1
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Appendix B Consultation questionnaire
Background questions
In which country are you based?
Which of the following categories best describes the organisation you are currently working
for?










Academia
Civil society organisation
Consumer association
EU institution
Government
Offline (traditional) media (with an offline and online presence)
Online media and/or platforms
Trade association
Other, please specify

What is the geographical focus of your work?





Local
Regional
National
International

What is the thematic focus of your work (for example, ‘education’, ‘social media’, or
‘artificial intelligence’)? [open text]
How many years of professional experience do you have? [open text]
Consequences of using algorithm-driven media
We would like to know your views about potential political, economic or social consequences
of algorithm-driven media use as identified in the literature. These consequences can be both
positive or negative, but we are particularly interested in potential negative consequences. To
what extent do you agree or disagree that the use of algorithm-driven media may lead to the
following consequences?
In the question below, please focus on the strength of the link between algorithm-driven
media and these consequences, not how serious these consequences are (we will discuss this
in a later question). [Strongly agree; Agree; Neither agree nor disagree; Disagree; Strongly
disagree]





Limited exposure of users to alternative or competing views
Ideological polarisation
Reinforcement of people’s existing biases with which they interpret or process
information
Mistrust of the media and institutions
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Weakening of the traditional media model (and/or associated functions such as factchecking)
Suppression of a large diversity of voices or opinions
Pressure on people to engage with and share content that ‘performs’ well irrespective
of quality/veracity (such as inaccurate news stories or clickbait)
Easy dissemination of disinformation
Increased acceptance of disinformation

What are other negative consequences associated with the use of algorithm-driven media that
were not listed above? [open text]
The negative consequences listed above may represent a risk to democratic societal values
and the functioning of society in general. What level of risk [ranging from great risk,
considerable risk, slight risk and no risk] would you attribute to the following? [great risk,
considerable risk, slight risk and no risk]










Limited exposure of users to alternative or competing views
Ideological polarisation
Reinforcement of people’s existing biases with which they interpret or process
information
Mistrust of the media and institutions
Weakening of the traditional media model (and/or associated functions such as factchecking)
Suppression of a large diversity of voices or opinions
Pressure on people to engage with and share content that will ‘perform’ well
irrespective of quality/veracity (such as inaccurate news stories or clickbait)
Easy dissemination of disinformation
Increased acceptance of disinformation

For all the consequences you indicated as representing a great risk, please explain why you
think they represent a particular problem? [open text]
Is there anything else you would like to add with regard to the consequences of using
algorithm-driven media? [open text]
Issues with using algorithm-driven media
We would like to know your views about potential issues associated with by algorithm-driven
media services for users identified in the literature. These can be broadly categorised as
‘platform-related’ or ‘user-related’. Platform-related issues revolve around how media
platforms operate, user-related issues touch on how users utilise these platforms.
To what extent, if at all, do these platform-related issues contribute to negative consequences
of algorithm-driven media use such as those discussed earlier? [To a great extent; To a
considerable extent; To a slight extent; Not at all]




Lack of transparency on how media services are designed and run
Targeting of users by media platforms (e.g. filtering and personalisation of content)
Biases associated with the design of algorithms (e.g. favouring one type of content or
people)
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Market dominated by small number of providers
Risk of interference or manipulation by third parties
Reluctance of algorithm-driven media to assume traditional media functions (e.g. factchecking)

To what extent, if at all, do these user-related issues contribute to negative consequences of
algorithm-driven media use such as those discussed earlier? [To a great extent; To a
considerable extent; To a slight extent; Not at all]






People’s cognitive biases with which they interpret or process information
Difficulty in identifying inorganic content (i.e. seemingly spontaneous but in reality
paid-for or organised)
Difficulty in identifying advertising content
Difficulty in identifying misinformation (or overconfidence in own’s abilities to do so)
Difficulty in distinguishing varying quality or rigour levels behind online content

What are other issues associated with algorithm-driven media use that may contribute to
negative consequences? [open text]
Is there anything else you would like to add with regard to issues associated with using
algorithm-driven media? [open text]
Options for action (1)
Lastly, in this section we would like to ask about options to address the issues discussed in the
previous section and to mitigate potential consequences of the use of algorithm-driven media.
This section is based on the results of our literature review, which identified possible options
for action by online platforms, governments and third parties. In addition, the review
identified a series of options targeting media users that can be carried out by a multitude of
stakeholders. The questions below address each group of options in turn.
The following options have been noted in the literature as options for online platforms. In
your opinion, how effective would these options be in addressing the issues discussed earlier?
[Very effective; Effective; Slightly effective; Not effective]







Utilisation of non-discriminatory machine-learning (i.e. free of biases favouring or
prejudicing one individual or group over another)
Making clear to users how the algorithm and its profiling works
Providing third parties with access to the algorithm for auditing purposes
Improving transparency about sources of information (e.g. digital signatures on
content describing the original source)
Systematic flagging, retraction, and/or replacement of misinformation
More robust detection and removal of content generated by automated software

What other measures could online platforms take to address the challenges stemming from the
use of algorithm-driven media? If possible, please give an example of where these measures
have been implemented before. [open text]
Is there anything else you would like to add with regard to options for action by online
platforms? [open text]
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Options for action (2)
The following options have been noted in the literature as options for government actors. In
your opinion, how effective would these options be in addressing the issues discussed earlier?
[Very effective; Effective; Slightly effective; Not effective]






Stronger legal framework (e.g. mandating particular technical features)
Unbundling of social networks/stronger market competition protections
Tougher sanctions for non-compliant media (e.g. fines)
Stronger oversight mechanisms (e.g. public hearings, reporting requirements)
Pressure on companies to self-regulate

If you indicated that some governmental options could be very effective, please elaborate on
what concrete steps governments could take? [open text]
What other measures could government actors take to address the issues stemming from the
use of algorithm-driven media? If possible, please give an example of where these measures
have been implemented before. [open text]
Is there anything else you would like to add with regard to options for action by government
actors? [open text]
Options for action (3)
The following options have been noted in the literature as options for third sector
organisations. In your opinion, how effective would these options be in addressing the issues
discussed earlier? [Very effective; Effective; Slightly effective; Not effective]





Robust role for fact-checking organisations
External assessments of online platforms (e.g. accreditations or scorecards of areas
such as data management, algorithmic approaches, information clarity)
Support for traditional journalism (or at least their fact-checking function)
‘Diversity-aware’ aggregators (i.e. providing content from various sources
demonstrating diversity of views to users)

What other measures could third sector organisations take to address the issues stemming
from the use of algorithm-driven media? If possible, please give an example of where these
measures have been implemented before. [open text]
Is there anything else you would like to add with regard to options for action by third sector
organisations? [open text]
Options for action (4)
The following options have been noted in the literature directly targeting users. In your
opinion, how effective would these options be in addressing the issues discussed earlier?
[Very effective; Effective; Slightly effective; Not effective]




Media literacy and critical thinking education
Education about algorithms
Nudges/incentives towards alternative views/sources
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What other measures targeting users could be undertaken to address the issues stemming from
the use of algorithm-driven media? If possible, please give an example of where these
measures have been implemented before. [open text]
Who is in the best position to carry out options targeting users?





Online platforms
Governments
Third sector organisations
Other, please specify

Is there anything else you would like to add with regard to options for action targeting users?
[open text]
Options for action (5)
Overall, what measures to address the consequences of algorithm-driven media should be the
highest priority? Select no more than 3.




















Utilisation of fair and non-discriminatory machine-learning (i.e. free of biases
favouring or prejudicing one individual or group over another)
Making clear to users how the algorithm and its profiling works
Providing third parties with access to the algorithm for auditing purposes
Improving source transparency (e.g. digital signatures on content to make the original
source of content known)
Systematic flagging, retraction, and/or replacement of misinformation
More robust detection and removal of content generated by automated software
Stronger legal framework (e.g. mandating particular technical features)
Unbundling of social networks/stronger market competition protections
Tougher sanctions for non-compliant platforms (e.g. fines)
Stronger oversight mechanisms (e.g. public hearings, reporting requirements)
Pressure on companies to self-regulate
Robust role for fact-checking organisations
External assessments of online platforms (e.g. accreditations or scorecards of variables
of interest such as data management, algorithmic approaches, information clarity)
Support for traditional journalism (or at least their fact-checking function)
‘Diversity-aware’ aggregators (i.e. providing content from various sources
demonstrating diversity of views to users)
Media literacy and critical thinking education
Education about algorithms
Nudges/incentives towards alternative views/sources
Other, please specify

Closing questions
Do you have any further comments or suggestions related to the topics covered by the
consultation?
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Appendix C Mapping data sources
A preliminary analysis of the available data reveals a number of relevant sources potentially
providing evidence to answer the research questions. This inventory revealed that a number of
targeted Eurobarometers potentially offer most insights. In line with the selection criteria
outlined in Chapter 1, we selected the following datasets.








Flash Eurobarometer 464, Fake News and Disinformation Online (2018).31
Explores EU citizens’ awareness of and attitudes towards the existence of ‘fake news’
and disinformation online. It covers 26,576 respondents from different social and
demographic groups in the 28 Member States. It covers the following issues:
o levels of trust in news and information accessed through different channels;
o people’s perceptions of how often they encounter news or information that is
misleading or false;
o public confidence in identifying news or information that is misleading or
false;
o people’s views on the extent of the problem, both in their own country and for
democracy in general;
o views on which institutions and media actors should act to stop the spread of
disinformation.
Special Eurobarometer 447, Online platforms.32 This report presents the results
from a new Eurobarometer survey about the use of online platforms within the EU,
focusing especially on search engines, online social networks and online marketplaces.
It also explores a range of issues relating to the use of these online platforms,
including digital literacy, consumer concerns, the use of personal data and the
perceived need for further regulations.
Special Eurobarometer 452, Media pluralism and democracy.33 In light of the
importance of media plurality and freedom, the Directorate General for Justice and
Consumers commissioned the following Eurobarometer survey to explore citizens'
opinions about the diversity of views available in the media, and their perceptions of
media independence. The survey was carried out between 24 September and 3
October 2016 in the 28 Member States of the European Union. 27,768 EU citizens
from different social and demographic categories were interviewed face-to-face at
home and in their native language. The survey covers views about: the variety of
opinions presented in the media; the perceptions of the independence of both the
general and public service media; the trust in the information provided by the media;
the awareness of the national media regulator and opinions about its independence; the
participation in debates on social media; online encounters with hate speech and
threats and the influence this has on participation
Special Eurobarometer 460: Attitudes towards the impact of digitisation and
automation on daily life.34 The European Commission has published a
Eurobarometer survey presenting European citizens' opinions on the impact of
digitisation and automation on daily life. European citizens see digitisation and

31

Eurobarometer (2018).
Eurobarometer (2016a)
33
Eurobarometer (2016b)
34
Eurobarometer (2017).
32
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automation primarily as an opportunity but call for investment for better and faster
Internet services as well as effective public policy to accompany changes, in particular
in areas such as employment, privacy and personal health. The results also show that
the more people are informed or use technologies the more they are likely to have a
positive opinion on them and to trust them.
From these sources we select relevant indicators and data on online media and news
consumption, consumer trust and resilience to potential negative effects. Different types of
analyses were envisaged to establish the relationship between online media consumption and
media literacy (Table 21).
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Table 21 Mapping of Eurobarometer questions onto study research questions
RQ

Dimension

Sub-dimension

Source

Question

n/a

Use & Access

Media

Flash Eurobarometer
464

SD1 Are you a user of any of the following media or channels? (MULTIPLE
ANSWERS POSSIBLE: Printed newspapers and news magazines, Online
newspapers and news magazines, Online social networks and messaging apps,
TV, Radio, News Aggregators, Video Hosting Website)

RQ2

Use & Access

Social media

Flash Eurobarometer
464

SD2 How often do you use online social networks? (Scale from every day or
almost every day to seldom or never)

RQ2

Use & Access

Social media

Flash Eurobarometer
464

SD3 When using online social networks, which of the following do you regularly
do? (MULTIPLE ANSWERS POSSIBLE: Read or listen to what is shared by
others, Share things you found yourself, Share things others have shared with
you)

n/a

Consumer trust

Media

Flash Eurobarometer
464

Q1.1 How much do you trust or not the news and information you access
through … Printed newspapers and news magazines

RQ4

Consumer trust

Online media

Flash Eurobarometer
464

Q1.2 How much do you trust or not the news and information you access
through … Online newspapers and news magazines

RQ4

Consumer trust

Online media

Flash Eurobarometer
464

Q1.3 How much do you trust or not the news and information you access
through … Online social networks and messaging apps

n/a

Consumer trust

Media

Flash Eurobarometer
464

Q1.4 How much do you trust or not the news and information you access
through … TV

n/a

Consumer trust

Media

Flash Eurobarometer
464

Q1.5 How much do you trust or not the news and information you access
through … Radio

RQ4

Consumer trust

Online media

Flash Eurobarometer
464

Q1.6 How much do you trust or not the news and information you access
through … Video hosting websites and podcasts

RQ4

Media Literacy

Disinformation

Flash Eurobarometer
464

Q2 How often do you come across news or information that you believe
misrepresent reality or is even false? (Scale from Every day or almost every
day to Seldom or never)
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RQ

Dimension

Sub-dimension

Source

Question

RQ4

Media Literacy

Disinformation

Flash Eurobarometer
464

Q3 How confident or not are you that you are able to identify news or
information that misrepresent reality or is even false? (Scale from Very
confident to Not at all Confident)

RQ4

Awareness

Disinformation

Flash Eurobarometer
464

Q4.1 In your opinion, is the existence of news or information that misrepresent
reality or is even false a problem … in your COUNTRY (Range from Yes,
definitely to No, definitely not)

RQ4

Awareness

Disinformation

Flash Eurobarometer
464

Q4.2 In your opinion, is the existence of news or information that misrepresent
reality or is even false a problem … for DEMOCRACY in general (Range from
Yes, definitely to No, definitely not)

RQ6

Governance

Disinformation

Flash Eurobarometer
464

Q5 News or information that misrepresent reality or that are even false are
called ‘fake news’. Which of the following institutions and media actors should
act to stop the spread of fake news? (MAX. 3 ANSWERS: Online social
networks, Non-governmental organisations, Journalists, Press and
broadcasting management, EU institutions, National authorities, Citizens
themselves, All of them, None)

RQ2

Consumer trust

Media

Special
Eurobarometer 452

QC2 Do you think that, in general, compared with five years ago,
(NATIONALITY) media (printed, audio-visual, online, etc.) are now: (Range
from More free and independent to Less free and independent)

RQ2

Consumer trust

Media

Special
Eurobarometer 452

QC3 Do you think that, in general, compared with five years ago,
(NATIONALITY) media (printed, audio-visual, online etc.) are now providing:
(Range from More diversity of views and opinions to Less diversity of views
and opinions)

RQ2

Consumer trust

Online media

Special
Eurobarometer 452

QC4.4 For each of the following (NATIONALITY) media, please tell me if you
think it is reliable or not: SOCIAL MEDIA (online social networks, blogs, video
hosting websites, etc.) (Range from Very reliable to Not at all reliable)

RQ2

Engagement

Social media

Special
Eurobarometer 452

QC7 Do you follow debates on social media, for example by reading articles on
the Internet or through online social networks or blogs? (Range from Very
often to Never)

RQ2

Engagement

Social media

Special
Eurobarometer 452

QC7F Do you follow debates on social media, for example by reading articles
on the Internet or through online social networks or blogs? (Range from Very
often to Never)
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RQ

Dimension

Sub-dimension

Source

Question

RQ4

Engagement

Social media

Special
Eurobarometer 452

QC8 Do you also take part in those debates, for example by posting comments
on articles on the Internet, or through online social networks or blogs? (Range
from Very often to Never)

RQ4

Engagement

Barriers

Special
Eurobarometer 452

QC9 Have you ever heard, read, seen or yourself experienced cases where
abuse, hate speech or threats were directed at journalists/bloggers/people
active on social media? (Range from Very often to Never)

RQ4

Engagement

Barriers

Special
Eurobarometer 452

QC10 Do such cases make you hesitate to engage in such debates? (Range
from Yes, definitely to No, not at all)

RQ2

Consumer trust

Algorithms

Special
Eurobarometer 447

QD1a.1 Please tell me to what extent you agree or disagree with the following
statements on search engines.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD1a.2 Please tell me to what extent you agree or disagree with the following
statements on search engines.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD1a.3 Please tell me to what extent you agree or disagree with the following
statements on search engines.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD1a.4 Please tell me to what extent you agree or disagree with the following
statements on search engines.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD3a.1 Please tell me to what extent you agree or disagree with each of the
following statements on search results on online platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD3a.2 Please tell me to what extent you agree or disagree with each of the
following statements on search results on online platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD3a.3 Please tell me to what extent you agree or disagree with each of the
following statements on search results on online platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD4.1 Please tell me to what extent you agree or disagree with the following
statements on the collection and use of these personal data by online
platforms.

RQ6

Governance

Algorithms

Special
Eurobarometer 447

QD4.2 Please tell me to what extent you agree or disagree with the following
statements on the collection and use of these personal data by online
platforms.
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RQ

Dimension

Sub-dimension

Source

Question

RQ6

Governance

Algorithms

Special
Eurobarometer 447

QD4.3 Please tell me to what extent you agree or disagree with the following
statements on the collection and use of these personal data by online
platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD5.1 To what extent are you comfortable or not with the fact that (INSERT
ITEM) use information about your online activity and personal data to tailor
advertisements or content to what interests you?

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD5.2 To what extent are you comfortable or not with the fact that (INSERT
ITEM) use information about your online activity and personal data to tailor
advertisements or content to what interests you?

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD5.3 To what extent are you comfortable or not with the fact that (INSERT
ITEM) use information about your online activity and personal data to tailor
advertisements or content to what interests you?

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD6 To what extent do you think that these review rankings or rating systems
are reliable or not?

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD1aF.1 Please tell me to what extent you agree or disagree with the following
statements on search engines.

RQ2

Consumer trust

Algorithms

Special
Eurobarometer 447

QD1aF.2 Please tell me to what extent you agree or disagree with the following
statements on search engines.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD1aF.3 Please tell me to what extent you agree or disagree with the following
statements on search engines.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD1aF.4 Please tell me to what extent you agree or disagree with the following
statements on search engines.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD3aF.1 Please tell me to what extent you agree or disagree with each of the
following statements on search results on online platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD3aF.2 Please tell me to what extent you agree or disagree with each of the
following statements on search results on online platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD3aF.3 Please tell me to what extent you agree or disagree with each of the
following statements on search results on online platforms.
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RQ

Dimension

Sub-dimension

Source

Question

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD4F.1 Please tell me to what extent you agree or disagree with the following
statements on the collection and use of these personal data by online
platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD4F.2 Please tell me to what extent you agree or disagree with the following
statements on the collection and use of these personal data by online
platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD4F.3 Please tell me to what extent you agree or disagree with the following
statements on the collection and use of these personal data by online
platforms.

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD5F.1 To what extent are you comfortable or not with the fact that (INSERT
ITEM) use information about your online activity and personal data to tailor
advertisements or content to what interests you?

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD5F.2 To what extent are you comfortable or not with the fact that (INSERT
ITEM) use information about your online activity and personal data to tailor
advertisements or content to what interests you?

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD5F.3 To what extent are you comfortable or not with the fact that (INSERT
ITEM) use information about your online activity and personal data to tailor
advertisements or content to what interests you?

RQ2

Awareness

Algorithms

Special
Eurobarometer 447

QD6F To what extent do you think that these review rankings or rating
systems are reliable or not?

n/a

Use & Access

Online media

Special
Eurobarometer 447

D79.1 For each of the following activities, please tell me if it is an activity that
you do, or not, on the Internet.

n/a

Use & Access

Social media

Special
Eurobarometer 447

D79.2 For each of the following activities, please tell me if it is an activity that
you do, or not, on the Internet.

RQ2

Awareness

Algorithms

Special
Eurobarometer 460

QD9 In the last 12 months, have you heard, read or seen anything about
artificial intelligence?

RQ2

Awareness

Algorithms

Special
Eurobarometer 460

QD10 Generally speaking, do you have a very positive, fairly positive, fairly
negative or very negative view of robots and artificial intelligence?
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RQ

Dimension

Sub-dimension

Source

Question

RQ2

Awareness

Algorithms

Special
Eurobarometer 460

QD12.2 Please tell me to what extent you agree or disagree with each of the
following statements.

RQ6

Governance

Algorithms

Special
Eurobarometer 460

QD12.3 Please tell me to what extent you agree or disagree with each of the
following statements.

RQ$

Consumer trust

Online media

Special
Eurobarometer 460

QD17 Among the following possible actions you might have undertaken in the
last three years because of security and privacy issues when using the Internet
please select those that apply to you? (MULTIPLE ANSWERS POSSIBLE: You
are less likely to buy goods or services online, You are less likely to give
personal information on websites, You have changed the security settings of
your browser, online social network accounts, search engine, etc., You decided
to only visit websites you know and trust , You started using different
passwords for different websites etc. )
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Appendix D Stakeholder mapping matrix
In order to consult and engage with the relevant stakeholders, the study team mapped the
stakeholder landscape and developed the stakeholder matrix below (mapping the various
stakeholders against their interests in algorithm-driven media services and their potential
challenges). This matrix was used to cluster stakeholders into the categories presented in
Table 2 of the main report (media consumers and civil society, public authorities, academia,
audiovisual content providers, online platforms, media regulatory authorities, journalist
associations).
Table 22 Stakeholder mapping matrix
Stakeholder category

Name of stakeholder

Country

Public authorities

Austrian Ministry of Education
(BMBF)

Austria

Civil society

Institut für Medienbildung
Salzburg

Austria

Academia

University of Vienna (Institute
for Education)

Austria

Academia

University for Applied Sciences
St. Pölten

Austria

Civil society

IT-eXperience

Austria

Public authorities

ÖBB (Austrian Federal Railways)

Austria

Academia

University of Natural Resources
and Life Sciences

Austria

Public authorities

CEF/Telecom Programme of the
European Commission

Austria

Media regulatory authorities

ÖIAT (Austrian Institute for
Applied Telecommunications)

Austria

Audiovisual content providers

Association of Internet Service
Providers Austria (ISPA)

Austria

Civil society

wienXtra

Austria

Academia

University of Education in Styria

Austria

Academia

Salzburg University of Education
Stefan Zweig

Austria

Public authorities

ONE (Office de la Naissance et
de l’Enfance)

Belgium (FR)

Media regulatory authorities

CSEM (Conseil supérieur de
l’éducation aux medias)

Belgium (FR)

Civil society

CECOM (Centre d’Etudes de la
Communication)

Belgium (FR)

Civil society

LAPRESSE.be

Belgium (FR)
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Stakeholder category

Name of stakeholder

Country

Journalist associations

AJP (Association des
journalistes professionnels

Belgium (FR)

Civil society

Les Grignoux asbl

Belgium (FR)

Media regulatory authorities

CSA (conseil supérieur de
l’audiovisuel)

Belgium (FR)

Audiovisual content providers

Radio-télévision belge de la
Fédération Wallonie-Bruxelles
(RTBF)

Belgium (FR)

Civil society

LINC vzw

Belgium (FL)

Civil society

Cultuurconnect (Flemish
Organization for Culture at Local
Level)

Belgium (FL)

Civil society

Mediawijs.be

Belgium (FL)

Civil society

VRT (Flemish Broadcasting
Organization)

Belgium (FL)

Civil society

Mediaraven (Flemish
organization for digital media in
youth work)

Belgium (FL)

Public authorities

Flemish IWT (Flanders
Innovation and
Entrepreneurship)

Belgium (FL)

Public authorities

Commissie voor de bescherming
van de persoonlijke levenssfeer
(CBPL) – the Belgian Privacy
Commission

Belgium (FL)

Public authorities

Departement Cultuur, Jeugd,
Sport en Media (CJSM) –
Flemish Policy Department for
Culture, Media, Youth and
Sports

Belgium (FL)

Public authorities

Departement Onderwijs –
Flemish Policy Department for
Education

Belgium (FL)

Public authorities

Instituut voor Samenleving en
Technologie (IST) – Institute for
Society and Technology,
Flemish Parliament

Belgium (FL)

Academia

UCLeuven Limburg

Belgium (FL)

Academia

Mintlab KULeuven-iMinds

Belgium (FL)

Academia

Centre for Persuasive
Communication

Belgium (FL)

Civil society

Child Focus

Belgium (FL)

Civil society

MIOS

Belgium (FL)
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Stakeholder category

Name of stakeholder

Country

Civil society

Tumult

Belgium (FL)

Civil society

Link in de kabel

Belgium (FL)

Civil society

Mediaraven

Belgium (FL)

Academia

UCLL (University college for
teacher training in Leuven)

Belgium (FL)

Civil society

Média Animation (educational
resource centre)

Belgium (FL)

Academia

CEPEC. Center for Pursuasive
Communication

Belgium (FL)

Academia

CiTiP. Centre for IT & IP Law

Belgium (FL)

Academia

Digital Games Research
Association. Flemish DiGRA

Belgium (FL)

Academia

CEMESO. Culture,
Emancipation, Media & Society

Belgium (FL)

Academia

K-Point. Inclusion and ICT

Belgium (FL)

Academia

MICT. Media and ICT

Belgium (FL)

Academia

mintlab. Meaningful Interactions
Lab

Belgium (FL)

Academia

MIOS (research group from
University of Antwerp)

Belgium (FL)

Academia

SMIT. Studies on Media,
Information and
Telecommunication

Belgium (FL)

Civil society

Student Computer Art Society
(SCAS)

Bulgaria

Civil society

The Bulgarian Safer Internet
Center (SIC)

Bulgaria

Civil society

Applied Research and
Communications Fund

Bulgaria

Civil society

“Media21” Foundation

Bulgaria

Academia

Center of Human resources
development center

Bulgaria

Academia

Alma Mater Centre for
Excellence in the Humanities,
Sofia University

Bulgaria

Civil society

Communication and Human
Resources Development Centre

Bulgaria

Academia

Faculty of Pre-School and
Primary School at Sofia
University

Bulgaria
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Stakeholder category

Name of stakeholder

Country

Academia

South-West University
“N.Rilski”-Blagoevgrad,

Bulgaria

Civil society

UNICEF Croatia

Croatia

Civil society, Academia

Association for Communication
and Media Culture (DKMK)

Croatia

Civil society

Center for Missing and Exploited
Children

Croatia

Academia

University of Josip Juraj
Strossmayer in Osijek, Faculty
for Humanities and Social
Sciences,

Croatia

Civil society (NGO)

Telecentar

Croatia

Public authorities

Cyprus Radio Television
Authority

Cyprus

Public authorities

Cyprus Pedagogical Institute
(Ministry of Education and
Culture)

Cyprus

Civil society

Cyprus Neuroscience
Technology Institute (CNTI)

Cyprus

Media regulatory authorities

Cyprus Telecommunications
Authority (CYTA)

Cyprus

Audiovisual content providers

Cyprus Broadcasting
Corporation

Cyprus

Civil society

Olive Branch

Cyprus

Public authorities

Pancyprian Coordinating
Committee for the Protection
and Welfare of Children
(PCCPWC)

Cyprus

Audiovisual content providers

MTN

Cyprus

Civil society

MKO Foundation

Cyprus

Civil society

EZZEV

Cyprus

Civil society

OAKE (Innovation through
association) Associates

Cyprus

Public authorities

The Cyprus Police Office for
Combating Cybercrime (OCC) of
Cyprus Police

Cyprus

Academia

European University Cyprus
(EUC)

Cyprus

Civil society

Advanced Integrated
Technology Solutions & Services
Ltd (ADITESS)

Cyprus
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Stakeholder category

Name of stakeholder

Country

Academia

Metropolitan University in
Prague

Czech Republic

Civil society (non-profit)

Centre for Media Education

Czech Republic

Media regulatory authorities

Council for Radio and Television
Broadcasting

Czech Republic

Civil Society

Agency for Culture and Palaces

Denmark

Civil Society

Media Council for Children and
Young People

Denmark

Academia

IT University

Denmark

Audiovisual content providers

Danish Broadcasting
Corporation

Denmark

Media regulatory authorities

The Media Council for Children
and Young People

Denmark

Civil society

TrygFonden

Denmark

Civil society

Save the Children Denmark

Denmark

Civil society

Centre for Digital Youth Care

Denmark

Audiovisual content providers,
Online platform

WatAgame

Denmark

Public authorities

Competition and Consumer
Authority

Denmark

Academia

University of Tartu (Institute of
Social Studies (Media Studies)

Estonia

Civil society

Estonian Union for Child Welfare

Estonia

Civil society

Innovation Centre for Digital
Education of Information
Technology Foundation for
Education

Estonia

Civil society

Estonian Help Centres

Estonia

Civil society

Kinobuss

Estonia

Public authorities

Ministry of Education and
Science through the Estonian
Gambling Tax Council

Estonia

Audiovisual content providers

EMT, Elion and Microsoft

Estonia

Civil society

Look@World Foundation

Estonia

Civil Society

Noorte Meediaklubi

Estonia

Civil society

Finnish Society on Media
Education

Finland

Public authorities

National Audiovisual Institute

Finland
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Stakeholder category

Name of stakeholder

Country

Civil society

Network of Game Educators

Finland

Civil society

Media-avain

Finland

Civil society

Mannerheim League for Child
Welfare

Finland

Academia

CEMTI Centre d’études des
médias, des technologies, et de
l’internationalisation, Université
Paris 8

France

Public authorities

CLEMI (centre for liaison
between teaching and
information media)

France

Civil society

AFP (national news Agency)

France

Civil society

CNIL (National Commission on
Computer technology and
Freedom)

France

Civil society

CEMEA

France

Civil society

France 24

France

Civil society

20 Minutes

France

Newspaper

Le Monde

France

Audiovisual content providers

FranceInfo Radio Station

France

Civil society

Agence France-Presse

France

Newspaper

Libération

France

Civil society

Gesellschaft für
Medienpädagogik und
Kommunikationskultur in
Deutschland (GMK)

Germany

Public authorities

Bundesministerium für Familie,
Senioren, Frauen und Jugend
(BMFSFJ)

Germany

Civil society

Seitenstark

Germany

Civil society (NGO)

Blickwechsel e.V

Germany

Public authorities

Sektion Medienpädagogik in der
Deutschen Gesellschaft für
Erziehungswissenschaft, DGfE

Germany

Public authorities

Board of the JFF – Adolescents,
Movie, Television e.V. (JFF –
Jugend, Film, Fernsehen e.V.,
Munich)

Germany
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Stakeholder category

Name of stakeholder

Country

Public authorities

Expert Group "Media Culture
and Education" at the Society
for Media Studies
(Arbeitsgemeinschaft
"Medienkultur und Bildung" der
Gesellschaft für
Medienwissenschaft)

Germany

Public authorities

The Expert Group for Media
Education within the German
Society for Media Studies and
Communication Science
(Fachgruppe Medienpädagogik
in der Deutschen Gesellschaft
für Publizistik- und
Kommunikationswissenschaft,
DGPuK)

Germany

Civil society

Hans Bredow Institute for Media
Research

Germany

Civil society

Medien+Bildung.com.

Germany

Media regulatory authorities

Landeszentrale für Medien und
Kommunikation (LMK)

Germany

Civil society

Bodossaki Foundation

Greece

Civil society

Hellenic Audiovisual Institute

Greece

Civil society

Safer Internet Hellas

Greece

Media regulatory authorities

National Media and
Infocommunications Authority

Hungary

Civil society

Magic Valley

Hungary

Academia

Department of Moving Image at
Culture at Eszterházy Károly
University

Hungary

Public authorities

Digital Hungary

Hungary

Online platform

Sulinet / Educational Net

Hungary

Media regulatory authorities

Broadcasting Authority of
Ireland

Ireland

Civil society

CoderDoJo

Ireland

Public authorities

Department of Education and
Skills

Ireland

Civil society

CRAOL - The Community Radio
Forum

Online platform

Google Italia

Italy

Civil society

Fondazione Mondo Digitale

Italy

Academia

University of Florence

Italy

Ireland
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Stakeholder category

Name of stakeholder

Country

Public authorities (EC funded)

European Union, Fundamental
Rights & Citizenship program -

Italy

Online platform

Twitter

Italy

Online platform

Facebook

Italy

Civil society

Skuola.net

Italy

Journalist associations

Latvian Association of
Journalists

Latvia

Public authorities

Ministry of Education and
Science

Latvia

Academia

University of Latvia (Faculty of
Social Sciences, Department of
Communication Studies)

Latvia

Civil society

Luxembourg City Film Festival

Lithuania

Public authorities

Nordic Council of Ministers
Office

Lithuania

Public authorities

Education Development Centre

Lithuania

Public authorities

Ministry of Education and
Science

Lithuania

Academia

Nordic information Centre for
Media and Communication
Research NORDICOM

Lithuania

Media regulatory authorities

Swedish Media Council

Lithuania

Civil society

National Institute for Social
Integration

Lithuania

Civil society

Skalvija Film Center

Lithuania

Civil society

Garsas Film Center

Lithuania

Civil society

Romuva Film Center

Lithuania

Civil society

Pasaka Cinema Boutique

Lithuania

Public authorities

Ministry of Education and
Science

Lithuania

Civil society

Jonas Brazys

Lithuania

Civil society

Ridas Bušmanas

Lithuania

Civil society

Lithuanian Game Developers
Association

Lithuania

Civil society

TeleSoftas

Lithuania

Academia

Lycée de Garçons Esch

Luxembourg

Public authorities

Makerspace

Luxembourg
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Stakeholder category

Name of stakeholder

Country

Audiovisual content providers

RTL Lëtzebuerg

Luxembourg

Audiovisual content providers

Lëtzebuerger Kanal

Luxembourg

Public authorities

Beesecure

Luxembourg

Civil society

ErwuesseBildung

Luxembourg

Public authorities

Centre pour l’égalité de
traitement (CET)

Luxembourg

Public authorities

Escher Resistenzmuseum (MNR)

Luxembourg

Public authorities

Société nationale des chemins
de fer luxembourgeois (CFL)

Luxembourg

Public authorities

Youth on the move (Council of
Europe)

Luxembourg

Public authorities

Service National de la Jeunesse
(SNJ)

Luxembourg

Public authorities

Ministry of culture

Luxembourg

Public authorities

Film Fund Luxembourg

Luxembourg

Public authorities

Centre Marienthal –
Mediafactory (Service National
de la Jeunesse)

Luxembourg

Public authorities

Centre National de l’Audiovisuel

Luxembourg

Media regulatory authorities

Agency for Audio and
Audiovisual Media Services of
Macedonia

Macedonia

Civil society

Lattelecom Ltd.

Malta

Media regulatory authorities

Malta Communications Authority
(MCA)

Malta

Media regulatory authorities

Malta Communications Authority

Malta

Media regulatory authorities

The Malta Gaming Authority

Malta

Civil society

Mediawijzer.net.

Netherlands

Civil society

The Netherlands Youth Institute
(NJI)

Netherlands

Civil society

Sanoma Media Netherlands

Netherlands

Academia

Nieuwscheckers

Netherlands

Media regulatory authorities

Norwegian Media Authority

Norway

Civil society

Centre for Citizenship Education
(CEO)

Poland

Civil society

Polish Coalition for Open
Education

Poland
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Stakeholder category

Name of stakeholder

Country

Civil society

ABCXXI Foundation – All of
Poland reads to Kids

Poland

Media regulatory authorities

National Audiovisual Institute

Poland

Academia

Research and Academic
Computer Network (NASK)

Poland

Civil society

OKO.press

Poland

Civil society

Demagog.pl

Poland

Civil society

Empowering Children
Foundation (Fundacja Dajemy
Dzieciom Siłę, FDDS)

Poland

Media regulatory authorities

Polish National Broadcasting
Council

Poland

Civil society

Modern Poland Foundation

Poland

Public authorities

Direção-Geral da Educação, a
body of Ministério da Educação

Portugal

Public authorities

Direção-Geral da Educação
(DGE)

Portugal

Civil society

Bibliotecas Escolares

Portugal

Online platforms

Microsoft Portugal

Portugal

Civil society

DNS. PT

Portugal

Civil society

ActiveWatch Romania

Romania

Civil society

One Word Romania Association

Romania

Civil society

ActiveWatch Romania

Romania

Civil society

Save the Children Romania

Romania

Civil society

FOCUS - Romanian Centre for
Lost and Sexually Abused
Children

Romania

Civil society

Positive Media

Romania

Civil society

Mediawise Society

Romania

Civil society

Funky Citizens

Romania

Civil society

TrustServista

Romania

Civil society

AlgorithmWatch (EU high level
expeert group)

Romania

Civil society

IMEC – Media Literacy Centre

Slovakia
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Stakeholder category

Name of stakeholder

Country

Academia

Faculty of Mass Media
Communication, University of
Ss. Cyril and Methodius in
Trnava

Slovakia

Civil society

The Council for Broadcasting
and Retransmission

Slovakia

Civil society

The Institute for In-Service
Teachers’ Education and
Training

Slovakia

Civil Society

eSlovensko

Slovakia

Academia

University of Maribor

Slovenia

Public authorities (EC funded)

Safer Internet Centre Slovenia

Slovenia

Civil society (NGO)

Zavod Ypsilon

Slovenia

Media regulatory authority

national regulatory authority in
the field of electronic
communications and audiovisual
media

Slovenia

Audiovisual content providers

RTVE

Spain

Academia

Universidat Autónoma de
Barcelona (UAB)

Spain

Academia

Universidad CEU San Pablo

Spain

Academia

Gabinete de Comunicación y
Educación Universidad
Autónoma de Barcelona

Spain

Public authorities

INTEF (Education Ministry)

Spain

Public authorities

Spanish Agency of Data
protection

Spain

Public authorities

Red.es

Spain

Civil society

Ampa CEAPA

Spain

Civil society

Ampa CONCAPA

Spain

Civil society

FEUSO teachers' union

Spain

Media regulatory authorities

Catalan Audiovisual Council
(Spain)

Spain

Civil society

Oxfam Intermón

Spain

Public authorities

Ministry of education

Spain

Audiovisual content providers

Swedish Educational
Broadcasting Company

Sweden

Media regulatory authority

Swedish Media Council

Sweden
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Stakeholder category

Name of stakeholder

Country

Public authorities

Swedish National Agency for
Education

Sweden

Civil society

Swedish Library Association

Sweden

Civil society

BRIS (the organisation for
Children´s Rights in Society)

Sweden

Civil society

Metro International SA

Sweden

Civil society

Tages Anzeiger

Switzerland

Civil society

Swissinfo.ch

Switzerland

Online platforms

Factmata

United Kingdom

Academia

London School of Economics

United Kingdom

Academia

Oxford University; Internet
Institute

United Kingdom

Journalism platform

The Ferret

United Kingdom

Civil society

The Conversation UK

United Kingdom

Civil society

BBC

United Kingdom

Civil society

Full Fact

United Kingdom

Civil society

Channel 4

United Kingdom

Media regulatory authorities

Gibraltar Regulatory Authority

United Kingdom
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Appendix E List of interviewees
The study team is thankful to the various stakeholders who took part in interviews and helped
provide additional information and different perspectives on the media literacy landscape and
insight on algorithm-driven media services. Contributions have been anonymised in the table
and throughout the report in the cases where interviewees have requested to remain
anonymous.
Table 23 List of interviewees
Interviewee (number and
description)

Category

Interview date

INT01: Researcher and
entrepreneur

Media consumers and civil
society

13 July 2018

INT02: Policy expert within
industry

Online platforms

26 July 2018

INT03: Public affairs expert
within industry

Online platforms

27 August 2018

INT04: Senior researcher in
academia

Academia

27 September 2018

INT05: Editor, journalist and
writer

Journalist associations

04 October 2018

INT06: Senior journalist

Journalist associations

12 October 2018

INT07: Senior researcher in
academia

Academia

22 May 2018
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Appendix F Heuristics and biases related to online media
behaviour
Table 24 Heuristics and biases
Heuristic or bias

Description

Domain

Fluency heuristic

A mental heuristic in which if one
object is processed more fluently,
faster, or more smoothly than
another, the mind infers that this
object has the higher value with
respect to the question being
considered

Decision-making

Confirmation bias

The tendency to look for or interpret
information to confirm our existing
beliefs

Decision-making

Consistency bias

Easy to integrate

Memory

Selective perception

The tendency of expectations to
influence our perceptions

Decision-making

Status quo or default bias

The tendency to prefer that path of
least resistance and therefore avoid
change

Decision-making

Availability heuristic

The tendency to estimate the
probability of an event based on its
salience and easiness of retrieval in
our memory rather than on its
objective probability

Probability and beliefs

Overconfidence bias

The tendency to overestimate one’s
abilities of evaluation

Probability and beliefs

Ambiguity bias

In conditions of lack of information,
the effect implies that people tend to
select options for which the
probability of a favourable outcome is
known, over an option for which the
probability of a favourable outcome is
unknown

Decision-making

Bandwagon effect/social
proof

The tendency to do (or believe) things
because other people do or believe
the same

Decision-making

Focalism

The bias to rely too heavily on one
trait or piece of information when
making decisions

Decision-making

Availability cascade

The self-reinforcing process in which a
collective belief gains more and more
plausibility through its increasing
repetition in public situations

Probability and beliefs

Base rate fallacy

The tendency to ignore base rate
information and focus on specific
Information that is provided

Probability and beliefs
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Belief bias

The evaluation of the logical strength
of an argument is biased

Probability and beliefs

Continued influence bias

The tendency to believe previously
learned misinformation even after it
has been corrected

Probability and beliefs

Courtesy bias

To provide an opinion that is socially
more correct than one's own opinion

Probability and beliefs

Curse of knowledge

The bias of better-informed people to
think about problems from the
perspective of lesser-informed people

Probability and beliefs

Dunning-Kruger effect

The tendency for unskilled individuals
to overestimate their own ability and
the tendency for experts to
underestimate their own capacities

Decision-making

Focusing bias

The bias to place too much
importance on one (appealing) aspect
of an event

Probability and beliefs

Framing bias

The bias of drawing different
conclusions from the same
information, based upon how the
information is presented

Decision-making

Illusion of validity

Belief that our judgements are
accurate, especially when the
information is presented as consistent
or intercorrelated

Probability and beliefs

Illusory correlation

Incorrectly perceiving relationships
between two unrelated events

Probability and beliefs

Illusory truth effect

The tendency to believe that a
statement is true because it is easier
to process, or has been stated
multiple times, regardless of its
truthiness

Probability and beliefs
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Appendix G Knowledge gaps identified in the literature
review
Given a continually evolving, rapidly accelerating landscape of online social media
businesses, and the changing political and economic dynamic, the overview of existing
knowledge presented above is a snapshot of the current understanding. As a result, the hurdles
faced by consumers, citizens or in relation to algorithm-driven media services are still
emerging. The consequences of these hurdles are still being understood and analysed to see
how those could be mitigated. The options discussed above can be considered to be at a
conceptual or very early stage of possible execution and as a result the extent to which these
could prove effective in mitigating the consequences is unknown. Although a number of
initiatives are emerging to mitigate the challenges posed by the spread of disinformation, such
initiatives are yet to become a mainstream part of online social media. Their effectiveness and
longevity are unknown. In the evidence we explored, an existing typology of these initiatives
or classifications of such initiatives were not identified.
In this context, in this section, we discuss the gaps in current knowledge and possible avenues
for further research in relation to the algorithm-driven media services, the role of such
services in shaping socio-political discourse and their effect on wider societal outcomes
(including mental health and well-being of individuals).
An important gap in the current knowledge is that the current discourse on the influence of
disinformation has often been in the context of specific geopolitical events such as the US
election 2016 (Garcia, 2016; Guess and Nyhan, 2018; Rizoiu et al., 2018; Varol et al., 2017),
the Brexit referendum in the UK (Drexl, 2017), or the coverage of the Cambridge Analytica's
use of Facebook data during the 2016 US election (see Cadwalladr and Graham-Harrison,
2018; Hindman, 2018; Rosenberg et al., 2018). The current evidence base needs to improve in
order to develop deeper understanding of the causes and outcomes related to disinformation in
online social media, the initiatives that could mitigate such outcomes, and possible typologies
of such initiatives. For this, increased support and funding needs to be provided to ongoing
research covering following themes (Johnson et al. 2017; Wardle and Derakhshan, 2017).
1) Regional, socio-economic mapping of misinformation/disinformation including
analysis of patterns of how disinformation spreads, the way in which the spread of
disinformation is targeted, how algorithm-based media services currently facilitate the
spread of disinformation, and what policies might reduce those effects.
2) Scale and impact of targeting strategies (including for advertising/commercial content)
adopted by algorithm-driven media services.
3) Further and more comprehensive studies of social and cognitive interventions that
could contribute to minimising the effects of misinformation/disinformation in
individuals and communities
4) There is some evidence that network-based approaches may be less susceptible to
structural biases (Johnson et al., 2017). In order to understand possible options to
mitigate the consequences of algorithm-driven media services, further investigation of
such approaches would be relevant.
In addition, further research is needed on understand market and price mechanisms of
algorithm-driven media services and the business models of online social media organisations
(Verstraete et al., 2017, citing Larry Lessig). Such understanding could aid designing and
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developing possible non-market alternatives such as federated social networks (Verstraete et
al., 2017, citing Larry Lessig). Research on the role of norms or community standards could
play a role in encouraging specific kind of constructive, participatory behaviour that could
limit the spread of disinformation on online platforms would also be useful in understanding
possible options for mitigating the spread of disinformation.
This review suggests that there is a significant amount of literature, particularly on
algorithms, algorithmic design, and possible technical solutions aimed at addressing the
challenges of transparency/opacity, and unintended consequences of the filtering process.
This literature acknowledges that algorithm design is a reflection of the underlying limitations
of the data and of the individual or groupthink among algorithm designers (see Eslami et al.,
2018; Veale et al., 2018; Woodruff et al., 2018). The technical solutions proposed rely on
resolving the challenges of filter bubbles, the users' cognitive biases or improving recognition
echo chambers (Baeza-Yates, 2018; Burkhardt, 2017; Heaven, 2018; Hobbs, 2010; House of
Commons, Digital Culture, Media and Sport Committee, 2018; Najmabadi, 2017; Shao et al.,
2018). However, most of these technical solutions appear at a very early stage of development
and often rely on testing in a small group of early adopter users. The extent to which these
solutions could lead to more informed choices on part of the users is not yet known at this
stage. Further research on a broader user base is needed to understand the effectiveness of
these options. Additionally, in a number of cases, such solutions would require participation
from the online media services to reach a critical mass of users. This could have implications
for the platforms in terms of loss of revenue and active user base, and may necessitate
changes to their functionality. Given the loss of revenue faced by Facebook in the face of the
changes made to the platform services in the wake of the Cambridge Analytica disclosure
(Frenkel, 2018; Newton, 2018), whether platforms would readily adopt such solutions at a
scale or prefer a slow rollout to minimise potential loss of user base and revenue is difficult to
ascertain at this stage.
The overview of knowledge presented reflects the emphasis of the evidence review on
influence of algorithm-driven media services in the EU, US and post-Brexit referendum UK
(Drexl, 2017; Garcia 2016; Guess and Nyhan, 2018; Rizoiu et al., 2018; Varol et al., 2017).
As a result, the discussion on the consequences and options is centred on these regions and
reflects the ongoing discourse about the impact of the services in these regions. The
implications of algorithm-driven services in a broader societal context may vary depending on
the prevailing socio-political discourse of a region. The challenges posed by algorithm-driven
media services and possible options for dealing with such challenges would thus vary
significantly depending on prevailing democratic structures/institutions and whether an
environment of open debate and discussion exists in the society. The research on such themes
appears to be at an early stages and further analysis would be necessary to understand such
scenarios better.
Although regulatory or judicial interventions appear as possible options to mitigate the
consequences of algorithm-driven media services, as yet most of these are exploratory and
thus their viability is unclear. In the absence of actual data or any assessments of market-led
self-regulatory solutions, judicial oversight or regulatory intervention measures further
research may be necessary to ascertain the effectiveness of the options discussed here.
Additionally online social media services and algorithm-driven media services operate under
very different business models compared to traditional media (including brick-and-mortar)
businesses (see House of Commons, Digital Culture, Media and Sport Committee, 2018;
Noble, 2017; Ochigame and Holston, 2016; Self, 2016; Verstraete et al., 2017). Existing
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approaches to intervention may not be relevant given the rapidly evolving nature of the online
social media, algorithm-driven media services. As a result, transitional measures may be
needed on part of the platform provider and regulatory bodies to establish preliminary
oversight of the outcomes along with continual monitoring of emerging consequences and
potential responses. Such an oversight may also need to extend to fact-checking initiatives
that have emerged in response to the spread of disinformation on online social media. Further
research is needed to understand the potential oversight mechanisms for algorithm-driven
media services and the extent to which fact-checking, third sector initiatives are successful or
have resulted in improving media literacy, more informed choices.
Regulatory or judicial measures may also have unintended consequences. In the absence of
wider consensus and implementation of any such measures the consequences
(intended/unintended) are not known. This is a gap in the current knowledge which can be
expected to be filled as further literature in this context is published.
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