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Sec. 96 para. 3 tml  

Art. 6 (Traffic data) Telecommunications Act 2003, 
Sec. 99 

https://www.ris.bka.gv.at/Dokumente/
Erv/ERV_2003_1_70/ERV_2003_1_70.h
tml 

Art. 9 (Other location data) Telecommunications Act 2003, 
Sec. 102 

https://www.ris.bka.gv.at/Dokumente/
Erv/ERV_2003_1_70/ERV_2003_1_70.h
tml 

Art. 13 (Unsolicited 
communications) 

Telecommunications Act 2003, 
Sec. 107 

https://www.ris.bka.gv.at/Dokumente/
Erv/ERV_2003_1_70/ERV_2003_1_70.h
tml 
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2. Which enforcement authority (ies) is/are responsible for supervision of the national provisions 
transposing the ePrivacy Directive? (e.g. the national telecoms regulator, the national data protection 
authority, the ombudsman, etc.)  
For each authority please provide in the table below: 
a. the full name in your national language 
b. the English translation of the short name 
c. the part or the provision(s) of the ePrivacy Directive it supervises 
d. URL link to website 

 
Full name of the 
authority 

English translation of 
the short name 

The part or 
provision(s) it 
supervises  

URL link to  website 

Rundfunk und 
Telekom 
Regulierungs-GmbH 
(RTR-GmbH) 

Austrian Regulatory 
Authority for 
Broadcasting and 
Telecommunications 
(RTR) 

All provisions 
transposed in the 
Telecommunications 
Act 

https://www.rtr.at/en
/   

Datenschutzbehörde 
(DSB) 

Data Protection 
Authority 

All provisions having 
an impact on privacy 
or data protection 

http://www.dsb.gv.at
/DesktopDefault.aspx
?alias=dsken  

Oberste 
Fernmeldebehörde 
und Fernmeldebüros 

National 
Telecommunications 
Authority and 
Telecommunications 
Offices 

For all official acts 
under the 
Telecommunications 
Act 2003 unless 
otherwise provided, 
i.e. administrative 
penalties and 
unsolicited 
communications (sec. 
113 para. 3 
Telecommunications 
Act 2003). 

No website. 
Information here: 
http://www.bmvit.gv.
at/telekommunikation
/organisation/ofb.htm
l and here:  

 

 

 

https://www.rtr.at/en/
https://www.rtr.at/en/
http://www.dsb.gv.at/DesktopDefault.aspx?alias=dsken
http://www.dsb.gv.at/DesktopDefault.aspx?alias=dsken
http://www.dsb.gv.at/DesktopDefault.aspx?alias=dsken
http://www.bmvit.gv.at/telekommunikation/organisation/ofb.html
http://www.bmvit.gv.at/telekommunikation/organisation/ofb.html
http://www.bmvit.gv.at/telekommunikation/organisation/ofb.html
http://www.bmvit.gv.at/telekommunikation/organisation/ofb.html








https://www.rtr.at/en/tk/R_8_08


https://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Vwgh&Dokumentnummer=JWT_2007050280_20090527X00
https://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Vwgh&Dokumentnummer=JWT_2007050280_20090527X00
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7. What is your individual view of: 
a. the effectiveness of these rules in practice, i.e.do you consider them to be clear, logically 
consistent and appropriate to protecting privacy within your country?  
b. possible improvements of the effectiveness of this legal framework. 
 
 
a. The definitions are relatively clear and logically consistent and follow the definitions in the 
Directives closely. The provisions regulating which authority is competent for which issues could be 
clearer and more explicit.  
 
b. Amendments made in the course of implementing Directive 2009/136/EC already brought 
important improvements and clarifications. 
 
There is no obvious solution to improve the situation of the difficulty to execute decision 
concerning providers not established in Austria, which was discussed under question 5 above. 
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Police Act to obtain location data and the IMSI of the communication device of the endangered 
person from operators of public telecommunications services and to use technical measures to 
localise the person. 
 

The Austrian provisions implementing the Data Retention Directive (Directive 2006/24/EC) have 
been repealed by the Austrian Constitutional Court10 with effect from 30 June 2014 in the light of 
the annulment of the Data Retention Directive by the ECJ. Currently, therefore, there are no data 
retention provisions in place in Austria but there is political discussion on if and how new measures 
replacing the unlawful data retention provisions should be implemented. 
 
 

  

                                                           
10 VfGH, 27.06.2014, cases G 47/2012, G 59/2012, G 62/2012, G 70/2012, G 71/2012. 



https://www.dsb.gv.at/site/6733/default.aspx
http://www.bka.gv.at/DocView.axd?CobId=39681












 
 

 24 

10. What is your individual view of:  
a. the effectiveness of these rules in practice, i.e.do you consider them to be clear, logically 
consistent and appropriate to protect privacy within your country?  
b. possible improvements of the effectiveness of this legal framework. 
 
a. We consider the rules to be not completely clear. As mentioned under question 6 above, it is an 
open question whether cookie-friendly browser settings can be regarded as user consent. In the 
light of opinion WP 188 of the Article 29 Data Protection Working Party we doubt that, in particular, 
given the fact that the average user does not actively change browser settings and the default 
settings concerning cookies might be cookie-friendly. It should not happen that user ignorance is 
interpreted as user consent. Hence, depending what interpretation finally turns out to be correct, 
we tend to consider them to be not appropriate to protect privacy in this context. 
 
b. In practice the situation concerning cookies is lacking supervision and enforcement. Enforcement 
decisions would also lead to a clarification regarding the question raised under (a) above. 
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4. Are you aware of any cases where traffic data rules have been applied against specific providers 
or sectors (e.g. mobile operators, app providers, online video platforms, advertising services, 
etc.)?  
 
No. 
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5. What is your individual view of the effectiveness of these rules in practice, like do you consider 
them to be clear, logically consistent and appropriate to protect privacy within your country?  
 
Yes, we consider these rules to be clear, logically consistent and appropriate to protect privacy. If 
anything, it is not always clear whether particular instances of data fall within the definition of the 
term traffic data (i.e. the definition in the Directive) or not. 
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5. What is your individual view of: the effectiveness of these rules in practice, i.e. do you consider 
them to be clear, logically consistent and appropriate to protecting privacy within your country?  
 
The rules regarding location data are not fully clear. This goes back to the wording of art. 9 para. 1 
of the Directive, as described above (question 2).  
 
[Remark: We would be very interested in literature or case law that clarifies the interpretation of 
art. 9 para. 1 of the Directive in this respect.] 
 
Similar to the case of traffic data mentioned above, it is not always clear whether certain instances 
of data fall within the definition of location data. 
 
 
 

  











https://www.rtr.at/en/tk/E_Commerce_Gesetz
https://www.rtr.at/de/tk/E_Commerce_Gesetz/3204_Spam_Infoblatt_Version_7.pdf
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6. What is your individual view of the effectiveness of these rules in practice, like do you consider 
them to be clear, logically consistent and appropriate to protect privacy within your country?  
 
 
In practice the rules on unsolicited communications are very ineffective. This is a notorious problem 
not specific to Austria. The main reason for this seems to be not the rules themselves but the 
difficulty to execute them in an international context.  
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Art. 6 (Traffic data) Law of 13 June 2005 regarding 

Electronic Communications, 
art. 122 
 

http://www.ejustice.just.fgov.be/cgi_loi/cha
nge_lg.pl?language=nl&la=N&cn=200506133
2&table_name=wet  

Art. 9 (Other location 
data) 

Law of 13 June 2005 regarding 
Electronic Communications, 
art. 123 
 

http://www.ejustice.just.fgov.be/cgi_loi/cha
nge_lg.pl?language=nl&la=N&cn=200506133
2&table_name=wet  

Art. 13 (Unsolicited 
communications) 

Code of Economic Law, art. 
XII-13 
 

http://www.ejustice.just.fgov.be/cgi_loi/cha
nge_lg.pl?language=nl&la=N&cn=201302281
9&table_name=wet  

 

2. Which enforcement authority(ies) is/are responsible for supervision of the national provisions 
transposing the ePrivacy Directive?(e.g. the national telecoms regulator, the national data 
protectionauthority, the ombudsman, etc.)  
For each authority please provide in the table below: 
a. the full name in your national language 
b. the English translation of the short name 
c. the part or the provision(s) of the ePrivacy Directive it supervises 
d. URL linkto website 

 
 
Full name of the 
authority 

English translation of 
the short name 

The part or 
provision(s) it is 
supervising  

the URL linking to its 
website 

Belgian Institute for 
Post and 
Telecommunications 

BIPT All provisions 
transposed in the 
Electronic 
Communications 
Law 

www.bipt.be 

Ombudsman for 
Telecommunications 

Ombudsman for 
Telecommunications 

All provisions 
transposed in the 
Electronic 
Communications 
Law 

www.ombudstelecom.
be). 

Regional supervisory 
authorities for the 
media sector 

VRM / CSA / 
Government of the 
German-speaking 
Community 

All provisions 
transposed in the 
decrees of the 
Communities 

www.vlaamseregulator
media.be; www.csa.be; 
www.dg.be 

Federal Public Service 
for Economy 

FPS Economy Provisions with 
regard to unsolicited 
communications 

www.economie.fgov.be 

Privacy Commission Privacy Commission All provisions having 
an impact on privacy 
or data protection 

www.privacycommissio
n.be 
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http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=2013022819&table_name=wet
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=2013022819&table_name=wet
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=2013022819&table_name=wet
http://www.bipt.be/
http://www.ombudstelecom.be/
http://www.ombudstelecom.be/
http://www.vlaamseregulatormedia.be/
http://www.vlaamseregulatormedia.be/
http://www.csa.be/
http://www.economie.fgov.be/
http://www.privacycommission.be/
http://www.privacycommission.be/
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Explanation:  
 
- The Belgian Institute for Post and Telecommunications (www.bipt.be) is, as the federal NRA for 

the electronic communications sector, the supervisory authority for the provisions transposing 
the ePrivacy Directive which have been inserted into the Belgian Electronic Communications 
Law.  

 
- Subscribers and users of electronic communications services and networks can also address 

complaints to the Ombudsman for Telecommunications (www.ombudstelecom.be).  
 
- Complaints with regard to electronic communications networks used for audiovisual services 

have to be addressed to the regional supervisory authorities for the media sector (in Flanders: 
www.vlaamseregulatormedia.be; for the French Community: www.csa.be).  

 
- The provisions with regard to unsolicited direct marketing communications, transposed in the 

Electronic Commerce Law and recently integrated into the Code of Economic Law, are 
supervised by the Federal Public Service for Economy (www.economie.fgov.be).  

 
- As far as the provisions transposing the ePrivacy Directive are related to privacy and personal 

data protection, supervision is also exercised by the Belgian Privacy Commission 
(www.privacycommission.be).  

 

  

http://www.bipt.be/
http://www.ombudstelecom.be/
http://www.vlaamseregulatormedia.be/
http://www.csa.be/
http://www.economie.fgov.be/
http://www.privacycommission.be/
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also determined by the (scope of the) Belgian data protection law and in particular by the provision 
transposing Art. 4 of Directive 95/46/EC.  

 

  



http://jure.juridat.just.fgov.be/pdfapp/download_blob?idpdf=N-20110118-1


http://www.privacycommission.be/sites/privacycommission/files/documents/Privacy_Act_1992_0.pdff
http://www.privacycommission.be/sites/privacycommission/files/documents/Privacy_Act_1992_0.pdff


http://www.bipt.be/public/files/en/21295/EN_Consultation-note-operateurs-UK.pdf
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7. What is your individual view of: 
a. the effectiveness of these rules in practice, i.e.do you consider them to be clear, logically 
consistent and appropriate to protecting privacy within your country?  
b. possible improvements of the effectiveness of this legal framework. 
 
 
a. The distinction between providers of electronic communications services and providers of 
information society services is, in the context of the application of provisions with regard to privacy 
and personal data protection, entirely irrelevant.  More specifically in the Belgian context, the 
division of competences between the federal State and the Communities to regulate electronic 
communications networks leads to additional complexity.  
 
b. Given that the distinction between providers of electronic communications services and 
providers of information society services is entirely irrelevant in the context of the application of 
provisions with regard to privacy and personal data protection, this aspect of the ePrivacy Directive 
should better be revised.  
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Furthermore, taking cognisance of and registering electronic communication and the traffic data, 
the sole purpose of which is to check the quality of the service provision in call centres, are allowed, 
on condition that the persons working in the call centre are informed in advance of the fact that 
cognisance may be taken of the electronic communication and that it may be registered, as well as 
of the exact purpose of the registration and for how long the registered communication and data 
will be stored. These data may not be stored for longer than one month. 
 

  



http://www.privacycommission.be/sites/privacycommission/files/documents/2011-07-05-juridisch-rapport-cybersurveillance.pdff
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=2002042642&table_name=wetf


http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=1994063049&table_name=wet
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=1994063049&table_name=wet
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=1994063049&table_name=wet






http://www.privacycommission.be/sites/privacycommission/files/documents/advies_10_2012_0.pdf
https://www.enisa.europa.eu/activities/identity-and-trust/library/pp/cookies




http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp208_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp208_en.pdf












http://www.privacycommission.be/sites/privacycommission/files/documents/advies_08_2004_0.pdf
http://www.privacycommission.be/sites/privacycommission/files/documents/advies_08_2004_0.pdf
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consent or the withdrawal of consent by the subscriber or the end user, the procedure for 
unsubscribing a location based service, the duration of storage of user data with regard to location 
based service, advertising of location based services, etc.  

 

  





http://www.privacycommission.be/sites/privacycommission/files/documents/aanbeveling_03_2013.pdf
http://www.privacycommission.be/sites/privacycommission/files/documents/aanbeveling_03_2013.pdf




http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=2013022819&table_name=wet


https://www.ne-m-appelez-plus.be/






http://economie.fgov.be/nl/consument/Internet/Spam/


http://www.trendmicro.com/us/security-intelligence/current-threat-activity/global-spam-map/
https://www.securelist.com/en/analysis/spam?topic=199380272
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http://www.mtitc.government.bg/upload/docs/Electronic_Communications_Act_en.pdf
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http://www.crc.bg/files/_bg/ZES_dv022014.pdf
http://www.mtitc.government.bg/upload/docs/Electronic_Communications_Act_en.pdf
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ocs/Electronic_Communications_Act_en.pdf  
Art. 5.3 (Cookies) Electronic Commerce Act of 23 

June 2006, Art. 4a 
http://www.lex.bg/bg/laws/ldoc/213553054
7  

Art. 6 (Traffic data) Electronic Communications 
Act of 22 May 2007, Art. 250 
and Art. 252 

Bulgarian: 
http://www.crc.bg/files/_bg/ZES_dv022014.
pdf  
English: 
http://www.mtitc.government.bg/upload/d
ocs/Electronic_Communications_Act_en.pdf  

Art. 9 (Other location 
data) 

Electronic Communications 
Act of 22 May 2007, Art. 253 - 
255  

Bulgarian: 
http://www.crc.bg/files/_bg/ZES_dv022014.
pdf  
English: 
http://www. mtitc.government.bg/upload/d
ocs/Electronic_Communications_Act_en.pdf 

Art. 13 (Unsolicited 
communications) 

Electronic Communications 
Act of 22 May 2007, Art. 261 

Bulgarian: 
http://www.crc.bg/files/_bg/ZES_dv022014.
pdf  
English: 
http://www.mtitc.government.bg/upload/d
ocs/Electronic_Communications_Act_en.pdf  
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http://www.mtitc.government.bg/upload/docs/Electronic_Communications_Act_en.pdf
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http://www.mtitc.government.bg/upload/docs/Electronic_Communications_Act_en.pdf
http://www.mtitc.government.bg/upload/docs/Electronic_Communications_Act_en.pdf


http://www.crc.bg/index.php?lang=en
http://www.crc.bg/index.php?lang=en
http://www.kzp.bg/index.php?mode=viewd&group_id=37&document_id=4674
http://www.kzp.bg/index.php?mode=viewd&group_id=37&document_id=4674
http://www.kzp.bg/index.php?mode=viewd&group_id=37&document_id=4674
https://www.cpdp.bg/en/index.php?p=home&aid=0
https://www.cpdp.bg/en/index.php?p=home&aid=0
http://www.cem.bg/infobg/1
http://www.cem.bg/infobg/1
http://www.crc.bg/index.php?lang=en
http://www.cem.bg/infobg/1
http://www.kzp.bg/index.php?mode=viewd&group_id=37&document_id=4674


https://www.cpdp.bg/en/index.php?p=home&aid=0
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any natural or legal person that provides information society services. 

Under the Electronic Commerce Act information society services are defined as follows: 
Information society services are those services, including the provision of commercial 
communications, which are normally provided for remuneration and are provided at a distance by 
using electronic means after the explicit statement on behalf of the recipient of the service. 
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Trade Law provisions might apply if certain conditions are met.   
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7. What is your individual view of: 
a. the effectiveness of these rules in practice, i.e.do you consider them to be clear, logically 
consistent and appropriate to protecting privacy within your country?  
b. possible improvements of the effectiveness of this legal framework. 
 
a. and b.  
 
Currently, there is no clarity with regard to the role of the Commission for Protection of Personal 
Data (CPPD) with respect to the privacy rules provided by the ECA. Thus, in practice the CRC had 
exercised competences that are related to personal data issues and normally should fall within the 
scope of competence of the CPPD. For example, the CRC issues guidelines on the form and 
contents of the consent for the processing of personal data in contracts between undertakings and 
customers).  
 
Some uncertainty also exists regarding the distinction between information society services under 
the Electronic Commerce Act and electronic communication services under the ECA. This leads to 
difficulties when applying the ePrivacy Directive. 
 
More complicated issues may arise in the future, as well, in connection to the absence of clear 
provisions on the territorial scope of the privacy provisions with respect to the development of a 
variety of cross-border services.  
 
In our opinion, the existence of duplicate provisions on unsolicited communications (present in the 
ECA, the Electronic Commerce Act and the Personal Data Protection Act) is a problem and may 
raise a lot of question on the application of the respective provisions.  
 
The abovementioned uncertainties need to be clarified by providing more clear definitions on the 
respective services. In our opinion this has to be dealt with on a European level rather than at a 
national level. As to unsolicited communications, all the provisions have to be unified in a single 
legislative act in contrast to the present situation. 
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3. (New, SG No. 92/2002) becomes aware of the content of an electronic message not addressed to 
him/her or prevents such a message from reaching its original addressee. 
shall be punished by deprivation of liberty for up to one year or by a fine from BGN one hundred to 
three hundred. 
(2) If the act was perpetrated by an official who availed himself of his official position, the 
punishment shall by deprivation of liberty for up to two years, and the court may also rule 
deprivation of the right under Article 37 (1), sub-paragraph 6. 
(3) (Supplemented, SG No. 92/2002) A person who, by use of special technical means, unlawfully 
obtains information not addressed to him, communicated over the telephone, telegraph, computer 
network or another telecommunication means, shall be punished by deprivation of liberty for up to 
two years. 
(4) (New, SG No. 38/2007) Where the act under paragraph 3 has been committed with a venal goal 
in mind or considerable damages have been caused, the punishment shall be deprivation of liberty 
for up to three years and a fine of up to BGN five thousand. 
 
The legislator has adopted a specific provision with regard to the protection of traffic data. 
 
Article 171a 
(New, SG No.26/2010) 
(1) A person who unlawfully acquires, discloses or disseminate traffic data as collected, processed, 
stored or used under the Electronic Communications Act is sentenced to imprisonment up to three 
years or is sentenced to probation. 
 (2) When the act under paragraph (1) is committed from mercenary motives, the sentence is 
imprisonment from one to six years. 
 
b. In addition to the aforementioned legislation (as well as those mentioned in point 3) the 
following provisions also have an impact:  
 
In Art. 348a, para. 1 the Bulgarian Criminal Code a special provision on the unlawful use of 
telecommunication networks, equipment and services: 
 
Article 348a. (1) The one who, through deceit or any other unlawful means, makes use of a 
telecommunication network, equipment or service, in order to generate or redirect, to his own or 
the interest of another, the directed transmission of signals, written text, image, sound, data or 
messages of any type, through conductors, radio waves, optical or any other transmission 
environment, shall be punished by deprivation of liberty of up to six years and a fine of up to BGN 
ten thousand. 
 
In Chapter 9A of the Criminal Code cybercrimes are regulated. These provisions incriminate 
different types of interference with computer systems and computer data. Computer data is 
defined as:  
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Article 93, item 22. (New, SG No. 92/2002, amended, SG No. 38/2007) "Computer data" is any 
representation of facts, information or concepts in a form suitable for automatic processing, 
including computer programs. 
  













 
 

 26 

10. What is your individual view of:  
a. the effectiveness of these rules in practice, i.e. do you consider them to be clear, logically 
consistent and appropriate to protect privacy within your country?  
b. possible improvements of the effectiveness of this legal framework. 
a. The provisions of the Bulgarian legislation transposing Art. 5.3 of the ePrivacy Directive are too 
vague to allow a consistent application by the service providers. Moreover, the scope of the 
provisions is unclear. Additional guidance from the NRA with respect to the practical application of 
the cookie rules is needed. 
 
As far as the CCP tends to act under a complaint and consumers are not really aware of the 
existence of rules on cookies and their scope, these provisions cannot have significant impact and 
do not provide effective protection. 
 
In our opinion, the effectiveness of these rules on European level is also very unclear. Instead of 
promoting the development and provision of user-friendly services, Art. 5.3 of the ePrivacy 
Directive imposes on the service providers requirements which make the use of their services 
clumsy and inconvenient. The users are supposed to consent with cookies use almost any time 
when they access a European website and they are provided with information that normally they 
do not understand. Raising the awareness of the society regarding the nature of the cookies may 
improve the effectiveness of the protection of their privacy much better that the adoption of such 
rules.  
 
b. In our opinion, it is advisable the competent national authorities to issue guidelines in order to 
inform the society on the existence of these rules and how they should apply in practice. 
 
Likewise, we consider that the wording of the law should be amended in order to make it more 
comprehensible. 
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(c) total number of price units charged for the period of formation of the bill in case of periodic 
payment;  
(d) price of the services used for the relevant period;  
(e) information related to the option for payment chosen by the subscriber and the payments made 
and payments due;   
(f) information regarding changes in the use of the service: restriction of use, lapse of a restriction;   
3. location data: data processed in electronic communications networks giving the geographic 
position of the electronic communications terminal equipment of the user.  
 
There are the general requirements for the traffic data processing.  

Article 250. (Last Amendment - SG No. 105/2011, in force as of 29.12.2011) (1) (Last Amendment - 
SG No. 105/2011, in force as of 29.12.2011) The undertakings providing public electronic 
communications networks or public electronic communications services, which collect, process and 
use traffic data for the purpose of a specific call or the establishment of a connection, must delete 
the said data or make them anonymous upon termination of the said call or connection, unless the 
said data is directly necessary for the establishment of a new call or connection or in the cases 
provided for in this Act.   
(2) (Last Amendment - SG No. 105/2011, in force as of 29.12.2011) The undertakings providing 
public electronic communications services must provide to the users accurate and full information 
about the type of traffic data which are processed for billing purposes and for interconnection 
payments, and about the duration of such processing. 
(3) The undertakings referred to in Paragraph (1) shall store and process traffic data for the 
purposes of billing subscribers and for interconnection payment until the payment is effected, 
except in the cases where they are challenged or payment is pursued according to the procedure 
established by this Act. 
(4) The undertakings referred to in Paragraph (1) shall provide information about traffic data to the 
Commission at its request, in connection with settlement of disputes regarding access, 
interconnection and billing. 
(5) The undertakings referred to in Paragraph (1) may use the data under Paragraph (1) for the 
purpose of market research, including the extent to which the electronic communications services 
provided by the said undertakings satisfy the requirements of users, or for the provision of value 
added services, requiring further processing of traffic data or location data other than traffic data 
necessary for the conveyance of the communication or for the billing of the communication, solely 
where the said undertakings have obtained the consent of users. The personal data on end-users, 
received in connection with the research, shall be made anonymous. 
(6) After obtaining the prior consent of users, the undertakings referred to in Paragraph (1) may 
process the information about the types of traffic data for the purpose of market research. 
(7) The undertakings referred to in Paragraph (1) shall provide to users accurate and full 
information about the type of traffic data which is processed, as well as about the duration of such 
processing. 
 (8) After obtaining the consent of users, the undertakings referred to in Paragraph (1) shall have a 
right to provide traffic data related to the users for the purpose of provision of value added services 
requiring an further processing of traffic data or location data other than the traffic data necessary 
for conveyance of the communication or for the billing of the communication. 
(9) The undertakings referred to in Paragraph (1) shall include a mechanism in their relations with 
the users, making it possible for user to withdraw the consent thereof given under Paragraph (5) at 
any time. 
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Article 252. (1) Traffic data shall be processed by persons acting under the authority of the 
undertakings providing public electronic communications services who are responsible for:   
1. management of traffic data and of data referred to in Item 2 of Art. 248 (2) herein; 
2. user enquiries;   
3. fraud detection;   
4. marketing electronic communications services;   
5. providing value added services requiring further processing of traffic data or of location data 
other than the traffic data necessary for conveyance of the communication or for billing of the 
communication. 
(2) The access of officials shall be restricted to the data necessary for the relevant activity. 
 
Article 256. (1) The undertakings providing public electronic communications services may collect, 
process and use the data under Art.248 (2) herein for:  
1. detecting, locating and eliminating defects and software errors in the electronic communications 
networks;  
2. detecting and terminating unauthorized use of electronic communications networks and 
facilities, where there is reason to consider that such actions are performed and this has been 
claimed in writing by the affected party or by a competent authority;   
3. detecting and tracing of nuisance calls, upon a request by the affected subscriber requesting that 
the undertaking providing the service take measures.  
(2) Upon taking the actions covered under para. (1), the undertakings providing public electronic 
communications services shall inform the persons concerned as soon as possible, unless this will 
prevent the achievement of the objectives of this provision.   
(3) The data collected according to the procedure established by this Article shall be used only for 
the purposes indicated in para. (1). 
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3. Are there any legal requirements to anonymise or delete traffic data, and if so, under which 
conditions?  
Article 250, para. 1 of the ECA contains rules which prescribe that traffic data must be anonymised 
or deleted under certain conditions: 
 
Article 250. (Last Amendment - SG No. 105/2011, in force as of 29.12.2011) (1) (Last Amendment - 
SG No. 105/2011, in force as of 29.12.2011) The undertakings providing public electronic 
communications networks or public electronic communications services, which collect, process and 
use traffic data for the purpose of a specific call or the establishment of a connection, must delete 
the said data or make them anonymous upon termination of the said call or connection, unless the 
said data is directly necessary for the establishment of a new call or connection or in the cases 
provided for in this Act.  
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4. Are you aware of any cases where traffic data rules have been applied against specific 
providers or sectors (e.g. mobile operators, app providers, online video platforms, advertising 
services, etc.)?  
There are a few cases mentioning traffic data but no relevant cases can be mentioned in the 
context of the present Study.  
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D. Location data 

1. In which legislation is location data defined, and how? Please indicate whether this is different 
from the definition provided in the Directive and in what respects. 
The Additional provisions, §. 1, item 7 of the ECA define location data as follows: "Location data" 
shall be any data processed in an electronic communications network or service, indicating the 
geographic position of the electronic communications or electronic communications terminal 
equipment of a user of a public electronic communications service.  
 
The definition is identical to the definition provided in the ePrivacy Directive. 
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reaches them.   
(2) (Last Amendment - SG No. 17/2009) The undertakings referred to in Art. 252 (1) herein shall 
ensure, for their own costs, the hardware and software necessary for routing calls and transfer to 
the emergency call centres.   
(3) (Last Amendment - SG No. 17/2009) The conditions and order of providing data about the 
location of end users and subscribers in cases of urgent calls from the enterprises rendering public 
telephone services to the urgent call centers are determined by regulations adopted by the 
commission. 
 
Article 256. (1) The undertakings providing public electronic communications services may 
furthermore collect, process and use the data under covered under Art.248 (2) herein for:  
1. detecting, locating and eliminating defects and software errors in the electronic communications 
networks;  
2. detecting and terminating unauthorized use of electronic communications networks and 
facilities, where there is reason to consider that such actions are performed and this has been 
claimed in writing by the affected party or by a competent authority;   
3. detecting and tracing of nuisance calls, upon a request by the affected subscriber requesting that 
the undertaking providing the service take measures.  
(2) Upon taking the actions covered under para. (1), the undertakings providing public electronic 
communications services shall inform the persons concerned as soon as possible, unless this will 
prevent the achievement of the objectives of this provision.   
(3) The data collected according to the procedure established by this Article shall be used only for 
the purposes indicated in para. (1).   
 
Article 256 is applied to all data subject to processing, namely traffic data, location data and data 
necessary for the formation of subscriber bills. 
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3. Are there any legal requirements to anonymise or delete location data, and if so, under which 
conditions?  
Such rules are present in Art. 253, para. 1: 
 
Article 253. (1) After receiving a prior written consent, the undertakings providing electronic 
communications services may process location data on users and subscribers subject to the 
condition that:   
1. the data are made anonymous, or   
2. the data are necessary for the purposes and duration of provision of value added services 
requiring further processing of traffic data or location data other than the traffic data necessary for 
conveyance of the communication or for billing of the communication.   
(2) The undertakings referred to in para. (1) shall inform the end-users thereof in advance of the 
type of location data referred to in para. (1), which will be processed, of the duration and purposes 
of such processing, and of the possibility to transmit the data to a third party in connection with the 
provision of value added services requiring further processing of traffic data or location data other 
than the traffic data necessary for conveyance of the communication or for billing of the 
communication.   
(3) The undertakings referred to in para. (1) shall ensure to users the possibility, free of charge, of:   
1. withdrawing at any time the prior consent given consent given thereby to processing of location 
data thereof;  
2. temporarily refusing the processing of location data thereof for each connection to the electronic 
communications network or for each transmission of a communication.   
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5. What is your individual view of: the effectiveness of these rules in practice, i.e. do you consider 
them to be clear, logically consistent and appropriate to protecting privacy within your country?  
Generally, these rules are in conformity with the Directive and are fairly clear, logical and 
appropriate.  
 
It should only be noted that, as mentioned above, in our opinion we consider the fact that the law 
forbids undertakings to use third parties (processors) for the processing of traffic data as too 
restrictive without any actual impact on the protection of privacy.  
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2. What are the legal requirements for the lawful sending of unsolicited messages via electronic 
mail or other means indicated in Article 13(1) and 13(3) of the Directive? Please indicate whether 
this is different from the definition provided in the Directive and in what respects. 
The legal requirements for the lawful sending of unsolicited messages via electronic mail or other 
means pursuant to Article 13(1) and 13(3) of the Directive are indicated in Art. 261 of the ECA. As 
explained above, the scope of the Bulgarian provision is broader than the scope of the Directive 
and all means of electronic communications must be considered part of its scope. This includes 
electronic mail, fax machines, automatic calling machines, text messages, instant messaging, calls, 
telemarketing, etc. Except for the scope of application there are no differences from the definition 
provided in the Directive. 
 
The conditions which have to be met are:  1) a prior consent by the user must be obtained; 2) an 
option that the consent may be withdrawn at any time must be provided by the undertakings. It is 
not explicitly mentioned but the withdrawal is free of charge. 
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its office and by means of the Electronic Communications Law the Data Protection Commissioner is 
given joint powers on matters regulated by Directive 2002/58/EC. 

- The Law on Certain Legal Aspects of Information Society Services, in particular Electronic Commerce 
and Associated Matters of 2004, Law No. 156(I)/2004 as amended (the Electronic Commerce Law) also 
contains provisions regarding commercial communications and electronic mail. However, there is no 
reference in this law as to harmonisation with the ePrivacy Directive. 

 
 
 
Concordance table  
ePrivacy Directive Transposed into Cyprus  law by:  URL 

Art. 2 (Definitions) Law Regulating Electronic 
Communications and Postal 
Services of 2004, Law No. 
112(I)/2004 as amended, 
section 4 
 
 
 
 
Retention of 
Telecommunication Data for 
Purposes of Investigation of 
Serious Criminal Offenses Law 
of 2007, N. 183(I)/2007, section 
2 

Greek (consolidated law with all 
amendments) 
http://www.cylaw.org/nomoi/indexes/
2004_1_112.html 
 
English (only the original law) 
http://www.ocecpr.org.cy/nqcontent.cf
m?a_id=767&tt=ocecpr&lang=gr  
 
Greek 
http://www.cylaw.org/nomoi/arith/200
7_1_183.pdf  

Art. 3 (Scope) Law Regulating Electronic 
Communications and Postal 
Services of 2004, Law No. 
112(I)/2004 as amended, 
section 2  

Greek (consolidated law with all 
amendments) 
http://www.cylaw.org/nomoi/indexes/
2004_1_112.html 
 
English (only the original law) 
http://www.ocecpr.org.cy/nqcontent.cf
m?a_id=767&tt=ocecpr&lang=gr  

Art. 5.1 (Confidentiality) Law Regulating Electronic 
Communications and Postal 
Services of 2004, Law No. 
112(I)/2004 as amended, 
section 99 & 100 (1) 
 
 
 
 
Retention of 
Telecommunication Data for 

Greek (consolidated law with all 
amendments) 
http://www.cylaw.org/nomoi/indexes/
2004_1_112.html 
 
English (only the original law) 
http://www.ocecpr.org.cy/nqcontent.cf
m?a_id=767&tt=ocecpr&lang=gr  
 
Greek 
http://www.cylaw.org/nomoi/arith/200

http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.cylaw.org/nomoi/arith/2007_1_183.pdf
http://www.cylaw.org/nomoi/arith/2007_1_183.pdf
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.cylaw.org/nomoi/arith/2007_1_183.pdf
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Purposes of Investigation of 
Serious Criminal Offenses Law 
of 2007, N. 183(I)/2007 

7_1_183.pdf 

Art. 5.2 (Business 
exception) 

Law Regulating Electronic 
Communications and Postal 
Services of 2004, Law No. 
112(I)/2004 as amended, 
section 100 (1)(b) 

Greek (consolidated law with all 
amendments) 
http://www.cylaw.org/nomoi/indexes/
2004_1_112.html 
 
English (only the original law) 
http://www.ocecpr.org.cy/nqcontent.cf
m?a_id=767&tt=ocecpr&lang=gr  

Art. 5.3 (Cookies) Law Regulating Electronic 
Communications and Postal 
Services of 2004, Law No. 
112(I)/2004 as amended, 
section 98A and 99 

Greek (consolidated law with all 
amendments) 
http://www.cylaw.org/nomoi/indexes/
2004_1_112.html 
 
English (only the original law) 
http://www.ocecpr.org.cy/nqcontent.cf
m?a_id=767&tt=ocecpr&lang=gr  

Art. 6 (Traffic data) Law Regulating Electronic 
Communications and Postal 
Services of 2004, Law No. 
112(I)/2004 as amended, 
section 100 

Greek (consolidated law with all 
amendments) 
http://www.cylaw.org/nomoi/indexes/
2004_1_112.html 
 
English (only the original law) 
http://www.ocecpr.org.cy/nqcontent.cf
m?a_id=767&tt=ocecpr&lang=gr  

Art. 9 (Other location data) Law Regulating Electronic 
Communications and Postal 
Services of 2004, Law No. 
112(I)/2004 as amended, 
section 101 

Greek (consolidated law with all 
amendments) 
http://www.cylaw.org/nomoi/indexes/
2004_1_112.html 
 
English (only the original law) 
http://www.ocecpr.org.cy/nqcontent.cf
m?a_id=767&tt=ocecpr&lang=gr  

Art. 13 (Unsolicited 
communications) 

Law Regulating Electronic 
Communications and Postal 
Services of 2004, Law No. 
112(I)/2004 as amended, 
section 106 

Greek (consolidated law with all 
amendments) 
http://www.cylaw.org/nomoi/indexes/
2004_1_112.html 
 
English (only the original law) 
http://www.ocecpr.org.cy/nqcontent.cf
m?a_id=767&tt=ocecpr&lang=gr  

 

 

  

http://www.cylaw.org/nomoi/arith/2007_1_183.pdf
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.cylaw.org/nomoi/indexes/2004_1_112.html
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=767&tt=ocecpr&lang=gr


http://www.ocecpr.org.cy/
http://www.ocecpr.org.cy/
http://www.dataprotection.gov.cy/
http://www.dataprotection.gov.cy/
http://www.ocecpr.org.cy/
http://www.dataprotection.gov.cy/








http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/D5F2189ABA0C1022C2257562002E2511/$file/Directive-Internet_el.pdf?OpenElement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/D5F2189ABA0C1022C2257562002E2511/$file/Directive-Internet_el.pdf?OpenElement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/15F0006C47D1F7CDC2257562002E57F3?OpenDocument
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/15F0006C47D1F7CDC2257562002E57F3?OpenDocument
http://www.cylaw.org/cgi-bin/open.pl?file=apofaseis/aad/meros_3/2011/rep/2011_3_0756.htm&qstring=%E7%EB%E5%EA%F4%F1%EF%ED%E9%EA*%20and%20%F5%F0%E7%F1%E5%F3%E9*
http://www.cylaw.org/cgi-bin/open.pl?file=apofaseis/aad/meros_3/2011/rep/2011_3_0756.htm&qstring=%E7%EB%E5%EA%F4%F1%EF%ED%E9%EA*%20and%20%F5%F0%E7%F1%E5%F3%E9*
http://www.cylaw.org/cgi-bin/open.pl?file=apofaseis/aad/meros_3/2011/rep/2011_3_0756.htm&qstring=%E7%EB%E5%EA%F4%F1%EF%ED%E9%EA*%20and%20%F5%F0%E7%F1%E5%F3%E9*
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7. What is your individual view of: 
a. the effectiveness of these rules in practice, i.e. do you consider them to be clear, logically 
consistent and appropriate to protecting privacy within your country?  
b. possible improvements of the effectiveness of this legal framework. 
 

 
a. The Electronic Communications Law and the relevant Decrees issued on the basis of the Law 

are sufficiently clear as to their wording and quite appropriate for protecting privacy in 
Cyprus. Furthermore, it should be noted that there are a number of other Laws and 
secondary legislation which also protect privacy and which afford additional protection to 
individuals, coupled with the provisions of the Constitution of the Republic  
 
For instance Articles 15 and 17 of the Constitution afford the right to privacy and secrecy of 
correspondence. Article 17 was amended in 2010 in order to afford extra privacy protection. 
Article 15 is modelled after Article 8 of the European Convention of Human Rights.  
 
Furthermore, the Law for the Protection of Confidentiality of Private Communications 
(Interception of Conversations) of 1996 also forms an effective basis for protecting privacy.  
 
Finally, the right to privacy has been the subject matter of a number of decisions of the 
Cyprus Courts which have upheld that this is a fundamental principle. 

 
b. The improvements that can be made for the effectiveness of the Cypriot legal framework 

consist in the better distinction of powers between the OCECPR and the DP Commissioner. 
Due to the fact that they both have concurrent powers, in practice this may hinder proper 
decision making (or may lead to unwillingness) because it is not clearly established 
internally which NRA will undertake a specific responsibility. 

 
 
  















http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/8CBF6E0E97A198EDC2257C43002477BA?OpenDocument
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/8CBF6E0E97A198EDC2257C43002477BA?OpenDocument


http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/8CBF6E0E97A198EDC2257C43002477BA?OpenDocument
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/8CBF6E0E97A198EDC2257C43002477BA?OpenDocument


http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp194_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp194_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp208_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp208_en.pdf




http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/8CBF6E0E97A198EDC2257C43002477BA?OpenDocument
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/8CBF6E0E97A198EDC2257C43002477BA?OpenDocument
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp194_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp194_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp208_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp208_en.pdf
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to public providers of electronic communications networks under the scope of the Electronic 
Communications Law. 
 
b. In practice a great number of websites have started introducing provisions in their privacy 
policies for cookies  
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2.  What are the legal requirements for the lawful processing of traffic data and/or for providing 
traffic data services? Please indicate whether this is different from the definition provided in the 
Directive and in what respects 
Section 100(1) of the Electronic Communications Law provides that traffic data concerning 
subscribers and users, which are submitted to processing so as to establish communications and 
which are stored by persons, should be erased or made anonymous at the end of a call when they 
are no longer required for the transmission, except in the following circumstances: 
 
(a) for the purpose of subscriber billing and interconnection payments, where the following data 
are allowed to be submitted to processing: 
    
(i) number of identification of the subscriber station; 
(ii) addresses of the subscriber and the type of station; 
(iii) total number of units to be charged for the accounting period; 
(iv) called subscriber number; 
(v) type, starting time and duration of the calls made and/or the data volume transmitted; 
(vi) date of the call/service; 
(vii) other such information as advance payments, payments made by instalments, disconnection 
and reminders. 
   
The processing of the above data is permitted only up to the end of the period in which a bill may 
be lawfully challenged and/or payment pursued; 
   
(b) provided that the subscriber or user consent that the data mentioned in paragraph (a) may be 
processed from an undertaking for the purpose of commercial promotion of the services of 
electronic communications of the latter or for the provision of added value services. The subscriber 
or user has the right to withdraw at any time his/her consent for the processing of data traffic.   
   
Section 100 (2)(a) provides that any processing of traffic and billing data shall be restricted to 
persons who act under the supervision of the persons who either handle billing and/or traffic, 
and/or with answers to customer enquiries, fraud detection and/or the marketing of electronic 
communications services or the provision of value added services.  
 
For the purpose of marketing electronic communications services or for the provision of value 
added services, the provider of a publicly available electronic communications service may process 
traffic and billing data to the extent and for the duration necessary for such services or marketing, if 
the subscriber or user to whom the data relate has given his/her consent. Users or subscribers must 
be given the possibility to withdraw their consent for the processing of traffic data at any time. 
 
Notwithstanding the above, the OCECPR and the DP Commissioner may require persons to provide 
them any relevant information on traffic data which they have or will have, for the purpose of 
exercising their regulatory duties and competences for the control of compliance of the said 
persons with the provisions of section 100(1) of the Law, respectively. 
 
Subscribers have the right to receive non-itemised bills. The OCECPR, following consultation with 
the DP Commissioner, shall prescribe by Decree the alternative modalities of communication 
among the associated users and called subscribers, in order to reconcile their respective rights to 
privacy. 
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3. Are there any legal requirements to anonymise or delete traffic data, and if so, under which 
conditions?  
 
Section 100(1) of the Electronic Communications Law provides that traffic data concerning 
subscribers and users, which are submitted to processing so as to establish communications and 
which are stored by persons, should be erased or made anonymous at the end of a call when they 
are no longer required for the transmission, subject to the exceptions referred to in this section as 
mentioned under question 2 above. 
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4. Are you aware of any cases where traffic data rules have been applied against specific providers 
or sectors (e.g. mobile operators, app providers, online video platforms, advertising services, 
etc.)?  
 
The OCECPR has issued the Decree on the Storage and Processing of Traffic Data, No. 3/2007 which 
provides for the obligation of all licensed providers of fixed and mobile telephony to store and 
process traffic data in accordance with section 100(1)(a) of the Electronic Communications Law, as 
regards their subscribers and/or users, for a period of 6 months for the purpose of, inter alia, billing, 
payment for interconnection and dispute resolution as regards the interconnection and charging.   
 
(http://www.ocecpr.org.cy/nqcontent.cfm?a_name=search_1&tt=ocecpr&lang=gr ) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.ocecpr.org.cy/nqcontent.cfm?a_name=search_1&tt=ocecpr&lang=gr
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5. What is your individual view of the effectiveness of these rules in practice, like do you consider 
them to be clear, logically consistent and appropriate to protect privacy within your country?  
These rules appear to be effective in practice, especially in view of the aforementioned Decree 
which adds further guidance and obligations on service providers. 
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3. Are there any legal requirements to anonymise or delete location data, and if so, under which 
conditions?  
 
According to section 101 of the Electronic Communications Law, where location data other than 
traffic data can be processed, such data may only be processed only when they are made 
anonymous, or with the consent of the users or subscribers to the extent and for the duration 
necessary for the provision of a value added service. 
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5. What is your individual view of: the effectiveness of these rules in practice, i.e. do you consider 
them to be clear, logically consistent and appropriate to protecting privacy within your country?  
 
Section 100 is in line with the provisions of the Directive and could be said to sufficiently protect 
individuals because it concerns service providers in general. The only issue is that no guidance can 
be extracted from any specific secondary legislation that could specify the operation of this section 
even further. 
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(http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/legislation1_gr/legislation1_
gr?OpenDocument) 
  
b. National provisions, especially section 106 referred to above, are generally in line with the 
Directive and mostly use the same terminology with some more specific provisions, e.g. reference to 
the Decree on Legal Persons (Ensuring the Protection of Legitimate Interests with regard to 
Unsolicited Communications) of 28 January 2005, No. 34/2005 
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2. What are the legal requirements for the lawful sending of unsolicited messages via electronic 
mail or other means indicated in Article 13(1) and 13(3) of the Directive? Please indicate whether 
this is different from the definition provided in the Directive and in what respects. 
 
For the lawful sending of unsolicited messages through the use of automated calling and 
communications systems without human intervention (automatic calling machines), fax machines 
or electronic mail, for the purposes of direct marketing, subscribers or users must generally give 
their prior consent (section 106 of the Electronic Communications Law). 
 
Similar requirements are contained in Decree 34/2005, referred to above, which provides that the 
use of such automated calling systems without human intervention or other machines for the 
purpose of effecting automated calls for direct marketing purposes directed to subscribers is 
allowed only where the subscribers have given their consent or where they have declared to the 
sender that they wish to receive such calls 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 





http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/577FD8DA6F7F0506C2257914001DF315/$file/Direct%20marketing%20directions%202012.pdf?OpenElement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/577FD8DA6F7F0506C2257914001DF315/$file/Direct%20marketing%20directions%202012.pdf?OpenElement


http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/577FD8DA6F7F0506C2257914001DF315/$file/Direct%20marketing%20directions%202012.pdf?OpenElement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/577FD8DA6F7F0506C2257914001DF315/$file/Direct%20marketing%20directions%202012.pdf?OpenElement
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6. What is your individual view of the effectiveness of these rules in practice, like do you consider 
them to be clear, logically consistent and appropriate to protect privacy within your country?  
 
 
In my view the rules are sufficiently clear and appropriate to protect privacy in Cyprus. The 
legislation enables both legal and natural persons to seek protection before the Cypriot NRAs. 
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Part 1: Management summary 
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Management summary for the Czech Republic: 
 
The Czech transposition of the ePrivacy Directive can be summarized to two fundamental 
categories, i.e. legislative and operational.  
 

�x From the legislative point of view, the provisions of the ePrivacy Directive have mostly been 
transposed into the Czech legislative framework by their substantive translation and 
inserted either into the Electronic Communications Act or Certain Information Society 
Services Act. This method of transposition, although widely and frequently used, is far from 
ideal, as it often leads to copying and pasting formulations that do not really fit into the 
existing regulatory framework.  
 

�x Moreover, in the case of the ePrivacy Directive, the respective provisions had to be split into 
two relatively different regulatory regimes, i.e. data protection and electronic 
communications. One of the obvious results of this split is the absence of particular 
sanctions for some breaches of protection of personal data within the framework of 
electronic communications. Instead, just general investigative and enforcement rules of 
data protection apply, which makes it practically impossible for the Czech 
Telecommunication Authority to engage in any specific enforcement actions.  
 

�x The only true legislative mismatch between the Directive and Czech statutory law was noted 
with regard to the opt-in regime for cookies: the Czech regulatory regime instead uses 
(probably by a legislative mistake or omission) the opt-out principle combined with 
relatively vaguely defined information duties. 

 
�x As to the operational mode of the transposition, we noted problems mostly caused by the 

aforementioned split of the subject matter under different parts of the Czech legal system. 
As a result, a number of specific provisions with regard to the protection of personal data in 
electronic communications are not practically efficient, as actual investigations and 
sanctioning takes places mostly under general data protection rules. 

 
�x We also noted that the practical application and enforcement of provisions transposing  the 

ePrivacy Directive is done mainly by the Office for Personal Data Protection (the Czech DPA). 
There is a number of informal guidelines as well as actual proceedings (mainly in anti-spam 
matters). However, it seems that specifically in the case of anti-spam provisions, the 
ePrivacy Directive created a relatively large administrative burden with less than significant 
final effects. 
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Part 2: Answers to the questionnaire 
 

A. Implementing legislation: identification of the laws and their scope 

1. Through which legislation was the ePrivacy Directive transposed in your national legislation? Please 
provide a short history of the transposition, indicating: 
- the full title of the law in English 
- the short title of the law in English 
- the URL linking to the text of the implementing legislation (if available) 
 
Please also fill out the concordance table indicating for each relevant provision of the Directive the 
corresponding national transposition. Where necessary, please subdivide per subject (as done in the 
case of Belgium below) 

- Directive 2002/58/EC should have been implemented in the national legislation at the time the 
Czech Republic joined the EU. However the old Telecommunication Act of 2000 (act no. 151/2000 
Sb., on the telecommunications and amendments of some acts) did not include any provisions 
harmonising the Directive. 
 

- The Directive was finally implemented by the Act no. 127/2005 Sb., on electronic communications 
and by amendments of some related acts (Electronic Communications Act). This includes all 
provisions prescribed by the Directive (in the scope of this report) except those regulating 
unsolicited communication. This has been in force since 1st May 2005. 

 
- Unsolicited communications are regulated in act no. 480/2004 Sb., on certain services of 

information society and change of some acts (Certain Information Society Services Act). It has 
been in force since 1st August 2006. 
 

Concordance table  
ePrivacy Directive Transposed into national  law 

by:  
URL 

Art. 2 (Definitions) Electronic Communications Act, 
art. 2 (user; personal data 
breach), art. 87 (cross reference 
to act on the protection of 
personal data; consent), art. 89 
(Communication �t para. 2), art. 
90 (traffic data �t para. 1; value 
added service �t para. 7), art. 91 
(location data).  

Certain Information Society 
Services Act art. 2 (electronic 

http://portal.gov.cz/app/zakony/zakonP
ar.jsp?idBiblio=59921&fulltext=&nr=127
~2F2005&part=&name=&rpp=15#local-
content (Electronic Communications 
Act) 

http://portal.gov.cz/app/zakony/zakonP
ar.jsp?idBiblio=58329&fulltext=&nr=480
~2F2004&part=&name=&rpp=15#local-
content (Certain Information Society 
Services Act) 
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