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Balancing Benefits and Risks

Synthetic biology and the underlying technologies together can 
provide significant scientific, health, and economic benefits.
Nucleic acid synthesis technology is a potentially enabling 
technology for the de novo reconstruction of dangerous 
pathogens, either in part or in whole.
– De novo synthesis of naturally-occurring pathogens

Access to sequences and organisms of concern
Evasion of current regulatory and physical access controls (e.g., U.S. Select 
Agents, Australia Group, pathogen security processes and procedures)

– De novo synthesis of novel biological agents
Pathogens with unique properties

Development of any oversight mechanism must…
– balance the need to minimize the risk of misuse with the need to ensure 

that science and innovation are encouraged; and
– involve engagement of the synthetic nucleic acid industry, the scientific 

community, and other stakeholders.



Advances in De Novo Synthesis
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NSABB

The purpose of the National Science Advisory Board for 
Biosecurity (NSABB) is to provide advice, guidance, and 
leadership regarding biosecurity oversight of dual use research,
defined as biological research with legitimate scientific purpose 
that may be misused to pose a biologic threat to public health 
and/or national security. 

NSABB Charge: Examine the potential biosecurity concerns 
raised by the synthesis of Select Agents and recommend 
strategies for addressing these concerns.

In the 2007 report, Addressing Biosecurity Concerns Related to 
the Synthesis of Select Agents1, NSABB recommended the U.S. 
Government, in consultation with outside experts, develop a 
screening process to be used by providers of synthetic DNA. 

1Report can be accessed at http://oba.od.nih.gov/biosecurity/pdf/Final_NSABB_Report_on_Synthetic_Genomics.pdf
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Key Milestones for USG Efforts on 
Synthetic DNA and Security

NSABB report on synthetic genomics

USG begins interagency policy development process

USG screening framework approved

USG draft guidance to double-stranded 
synthetic DNA industry released

Roundtable on screening framework

Workshop on screening and synthesis capabilities



USG Development of a 
Screening Framework

Overarching goal:
– Minimize the risk that unauthorized individuals or individuals with 

malicious intent will gain access to toxins and organisms of concern 
through the use of nucleic acid synthesis technologies; 
simultaneously minimize any negative impacts on the conduct of 
research and business operations

Key elements:
1. Appropriate sectors of the synthetic nucleic acid industry

dsDNA gene and genome synthesis sector
2. Mechanism(s) by which a screening framework should be pursued

Voluntary- Greater efficacy and reduced negative economic impact
3. Principles and objectives of screening

Providers should know customers and whether products they are selling pose a 
hazard

4. Process for enabling timely response to orders of concern
Scenarios for contacting USG

5. Enabling development of tools to facilitate implementation
6. Evaluating implementation and impact(s)



Summary of Guidance 
Recommendations

The U.S. Government recommends that all orders for synthetic 
double-stranded DNA 200 base pairs (bps) in length or greater be 
subject to a screening framework that incorporates both 
sequence screening and customer screening.

Customer Screening
– The U.S. Government recommends that, for every order, synthetic 

nucleic acid providers:
Verify the customer’s identity.
Screen customers against several lists of proscribed entities.
Check for ‘red flags.’

– In any case where customer screening raises a concern, providers 
should conduct follow-up screening.



Summary of Recommendations, 
Continued

Sequence Screening
– The U.S. Government recommends that:

Nucleic acid sequences be screened against GenBank using a ‘‘Best 
Match’’ approach to identify nucleic acids that are unique to Select 
Agents and Toxins.
For foreign orders, nucleic acids be screened using a ‘‘Best Match’’
approach to identify nucleic acids that are unique to pathogens and 
toxins on the Commerce Control List and nucleic acids that are unique to 
Select Agents and Toxins.
Sequence screening be performed for both DNA strands and the 
resultant polypeptides derived from translations using the three
alternative reading frames on each DNA strand (or six-frame translation).
Sequence alignment methods should permit the detection of hidden
‘‘sequences of concern’’ as small as 200 bps.
In any case where sequence screening raises a concern, providers 
should conduct follow-up screening.



Summary of Recommendations, 
Continued

Follow-up Screening
– When customer screening reveals any ‘red flags’ or sequence screening 

identifies a sequence of concern, the U.S. Government recommends that 
Providers ask for information regarding the customer’s proposed end-use of the 
order to assess their need and the scientific legitimacy of their work.
Providers take additional steps to verify the customer’s identity and need.

Domestic and Foreign Orders
– The U.S. Government reminds providers to check against various lists of 

restricted entities before filling every order; these lists vary for domestic and 
foreign customers.

Contacting the U.S. Government
– In cases where follow-up screening cannot resolve concerns raised by 

customer screening or sequence screening, or when providers are otherwise 
unsure about whether to fill an order, the U.S. Government recommends 
that providers contact relevant agencies. 



Summary of Recommendations, 
Continued

Sequence Screening Software and Expertise
– The U.S. Government recommends that: 

Providers select a sequence screening software tool that utilizes both a 
global and local sequence alignment technique.
Providers have the necessary expertise in-house to perform the 
sequence screenings, analyze the results, and conduct the appropriate 
follow-up research to evaluate the significance of dubious sequence 
matches. 

Records Retention
– The U.S. Government recommends that providers retain electronic 

copies of customer orders for at least eight years.



Process Summary and Next Steps

Draft Guidance was posted for public comment in the Federal Register 
on November 27, 2009 and was open for public comment for a period of 
60 days. 

A public meeting was hosted by the American Association for the 
Advancement of Science on January 11, 2010 to solicit additional
feedback from scientists on the draft Guidance.

Please see http://edocket.access.gpo.gov/2009/E9-28328.htm for a 
copy of the draft Guidance.

The U.S. Government is in the process of reviewing and considering 
public comments for possible incorporation into the Guidance.

The final Guidance will be publicly released at the conclusion of the 
process.

An interagency group has been established to develop plans to monitor 
the implementation and to evaluate the effectiveness of the Guidance.   

http://edocket.access.gpo.gov/2009/e9-28328.htm
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