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1 [bookmark: 1_Introduction][bookmark: _bookmark1]Introduction
The Danish Gambling Authority’s certification programme is set out to ensure that the gambling system ex- ecutes games in a correct way and that the security surrounding the gambling system is maintained.

The requirements in the certification programme are adapted to the different types of games based on an evaluation of the type of game´s significance and risk in relation to extent, prevalence, nature, size of the prize and the risk of the customers being deceived etc. Currently the following types of games are in use:

· Online betting
· Land-based betting
· Online casino
· Charitable lotteries (Certification programme to be announced later)
· Land-based casino
· Lottery
· Class lottery (Certification programme to be announced later)
· Gaming machines with cash prizes (Certification programme to be announced later)
The accredited inspection and testing organisation performs testing and inspection of the gambling system, gambling equipment, business processes and business systems of the licence holder. The testing and in- spection must be adapted to the individual licence holder’s offer of gambling products.

Inspection – and testing organisations is referred to as “testing organisation” throughout the entire certifi- cation programme regardless of the section is about testing or inspection.

1.1 [bookmark: 1.1_Spillemyndigheden’s_certification_pr][bookmark: _bookmark2]Spillemyndigheden’s certification programme
Spillemyndigheden’s certification programme consists of several documents, which are continuously adapted to the development in technology. The licence holder must always be certified in accordance with those parts of the certification programme which apply to their specific offer of gambling products.

Each type of game has a set of testing standards and a set of inspection standards associated. Furthermore, five documents apply as a rule across all types of games, unless otherwise mentioned in the document, and cover general requirements, information security management system, penetration testing, vulnerability scanning and change management.

Each document sets out minimum requirements for the arrangement of the gambling system, gambling equipment, business processes and business systems of the licence holder.

Spillemyndigheden’s certification programme supplements the gambling regulation, individual licence terms and the administrative practice set out by The Danish Gambling Authority.

1.2 [bookmark: 1.2_Definitions][bookmark: _bookmark3]Definitions

	Inspection:
	The accredited testing organisation performs an assessment of the gambling
system, business processes and business systems of the licence holder in re- lation to requirements set out by The Danish Gambling Authority and deter- mines whether the requirements are met or not at the time of the inspec-
tion.




Sensitive information:	Information of a sensitive nature related to either business or people.

Testing:	Depth testing of the gambling system of the licence holder, analysis the com- prised data and evaluates the results with regards to the requirements set out by The Danish Gambling Authority and determines whether the require- ments are met or not.

Log:	A log is a table that automatically records data that must not be manipulated after the initial recording. Any changes to the log shall happen through the recording of new log entries instead of changing or deleting existing records.

Report:	Extraction of data from one or more logs

Gambling system:	Electronic or other equipment used by or on behalf of the licence holder for offering, executing, and operating games including equipment that:

1. is used for the storage of information pertaining to a person’s partici- pation in gambling, including historical data and information con- cerning results,
2. produce and/or presents games to the gambler, or
3. determine the result of a game or calculate whether the gambler has won or lost a game.

Gambling equipment:	Physical equipment used for executing and presenting games, including rou- lette wheels, slot machines, card shufflers and dealer shoes etc.

Business system:	Electronic or other equipment used by or on behalf of the licence holder to support the offering of gambling without being a part of the gambling sys- tem.

Business processes	Described processes of the licence holders associated with the gambling sys- tem, business system and data contained in either. This can be described us- ing formal management systems such as ISO / IEC 27001.

User interface	All kinds of remote communication through which the customer can interact with the licence holders gambling system for instance an app.

1.3 [bookmark: 1.3_Legal_basis_for_the_certification_pr][bookmark: _bookmark4]Legal basis for the certification programme
The certification programme is issued by The Danish Gambling Authority pursuant to section 41 in Act no. 1303 of 4 September 2020 on Gambling with later amendments, section 30 in executive order no. 1276 of 29 November 2019 on online betting, section 35 in executive order no. 1274 of 29 November 2019 on online casino, section 13 in executive order no. 1275 of 29 November 2019 on land based betting and sec- tion 45 in executive order no. 1290 of 29 November 2019 on land based casinos.

1.4 [bookmark: 1.4_Version][bookmark: _bookmark5]Version
The Danish Gambling Authority will continuously revise the certification programme and the latest version will always be accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description

	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published.
It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Changes completed to implement requirements for lotteries in the certifica- tion programme.

	2018.01.01
	1.2
	Changes completed because of liberalization of online bingo, betting on horse- and dog races and betting on pigeon races and implementation of re-
quirements for land-based casinos in the certification programme

	2020.01.01
	1.3
	Update to section 1.3 because of new executive orders. Added a definition of user interface.

	2023.01.01
	2.0
	Updated definition of “gambling equipment”. Implemented information from Newsletter #43 about list of games and supervision among others. Added section about certification in connection with a licence application. Updated
section about the use of risk assessment. In addition, several rephrasing.



The Danish Gambling Authority will publish guidelines regarding the applicability of existing certifications and previously performed tests and inspections when a new version of the certification programme is re- leased.

It is important to emphasise that only the Danish version is legally binding. The English version holds the status of guidance only.

1.5 [bookmark: 1.5_Document_identifier][bookmark: _bookmark6]Document identifier
Each document in Spillemyndigheden’s Certification Programme has a unique identifier comprised of:

· ”SCP” – Which indicates Spillemyndigheden’s Certification Programme.
· Two digits	– Which indicates the type of document. The identifiers are:
"00" General requirements
"01" Testing standards
"02" Inspection standards
"03" Information Security Management System "04" Penetration Testing
"05" Vulnerability Scanning
"06" Change Management Programme
· Two digits	– Which indicates the type of game covered. The identifiers are: "00" All types of games
"01" Online betting
"02" Land-based betting
"03" Online casino
"04" Charitable lotteries
"05" Land-based casino
"06" Lottery

"07" Class lottery
"08" Gaming machines with cash prizes
· ”DK” or ”EN”	– Which indicates the language version. ”DK” for Danish and ”EN” for English.
· Version number	– Which is described in section 1.4 above.
The document identifier “SCP.02.02.DK.2.0” would thus be version 2.0 of inspection standards for land- based betting in Danish.

A standard report with the identifier SCP.XX.XX.DK.2.0.SR is associated with each document and must be used when submitting certifications to The Danish Gambling Authority. The document identifiers for the standard reports follow the methodology above.

1.6 [bookmark: 1.6_Enquiries][bookmark: _bookmark7]Enquiries
Enquiries concerning this document should be sent in writing by using the contact form on The Danish Gambling Authority’s website. Select the category “Certification”:

https://spillemyndigheden.dk/en/contact or send to:
Spillemyndigheden Englandsgade 25, 6. sal
5000 Odense C


2 [bookmark: 2_Certification][bookmark: _bookmark8]Certification
2.1 [bookmark: 2.1_Framework_for_test_and_inspection][bookmark: _bookmark9]Framework for test and inspection
A certification consists of test and inspection of the gambling system, gambling equipment, business pro- cesses and business systems of a licence holder based on the requirements set out in Spillemyndigheden’s certification programme.

It is the responsibility of the licence holder to use an accredited testing organisation to complete the re- quired tests and inspections.

2.1.1 [bookmark: 2.1.1_Reporting_requirements][bookmark: _bookmark10]Reporting requirements
The result of testing and inspection shall be submitted using the standard report of the given certification document. The testing organisation can choose freely between the Danish and the English version of the standard report. The standard reports along with annexes will in most cases be sufficient documentation. If the Danish Gambling Authority needs supplementary documentation, the licence holder will be requested to submit it.

The accredited testing organisation must make sure that all requirements in the certification programme have been assessed. If a requirement is irrelevant for a licence holder due to their offering of games the standard report with appendix must reflect that.

The accredited testing organisation shall report to what extent that the gambling system, gambling equip- ment, business processes and business systems of the licence holder adhere to the requirements set out in the given certification documents in the inspection- or testing period. The report must be attested by the accredited testing organisation.

2.1.2 [bookmark: 2.1.2_Compilation_of_certifications][bookmark: _bookmark11]Compilation of certifications
If the licence holder uses suppliers, the standard reports submitted to the Danish Gambling Authority shall be a compilation of all tests and inspections. In cases where a supplier has had their games tested and in- spected themselves, the results of this shall be represented in the standard report to the Danish Gambling Authority. A single “approved” in the standard report may thus be a summary of many test results. This means that, if a single requirement to a single game is not met, then this requirement must be reported as not approved and the details must be described in the annex.

All inspection- and test reports from e.g. suppliers, which are the basis of the certification shall be identified in the annex to the standard report. The date of the test and inspection shall be stated along with infor- mation about if the test or inspection is:

· Conducted by the accredited testing organisation itself.
· Conducted by another accredited testing organisation.
· Conducted without accreditation by a testing organisation or the licence holder and evaluated by the accredited testing organisation.

2.1.2.1 [bookmark: 2.1.2.1_List_of_games_with_testing-_or_i][bookmark: _bookmark12]List of games with testing- or inspection standards
To make it clear that a test and/or inspection covers the entire gambling system, a list of all games, which is covered by the test and/or inspection, shall be compiled in with the reports for testing- and inspection standards. The list may be included in the annex to the standard report. If the list is identical for both test- ing and inspection, and these are conducted simultaneously, the compilation of a single list is sufficient.

The list shall as a minimum include the following mandatory information:

· Name of the supplier. If the game is the licence holder’s own game, this must be noted instead.
· Title of the game.
· Date of the most recent test and inspection of the game. This will presumably differ from the date of the licence holder’s annual test and inspection if the game is provided by a third party.
· A reference to a supplementary report for the test and inspection of the game, if the game is tested or inspected at another time than the licence holder’s annual test and inspection.

2.1.3 [bookmark: 2.1.3_Certification_in_connection_with_l][bookmark: _bookmark13]Certification in connection with licence application
This section only applies to online casino, online betting, and land-based betting.

The first certification is done in connection with the application for a licence. The standard reports, which form the basis of the first certification shall be sent to the Danish Gambling Authority along with Annex B to the licence application form.

The first certification will only be approved by the Danish Gambling Authority, when test and inspection are done without any errors and/or shortcomings. This for instance means that there cannot be any

requirements, which are not approved or any requirements, which have not been tested or inspected, just as there can be no untreated vulnerabilities in either the vulnerability scan or penetration test.

The first certification cannot be based on a risk assessment in accordance with section 2.2.2, as this would in practise mean, that a requirement is not fulfilled.

Please notice that the requirements in this section does not leave out the possibility for transferring results from previous inspections and testings cf. section 2.3.

2.1.4 [bookmark: 2.1.4_Use_of_risk_assessment][bookmark: _bookmark14]Use of risk assessment
As an extraordinary exception it may be accepted that the accredited testing organisation attests the certi- fication report even if all requirements have not been met as described in the certification programme. In this case the test or inspection shall be substantiated by a risk assessment, considering the purpose of the Gambling Act and the associated executive orders. The risk assessment shall be based on “ISO/IEC 31010 Risk management - Risk assessment techniques”.

Use of risk assessment is a concrete assessment of the individual requirement, which is done is connection with the specific test or inspection. Risk assessment can therefore only be used as an exception on require- ments, which have NOT passed test or inspection.

The standard report shall reflect whether this method has been used.

2.1.5 [bookmark: 2.1.5_Suppliers_to_the_testing_organisat][bookmark: _bookmark15]Suppliers to the testing organisation
If the accredited testing organisation uses a supplier to perform any parts of the test or inspection, the ac- credited testing organisation must attest that The Danish Gambling Authoritys requirements regarding test and inspection are met.

2.2 [bookmark: 2.2_Supervision][bookmark: _bookmark16]Supervision
In each document in the certification programme there is a section regarding requirements to the staff, who supervise and attest the certification reports. The staff requirements vary depending on the certifica- tion area. The following regarding supervision applies generally:

Through supervision, it must be ensured that the work is carried out properly. Supervision are actions in which a person reviews/controls/tests another person’s work and results. This must be understood based on the general view of separation of duties. As a rule, it is therefore not be possible for a person to both complete a task and subsequently approve it.

An exception to the rule of separation of duties is if the person who carries out the work, possesses the qualifications that the Danish Gambling Authority requires from the staff that supervises and attests the work. This means that if a person has the proper education and qualifications, the proper certification, and the necessary work experience within this field of work, the Danish Gambling Authority allows self-supervi- sion.

It should be noted that if the exception is applied, just as when the rule is applied, the tasks must still be divided into two individual actions that cannot be performed in one procedure:

1. Performing the task (testing, inspection etc.)

2. Review/control/testing of the task performed (supervision)

2.3 [bookmark: 2.3_Transfer_of_certifications][bookmark: _bookmark17]Transfer of certifications
2.3.1 [bookmark: 2.3.1_Inspections_and_tests_conducted_in][bookmark: _bookmark18]Inspections and tests conducted in accordance with Spillemyndigheden’s certification programme When an accredited testing organisation has tested or inspected a given requirement in Spillemyn- digheden’s certification programme and this requirement is part of several separate documents of the pro- gramme e.g. SCP.01.01.EN Testing Standards for online betting and SCP.01.02.EN Testing Standards for land-based betting, it will not be necessary to repeat the test or inspection of the requirement. In such cases there shall, instead, be a reference to the test or inspection already performed. This is only applicable for inspections and tests conducted by the accredited testing organisation.

2.3.2 [bookmark: 2.3.2_Inspections_and_tests_conducted_in][bookmark: _bookmark19]Inspections and tests conducted in accordance with other standards
Tests and inspections may be based on tests and inspections carried out to similar criteria. This could be tests or inspections from other jurisdictions. When this option is utilised the actual time of the previous in- spection or test shall be used when calculating the certification frequency. This for instance means that if the certification is based on tests or inspections performed six months prior, then the renewal of said certi- fication shall be performed six months earlier than ordinarily required. Tests or inspections cannot be based on tests and inspections, which have been conducted more than 12 months ago.

The above-mentioned option is also possible if the prior test or inspection has been conducted by another testing organisation.

When the accredited testing organisation is assessing whether to base the certification on inspections or tests carried out to similar criteria, this shall be substantiated by a risk assessment, considering the purpose of the Gambling Act and the associated executive orders. The risk assessment shall be based on “ISO/IEC 31010 Risk management - Risk assessment techniques”.

The standard report shall reflect whether this method has been used.

2.4 [bookmark: 2.4_Suppliers_to_the_licence_holder][bookmark: _bookmark20]Suppliers to the licence holder
2.4.1 [bookmark: 2.4.1_Test_and_inspection_of_a_supplier][bookmark: _bookmark21]Test and inspection of a supplier
It is the licence holder’s responsibility, that parts of the gambling- and business system, operated by suppli- ers are tested and inspected according to Spillemyndighedens certification programme. The licence holder’s testing organisation shall ensure, that the suppliers of the licence holder have been tested and in- spected during the period from the licence holder’s previous test and inspection to the current test and in- spection.

The licence holder’s testing organisation must review the supplier’s test and inspection to ensure that fol- lowing is present:

· The supplier has a valid certification report approved by a testing organisation
· The supplier’s certification report(s) covers the entire period from the licence holder’s latest test and inspection to the current test and inspection.

· The supplier’s testing organisation is accredited according to the requirements in Spillemyn- dighedens certification programme.

The licence holder’s testing organisation shall confirm that they have reviewed signed certification reports from a testing organisation with an accreditation in accordance with the requirements in Spillemyn- dighedens certification programme, where the requirements relevant to the supplier has been approved.

The licence holder’s testing organisation shall, when testing and inspecting the licence holder’s gambling system, only cover the elements of the gambling system, which that have not been covered by test and in- spection of the supplier. Section 2.4.2 regarding integration testing in the gambling system of the licence holder might be relevant.

2.4.2 [bookmark: 2.4.2_Integration_into_the_gambling_syst][bookmark: _bookmark22]Integration into the gambling system of the licence holder
The accredited testing organisation shall be particularly aware of the fact that, even if the supplier’s prod- uct is tested and inspected, it may be necessary to repeat parts of the test and inspection, when the prod- uct is integrated into the licence holder’s overall gambling system. This will be particularly relevant when the implementation involves changes to the tested product.

2.5 [bookmark: 2.5_Approval_of_identical_equipment][bookmark: _bookmark23]Approval of identical equipment
To avoid duplicate testing of identical equipment of the licence holder, their testing organisation can issue approvals of identical equipment used for offering of land-based gambling services. The approval can be used for implementation of additional equipment, which is identical and has the same functionalities as the previous approved equipment.

When the accredited testing organisation approves equipment for this purpose, all hardware and software components must be inspected and evaluated to be deemed compliant with the requirements in Spillemyn- digheden’s certification programme.

The approval is only valid in regard to the tested configuration of hardware and software components. If any significant changes are applied to the equipment, a new approval must be issued in accordance with the change management programme.

Land-based casinos are not obligated to use the change management programme for renewed approval.
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1 [bookmark: _bookmark25]Objectives of the testing standards
The testing standards for online betting are set out to ensure that the gambling functionality of the gam- bling system operates in a suitable manner. The presentation of gambling functionality towards the cus- tomer can be distorted if the functionality does not operate in a manner that is true to what the customer can rightly expect. Therefore, the gambling system’s gambling functionality shall be tested to ensure that it operates in a manner consistent with what is being presented to the customer.

1.1 [bookmark: _bookmark26]Scope of this document
Requirements on how testing organisations obtain accreditation for testing the gambling system, business processes and business systems of the licence holder have been specified as well as requirements on how often testing shall be done. These requirements are described in section 2 “Frequency and testing organisa- tions”.

The random number generator(s) in the gambling system of the licence holder shall be tested to ensure that they are truly random and that the games are running independently from the device of the customer. Furthermore, it shall be tested that games without stake does not distort the customer’s impression of the chance to win is also required. These tests are described in section 3 “Requirements for the testing of gam- bling functionality”.

1.2 [bookmark: _bookmark27]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description

	2014.07.01
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published. It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Changes completed to implement requirements for betting on horse and dog races in the certification programme.

	2018.01.01
	1.2
	Changes completed because of liberalization of online bingo, betting on
horse- and dog races and betting on pigeon races.

	2020.01.01
	1.3
	Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.2.

	2023.01.01
	2.0
	Update of requirements for accredited testing organisations and staff. RNG requirements regarding result generating and RNG requirements re- garding other functionality have been merged in one section.

Furthermore, general adjustments and specifications have been made.




When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed tests.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark28]Applicability
Testing Standards for Online Betting are applicable for offering of:

· Online betting (§ 11 in the Danish Gambling act)
Testing Standards for Online Betting are not applicable for offering of:

· Local pool betting (§ 13 in the Danish Gambling act)

2 [bookmark: _bookmark29]Frequency and testing organisations
2.1 [bookmark: _bookmark30]Certification frequency
The licence holder is responsible to ensure to be certified in accordance with the requirements in this docu- ment with an interval of maximum of 12 months.

2.1.1 [bookmark: _bookmark31]Initial certification
The licence holder must, as a rule, be certified before a licence to offer games can be issued, unless The Danish Gambling Authority has informed otherwise. See section 2.1.3 in the general requirements for fur- ther information.

2.1.2 [bookmark: _bookmark32]Renewed test
The licence holder must, as a rule, have completed a new test within 12 months of the latest test. The standard report must reflect when the test has been renewed.

The standard report, which documents the renewed test, must be in the Danish Gambling Authority’s pos- session no later than two months after the test was done.

A renewal of the test may be based on sampling, spot checks and compliance with the requirements set out in the document “SCP06.00.DK - Change Management Programme”.

2.1.3 [bookmark: _bookmark33]Postponement of renewed test
The licence holder can choose to postpone the test up to two months from the time where a new test should have been completed. The new test must be finalised no later than 14 months after the latest test and the standard report must be submitted to The Danish Gambling Authority within the same deadline.

The Danish Gambling Authority must be notified before the test is postponed.

The deadline for renewal of test is shortened with the equally amount of time the former 12-month dead- line has been postponed. Meaning that if you for instance make use of the maximum two months post- ponement, then the next test is due 10 months later. The time for the next test shall be reflected in the standard report.

The option to postpone the test only applies to the licence holder. This means that the option does not ap- ply to any suppliers the licence holder may have.

2.2 [bookmark: _bookmark34]Accredited testing organisations
To ensure that the necessary qualifications are in place during the certification, the testing organisation and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: _bookmark35]Requirements for accredited testing organisations
Testing of online betting shall be conducted as accredited testing by a lab, who is accredited after ISO/IEC 17025 or ISO/IEC 17065 referring to Spillemyndighedens Certification Programme SCP.01.01.DK. Accredita- tion shall be done by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co- signer of EA’s (European co-operation for Accreditation) multilateral agreement on reciprocal recognition regarding testing, or for labs outside EA’s jurisdiction, by an accreditation body, who is co-signer of ILAC’s (the International Laboratory Accreditation Cooperation) multilateral agreement on reciprocal recognition regarding testing.

Documentation for the accreditation shall be enclosed with the certification. Alternatively, a link to the ac- creditation can be provided in the certification report.

2.2.2 [bookmark: _bookmark36]Requirements for personnel who performs testing
The certification work shall be carried out by staff with sufficient qualifications cf. section 6 in ISO/IEC 17025 or ISO/IEC 17065, which means that the accredited testing organisation shall hire sufficiently quali- fied, competent, and experienced personnel.

2.2.3 [bookmark: _bookmark37]Requirements for personnel who supervise testing and attest the certification report
Testing shall be supervised, and the certification report shall be attested by one or more persons who war- rant(s) that the work has been carried out to professional standards. These persons shall meet the follow- ing requirements:

a) For testing of the Random Number Generator the supervisor shall have a relevant master’s or PhD degree or in other ways be able to prove relevant qualifications and have at least five years of pro- fessional experience in testing gambling systems.
b) For testing of other gambling functions, the supervisor shall have a relevant educational back- ground or in other ways be able to prove relevant qualifications and have five years of professional experience in testing gambling systems.

See section 2.2 of the General Requirements for further information.


3 [bookmark: 3_Requirements_for_the_testing_of_gambli][bookmark: _bookmark38]Requirements for the testing of gambling functionality
3.1 [bookmark: _bookmark39]RNG Requirements
3.1.1 [bookmark: _bookmark40]Random Number Generator suitability for functionality other than generating results

	1
	Functionality with an element of chance but not used for generating results shall be based on a certified Random Number Generator (RNG) and related functionality (seeding, mapping, shuf- fling, etc.).




	
	Guidance: E.g. This could be situations where a player buys a bet, where the gambling system chooses which bets are played on and / or the outcome of the individual bets. Which means situ-
ations where the game system randomly selects bets for the player.

	2
	The RNG shall be generally recognised as being a cryptographically strong source for drawing
random numbers.

	3
	The RNG output shall pass one of the following statistical tests:

· The DIEHARDER test suite
· The NIST (National Institute of Standards and Technology) Statistical Test Suite, or
· A similar test suite of the same level.

The tests shall be conducted on a data set, which the accredited testing organisation considers to be sufficient for securing statistical valid results.

	4
	If the RNG is dependent on seeding, when using the RNG, no more numbers may be drawn on the same seeding than the number of numbers drawn on the same seeding during the statistical tests described under requirement 3.1.1.3.



3.1.2 [bookmark: 3.1.2_Error_control_procedures][bookmark: _bookmark41]Error control procedures

	1
	In case of errors on the RNG output, including missing output, the RNG must be deactivated.

Instructions: It is possible to switch to a backup RNG, provided that it complies with the require- ments set for the RNG in this document.



3.1.3 [bookmark: 3.1.3_Seeding][bookmark: _bookmark42]Seeding

	1
	The gambling system shall secure the RNG output by applying an appropriate and efficient method for seeding and re-seeding.

Guidance: This requirement applies to technological aspects of the reseeding method, not pro- cess components.



3.1.4 [bookmark: 3.1.4_Security][bookmark: _bookmark43]Security

	1
	RNG output must be secured until used.

Guidance: RNG output must not be transmitted unencrypted between RNG server and game server.

	2
	RNG output which is mapped and scaled for a symbol or an event shall be applied immediately and in accordance with the game rules.

Guidance: This does not prevent games which temporarily change character while ongoing from being played in accordance with the game rules of these games.



3.2 [bookmark: _bookmark44]Game execution
3.2.1 [bookmark: _bookmark45]General

	1
	Games shall be independent of the characteristics of the customer’s equipment and/or commu- nication channel.

Guidance: The game logic must be run in the game system and not on the player's equipment, which i.a. means that the gaming system may not use information about the customer or cus- tomers' equipment.



3.2.2 [bookmark: _bookmark46]Games without stakes

	1
	Games without stakes (free games, games for fun, trial games etc.) shall present the chance of winning in a correct and balanced way. These games must not give the impression that the
chance of winning is bigger than it actually is in games with stakes.
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1 [bookmark: _bookmark48]Objectives of the testing standards
The testing standards for land-based betting are set out to ensure that the gambling functionality of the gambling system operates in a suitable manner. The presentation of gambling functionality towards the customer can be distorted if the functionality does not operate in a manner that is true to what the cus- tomer can rightly expect. Therefore, the gambling system’s gambling functionality shall be tested to ensure that it operates in a manner consistent with what is being presented to the customer.

1.1 [bookmark: _bookmark49]Scope of this document
Requirements on how testing organisations obtain accreditation for testing the gambling system, business processes and business systems of the licence holder have been specified as well as requirements on how often testing shall be done. These requirements are described in section 2 “Frequency and testing organisa- tions”.

The random number generator(s) in the gambling system of the licence holder shall be tested to ensure that they are truly random and that the games are running independently from the device of the customer. These tests are described in section 3 “Requirements for testing of gambling functionality”.

It should be noted that betting on electronically simulated sports events is a game of chance considered to be part of the gambling offered by land-based providers of betting, which is why there are requirements concerning the use of random number generators for generating results.

1.2 [bookmark: _bookmark50]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description

	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published.
It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Changes completed to implement requirements for betting on horse and dog races in the certification programme.

	2018.01.01
	1.2
	Changes completed because of liberalization of online bingo, betting on
horse- and dog races and betting on pigeon races.

	2020.01.01
	1.3
	Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.2.

	2023.01.01
	2.0
	Update of requirements for accredited testing organisations and staff.

RNG requirements regarding result generating and RNG requirements re- garding other functionality have been merged in one section.
Furthermore, general adjustments and specifications have been made.



When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed tests.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark51]Applicability
Testing Standards for Land-based Betting are applicable for offering of

· Land-based betting (§ 11 in the Danish Gambling act)
Testing Standards for Land-based Betting are not applicable for offering of

· Local pool betting (§ 13 in the Danish Gambling act)

2 [bookmark: _bookmark52]Frequency and testing organisations
2.1 [bookmark: _bookmark53]Certification frequency
The licence holder is responsible to ensure to be certified in accordance with the requirements in this docu- ment with an interval of maximum of 12 months.

2.1.1 [bookmark: _bookmark54]Initial certification
The licence holder must be certified before a licence to offer games can be issued, unless the Danish Gam- bling Authority has informed otherwise. See section 2.1.3 in the general requirements for further infor- mation.

2.1.2 [bookmark: _bookmark55]Renewed test
The licence holder must, as a rule, have completed a new test within 12 months of the latest test. The standard report must reflect, when the test has been renewed.

The standard report, which documents the renewed test, must be in the Danish Gambling Authority’s pos- session no later than two months after the test was done.

A renewal of the test may be based on sampling, spot checks and compliance with the requirements set out in the document “SCP06.00.DK - Change Management Programme”.

2.1.3 [bookmark: _bookmark56]Postponement of renewed test
The licence holder can choose to postpone the test up to two months from the time where a new test should have been completed. The new test must be finalised no later than 14 months after the latest test and the standard report must be submitted to Spillemyndigheden within the same deadline.

Spillemyndigheden must be notified before the test is postponed.

The deadline for renewal of test is shortened with the equally amount of time the former 12-month dead- line has been postponed. Meaning that if you for instance make use of the maximum two months post- ponement, then the next test is due 10 months later. The time for the next test shall be reflected in the standard report.

The option to postpone the test only applies to the licence holder. This means that the option does not ap- ply to any suppliers the licence holder may have.

2.2 [bookmark: _bookmark57]Accredited testing organisations
To ensure that the necessary qualifications are in place during the certification the testing organisation and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: _bookmark58]Requirements for accredited testing organisations
Testing of land-based betting shall be conducted as accredited testing by a lab, who is accredited after ISO/IEC 17025 or ISO/IEC 17065 referring to Spillemyndighedens Certification Programme SCP.01.02.DK. Accreditation shall be done by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co-signer of EA’s (European co-operation for Accreditation) multilateral agreement on reciprocal recogni- tion regarding testing, or for labs outside EA’s jurisdiction, by an accreditation body, who is co-signer of ILAC’s (the International Laboratory Accreditation Cooperation) multilateral agreement on reciprocal recog- nition regarding testing.

Documentation for the accreditation shall be enclosed with the certification. Alternatively, a link to the ac- creditation can be provided in the certification report.

2.2.2 [bookmark: _bookmark59]Requirements for personnel who performs testing
The certification work shall be carried out by staff with sufficient qualifications cf. section 6 in ISO/IEC 17025 or ISO/IEC 17065, which means the accredited testing organisation shall hire sufficiently qualified, competent, and experienced personnel.

2.2.3 [bookmark: _bookmark60]Requirements for personnel who supervise testing and attest the certification report
Testing shall be supervised, and the certification report shall be attested by one or more persons who war- rant(s) that the work has been carried out to professional standards. These persons shall meet the follow- ing requirements:

a) For testing of the Random Number Generator the supervisor shall have a relevant master’s or PhD degree or in other ways be able to prove relevant qualifications and have at least five years of pro- fessional experience in testing gambling systems.
b) For testing of other gambling functions, the supervisor shall have a relevant educational back- ground or in other ways be able to prove relevant qualifications and have five years of professional experience in testing gambling systems.

See section 2.2 of the General Requirements for further information.


3 [bookmark: _bookmark61]Requirements for testing of gambling functionality
3.1 [bookmark: _bookmark62]RNG requirements
3.1.1 [bookmark: _bookmark63]Random Number Generator suitability for generating results and other functionalities

	1
	The generation of results in games with an element of chance shall be based on a certified Random Number Generator (RNG) and related functionality (seeding, mapping, shuffling, etc.).




	2
	Functionality with an element of chance but not used for generating results shall be based on a certified Random Number Generator (RNG) and related functionality (seeding, mapping, shuffling, etc.).

Guidance: E.g. This could be the player's seat at a poker table in a tournament or the genera- tion of bingo cards for online bingo.

	3
	The RNG shall be generally recognised as being a cryptographically strong source for drawing random numbers.

	4
	The RNG output shall pass one of the following statistical tests:

· The DIEHARDER test suite
· The NIST (National Institute of Standards and Technology) Statistical Test Suite, or
· A similar test suite of the same level.
The tests shall be conducted on a data set, which the accredited testing organisation considers to be sufficient for securing statistical valid results.

	5
	If the RNG is dependent on seeding, when using the RNG, no more numbers may be drawn on the same seeding than the number of numbers drawn on the same seeding during the statisti- cal tests described under requirement 3.1.1.4.



3.1.2 [bookmark: _bookmark64]Use of RNG-output

	1
	When RNG output is received, for example, when a game requests the RNG for a series of case numbers, the output must be used in the order it is received.

Guidance: RNG output must not be overridden due to "adaptive behavior", which prohibits automatic or manual intervention, which changes the probability of a given result while the game is being played.

	2
	The gambling system must ensure that there is traceability between RNG extracts and the event in the game.

Guidance: The licence holder shall be able to verify that the results of the RNG are the same as those found in the gambling system after the event.

	3
	If the rules of the game require a sequence or mapping of units or events to be set up in ad- vance, it is not permitted to assign a new sequence or new mapping to the units or events un- less this is stated in the rules.

	4
	Random outcomes that decide games shall not be affected or controlled by anything else than number values produced in an approved manner by the verified RNG combined with the rules of the game.

Guidance: e.g. this means that the history of the game or player must not affect the probabili- ties of the game if it is not disclosed to the player.



3.1.3 [bookmark: _bookmark65]Error control procedures

	1
	In case of errors on the RNG output, including missing output, the RNG must be deactivated.

Instructions: It is possible to switch to a backup RNG, provided that it complies with the require- ments set for the RNG in this document.



3.1.4 [bookmark: _bookmark66]Seeding

	1
	The gambling system shall secure the RNG output by applying an appropriate and efficient
method for seeding and re-seeding.



3.1.5 [bookmark: _bookmark67]Security

	1
	RNG output must be secured until used.

Guidance: RNG output must not be transmitted unencrypted between RNG server and game server.

	2
	RNG output which is mapped and scaled for a symbol or an event shall be applied immediately and in accordance with the game rules.

Guidance: This does not prevent games which temporarily change character while ongoing from being played in accordance with the game rules of these games.



3.2 [bookmark: 3.2_Game_execution][bookmark: _bookmark68]Game execution
3.2.1 [bookmark: 3.2.1_Accurate_representation_of_chance][bookmark: _bookmark69]Accurate representation of chance

	1
	All game events shall be presented correctly.

	2
	Games shall give a fair impression of whether a customer is able to affect the outcome.

Guidance: Games which give the customers the impression that they have control over the out- come of the game when they do not (i.e. the result is completely random) are not permitted.

	3
	The gambling system shall ensure that all games, which are being presented as being based on random outcomes have the same chance of producing a given combination each time the game is played.

Guidance: This chance must be the immediate chance, which the player is presented to in the in- terface (e.g. by the visual impression. An exception to this is, if it is presented clearly to the player, that you have to see somewhere else in order to find the actual chance.

Guidance: The games are not allowed to adjust to the behaviour of the player, except if the player makes a specific choise in the game, which is part of the game logic and is presented in the game rules.

	4
	Games which involve the simulation of a physical object shall provide true and fair outcomes in accordance with expectations to this physical object.

Guidance: If a game is presented as a direct or indirect simulation of a physical object, the




	
	simulation shall be identical with the expected behaviour of the physical object.














[bookmark: SCP.01.03.EN.2.0_-_Testing_Standards_for]Spillemyndigheden’s Certification Programme
Testing Standards for Online Casino
SCP.01.03.EN.2.0



[bookmark: _bookmark70]Table of contents
Table of contents	2
1 Objectives of the testing standards	3
1.1 Scope of this document	3
1.2 Version	3
1.3 Applicability	4
2 Frequency and testing organisations	4
2.1 Certification frequency	4
2.1.1 Initial certification	4
2.1.2 Renewed test	4
2.1.3 Postponement of renewed test	5
2.2 Accredited testing organisations	5
2.2.1 Requirements for accredited testing organisations	5
2.2.2 Requirements for personnel who performs testing	5
2.2.3 Requirements for personnel who supervise testing and attest the certification report	5
3 Requirements for testing of gambling functionality	6
3.1 RNG Requirements	6
3.1.1 Random Number Generator suitability for generating results and other functionalities	6
3.1.2 Use of RNG-output	6
3.1.3 Error control procedures	7
3.1.4 Seeding	7
3.1.5 Security	7
3.2 Gambling functionality	7
3.2.1 General	7
3.2.2 Games without stakes	8
3.2.3 Accurate representation of chance	8
3.2.4 Return to player	9
3.3 Jackpots	9
3.3.1 General	9
3.4 Live casino	9
3.4.1 Gambling equipment	9
Spillemyndigheden’s Certification Programme
Testing Standards for Online Casino


SCP.01.03.EN.2.0
Page 10 of 10

1 [bookmark: 1_Objectives_of_the_testing_standards][bookmark: _bookmark71]Objectives of the testing standards
The testing standards for online casino are set out to ensure that the gambling functionality of the gam- bling system operates in a suitable manner. The presentation of gambling functionality towards the cus- tomer can be distorted if the functionality does not operate in a manner that is true to what the customer can rightly expect. Therefore, the gambling system’s gambling functionality shall be tested to ensure that it operates in a manner consistent with what is being presented to the customer.

1.1 [bookmark: _bookmark72]Scope of this document
Requirements on how testing organisations obtain accreditation for testing the gambling system, business processes and business systems of the licence holder have been specified as well as requirements on how often testing shall be done. These requirements are described in section 2 “Frequency and testing organisa- tions”.

The random number generator(s) in the gambling system of the licence holder shall be tested to ensure that they are truly random and that the games are running independently from the device of the customer. Furthermore, testing shall ensure correct representation of chance, and it shall be tested that games with- out stake does not distort the customer’s impression of the chance to win is also required. Finally, there are test requirements regarding jackpots and gambling equipment used for live casino. These tests are de- scribed in section 3 “Requirements for testing of gambling functionality”.

1.2 [bookmark: _bookmark73]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description

	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published. It is the intention to follow normal versioning for future changes.

	2018.01.01
	1.1
	Changes completed because of liberalization of online bingo, betting on
horse- and dog races and betting on pigeon races.

	2020.01.01
	1.2
	Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.2.

	2023.01.01
	2.0
	Update of requirements for accredited testing organisations and staff.

RNG requirements regarding result generating and RNG requirements re- garding other functionality have been merged in one section.

Requirement regarding 3 second rule have been moved from the inspection standards to the testing standards.

Requirements regarding test of equipment used for live casino have been added.

Furthermore, general adjustments and specifications have been made.




When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed tests.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark74]Applicability
Testing Standards for Online Casino are applicable for offering of:

· Online casino (§ 18 in the Danish Gambling Act)
For online bingo offered via television the following requirements does not apply:

· Section 3: 3.2.1.3, 3.4
1.3.1 Specifically regarding offer of online bingo via television
Requirements for online bingo are also applicable to online bingo offered via television. If the license holder does not use a gambling system for offering online bingo via television, the requirements shall be inter- preted in the sense that “gambling system” also covers a license holder’s manual procedures. This means that the license holder does not necessarily need to have a system, which automatically handles the re- quirements, but the license holder must have procedures in place to support the requirement
and shall continuously document that the procedures are followed.


2 [bookmark: _bookmark75]Frequency and testing organisations
2.1 [bookmark: _bookmark76]Certification frequency
The licence holder is responsible to ensure to be certified in accordance with the requirements in this docu- ment with an interval of maximum of 12 months.

2.1.1 [bookmark: _bookmark77]Initial certification

The licence holder must be certified before a licence to offer games can be issued unless the Danish Gam- bling Authority has informed otherwise. See section 2.1.3 in the general requirements for further infor- mation.

2.1.2 [bookmark: 2.1.2_Renewed_test][bookmark: _bookmark78]Renewed test

The licence holder must, as a rule, have completed a new test within 12 months of the latest test. The standard report must reflect when the test has been renewed.

The standard report, which documents the renewed test, must be in the Danish Gambling Authority’s pos- session no later than two months after the test was done.

A renewal of the test may be based on sampling, spot checks and compliance with the requirements set out in the document “SCP06.00.DK - Change Management Programme”.

2.1.3 [bookmark: 2.1.3_Postponement_of_renewed_test][bookmark: _bookmark79]Postponement of renewed test

The licence holder can choose to postpone the test up to two months from the time where a new test should have been completed. The new test must be finalised no later than 14 months after the latest test and the standard report must be submitted to The Danish Gambling Authority within the same deadline.

The Danish Gambling Authority must be notified before the test is postponed.

The deadline for renewal of the test is shortened with the equally amount of time the former 12-month deadline has been postponed. Meaning that if you for instance make use of the maximum two months postponement, then the next test is due 10 months later. The time for the next test shall be reflected in the standard report.

The option to postpone the test only applies to the licence holder. This means that the option does not ap- ply to any suppliers the licence holder may have.


2.2 [bookmark: _bookmark80]Accredited testing organisations
To ensure that the necessary qualifications are in place during the certification the testing organisation and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: _bookmark81]Requirements for accredited testing organisations

Testing of online casino shall be conducted as accredited testing by a lab, who is accredited after ISO/IEC 17025 or ISO/IEC 17065 referring to Spillemyndighedens Certification Programme SCP.01.03.DK. Accredita- tion shall be done by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co- signer of EA’s (European co-operation for Accreditation) multilateral agreement on reciprocal recognition regarding testing, or for labs outside EA’s jurisdiction, by an accreditation body, who is co-signer of ILAC’s (the International Laboratory Accreditation Cooperation) multilateral agreement on reciprocal recognition regarding testing.

Documentation for the accreditation shall be enclosed with the certification. Alternatively, a link to the ac- creditation can be provided in the certification report.

2.2.2 [bookmark: _bookmark82]Requirements for personnel who performs testing

The certification work shall be carried out by staff with sufficient qualifications cf. section 6 in ISO/IEC 17025 or ISO/IEC 17065, which means that the accredited testing organisation shall hire sufficiently quali- fied, competent, and experienced personnel.

2.2.3 [bookmark: _bookmark83]Requirements for personnel who supervise testing and attest the certification report

Testing shall be supervised, and the certification report shall be attested by one or more persons who war- rant(s) that the work has been carried out to professional standards. These persons shall meet the follow- ing requirements:

a) For testing of the Random Number Generator the supervisor shall have a relevant master’s or PhD degree or in other ways be able to prove relevant qualifications and have at least five years of pro- fessional experience in testing gambling systems.
b) For testing of other gambling functions, the supervisor shall have a relevant educational back- ground or in other ways be able to prove relevant qualifications and have five years of professional experience in testing gambling systems.

See section 2.2 of the General Requirements for further information.


3 [bookmark: 3_Requirements_for_testing_of_gambling_f][bookmark: _bookmark84]Requirements for testing of gambling functionality
3.1 [bookmark: 3.1_RNG_Requirements][bookmark: _bookmark85]RNG Requirements
3.1.1 [bookmark: 3.1.1_Random_Number_Generator_suitabilit][bookmark: _bookmark86]Random Number Generator suitability for generating results and other functionalities

	1
	The generation of results in games with an element of chance shall be based on a certified Ran-
dom Number Generator (RNG) and related functionality (seeding, mapping, shuffling, etc.).

	2
	Functionality with an element of chance but not used for generating results shall be based on a certified Random Number Generator (RNG) and related functionality (seeding, mapping, shuf- fling, etc.).

Guidance: E.g. this could be a player’s assignment of seat at the poker table in a poker tourna- ment or the generation of bingo cards for online bingo.

	3
	The RNG shall be generally recognised as being a cryptographically strong source for drawing
random numbers.

	4
	The RNG output shall pass one of the following statistical tests:

· The DIEHARDER test suite
· The NIST (National Institute of Standards and Technology) Statistical Test Suite, or
· A similar test suite of the same level.
The tests shall be conducted on a data set, which the accredited testing organisation considers to be sufficient for securing statistical valid results.



3.1.2 [bookmark: 3.1.2_Use_of_RNG-output][bookmark: _bookmark87]Use of RNG-output

	1
	When RNG output is received, for example, when a game requests the RNG for a series of case numbers, the output must be used in the order it is received.

Guidance: RNG output must not be overridden due to "adaptive behavior", which prohibits auto- matic or manual intervention, which changes the probability of a given result while the game is being played.

	2
	The gambling system must ensure that there is traceability between RNG extracts and the event in the game.

Guidance: The licence holder shall be able to verify that the results of the RNG are the same as those found in the gambling system after the event.




	3
	If the rules of the game require a sequence or mapping of units or events to be set up in advance (e.g. location of hidden objects within a labyrinth), it is not permitted to assign a new sequence
or new mapping to the units or events unless this is stated in the rules.

	4
	Random outcomes that decide games shall not be affected or controlled by anything else than number values produced in an approved manner by the verified RNG combined with the rules of the game.

Guidance: This does not exclude permissibility of games which temporarily change character while they are ongoing, or jackpots decided by anything else than simple game results.

Guidance: This means, for example, that the history of the game or player must not affect the probabilities of the game if it is not disclosed to the player.



3.1.3 [bookmark: 3.1.3_Error_control_procedures][bookmark: _bookmark88]Error control procedures

	1
	In case of errors on the RNG output, including missing output, the RNG must be deactivated.

Guidance: It is possible to switch to a backup RNG, provided that it complies with the require- ments set for the RNG in this document.



3.1.4 [bookmark: 3.1.4_Seeding][bookmark: _bookmark89]Seeding

	1
	The gambling system shall secure the RNG output by applying an appropriate and efficient
method for seeding and re-seeding.



3.1.5 [bookmark: 3.1.5_Security][bookmark: _bookmark90]Security

	1
	RNG output must be secured until used.

Guidance: RNG output must not be transmitted unencrypted between RNG server and game server.

	2
	RNG output which is mapped and scaled for a symbol or an event shall be applied immediately and in accordance with the game rules.

Guidance: This does not prevent games which temporarily change character while ongoing from being played in accordance with the game rules of these games. This does not prevent the visual presentation of the drawn numbers in a bingo game from being delayed, or that more RNG out-
put has been drawn than the game needs.



3.2 [bookmark: 3.2_Gambling_functionality][bookmark: _bookmark91]Gambling functionality
3.2.1 [bookmark: 3.2.1_General][bookmark: _bookmark92]General

	1
	Games shall be independent of the characteristics of the customer’s equipment and/or commu- nication channel.

Guidance: The game logic must thus be executed in the gambling system and not on the player's equipment, which i.a. means that the gaming system may not use information about the cus- tomer or customers' equipment.




	2
	The gambling system shall ensure at least 3 seconds elapse between each settlement of a given game.

Guidance: Settlement must be understood as the entire process from the game is started until the result is presented to the customer, for example from the spin is pressed on a slot machine to the presentation of the result.

Guidance: When using "auto play" functionality, at least 3 seconds must elapse between each presentation of the result.

	3
	When conducting online bingo, the gambling system shall ensure at least 3 seconds elapse be- tween the draw and/or visual presentation of each number/symbol.

Guidance: If numbers/symbols are drawn continuously in connection with the execution of the game, this must be done at least 3 seconds apart.

Guidance: If the numbers/symbols are drawn before the start of the game, the visual presenta- tion of each number/symbol to the players must take place at least 3 seconds apart.



3.2.2 [bookmark: 3.2.2_Games_without_stakes][bookmark: _bookmark93]Games without stakes

	1
	Games without stakes (free games, fun games, trial games, etc.) must be run by an RNG that is certified according to the requirements of this document and has the same game logic as when the game is played with stakes.

Guidance: Games without bets must not give the impression that the probability of winning is bigger than it actually is in games with stakes.



3.2.3 [bookmark: 3.2.3_Accurate_representation_of_chance][bookmark: _bookmark94]Accurate representation of chance

	1
	All game events shall be presented correctly.

Guidance: Concepts such as "near-miss" are not regarded to be fair in this connection.

	2
	Games shall give a fair impression of whether a customer is able to affect the outcome.

Guidance: Games which give the customers the impression that they have control over the out- come of the game when they do not are not permitted.

	3
	The gambling system shall ensure that all games which are being presented as being based on random outcomes actually have the same likely chance of producing a given combination each time the game is played.

Guidance: This probability must be the one the player is immediately impressed with in the user interface (e.g. by the visual expression). The exception to this is if it is also clear from the user in- terface that the player must look elsewhere for the real probabilities.

Guidance: The games must not adapt to the player’s behavior, unless, for example, there is a specific choice in the game, which is part of the game logic and which is presented in the game rules.

	4
	Games which involve the simulation of a physical object (roulette wheels, playing cards, etc.) shall provide true and fair outcomes in accordance with expectations to this physical object.




	
	Guidance: If a game is presented as a direct or indirect simulation of a physical object, the simu-
lation shall be identical with the expected behaviour of the physical object.



3.2.4 [bookmark: 3.2.4_Return_to_player][bookmark: _bookmark95]Return to player

	1
	The theoretical return to player, which is stated in the game rules, must be correct.

	2
	The return to player must not be manipulated by the system.

Guidance: Thus, no intervention must be made to maintain a constant return to player percent- age. This does not prevent the presentation of the game from adapting based on specific choices made by the player cf. req. 3.2.3.2 and 3.2.3.3



3.3 [bookmark: 3.3_Jackpots][bookmark: _bookmark96]Jackpots
3.3.1 [bookmark: 3.3.1_General][bookmark: _bookmark97]General

	1
	The gambling system shall ensure that the actual funds transferred to a jackpot correspond to what is stated in the rules governing the jackpot in question.

Guidance: If there is a maximum amount on a jackpot, all further contributions after this maxi- mum has been reached shall be credited to another pool.

	2
	The gambling system shall ensure that the return to player corresponds to what the customer
has been led to expect, irrespective of the game unit stake.

	3
	If a minimum stake is required for a customer to trigger a jackpot, the basic game (excluding
Jackpot) shall have the stated return to player.

	4
	The gambling system shall ensure that all customers who contribute to a jackpot have a chance
of winning the jackpot while playing the game in question.

	5
	The gambling system shall ensure that the likely chance of winning the jackpot is linearly propor-
tional to the customer's contribution to the jackpot.

	6
	The gambling system must ensure that in the case of a jackpots, which is triggered in a specific timeframe, the probability of winning a given jackpot must be equal throughout the time inter- val.

Guidance: For a jackpot that is triggered at least once a day, the probability of winning it at.
01.00 pm must be as big as at the probability of winning it at. 11.00 am.




3.4 [bookmark: 3.4_Live_casino][bookmark: _bookmark98]Live casino
3.4.1 [bookmark: 3.4.1_Gambling_equipment][bookmark: _bookmark99]Gambling equipment

	1
	The probability of winning on the individual numbers on the roulette wheel must be equal

	2
	Roulette wheels used exclusively for live casino must be certified with an interval of a maxi- mum of 1 year.

Roulette wheels used from a physical land-based casino must be certified with an interval of a maximum of 2 years.




	
	Guidance: The testing company assesses which tests are sufficient to ensure the probability, cf.
3.4.1.1. It is possible to transfer previously performed inspections, cf. requirement 2.3 in SCP.00.00 - General requirements.

	3
	The card shuffler must be designed so that it can eradicate any pattern (s) introduced for the playing cards before they are placed in the shuffle that will affect the outcome of the next
game.

	4
	It must not be possible to disturb or interrupt the operation of the card mixer (except when the
power is interrupted) without it being detected.

	5
	During normal operation, the card shuffler must be able to shuffle and deliver the playing cards
without leaving marks or damage to the cards, enabling the player to identify specific cards.

	6
	The card shuffler must not provide information to the player that makes it possible to:
· Predict the outcome of a game.
· Track the played cards and the cards to be played.
· Analyses the probability of an occurrence in the game.
· Analyses the strategy for the given game situation.

	7
	There must be mechanisms and controls in place that prevent tampering with any card inserted
in the card shoe.

	8
	The card shoe must be designed to facilitate the dealing of the cards without revealing the
value of the cards.

	9
	The card shoe must have a cover that hides the back of the cards in the shoe.
The back of the cards must be visible to the extent that it allows distribution from the shoe.

	10
	The card shoe must not leave any marks on the cards that may allow you to predict the out-
come of a game.

	11
	The card shoe must not contain hidden spaces.

Guidance: This could be a hidden space for storing extra cards, which is considered a security risk.
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1 [bookmark: _bookmark101]Objectives of the inspection standards
The inspection standards for online betting are set out to ensure that the gambling system features func- tionality that support a number of significant considerations in the Act on Gambling by putting in place re- quirements for the processing of customer information, managing customer funds, the presentation and execution of the games as well as the logging of gambling and other transactions.

In relation to the supervision by The Danish Gambling Authority of the gambling being offered by the li- cence holder several requirements are set out in Annex 1 to the executive order no. 66 of 25 January 2012 on online betting covers how the licence holder transmits data to the automated supervision system of The Danish Gambling Authority. For this reason, the certification programme does not contain requirements concerning data transmission as these are regulated by the executive order.

1.1 [bookmark: _bookmark102]Scope of this document
Requirements on how testing organisations obtain accreditation for inspecting gambling system, business processes and business systems of the licence holder have been specified as well as requirements on how often inspection shall be done. These requirements are described in section 2 “Frequency and testing or- ganisations”.

The licence holder’s gambling system shall have functionalities concerning gambling accounts, general terms and conditions, management of gambling accounts, responsible gambling, funds and transactions as well as various reports. Requirements on this are described in section 3 “Gambling accounts”.

There are requirements regarding the written presentation of e.g. game rules, stakes, winnings and return to player. Requirements on this are described in section 4 “Written presentation”.

Besides the requirements on written presentation there are also general and specific requirements of the visual presentation. Requirements on this are described in section 5 “Visual presentation”.

The gambling system shall have a number of general gambling functionalities in relation to completion of games. Requirements on this are described in section 6 “General gambling functionality”.

On top of the required general gambling functionalities, there are special gambling requirements in relation to peer-to-peer games and betting. Requirements on this are described in section 7 “Special gambling func- tionality”.

Finally, the gambling system shall include functions for managing the gambling functionality including func- tions for activating and deactivating games, incomplete games, malfunctions, the course of the game as well as records, logs and data retention. This functionality is described in section 8 “Management of gam- bling functions”.

1.2 [bookmark: _bookmark103]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description




	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published. It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Changes completed to implement requirements for betting on horse and dog races in the certification programme.

	2018.01.01
	1.2
	Changes completed because of liberalization of online bingo, betting on horse- and dog races and betting on pigeon races.

The following requirements has been adjusted or deleted because of changes to the Gambling Act and AML legislation: 3.2.1.1, 3.2.2.3, 3.2.2.4, 3.4.2.1,
3.4.3.1, 3.4.4.1, 3.5.1.2 and 3.5.1.3

Adjustments have also been made to guidance text’s throughout the inspec- tion standards.

	2020.01.01
	1.3
	Changes made due to changes in the executive order on online betting re- garding responsible gambling. In addition to this a few requirements have been reworded and some requirements moved to place them in the correct context.

Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.2.

	2023.01.01
	
	The structure in the document has changed, so main sections now appear in the following order: Written presentation, visual presentation, general gam- bling functionality and special gambling functionality.
Update of requirements for accredited testing organisations and staff. Requirements regarding closure of bets before they are settled (cash out) have been added
Furthermore, general adjustments and specifications have been made.



When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed inspections.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark104]Applicability
Inspection Standards for Online Betting are applicable for offering of

· Online betting (§ 11 in the Danish Gambling act)
Inspection Standards for Online Betting are not applicable for offering of

· Local pool betting (§ 13 in the Danish Gambling act)

2 [bookmark: _bookmark105]Frequency and testing organisations
2.1 [bookmark: _bookmark106]Certification frequency
The licence holder is responsible to ensure to be certified in accordance with the requirements in this docu- ment with an interval of maximum of 12 months.

2.1.1 [bookmark: _bookmark107]Initial certification
The licence holder must be certified before a licence to offer games can be issued, unless the Danish Gam- bling Authority has informed otherwise. See section 2.1.3 in the general requirements for further infor- mation.

2.1.2 [bookmark: _bookmark108]Renewed inspection
The licence holder must, as a rule, have completed a new inspection within 12 months of the latest inspec- tion. The standard report must reflect when the inspection has been renewed.

The standard report, which shows the renewed inspection, must be in the Danish Gambling Authority’s possession no later than two months after the inspection was done.

A renewal of the inspection may be based on sampling, spot checks and compliance with the requirements set out in the document “SCP06.00.DK - Change Management Programme”.

2.1.3 Postponement of renewed inspection
The licence holder can choose to postpone the inspection up to two months from the time where a new inspection should have been completed. The new inspection must be finalised no later than 14 months af- ter the latest inspection and the standard report must be submitted to The Danish Gambling Authority within the same deadline.

The Danish Gambling Authority must be notified before the inspection is postponed.

The deadline for renewal of inspection is shortened with the equally amount of time the former 12-month deadline has been postponed. Meaning that if you for instance make use of the maximum two months postponement, then the next inspection is due 10 months later. The time for the next inspection shall be reflected in the standard report.

The option to postpone the inspection only applies to the licence holder. This means that the option does not apply to any suppliers the licence holder may have.

2.2 [bookmark: _bookmark109]Accredited testing organisations
To ensure that the necessary qualifications are in place during the certification the testing organisation and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: _bookmark110]Requirements for accredited testing organisations
Inspection of online betting shall be conducted as accredited inspection by an inspection body, who is ac- credited as type A after ISO/IEC 17020 for inspection or ISO/IEC 17065 referring to Spillemyndighedens Cer- tification Programme SCP.02.01.DK. Accreditation shall be done by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co-signer of EA’s (European co-operation for Accreditation)

multilateral agreement on reciprocal recognition regarding inspection, or for inspection bodies outside EA’s jurisdiction, by an accreditation body, who is co-signer of ILAC’s (the International Laboratory Accreditation Cooperation) multilateral agreement on reciprocal recognition regarding inspection.

Documentation for the accreditation shall be enclosed with the certification. Alternatively, a link to the ac- creditation can be provided in the certification report.

2.2.2 [bookmark: _bookmark111]Requirements for personnel who performs inspections
The certification work shall be carried out by staff with sufficient qualifications cf. section 6 in ISO/IEC 17020 and/or section 6 in ISO/IEC 17065, which means that the accredited testing organisation shall hire sufficiently qualified, competent and experienced personnel.

2.2.3 [bookmark: _bookmark112]Requirements for personnel who supervise inspection and attest the certification report Inspection shall be supervised, and the certification report shall be attested by one or more persons who warrant(s) that inspection has been carried out to adequate professional standards. These persons shall meet the following requirements:

a) shall have a relevant education background or in other ways prove relevant qualifications,
b) have at least five years of professional experience in inspecting gambling systems and
c) Shall be certified as:
· International Information Systems Security Certification Consortium (ISC)2 Certified Infor- mation Systems Security Professional (CISSP), or
· Information Systems Audit and Control Association (ISACA) Certified Information Systems Auditor (CISA).

See section 2.2 in the general requirements for further information.


3 [bookmark: _bookmark113]Gambling accounts
[bookmark: 0B3.1_General][bookmark: _bookmark114]0B3.1 General
[bookmark: 8B3.1.1_General_terms_and_conditions_of_][bookmark: _bookmark115]83B        .1.1 General terms and conditions of the licence holder

	1
	The gambling system shall require customers to accept the terms and conditions of the licence
holder upon registration.

	2
	The gambling system may only allow the customer to play for money when he or she has ac- cepted the terms and conditions of the licence holder. The gambling system shall record this ac-
tion in a log.

	3
	It shall be stated in the licence holder's terms and conditions that the customer is entering into a
contract with the licence holder.

	4
	It shall be stated in the licence holder's terms and conditions that a Danish licence is only valid in
Denmark (and possibly Greenland).

	5
	It shall be stated in the licence holder's terms and conditions that the customer is giving the li-
cence holder consent to obtain information for verification of the customer's identity.

	6
	It shall be stated in the licence holder's terms and conditions that persons below the age of 18
are not allowed to participate in the games, that the customer is only permitted to act on his or




	
	her own behalf and how the licence holder's rules are being enforced.

	7
	It shall be stated in the licence holder's terms and conditions how customer complaints are dealt
with.

	8
	It shall be stated in the licence holder's terms and conditions how sensitive personal information
is handled.

	9
	It shall be stated in the licence holder's terms and conditions how funds in gambling accounts which are no longer being used are handled, including funds on:

· passive gambling accounts
· suspended gambling accounts
· gambling accounts of self-excluded players
· gambling accounts with unfinished games

	10
	It shall be stated in the licence holder's terms and conditions how the customer may exclude him-
or herself and impose deposit limits.

	11
	It shall be stated in the licence holder's terms and conditions that it is not possible to play on
credit.

	12
	It shall be stated in the licence holder's terms and conditions how violations of the licence hold-
er's rules are handled.



[bookmark: 9B3.1.2_Licence,_supervision,_and_labell][bookmark: _bookmark116]93B        .1.2 Licence, supervision, and labelling scheme

	1
	It must appear from the homepage of the licence holder's website or user interface that the li- cence holder holds a licence from and is subject to supervision by The Danish Gambling Authority
and there must be a link to The Danish Gambling Authority's website.

	2
	The label of The Danish Gambling Authority must be placed on the licence holder’s website or
user interface.

	3
	The label of The Danish Gambling Authority must be placed on the homepage of the licence
holder’s website.

	4
	On other pages besides the homepage of the licence holder’s website The label of The Danish
Gambling Authority shall be easily visible for the player.



[bookmark: _bookmark117]3.1.3 Complaints

	1
	Complaints from players shall be registered in a log, containing information about:

· The reason for the complaint
· Player identification
· Time and date
· Casework time and
· Result (accepted/partly accepted/rejected).

Guidance: A complaint is when a player doesn’t agree with the licence holder’s casework time or the result hereof. A complaint can start out by being an enquiry from a customer, who after hav- ing discussed the issue with the licence holder and still doesn’t agree with the casework time or
the result hereof.



[bookmark: _bookmark118]3.2 Management of gambling accounts
[bookmark: 11B3.2.1_Customer_registration][bookmark: _bookmark119]131B      .2.1 Customer registration

	1
	During the registration process, the gambling system shall collect and save the following infor- mation about the customer:

· full name
· address
· civil reg. no. (CPR)
· country of residence

Guidance: For the period between customer registration and customer verification cf. section
3.2.2 the licence holder can allow the customer to gamble from a temporary gambling account.

Guidance: If the customer does not have a civil reg. no., the gambling system should receive an ID number from a document issued by the home country of the customer which will constitute iden- tification (e.g. driving licence, passport or the like).

Guidance: If the customer does not have a civil reg. no., the customer's date of birth shall be rec- orded and saved.

	2
	The gambling system shall ensure that the customer is 18 years of age or older.

Guidance: The gambling system shall not apply temporal data from the customer's unit to calcu- late the age.

	3
	The gambling system shall register the time of receipt of the identification data. This information
shall only be accessible for authorised users.

	4
	The gambling system shall confirm that the customer is not registered in The Danish Gambling
Authority’s Register of Self-excluded Persons (ROFUS).

	5
	The gambling system must ensure that the transfer for the customer's registration data takes
place through an encrypted connection (such as SSL).



[bookmark: 12B3.2.2_Customer_verification_process][bookmark: _bookmark120]132B      .2.2 Customer verification process

	1
	The gambling system shall be able to save the following documentation of the customer verifica- tion:

· full name
· address
· civil reg. no. (CPR)
· country of residence

Guidance: If the customer does not have a civil reg. no., the gambling system shall store a copy of a document issued by the home country of the customer which will constitute proof of identity (e.g. driving licence, passport or the like).

	2
	If a third party carries out the customer identification process, documentation shall be saved so that there will be a clear audit trail to the documentation applied by the third party for the cus-
tomer identification.

	3
	If the customer identification process has not taken place within one month of set-up, the




	
	temporary gambling account shall be closed.

	4
	The gambling system shall make an encrypted connection (such as SSL) available for the transfer
for the customer identification data.

	5
	Information about winnings withheld from customers, as a consequence of closing a temporary
gambling account, shall be registered in a log.



3.2.3 [bookmark: _bookmark121]Customer access

	1
	The customer's access to the gambling account shall be authorised by means of a digital signature with a security level corresponding to the OCES standard or higher, and the licence holder shall verify that the digital signature applied belongs to the customer in question.

The customer's access to the gambling account on a technical platform, which does not support a digital signature with a security level corresponding to the OCES standard or higher, shall be au- thorized by means of a secure login approved by The Danish Gambling Authority. The customer's access to the gambling account shall previously have been authorised by means of a digital signa- ture with a security level corresponding to the OCES standard or higher on a supported technical platform.

The customer's access to the gambling account from Greenland shall be authorised by means of a secure login approved by The Danish Gambling Authority.

Access to gambling accounts of customers who do not have a civil reg. no. shall be authorised by means of a secure login.

	2
	Upon each login, the gambling system shall confirm that the customer is not registered in The Danish Gambling Authority 's Register of Self-excluded Persons (ROFUS) before allowing the cus-
tomer to play.

	3
	In connection with the customer's log-in, the gambling system shall show the date and time of
the previous log-in session.

	4
	The customer shall have access to information about the importance of the customer keeping his
or her gambling account and login data secret.

	5
	The customer shall have access to information about, how customers can detect unauthorised
use of their gambling accounts.



3.2.4 [bookmark: _bookmark122]Changes to customer data

	1
	The gambling system shall limit the ways in which a customer who does not have a civil reg. no. is able to recreate and change the password to his or her gambling account to:

· authorised personnel and
· through known communication channels such as the customer's registered email address, tele- phone number or the like.

	2
	The gambling system shall record and save information on password changes as described in
3.2.4.1.

	3
	The gambling system shall save changes in customer details in an auditable log.

	4
	The gambling system shall be able to save documentation showing that changes to customer
identification data are correct.

	5
	The gambling system shall make an encrypted connection (such as SSL) available for changes to
the customer identification data.



3.2.5 [bookmark: _bookmark123]Activation and deactivation

	1
	The gambling system shall make it possible for authorised personnel to activate and deactivate gambling accounts.

Guidance: Authorised personnel means personnel who is authorised to activating and deactivat- ing gambling accounts in accordance with their job description. This is in reference to item 3.1 in
document SCP.03.00.EN Information for security Management System.

	2
	The gambling system shall record it in a log each time a gambling account is deactivated, includ- ing information about the balance on the gambling account, the reason for deactivation as well as
the name of the employee deactivating the account.

	3
	The gambling system shall be able to generate reports listing gambling accounts grouped by "acti-
vated" and "deactivated" status, balance, reasons and employee.

	4
	The gambling system shall deactivate gambling accounts for which the customer identification
process has not been completed within one month.



[bookmark: 16B3.2.6_Suspension][bookmark: _bookmark124]316B      .2.6 Suspension

	1
	The gambling system shall provide a function by which authorised personnel is able to suspend
the access of a customer to the games.

	2
	The gambling system shall keep a list of suspended customers and the reasons for their suspen-
sions.

	3
	Immediately after suspension as described in 3.2.6.1, the gambling system shall not be able to re-
ceive new stakes or deposits from the customer in question.

	4
	A suspension entails that the customer is unable to transfer funds to and from the gambling ac-
count.



[bookmark: 2B3.3_Responsible_gambling][bookmark: _bookmark125]B23.3 Responsible gambling

[bookmark: 17B3.3.1_Customer_self-limitation][bookmark: _bookmark126]317B      .3.1 Customer self-limitation

	1
	The gambling system shall ensure, that the customer sets a deposit limit, before the customer can start playing.

The customer shall at least set one of the following deposit limits:
a. threshold amount for total daily deposits into the gambling account,
b. threshold amount for total weekly deposits into the gambling account, or
c. threshold amount for total monthly deposits into the gambling account.

Guidance: Durations are measured in by the Danish calendar.

Guidance: A daily deposit limit applies from midnight to midnight. A weekly deposit limit applies from Monday through Sunday. A monthly payment limit follows the calendar months.
Guidance: Payments from the gaming account must not be set off against the customer's deposit limit.

	2
	The amounts for deposit limits according to requirement 3.3.1.1 must not be predetermined and a default amount must not be selected for the customer.

Guidance: The gambling system can offer the player to select between amount intervals. It is al- lowed to set an upper deposit limit.




	3
	As soon as the gambling system receives a request for a deposit limit from a customer in accord- ance with requirement 3.3.1.1, the limit shall be implemented for all future gambling activities.

Guidance: The new deposit limit may be implemented upon the customer's next log-in, if the cus- tomer is logged out of the gambling system in connection with changing the deposit limit.

	4
	When a customer requests to change to a higher deposit limit determined cf. Req 3.3.1.1, the gambling system shall ensure, that the new deposit is not implemented at least until 24 hours
later.

	5
	The gambling system shall provide the customer with a function to exclude him- or herself from playing.

The customer shall at least have the option to choose:
a. brief break from playing (cool-off period) of 24 hours,
b. exclusion for at least 30 days, and
c. exclusion for an indefinite period.

Guidance: The function must be an automated process, which the player can activate. Contacting the licence holder’s customer service is not an automated process and is therefore not sufficient.

Guidance: Durations are measured in by the Danish calendar. Apart from the cooling period of exactly 24 hours, self-exclusions must not be less than 30 days.

	6
	Immediately after reception of a request for self-exclusion cf. req. 3.3.1.5, the gambling system shall not be able to accept new stakes or deposits from the customer (unfinished games may be completed in accordance with the game rules). At the same time, the customer shall be informed about the possibility of receiving counselling and treatment for gambling addictions at a Danish
treatment centre.

	7
	Self-imposed restrictions alone shall not prevent the customer from withdrawing funds from the
gambling account (however, access to the funds may be restricted for other reasons, for example if an investigation is being conducted).

	8
	If the customer excludes him- or herself permanently from playing (i.e. without limiting the dura- tion), the customer's gambling account shall be closed, and a new gambling account for the same customer must be created after 1 year at the earliest.

	9
	Immediately after receipt of a request for permanent exclusion, the gambling system shall inform the customer that all released funds will be paid out from the gambling account.

Guidance: The licensee must in this situation initiate the procedure for paying out all released funds, which can imply contacting the customer for confirmation of method for payout.

	10
	All functions of the gambling system related to self-exclusion (temporary and permanent) shall inform customers of the possibility of being registered in Spillemyndigheden's self-exclusion reg-
ister (ROFUS), and link to the register.



[bookmark: _bookmark127]3.3.2 Customer protection information

	1
	It must appear from the licence holder’s website or user interface that it is illegal for people be-
low the age of 18 years to participate in gambling.

	2
	The licence holder’s user interface shall provide Information about responsible gambling and the
potential harmful effects of gambling.

	3
	The licence holder’s user interface shall provide a link to a gambling addiction self-test.




	4
	The licence holder’s user interface shall provide information about and addresses for Danish
treatment centres.

	5
	The licence holder’s user interface shall provide information about the possibility to register in
The Danish Gambling Authority´s self-exclusion register (ROFUS) and link to the register.

	6
	The licence holder’s user interface shall provide information about The Danish Gambling Author-
ity´s helpline for responsible gambling.

	7
	The licence holder’s user interface shall link to a recognised filtering software or other programs
that allow customers to configure their computers to prevent access to online gambling sites.

	8
	The licence holder’s user interface shall provide information about or link to the terms and condi-
tions applicable to the customers.

	9
	The information mentioned in requirements in this section shall be given a prominent position on the licence holder's website or user interface, and it shall be accessible from all pages.

Guidance: The information must not be given in an inaccurate language or be mixed with other information. The player must not be able to overlook the information



3.4 [bookmark: _bookmark128]Funds and transactions
[bookmark: 19B3.4.1_Currencies][bookmark: _bookmark129]139B      .4.1 Currencies

	1
	The gambling system shall handle exchange rates in an unambiguous, automatic and systematic
manner.

	2
	The customer shall have access to information about the currencies accepted by the gambling
system as well as the procedure for currency conversion.



3.4.2 [bookmark: _bookmark130]Deposits

	1
	The gambling system shall inform the customer clearly and specifically of all restrictions regarding deposits and access to funds in connection with deposits.

Guidance: If there is a lag between the deposit and the availability of the funds which causes a delay in the customer's access to the funds, the customer shall be informed clearly and specifi- cally about this before the deposit is made.

	2
	When the customer is depositing funds, the gambling system shall provide unambiguous infor- mation about all fees.

Guidance: If a fee is charged in connection with a deposit or a related withdrawal and/or release of funds, the customer shall be informed clearly and specifically of this before the deposit is made
into the account.

	3
	The gambling system shall only accept deposits of up to DKK 10,000 (or a corresponding amount in another currency) for temporary gambling accounts.

Guidance: This limit is a cumulative sum of all deposits made by the customer.

	4
	The gambling system shall only be capable of receiving deposits into a gambling account from a
payment service provider which is operating legally in Denmark.

	5
	The gambling system shall credit the gambling account immediately after receipt of the custom-
er's deposit.

	6
	The gambling system shall have an auditable log which shows all amounts deposited. This log
shall, as a minimum, include the following information:




	
	
· date and time
· payment channel
· customer
· amount
· type of transaction (i.e. "deposit")

	7
	The gambling system shall be able to generate reports which clearly show all deposited funds.

	8
	The gambling system shall be able to generate reports which clearly show all amounts that have
been deposited to the customer's accounts categorised by payment channel.

	9
	The gambling system shall be able to generate reports which accurately show all rejected at-
tempts to deposit funds.



3.4.3 [bookmark: _bookmark131]Withdrawals

	1
	The gambling system shall only be capable of withdrawing funds from gambling accounts for which customer identification has taken place.

Guidance: Withdrawals shall not be made from temporary gambling accounts but remaining de- posited funds may be returned.

	2
	The gambling system may not allow a withdrawal which will result in the customer's account bal-
ance becoming negative.

	3
	The gambling system shall allow customers to withdraw all released funds.

Guidance: This does not limit the licence holder's possibility for performing controls on with- drawal frequencies, identity, etc.

	4
	The gambling system shall inform the customer clearly and specifically of all restrictions regarding withdrawals and access to funds in connection with withdrawals.

Guidance: If there is a lag between the withdrawal and the availability of the funds which causes a delay in the customer's access to the funds, the customer shall be informed clearly and specifi- cally about this before the withdrawal is made.

	5
	When the customer is withdrawing funds, the gambling system shall provide clear and specific information about all fees.

Guidance: If a fee is charged in connection with a deposit or a related withdrawal and/or release of funds, the customer shall be explicitly informed of this before the withdrawal request.

	6
	The gambling system shall have an auditable log which shows all amounts withdrawn. As a mini- mum, the log shall contain information about the following:

· date and time
· payment channel
· customer
· amount
· type of transaction (i.e. "withdrawal")

	7
	The gambling system shall be able to generate reports, which clearly show all withdrawn funds.

	8
	The gambling system shall be able to generate reports which clearly show all amounts that have
been withdrawn from the customer's accounts categorised by payment channel.

	9
	The gambling system shall be able to generate reports which clearly show all failed withdrawal’s



3.4.4 [bookmark: _bookmark132]Other customer transactions

	1
	The gambling system shall not allow transfers of funds, etc. between different players’ gambling
accounts.

	2
	The gambling system shall debit the customer's gambling account immediately after a stake is
placed in a game.

	3
	The gambling system shall not allow a stake to be placed in a game that could result in the cus-
tomer's account balance becoming negative.

	4
	The gambling system shall credit all winnings to the gambling account immediately.

Guidance: Winnings may be withheld for further results checks, etc.

	5
	The gambling system shall keep a log of all transfers between gambling accounts and the individ-
ual games.

	6
	The gambling system shall be able to generate reports which accurately show transfers of funds
to and from games.



[bookmark: 23B3.4.5_Other_account_movements,_bonuse][bookmark: _bookmark133]233B      .4.5 Other account movements, bonuses, etc.

	1
	The gambling system shall give clear and specific information to customers about the reason for any other account movements.

Guidance: “Other account movements” may be e.g. debiting or crediting related to bonuses.

	2
	The gambling system shall give clear and specific information to customers about the terms, con-
ditions and limitations applicable in connection with any other account movements, bonuses, etc.

	3
	The gambling system shall have an auditable log which shows all other account movements, bo-
nuses, etc.

	4
	The gambling system shall be able to generate reports which accurately show all other account movements, bonuses, etc. The reports must as a minimum contain information on:
· Transaction ID
· The size of the bonus
· Bonus ’status
Guidance: The size of the bonus is the amount that the license holder allocates to the player.
The amount is stated regardless of whether the player succeeded in meeting the play-through re- quirement or not.
Guidance: It must be stated whether the bonus has been played through, is ongoing or has ex- pired without the play-through requirements being met.



[bookmark: _bookmark134]3.4.6 Account statement etc.

	1
	As a minimum, the gambling system shall give the customer access to information about the bal- ance on the gambling account, gambling history (including stakes, winnings and losses), deposits, withdrawals and other related transactions.

The information shall be available to the player in the gambling account for at least 90 days.

	2
	At the customer's request, the licence holder shall be able to provide account statements show- ing all transactions on the gambling account.

Guidance: The process of generating this account statement and make it available to the cus- tomer can be a manual process.




	3
	The customer must have access to guiding text about transactions in the customer's gambling ac-
count.



3.5 [bookmark: _bookmark135]Reports
3.5.1 [bookmark: _bookmark136]General

	1
	Together, the reports described in 3.4.2.7, 3.4.2.8, 3.4.2.9, 3.4.3.7, 3.4.3.8, 3.4.3.9, 3.4.4.6 and
3.4.5.4 shall be able to form a complete picture of all financial transactions and customer receiv- ables.

	2
	The gambling system shall be capable of analysing inactive gambling accounts and use this as a basis for generating reports.

Guidance: An inactive gambling account is defined as an account where there has never been gambling activity or where there has been no gambling activity for a year.

	3
	The gambling system shall be able to generate reports identifying gambling accounts that have
been closed for more than five working days with a positive balance.

	4
	The gambling system shall be able to generate reports of all customer registrations (complete or
incomplete).

	5
	The gambling system shall be able to generate reports of all registered customers, their account
information (including inactive and deactivated gambling accounts) and date of registration.

	6
	The gambling system shall be able to generate reports of all suspended and/or self-excluded cus-
tomers.

	7
	The gambling system shall be able to generate reports listing all customers with gambling limits.

	8
	The gambling system shall be able to generate reports of all closed gambling accounts within a
given financial year (including the reason the account was closed).

	9
	The gambling system shall be able to generate reports for each gambling account if required.

Guidance: The reports must be able to provide information on:
· Deposits,
· stakes,
· commission, rake etc.
· winnings,
· withdrawals
· fees,
· other account movements
· funds that have been inactive for more than 90 days




4 [bookmark: _bookmark137]Written presentation
4.1 [bookmark: _bookmark138]Written information, game rules and instructions
4.1.1 [bookmark: _bookmark139]General

	1
	All written information, game rules and instructions shall be true and unambiguous.

	2
	Written information, game rules and instructions shall be in Danish and be both grammatically
and syntactically correct.




	
	
Guidance: This does not prevent translation of written instructions into other languages.

	3
	The base version language is Danish (if several languages are used).

Exception: If games are offered at Greenland, the basic language can be Greenlandic.

	4
	All written information, game rules and instructions must be the same in all language versions
and must be displayed in the language chosen by the customer.



4.1.2 [bookmark: _bookmark140]Game rules and instructions

	1
	All games must have associated game rules and instructions for all aspects of the game.

Guidance: In relation to "all aspects", for example, it must generally be stated what the conse- quences for loss of communication to the game are, and in rules for card games, it must be stated, for example, how often the cards are shuffled. "All aspects" must thus be interpreted broadly.

	2
	The gaming system must ensure that the rules and instructions (including restrictions on gam-
ing and how the customer plays) are easily accessible from all gaming sites related to the game.

	3
	Game rules and instructions must be available to the customer through the same media and
on the same device used to play the game.

	4
	Game rules and instructions shall be available without it being necessary to place a stake (see
6.1.1.4).

	5
	Game rules and instructions shall be available during the entire game.
Guidance: Playing instructions shall be visible and readily accessible in all situations.

	6
	Game rules and instructions may not change during the course of the game, unless the game
temporarily changes character (see 4.1.2.7)

	7
	If a game temporarily changes character when it is played, the game rules and instructions
shall be changed correspondingly



4.2 [bookmark: _bookmark141]Stakes and winnings
4.2.1 [bookmark: _bookmark142]Information about stakes and winnings

	1
	The gambling system shall clearly display the bet denomination or currency of the game.

	2
	The gambling system shall clearly display the customer's possible stake, actual stake and, if rel- evant, a conversion from currency to bet denomination (in a manner that makes it easy to in-
fer the rate of exchange).

	3
	The gambling system shall clearly display all possible winnings, all possible combinations of
winnings and the biggest possible win for the different stakes.

	4
	The game rules must contain adequate information about all features thereby increasing the chances of winning and the winning sizes in the individual game.

	5
	The gambling system shall clearly display the maximum stake.

	6
	The gambling system shall clearly display the minimum stake.



5 [bookmark: _bookmark143]Visual presentation
5.1 [bookmark: _bookmark144]Graphics
5.1.1 [bookmark: _bookmark145]General

	1
	The gambling system shall ensure that the balance of the gambling account is shown or readily
accessible from all game pages.

	2
	The gambling system shall show the customer the amount of the stake he or she is placing, in-
cluding the game unit stake and the total stake.


5.1.2 [bookmark: 5.1.2_Results][bookmark: _bookmark146]Results

	1
	The gambling system shall display outcomes clearly and unambiguously.

	2
	The gambling system shall display the outcome of the game for an appropriate period of time.

	3
	The gambling system shall display winnings in a clear and specific manner.




6. [bookmark: 6._General_gambling_functionality][bookmark: _bookmark147]General gambling functionality
6.1 [bookmark: _bookmark148]Game execution
6.1.1 [bookmark: _bookmark149]General

	1
	Games must be settled at all times in accordance with the applicable game rules.

	2
	The gambling system shall only permit participation in games by a gambling account when the customer verification process has been completed correctly.

Guidance: This does not exclude participation in games from temporary gambling accounts.

	3
	The gambling system shall ensure that participation in all games is subject to informed con- sent.

Guidance: It is not permitted to force customers to participate in a game just by selecting it (customers cannot be forced to play).

	4
	The gambling system shall ensure that all instructions derived from the customer's actions are based on informed consent.

Guidance: Repeated clicks on an action button, eg "buy bet", must not be queued, so the player buys the bet several times. The customer must have a reasonable time to find out about the consequences of the customer's action.



7 [bookmark: _bookmark150]Special gambling functionality

[bookmark: 5B7.1_Betting][bookmark: _bookmark151]B57.1 Betting
7.1.1 [bookmark: _bookmark152]General

	1
	The gambling system shall keep an updated log of all bets provided in accordance with a licence
issued by The Danish Gambling Authority.

	2
	As a minimum, the log (see 7.1.1.1) shall contain the following:

· date and time,
· possible outcomes,
· the customer's stake,
· the licence holder's offered odds at the time of purchase
· the outcome.

	3
	The gambling system shall create analyses and reports with the purpose of disclosing match-fix-
ing.

	4
	The gambling system shall display the results of events for which bets have been offered.



7.1.2 [bookmark: 7.1.2_Closing_of_bets][bookmark: _bookmark153]Closing of bets

	1
	It must be clear to the player what winnings the player will win if the player chooses to close his
bet before the bet is settled.

	2
	If a partial closing of a bet is offered, it must be clear to the player which win the player wins, how much stake the player still has on the bet and the potential win on the continued part of
the bet.



[bookmark: 6B7.2_Peer-to-peer_games][bookmark: _bookmark154]6B7.2 Peer-to-peer games
7.2.1 [bookmark: _bookmark155]General

	1
	The gambling system shall keep a log of all participants in the games of the licence holder.

	2
	All participants playing against one of the licence holder's customers shall be connected to a gambling operator and unequivocally identifiable by the licence holder.

Guidance: This does not prevent any player from being anonymous to other players.

	3
	The log, referred to in 7.2.1.1, shall be kept within the licence holder's gambling system.

	4
	The gambling system shall include steps to prevent the customers from playing against them-
selves.

	5
	The gambling system shall have methods for discovering whether the same equipment is being
used by one or more participants in the peer-to-peer system at the same time.

	6
	The gambling system shall, as far as possible, include a limitation so that the same equipment is
not being used by one or more participants in the peer-to-peer system at the same time.



7.2.2 [bookmark: 7.2.2_Rules_and_information][bookmark: _bookmark156]Rules and information

	1
	The rules described in 3.1.1 and 4.1 also apply to peer-to-peer games.

	2
	The rules shall contain a ban against customers playing against themselves, irrespective of
whether this be through the same operator or not.




	3
	The rules shall prohibit collusion, etc.

	4
	The rules shall address the customer’s use of end-user automation (bots).

	5
	The rules shall address how interruptions of ongoing games are handled.

	6
	It must be clear from the game rules if a commission is charged and with what amount / percent- age of the stake.

Guidance: Commission is an amount that the player pays to participate in a game such as online bingo or poker (participation fee/rake). The amount is paid in addition to the stake for the game itself. Commission is not included in the prize pool.



7.2.3 [bookmark: 7.2.3_Monitoring][bookmark: _bookmark157]Monitoring

	1
	The gambling system shall have technical methods for disclosing suspicious circumstances on an
ongoing basis (real-time).

	2
	The gambling system shall be capable of analysing suspicious events and use this as a basis for
generating reports.

	3
	The gambling system shall have technical methods to support the rules (7.2.2.4) regarding the
customer's use of add-on applications for automation of games.




8 [bookmark: 8_Management_of_game_functions][bookmark: _bookmark158]Management of game functions

[bookmark: 7B8.1_General][bookmark: _bookmark159]B78.1 General
8.1.1 [bookmark: _bookmark160]Activation and deactivation of games

	1
	The gambling system shall provide means to deactivate individual games immediately.

	2
	The gambling system shall provide means to deactivate all games immediately.

	3
	The gambling system shall provide means to activate and deactivate each customer's gaming ac-
tivities immediately.

	4
	Information about activation and deactivation shall be saved in a log.

	5
	When a game has been deactivated, it shall not be shown on the user interface, and it shall re-
main unavailable for the entire deactivation period.

	6
	When a game is deactivated, the customer shall be able to complete any ongoing games.

	7
	When a multi-state game (i.e. a game which consists of several states) is deactivated, customers shall be able to complete ongoing games at next login. This option may lapse after a period of not
less than 90 days, if it is specified in the rules. (see 8.1.2.3)



8.1.2 [bookmark: _bookmark161]Incomplete games

	1
	The gambling system shall allow the customer to complete any incomplete games.

Guidance: Incomplete games include: (a) loss of communication, (b) system reboots, (c) games being deactivated/activated, (d) customer rebooting, (e) abnormal shutdown of client, etc. After reestablishment, the systems shall display the unfinished games to the customer.

Guidance: A situation where a customer loses the connection to a peer-to-peer game due to rea- sons not attributed the license holder is not considered an incomplete game for the customer.




	2
	The gambling system shall ensure that all incomplete games are accounted for, and that the cus- tomer has easy access to the status of these games including his or her stake.

Guidance: Unfinished games and the stakes in such games must appear separately on the cus- tomer's gambling account

	3
	Incomplete games shall be decided upon within 90 days from the time the game was interrupted. The game rules and/or terms and conditions shall state what will happen with the customer's
stake.

	4
	If the gambling system is unable to complete an incomplete game, the gambling system shall be
able to calculate any amounts due to the customer according to the game rules.



8.1.3 [bookmark: _bookmark162]Error handling procedures

	1
	The procedure for handling errors in the gambling system shall be described clearly in the game
rules.

	2
	The gambling system shall immediately record all system errors. Cause and solution are regis-
tered when these are known.

	3
	If a game cannot be completed because of an error, please refer to 8.1.2.

	4
	The gambling system shall be able to generate a report based on the data collected in accord-
ance with 8.1.3.3.



8.1.4 [bookmark: _bookmark163]Play sequence

	1
	The gambling system shall ensure that a customer cannot start a new game until the ongoing game is completed and all logs and balances have been updated.

Guidance: This does not prevent a customer from playing several different games at the same time.

	2
	The customer's game and/or account balance cannot be negatively affected in the event of breakdowns or rebooting of the gambling system or parts thereof. (See the requirements in sec-
tion 8.1.2 regarding incomplete games)



8.1.5 [bookmark: _bookmark164]Registration, maintenance, and storage of data

	1
	The gambling system must, as a minimum, record the following customer actions in a log throughout a session. A session is counted from a customer are logging in until the customer is no longer logged in (for whatever reason):

· Customer ID
· start and end times of the session
· details of the customer's equipment
· total amount staked during the session
· total stake amount won during the session
· total amount deposited into the gambling account during the session (time-stamped)
· total amount withdrawn from the gambling account during the session (time-stamped)
· time of last confirmation of the session
· the reason for ending the session and
· information about the game during the session

Guidance: The customer's game and/or account balance cannot be negatively affected in the




	
	event of an interruption of a session caused by the gambling system.

	2
	The gambling system must, as a minimum, record the following customer details:

· Customer set-up/establishment of a gambling account
· customer identification details
· changes in customer details
· deactivation/closing of a gambling account
· gambling account details and balance
· suspension and self-exclusion status
· customer self-exclusions including requests exclusion as well as the actual cancellation of an exclusion
· customer suspensions including requests for cancellation of suspension as well as the ac- tual cancellation of a suspension
· previous gambling accounts and the reason for deactivation and
· session information (8.1.5.1)

	3
	The gaming system must store customer identity and control information about the customer for
at least five years after the customer relationship has ended.

	4
	The gambling system must, as a minimum, record and maintain the following information about games:

· Customer ID
· Identification and version of the game,
· start time of the game based on the gambling system
· balance at the time of the start of the game
· stake (time-stamped)
· contribution to jackpots
· game status (unfinished, completed etc.)
· outcome of the game (time-stamped),
· jackpot prize (if relevant)
· end time of the game based on the gambling system
· winnings
· gambling account balance at the end of the game and
· games which are not completed and the reason for this.

	5
	The gambling system must, as a minimum, record information about the following events:

· Large transfers of funds (individual and total transfers over a specified period of time)
· major winnings (to be determined by the licence holder)
· changes to game parameters
· creation of jackpot
· changes to jackpot parameters
· customers' participation in jackpots
· payout of jackpot
· deactivation and activation of jackpots
· closing of jackpots
· loss of communication with a customer's equipment or a timeout

	6
	The gambling system shall retain documentation and registrations about customer transactions
for at least five years from the time of the transaction.
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1 [bookmark: _bookmark166]Objectives of the inspection standards
The inspection standards for land-based betting are set out to ensure that the gambling system features functionality that supports a number of significant considerations in the Act on Gambling by putting in place requirements for the processing of customer information, managing customer funds, the presenta- tion and execution of the games as well as the logging of gambling and other transactions.

In relation to the supervision by Spillemyndigheden of the gambling being offered by the licence holder a number of requirements are set out in Annex 1 to the executive order no. 65 of 25 January 2012 on land- based betting covers how the licence holder transmits data to the automated supervision system of Spille- myndigheden. For this reason, the certification programme does not contain requirements concerning data transmission as these are regulated by the executive order.

1.1 [bookmark: _bookmark167]Scope of this document
Requirements on how testing organisations obtain accreditation for inspecting the gambling system, busi- ness processes and business systems of the licence holder have been specified as well as requirements on how often inspection shall be done. These requirements are described in section 2 “Frequency and testing organisations”.

The licence holder’s gambling system shall have functionalities concerning general terms and conditions, funds and transactions as well as various reports. Requirements on this are described in section 3 “Gam- bling accounts”.

There are requirements regarding the written presentation of e.g. game rules, stakes, winnings and return to player. Requirements on this are described in section 4 “Written presentation”.

Besides the requirements on written presentation there are also general and specific requirements of the visual presentation. Requirements on this are described in section 5 “Visual presentation”.

The gambling system shall have a number of general gambling functionalities in relation to completion of games. Requirements on this are described in section 6 “General gambling functionality”.

On top of the required general gambling functionalities, there are special gambling requirements in relation to betting. Requirements on this are described in section 7 “Special gambling functionality”.

Finally, the gambling system shall include functions for managing the gambling functionality including func- tions for activating and deactivating games, incomplete games, malfunctions, the course of the game as well as records, logs and data retention. This functionality is described in section 8 “Management of gam- bling functions”.

1.2 [bookmark: _bookmark168]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description




	2014.07.04
	1.0
	Description A new document structure than the previous version 1.3 along- side with a range of updates in different areas. A new version 1.0 is therefore published. It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Changes completed to implement requirements for betting on horse and dog races in the certification programme.

	2018.01.01
	1.2
	Changes completed because of liberalization of online bingo, betting on
horse- and dog races and betting on pigeon races.

	2020.01.01
	1.3
	Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.2.

	2023.01.01
	2.0
	The structure in the document has changed, so the main sections now appear in the following order: Written presentation, visual presentation, general gambling functionality and special gambling functionality.
Update of requirements for accredited testing organisations and staff. Furthermore, general adjustments and specifications have been made.



When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed inspections.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark169]Applicability
Inspection Standards for Land-based Betting are applicable for offering of

· Land-based betting (§ 11 in the Danish Gambling act)
Inspection Standards for Land-based Betting are not applicable for offering of

· Local pool betting (§ 13 in the Danish Gambling act)

2 [bookmark: _bookmark170]Frequency and testing organisations
2.1 [bookmark: _bookmark171]Certification frequency
The licence holder is responsible to ensure to be certified in accordance with the requirements in this docu- ment with an interval of maximum of 12 months.

2.1.1 [bookmark: _bookmark172]Initial certification
The licence holder must be certified before a licence to offer games can be issued, unless the Danish Gam- bling Authority has informed otherwise. See section 2.1.3 in the general requirements for further infor- mation.

2.1.2 [bookmark: _bookmark173]Renewed inspection
The licence holder must, as a rule, have completed a new inspection within 12 months of the latest inspec- tion. The standard report must reflect, when the inspection has been renewed.

The standard report, which documents the renewed inspection, must be in the Danish Gambling Author- ity’s possession no later than two months after the inspection was done.

A renewal of the inspection may be based on sampling, spot checks and compliance with the requirements set out in the document “SCP06.00.DK - Change Management Programme”.

2.1.3 Postponement of renewed inspection
The licence holder can choose to postpone the inspection up to two months from the time where a new inspection should have been completed. The new inspection must be finalised no later than 14 months af- ter the latest inspection and the standard report must be submitted to The Danish Gambling Authority within the same deadline.

The Danish Gambling Authority must be notified before the inspection is postponed.

The deadline for renewal of inspection is shortened with the equally amount of time the former 12-month deadline has been postponed. Meaning that if you for instance make use of the maximum two months postponement, then the next inspection is due 10 months later. The time for the next inspection shall be reflected in the standard report.

The option to postpone the inspection only applies to the licence holder. This means that the option does not apply to any suppliers the licence holder may have.

2.2 [bookmark: _bookmark174]Accredited testing organisations
To ensure that the necessary qualifications are in place during the certification the testing organisation and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: _bookmark175]Requirements for accredited testing organisations
Inspection of land-based betting shall be conducted as accredited inspection by an inspection body, who is accredited as type A after ISO/IEC 17020 for inspection or ISO/IEC 17065 referring to Spillemyndighedens Certification Programme SCP.02.02.DK. Accreditation shall be done by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co-signer of EA’s (European co-operation for Accreditation) multilateral agreement on reciprocal recognition regarding inspection, or for inspection bodies outside EA’s jurisdiction, by an accreditation body, who is co-signer of ILAC’s (the International Laboratory Accreditation Cooperation) multilateral agreement on reciprocal recognition regarding inspection.

Documentation for the accreditation shall be enclosed with the certification. Alternatively, a link to the ac- creditation can be provided in the certification report.

2.2.2 [bookmark: _bookmark176]Requirements for personnel who performs inspections
The certification work shall be carried out by staff with sufficient qualifications cf. section 6 in ISO/IEC 17020 and/or section 6 in ISO/IEC 17065, which means that the accredited testing organisation shall hire sufficiently qualified, competent and experienced personnel.

2.2.3 [bookmark: _bookmark177]Requirements for personnel who supervise inspection and attest the certification report Inspection shall be supervised, and the certification report shall be attested by one or more persons who warrant(s) that inspection has been carried out to adequate professional standards. These persons shall meet the following requirements:

a) shall have a relevant education background or in other ways prove relevant qualifications,
b) have at least five years of professional experience in inspecting gambling systems and
c) Shall be certified as:
· International Information Systems Security Certification Consortium (ISC)2 Certified Infor- mation Systems Security Professional (CISSP), or
· Information Systems Audit and Control Association (ISACA) Certified Information Systems Auditor (CISA).

See section 2.2 in the general requirements for further information.


3 [bookmark: _bookmark178]Gambling accounts
3.1 [bookmark: _bookmark179]General
3.1.1 [bookmark: _bookmark180]General terms and conditions of the licence holder

	1
	It shall be stated in the licence holder's terms and conditions that persons below the age of 18
are not allowed to participate in the games, that the customer is only permitted to act on his or her own behalf and how the licence holder's rules are being enforced.

	2
	It shall be stated in the licence holder's terms and conditions how customer complaints are dealt
with.

	3
	It shall be stated in the licence holder's terms and conditions that it is not possible to play on
credit.

	4
	It shall be stated in the licence holder's terms and conditions how violations of the licence hold-
er's rules are handled.



3.1.2 [bookmark: 3.1.2_Complaints][bookmark: _bookmark181]Complaints

	1
	Complaints from players shall be registered in a log, containing information about:

· The reason for the complaint
· Player identification
· Time and date
· Casework time and
· Result (accepted/partly accepted/rejected).
Guidance: A complaint is when a player doesn’t agree with the licence holder´s casework time or the result hereof. A complaint can start out by being an enquiry from a customer, who after hav- ing discussed the issue with the licence holder and still doesn’t agree with the casework time or the result hereof.



3.2 [bookmark: 3.2_Funds_and_transactions][bookmark: _bookmark182]Funds and transactions
3.2.1 [bookmark: 3.2.1_Currencies][bookmark: _bookmark183]Currencies

	1
	The gambling system shall handle exchange rates in an unambiguous, automatic and systematic
manner.

	2
	The customer shall have access to information about the currencies accepted by the gambling
system as well as the procedure for currency conversion.





4 [bookmark: _bookmark184]Written presentation
4.1 [bookmark: _bookmark185]Written information, game rules and instructions
4.1.1 [bookmark: _bookmark186]General

	1
	All written information, game rules and instructions shall be true and unambiguous.

	2
	Written information, game rules and instructions shall be in Danish and be both grammatically and syntactically correct.
Guidance: This does not prevent translation of written instructions into other languages.

	3
	The base version language is Danish (if several languages are used).
Exception: If games are offered in Greenland, the basic language can be Greenlandic.

	4
	All written information, game rules and instructions must be the same in all language versions
and must be displayed in the language chosen by the customer.



4.1.2 [bookmark: _bookmark187]Game rules and instructions

	1
	All games must have associated game rules and instructions for all aspects of the game.

Guidance: In relation to "all aspects", for example, it must generally be stated what the conse- quences for loss of communication to the game are, and in rules for card games, it must be stated, for example, how often the cards are shuffled. "All aspects" must thus be interpreted broadly.

	2
	The gaming system must ensure that the rules and instructions (including restrictions on gam- ing and how the customer plays) are easily accessible from all gaming sites related to the
game.

	3
	Game rules and instructions must be available to the customer through the same media and
on the same device used to play the game.

	4
	Game rules and instructions shall be available without it being necessary to place a stake (see
6.1.1.3).

	5
	Game rules and instructions shall be available during the entire game.

Guidance: Playing instructions shall be visible and readily accessible in all situations.

	6
	Game rules and instructions may not change during the course of the game, unless the game
temporarily changes character (see 4.1.2.7)

	7
	If a game temporarily changes character when it is played, the game rules and instructions
shall be changed correspondingly



4.2 [bookmark: _bookmark188]Stakes and winnings
4.2.1 [bookmark: _bookmark189]Information about stakes and winnings

	1
	The gambling system shall clearly display the bet denomination or currency of the game.

	2
	The gambling system shall clearly display the customer's possible stake, actual stake and, if rel- evant, a conversion from currency to bet denomination (in a manner that makes it easy to in-
fer the rate of exchange).

	3
	The gambling system shall clearly display all possible winnings, all possible combinations of
winnings and the biggest possible win for the different stakes.

	4
	The game rules must contain adequate information about all features thereby increasing the
chances of winning and the winning sizes in the individual game.

	5
	The gambling system shall clearly display the maximum stake.

	6
	The gambling system shall clearly display the minimum stake.



4.3 [bookmark: _bookmark190]Return to players
4.3.1 [bookmark: _bookmark191]Information about return to players

	1
	The gambling system shall inform the customer of the theoretical return to player when using an optimal game strategy and it shall be clear which game options are not parts of an optimal game strategy. The information shall be available in the game rules for each game.

Guidance: When a progressive prize is offered, it shall be implemented in a manner ensuring, that the theoretical minimum return to player is correctly displayed to the customer.




5 [bookmark: _bookmark192]Visual presentation
5.1 [bookmark: _bookmark193]Graphics
5.1.1 [bookmark: _bookmark194]General

	1
	The gambling system must ensure that the name of the game is visible to the customer in all
contexts.

	2
	The gambling system shall show the customer the amount of the stake he or she is placing, in-
cluding the game unit stake and the total stake.

	3
	The gambling system shall display a clock that allows the customer to see how much time he or she spends. The clock shall be visible for the customer at all times, and it shall not be based
on the customer's equipment.



5.1.2 [bookmark: 5.1.2_Outcomes_and_winnings][bookmark: _bookmark195]Outcomes and winnings

	1
	The gambling system shall display outcomes clearly and unambiguously.

	2
	The gambling system shall display the outcome of the game for an appropriate period of time.

	3
	The gambling system shall display winnings in a clear and specific manner.



6 [bookmark: _bookmark196]General gambling functionality
6.1 [bookmark: _bookmark197]Game execution
6.1.1 [bookmark: _bookmark198]General

	1
	Games must always be settled in accordance with the applicable game rules.

	2
	The gambling system shall ensure that participation in all games is subject to informed con- sent.

Guidance: It is not permitted to force customers to participate in a game just by selecting it (customers cannot be forced to play).

	3
	The gambling system shall ensure that all instructions derived from the customer's actions are based on informed consent.

Guidance: Repeated clicks on an action button, e.g "buy bet", must not be queued, so the player buys the bet several times. The customer must have a reasonable time to find out about the consequences of the customer's action.




7 [bookmark: _bookmark199]Special gambling functionality
7.1 [bookmark: 7.1_Betting][bookmark: _bookmark200]Betting
7.1.1 [bookmark: _bookmark201]General

	1
	The gambling system shall keep an updated log of all games provided in accordance with a li-
cence issued by The Danish Gambling Authority.

	2
	As a minimum, the log (see 7.1.1.1) shall contain the following:

· date and time
· possible outcomes
· the customer's stake
· the licence holder's stake
· the outcome

	3
	The gambling system shall create analyses and reports with the purpose of disclosing match fix-
ing.

	4
	The gambling system shall display the results of events for which bets have been offered.




8 [bookmark: _bookmark202]Management of gambling functions
8.1 [bookmark: _bookmark203]General
8.1.1 [bookmark: _bookmark204]Activation and deactivation of games

	1
	The gambling system shall provide means to deactivate individual games immediately.




	2
	The gambling system shall provide means to deactivate all games immediately.

	3
	Information about activation and deactivation shall be saved in a log.

	4
	When a game is deactivated, the customer shall be able to complete any ongoing games.

	5
	When a multi-state game (i.e. a game which consists of several states) is deactivated, customers shall be able to complete ongoing games at next login. This option may lapse after a period of not less than 90 days, if it is specified in the rules. (see 8.1.2.3)



8.1.2 [bookmark: _bookmark205]Incomplete games

	1
	The gambling system shall allow the customer to complete any incomplete games.

Guidance: Incomplete games include: (a) loss of communication, (b) system reboots, (c) games being deactivated/activated, (d) customer rebooting, (e) abnormal shutdown of client, etc. Af- ter reestablishment, the systems shall display the unfinished games to the customer.

Guidance: A situation where a customer loses the connection to a peer-to-peer game due to reasons not attributed the license holder is not considered an incomplete game for the cus- tomer.

	2
	The gambling system shall ensure that all incomplete games are accounted for, and that the customer has easy access to the status of these games including his or her stake.

Guidance: Unfinished games and the stakes in such games must appear separately on the cus- tomer's gambling account

	3
	Incomplete games shall be decided upon within 90 days from the time the game was inter- rupted. The game rules and/or terms and conditions shall state what will happen with the cus-
tomer's stake.

	4
	If the gambling system is unable to complete an incomplete game, the gambling system shall
be able to calculate any amounts due to the customer according to the game rules.



8.1.3 [bookmark: _bookmark206]Error handling procedures

	1
	The procedure for handling errors in the gambling system shall be described clearly in the game
rules.

	2
	The gambling system shall immediately record all system errors. Cause and solution are regis- tered when these are known.

	3
	If a game cannot be completed because of an error, please refer to 8.1.2.

	4
	The gambling system shall be able to generate a report based on the data collected in accord-
ance with 8.1.3.3.



8.1.4 [bookmark: _bookmark207]Play sequence

	1
	The gambling system shall ensure that a customer cannot start a new game until the ongoing game is completed and all logs and balances have been updated.

Guidance: This does not prevent a customer from playing several different games at the same time.

	2
	The customer's game and/or account balance cannot be negatively affected in the event of
breakdowns or rebooting of the gambling system or parts thereof. See the requirements of




	
	incomplete games in section 8.1.2.
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1 [bookmark: 1_Objectives_of_the_inspection_standards][bookmark: _bookmark209]Objectives of the inspection standards
The inspection standards for online casino are set out to ensure that the gambling system features func- tionality that supports a number of significant considerations in the Act on Gambling by putting in place re- quirements for the processing of customer information, managing customer funds, the presentation and execution of the games as well as the logging of gambling and other transactions.

In relation to the supervision by The Danish Gambling Authority of the gambling being offered by the li- cence holder several requirements are set out in Annex 1 to the executive order no. 67 of 25 January 2012 on online casino covers how the licence holder transmits data to the automated supervision system of The Danish Gambling Authority. For this reason, the certification programme does not contain requirements concerning data transmission as these are regulated by the executive order.

1.1 [bookmark: _bookmark210]Scope of this document
Requirements on how testing organisations obtain accreditation for inspecting the gambling system, busi- ness processes and business systems of the licence holder have been specified as well as requirements on how often inspection shall be done. These requirements are described in section 2 “Frequency and testing organisations”.

The licence holder’s gambling system shall have functionalities concerning gambling accounts, general terms and conditions, management of gambling accounts, responsible gambling, funds and transactions as well as various reports. Requirements on this are described in section 3 “Gambling accounts”.

There are requirements regarding the written presentation of e.g. game rules, stakes, winnings and return to player. Requirements on this are described in section 4 “Written presentation”.

Besides the requirements on written presentation there are also general and specific requirements of the visual presentation. Requirements on this are described in section 5 “Visual presentation”.

The gambling system shall have a number of general gambling functionalities in relation to completion of games. Requirements on this are described in section 6 “General gambling functionality”.

On top of the required general gambling functionalities, there are special gambling requirements in relation to peer-to-peer games, live casino and online bingo. Requirements on this are described in section 7 “Spe- cial gambling functionality”.

Finally, the gambling system shall include functions for managing the gambling functionality including func- tions for activating and deactivating games, incomplete games, malfunctions, the course of the game as well as records, logs and data retention. This functionality is described in section 8 “Management of gam- bling functions”.

1.2 [bookmark: _bookmark211]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description




	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published.
It is the intention to follow normal versioning for future changes.

	2018.01.01
	1.1
	Changes completed because of liberalization of online bingo, betting on horse- and dog races and betting on pigeon races.

The following requirements has been adjusted or deleted because of changes to the Gambling Act and AML legislation: 3.2.1.1, 3.2.2.3, 3.2.2.4, 3.4.2.1,
3.4.3.1, 3.4.4.1, 3.5.1.2 and 3.5.1.3

Adjustments have also been made to guidance text’s throughout the inspec- tion standards.

	2020.01.01
	1.2
	Changes made due to changes in the executive order on online casino re- garding responsible gambling. In addition to this a few requirements have been reworded and some requirements moved to place them in the correct context.

Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.2.

	2023.01.01
	2.0
	The structure in the document has changed, so the main sections now appear in the following order: Written presentation, visual presentation, general gambling functionality and special gambling functionality.
Update of requirements for accredited testing organisations and staff.
The requirements for online bingo have been moved to the section on peer- to-peer games.
Furthermore, general adjustments and specifications have been made.




When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed inspections.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark212]Applicability
Inspection Standards for Online Casino are applicable for offering of:

· Online casino (§18 in the Danish Gambling Act)
For online bingo offered via television the following requirements does not apply:

· Section 3: 3.1.19, 3.2.2.5, 3.2.3, 3.2.4.1, 3.2.4.2, 3.2.5, 3.3.1.4, 3.3.1.1-3.3.1.4, 3.3.1.7-3.3.1.9, 3.4,
3.5.
· Section 4: 4.1.2.2-4.1.2.3, 4,2.
· Section 5: 5.1.1, 5.1.4-5.1.7
· Section 6: 6.1.1.2
· Section 7: 7.1, 7.2, 7.3.3, 7.4.1.5, 7.4.1.10, 7.4.1.12
· Section 8: 8.1.1-8.1.2, 8.1.3.3-8.1.3.4, 8.1.4, 8.1.5.1-8.1.5.2, 8.1.5.4-8.1.5.5

[bookmark: 1.3.1_Specifically_regarding_offer_of_on][bookmark: _bookmark213]1.3.1 Specifically regarding offer of online bingo via television
Requirements for online bingo are also applicable to online bingo offered via television. If the license holder does not use a gambling system for offering online bingo via television, the requirements shall be inter- preted in the sense that “gambling system” also covers a license holder’s manual procedures. This means that the license holder does not necessarily need to have a system, which automatically handles the re- quirements, but the license holder must have procedures in place to support the requirement and shall continuously document that the procedures are followed.


2 [bookmark: _bookmark214]Frequency and testing organisations
2.1 [bookmark: _bookmark215]Certification frequency
The licence holder is responsible to ensure to be certified in accordance with the requirements in this docu- ment with an interval of maximum of 12 months.

2.1.1 [bookmark: _bookmark216]Initial certification
The licence holder must be certified before a licence to offer games can be issued, unless the Danish Gam- bling Authority has informed otherwise. See section 2.1.3 in the general requirements for further infor- mation.

2.1.2 [bookmark: 2.1.2_Renewed_inspection][bookmark: _bookmark217]Renewed inspection
The licence holder must, as a rule, have completed a new inspection within 12 months of the latest inspec- tion. The standard report must reflect, when the inspection has been renewed.

The standard report, which documents the renewed inspection, must be in the Danish Gambling Author- ity’s possession no later than two months after the inspection was done.

A renewal of the inspection may be based on sampling, spot checks and compliance with the requirements set out in the document “SCP06.00.DK - Change Management Programme”.

2.1.3 Postponement of renewed inspection
The licence holder can choose to postpone the inspection up to two months from the time where a new inspection should have been completed. The new inspection must be finalised no later than 14 months af- ter the latest inspection and the standard report must be submitted to The Danish Gambling Authority within the same deadline.

The Danish Gambling Authority must be notified before the inspection is postponed.

The deadline for renewal of inspection is shortened with the equally amount of time the former 12-month deadline has been postponed. Meaning that if you for instance make use of the maximum two months postponement, then the next inspection is due 10 months later. The time for the next inspection shall be reflected in the standard report.

The option to postpone the inspection only applies to the licence holder. This means that the option does not apply to any suppliers the licence holder may have.

2.2 [bookmark: _bookmark218]Accredited testing organisations
To ensure that the necessary qualifications are in place during the certification the testing organisation and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: _bookmark219]Requirements for accredited testing organisations
Inspection of online casino shall be conducted as accredited inspection by an inspection body, who is ac- credited as type A after ISO/IEC 17020 for inspection or ISO/IEC 17065 referring to Spillemyndighedens Cer- tification Programme SCP.02.03.DK. Accreditation shall be done by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co-signer of EA’s (European co-operation for Accreditation) multilat- eral agreement on reciprocal recognition regarding inspection, or for inspection bodies outside EA’s juris- diction, by an accreditation body, who is co-signer of ILAC’s (the International Laboratory Accreditation Co- operation) multilateral agreement on reciprocal recognition regarding inspection.

Documentation for the accreditation shall be enclosed with the certification. Alternatively, a link to the ac- creditation can be provided in the certification report.

2.2.2 [bookmark: _bookmark220]Requirements for personnel who performs inspections
The certification work shall be carried out by staff with sufficient qualifications cf. section 6 in ISO/IEC 17020 and/or section 6 in ISO/IEC 17065, which means that the accredited testing organisation shall hire sufficiently qualified, competent and experienced personnel.

2.2.3 [bookmark: _bookmark221]Requirements for personnel who supervise inspection and attest the certification report Inspection shall be supervised, and the certification report shall be attested by one or more persons who warrant(s) that inspection has been carried out to adequate professional standards. These persons shall meet the following requirements:

a) shall have a relevant education background or in other ways prove relevant qualifications,
b) have at least five years of professional experience in inspecting gambling systems and
c) Shall be certified as:
· International Information Systems Security Certification Consortium (ISC)2 Certified Infor- mation Systems Security Professional (CISSP), or
· Information Systems Audit and Control Association (ISACA) Certified Information Systems Auditor (CISA).

See section 2.2 in the general requirements for further information.


3 [bookmark: 3_Gambling_accounts][bookmark: _bookmark222]Gambling accounts
3.1 [bookmark: 3.1_General][bookmark: _bookmark223]General
3.1.1 [bookmark: 3.1.1_General_terms_and_conditions_of_th][bookmark: _bookmark224]General terms and conditions of the licence holder

	1
	The gambling system shall require customers to accept the terms and conditions of the licence
holder upon registration.




	2
	The gambling system may only allow the customer to play for money when he or she has ac- cepted the terms and conditions of the licence holder. The gambling system shall record this ac-
tion in a log.

	3
	It shall be stated in the licence holder's terms and conditions that the customer is entering into a
contract with the licence holder.

	4
	It shall be stated in the licence holder's terms and conditions that a Danish licence is only valid in
Denmark (and possibly Greenland).

	5
	It shall be stated in the licence holder's terms and conditions that the customer is giving the li-
cence holder consent to obtain information for verification of the customer's identity.

	6
	It shall be stated in the licence holder's terms and conditions that persons below the age of 18 are not allowed to participate in the games, that the customer is only permitted to act on his or
her own behalf and how the licence holder's rules are being enforced.

	7
	It shall be stated in the licence holder's terms and conditions how customer complaints are dealt
with.

	8
	It shall be stated in the licence holder's terms and conditions how sensitive personal information
is handled.

	9
	It shall be stated in the licence holder's terms and conditions how funds in gambling accounts which are no longer being used are handled, including funds on:

· passive gambling accounts
· suspended gambling accounts
· gambling accounts of self-excluded players

	10
	It shall be stated in the licence holder's terms and conditions how the customer may exclude
him- or herself and impose deposit limits.

	11
	It shall be stated in the licence holder's terms and conditions that it is not possible to play on
credit.

	12
	It shall be stated in the licence holder's terms and conditions how violations of the licence hold-
er's rules are handled.



3.1.2 [bookmark: 3.1.2_Licence,_supervision,_and_labellin][bookmark: _bookmark225]Licence, supervision, and labelling scheme

	1
	It must appear from the homepage of the licence holder's website or user interface that the li- cence holder holds a licence from and is subject to supervision by The Danish Gambling Authority
and there must be a link to The Danish Gambling Authority's website.

	2
	The Danish Gambling Authority’s label must be placed on the licence holder’s website or user in-
terface.

	3
	S The Danish Gambling Authority’s label must be placed on the homepage of the licence holder’s
website.

	4
	On other pages besides the homepage of the licence holder’s website The Danish Gambling Au-
thority’s label must be easily visible for the player.



3.1.3 [bookmark: 3.1.3_Complaints][bookmark: _bookmark226]Complaints

	1
	Complaints from players shall be registered in a log, containing information about:

· The reason for the complaint
· Player identification
· Time and date




	
	· Casework time and
· Result (accepted/partly accepted/rejected).
Guidance: A complaint is when a player doesn’t agree with the licence holder’s casework time or the result hereof. A complaint can start out by being an enquiry from a customer, who after hav- ing discussed the issue with the licence holder and still doesn’t agree with the casework time or the result hereof.



3.2 [bookmark: 3.2_Management_of_gambling_accounts][bookmark: _bookmark227]Management of gambling accounts
3.2.1 [bookmark: 3.2.1_Customer_registration][bookmark: _bookmark228]Customer registration

	1
	During the registration process, the gambling system shall collect and save the following infor- mation about the customer:

· full name
· address
· civil reg. no. (CPR)
· country of residence

Guidance: For the period between customer registration and customer verification cf. section
3.2.2 the licence holder can allow the customer to gamble from a temporary gambling account.

Guidance: If the customer does not have a civil reg. no., the gambling system should receive an ID number from a document issued by the home country of the customer which will constitute identification (e.g. driving licence, passport or the like).

Guidance: If the customer does not have a civil reg. no., the customer's date of birth shall be rec- orded and saved.

	2
	The gambling system shall ensure that the customer is 18 years of age or older.

Guidance: The gambling system shall not apply temporal data from the customer's unit to calcu- late the age.

	3
	The gambling system shall register the time of receipt of the identification data.

	4
	The gambling system shall confirm that the customer is not registered in The Danish Gambling
Authority <'s Register of Self-excluded Persons (ROFUS).

	5
	The gambling system must ensure that the transfer for the customer's registration data takes place through an encrypted connection (such as SSL).

Guidance: Player registration is done using an internet connection, but for online bingo offered via television the registration can be done over the phone, and in this situation the requirement for encryption does not apply.



3.2.2 [bookmark: 3.2.2_Customer_verification_process][bookmark: _bookmark229]Customer verification process

	1
	The gambling system must save the following documentation of the customer verification:

· full name
· address




	
	· civil reg. no. (CPR)
· country of residence

Guidance: If the customer does not have a civil reg. no., the gambling system shall store a copy of a document issued by the home country of the customer which will constitute proof of identity
(e.g. driving licence, passport or the like).

	2
	If a third party carries out the customer identification process, documentation shall be saved so that there will be a clear audit trail to the documentation applied by the third party for the cus-
tomer identification.

	3
	If the customer identification process has not taken place within one month of set-up, the tem-
porary gambling account shall be closed.

	4
	The gambling system must ensure, that the transfer of the customer identification data takes
place through an encrypted connection (such as SSL).

	5
	Information about winnings withheld from customers, as a consequence of closing a temporary
gambling account, shall be registered in a log



3.2.3 [bookmark: 3.2.3_Customer_access][bookmark: _bookmark230]Customer access

	1
	The customer's access to the gambling account shall be authorised by means of a digital signa- ture with a security level corresponding to the OCES standard or higher, and the licence holder shall verify that the digital signature applied belongs to the customer in question.

The customer's access to the gambling account on a technical platform, which does not support a digital signature with a security level corresponding to the OCES standard or higher, shall be au- thorized by means of a secure login approved by Spillemyndigheden. The customer's access to the gambling account shall previously have been authorised by means of a digital signature with a security level corresponding to the OCES standard or higher on a supported technical platform.

The customer's access to the gambling account from Greenland shall be authorised by means of a secure login approved by Spillemyndigheden.

The access of customers who do not have a civil reg. no. to their gambling accounts shall be au- thorised by means of a secure login.

	2
	Upon each login, the gambling system shall confirm that the customer is not registered in Spille-
myndigheden's Register of Self-excluded Persons (ROFUS) before allowing the customer to play.

	3
	In connection with the customer's log-in, the gambling system shall show the date and time of
the previous log-in session.

	4
	The customer protection information shall contain or link to information about the importance of
the customer keeping his or her gambling account and login data secret.

	5
	The customer protection information shall contain or link to information about how customers
can detect unauthorised use of their gambling accounts.



3.2.4 [bookmark: 3.2.4_Changes_to_customer_data][bookmark: _bookmark231]Changes to customer data

	1
	The gambling system shall limit the ways in which a customer who does not have a civil reg. no. is able to recreate and change the password to his or her gambling account to:

· authorised personnel and
· through known communication channels such as the customer's registered email address,




	
	telephone number or the like.

	2
	The gambling system shall record and save information on password changes as described in
3.2.4.1.

	3
	The gambling system shall save changes in customer details in an auditable log.

	4
	The gambling system shall save documentation showing that changes to customer identification
data are correct.

	5
	The gambling system shall ensure that changes to the customer identification data takes place
through an encrypted connection (such as SSL).



3.2.5 [bookmark: 3.2.5_Activation_and_deactivation][bookmark: _bookmark232]Activation and deactivation

	1
	The gambling system shall make it possible for authorised personnel to activate and deactivate gambling accounts.

Guidance: Authorised personnel means personnel who is authorised to activating and deactivat- ing gambling accounts in accordance with their job description. This is in reference to item 3.1 in document SCP.03.00.EN Information for security Management System

	2
	The gambling system shall record it in a log each time a gambling account is deactivated, includ-
ing information about the balance on the gambling account, the reason for deactivation as well as the name of the employee deactivating the account.

	3
	The gambling system shall be able to generate reports listing gambling accounts grouped by "ac-
tivated" and "deactivated" status, balance, reasons and employee.

	4
	The gambling system shall deactivate gambling accounts for which the customer identification
process has not been completed within one month.



3.2.6 [bookmark: 3.2.6_Suspension][bookmark: _bookmark233]Suspension

	1
	The gambling system shall provide means by which authorised personnel is able to suspend the
access of a customer to the games.

	2
	The gambling system shall keep a list of suspended customers and the reasons for their suspen-
sions.

	3
	Immediately after suspension as described in 3.2.6.1, the gambling system shall not be able to
receive new stakes or deposits from the customer in question.

	4
	A suspension entails that the customer is unable to transfer funds to and from the gambling ac-
count.



3.3 [bookmark: 3.3_Responsible_gambling][bookmark: _bookmark234]Responsible gambling
3.3.1 [bookmark: 3.3.1_Customer_self-limitation][bookmark: _bookmark235]Customer self-limitation

	1
	The gambling system shall ensure, that the customer sets a deposit limit before the customer can start playing.

The customer shall at least set one of the following deposit limits:
a. threshold amount for total daily deposits into the gambling account,
b. threshold amount for total weekly deposits into the gambling account, or
c. threshold amount for total monthly deposits into the gambling account.

Guidance: Durations are measured by the Danish calendar.




	
	
Guidance: A daily deposit limit applies from midnight to midnight. A weekly deposit limit applies from Monday through Sunday. A monthly payment limit follows the calendar months.

Guidance: Payments from the gaming account must not be set off against the customer's deposit limit.

	2
	The amounts for deposit limits according to requirement 3.3.1.1 must not be predetermined.

Guidance: The gambling system can offer the player to select between amount intervals It is al- lowed to set an upper deposit limit.

	3
	As soon as the gambling system receives a request for a lower deposit limit from a customer in accordance with requirement 3.3.1.1, the limit shall be implemented for all future gambling ac- tivities.

Guidance: The new deposit limit may be implemented upon the customer's next log-in, if the customer is logged out of the gambling system in connection with changing the deposit limit.

	4
	When a customer requests to change to a higher deposit limit determined cf. section 3.3.1.1, the gambling system shall ensure, that the new deposit is not implemented at least until 24 hours
later.

	5
	The gambling system shall provide the customer with a function to exclude him- or herself from playing.

The customer shall at least have the option to choose:
a. brief break from playing (cool-off period) of 24 hours,
b. exclusion for at least 30 days, and
c. exclusion for an indefinite period.

Guidance: The function must be an automated process, which the player can activate. Contacting the licence holder’s customer service is not an automated process and is therefore not sufficient.

Guidance: Durations are measu by the Danish calendar. Apart from the cooling period of exactly 24 hours, self-exclusions must not be less than 30 days.

	6
	Immediately after reception of a request for self-exclusion cf. req. 3.3.1.5, the gambling system shall not be able to accept new stakes or deposits from the customer (unfinished games may be completed in accordance with the game rules). At the same time, the customer shall be informed about the possibility of receiving counselling and treatment for gambling addictions at a Danish
treatment centre.

	7
	Self-imposed restrictions alone shall not prevent the customer from withdrawing funds from the
gambling account (however, access to the funds may be restricted for other reasons, for example if an investigation is being conducted).

	8
	If the customer excludes him- or herself permanently from playing (i.e. without limiting the dura- tion), the customer's gambling account shall be closed, and a new gambling account for the same
customer must be created after 1 year at the earliest.

	9
	Immediately after receipt of a request for permanent exclusion, the gambling system shall inform the customer that all released funds will be paid out from the gambling account.

Guidance: The licensee must in this situation initiate the procedure for paying out all released funds, which can imply contacting the customer for confirmation of method for payout.

	10
	All functions of the gambling system related to self-exclusion (temporary and permanent) shall




	
	inform customers of the possibility of being registered in Spillemyndigheden's self-exclusion reg-
ister (ROFUS), and link to the register.



3.3.2 [bookmark: 3.3.2_Customer_protection_information][bookmark: _bookmark236]Customer protection information

	1
	It must appear from the licence holder’s website or user interface that it is illegal for people be-
low the age of 18 years to participate in gambling.

	2
	The licence holder’s user interface shall provide Information about responsible gambling and the
potential harmful effects of gambling.

	3
	The licence holder’s user interface shall provide a link to a gambling addiction self-test.

	4
	The licence holder’s user interface shall provide information about and addresses for Danish
treatment centres.

	5
	The licence holder’s user interface shall provide information about the possibility to register in
Spillemyndigheden’s self-exclusion register (ROFUS) and link to the register.

	6
	The licence holder’s user interface shall provide information about Spillemyndigheden’s helpline
for responsible gambling.

	7
	The licence holder’s user interface shall link to a recognised filtering software or other programs
that allow customers to configure their computers to prevent access to online gambling sites.

	8
	The licence holder’s user interface shall provide information about or link to the terms and condi-
tions applicable to the customers.

	9
	The information mentioned in requirements in this section shall be given a prominent position on the licence holder's website or user interface, and it shall be accessible from all pages.

Guidance: The information must not be given in an inaccurate language or be mixed with other information. The player must not be able to overlook the information.



3.4 [bookmark: 3.4_Funds_and_transactions][bookmark: _bookmark237]Funds and transactions
3.4.1 [bookmark: 3.4.1_Currencies][bookmark: _bookmark238]Currencies

	1
	The gambling system shall handle exchange rates in an unambiguous, automatic and systematic
manner.

	2
	The customer shall have access to information about the currencies accepted by the gambling
system as well as the procedure for currency conversion.



3.4.2 [bookmark: 3.4.2_Deposits][bookmark: _bookmark239]Deposits

	1
	The gambling system shall inform the customer clearly and specifically of all restrictions regard- ing deposits and access to funds in connection with deposits.

Guidance: If there is a time lag between the deposit and the availability of the funds which causes a delay in the customer's access to the funds, the customer shall be informed clearly and
specifically about this before the deposit is made.

	2
	When the customer is depositing funds, the gambling system shall provide unambiguous infor- mation about all fees.

Guidance: If a fee is charged in connection with a deposit or a related withdrawal and/or release of funds, the customer shall be informed clearly and specifically of this before the deposit is made into the account.




	3
	The gambling system shall only accept deposits of up to DKK 10,000 (or a corresponding amount in another currency) for temporary gambling accounts.

Guidance: This limit is a cumulative sum of all deposits made by the customer.

	4
	The gambling system shall only be capable of receiving deposits into a gambling account from a
payment service provider which is operating legally in Denmark.

	5
	The gambling system shall credit the gambling account immediately after receipt of the custom-
er's deposit.

	6
	The gambling system shall have an auditable log which shows all amounts deposited. This log shall, as a minimum, include the following information:

· date and time
· payment channel
· customer
· amount
· type of transaction (i.e. "deposit")

	7
	The gambling system shall be able to generate reports, which clearly show all deposited funds.

	8
	The gambling system shall be able to generate reports, which clearly show all amounts that have
been deposited to the customer's accounts categorised by payment channel.

	9
	The gambling system shall be able to generate reports, which accurately show all rejected at-
tempts to deposit funds.



3.4.3 [bookmark: 3.4.3_Withdrawals][bookmark: _bookmark240]Withdrawals

	1
	The gambling system shall only be capable of withdrawing funds from gambling accounts for which customer identification has taken place.

Guidance: Withdrawals shall not be made from temporary gambling accounts but remaining de- posited funds may be returned.

	2
	The gambling system may not allow a withdrawal which will result in the customer's account bal-
ance becoming negative.

	3
	The gambling system shall allow customers to withdraw all released funds.

Guidance: This does not limit the licence holder's possibility for performing controls on with- drawal frequencies, identity, etc.

	4
	The gambling system shall inform the customer clearly and specifically of all restrictions regard- ing withdrawals and access to funds in connection with withdrawals.

Guidance: If there is a lag between the withdrawal and the availability of the funds which causes a delay in the customer's access to the funds, the customer shall be informed clearly and specifi- cally about this before the withdrawal is made.

	5
	When the customer is withdrawing funds, the gambling system shall provide clear and specific information about all fees.

Guidance: If a fee is charged in connection with a deposit or a related withdrawal and/or release of funds, the customer shall be explicitly informed of this before the withdrawal request.

	6
	The gambling system shall have an auditable log which shows all amounts withdrawn. As a mini- mum, the log shall contain information about the following:




	
	· date and time
· payment channel
· customer
· amount
· type of transaction (i.e. "withdrawal")

	7
	The gambling system shall be able to generate reports, which clearly show all withdrawn funds.

	8
	The gambling system shall be able to generate reports, which clearly show all amounts that have
been withdrawn from the customer's accounts categorised by payment channel.

	9
	The gambling system shall be able to generate reports, which accurately show all rejected at-
tempts to withdrawal funds.



3.4.4 [bookmark: 3.4.4_Other_customer_transactions][bookmark: _bookmark241]Other customer transactions

	1
	The gambling system shall not allow transfers of funds, etc. between different players’ gambling
accounts.

	2
	The gambling system shall debit the customer's gambling account immediately after a stake is
placed in a game.

	3
	The gambling system shall not allow a stake to be placed in a game that could result in the cus-
tomer's account balance becoming negative.

	4
	The gambling system shall credit all winnings to the gambling account immediately.

Guidance: Winnings may be withheld for further results checks, etc.

	5
	The gambling system shall keep a log of all transfers between gambling accounts and the individ-
ual games.

	6
	The gambling system shall be able to generate reports which accurately show transfers of funds
to and from games.



3.4.5 [bookmark: 3.4.5_Other_account_movements,_bonuses,_][bookmark: _bookmark242]Other account movements, bonuses, etc.

	1
	The gambling system shall give clear and specific information to customers as to the reasons for other account movements.

Guidance: “Other account movements” can be e.g., debits and credits related to bonuses.

	2
	The gambling system shall give clear and specific information to customers as to the terms, con- ditions and limitations applicable in connection with any other account movements, bonuses,
etc.

	3
	The gambling system shall have an auditable log which shows all other account movements, bo-
nuses, etc.

	4
	The gambling system shall be able to generate reports which accurately show all other account movements, bonuses, etc. The reports must as a minimum contain information on:


· Transaction ID
· The size of the bonus
· Bonus ’status

Guidance: The size of the bonus is the amount that the license holder allocates to the player. The amount is stated regardless of whether the player succeeded in meeting the play-through requirement or not.




	
	
Guidance: It must be stated whether the bonus has been played through, is ongoing or has ex- pired without the play-through requirements being met.



3.4.6 [bookmark: 3.4.6_Account_statement_etc.][bookmark: _bookmark243]Account statement etc.

	1
	As a minimum, the gambling system shall give the customer access to information about the bal- ance on the gambling account, gambling history (including stakes, winnings and losses), deposits, withdrawals and other related transactions.

The information shall be available to the player in the gambling account for at least 90 days.

	2
	At the customer's request, the licence holder shall be able to provide account statements show- ing all transactions on the gambling account.

Guidance: The process of generating this account statement and make it available to the cus- tomer can be a manual process.

	3
	The customer must have access to guiding text about transactions in the customer's gambling ac-
count.



3.5 [bookmark: 3.5_Reports][bookmark: _bookmark244]Reports
[bookmark: 3.5.1_General][bookmark: _bookmark245]3.5.1 General

	1
	Together, the reports described in 3.4.2.7, 3.4.2.8, 3.4.2.9, 3.4.3.7, 3.4.3.8, 3.4.3.9, 3.4.4.6 and
3.4.5.4 shall be able to form a complete picture of all financial transactions and customer receiv- ables.

	2
	The gambling system shall be capable of analysing inactive gambling accounts and use this as a basis for generating reports.

Guidance: An inactive gambling account is defined as an account where there has never been gambling activity or where there has been no gambling activity for a year.

	3
	The gambling system shall be able to generate reports identifying gambling accounts that have
been closed for more than five working days with a positive balance.

	4
	The gambling system shall be able to generate reports of all customer registrations (complete
and incomplete).

	5
	The gambling system shall be able to generate reports of all registered customers, their account
information (including inactive gambling accounts) and date of registration.

	6
	The gambling system shall be able to generate reports of all suspended and/or self-excluded cus-
tomers.

	7
	The gambling system shall be able to generate reports listing all customers with gambling limits.

	8
	The gambling system shall be able to generate reports of all closed gambling accounts within a
given financial year (including the reason the account was closed).

	9
	The gambling system shall be able to generate reports for each gambling account if required.

Guidance: The reports must be able to provide information on:
· Deposits,
· stakes,
· commission, rake etc.
· winnings,




	
	· withdrawals
· fees,
· other account movements
· funds that have been inactive for more than 90 days




4 [bookmark: 4_Written_presentation][bookmark: _bookmark246]Written presentation
4.1 [bookmark: 4.1_Written_information,_game_rules_and_][bookmark: _bookmark247]Written information, game rules and instructions
4.1.1 [bookmark: 4.1.1_General][bookmark: _bookmark248]General

	1
	All written information, game rules and instructions shall be true and unambiguous.

	2
	Written information, game rules and instructions shall be in Danish and be both grammatically and syntactically correct.

Guidance: This does not prevent translation of written instructions into other languages.

	3
	The base version language is Danish (if several languages are used).

Exception: If games are offered at Greenland, the basic language can be Greenlandic.

	4
	All written information, game rules and instructions must be the same in all language versions
and must be displayed in the language chosen by the customer.



4.1.2 [bookmark: 4.1.2_Game_rules_and_instructions][bookmark: _bookmark249]Game rules and instructions

	1
	All games must have associated game rules and instructions for all aspects of the game.

Guidance: In relation to "all aspects", for example, it must generally be stated what the conse- quences for loss of communication to the game are, and in rules for card games, it must be stated, for example, how often the cards are shuffled. "All aspects" must thus be interpreted broadly.

	2
	The gaming system must ensure that the rules and instructions (including restrictions on gam-
ing and how the customer plays) are easily accessible from all gaming sites related to the game.

	3
	Game rules and instructions must be available to the customer through the same media and on
the same device used to play the game.

	4
	Game rules and instructions shall be available without it being necessary to place a stake (see
6.1.1.4).

	5
	Game rules and instructions shall be available during the entire game.

Guidance: Playing instructions shall be visible and readily accessible in all situations.

	6
	Game rules and instructions may not change during the course of the game, unless the game temporarily changes character (see 4.1.2.7)

	7
	If a game temporarily changes character when it is played, the game rules and instructions shall
be changed correspondingly



4.2 [bookmark: 4.2_Stakes_and_winnings][bookmark: _bookmark250]Stakes and winnings
[bookmark: 4.2.1_Information_about_stakes_and_winni][bookmark: _bookmark251]4.2.1 Information about stakes and winnings

	1
	The gambling system shall clearly display the bet denomination or currency of the game.

	2
	The gambling system shall clearly display the customer's possible stake, actual stake and, if rel- evant, a conversion from currency to bet denomination (in a manner that makes it easy to infer
the rate of exchange).

	3
	The gambling system shall clearly display all possible winnings, all possible combinations of win-
nings and the biggest possible win for the different stakes.

	4
	The game rules must contain adequate information about all features thereby increasing the
chances of winning and the winning sizes in the individual game.

	5
	The gambling system shall clearly display the maximum stake.

	6
	The gambling system shall clearly display the minimum stake.



4.3 [bookmark: 4.3_Return_to_players][bookmark: _bookmark252]Return to players
[bookmark: 4.3.1_Information_about_return_to_player][bookmark: _bookmark253]4.3.1 Information about return to players

	1
	The gambling system shall inform the customer of the theoretical return to player when using an optimal game strategy and it shall be clear which game options are not parts of an optimal game strategy. The information shall be available in the game rules for each game.

Guidance: When a progressive prize is offered, it shall be implemented in a manner ensuring, that the theoretical minimum return to player is correctly displayed to the customer.

	2
	If a deposit is made for a jackpot in connection with a game, the effect of the jackpot must be
considered when stating the return to player.




5 [bookmark: 5_Visual_presentation][bookmark: _bookmark254]Visual presentation
5.1 [bookmark: 5.1_Graphics][bookmark: _bookmark255]Graphics
5.1.1 [bookmark: 5.1.1_General][bookmark: _bookmark256]General

	1
	The gambling system shall ensure that the name of the game is shown on all pages related to the game.

Guidance: The game name may be visible in the title bar of the window or the tab in which the game is running.

	2
	The gambling system shall ensure that the balance of the gambling account is shown or readily
accessible from all game pages.

	3
	The gambling system shall show the customer the amount of the stake he or she is placing, in-
cluding the game unit stake and the total stake.

	4
	If the result may be affected by factors outside the control of the player and/or if another par- ticipating customer is using automation (or add-on applications for automation), the gambling
system shall inform the customer of this (or provide a link with the information).




	5
	The gambling system shall display a clock that allows the customer to see how much time he or she spends. The clock shall be visible for the customer at all times, and it shall not be based on
the customer's equipment.

	6
	If a game temporarily changes, so that it differs significantly from the base game, the game must indicate the current status.

Instructions: The deviation from the basic game can be a feature and / or a bonus game. It must therefore be clear to the player, when there is a transition between basic games and feature / bonus games.



5.1.2 [bookmark: 5.1.2_Outcomes][bookmark: _bookmark257]Outcomes

	1
	The gambling system shall display outcomes clearly and unambiguously.

	2
	The gambling system shall display the outcome of the game for an appropriate period of time.

	3
	The gambling system shall display winnings in a clear and specific manner.



5.1.3 [bookmark: 5.1.3_Symbols][bookmark: _bookmark258]Symbols

	1
	A symbol shall have the same shape and colour consistently throughout each game unless ani-
mations are used.



5.1.4 [bookmark: 5.1.4_Gaming_machines][bookmark: _bookmark259]Gaming machines

	1
	The gambling system shall display all games in a clear and specific manner. Winnings for each symbol or combination of symbols shall be placed in an area visually related to the symbol.
Moreover, the number of symbols resulting in a pay-out shall be shown.

Guidance: If some symbols follow the same winnings scale, they should be placed in an area vis- ually related to this winnings scale.

Guidance: If winnings can be won for different combinations of symbols, the illustration shall clearly show the combination.

	2
	The gambling system shall display:

· How many lines the player has selected
· which betting unit the player has chosen per. line and
· the total stake per. game (number of lines x bet per line).



5.1.5 [bookmark: 5.1.5_Card_games][bookmark: _bookmark260]Card games

	1
	The face sides of playing cards shall clearly show values and suits.

	2
	The gambling system shall graphically show the number of decks in use if more than one deck is
in use.



5.1.6 [bookmark: 5.1.6_Roulette][bookmark: _bookmark261]Roulette

	1
	The roulette wheel shall have 36 pockets numbered from 1 to 36 and one pocket marked 0 (37
pockets in total) and possibly one additional pocket marked 00 (38 pockets in total). The se- quence of the numbers shall be identical to a standard roulette wheel.




	
	
Guidance: The allowed roulette games are commonly referred to as “European roulette” (37 pockets) and “American roulette” (38 pockets).



5.1.7 [bookmark: 5.1.7_Dice][bookmark: _bookmark262]Dice

	1
	Dice shown as traditional dice shall have six sides that are numbered with one to six pips on each side, and the sum of opposite sides shall be seven. If the dice used are not traditional dice, this shall be clear to the customer, and the design of the die shall be described, for example in the game rules.

Guidance: Online casino games where dice are the main game cannot be offered. Dice can, for example, occur in feature games.

	2
	It shall be clear which side of the dice decides the game.



5.1.8 [bookmark: 5.1.8_Online_bingo][bookmark: _bookmark263]Online bingo

	1
	The gambling system shall have a continuous display, which clearly shows all drawn num-
bers/symbols.




6 [bookmark: 6_General_gambling_functionality][bookmark: _bookmark264]General gambling functionality
6.1 [bookmark: 6.1_Game_execution][bookmark: _bookmark265]Game execution
[bookmark: 6.1.1_General][bookmark: _bookmark266]6.1.1 General

	1
	Games must at all times be settled in accordance with the applicable game rules.

	2
	The gambling system shall only permit participation in games by a gambling account when the customer verification process has been correctly completed.

Guidance: This does not exclude participation in games from temporary gambling accounts.

	3
	The gambling system must ensure that the customer can only be logged in from one device at a
time.

	4
	The gambling system shall ensure that participation in all games is subject to informed consent.

Guidance: It is not permitted to force customers to participate in a game just by selecting it (cus- tomers cannot be forced to play).

	5
	In games with interactive gambling options (e.g. roulette, blackjack, etc.), the illustrations shall
unambiguously show the type and value of all stakes and allow changing and resetting stakes.

	6
	The gambling system shall ensure that all instructions derived from the customer's actions are based on informed consent.

Guidance: Actions where the customer "clicks" on action images such as "play", "hold", "draw", "double", etc. only apply when the customer has had reasonable time to consider the conse- quences of his or her action (i.e. repeated clicks on an action button cannot be queued and exe- cuted later).

Guidance: This does not exclude auto-games and similar functions.



7 [bookmark: 7_Special_gambling_functionality][bookmark: _bookmark267]Special gambling functionality
7.1 [bookmark: 7.1_Peer-to-peer_games][bookmark: _bookmark268]Peer-to-peer games
7.1.1 [bookmark: 7.1.1_General][bookmark: _bookmark269]General

	1
	The gambling system shall keep a log of all participants in the games of the licence holder.

	2
	All participants playing against one of the licence holder's customers shall be connected to a gambling operator.

Guidance: This does not prevent any player from being anonymous to other players.

	3
	As referred to in 7.1.1.1, the log shall be kept within the licence holder's gambling system.

	4
	The gambling system shall include steps to prevent the customers from playing against them-
selves.

	5
	The gambling system shall have methods for discovering whether the same equipment is being
used by one or more participants in the peer-to-peer system at the same time.

	6
	The gambling system shall, as far as possible, include a limitation so that the same equipment is
not being used by one or more participants in the peer-to-peer system at the same time.



7.1.2 [bookmark: 7.1.2_Rules_and_information][bookmark: _bookmark270]Rules and information

	1
	The rules described in 3.1.1 and 4.1 also apply to peer-to-peer games.

	2
	The rules shall contain a ban against customers playing against themselves, irrespective of
whether this be through the same operator or not.

	3
	The rules shall prohibit collusion, etc.

	4
	The rules shall address the customer’s use of end-user automation (bots).

	5
	The rules shall address how interruptions of ongoing games are handled.

	6
	It must be clear from the game rules if a commission is charged and with what amount / per- centage of the stake.

Guidance: Commission is an amount that the player pays to participate in a game such as online bingo or poker (participation fee / rake) in addition to the stake for the game itself. Commission is not included in the prize pool.



7.1.3 [bookmark: 7.1.3_Monitoring][bookmark: _bookmark271]Monitoring

	1
	The gambling system shall have technical methods for disclosing suspicious circumstances on an
ongoing basis (real-time).

	2
	The gambling system shall be capable of analysing suspicious events and use this as a basis for
generating reports.

	3
	The gambling system shall have technical methods to support the rules (7.1.2.4) regarding the
customer's use of add-on applications for automation of games.



7.2 [bookmark: 7.2_Live_casino_gambling][bookmark: _bookmark272]Live casino gambling
7.2.1 [bookmark: 7.2.1_General][bookmark: _bookmark273]General

	1
	Game symbols applied in live casino games shall be automatically registered by “studio




	
	technology”.

	2
	Game symbols applied in live casino games shall be reported to the gambling system.

	3
	Game rules for live casino games shall be programmed into the gambling system.

	4
	The gambling system shall be capable of analysing live casino games with a view to mapping ir-
regularities and deviations and use this as a basis for generating reports.



7.2.2 [bookmark: 7.2.2_Customer_interface][bookmark: _bookmark274]Customer interface

	1
	The terms and conditions described in 3.1.1 and 4.1 also apply to live casino games.

Guidance: The terms and conditions governing live casino games shall have special focus on com- munication errors and asynchronous data streams and conflict resolution.



7.2.3 [bookmark: 7.2.3_Surveillance][bookmark: _bookmark275]Surveillance

	1
	The live casino gaming components of the gambling system shall include video surveillance.

	2
	The video surveillance shall be sufficient to prove whether the game rules are being complied
with and identify discrepancies.

	3
	Date and time shall appear from video surveillance. Time zone must either also appear, or it must
be clear in the licence holder's own documentation.



7.2.4 [bookmark: 7.2.4_Access_control][bookmark: _bookmark276]Access control

	1
	There shall be formal physical access control to the live casino game studio and the adjoining fa-
cilities.

	2
	As a minimum, the access control (7.2.4.1) shall differentiate between persons with job functions such as dealer, pit boss, managers and surveillance so that they are included in separate access
groups.



7.3 [bookmark: 7.3_Jackpots][bookmark: _bookmark277]Jackpots
7.3.1 [bookmark: 7.3.1_Rules][bookmark: _bookmark278]Rules

	1
	The rules for a given jackpot shall describe how the customer can win it.

	2
	The rules for a given jackpot shall state the probability that the customer will win it.

Guidance: It must be clearly stated to the player if the probability of winning a jackpot is not con- stant eg. if the probability changes over time.

	3
	The rules for a given jackpot shall describe how it is funded, and it shall be made clear how con-
tributions to the jackpot are made.

	4
	The rules for a given jackpot shall describe how the prizes are determined and awarded.

Guidance: A given jackpot may be configured with divided pools. Divided pools are arrangements where a part of the contributions to the jackpot are redirected to another pool so that when the jackpot has been won, this pool will form the basis of the next jackpot (Seed and re-seed).

Guidance: It must be clearly stated in the game rules, if the jackpot is set to be triggered before a certain time.

	5
	The rules of a given jackpot shall describe how the licence holder will treat and resolve situations




	
	in which one or more customers think they have won the same jackpot.

	6
	The rules for a given jackpot shall describe how the licence holder may discontinue a jackpot and
what happens to the funds in the jackpot pool if the jackpot is closed.



7.3.2 [bookmark: 7.3.2_Jackpot_setup][bookmark: _bookmark279]Jackpot setup

	1
	The gambling system shall maintain strict access control in relation to changes to jackpot configu-
rations . Particularly changes made after initiation shall be limited.

	2
	The gambling system shall ensure that the default functionality maintains the configuration sta- tus for existing jackpots if the configuration is changed before the existing prizes have been dis- tributed.

Guidance: When a jackpot has been initiated, the parameter changes shall not enter into force immediately but should rather be saved for application until after the jackpot has been won. These parameters are called "waiting" parameters.

	3
	The gambling system must ensure that the jackpot configuration is not affected by the features to deactivate / activate the jackpot.

Guidance: "Deactivation" should not be confused with "closing". Deactivation is a temporary sta- tus.



7.3.3 [bookmark: 7.3.3_Jackpot_notification][bookmark: _bookmark280]Jackpot notification

	1
	The gambling system shall ensure that the current jackpot amount is shown on all participating
customers' equipment, unless the customer has actively opted out of this.

	2
	The gambling system shall update the jackpot amount on the client side with a maximum interval
of 30 seconds.

	3
	The gambling system shall ensure that the winner of a jackpot is notified immediately after the
jackpot has been won.

	4
	Immediately after the jackpot is triggered, the gambling system shall inform all participating cus- tomers of its value, etc.

Guidance: This also includes customers who are viewing the game and/or the game page without having contributed to the jackpot.



7.3.4 [bookmark: 7.3.4_Jackpot_triggers][bookmark: _bookmark281]Jackpot triggers

	1
	The gambling system shall keep a detailed, exhaustive log which is suitable for auditing and
which shows all triggered jackpots.



7.3.5 [bookmark: 7.3.5_Jackpot_report][bookmark: _bookmark282]Jackpot report

	1
	The gambling system shall keep a detailed, exhaustive log which is suitable for auditing and which records the current jackpot status, including the following information:

· date and time
· configuration
· contributions
· triggers
· prizes




	
	· access of authorised personnel

	2
	The gambling system shall save the jackpot status on redundant and error-tolerant media (see
7.3.5.1).

	3
	The gambling system shall be able to restore jackpot amounts and jackpot prizes on the basis of
customer contributions to the jackpot.



7.3.6 [bookmark: 7.3.6_Jackpot_discontinuation][bookmark: _bookmark283]Jackpot discontinuation

	1
	The gambling system shall clearly show if a jackpot is not available to the customer.

	2
	The gambling system shall ensure that all theoretical return to player information available to
customers is correct, irrespective of whether the jackpot is available or not.



7.4 [bookmark: 7.4_Online_bingo][bookmark: _bookmark284]Online bingo
7.4.1 [bookmark: 7.4.1_General][bookmark: _bookmark285]General

	1
	The gaming system should only allow online bingo to be offered as a peer-to-peer game. Online bingo must therefore comply with the requirements in section 7.1.

Guidance: Online bingo can only be offered as a pool game.

	2
	The gambling system shall only allow online bingo with either 75, 80 or 90 numbers/symbols.

	3
	The gambling system shall ensure that for online bingo with 75 numbers/symbols the bingo
card consists of 5 rows with 5 squares each.

	4
	The gambling system shall ensure that for online bingo with 80 numbers/symbols the bingo
card consists of 4 rows with 4 squares each.

	5
	The gambling system shall ensure that for online bingo with 90 numbers/symbols the bingo
card consists of 3 rows with 9 squares each.

	6
	The gambling system shall ensure that the sale of bingo cards does not start until 30 minutes before the game begins.

Guidance: This does not apply for online bingo offered via television.

	7
	The gambling system shall generate the bingo cards randomly.

	8
	The gambling system shall not allow players to choose the numbers/symbols on the bingo cards.

Guidance: This is not a hindrance to players selecting their bingo cards amongst a number of bingo cards generated randomly by the gambling system.

	9
	The gambling system shall not allow the player to change the numbers/symbols on a bingo
card.

	10
	The gambling system shall allow the player to manually mark the drawn numbers/symbols on the bingo card.

Guidance: The player must be able to mark the drawn numbers/symbols on the bingo cards themselves. Marking is also known as “dabbing”.

Guidance: The player must be awarded their winnings, if the player’s numbers/symbols have been drawn – also in situation where the player has marked the wrong numbers/symbols.




	11
	The gambling system shall allow automatic marking (”dabbing”) of drawn numbers/symbols on
the player’s bingo card.

	12
	The gambling system must end the game when the first player has a fully marked bingo card.

	13
	The gambling system shall ensure, that the customer has the opportunity to see all bingo cards, which were part of the game. It must clearly show, which bingo cards were awarded a prize.

Guidance: The customer must be able to see, which bingo cards were part of the bingo game and which bingo cards were awarded a prize. The information can be available directly on the screen so it can be saved or printed or as a downloadable document e.g. directly after the game, as part of the customer account page or from a “result page”. The bingo cards do not need to be presented in the same visual way, as they were during the game, but can be repro-
duced in text.



7.4.2 [bookmark: 7.4.2_Online_bingo_offered_via_televisio][bookmark: _bookmark286]Online bingo offered via television

	1
	The value of each prize must not be higher than 5.000 DKK.

Guidance. This value also applies for jackpots.

	2
	The total sale must not be more than 100.000 DKK per day.

	3
	A player’s stakes must not be more than 175 DDK per day.

	4
	Return to player shall not be more than 45 percent.




8 [bookmark: 8_Management_of_gambling_functions][bookmark: _bookmark287]Management of gambling functions
8.1 [bookmark: 8.1_General][bookmark: _bookmark288]General
8.1.1 [bookmark: 8.1.1_Activation_and_deactivation_of_gam][bookmark: _bookmark289]Activation and deactivation of games

	1
	The gambling system shall provide means to deactivate individual games immediately.

	2
	The gambling system shall provide means to deactivate all games immediately.

	3
	The gambling system shall provide means to activate and deactivate each customer's gaming ac-
tivities immediately.

	4
	Information about activation and deactivation shall be saved in a log.

	5
	When a game has been deactivated, it shall not be shown on the user interface, and it shall re-
main unavailable for the entire deactivation period.

	6
	When a game is deactivated, the customer shall be able to complete any ongoing games.

	7
	When a multi-state game (i.e. a game which consists of several states) is deactivated, customers shall be able to complete ongoing games at next login. This option may lapse after a period of not
less than 90 days, if it is specified in the rules. (see 8.1.2.3)



8.1.2 [bookmark: 8.1.2_Incomplete_games][bookmark: _bookmark290]Incomplete games

	1
	The gambling system shall allow the customer to complete any incomplete games.

Guidance: Incomplete games include: (a) loss of communication, (b) system reboots, (c) games being deactivated/activated, (d) customer rebooting, (e) abnormal shutdown of client, etc. After
reestablishment, the systems shall display the unfinished games to the customer.




	
	
Guidance: A situation where a customer loses the connection to a peer-to-peer game due to rea- sons not attributed the license holder is not considered an incomplete game for the customer.

	2
	The gambling system shall ensure that all incomplete games are accounted for, and that the cus- tomer has easy access to the status of these games including his or her stake.

Guidance: Unfinished games and the stakes in such games must appear separately on the cus- tomer's gambling account

	3
	Incomplete games shall be decided upon within 90 days from the time the game was interrupted. The game rules and/or terms and conditions shall state what will happen with the customer's
stake.

	4
	If the gambling system is unable to complete an incomplete game, the gambling system shall be
able to calculate any amounts due to the customer according to the game rules.



8.1.3 [bookmark: 8.1.3_Error_handling_procedures][bookmark: _bookmark291]Error handling procedures

	1
	The procedure for handling errors in the gambling system shall be described clearly in the game
rules.

	2
	The gambling system shall immediately record all system errors. Cause and solution are regis-
tered when these are known.

	3
	If a game cannot be completed because of an error, please refer to 8.1.2.

	4
	The gambling system shall be able to generate a report based on the data collected in accord-
ance with 8.1.3.3.



8.1.4 [bookmark: 8.1.4_Play_sequence][bookmark: _bookmark292]Play sequence

	1
	The gambling system shall ensure that a customer cannot start a new game until the ongoing game is completed and all logs and balances have been updated.

Guidance: This does not prevent a customer from playing several different games at the same time.

	2
	The customer's game and/or account balance cannot be negatively affected in the event of
breakdowns or rebooting of the gambling system or parts thereof (see 8.1.2).



8.1.5 [bookmark: 8.1.5_Registration,_maintenance,_and_sto][bookmark: _bookmark293]Registration, maintenance, and storage of data

	1
	The gambling system must, as a minimum, record the following customer actions in a log throughout a session. A session is counted from a customer are logging in until the customer is no longer logged in (for whatever reason):

· Customer ID
· start and end times of the session
· details of the customer's equipment
· total amount staked during the session
· total stake amount won during the session
· total amount deposited into the gambling account during the session (time-stamped)
· total amount withdrawn from the gambling account during the session (time-stamped)
· time of last confirmation of the session
· the reason for ending the session and
· information about the game during the session




	
	
Guidance: The customer's game and/or account balance cannot be negatively affected in the event of an interruption of a session caused by the gambling system.

	2
	The gambling system must, as a minimum, record the following customer details:

· Customer set-up/establishment of a gambling account
· customer identification details
· changes in customer details
· deactivation/closing of a gambling account
· gambling account details and balance
· suspension and self-exclusion status
· customer self-exclusions including requests exclusion as well as the actual cancellation of an exclusion
· customer suspensions including requests for cancellation of suspension as well as the ac- tual cancellation of a suspension
· previous gambling accounts and the reason for deactivation and
· session information (8.1.5.1)

	3
	The gaming system must store customer identity and control information about the customer for
at least five years after the customer relationship has ended.

	4
	The gambling system must, as a minimum, record and maintain the following information about games:

· Customer ID
· Identification and version of the game
· start time of the game based on the gambling system
· balance at the time of the start of the game
· stake (time-stamped)
· contribution to jackpots
· game status ( unfinished, completed etc.)
· outcome of the game (time-stamped),
· jackpot prize (if relevant)
· end time of the game based on the gambling system
· winnings
· gambling account balance at the end of the game and
· games which are not completed and the reason for this.

	5
	The gambling system must, as a minimum, record information about the following events:

· Large transfers of funds (individual and total transfers over a specified period of time)
· major winnings (to be determined by the licence holder)
· changes to game parameters
· creation of jackpot
· changes to jackpot parameters
· customers' participation in jackpots
· payout of jackpot
· deactivation and activation of jackpots
· closing of jackpots
· loss of communication with a customer's equipment or a timeout

	6
	The gambling system shall retain documentation and registrations about customer games and




	
	transactions for at least five years from the ending of the game or the time of the transaction.
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1 [bookmark: 1_Objectives_of_the_Information_Security][bookmark: _bookmark295]Objectives of the Information Security Management System
The Information security management system shall ensure the protection of the gambling system and busi- ness systems against threats and secure sensitive information stored in the systems. Furthermore, a num- ber of significant safety issues are safeguarded by ensuring the integrity of and access to the gambling sys- tem and business systems. Through the protection of sensitive information, concerns regarding confidenti- ality are met not only with regards to the license holder, but also with regards to players and third parties.

1.1 [bookmark: _bookmark296]Scope of this document
This document contains the requirements specifying how testing organisations obtain accreditation for conducting certification of the gambling system, business processes and business systems of the licence holder as well as instructions on how to conduct the certification. The requirements concerning accredita- tion of the testing organisation and certification of the licence holder can be found in section 2 “Frequency and testing organisations”.

To ensure the information security of the licence holder a number of requirements in relation to human resource management, communication and operation management, access control and the future develop- ment of the gambling system and the business systems must be observed. These requirements are set out in section 3 “Requirements for the information security management system”.

1.2 [bookmark: _bookmark297]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description

	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published.
It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Extension of applicability to cover offering of lotteries and betting on horse-
and dog races.

	2020.01.01
	1.2
	Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.3.

	2023.01.01
	2.0
	Clarification of which testing organisations can perform a potential ISO 17001 certification cf section 2.2.
Update of requirements for accredited testing organisations and staff.
Furthermore, general adjustments and specifications have been made.



When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed certifications.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark298]Applicability
Information security management system is applicable for offering of:

· Online betting
· Land-based betting
· Online casino
· Lotteries

2 [bookmark: _bookmark299]Frequency and testing organisations
2.1 [bookmark: _bookmark300]Certification frequency
The licence holder is responsible to ensure to be certified in accordance with the requirements in this docu- ment with an interval of maximum of 12 months.

2.1.1 [bookmark: _bookmark301]Initial certification
The licence holder must be certified before a licence to offer games can be issued, unless The Danish Gam- bling Authority has informed otherwise. See section 2.1.3 in the general requirements for further infor- mation.

2.1.2 [bookmark: _bookmark302]Renewed certification
The licence holder must, as a rule, have completed a new certification within 12 months of the latest certifi- cation. The standard report must reflect, when the certification has been renewed.

The standard report, which documents the renewed certification, must be in the Danish Gambling Author- ity’s possession no later than two months after the certification was done.

A renewal of the certification may be based on sampling, spot checks and compliance with the require- ments set out in the document “SCP06.00.DK - Change Management Programme”.

2.1.3 [bookmark: _bookmark303]Postponement of renewed certification
The licence holder can choose to postpone the certification up to two months from the time where a new certification should have been completed. The new certification must be finalised no later than 14 months after the latest certification and the standard report must be submitted to The Danish Gambling Authority within the same deadline.

The Danish Gambling Authority must be notified before the certification is postponed.

The deadline for renewal of certification is shortened with the equally amount of time the former 12- month deadline has been postponed. Meaning that if you for instance make use of the maximum two months postponement, then the next certification is due 10 months later. The time for the next certifica- tion shall be reflected in the standard report.

The option to postpone the certification only applies to the licence holder. This means that the option does not apply to any suppliers the licence holder may have.

2.2 [bookmark: 2.2_Accreditation_in_accordance_with_val][bookmark: _bookmark304]Accreditation in accordance with valid ISO/IEC 27001
If the licence holder is certified in accordance with a valid ISO/IEC 27001 it is to be expected that the infor- mation security management system of the licence holder is of such quality that it renders certification in

accordance with The Danish Gambling Authority´s Information security management system SCP.03.00 un- necessary.

It is a precondition that certification of the information security management system is conducted as an accredited certification by a certification body, who is accredited after ISO/IEC 17021-1 for certification re- ferring to ISO/IEC 27001 by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co-signer of EA’s (European co-operation for Accreditation) multilateral agreement with regard to certifica- tion of management systems or for certification bodies outside EA’s jurisdiction by an accreditation body, who is co-signer of the relevant multilateral agreement on reciprocal recognition under IAF (International Accreditation Forum).

A certification in accordance with a valid ISO/IEC 27001 of a supplier can also replace certification in accord- ance with The Danish Gambling Authority’s Information security management system SCP.03.00.

It is a requirement that the combined scope of the license holder and supplier’s ISO/IEC 27001 certifications encompass the entire gambling system as defined in the Danish legislation, as well as any process related to the gambling system and all physical locations of the gambling system.

The accredited testing organisation must have access to the following to be able to assess whether the above conditions are met:

· Valid ISO/IEC 27001 Accreditation/Certification,
· Statement of Applicability, and
· Risk assessment.
On this basis the accredited testing organisation can issue certification which supplants a certification in accordance with Danish Gambling Authority´s Information security management system SCP.03.00.EN.

Guidance: It is not possible for the license holder to be covered by, that one or more suppliers have a ISO/IEC 27001 accreditation.

2.3 [bookmark: 2.3_Accredited_testing_organisations][bookmark: _bookmark305]Accredited testing organisations
To ensure that the necessary qualifications are in place during the certification the testing organisation and their staff shall fulfil the requirements in this section.

2.3.1 [bookmark: 2.3.1_Requirements_for_accredited_testin][bookmark: _bookmark306]Requirements for accredited testing organisations
Certification in accordance with the information security management system shall be conducted as an ac- credited certification by a certification body, who is accredited after ISO/IEC 17021-1 or ISO/IEC 17065 for certification referring to Spillemyndighedens Certification Programme SCP.03.00.DK by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co-signer of EA’s (European co-operation for Ac- creditation) multilateral agreement with regard to certification of management systems or by certification bodies outside EA’s jurisdiction, who is co-signer of the relevant multilateral agreement on reciprocal recognition under IAF (International Accreditation Forum).

Documentation for the accreditation shall be enclosed with the certification. Alternatively, a link to the ac- creditation can be provided in the certification report.

2.3.2 [bookmark: 2.3.2_Requirements_for_personnel_who_per][bookmark: _bookmark307]Requirements for personnel who performs the certification work
The certification work shall be carried out by staff with sufficient qualifications cf. section 6 in ISO/IEC 17021-1 or section 6 in ISO/IEC 17065, which means that the accredited testing organisation shall hire suffi- ciently qualified, competent, and experienced personnel.

2.3.3 [bookmark: 2.3.3_Requirements_for_personnel_who_sup][bookmark: _bookmark308]Requirements for personnel who supervise and attest the certification
Work done in relation to the certification shall be supervised and the declaration of certification shall be attested by one or more persons who warrant(s) that the work has been carried out to adequate profes- sional standards. These persons shall meet the following requirements:

a) have a relevant educational background or in other ways prove relevant qualifications,
b) have at least five years of professional experience in inspecting gambling systems and
c) be certified as:
· International Information Systems Security Certification Consortium (ISC)2 Certified Infor- mation Systems Security Professional (CISSP),
· Information Systems Audit and Control Association (ISACA) Certified Information Systems Auditor (CISA).

See section 2.2 in the general requirements for further information.


3 [bookmark: 3_Requirements_for_the_information_secur][bookmark: _bookmark309]Requirements for the information security management system
The information security of the licence holder is dependent on the security of the gambling system, the business systems and the business processes dealing with these as well as keeping unauthorised people from getting access to information.

The personnel of the licence holder are important in relation to system access. Therefore their access to both the gambling system and the business systems shall be clearly defined in the terms of employment with the licence holder. This should contribute to limit unauthorised access to the gambling system and business system.

On the technical side a number of operational measures shall be implemented to ensure the integrity of the gambling system and the business systems. In continuation of this, requirements concerning communi- cation channels are also set. Information security shall be incorporated into the development process of the gambling system and business systems to ensure against the corruption of data caused by insufficient validation of the input from other applications.

Third parties can also have access to the gambling system, the business systems or the management sys- tem dealing with these if for instance these are suppliers or functions in a role with the licence holder that would require access to the gambling system, business systems or the management system dealing with these.

Regardless of who has access to the gambling system and the business systems, access rights shall be adapted to every individual so access to information is restricted if it is irrelevant for the completion of the duties of said individual.

3.1 [bookmark: 3.1_Human_resource_management][bookmark: _bookmark310]Human resource management
The licence holder shall have a policy for the creation, change and termination of user access to the gam- bling system and the business systems. Based on this policy a formal procedure shall be devised which en- sures the following:

· that a detailed job description exist for each staff member,
· that user access to the gambling system and the business systems are in accordance with the job description of each staff member,
· that user access is adapted to reflect any change to the job description, and
· that user access is terminated upon the termination of staff.
Corresponding policies and procedures shall exist in relation to user access to the gambling system and the business systems of consultants and other third parties if such are given access.

3.2 [bookmark: 3.2_Communications_and_operations_manage][bookmark: _bookmark311]Communications and operations management
3.2.1 [bookmark: 3.2.1_Operation_procedures_and_responsib][bookmark: _bookmark312]Operation procedures and responsibilities
The gambling system and the business systems shall be capable of shutting down safely in the event of a power failure. Emergency power is required to ensure the integrity of data, logs, backups as well as to en- sure that on-going games can be concluded.

3.2.2 [bookmark: 3.2.2_System_planning_and_monitoring][bookmark: _bookmark313]System planning and monitoring
The gambling system and the business systems shall log system performance and have the facility to pro- vide performance reports.

The use of system resources shall be monitored and adjusted, and projections shall be made of future ca- pacity requirements to ensure adequate system performance.

3.2.3 [bookmark: 3.2.3_Protection_against_malicious_code][bookmark: _bookmark314]Protection against malicious code
The gambling system and the business systems shall have tools to detect and prevent intrusion and inser- tion of unauthorised code.

3.2.4 [bookmark: 3.2.4_Backup][bookmark: _bookmark315]Backup
The gambling system and the business systems shall have the capacity to backup all critical data and restore all critical data from backup.

The gambling system and the business systems shall be able to recover all critical data from the time of the last backup to the point in time at which the system failure occurred.

3.2.5 [bookmark: 3.2.5_Network_security_management][bookmark: _bookmark316]Network security management
The gambling system and the business systems shall be implemented in such a way that devices in the same broadcast domain shall not allow any alternate network paths to bypass the firewall.

Firewalls shall be dedicated to firewall operations and shall only contain administrative accounts and fire- wall related applications.

Firewall access shall be restricted to workstation that are part of the configuration baseline as defined in The Danish Gambling Authority´s change management programme SCP.06.00.EN and shall reject all data packets designated from anywhere else that these workstations.

Firewalls shall maintain an audit log of parameter changes affecting the firewall connection permissions and all successful and unsuccessful access attempts made.

3.2.6 [bookmark: 3.2.6_Use_of_public_networks][bookmark: _bookmark317]Use of public networks
If the licence holder uses public networks for data traffic between geographically dispersed sub-systems then the information shall be encrypted and the sub-systems shall utilise authentication.

All communications between geographically dispersed sub-systems shall protect against:

· incomplete transmission,
· mis-routing, unauthorised message alteration,
· unauthorised disclosure,
· unauthorised message duplication, og
· unauthorised replay.
The licence holder shall utilise a secure primary DNS and a secure secondary DNS. The secondary DNS shall be logically and physically separate from the primary DNS.

3.2.7 [bookmark: 3.2.7_Monitoring][bookmark: _bookmark318]Monitoring
The gambling system and the business systems shall maintain audit logs which record:

· staff members user activities,
· exceptions, and
· information security events.
These audit logs shall be kept for a minimum of five years and be protected against unauthorised access.

The gambling system and the business systems shall record all faults and monitor the use and serviceability of significant components. The significance follows from the classification of components in “Spillemyn- digheden’s change management programme SCP.06.00.EN.”

3.2.8 [bookmark: 3.2.8_Time_synchronisation][bookmark: _bookmark319]Time synchronisation
The gambling system and business systems must on a suitable interval undergo time synchronisation through an authoritative time server, that could for instance be used for log entries.

3.3 [bookmark: 3.3_Access_control][bookmark: _bookmark320]Access control
The licence holder shall have access control to protect the hardware that supports the systems and the user access to the systems.

3.3.1 [bookmark: 3.3.1_Physical_access_control][bookmark: _bookmark321]Physical access control
There shall be physical access control to the hardware on which the gambling system and the business sys- tems are running, including any other equipment that can access systems.

The level of access control can be adjusted based on the criticality of the systems accessible from the equipment.

3.3.2 [bookmark: 3.3.2_User_access][bookmark: _bookmark322]User access
The gambling system and the business systems shall enforce the use of strong passwords in relation to user access to the systems as well as timed log-outs or screen savers for inactive access points.

3.3.3 [bookmark: 3.3.3_User_access_management][bookmark: _bookmark323]User access management
The authorisation to grant access to the gambling system and the business systems shall be restricted to as few employees as possible. Both the gambling system and the business systems shall allow for user ac- counts with varying degrees of access and privileges, so the policy and procedure of human resource man- agement cf. section 3.1 can be implemented.

First time passwords shall be changed to a password chosen by the user at the first login.

3.3.4 [bookmark: 3.3.4_Network_access_control_and_securit][bookmark: _bookmark324]Network access control and security
The gambling system and the business systems shall enforce access control restrictions on network func- tions and user access shall only be possible through this access control. The gambling system and the busi- ness systems shall prevent unauthorised internal and external access to network functions.

The gambling system and the business systems shall utilised segregated networks so groups of related func- tions, users and sub-systems are segregated from each other.

3.3.5 [bookmark: 3.3.5_Operating_system_access_control_an][bookmark: _bookmark325]Operating system access control and security
All users shall have a unique identifier/user ID for their personal use only and the gambling system and the business systems shall enforce suitable authentication techniques to ensure confirmation of the identity of each user at log in.

Routing controls shall be used to control access to the operating system of significant components. The sig- nificance follows from the classification of components in The Danish Gambling Authority´s change man- agement programme SCP.06.00.EN.

When an operating system is installed on a device that is part of the gambling system, only functions that are strictly necessary for the purpose of that device shall be installed/activated. Utilities and programs which might be capable of overriding system and application controls shall never be installed in the gam- bling system and the business systems of the licence holder.

3.3.6 [bookmark: 3.3.6_Application_and_information_access][bookmark: _bookmark326]Application and information access control and security
All users shall have a unique identifier/user ID for their personal use only and the gambling system and the business systems shall enforce suitable authentication techniques to substantiate the claimed identity of each user at log in.

Sensitive information shall be stored and transmitted in an encrypted state and the gambling system and the business systems shall facilitate enhanced access control restrictions to this information.

3.4 [bookmark: 3.4_Validation_of_data_etc.][bookmark: _bookmark327]Validation of data etc.
3.4.1 [bookmark: 3.4.1_Correct_processing_in_applications][bookmark: _bookmark328]Correct processing in applications
Data input to applications shall be validated to ensure that data is context appropriate and unable to harm the gambling system and the business systems.

Automated reconciliation/validation shall be incorporated into applications to ensure against corruption or interference.

Data output from applications shall be validated to ensure that the processing of stored information is cor- rect.

3.4.2 [bookmark: 3.4.2_Cryptographic_controls_and_digital][bookmark: _bookmark329]Cryptographic controls and digital signatures
Encryption keys and digital signatures shall be stored in a secure manner.
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1 [bookmark: 1_Objectives_of_the_requirements_for_pen][bookmark: _bookmark331]Objectives of the requirements for penetration testing
The requirements for penetration testing shall ensure, that the gambling system and business systems of the licence holder are tested for vulnerabilities, which possibly could be exploited to gain unauthorised ac- cess to e.g. sensitive information.

1.1 [bookmark: _bookmark332]Scope of this document
There are requirements for how often a penetration test must be completed, and which testing organisa- tions can perform penetration testing of the licence holders gambling system and business systems. These requirements are described in section 2 “Frequency and testing organisations”.

The penetration test of the gambling system and business systems shall be conducted in a way that exposes vulnerabilities in components and whether these vulnerabilities can be exploited by unauthorised persons. Besides this the licence holder shall protect their systems in the possible way. These requirements are de- scribed section 3 “Penetration testing framework”.

The Danish Gambling Authority specifies several scenarios, which shall be tested as part of the penetration test, and a process for when a test is not passed. These requirements are described in section 4 “Penetra- tion testing process”.

1.2 [bookmark: _bookmark333]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description

	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published.
It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Extension of applicability to cover offering of lotteries and betting on horse- and dog races.

	2020.01.01
	1.2
	Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.2.

	2023.01.01
	2.0
	Update of requirements for accredited testing organisations and staff. Clarification of requirements if penetration test is not passed.
The section on use of an internal function to perform vulnerability scans and
penetration tests has been removed.
Furthermore, general adjustments and specifications have been made.



When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed penetration tests.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark334]Applicability
Requirements for penetration testing is applicable for offering of:

· Online betting
· Land-based betting
· Online Casino
· Lotteries

2 [bookmark: _bookmark335]Frequency and testing organisations
2.1 [bookmark: 2.1_Penetration_testing_frequency][bookmark: _bookmark336]Penetration testing frequency
The licence holder is responsible for having a penetration test completed in accordance with the require- ments in this document with an interval of maximum of 12 months.

2.1.1 [bookmark: 2.1.1_Initial_penetration_test][bookmark: _bookmark337]Initial penetration test
The licence holder shall have a penetration test completed before a licence to offer games can be issued unless The Danish Gambling Authority has informed otherwise.

2.1.2 [bookmark: 2.1.2_Renewed_penetration_test][bookmark: _bookmark338]Renewed penetration test
The licence holder shall, as a rule, have completed a new penetration test within 12 months of the latest penetration test. The standard report shall reflect when the new penetration test was completed.

The standard report, which documents the renewed penetration test, shall be in the Danish Gambling Au- thority’s possession no later than 2 months after the penetration test was completed.

2.1.2.1 [bookmark: 2.1.2.1_Postponement_of_penetration_test][bookmark: _bookmark339]Postponement of penetration test
The licence holder can choose to postpone the penetration test up to two months from the time where a new penetration test should have been completed. The new penetration test must be finalised no later than 14 months after the latest penetration test and the standard report must be submitted to The Danish Gambling Authority within the same deadline.

The Danish Gambling Authority must be notified before the penetration test is postponed.

The deadline for renewal of penetration test is shortened with the equally amount of time the former 12- month deadline was postponed. Meaning that if you for instance make use of the maximum two months postponement, then the next penetration test is due 10 months later. The expected time for the next pene- tration test shall reflect this and be noted in the standard report.

The option to postpone the penetration test only applies to the licence holder. This means that the option does not apply to any suppliers the licence holder may have.

2.2 [bookmark: _bookmark340]Testing organisations
To ensure that the necessary qualifications are in place during the penetration test the testing organisation and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: _bookmark341]Requirements for testing organisations
Testing organisations shall attain minimum one of the following accreditations/approvals:

· ISO/IEC 17025-accreditation with reference to Spillemyndighedens certification programme SCP.04.00.DK, or
· ISO/IEC 17065-accreditation with reference to Spillemyndighedens certification programme SCP.04.00.DK, or
· Approved Scanning Vendor (ASV) approval.
ISO-accreditation shall be done by DANAK (the Danish Accreditation Fund) or a similar accreditation body, who is co-signer of EA’s (European co-operation for Accreditation) multilateral agreement on reciprocal recognition regarding testing, or for labs outside EA’s jurisdiction, by an accreditation body, who is co- signer of ILAC’s (the International Laboratory Accreditation Cooperation) multilateral agreement on recip- rocal recognition regarding testing.

The ASV-approval is done by Payment Card Industry (PCI) Security Standards Council (SSC).

Documentation for the testing organisation’s ISO-accreditation or ASV-approval shall be enclosed with the standard report. Alternatively, a link to the accreditation or approval can be provided in the standard re- port.

2.2.2 [bookmark: _bookmark342]Requirements for personnel who performs the penetration test
The penetration test shall be performed by staff with sufficient qualifications, which means the testing or- ganisation shall hire sufficiently qualified, competent, and experienced personnel.

2.2.3 [bookmark: 2.2.3_Requirements_for_personnel_who_ass][bookmark: _bookmark343]Requirements for personnel who assess and attest the result of the penetration test
The result of the penetration test and any possible remediation of vulnerabilities shall be assessed and at- tested by one or more persons, who warrant(s) that the work has been carried out to adequate profes- sional standards. These persons shall meet the following requirements:

a) Have at least five years of practical experience with penetration testing of systems, and
b) Have a personal certification, which demonstrates competence regarding penetration testing. It could for instance be one of the following:
· Offensive Security Certified Professional (OSCP),
· EC-Council: Certified Ethical Hacker (CEH), Licensed Penetration Tester Master (LPT Mas- ter),
· Global Information Assurance Certification (GIAC): GIAC Certified Penetration Tester (GPEN), GIAC Certified Penetration Tester (GPEN), GIAC Web Application Penetration Tester (GWAPT), or GIAC Exploit Researcher and Advanced Penetration Tester (GXPN),
· CREST Penetration Testing Certifications,
· Communication Electronic Security Group (CESG) IT Health Check Service (CHECK) certifica- tion,
· Tiger Scheme: Senior Security Tester, Qualified Security Tester.

Guidance: Assessment and attesting can be carried out by e.g. two persons who in conjunction fulfil the re- quirements. Persons, who assess and attest, can participate in the penetration work cf. section 2.2 on super- vision in SCP.00.00 General requirements.


3 [bookmark: 3_Penetration_testing_framework][bookmark: _bookmark344]Penetration testing framework
The Danish Gambling Authority’s requirements for penetration testing is based experience in the area, rec- ommendations from and dialogue with the industry.

3.1 [bookmark: 3.1_Objective_of_the_penetration_testing][bookmark: _bookmark345]Objective of the penetration testing
The purpose of penetration testing is to identify and seek to exploit any vulnerabilities in the licence hold- ers gambling system and business systems.

3.2 [bookmark: _bookmark346]Protected components
The gambling system and business systems in the licence holder’s production environment shall be pro- tected against any attacks from unauthorised persons. Particularly components containing sensitive infor- mation concerning customers shall be protected. The definition of components and their relevance shall be seen in context with The Danish Gambling Authority’s Change Management Programme SCP.06.00.EN, sec- tion 3.3.3.

The licence holder can minimise the risk of unauthorised access by segmenting the internal networks in- cluding which sub-systems communicates sensitive information by public networks.

3.2.1 [bookmark: _bookmark347]Updating software and hardware
It is the licence holder’s responsibility, that system components are updated to a degree that ensures the highest level of security possible and does not compromise the integrity of the systems, so the risk of unau- thorised access is minimised.


4 [bookmark: 4_Penetration_Testing_process][bookmark: _bookmark348]Penetration Testing process
With no more than 12 months interval the licence holder shall have a penetration test completed of their gambling system and business systems.

Guidance: ‘Gambling system’ and ‘business system’ are defined in the general requirements and cover both frontend, backend, datawarehouse and games regardless of these are operated by the licence holder or a supplier.

The penetration test shall cover, but not be limited to, any weaknesses uncovered during the vulnerability scanning, cf. The Danish Gambling Authority’s requirements for vulnerability scanning SCP.05.00.DK.

The testing organisation shall furthermore seek to gain unauthorised access to the licence holder’s gam- bling system and business systems. The unauthorised access shall be attempted escalated to the highest access level possible and completed with and without access credentials available (whitebox/blackbox). Through this access the following list of scenarios shall as a minimum be tested:

· Manipulation of result generation
· Affecting the execution of games
· Fraud with customer funds
· Theft of customer funds
· Manipulation of audit logs
· Access to sensitive information
· Manipulation of sensitive information
· Manipulation of data transfer to SAFE
4.1 [bookmark: 4.1_Standard_report_and_plan_for_“not_pa][bookmark: _bookmark349]Standard report and plan for “not passed” penetration test
In the standard report is must be stated whether the penetration test is passed, passed with remediation, or not passed.

‘Passed’ shall be used, when the penetration test is completed without finding any vulnerabilities; this in- cludes suppliers.

‘Passed after remediation’ shall be used, when the penetration test has uncovered vulnerabilities, which have been remediated and a following test has shown, that the vulnerabilities are no longer present; this includes suppliers.

‘Not passed’ shall be used, if there are vulnerabilities in the licence holder’s systems, which cannot be re- mediated before the deadline for submitting the report to the Danish Gambling Authority; this includes suppliers. In this situation an annex containing a plan for remediating the identified vulnerabilities and a description of compensating control measures, shall be submitted along with the standard report. The li- cence holder shall afterwards as soon as possible remediate the vulnerabilities and within 3 months have completed a new penetration test.

After the new penetration test, the licence holder shall submit documentation showing that vulnerabilities have been remediated.

In practise a ‘not passed’ report cannot be accepted by the Danish Gambling Authority, without the annex containing a plan for remediation and a description of compensating controls.

If a complete penetration test is performed of the gambling system and business systems after remediation of any vulnerabilities, the date of completion of this penetration will be the point of reference for deter- mining the deadline for the next penetration test.
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1 [bookmark: 1_Objectives_of_the_requirements_for_vul][bookmark: _bookmark351]Objectives of the requirements for vulnerability scanning
The requirements for vulnerability scanning seeks to ensure that the gambling system and business systems of the licence holder are scanned for vulnerabilities, that potentially could be exploited to gain access to
e.g. sensitive information.

1.1 [bookmark: _bookmark352]Scope of this document
There are requirements for how often a vulnerability scan shall be completed, and which testing organisa- tions can perform vulnerability scans of the licence holders gambling system and business systems. These requirements are described in section 2 “Frequency and testing organisations”.

The vulnerability scan of the gambling system and business systems shall be conducted in such a way that exposes vulnerabilities in components. The licence holder shall furthermore protect the systems in the best possible way. These requirements are set out in section 3 “Vulnerability Scanning Framework”.

The Danish Gambling Authority has prescribed, what kind of vulnerability scan must be used. This along with the process is described in section 4 “Vulnerability Scanning Process”.

1.2 [bookmark: _bookmark353]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description

	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published.
It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Extension of applicability to cover offering of lotteries and betting on horse- and dog races.

	2020.01.01
	1.2
	Spillemyndigheden has removed the requirement saying the ATO’s accredita-
tion must refer to a specific version cf. section 2.2.

	2023.01.01
	2.0
	Update of requirements for accredited testing organisations and staff. Clarified, that vulnerability scans shall be PCI approved.
Clarification of requirements if vulnerability scan is not passed.

The section on use of an internal function to perform vulnerability scans and penetration tests has been removed.

Furthermore, general adjustments and specifications have been made.



When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed vulnerability scans.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: _bookmark354]Applicability
Instructions on vulnerability scanning is applicable for offering of:

· Online betting
· Land-based betting
· Online casino
· Lotteries

2 [bookmark: _bookmark355]Frequency and testing organisations
2.1 [bookmark: 2.1_Vulnerability_scan_frequency][bookmark: _bookmark356]Vulnerability scan frequency
The licence holder is responsible to for having a vulnerability scan completed in accordance with the re- quirements in this document with an interval of maximum of 3 months.

2.1.1 [bookmark: 2.1.1_Initial_vulnerability_scan][bookmark: _bookmark357]Initial vulnerability scan
The licence holder shall have a vulnerability scan completed before a licence to offer games can be issued, unless the Danish Gambling Authority has informed otherwise.

2.1.2 [bookmark: 2.1.2_Renewed_vulnerability_scan][bookmark: _bookmark358]Renewed vulnerability scan
After the initial vulnerability scan the licence holder shall have a new vulnerability scan completed within 3 months from the latest vulnerability scan. The standard report must reflect, when the new vulnerability scan has been completed.

The standard report, which documents the renewed vulnerability scan, shall be in the Danish Gambling Au- thority’s possession no later than 1 months after the vulnerability scan is completed.

2.1.3 [bookmark: 2.1.3_Vulnerability_scan_in_connection_w][bookmark: _bookmark359]Vulnerability scan in connection with penetration test
The vulnerability scan completed prior to issue of a licence and 1 of the minimum 4 vulnerability each year may be done in connection with a penetration test completed in accordance with “SCP.04.00 Spillemyn- dighedens certification program – Requirements for penetration testing”.

In order to consider a vulnerability scan completed in connection with a penetration as a valid vulnerability scan in accordance with the certification programme, it must be completed in compliance with the require- ments in this document.

2.2 [bookmark: 2.2_Testing_organisations][bookmark: _bookmark360]Testing organisations
To ensure that the necessary qualifications are in place during the vulnerability scan the testing organisa- tion and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: 2.2.1_Requirements_for_testing_organisat][bookmark: _bookmark361]Requirements for testing organisations
Testing organisations shall be approved as Approved Scanning Vendor (ASV).

The approval is done by Payment Card Industry (PCI) Security Standards Council (SSC).

Documentation for the approval shall be enclosed with the standard report. Alternatively, a link to the ap- proval can be provided in the standard report.

2.2.2 [bookmark: 2.2.2_Requirements_for_personnel_who_ass][bookmark: _bookmark362]Requirements for personnel who assess and attest the result of the vulnerability scan
The result of the vulnerability scan and any possible remediation of vulnerabilities shall be assessed and attested by one or more persons, who warrant(s) that the work has been carried out to adequate profes- sional standards. These persons shall meet the following requirements:

a) Have at least 5 years of practical experience with performing PCI approved vulnerability scans and
b) be an approved ASV Employee.

Guidance: Assessment and attesting can be carried out by e.g. two persons who in conjunction fulfil the re- quirements.


3 [bookmark: 3_Vulnerability_Scanning_Framework][bookmark: _bookmark363]Vulnerability Scanning Framework
The Danish Gambling Authority’s requirements for vulnerability scanning is based on Payment Card Indus- try – Data Security Standard (PCI-DSS).

3.1 [bookmark: 3.1_Objective_of_the_vulnerability_scann][bookmark: _bookmark364]Objective of the vulnerability scanning
When performing vulnerability scanning the testing organisation shall uncover vulnerabilities in the licence holder’s technical infrastructure, which could potentially be exploited to obtain unauthorised access through external interfaces.

3.2 [bookmark: 3.2_Protected_components][bookmark: _bookmark365]Protected components
The gambling system and business systems in the licence holder’s production environment shall be pro- tected against any attacks from unauthorised persons. Particularly components containing sensitive infor- mation concerning customers shall be protected. The definition of components and their relevance shall be seen in context with The Danish Gambling Authority’s Change Management Programme SCP.06.00.EN, sec- tion 3.3.3.

The licence holder can minimise the risk of unauthorised access by segmenting the internal networks in- cluding which sub-systems communicates sensitive information by public networks.

3.2.1 [bookmark: 3.2.1_Updating_software_and_hardware][bookmark: _bookmark366]Updating software and hardware
It is the licence holder’s responsibility, that the system components are updated to a degree that ensures the highest level of security possible and does not compromise the integrity of the systems. By doing so the risk of unauthorised access to sensitive information is minimised.

If an update is made to a significant component, which is part of the external interfaces at the licence holder or a supplier, it may be necessary to scan for vulnerabilities to ensure the integrity of the system. What is considered a “significant component” depends of the configuration of a given environment and cannot be predefined by the Danish Gambling Authority. What components are considered significant can be seen in connection with section 3.3.3 in the change management programme.

Guidance: The Danish Gambling Authority does not stipulate the requirements for, which type of vulnerabil- ity scan is completed in this situation. If a vulnerability scan, in this situation, is completed in compliance with the requirements in this document, it can be considered as a valid vulnerability scan and reported to the Danish Gambling Authority. The Danish Gambling Authority points out that vulnerability scans, which are reported to us, shall cover the ENTIRE gambling system and business system.


4 [bookmark: 4_Vulnerability_Scanning_process][bookmark: _bookmark367]Vulnerability Scanning process
The scanning, the reporting to the licence holder and the quality control etc. shall be in compliance with the requirements prescribed by PCI DSS.

4.1 [bookmark: 4.1_Type_of_vulnerability_scan][bookmark: _bookmark368]Type of vulnerability scan
With a maximum of 3 months interval the licence holder shall have completed a “PCI ASV vulnerability scan” scan of their gambling system and business systems. The vulnerability scan shall be performed by an Approved Scanning Vendor (ASV) cf. section 2.2.

Depending on the testing organisations delivery model the scan can be started by the licence holder.

Guidance: ‘Gambling system’ and ‘business system’ are defined in the general requirements and cover both frontend, backend, datawarehouse and games regardless of these are operated by the licence holder or a supplier.

4.2 [bookmark: 4.2_Assessment_of_vulnerabilities][bookmark: _bookmark369]Assessment of vulnerabilities
Testing organisation can use the National Vulnerability Database – Common Vulnerability Scoring System scale (NVD CVSS) or a similar scoring system of equal quality when evaluating whether the systems of the licence holder has an adequate level of security.

If any elements in the licence holders vulnerability scan scores 4 or higher on the NVD CVSS scale, the li- cence holder must remedy the uncovered vulnerabilities and get scanned again.

4.3 [bookmark: 4.3_Standard_report_and_plan_for_“not_pa][bookmark: _bookmark370]Standard report and plan for “not passed” vulnerability scans
In the standard report is must be stated whether the vulnerability scan is passed, passed with remediation or not passed.

‘Passed’ shall be used, when the vulnerability scan is completed without finding any vulnerabilities; this in- cludes suppliers.

‘Passed after remediation’ shall be used, when the vulnerability scan has uncovered vulnerabilities cf. sec- tion 4.2, which have been remediated and a following re-scan has shown, that the vulnerabilities ar no longer present; this includes suppliers.

‘Not passed’ shall be used, if there are vulnerabilities cf. section 4.2 in the licenceholder’s systems, which cannot be remediated before the deadline for submitting the the report to the Danish Gambling Authority; this includes suppliers. In this situation an annex containing a plan for remediating the identified

vulnerabilities and a description of compensating control measures, shall be submitted along with the standard report. The vulnerabilities shal be remediated before the next scan.

In practise a ‘not passed’ report cannot be accepted by the Danish Gambling Authority, without the annex containing a plan for remediation and a description of compensating controls.

If a complete vulnerability scan of the gambling system and business system is performed after remediation of vulnerabilities (re-scan), the date of the re-scan can be the point of reference for determining the dead- line for the next vulnerability scan.
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1 [bookmark: 1_Objectives_of_the_change_management_pr][bookmark: _bookmark372]Objectives of the change management programme
The change management programme ensures that all changes to the gambling system are conducted to this set of standards, hereby seeking an adequate quality for the implementation of changes. The pro- gramme ensures transparency in relation to changes to the gambling system and the decision process be- hind those changes.

1.1 [bookmark: 1.1_Scope_of_this_document][bookmark: _bookmark373]Scope of this document
This document contains the requirements specifying how testing organisations obtain accreditation for conducting audit and certification of the gambling system, business processes and business systems of the licence holder as well as instructions on how to conduct the certification. The requirements concerning ac- creditation of the testing organisation and certification of the licence holder can be found in section 2: “Fre- quency and testing organisations”.

The licence holder shall have a number of basic functions and procedures in place as the foundation for its change management programme. These functions and procedures are described in section 3 “Change Man- agement Framework”.

All changes to the gambling system shall be described, evaluated and approved before being implemented into the gambling system. This process is described in section 4 “Change Management Process”.

The licence holder shall be capable of creating a number of reports concerning the gambling system and these are described in section 5 “Reports from the component register and the change log”.

In certain situations the Danish Gambling Authority must be notified about a change or in some cases have to approve the change before implementation. These situations are described in section 6 “Prior approval of change from The Danish Gambling Authority”.

1.2 [bookmark: 1.2_Version][bookmark: _bookmark374]Version
The Danish Gambling Authority continuously revises the certification programme. The latest version and the version history are accessible at The Danish Gambling Authority’s website.

	Date
	Version
	Description

	2014.07.04
	1.0
	A new document structure than the previous version 1.3 alongside with a range of updates in different areas. A new version 1.0 is therefore published.
It is the intention to follow normal versioning for future changes.

	2015.12.21
	1.1
	Changes completed to implement requirements for lotteries in the certifica- tion programme.

	2020.01.01
	1.2
	Spillemyndigheden has removed the requirement saying the ATO’s accredita- tion must refer to a specific version cf. section 2.2.

	2023.01.01
	2.0
	Update of requirements for accredited testing organisations and staff. Requirement of quarterly reports have been removed.
Detailed description of situations, where the DGA needs to give a prior ap- proval of new and changed games have been removed.
Furthermore, general adjustments and specifications have been made.



When a new version of the certification programme is released, The Danish Gambling Authority will, if nec- essary, publish guidelines for a transition period and validity of already completed certifications.

It must be emphasised that only the Danish version is legally binding. The English version holds the status of guidance only.

1.3 [bookmark: 1.3_Applicability][bookmark: _bookmark375]Applicability
The Change Management Programme is applicable for offering of:

· Online betting
· Land based betting
· Online casino
· Lotteries (§ 6 in the gambling act), section 6.2 in this document is not applicable for lotteries

2 [bookmark: 2_Frequency_and_testing_organisations][bookmark: _bookmark376]Frequency and testing organisations
2.1 [bookmark: 2.1_Certification_frequency][bookmark: _bookmark377]Certification frequency
The licence holder is responsible to ensure to be certified in accordance with the requirements in this docu- ment with an interval of maximum of 12 months.

2.1.1 [bookmark: 2.1.1_Initial_certification][bookmark: _bookmark378]Initial certification
The licence holder must be certified before a licence to offer games can be issued, unless the Danish Gam- bling Authority has informed otherwise. See section 2.1.2 in the general requirements for further infor- mation.

2.1.2 [bookmark: 2.1.2_Renewed_certification][bookmark: _bookmark379]Renewed certification
The licence holder must, as a rule, have completed a new certification within 12 months of the latest certifi- cation. The standard report must reflect, when the certification has been renewed.

The standard report, which documents the renewed certification, must be in the Danish Gambling Author- ity´s possession no later than two months after the certification was done.

2.1.3 [bookmark: 2.1.3_Postponement_of_renewed_certificat][bookmark: _bookmark380]Postponement of renewed certification
The licence holder can choose to postpone the certification up to two months from the time where a new certification should have been completed. The new certification must be finalised no later than 14 months after the latest certification and the standard report must be submitted to the Danish Gambling Authority within the same deadline.

The Danish Gambling Authority must be notified before the certification is postponed.

The deadline for renewal of certification is shortened with the equally amount of time the former 12- month deadline has been postponed. Meaning that if you for instance make use of the maximum two months postponement, then the next certification is due 10 months later. The time for the next certifica- tion shall be reflected in the standard report.

The option to postpone the certification only applies to the licence holder. This means that the option does not apply to any suppliers the licence holder may have.

2.2 [bookmark: 2.2_Accredited_testing_organisations][bookmark: _bookmark381]Accredited testing organisations
To ensure that the necessary qualifications are in place during the certification the testing organisation and their staff shall fulfil the requirements in this section.

2.2.1 [bookmark: 2.2.1_Requirements_for_accredited_testin][bookmark: _bookmark382]Requirements for accredited testing organisations
Certification in accordance with the change management programme shall be conducted as an accredited certification by a certification body, who is accredited after ISO/IEC 17021-1 or ISO/IEC 17065 for certifica- tion referring to Spillemyndighedens Certification Programme SCP.06.00.DK by DANAK (the Danish Accredi- tation Fund) or a similar accreditation body, who is co-signer of EA’s (European co-operation for Accredita- tion) multilateral agreement with regard to certification of management systems or by certification bodies outside EA’s jurisdiction, who is co-signer of the relevant multilateral agreement on reciprocal recognition under IAF (International Accreditation Forum).

Documentation for fulfilment of the requirements shall be enclosed with the certification. Alternatively, a link to the accreditation can be provided in the certification report.

2.2.2 [bookmark: 2.2.2_Requirements_for_personnel_who_per][bookmark: _bookmark383]Requirements for personnel who performs the certification work
The certification work shall be carried out by staff with sufficient qualifications cf. section 6 in ISO/IEC 17021-1 or section 6 in ISO/IEC 17065, which means that the accredited testing organisation shall hire suffi- ciently qualified, competent, and experienced personnel.

2.2.3 [bookmark: 2.2.3_Requirements_for_personnel_who_sup][bookmark: _bookmark384]Requirements for personnel who supervise and attest the certification
Work done in relation to the certification shall be supervised and the certification report shall be attested by one or more persons who warrant(s) that the work has been carried out to professional standards.
These persons shall meet the following requirements:

a) have a relevant educational background or in other ways prove relevant qualifications,
b) have at least five years of professional experience in inspecting gambling systems and
c) be certified as:
· International Information Systems Security Certification Consortium (ISC)2 Certified Infor- mation Systems Security Professional (CISSP),
· Information Systems Audit and Control Association (ISACA) Certified Information Systems Auditor (CISA).

See section 2.2 in the general requirements for further information.


3 [bookmark: 3_Change_Management_Framework][bookmark: _bookmark385]Change Management Framework
This general framework for managing changes to the gambling system sets out the necessary foundation needed for the implementation of a change management programme. It requires the licence holder to:

· delegate responsibilities and authorities in relation to change management,
· create a formal change plan defining the structure for change management,
· identify and classify the components of the gambling system for the configuration management,
· record changes in a change log, and

· determine a configuration baseline for the gambling system in its entirety.
When classifying components, it may be relevant to consider the differences between the games and the game types as well as the different risks involved.

3.1 [bookmark: 3.1_Change_Management_Responsibility][bookmark: _bookmark386]Change Management Responsibility
3.1.1 [bookmark: 3.1.1_Change_Management_responsibilities][bookmark: _bookmark387]Change Management responsibilities of the licence holder
The licence holder is responsible for changes in its gambling system irrespective of whether such changes have been carried out by the licence holder or a third party on behalf of the licence holder.

The licence holder shall clarify and define responsibilities and authorities with regards to the implementa- tion and approval of the change process. If the gambling system changes are managed by one of the licence holder’s suppliers, the licence holder shall ensure that the supplier carries out equal procedures and that these procedures comply with the requirements of this document.

3.1.2 [bookmark: 3.1.2_Personnel_responsible_for_Change_M][bookmark: _bookmark388]Personnel responsible for Change Management
The licence holder shall appoint one or more people among its staff to take overall responsibility for system changes. The responsible personnel may be organised as a committee.

The responsible personnel shall possess sufficient proficiency and experience in change management and hold the necessary authority within the licence holder’s organisation to make decisions with regards to change management.

The responsible personnel shall involve other relevant staff members at the licence holder and/or at the relevant supplier(s) in the decision process in order to ensure changes of high quality.

Prior to the approval of a system change the responsible personnel shall confirm that:

· the proposed system change is consistent with Spillemyndigheden’s Certification Programme,
· the proposed system change is necessary,
· the proposed system change has been documented and categorised,
· the consequences of implementing the change does not compromise the integrity of the gambling system, and
· the process for the planned actions when implementing the system change in documentation, hardware and/or software is consistent with section 4 of this document.

This, along with who has been involved in the decision-making process, shall be recorded in the change log cf. section 3.4.

3.2 [bookmark: 3.2_Change_Management_Planning][bookmark: _bookmark389]Change Management Planning
The change management of the licence holder shall be documented in a change management plan which sets out the overall framework for managing system changes.
The change management plan of the licence holder shall:
· be documented,

· be approved by senior management,
· be subject to sufficient internal control,
· identify the configuration management procedure to be used cf. section 3.3,
· describe the responsibilities and authorities of the personnel in relation to changes to the gambling system and its components as well as ensure that the lifecycle of components is described,
· integrate with the change management plans any suppliers,
· establish the delegation of responsibilities between licence holder and any supplier, and
· refer to relevant procedures of the licence holder and any supplier whenever possible.
3.3 [bookmark: 3.3_Configuration_Management][bookmark: _bookmark390]Configuration Management
The licence holder shall use a degree of configuration management which creates an overview of the gam- bling system by identifying the individual components. When the components have been registered and classified in the component register cf. section 3.3.2 the configuration baseline is created cf. section 3.5 which ensures the possibility of identifying changes to the gambling system in future certifications.

The configuration management set out in this document is meant to supplement the existing configuration management used by the licence holder.

If the licence holder is not subjecting the gambling system to any configuration management then this doc- ument is to be considered the minimum requirements for configuration management.

3.3.1 [bookmark: 3.3.1_Structure_of_the_gambling_system_a][bookmark: _bookmark391]Structure of the gambling system and definition of components
The structure of the gambling system is comprised of the defined hardware and software components and the inter-relationships and -dependencies of the components.

The components shall be defined in the component register cf. section 3.3.2 based on whether their func- tional and physical characteristics can be managed separately.

The definition shall be based on:

· regulatory requirements,
· criticality in terms of risks to confidentiality, integrity, availability and accountability cf. section 3.3.3,
· new or modified technology, design or development, and
· interfaces with other components.
The objective of defining the components is to optimise the ability to control the development process of the gambling system. The definition of components shall be initiated as early as possible in the compo- nent’s lifecycle and be reviewed on a continuous basis during the development of the component.

3.3.2 [bookmark: 3.3.2_Registration_of_components_in_a_co][bookmark: _bookmark392]Registration of components in a component register
The licence holder and any suppliers shall register all defined components in a component register.

The licence holder and their suppliers are free to set the level of detail in the component register. If the level of detail is very low – e.g. if the gambling system is the only component – then any change to this component would require a very high degree of management and control. A high level of detail would

make it possible to scale the degree of management and control according to the significance of the indi- vidual component’s role in the gambling system.

The following information shall be registered on each component:

· the definition of the component,
· a unique identification number,
· version number,
· identifying characteristics,
· the owner responsible for changes to the component,
· classification in relation to confidentiality, integrity, availability and accountability cf. section 3.3.3,
· Checksum/Hash value for components classified as (substantial relevance), cf. section 3.3.3 and
· the geographic location if the component is a hardware component.
This information shall be the foundation on which the accredited testing organisation can inspect whether the component has changed compared to the configuration baseline cf. section 3.5.

3.3.3 [bookmark: 3.3.3_Classification_of_components][bookmark: _bookmark393]Classification of components
All defined components shall be classified against the following four criteria:

· Confidentiality; confidential information concerning the customer (e.g. identification and transac- tion information).
· Integrity; the integrity of the gambling system, it’s functionality and the information stored in the gambling system.
· Availability; the availability of information concerning the customer.
· Accountability; user activity (including customers, personnel and third parties) in relation to the component.

Each component shall be assigned a relevance code on the scale below based on the component’s role in achieving or ensuring each of the above criteria:

· 1; no relevance (the component can have no negative impact on the criteria),
· 2; some relevance (the component can have an impact on the criteria), and
· 3; substantial relevance (the criteria is related to or dependant on the component). The highest relevance code of the four criteria determines the classification of the component.
3.3.4 [bookmark: 3.3.4_Classification_of_hardware_compone][bookmark: _bookmark394]Classification of hardware components in virtual servers (cloud)
If the licence holder is using a virtual server environment, this may affect the classification as described in section 3.3.3 of these hardware components.

3.3.4.1 [bookmark: 3.3.4.1_Private_virtual_server_environme][bookmark: _bookmark395]Private virtual server environment
In situations where the licence holder is using a private server environment to support the gambling sys- tem, the supporting hardware shall have adequate redundancy and capacity, to ensure continuous perfor- mance of the system despite malfunction of individual hardware components, thus ensuring continuous

and uninterrupted performance of the gambling system until the error has been rectified. In this situation it is allowed to classify the hardware components with a lower relevance code, cf. section 3.3.3.

In situations where the combined physical hardware, supporting the virtualisation layer, does not have ade- quate redundancy and capacity to mitigate malfunction of individual hardware components, and thus can- not ensure continuous and uninterrupted performance of the gambling system until the error has been rec- tified, then the individual hardware components shall be classified with a higher relevance code, cf. section 3.3.3.

3.3.4.2 [bookmark: 3.3.4.2_Public_server_environment][bookmark: _bookmark396]Public server environment
In situations where a supplier is supporting the licence holder with a virtual server environment (cloud), hardware components in the server environment shall not be classified according to section 3.3.3, when the supplier is fulfilling the following conditions:

· The supplier must not be a part of the licence holder’s concern or in any way connected to the li- cence holder’s business
· Is certified according to ISO/IEC 27001
· The hardware supporting the virtual server environment, shall have adequate redundancy and ca- pacity, to ensure continuous performance of the system despite malfunction of individual hardware components, thus ensuring continuous and uninterrupted performance of the gambling system un- til the error has been rectified.

3.4 [bookmark: 3.4_Recording_changes_in_a_Change_Log][bookmark: _bookmark397]Recording changes in a Change Log
All changes to the gambling system shall be recorded and dated in a change log. The change log shall be the foundation on which the accredited testing organisation can inspect the changes done to each specific component compared to the configuration baseline cf. section 3.5.

3.5 [bookmark: 3.5_Configuration_baseline_of_the_Gambli][bookmark: _bookmark398]Configuration baseline of the Gambling System
The configuration baseline is established during the initial certification of the licence holder as the certified gambling system in its entirety.

The configuration baseline enables the accredited testing organisation to inspect all changes to the compo- nents in such a manner that upon the yearly re-certification a complete audit trail exists back to the initial configuration baseline.

As part of the yearly certification a new configuration baseline is established, and this will serve as the baseline for the changes during the following year.


4 [bookmark: 4_Change_Management_Process][bookmark: _bookmark399]Change Management Process
All system changes shall be controlled. The degree of control depends on the impact the change is expected to have on the gambling system.

The change management process shall be documented in the change log cf. section 3.4 and the documen- tation shall include:

· a description of the change,
· a classification of the change in terms of complexity, resources and scheduling,
· a justification for the change cf. section 4.1,
· an evaluation of the proposed change cf. section 4.2,
· a description of how the change shall be approved cf. section 4.3, and
· a description of how the change shall be implemented and verified cf. section 4.4.
4.1 [bookmark: 4.1_Justification_for_change][bookmark: _bookmark400]Justification for change
Prior to the formal approval of a change cf. section 3.1.2 the change proposal shall be substantiated and documented in the change log cf. section 3.4.

The change proposal shall include the following information:

· the component(s) and related documentation to be changed including the unique identification number, version number and status,
· a description of the proposed change,
· a listing of other components and related documentation that may be affected by the change,
· the personnel or supplier composing the change proposal as well as the date of the proposal,
· the reason for the change, and
· the category of the change.
The status of the change processing, the related decisions and dispositions shall be documented on an on- going basis.

4.2 [bookmark: 4.2_Evaluation_of_the_proposed_change][bookmark: _bookmark401]Evaluation of the proposed change
The change proposal shall be evaluated, and this shall be documented in the change log cf. section 3.4. The evaluation shall be conducted in accordance with the purpose of the Gambling Act and associated execu- tive orders. The risk assessment shall be based “ISO/IEC 31010 Risk management - Risk assessment tech- niques”.

The evaluation of the proposed change must include:

· the expected effect of the change,
· a description of the risk associated with the change,
· a description of the change’s effect on the licence holder’s regulatory compliance, and
· the impact of the change on the gambling system’s confidentiality, integrity, availability and ac- countability cf. section 3.3.3.

4.3 [bookmark: 4.3_Approval_of_change][bookmark: _bookmark402]Approval of change
A process shall be established that ensures all change proposals and associated evaluations of proposed changes, are presented for formal approval cf. section 3.1.2 and the final approval or dismissal of the change can take place.

All decisions on changes including relevant considerations shall be recorded in the change log cf. section 3.4.

4.3.1 [bookmark: 4.3.1_Approval_of_changes_recommended_by][bookmark: _bookmark403]Approval of changes recommended by a supplier
When a change in the gambling system of the licence holder is initiated on the basis of a recommendation from a supplier, the licence holder’s approval of the change can be based on the supplier’s change justifica- tion cf. section 4.1 and evaluation of proposed changes cf. section 4.2. The licence holder shall still make a separate evaluation of proposed changes describing how the change will impact the entire gambling sys- tem.

The time between the supplier recommendation and the implementation shall be justified in the change log cf. section 3.4. Documentation for the implementation of the supplier’s recommendation shall also be recorded in the change log.

4.3.2 [bookmark: 4.3.2_Dismissal_of_changes_recommended_b][bookmark: _bookmark404]Dismissal of changes recommended by a supplier
If a licence holder dismisses the implementation of a change recommended by a supplier it shall be justified in the change log cf. section 3.4.

The accredited testing organisation shall attest on each individual justification and dismissal of the sup- plier’s recommendations.

4.4 [bookmark: 4.4_Implementation_and_verification_of_c][bookmark: _bookmark405]Implementation and verification of change
This section applies to changes to components classified with relevance code 2 or 3 cf. section 3.3.3. Com- ponents classified with relevance code 1 have no relevance in relation to the criteria in section 3.3.3 and changes to these do not need approval from the accredited testing organisation.

After the implementation of a change the compliance with the approved change shall be verified. The veri- fication shall be recorded in the change log cf. section 3.4.

4.4.1 [bookmark: 4.4.1_Changes_to_components_classified_w][bookmark: _bookmark406]Changes to components classified with relevance code 3
The accredited testing organisation shall assess and approve the change evaluation cf. section 4.2 of the licence holder of all changes to the components of the gambling system classified with relevance code 3 (”significant relevance”) cf. section 3.3.3.

The accredited testing organisation shall certify all changes during or in direct continuation of the imple- mentation.

The accredited testing organisation can allow changes to occur without certification where the licence holder has an internal function dedicated to undertaking quality assurance of change management. This function shall be manned with appropriately skilled staff as well as being organisationally separated from the function implementing system changes.

If the certification is postponed the accredited testing organisation shall assess, approve and certify these changes every three months.

The option to postpone certification to the interval of three months is only available to licence holders. The option to postpone certification is not available to suppliers without an individual licence to offer gambling in Denmark.

4.4.2 [bookmark: 4.4.2_Changes_to_components_classified_w][bookmark: _bookmark407]Changes to components classified with relevance code 2
The accredited testing organisation shall assess and approve the change evaluation cf. section 4.2 of the licence holder of all changes to the components of the gambling system classified with relevance code 2 (”some relevance”) cf. section 3.3.3 and subject to Spillemyndigheden’s testing standards SCP.01.xx.EN.

The accredited testing organisation shall certify these changes every three months.

The accredited testing organisation shall assess and approve the change evaluation cf. section 4.2 of the licence holder of all changes to the components of the gambling system classified with relevance code 2 (”some relevance”) cf. section 3.3.3 and subject to Spillemyndigheden’s inspection standards SCP.02.xx.EN.

The accredited testing organisation shall certify these changes every twelve months.


5 [bookmark: 5_Reports_from_the_component_register_an][bookmark: _bookmark408]Reports from the component register and the change log
Upon request from The Danish Gambling Authority or the accredited testing organisation the licence holder shall be able to generate the following reports based on the information in the component register cf. sec- tion 3.3.2 and the change log cf. section 3.4:

· a report of all components including the registered information from the component register,
· a report of the change history of an individual component,
· a report of the geographical location of all hardware components, and
· a report of all verified changes cf. section 4.4. It shall be possible to generate this report for a lim- ited period of time e.g. 3 months, 6 months, 12 months etc.


6 [bookmark: 6_Prior_approval_of_change_from_The_Dani][bookmark: _bookmark409]Prior approval of change from The Danish Gambling Authority
The license holder is obligated to inform the Danish Gambling Authority instantly when a suspicion regard- ing an error arises or an error is identified at the license holder and/or at the license holder´s associate for example a gaming provider. This includes the situation, where an error occurs on a game, which the license holder provide; then the Danish Gambling Authority must be informed.

The license holder is obligated to inform the Danish Gambling Authority, when significant changes happen to the prerequisites upon which the license was granted. In some cases the Danish Gambling Authority must approve the change, before it can be implemented.

6.1 [bookmark: 6.1_Random_Number_Generator][bookmark: _bookmark410]Random Number Generator
The implementation of a new Random Number Generator (RNG) and changes to an existing RNG shall be notified with The Danish Gambling Authority five working days before the implementation or change is car- ried out.

6.2 [bookmark: 6.2_New_games_and_changes_in_the_existin][bookmark: _bookmark411]New games and changes in the existing offer of games
When implementing new games or making changes to the existing games, it can be necessary for the Dan- ish Gambling Authority to approve the new games or the changes to the existing ones. This among other to insure, that the reporting of data from those games are done correctly.

Information on when the license holder must inform the Danish Gambling Authority and seek approval can be found in “Technical requirements – online casino and betting” on The Danish Gambling Authoritys web- site.
