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Abstract 
 
Data about individuals and organisations are routinely collected across the Member States of Europe, 
through surveys, administrative and financial transactions. Yet access to these micro-data for 
research purposes, particularly across national borders, is often restricted for confidentiality or legal 
reasons. Despite the benefits that accrue to society from allowing comparative research to be 
undertaken using cross-national data sources (such as policy evaluation), researchers face significant 
barriers in making comparative analyses of data collected in more than one Member State. Legal 
restrictions on the dissemination and transfer of data, and the consequential cost of visiting the data 
within its country of origin, prohibit access. 
 We present a new initiative to build a European Remote Access Network, as part of the Data 
without Boundaries programme, which arguably represents one of the greatest efforts of recent years 
to allow researchers from across the European Union to access data collected in more than one 
country. 
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1.0 Introduction 
 
Data about individuals and organisations are collected throughout the Member States of Europe (by 
for example, National Statistics Institutes, Research Institutes) for a variety of purposes. These 
include the production of aggregate population and economic statistics, such as unemployment 
measures, but also for a number of administrative purposes too (for example, to calculate state-
provided benefits such as retirement or unemployment payments). Yet considerable demand also 
exists from the research community, for accessing such data for research purposes, for which micro-
data are required. 



 

 

Some data sources are readily available to researchers, often by internet download.  These 
data are heavily perturbed (for example removing variables, top-coding and aggregation) to protect 
the confidentiality of subjects within the data (for example, individuals and organisations). Access to 
detailed, confidential non-perturbed data have previously been restricted, due to the potential risk of 
identifying the subjects.  Indeed, access to such data within Member States has often been onerous, 
despite the considerable research-utility gain, and increased research potential) from accessing these 
more detailed data.  

In recent years, not only has access to confidential data improved within countries, but 
exciting developments are afoot in terms of international data access.  The Data without Boundaries 
project1, involving Data Archives, National Statistics Institutes and Universities from around the 
European Union, will soon publish recommendations for cross-border data access.  The Institute of 
Employment Research in Germany (IAB) has now established an access point at the University of 
Michigan enabling researchers in the US to access detailed confidential German micro-data (Bender 
and Heining 2011).  

Without such initiatives, access to cross-country detailed and confidential data will remain 
constrained, forcing researchers to visit (in person) a Research Data Centre2 (RDC(often referred to 
as a ‘secure enclave’, an RDC is a centre where researchers can access detailed confidential micro-
data, which are never removed from the RDC, but researchers can undertake statistical analyses of 
the data) within each country, pertaining to the data they require.  For example, a researcher wishing 
to compare the effects of trade unions on productivity in UK and Germany would need to visit the 
UK to access the UK data, and then visit Germany to access the German data. 
 In this paper, we shall outline the scope of the European Union Remote Access Network 
(EU-RAN), established by the Data without Borders project to provide a solution that enables access 
to detailed confidential data from around the EU, to researchers in their country of residence, thus 
eliminating the need for costly and time consuming travel. 
 
 
2. Assessing the demand for data collected throughout Europe 
 
In this section, we briefly summarise some of the reasons why access to data from more than one 
country is desirable, and consequently demanded from researchers.  Where data are collected by 
official agencies (e.g. Government, National Statistics Institutes) the quality-assurance processes 
embedded in data collection methods satisfy the demand from the research community for robust 
data.  In addition, data collected by these means usually provide large sample sizes (a particular 
feature of data collected through transaction and administrative processes such as taxation). 

But regardless of how the data are collected (whether by official agencies or Research 
Institutes/Universities), we cannot understate the desire of researchers to compare the different 
institutions, markets and policy implementations across the different Member States of the European 
Union, and how the outcomes of individuals and organisations differ with respect to these different 
environments. We believe that more comparative research would be undertaken more often if 
detailed micro-data from the different Member States were more easily available. In the current 
economic climate for example, comparing the effect of unemployment insurance on the employment 
outcomes of the UK and German workforces necessarily requires comparative labour market data 
from both countries. 

                                                        
1 For more information visit www.dwbproject.org 
2 often referred to as a ‘secure enclave’, an RDC is a centre where researchers can access detailed confidential micro-
data, which are never removed from the RDC, but researchers can undertake statistical analyses of the data. 



 

 

In addition, where small-scale survey data are collected by each Member State, researchers 
could capitalise on the larger sample sizes that may be obtained by pooling observations from 
different countries.  Data on business organisations that operate across the European Union, currently 
fragmented only by access but not necessarily by sampling frame3, could even be combined:  a 
researcher could, for example, potentially compare the productivity of UK and German 
manufacturing plants that belong to the same company (e.g. Siemens). 
 Finally, data collectors/producers can take advantage of a potentially free source of statistical 
validation and quality assurance: when researchers analyse data collected by throughout the Member 
States, they will easily spot sources of varying quality (particularly in terms of documentation, 
metadata, and often the robustness of the data themselves).  Data collectors/producers can exploit 
this knowledge to improve collection methods, and enhance the quality of aggregate statistics that 
they are duty-bound to produce. 
 For these reasons, access to sources of detailed confidential micro-data collected throughout 
the European Union is a prize highly sought after.  The potential for pan-European research, and the 
implications to test an array of public policies, is enormous. 
 
 
3. Distributing Access to Data, not Data 
 
Before the advent of secure network technology (providing secure access as we describe below) data 
could only be transferred to the researcher.  Yet one of the major barriers to accessing detailed 
micro-data throughout the EU is the legal imposition that data cannot be transferred among Member 
States. Researchers are therefore forced to travel to the destination country where the data reside.  
However, researchers have many demands on their time.  Even without departmental and teaching 
duties, family commitments couple and the expense of travelling, dissuade all but the most 
determined (and most well-funded) researcher from accessing data from other Member States. 
 A similar situation confronts researchers even within their own country – access to the most 
detailed data may only be accessible by travelling to an onsite RDC (for example, a ‘safe centre’ 
consisting of a lockable room where researchers can undertake their research).  Even within small 
countries such as the UK, such travelling places a burden of constraint on the researcher. 
 However, recent advances in secure network technology have the potential to ease this 
problem considerably.  Two methods of access now provide much better access to detailed micro-
data.  These are known as ‘Remote Execution’ and ‘Remote Access’.  The former involves the use of 
‘remote job submission’, whereby a researcher may prepare statistical programming syntax and send 
to the centre where the data are kept (which may or may not be the data collector/producer).  Staff at 
the centre then execute the syntax using the micro-data, and results are sent to the researcher, 
providing they pass a statistical disclosure control check to ensure the results cannot reveal the 
identity of any of the data subjects. 
 ‘Remote Access’ on the other hand, employs secure Virtual Private Network (VPN) 
technology to provide direct access to the data to the researcher from their own institution office (or 
home). While data are stored on a secure server at the RDC (and never leave), researchers use the 
VPN technology to securely log into the server, where they can see an ‘image’ of the data with 
which to work.  All statistical analyses are performed on the server, and when the researcher is 
ready, results will be returned to the researcher (subject to passing a statistical disclosure control 
check).  The VPN essentially provides an encrypted ‘tunnel’ by which the researcher accesses the 

                                                        
3 Eurostat regulations ensure that data about business organisations are consistently collected throughout the 
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secure server.  Any security break that occurs within this tunnel immediately results in a ‘scrambled’ 
set of images that are impossible for an intruder to piece together again.  
 In the UK, a remote access solution is provided to researchers by the UK Data Archive.  
Known as the Secure Data Service it currently provides access to detailed and confidential economic 
and social micro-data to some three hundred researchers across the UK.  And as previously 
mentioned, the IAB in Germany provides access to German data to American researchers.  Remote 
access solutions such as these prove that it is possible, with collaborative efforts of the countries 
involved, to overcome the legal barriers of moving data. 
 
 
4. Principles for Access to European Data 
 
Since we cannot anticipate future changes to the technological and legal environments, we advocate 
that European data access is founded upon a set of principles (following Ritchie 2005), which are 
designed to satisfy data collectors/producers and the researchers who wish to access the micro-data.  
Providing these principles are met, future technological solutions can be implemented, in whatever 
form they take (which may differ to the solutions we propose below).  We set out these principles as 
follows: 
 

1. Access must be distributed (it may not be possible or desirable to physically move data 
between Member States.  But providing access is still possible, this should not matter). 

2. Access should come from a single point (researchers should be able to access all available 
data from a single point, rather than accessing multiple sources of data from multiple points 
which is time consuming and costly) 

3. Access must be secure (the connection between the researchers accessing the data, and the 
location of the data, should be secure). 

4. Access must be compatible (the access infrastructure that researchers are provided with 
should be compatible with technological systems used by researchers and data providers 
alike). 

5. Researchers must be able to work collaboratively 
 
We feel strongly that the last principle should be met, for we envisage that researchers from different 
Member States will work together on the same research project. 
 
 
5. European Remote Access Network (EU-RAN) 
 
As well as the examples of the UK Data Service and IAB in Germany, there exist RDCs that provide 
access to detailed confidential micro-data in the Netherlands, France, Sweden and Denmark, to name 
but a few Member States4. 

The Data without Boundaries (DwB) project announced work to create a European Remote 
Access Network (EU-RAN). The aim of EU-RAN is to allow researchers based in one Member State 
to access detailed confidential data from other Member States, without the need to travel to those 
Member States.  This section provides more information about how EU-RAN will work, and broadly 
describes its key features. 

                                                        
4 See also Data without Boundaries deliverable 4.1: Report on the state of the art of current SC in Europe. 

http://www.dwbproject.org/about/public_deliveraples/d4_1_current_sc_in_europe_report_full.pdf 



 

 

As the name suggests, EU-RAN will be based upon Remote Access.  This decision may be 
explained by the disadvantages of Remote Execution: a large staff is required to execute the 
statistical programming syntax submitted by the researcher; provision of assistance to researchers in 
the event that statistical programming syntax does not execute; and the costly preparation of 
synthetic or ‘fake’ data to enable the researcher to accurately programme their syntax.  Remote 
Access, by contrast, simply requires that a researcher can install the required VPN software on their 
computer. This enables them to access the data via VPN and undertake their analysis on the server. 

In addition to improved access to detailed data from different Member States, benefits of the 
network also include the harmonization of metadata production and support for researchers (such as 
providing information about how to apply for access and documentation about the data 
themselves).  These are useful but necessary by-products of a European access network, for it is far 
from ideal to harmonize access and not the supportive functions that enhance access for the 
researcher. 

Many of the Member States already have at least one RDC providing access to detailed 
confidential data.  The EU-RAN can build on this existing infrastructure.  When a researcher visits 
their local RDC they would be presented by a choice of data from different Member States. This 
architecture is illustrated in Figure 1 below: 
 

FIGURE 1 HERE 
 
Suppose we have three Member States (data providers A, B and C).  The data would always remain 
within the Member States, to comply with legal requirements.  A researcher, in principle, located 
anywhere within the European Union, would be able to access the data by a number of methods.  In 
the figure above, these are specifically from a Safe Centre, from their Institution, or even from 
anywhere (in Denmark, for example, there is no restriction as to the location of where the researcher 
accesses data). We now describe the key components of EU-RAN, which are illustrated in Figure 1. 
 
Access Points for Distribution 
 
From a technical perspective, working with data from many sources across the EU remotely is only 
limited by the possibility of using a device that provides access to a network, usually the internet.  
However, access nodes (the physical location where a researcher may access data), are often more 
narrowly defined by legal restrictions and the enforcement of data protection principles according to 
one or more Member State.  For example, in the UK, statistical legislation prohibits access to data 
only for government staff and ‘Approved Researchers’ (a legal entity created which describes some 
trustworthy person who has been approved to access data collected under the legislation).  Therefore, 
one cannot access such detailed data using a laptop in a café where many non-approved individuals 
are located close by (although this is a possibility when accessing Danish data). The access nodes for 
the EU-RAN must be agreed by participating Member States.  In time, it might be possible for more 
broader definitions of an access node to apply – such as in the case of Denmark. 
 To begin with, access nodes for the purpose of the EU-RAN have been narrowly defined as 
an onsite room located within the premises of an RDC.  This is a special secured room, known as a 
‘Safe Centre’.  These facilities can best be characterised as rooms with robust physical and technical 
security (for example, access is restricted to registered users who have been granted swipe-card 
access to the room, use of video surveillance to monitor researchers, and the use of so-called ‘thin-
clients’ (computer terminals that cannot connect to anything other than the server containing the 
data).  
 The principle here is that access is now distributed, the data only remain in the country from 
where they are collected, but the researcher can access data from all Member States from their home 
country, rather than travelling to each country.  This is essentially an exercise in minimising the 



 

 

movement of the data, while maximising access to the data, subject to legal, organisational and 
technical constraints.  The EU-RAN solves this problem for the given set of constraints until further 
agreement among Member States is such that access can be distributed further.  We hope that the 
future access landscape will be more flexible, ‘disaggregating’ access to the point where researchers 
can access the data from a location convenient to them. 
 
Single Point of Access 
 
A major design aspect of EU-RAN is that researchers should be able to access the detailed European 
data through a single point (an access point). A researcher can be provided with a single computing 
account, which after logging into, provides them with access to detailed micro-data from each 
Member State.  They do not require multiple computer accounts to access the different sources of 
micro-data. This is one of the principles of European data access, and is established here because the 
researcher may wish to undertake: 
 

• comparative analysis using sources of the same data from different Member States 
• where permitted, combining data from different sources of data 

 
Whether the principle of single access is achieved via a Safe Room or a more distributed access 
method (e.g. from the researcher’s own institution), is not important. However, the single point of 
access must authenticate the researcher, and provide a functional and familiar computing 
environment with which the researcher can undertake their analyses.  The design of the single access 
point may be based at first on a web portal – but as technology evolves, this may change, fulfilling 
access through a single point. 
 
Secure Connection  
 
A third principle of establishing an EU-RAN is that the connection to the data must be secure.  As 
above, it would be wise to take account of evolving technologies.  But the connection must be secure 
while the data are deemed confidential. 

Implementing this in practice can be achieved by using encryption techniques and secure 
Virtual Private Network (VPN) technology.  This essentially provides a secure encrypted connection 
between the user (at the access node) and the computer server which stores the data.  Such 
technology is widely used by the banking and military sectors which rely on confidential up-to-the-
second data. 

In addition to meeting the secure connection principle, a compatibility principle must ensue, 
whereby the connection interface (the point at which a researcher logs into an account) is compatible 
with all suppliers of the data and users of the data:  otherwise it will be impossible to join up the 
network with the various data suppliers, and researchers themselves will not be able to use the 
interface.  If further distribution of access were allowed at the users’ institution level (e.g. 
university), then the interface must also be compatible. 
 
Data Storage 
 
The extent to which data can be stored outside of the Member State in which they are collected 
depends upon national legislation.  Typically, national legislation prevents the distribution of 
confidential data outside of national boundaries.  Our final principle therefore is that data do not 
travel.  But this is not necessary:  modern technology allows access to data without the need for data 
to be physically moved. Data can be accessed using existing storage facilities that are currently 
provided by the RDCs of the Member States.  Using the model of a single point of access, the 



 

 

researcher simply authenticates themselves when logging into through their access point, and will 
securely access storage facilities at the various RDCs of the Member States. 
 
Micro-data Computation Centre 
 
The EU-RAN provides access to the data storage systems of different RDCs, where researchers can 
save their work. The network can be complemented by an extra facility: the Microdata Computation 
Centre (MiCoCe). As an add-on to the network it offers further options for transnational comparative 
research. It provides storage space, statistical software and above all computational power in order to 
bring together data from different countries for comparative analyses in a secure IT environment. 

The centre could be located at a given computation centre in Europe, or might take the form 
of a new computation centre.  It could even be a ‘cloud’-based solution that is connected to the EU-
RAN.  
 Although infrastructure already exists (i.e. the existing RDCs throughout the Member States), 
there are advantages that MiCoCe bring to the EU-RAN.  First, as mentioned previously, data cannot 
be transferred from one Member State to another.  So a researcher who accesses data from, for 
example, two different Member States, and needs to save their work, requires a location independent 
of the two Member States.  The MiCoCe can deliver this location.  This is particularly important for 
comparative analysis:  data will need to be accessed from more than one Member State, in order to 
compare outcomes or pool data (see Section 2 above).  A location to save this work, independent of 
the Member States, is desirable to satisfy the constraint that data cannot cross national boundaries. 
Considering future technical developments, MiCoCe could be the basis for computations that do not 
need the dataset to be transferred physically. With this technology, only small parts of the data are 
moved into the working memory of MiCoCe, and are deleted immediately afterwards, again 
satisfying current legal restrictions regarding the movement of data across national boundaries5. 

Furthermore, the MiCoCe could also function as a storage and computation centre for new 
RDCs that do not want to invest or do not have the resources to build the whole infrastructure by 
themselves. If legally possible these RDCs can use the capabilities of MiCoCe. 
 
Virtual Research Environment  
 
We understand that access to data by itself is not a means to an end, and that in order for researchers 
to undertake scientific enquiries of the data, they require tools in which to do so.  These are 
encompassed within a ‘Virtual Research Environment’: a workspace provided to each researcher 
who accesses the EU-RAN. 
 A basic requirement is a workspace which includes analytical software and applications to 
generate, prepare and present results.  However, we believe that a EU-RAN must be built with 
collaboration in mind:  we anticipate that researchers from different Member States will work 
together on projects. A ‘collaboratory’ must be available, similar to that which will be available in 
the Secure Data Service, which allows researchers working on the same project to securely share and 
discuss results. IAB is also involved in project developing such an environment.6 This again is 
subject to evolving technology.  At a basic level, a shared project area, accessible only by a group of 
researchers working on the same project, should be available.  But more advanced solutions, 
including instant messaging to allow real-time communication between researchers, would aid 
research productivity and are therefore highly desirable. 

                                                        
5 Such developments emerge from the area of Grid-Computing. 
6 For more information see: http://www.soeb.de/en/soeb-3-virtual/conceptual-phase/ 



 

 

 The availability of tools such as MethodBox7, allowing researchers to access documentation 
and metadata pertaining to data sources, and the ability to comment and discuss data issues, would 
also prove invaluable resources.  Not only would this foster understanding of the data, but the data 
producers can view community discussions about their data with a view to improving data collection 
and preparation methods for the future.  In addition, the burden of research support for the data 
producers and RDCs will surely be minimised if researchers can support each other through online 
forums, for example. 
 This provides but a flavour of the Virtual Research Environment.  As technology develops, 
future devices for enhancing the working and support environment ought to be provided (indeed it is 
likely that researchers will drive the demand for collaborative tools). 
 
Information Platform 
 
Building a data infrastructure network such as EU-RAN must be complemented with dedicated 
support.  By this, we mean the user support functions that researchers can avail themselves of.  These 
support functions provide help to users for:  accreditation (applying to access the data, including 
support for finding and selecting appropriate data sources and completing relevant application 
documentation); and support while analysing the data (including the production and promotion of 
documentation and metadata).  These support functions constitute the ‘Information Platform’, and is 
likely to be the first point-of-contact a researcher will have with the network.  This is also an 
opportunity for the Member States to harmonize these support activities, which are currently 
undertaken differently by the Member States.  Researchers should receive access to the same 
information and support, regardless of the Member State where they are based.8 
 
 
7. Developing EU-RAN 
 
To demonstrate how the EU-RAN could be established, three RDCs delivered by the CASD 
(France), IAB (Germany) and UK Data Service, have begun a project to provide access to each 
others’ detailed, confidential data.  This will begin with the installation of thin-client terminals in the 
Safe Centres of each RDC.  Each thin-client will provide direct remote and secure access, using the 
VPN technology described previously, to each RDCs’ collection of detailed data.  For example, a 
thin-client installed in the UK Data Service Safe Centre, can be used by researchers based in the UK, 
to access data available from the IAB.  This will be a pilot project, which can be developed into the 
full EU-RAN that we have described above.  The pilot will provide pragmatic solutions to many of 
the technical, legal and organisational issues which will surely need to be addressed as the EU-RAN 
begins to emerge.   
 Although the pilot will be established by these three particular Member States, feedback on 
development and progress of this pilot will be shared and discussed with other Data without 
Boundaries participants and external experts. The network will therefore evolve with successive 

                                                        
7 MethodBox has been developed by staff at the University of Manchester to provide a one-stop data support 

solution for researchers, who can access documentation and metadata relating to the data they are using for 

research.  In addition, researchers can post messages about the data, which can be answered by data producers or 

other researchers.  More information is available at www.methodbox.org 
8 A platform like that is described in Data without Boundaries deliverable 5.1: Report on concept for and 

components of European Service Centre for official statistics. 

http://www.dwbproject.org/export/sites/default/about/public_deliveraples/d5_1_european_service_centre_rep

ort.pdf 



 

 

iterations: that will improve the concept. The final iteration will provide evidence for further 
development of the EU-RAN from the pilot. 

Thus far, our overview of the development of the EU-RAN has focused on information 
technology. At this point, some digression is required because we recognise that, for an access 
network which relies on security, dependence on technology alone is not sufficient. As Desai and 
Ritchie (2009) point out, if researchers are treated as a risk by data producers and/or data providers, 
researchers have little incentive to consider themselves as responsible for the security of the data for 
which they are accessing.  Achieving ‘buy-in’ from the researchers accessing the network will 
therefore be crucial, not just in terms of establishing an effective easy-to-use network, but also for 
achieving data security.  Part of the role of the EU-RAN will be to foster such engagement by 
actively managing researchers to achieve the involvement of the community of researchers in 
protecting the confidentiality of the data. 
 
 
8. Conclusion and Outlook 
 
This paper has summarised the advantages that a more integrated network of access to detailed and 
confidential data can bring about.  We have presented a technological solution, supported by 
principles of European micro-data access to ensure that collectors of data and researchers who 
analyse the data are equally satisfied.  Technological solutions will evolve in the future:  but the 
underlying principles required for secure and collaborative access can be met by an array of 
solutions.   
 The Data without Boundaries project consists of many projects, of which the EU-RAN 
development is only one.  Other hard work, including an examination of legal issues, statistical 
disclosure control of results, and training of researchers, to name but a few, has also been undertaken 
by National Institutes and Data Archives throughout Europe, and will directly contribute to the future 
development of the EU-RAN. 
 As a result of this project, we anticipate that the landscape for accessing detailed European 
data will soon be very different, to the advantage of the research community, and to society which 
benefits from the comparative research that can be undertaken using data collected throughout 
Europe. 
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