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INTRODUCTION 

 
In 2006 the Eurostat funded CENEX project on SDC brought together several leading NSIs in 
Europe to cooperate in the field of Statistical Disclosure Control. Due to the small groups of 
methodologists working in this field in different NSIs collaborative projects such as the 
CENEX and the 4th framework project CASC have been very successful, moving forwards 
work in this area in a coordinated way.  
This ESSNet proposal will see a continuation of this cooperation. The focus of this project 
will be on the promotion of the results achieved so far rather than the development of new 
technologies. A key aim of the project will be to make SDC tools more easily applicable and 
to assist NSIs by raising the level of knowledge and skills to a higher level. This will be 
achieved by extending the CENEX-handbook on SDC, extending the tools with respect to 
practical usability and training the countries who have not yet achieved a reasonable level in 
this field. A recent promising development of Remote Access raises the need for guidelines 
for output checking, this issue will be addressed. In addition some open research-questions 
will be tackled. 
 

DESCRIPTION OF THE TASKS FOR THE ESSNET-SDC. 

Task 1: Dissemination of CENEX results 

1.a Extending the handbook 

The CENEX project produced a first version of an SDC handbook. It was foreseen that the 
final handbook would not be achieved within the one year project. The aim of this task will be 
to develop the handbook further to achieve a more final version.  
The work for this task will be divided into two sub-tasks.  
1.a.1.: Consultation of NSIs.  
1.a.2.: Improve the handbook with more examples and recommendations 
 

1.a.1. Consultation of NSIs. 

One partner (NL) will coordinate this consultation. We foresee that we will ask several NSIs 
for their general opinion of the handbook and in addition we will ask a selected group of NSIs 
(partners in the ESSNet) to study the handbook in more depth and provide us with their 
findings. We will devote the first project meeting in May/June 2008 to discuss the results of 



 
 
this consultation. This work and the meeting will lead us to an (internal) report with 
recommendations for improvements.  
Based on these conclusions we will then improve the handbook. 
In year 2 of the project we will again ask the testers their opinions of the improved handbook. 
After that test-round we will have input for completing the last version of the handbook in this 
project. 
Partners: (NL, SE, PT, SI, BG, HU, RO, LU, NO).  
The Czech office showed serious interest in this project and will contribute, but will not 
become a partner. The Lux. NSI (STATEC) can only contribute to this topic in year 2. 
Deliverables: Test reports by the testing countries after 4 months in year 1 and also after 4 
months in year 2 
 
1.a.2. Enhance the handbook: Examples and recommendations 

In the field of Statistical Disclosure Control it is not always easy to give straightforward 
advice to non-expert users. A good SDC-plan for a specify survey or publication always 
requires more expert knowledge. Therefore it is not always easy to give a simple recipe 
without knowing the specific local situation. E.g. when protecting a survey data set external 
factors like whether a register is available should be taken into account. Simple rules can only 
be given for certain situations. Nevertheless we will do our best to include recommendations 
where appropriate and more examples and case studies to make the handbook more relevant. 
The recent developments with respect to the EU-aggregates problems will be included in the 
handbook. 
The reports produced in subtask 1.a.1 will guide us to improve and extend the handbook. 
The aim at the end of the ESSnet project will be that a more stable version of the handbook 
will be ready. We are reasonably confident that a publisher can be found to print an ESSNet 
SDC handbook. Some funds to facilitate this process will be allocated in the budget. 
Partners: (NL, UK, IT, DE, SW, URV) 
Deliverables: An intermediate version of the handbook after year 1 and a final ESSNet 
version of the handbook at the end of year 2. 
 

1.b. Follow up of the CENEX inventory 

1.b.1. Addressing the needs of less experienced countries 

This smaller task will involve a detailed study of the inventory results in order to draw 
preliminary conclusions. In addition a few countries identified as in need of support will be 
contacted and the results of those consultations will inform for other parts of this project. 
Invitations to the courses, visits and/or changes to the software could be a result of the actions 
here. 
A help-desk function will be available on the website. Together with the FAQ, this will help 
the less experienced countries. 
Partners: (NL, DE) 
Deliverable: A report of these activities will be produced in year 1 
 
1.b.2. Tailored courses and follow up visits. 

A continuous effort of training in the SDC field for NSI staff is essential. The basis of a good 
standard of SDC-work across the NSIs is a good understanding of the fundamental issues and 
a good knowledge of the tools available. It is too risky to give these tools to non-experienced 
users. We already have a tradition of SDC-courses, a successful training event was held in 



 
 
Budapest as part of the CENEX project. However bringing together 25 participants from 
almost an equal number of member states leads to very isolated people with some SDC-
knowledge. We will try to improve on this approach by organising courses for a selected 
group of countries. In the ESSNet we will offer a course/workshop for 4 or 5 countries. Each 
country will be allowed to send 4 or 5 participants. Part of these training sessions will be a 
course along the lines of the CENEX course, but also we will allocate time to a practical 
training session when the participants will use their own datasets and have the opportunity to 
use the software on their own data. The general setup of these training sessions will be a two-
day session on micro data followed by a two day session on tabular data. The larger part of 
the second days will be devoted to practical work on the participant’s datasets and tables. By 
extending the course to 4 days and training 4/5 participants per country we expect to achieve a 
greater impact. We plan one training event per year during this ESSNet. 
The selection of the countries is still open, but the inventory will be a basis for the selection. 
For the time being our ideas are one course in the Balkan region (e.g. Bulgaria, Romania, 
Slovakia, Greece, Hungary, Slovenia) and one more Baltic (e.g. Estonia, Latvia , Lithuania, 
Poland, Czech Republic ….). The final location will be decided later, depending on the 
interest manifested by the countries to host such a training. The locations will be in one of the 
participating countries. 
Follow-up visits might look promising, but it is a great burden on the shoulders of the small 
European group of SDC-specialists. If needed such a visit could be made, but alternatively it 
could be more effective the other way round, with the countries visiting the ESSNet members.  
Alternatively a help-desk might solve many problems. Some time has been allocated for this. 
Partners: NL, IT, DE 
Deliverables: SDC-courses one in each year. If needed SDC-trainees from countries will be 
received in our offices and two visits (one each year) by Istat will be made to promote the 
Italian risk approach. 
 

Task 2: Making SDC-tools better usable by NSIs 

2.a. Widening the scope of input and output data formats 

Although it is not a specific SDC-task of the ARGUS-software, the usability of the software 
can be improved by widening the data formats supported by ARGUS. For µ-ARGUS a 
moderate step forwards has already been made by including the option of directly protecting 
SPSS system files. By studying the answers to the CENEX-inventory we will conclude which 
options are most important. SAS, Stata, SQL… We will start to widen the scope of formats 
supported by ARGUS. Also the problems with different alphabets (Cyrillic) will be studied. 
Partners (NL, DE, UK, IT) 
Deliverables: Improved versions of µ-ARGUS and τ-ARGUS with extended I/O facilities. 
New versions of the software are foreseen at the end of each year. 
 
2.b. Addressing problems concerning with the IT-infrastructure 

In the CENEX-inventory some countries reported that the IT infrastructure caused problems 
for using ARGUS. We will follow up with some of those countries by clarifying and reporting 
on these issues. Following this report we will decide whether or not it is possible to adapt the 
software or propose solutions to be realised in another project. 
In this sub-task we will also allocate some work to partners for the testing of ARGUS. A by-
product of these testing activities the countries involved will get a better understanding of the 
software. 



 
 
This work will lead to changes and new features in ARGUS. The will eb documented in the 
revised manuals and summarised in a report.  
Partners (NL, DE, SI, SE, PT, HU, BG, RO, LU, NO) 
 
Deliverables: Test reports and improvements to ARGUS 
 

2.c. Sustainability 

With the growing use of ARGUS there is a greater need to look at the future. At the moment 
the software relies heavily on one or two developers at Statistics Netherlands. For the 
immediate future this can work, but it is time to think a bit further ahead. Also changing 
infrastructures and operating systems will require measures to safeguard the future of 
ARGUS. 
Several NSIs are moving towards R and open source. 
We will produce a report describing the best way to move forward to ensure the sustainability 
of the future of ARGUS. This report should include suggestions for a board controlling the 
future developments of ARGUS. Also the helpdesk function will be addressed in this report  
Partners (CBS, DE, AT, URV, IT) 
Deliverable: Report in year 2 
 

Task 3: Output checking 

3.a. Guidelines 

The success of our OnSite/Datalab facilities and the Remote Execution/Remote Access has a 
price. Researchers very much appreciate the enhanced facilities to have access to sensitive 
micro data enabling them to perform all kinds of analysis. The price for the NSIs however is 
that all output generated in these facilities has to be checked; otherwise the NSIs face serious 
confidentiality problems. The expanding use of these facilities makes this burden even 
heavier.  
At present limited guidelines for output checking are available although a few first steps have 
been made. The aim of this task will be to develop a framework/guidelines for such output 
checking. 
In order to facilitate the communications in this group, we plan two meetings one each year, 
to discuss the guidelines, and also to consider potential usability of new emerging methods as 
of 3.b. 
 
Deliverables: We will write an intermediate report after one year and a more final version at 
the end of the project. Ideally this could then be incorporated in the handbook. 
Partners: UK, NL, DE, IT.  
 
3.b. Automatic output checking  

 A quicker and cheaper alternative to output checking would be to provide the researchers 
with safe output generated automatically. This can be achieved by a slight perturbation to the 
output. Methodology for how to compute suitable perturbation has been developed at Destatis 
(c.f. Heitzig, 2005). So far, this methodology has been implemented prototypically as a set of 
macros for the commercial software SAS. Within this project we will develop and publish a 
free, productive version of the method, implemented prototypically as a package for the freely 
available R environment for statistical computing. The package will be licensed under the 



 
 
GNU Public License and will be able to produce safe results of the most important uni- and 
bivariate analysis methods. 
We will write an intermediate report after one year and provide the software along with 
suitable documentation at the end of the project.  
Partners: NL, DE.  
Deliverables: Interim report after year1 and final report at the end of year2 with a documented 
version of the software.  
References: 
Heitzig, J., 2005: The “Jackknife” Method: Confidentiality Protection for Complex Statistical 
Analyses. Invited paper, Joint UNECE/Eurostat work session on statistical data 
confidentiality (Geneva, Switzerland, 9–11 November 2005). 
URL:http://www.unece.org/stats/documents/ece/ces/ge.46/2005/wp.39.e.pdf. 
 
Task 4: Communication; Web and FAQ 

Communication of the results of the work of the ESSNet is essential. A website is an obvious 
tool for such communication. We foresee to integrate the CASC and CENEX websites and 
extend it with the results of the ESSNet. Maintaining different web-sites per project is not 
very useful. 
The new website will continue to be the platform for the dissemination of the ARGUS 
software and all the relevant reports produced on SDC. 
The possibility of setting up a discussion forum will be considered. The new website will also 
contain a FAQ page. 
Partners (NL, URV) 
 
Deliverables: Updates of the website 
 

Task 5: Improvement of software for micro data 

5.a. Big surveys 

5.a(1) Standardised anonymisation of microdata sets 
 
This task relates to both, 2.a. and 2.b. The idea is that the creation of anonymised micro data 
files for researchers should be integrated into the standardised process of the production of 
statistics in the future. Particularly in the case of annual surveys where such a standardisation 
would mean considerable advantages for the data producers and the research community. 
We will test µ ARGUS in order to establish whether it can be used as an instrument for the 
standardised anonymisation of big microdata sets and to eventually identify problems w.r.t. 
the integration of the software into the production infrastructure. This question will be 
investigated using the example of the German microcensus which is a 1% sample of the 
German population (e.g. 1.2 million records). 
Partners (DE) 
Deliverables: A list of proposals for improvements to the software. 
 
5.a. (2) Blocking methods 
 
Some SDC methods for microdata protection are increasingly time consuming when very 
large surveys have to be protected. Some SDC microdata methods take linear time, while 
others (like microaggregation or optimal recoding) take time quadratic or, more generally, 



 
 
superlinear in the data set size. Also, disclosure risk assessment for microdata is often 
superlinear (e.g. record linkage is quadratic).  
Blocking is a popular approach to applying superlinear methods to large microdata sets. The 
idea is to split large data sets into smaller pieces (blocks) of manageable size that can be 
separately treated in a reasonable time. Blocking should be done in such a way that its impact 
on data utility is as small as possible.  
Usual blocking procedures involve selecting a number of variables in the data set, called 
blocking variables. Then records are sorted by the blocking variables and the sorted data set is 
divided as many times as needed to obtain manageable subsets. Normally, a block is defined 
as a subset of records sharing a particular combination of values of the blocking variables. 
Building blocks from blocking variables has several drawbacks: 

 The choice of blocking variables may not be obvious; 

 Blocks obtained in this way may fail to adapt to the distribution of data (very 
heterogeneous blocks); 

 The size of some blocks may be too small or too big for some purposes. 

 
Some blocking approaches based on clustering theory have been proposed in the literature 
(Cohen and Richman, 2002; McCallum et al., 2000) mainly designed for use with record 
linkage. They aim at obtaining blocks that are more similar to the natural clusters present in 
the data. We plan to use this type of blocking via clustering and, more specifically, via 2^d 
trees. Solanas et al. (2006) were able to show that 2^d trees could be used to get very 
homogeneous blocks and thus reduce information loss caused by blocking. 
Partners (URV, CBS, DE). URV for the report, NL for the implementation in ARGUS and 
DE for the testing 
 
Deliverables: We will produce a report in the first year and an implementation of a cluster-
based blocking mechanism in the second year. 
 
References: 
W. Cohen and J. Richman (2002), “Learning to match and cluster high-dimensional data sets 
for data integration”, in ACM SIGKDD'2002. 
A. McCallum, K. Nigam and L. Ungar (2000), “Efficient clustering of high-dimensional data 
sets with application to reference matching”, in ACM SIGKDD'2000, pp. 169-178.  
A. Solanas, A. Martínez-Ballesté, J. M. Mateo-Sanz and J. Domingo-Ferrer (2006), “A 2^d-
tree-based blocking method for microaggregating very large data sets”, in Proceedings of 
ARES/DAWAM 2006, IEEE Computer Society, pp. 922-928. 
 

5.b. Alternative risk models or Microdata dissemination strategies. 

Microdata users are very diverse and an efficient data dissemination strategy should take full 
account of this heterogeneity as has already been made clear in the literature. The distinction 
between Public Use Files and Microdata Files for Research starts from different scenarios, 
different risk models, possibly different masking procedures and different data utility / 
information loss requirements.  
For social microdata masking and risk/utility assessment for Public Use files and Microdata 
Files for Research will be further investigated.  
Survey specific data dissemination strategies for enterprise microdata will also be 
investigated. A unified framework for risk assessment and data protection will be developed. 



 
 
Further analysis of protection methods that take into account information loss will be 
undertaken..  
Partner (IT, UK) 
 
Deliverables: One report will be delivered at the end of both years to illustrate the progress 
made for social surveys. Examples on real surveys will be presented. At the end of each year 
one report will be produced on risk models and data protection for enterprise microdata. 
 

5.c. Record linkage 

Roughly speaking, record linkage consists of linking each record a in file A (protected file) to 
a record b in file B (original file). The pair (a,b) is a match if b turns out to be the original 
record corresponding to a.  
To apply this method to measure the risk of identity disclosure, it is assumed that an intruder 
has got an external dataset sharing some (key or outcome) variables with the released 
protected dataset and containing some identifier variables (e.g. passport number, full name, 
etc.). The intruder is assumed to try to link the protected dataset with the external dataset 
using the shared variables. The number of matches gives an estimation of the number of 
protected records whose respondent can be re-identified by the intruder. Accordingly, 
disclosure risk is defined as the proportion of matches among the total number of records in 
A.  
There are two main types of records linkage: distance-based record linkage and probabilistic 
record linkage. Within ESSNet, we propose to implement distance-based record linkage in 
μ-ARGUS. 
Distance-based record linkage consists of linking each record a in file A to its nearest record b 
in file B. Therefore, this method requires a definition of a distance function for expressing 
nearness between records. This record-level distance can be constructed from distance 
functions defined at the variable level. Construction of record-level distances requires 
standardizing variables to avoid scaling problems and assigning each variable a weight on the 
record-level distance. 
 
Deliverable: Software for distance-based record linkage produced within the CASC project 
(deliverable 1.2 D6) will be included in μ-ARGUS during the first year. The appropriate 
documentation will be included in the μ-ARGUS manual. 
Partners: (URV, NL, DE) 
 

Task 6: Improvement of software for tabular data 

6.a Protection of frequency tables and magnitude tables with negative values 

For frequency tables the main problem lies in the formulation of a good and accepted set of 
rules. At the moment it is anticipated that the current cell suppression and rounding 
procedures are adequate but a discussion of the rules will be included in the handbook.  
A much more urgent problem is the protection of magnitude tables with also negative values. 
The assumption under the current sensitivity rules (p% but also dominance rule) is non-
negativity of the cell values (or even the individual contributions). Extensions of the 
sensitivity rules or at least rules for finding the primary unsafe cells are needed. Different 
approaches for tables with only a few negative cells and more general situations will be 
considered. 



 
 
Deliverables: We foresee a report in year 1 and based on that an implementation in the 
software in year 2. 
Partners (DE, NL, UK) 



 
 
 

6.b. Inclusion of audit-routines 

One of the results of the CASC-project was an audit routine of protected tables, developed by 
the University of Ilmenau. The aim of such an audit-routine is to assess the feasibility of the 
suppression pattern of a protected table. The audit tool can be used to assess the quality of a 
protection pattern of a table and also gives insight to the ranges that can be derived for all 
suppressed cells. For Eurostat it could be a tool to check the consistency of tables, that are 
sent to them, but for which the protection pattern is computed by the member states. 
It should however be kept in mind that an audit routine can only assess the pattern given 
certain assumptions for a safe table.  
The current prototype is a Delphi program. It has to be decided whether we will link the 
current program to τ-ARGUS or convert the program into a DLL. 
 
Deliverables: Inclusion in τ-ARGUS, test version in year 1 final version in year 2. 
Partners (DE, CBS) 
 

Task 7: Synthetic data files 

Publication of synthetic —i.e. simulated— data is an alternative to masking original data 
when protecting data against disclosure. The idea is to randomly generate data with the 
constraint that certain statistics or internal relationships of the original dataset should be 
preserved. 
Rubin (1993) addresses a new approach by generating fully synthetic data sets to guarantee 
confidentiality. His idea was to treat all the observations from the sampling frame that are not 
part of the sample as missing data and to impute them according to the multiple imputation 
framework. Afterwards, several simple random samples from these fully imputed data sets are 
released to the public. Because all imputed values are random draws from the posterior 
predictive distribution of the missing values given the observed values, disclosure of sensitive 
information is nearly impossible, especially if the released data sets don’t contain any real 
data. Another advantage of this approach is the sampling design for the imputed data sets. As 
the released data sets can be simple random samples from the population, the analyst doesn’t 
have to allow for a complex sampling design in his models. With this approach the sampling 
weights can be completely removed from the released data; this is a further advantage as these 
weights often carry disclosive information, especially for surveys on enterprises (where the 
inclusion probability is usually proportional to size). 
Rubin’s proposal was more completely developed in Raghunathan, Reiter, and Rubin (2003). 
A simulation study of it was given in Reiter (2002). In Reiter (2005a) inference on synthetic 
data is discussed and in Reiter (2005b) an application is given. 
Further application of the multiple imputation philosophy is found in An and Little (2007), 
where selected records showing high levels of a target variable are imputed, thus providing an 
alternative to top-coding. 
However, the quality of this method strongly depends on the accuracy of the model used to 
impute the “missing“ values. If the model doesn’t include all the relationships between the 
variables that are of interest to the analyst or if the joint distribution of the variables is mis-
specified, results from the synthetic data sets can be biased. Furthermore, specifying a model 
that considers all the skip patterns and constraints between the variables can be cumbersome 
if not impossible. 
To overcome these problems, a related approach, suggested by Little (1993), replaces 
observed values with imputed values only for variables that bear a high risk of disclosure or 



 
 
for variables that contain especially sensitive information, leaving the rest of the data 
unchanged. This approach, discussed as generating partially synthetic data sets in the 
literature (see also Reiter, 2003), has been adopted for some data sets in the US (see for 
example Abowd and Woodcock, 2001, 2004, Abowd, Stinson and Benedetto 206 or 
Kennickell, 1997).  
To address the problem of model misspecification, another area of active research has been 
the formulation of nonparametric statistical models. Reiter (2005c) proposes use of CART to 
estimate nonparametrically the distribution that generates the synthetic data. Franconi and 
Polettini (2007) have investigated use of Bayesian networks to generate synthetic data 
allowing for logical constraints among categorical variables. Methods for generating partially 
synthetic data that maintain specific statistics on certain sub-domains have been proposed also 
by Polettini (2003), within a semiparametric framework. Both the latter methods have been 
implemented on enterprise microdata.  
Drechsler et al. (2006) and Drechsler/Bender/Rässler (2007) describe an application to 
German datasets by generating fully synthetic datasets and partial synthetic data sets to a 
panel of establishments. Their results for a cross section are very promising.  
A criticism often made about synthetic data is that they only preserve the relationships 
considered in the model used to create them. That is, for data uses not anticipated by the data 
protector, such as subdomain analysis, completely wrong results will be obtained. This is not 
so for SDC methods based on masking. Recently, an interesting attempt at combining the 
advantages of synthetic data (specifically the Burridge (2004) method) and masking has been 
made by Muralidhar and Sarathy (2007). In the last few years, the use of synthetic data has 
attracted much more attention as an alternative to micro data protection. The focus of this 
development and application of synthetic data is mainly in the USA. It should be investigated 
whether this could be useful for Europe as well. In all of the previously mentioned 
applications, further studies are needed to assess large scale implementability of these 
methods, to study practical issues related to such implementation, namely computational 
burden and time, and to check the data utility of the resulting synthetic data, especially for 
what concerns the goodness of fit of the model and its ability to reproduce to a large extent 
the observed relationships over subdomains. These aspects have to be carefully evaluated also 
in the perspective to allow access to synthetic data, an instance where the analyst’s model is 
unknown and possibly involves specific subpopulations.  
The methods cited in the paragraphs above will be analyzed, case studies (e.g. on a sample of 
enterprises stemming from an Italian survey) will be developed and an overview report with 
some recommendations will be produced. If useful we will try to incorporate methods for 
generating synthetic data into µ ARGUS in the second year. 
 
Deliverables: Report after year 1 and a possible implementation at the end of year 2 
Partners (URV, AT and DE for the report, IT also for an example of synthetic data on a 
specific survey and NL for the implementation in μ-ARGUS, DE and IT for testing the 
feasibility f these methods.). 
 
References: 
J.M. Abowd, M. Stinson and G. Benedetto [2006]: Final Report to the Social Security 
Administration on the SIPP/SSA/IRS Public Use File Project, mimeo, Washington.  
J.M. Abowd and S.D. Woodcock [2001]: Disclosure limitation in longitudinal linked data. 
Confidentiality, Disclosure, and Data Access: Theory and Practical Applications for 
Statistical Agencies. North-Holland, Amsterdam 215-277 
J.M. Abowd and S.D. Woodcock [2004]: Multiply-Imputing Confidential Characteristics and 
File Links in Longitudinal Linked Data. Privacy in Statistical Databases. Springer Verlag, 
New York 290-297 
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J. Drechsler, A. Dundler, S. Bender, S. Rässler and T. Zwick (2006). A New Approach for 
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J. P. Reiter (2003) Inference for partially synthetic, public use microdata sets. Survey 
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205, 2005. 
J. P. Reiter (2005b). Significance tests for multi-component estimands from multiply-
imputed, synthetic microdata. Journal of Statistical Planning and Inference, 131(2):365–377, 
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Task 8: Analysis of problems on linked tables.  

When tables are linked through simple linear constraints, secondary cell suppressions must 
obviously be coordinated between those tables. Otherwise it might for instance happen that 
the same cell is suppressed in one table because it is used as secondary suppression, while 
within another table it remains unsuppressed. Basically, there are two alternative options to 
prevent this: the first option is to include all the linking constraints into the formulation of one 
single secondary cell suppression problem. The alternative is to break this big, original cell 
suppression problem into a set of sub-problems, e.g. to select secondary suppressions in a set 
of individual tables (or sub-tables, respectively). While processing those individual (sub-) 
tables separately, we note any secondary suppression belonging also to one of the other (sub-) 



 
 
tables, suppress it in the other (sub-) table as well, and carry out (if necessary: repeat) the cell 
suppression procedure for this other (sub-) table. This approach is called a ‘backtracking 
procedure’. Although within a backtracking process the cell-suppression procedure will 
usually be repeated several times for each (sub-) table, the number of computations required 
for the process is normally much smaller compared to the processing of a single big problem. 
The software �� ARGUS offers a choice between four different approaches for the selection 
of secondary suppressions. Of those four approaches, based on the results of extensive testing 
with large, hierarchical, mostly 2-dimensional (in a few instances: 3-dimensional) tabular 
economic data, the Cenex SDC Handbook (Hundepool et al., 2006) recommends use of the 
method Modular (c.f. De Wolf, 2002). This method takes a backtracking approach, applying 
the Fischetti/Salazar Linear Optimization algorithm (Salazar Gonzalez, 2000) to select 
secondary suppressions within the individual sub-tables. 
The current version of �� ARGUS does not yet offer processing of general linked tables 
with Modular. 
Within this project, we will study the problem of protecting linked tables in typical standard 
situations like tables having a column or layer in common (NACE x Region and NACE x Size 
Classes) or a set of tables with different degree of detail in certain dimensions (like NACE-3 x 
Region1 and NACE-1 x Region2). Another aspect is dissemination history. Tables are not 
always produced at the same time and in that situation the suppression pattern of table 1 is a 
starting point for the protection of table 2. Cells that remained unsuppressed in table 1 must 
remain unsuppressed in table 2 as well. We refer to this as non-iterative processing in the 
following. A typical instance has been studied in (Giessing, 2007). 
In the first year, we will study some typical instances and will propose methodology to solve 
those linked table problems. A report will suggest both, backtracking strategies for linked 
tables with hierarchical structure, and several alternative approaches for handling infeasibility 
problems in non-iterative processing situations. 
If possible, a first step of the implementation for certain typical situations could be envisaged 
in Year 2 given the proposed solutions. However, it might turn out that the proposed 
methodology might lead to computationally very hard problems which will require a larger 
project involving academic specialists in this field. 
 
References: 
De Wolf, P.P. (2002), ‘HiTaS: A Heustic Approach to Cell Suppression in Hierarchical 
Tables’, In: ‘Inference Control in Statistical Databases’ Domingo-Ferrer (Ed.), Springer 
(Lecture notes in computer science; Vol. 2316) 
Hundepool, A., Domingo-Ferrer, J., Franconi, L., Giessing, S., Lenz, R., Longhurst, J., 
Schulte-Nordholt, E., Seri, G., de Wolf, P.P. (2006) CENEX SDC Handbook on Statistical 
Disclosure Control, version 1.01, available at http://neon.vb.cbs.nl/cenex/ 
Salazar Gonzalez, J.J (2000), ‘Models and Algorithms for Optimizing Cell suppression 
Problem in Tabular Data with Linear Constraints’, In: ‘Journal of the American Statistical 
Association’, 95, 916-928 
S. Giessing (2007). “Balancing the amount of detail in 3-dimensional hierarchical tabular 
economic data”, Proceedings of the ISI 2007 – Lisbon 
Deliverables: Report after year 1 and a first implementation in τ-ARGUS at the end of year 2 
Partners (DE, CBS) 



 
 
 

Task 9: Coordination 

The ESSNet will be a working group with partners from several NSIs in Europe. The project 
leader will be Anco Hundepool (Statistics Netherlands). The work in the ESSNet will be 
monitored by a steering group of the leading partners: Luisa Franconi (IStat), Sarah Giessing 
(DeStatis) Jane Longhurst (ONS) and Josep Domingo-Ferrer (URV). 
Two large scale project meetings will be organised with all partners. At these meetings we 
will discuss all the findings of the work done so far and make more detailed arrangements for 
further steps. We expect at the first meeting to discuss the findings of the consultation of the 
handbook and divide the subsequent work of enhancing the handbook over the partners. Also 
the results of the testing of ARGUS will be discussed there. 
Two additional half-year meetings of the steering group will be organised if needed to 
monitor the progress. If possible these meetings will be combined with other 
meetings/conferences for efficiency.  
If needed in between telephone meetings of the steering group will be organised. 
Partners: NL, IT, UK, DE, URV  
 
 
 
 
 
Expected results of the action for which the grant is requested 
 

1. Improved version of the SDC handbook 
2. Two extended SDC courses 
3. New version of μ-ARGUS and τ-ARGUS 

Negative values in τ-ARGUS 
Linked tables 
Audit routines 
Record linkage software 
Extended input formats 

4. Sustainability report 
5. Guidelines report for output checking 
6. Improved website 
7. Reports on synthetic data 

 
 
Brief timetable of the action for which the grant is requested 
 
Planned start of the action: January 2008 
Duration of the action (in months): 24 
 


