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1. INTRODUCTION 

Europe is struggling with societal challenges in a number of fields like health, migration, 

demographic change and others. For evidence based approaches and the development of 

policy solutions to address these challenges on a European level innovative pan-

European research is crucial. The upcoming challenges are thereby not limited to one 

discipline and not to special European countries. Therefore interdisciplinary research on 

a European Level is necessary. 

The “Data without Boundaries” (DwB) project funded by the FP7 Framework Program 

of the European Commission aims to improve the access to confidential microdata. One 

work package is proposing a European Remote Access Network (EuRAN) to address 

such issues [1].  

This paper is focusing on the usability of a harmonized data access system in the 

European Research Area. Such a system would benefit both: first researcher to find the 

right data for their research topic and support them during their complete research 

lifecycle and secondly data providers by making their data more visible and by 

harmonizing data access infrastructures. To fulfill this goal a Single Point of Access 

(SPA) as a Gateway to European Research Services is a step forward to interdisciplinary 

research on a European level. 

2. GENERAL DESCRIPTION 

Figure 1 shows the general setting for a Gateway to European Research Services. The 

proposed network consists of a Single Point of Access (SPA) that is equipped with a 

Service Hub. The main goal is to connect researchers with European Research Services, 

like data documentation, application procedures, wikis and research data access. The 

SPA helps the researcher to find all the relevant services for his research while the 

Service Hub works as a kind of umbrella for the distributed services. The virtual research 

environment assists the researcher, and research teams, to work in an European research 
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environment. The following text will concentrate on the description of the SPA and the 

Service Hub. Thereby first the infrastructure perspective and afterwards the user 

perspective will be shown. 

Figure 1. general description of the Gateway to European Research Services 

3. INFRASTRUCTURE PERSPECTIVE 

From an infrastructure point of view a Remote Access Network (RAN) as described in 

[1] is in place. Users connect from an access device via an internet connection and a web 

address. Afterwards they will be forwarded to a landing page, which is serving as a 

centralized Single Point of Access (SPA) where users have to log in with their 

credentials. By logging in at that Single Point of Access (SPA) they will be forwarded to 

a virtual research environment (VRE). The VRE itself is already one of the European 

Research Services provided via the Service Hub. Via menu buttons the user can access 

services provided via the Service Hub. These services are coordinated by a rights 

management system that allows the users to only access services they are accredited for. 

In general the Service Hub establishes connections to applications and data storage 

systems. Examples for applications are editor, an online submission tool, instant 

messenger, archiving tools, and statistical package. Examples for the content of the data 

storage systems are data documentation, research data, user data, publications, and text 

messages. It has to be kept in mind that data storage systems can be distributed all over 

Europe. The Service Hub and the SPA are responsible for putting them together in an 

organized way and provide them in an easy way the users. Data providers therefore do 

not have to build new infrastructures. They can bring in their existing solutions and 

benefit from the additional tools provided via the Service Hub. At the same time their 
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research data and services will become more visible and comparative analyses on a 

European level will be much easier.  

4. USER PERSPECTIVE 

For the researchers’ the SPA with the Service Hub in the background deliver a one-stop 

shop feeling by offering a consistent and centralized access point to an adaptable virtual 

research environment containing different tools and data needed for the same or similar 

research projects; whereby the research data and services may be distributed all over 

Europe. For the user the most important service is the virtual research environment 

(VRE). For the user the VRE works as a graphical user interface (GUI) that allows 

interacting with the European Research Services); e.g. data documentations, online 

applications, messaging services, interfaces to research data, archiving tools, editors, and 

so on. The Service Hub is thereby build to be able to host additional services and tools if 

needed. But even if tools and data may be stored in different places, and the services 

accessible are depending on users digital rights the VRE will deliver a consistent 

working environment for the researchers always accessible through the SPA. 

5. RESEARCH WITH CONFIDENTIAL DATA 

When the mentioned infrastructure is used to work with confidential data a secure 

European Remote Access Network (EuRAN) becomes important [1]. This network will 

deliver secure connections and interfaces that are in compliance with the security 

restrictions of the participating data providers. Data provider can keep their data within 

their facilities and allow access only via secure remote access solutions as described in 

[2]. In addition to the VRE used to guide the users through the European research 

services, a SecureVRE to enable work with confidential data is needed. Such a 

SecureVRE will provide the same consistent but secure workspaces to the researchers 

and a sophisticated role management system to ensure security when working with 

confidential data. Also the access points need to be secured when working with 

confidential data. Users can choose one of the access points depending on the security 

level of the data they like to work with. Safe Rooms reflect the most secure access 

environment [3,4]; while data access from institutions is the most common solutions to 

work with confidential data. 

6. CONCLUSIONS 

A SPA and the Service Hub will harmonize the European research landscape and open 

up possibilities for real European research by providing the researcher with an access 
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location to access all the needed information – the Gateway to European Research 

Services. When adding the secure EuRAN and the SecureVRE also confidential data can 

be used within this infrastructure. 

Building on the findings of the DwB project and other projects, a number of proposals 

are currently on the way to implement the proposed infrastructures and to create an 

environment for high level European research. 
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