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INTRODUCTION 

The strategic importance of big data for the European Statistical System has been recognised by the 

European Statistical System Committee (ESSC) by adopting the Scheveningen Memorandum1 in 

September 2013. The DIGINS2 conference considered, “Official statistics should incorporate as much 

as possible all potential data sources, including Big Data, into their conceptual design”. It was 

acknowledged that “Big Data represent new opportunities and challenges for Official Statistics, and 

therefore encourage the European Statistical System and its partners to effectively examine the 

potential of Big Data sources in that regard”. 

At its meeting in Riga on 26 September 2014, the ESSC endorsed the Big Data Action Plan and 

Roadmap 1.0 (BDAR). The ESSC emphasized, "Legal and ethical issues related to big data access and 

use, as well as the development of the appropriate skills, are of strategic importance and should be 

given high priority".  

Before introduction of big data that have a different nature than any other traditional data sources of 

official statistics, it has to be assesses whether the use of big data corresponds to professional ethics 

and whether it is time to update existing statistical principles that were based on the use of statistical 

enquires and administrative data in the statistical production process.  

 

The main objective of this Study is to review the ethical framework of European official statistics in 

the light of the envisaged use of big data for producing official statistics. Before introducing big data 

that have a different nature from any other traditional source of official statistics, it whether the use 

of big data is compatible with professional ethics and whether it is time to update existing statistical 

principles that were based on statistical enquires and administrative data in the statistical production 

process. 

The first step in this task is to perform an assessment of the European Statistics Code of Practice3 in 

terms of ethical considerations regarding the use of big data for the production of official statistics. 

The review should be based on an analysis of ongoing projects related to big data and official 

                                                           
1
 Scheveningen Memorandum Big Data and Official Statistics; 

http://ec.europa.eu/eurostat/documents/42577/43315/Scheveningen-memorandum-27-09-13 
2
 Directors General of the National Statistical Institutes 

3
 EUROPEAN STATISTICS CODE OF PRACTICE, for the national and community statistical authorities; adopted by the 

European Statistical System Committee 28th September 2011; 

http://ec.europa.eu/eurostat/documents/3859598/5921861/KS-32-11-955-EN.PDF/5fa1ebc6-90bb-43fa-888f-

dde032471e15 

http://ec.europa.eu/eurostat/documents/3859598/5921861/KS-32-11-955-EN.PDF/5fa1ebc6-90bb-43fa-888f-dde032471e15
http://ec.europa.eu/eurostat/documents/42577/43315/Scheveningen-memorandum-27-09-13
http://ec.europa.eu/eurostat/documents/3859598/5921861/KS-32-11-955-EN.PDF/5fa1ebc6-90bb-43fa-888f-dde032471e15
http://ec.europa.eu/eurostat/documents/3859598/5921861/KS-32-11-955-EN.PDF/5fa1ebc6-90bb-43fa-888f-dde032471e15
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statistics. A second step is to map different courses of action on a strategic level and to evaluate what 

impact they would have on the adherence to the European Statistics Code of Practice. 

Finally, based on the results of the first two steps, a coherent and comprehensive set of guidelines 

should be produced. The goal of these guidelines is to prevent the ESS from taking a course that 

would contradict its own set of core values and principles. The deep changes brought about by the 

adoption of new technologies and new working methods have substantially increased the probability 

of this turn.  

This report focuses only on the review of the European Statistics Code of Practice, taking into account 

the Fundamental Principles of Official Statistics developed by the United Nations 4 as well as the 

professional values and principles of statisticians embedded in the Declaration on Professional Ethics 

adopted by International Statistical Institute5. 

1. CONCEPTUAL APPROACH OF THE STUDY 

What is ethics? 

When most people think of ethics, they think of rules for distinguishing between right and wrong, 

such as the Golden Rule ("Do unto others as you would have them do unto you"), a code of 

professional conduct like the Hippocratic Oath ("First of all, do no harm"), a religious creed like the 

Ten Commandments ("Thou Shalt not kill..."), or a wise aphorisms like the sayings of Confucius. This 

is the most common way of defining "ethics": norms for conduct that distinguish between acceptable 

and unacceptable behaviour6. 

The Collins English dictionary defines ethics as follows7: 

1. The philosophical study of the moral value of human conduct and of the rules and principles 

that ought to govern it; moral philosophy; 

2. A social, religious, or civil code of behaviour considered correct, especially that of a particular 

group, profession, or individual; 

3. The moral fitness of a decision, course of action, etc. 

                                                           
4
 FUNDAMENTAL PRINCIPLES OF OFFICIAL STATISTICS, United Nations, 2014. 

https://unstats.un.org/unsd/dnss/gp/FP-New-E.pdf 
5
 DECLARATION ON PROFESSIONAL ETHICS, International Statistical Institute, 2010 

https://www.isi-web.org/index.php/activities/professional-ethics/isi-declaration 
6
 What is Ethics in Research & Why is it Important, David B. Resnik, 2015. 

7
 Collins English Dictionary – Complete and Unabridged, 12th Edition 2014. 

http://www.collinsdictionary.com/dictionary/english/ethics 

http://ec.europa.eu/eurostat/documents/3859598/5921861/KS-32-11-955-EN.PDF/5fa1ebc6-90bb-43fa-888f-dde032471e15
https://unstats.un.org/unsd/dnss/gp/FP-New-E.pdf
https://www.isi-web.org/index.php/activities/professional-ethics/isi-declaration
https://unstats.un.org/unsd/dnss/gp/FP-New-E.pdf
https://www.isi-web.org/index.php/activities/professional-ethics/isi-declaration
http://www.collinsdictionary.com/dictionary/english/ethics
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This Study concerns the ethics as a code of behaviour of a particular group of people. 

What is the difference between ethics and law? 

Legal rules as ethical rules govern the behaviour of societies, but ethical norms are broader and more 

informal than laws. Although laws are used to enforce widely accepted ethical norms, ethics and law 

are not the same. An action may be legal but unethical, or illegal but ethical. The law is recognised 

and enforced with the aim to maintain social order, justice and peace in society. Ethical principles can 

be used to evaluate or to criticize laws. 

The difference between legal and ethical issues stems from the division between the core areas of 

law and ethics; law controls what people can and cannot do, while ethics are moral standards that 

govern what people should or should not do8. 

What is professional ethics? 

Many different disciplines, institutions, and professions have standards for behaviour that suit their 

particular aims and goals. A code of professional ethics consists of the obligations that members of 

that profession must respect when carrying out their duties. It includes the core values of the 

profession and the principles that form a code of professional conduct. 

Professional ethics of official statistics 

The ethical norms of statisticians working within a variety of economic, cultural, legal and political 

settings are expressed in the Declaration on Professional Ethics that defines the professional values 

of statisticians and principles derived from these values. 

The ethical norms of statisticians working in government institutions that are entitled to produce and 

disseminate official statistics are set in national codes of conduct that are largely based on the 

Fundamental Principles of Official Statistics adopted by the UN General Assembly. Official statistics is 

defined here as “indispensable element in the information system of a democratic society, serving the 

Government, the economy and the public with data about the economic, demographic, social and 

environmental situation. To this end, official statistics that meet the test of practical utility are to be 

compiled and made available on an impartial basis by official statistical agencies to honour citizens’ 

entitlement to public information”9. 

                                                           
8
 https://www.reference.com/world-view/difference-between-legal-ethical-issues-b59c4a38f6029883 

9
 Fundamental principles of official statistics, UN, Principle 1 

https://www.isi-web.org/index.php/activities/professional-ethics/isi-declaration
https://unstats.un.org/unsd/dnss/gp/FP-New-E.pdf
https://www.reference.com/world-view/difference-between-legal-ethical-issues-b59c4a38f6029883
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The European Statistical System is defined by the European Statistical Law10 as a “partnership 

between the Community statistical authority, which is the Commission (Eurostat), and the National 

Statistical Institutes (NSIs) and other national authorities responsible in each Member State for the 

development, production and dissemination of European statistics”. European statistics are statistics 

produced by the European Statistical System. The development, production and dissemination of 

European statistics are governed by the statistical principles: professional independence, impartiality, 

objectivity, reliability, statistical confidentiality and cost effectiveness. The statistical principles are 

further elaborated in the European Statistics Code of Practice.  

The European Statistics Code of Practice and the UN Fundamental Principles of Official Statistics 

based on shared professional values, constitute the ethical framework of European (official) 

statistics.  

Schema 1. Ethical framework of European statistics 

 

                                                           
10

 Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European 
statistics http://www.cisstat.com/eng/lawstat.pdf 
 
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R0759&from=EN 

http://www.cisstat.com/eng/lawstat.pdf
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Approach used to review professional ethics of European statistics 

The statistical principles of the European Statistics Code of Practice have been developed before the 

big data era and may not give a clear answer to ethical questions that may arise whenever big data is 

used for official statistics. In order to find the answer to these questions, it is important to take into 

account not only the UN Fundamental Principles of Official Statistics but also the shared professional 

values of statisticians working in different fields of statistics (medicine, phycology, sociology, 

environment, etc.). These values are expressed in the Declaration on Professional Ethics adopted by 

the International Statistical Institute (ISI).  

Big data is different from traditional data sources of official statistics. Therefore, a first step of the 

Study should be to identify the characteristics of big data that may raise questions related to 

compliance with statistical principles at different stages of the statistical production process. These 

stages include data acquisition, data processing, dissemination of statistical output based on  big data 

sources.  

Secondly, the possible ethical issues are assessed first against the existing principles of European 

Statistics Code of Practice, then against the Fundamental Principles of Official Statistics. In a case 

where the existing principles do not provide an immediate answer to ethical questions, they are 

evaluated from the point of view of shared professional values of statisticians expressed in the 

Declaration on Professional Ethics. 

Finally, following this assessment, possible actions statistical authorities that are in line with 

professional values are defined and suggested that these actions to be reflected in the European 

Statistics Code of Practice and highlighted as good practice indicators.  

The Study is based exclusively on desk research and theoretical thinking. It takes into account pilot 

projects (completed and on-going) on the possible use of different types of big data sources in official 

statistics, as well as research in this area and an analysis of the literature on the big data ethics. 

The Study refers to big data sources that fall into one the following categories:  

- Detailed transaction level data from telecom operators or operators of alternative voice or 

data communication networks 

- Sensor data that can be related to individual persons or households (personal 

communication devices, wearables, smart meters, etc.) 

- Non-personal sensor data (road traffic loops, satellite image data, etc.) 
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- Data obtained from the internet (social media data, web scraped data, query data, etc.) 

- Financial transaction data (credit cards, debit cards, online payment systems,…) 

- Personal health data such as Electronic Health Records, including data from health registries, 

laboratories, donor programs, etc. 

- Electronic reservation systems data - e.g. data from flight or hotel booking systems 

- Cash register data, e.g. from supermarkets 

- Crowd sourced data including volunteered geographic data, community picture collections 

2. BIG DATA AND OFFICIAL STATISTICS  

Widely accepted characteristic of big data is as the data of high volume, high velocity and high 

variety. Volume refers to enormous large amounts of data, velocity – very high speed of the data 

coming in, variety refers to the many sources and types of data both structured and unstructured.  

Kord Davis describes big data as “…extremely large data sets that may be analysed computationally 

to reveal patterns, trends, and associations, especially relating to human behaviour and interactions. 

The volume at which new data is being generated is measured in exabytes and zettabytes. The 

variety of sources and data types being generated expands as fast as new technology can be created. 

The data is generated at a rapid pace. The velocity of data generation, acquisition, processing, and 

output increases exponentially as the number of sources and increasingly wider variety of formats 

grows over time.”11  

What is referred to as the 3Vs, that is the extreme volume of data, the wide variety of data types and 

the velocity at which the data must be processed, can be illustrated as follows: 

Picture 1. Big data expanding on 3 fronts at an increasing rate12. 

 
                                                           
11

 Kord Davis and Doug Patterson; Ethics of Big Data; 2012. 
12

 Stephen J. Bigelow, http://searchcloudcomputing.techtarget.com/definition/big-data-Big-Data 

http://whatis.techtarget.com/definition/3Vs
http://searchcloudcomputing.techtarget.com/definition/big-data-Big-Data
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The possible benefits of the use of big data in official statistics are described by Eurostat in the VIP 

BIGDATA Business Case 201513.  They can be summarised as follows:  

– a better response to user needs;  

– the acquisition of new competences to enlarge a portfolio of official statistics and ensure role 

as centres of competence towards users;  

– increased efficiency;  

– wider product range; 

– increased quality of statistical products;  

– a reduction of burden on respondents;  

– faster adaptability;  

– the provision of big data based official statistics, produced in compliance with sound 

statistical disclosure control (SDC) principles, and may reduce the general public use of “non-

compliant, alternative” statistics produced by other actors. 

In order to be able to harness the potential of big data, statistical authorities need to be ready to face 

new challenges. Big data is mainly collected by private companies, and have not been designed for 

statistical purposes. Therefore, it does not necessarily meet statistical standards on the concepts and 

definitions. Volume, velocity and variety of big data would require special skills to handle the data: to 

extract the information needed for statistics, to analyse and to create models, to produce the 

indicators that will be published as official statistics. 

Big data may contain personal information that would require from statistical authorities not only to 

ensure the confidentiality of the data received but also to respect the privacy of the data subjects 

Privacy is defined by the Oxford English Dictionary as “the state of being free from public attention”14. 

People have a right to seclude themselves. Statistical authorities will need to find a way to ensure 

that privacy of the data subjects is observed. 

Big data provides the ability to easily summarise and link various aspects of peoples’ behaviour, 

which can result in revealing the identity of people. The misuse of personal information can damage 

the reputation of individual(s). The potential for harm is proportionally as high as its potential 

benefit. This would require from statistical authorities strict observance of professional ethics of 

conduct in order to avoid negative consequences for the data subjects, as well as for the data holders 

and for statistical authorities themselves. 

                                                           
13

 https://ec.europa.eu/eurostat/cros/system/files/Big%20Data%20Business%20Case%20final.pdf 
14

 Oxford English dictionary  

https://ec.europa.eu/eurostat/cros/system/files/Big%20Data%20Business%20Case%20final.pdf
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For some companies, big data has an important commercial value. That could prevent sharing the 

data with statistical authorities. Once big data is provided to statistical authorities, the companies 

should be ensured that it is used strictly for the purpose of official statistics and that it doesn’t create 

any risk to their business. 

3. THE USE OF BIG DATA FOR OFFICIAL STATISTICS FROM 

PROFESSIONAL ETHICS POINT OF VIEW 

In order to produce statistical output and disseminate it as official statistics, NSIs follow a set of steps 

that constitutes a statistical business process model. Independently of the data sources (statistical 

questionnaires, administrative data etc.), the statistical business process covers data acquisition, data 

processing and dissemination of statistical indicators. These steps are reflected in the principles of 

European Statistics Code of Practice that are grouped into 3 main categories: institutional 

environment, statistical processes and statistical output.  

The adherence to statistical principles ensures the trust of the public in the integrity of statistical 

systems and confidence in official statistics. The integration of big data into production of official 

statistics should make sure to preserve this trust in statistical system.  Therefore, the respect of the 

ethical norms is highly important. The principles of European Code of Practice have been developed 

before the big data era and may not reflect the latest technological developments, particularly as far 

as the indicators of good practice are concerned.  

Analysis of the relevance of the existing statistical principles to be applied at the main steps of 

statistical business production process (data acquisition, data processing, and dissemination of 

statistical output) taking into account specific character of big data as the data source of official 

statistics, is provided below.  

3.1. Acquisition of big data  

Statistical principles: Professional independence. Impartiality. 

In most cases, big data is collected by private companies. Access to these data sources by statistical 

offices is a priori not forced by the law. Private data holders may grant access to these data on a 

voluntary basis. Provision of big data to statistical offices will thus depend on benefits realised or 

perceived by businesses. 
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Principle 2 of the European Statistics Code of Practice requires the existence of a legal mandate for 

data collection. “Statistical authorities have a clear legal mandate to collect information for European 

statistical purposes. Administrations, enterprises and households, and the public at large may be 

compelled by law to allow access to or deliver data for Statistical purposes at the request of statistical 

authorities”. 

The UN Fundamental Principles of Official Statistics (Principle 5) states that "Data for statistical 

purposes may be drawn from all types of sources, be they statistical surveys or administrative records. 

Statistical agencies are to choose the source with regard to quality, timeliness, costs and the burden 

on respondents". 

The statistical principles do not prevent the use of big data in official statistics, even if the law does 

not enforce access to the data. However, big data might be considered as an economic asset by 

private data holders, which can result in resistance to sharing the data with statistical offices without 

compensation. This issue was raised by the Australian Bureau of Statistics in 2014, “In many cases, 

commercial value is placed on primary and derived nongovernment data sets by their owners, since 

either the provision of such data is the basis of their business, or its possession is a significant element 

of competitive advantage. This raises the issue of how the NSO15 might acquire commercially valuable 

or sensitive data for statistical production, particularly if the statistics compete directly with 

information products created by the data owner or they compromise its market position. This issue is 

made more complex by the fact that there may be several parties with some form of commercial right 

in relation to a data set, either through ownership, possession or licensing arrangements”. 

There is limited experience collected so far. The NSIs who have carried out pilot projects used 

different ways of partnerships with data holders, including the establishment of “good relations” 

with the data providers.  

Varying or unclear conditions for data access may raise concerns of professional independence in a 

situation where private companies that have acquired big data put pressure on the statistical 

authorities for them to promote their business. Professional independence is essential for a 

statistical organization. It is one of the most important principles of official statistics. It establishes 

credibility among its users and creates a relationship of respect and trust in statistical system. 

                                                           
15

 National Statistical Offices 
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Principle 1 of the European Statistics Code of Practice sates that “Professional independence of 

statistical authorities from other policy, regulatory or administrative departments and bodies, as well 

as from private sector operators, ensures the credibility of European Statistics.”  

According to the European Statistical Law, professional independence means that "statistics must be 

developed, produced and disseminated in an independent manner, particularly as regards the 

selection of techniques, definitions, methodologies and sources to be used, and the timing and 

content of all forms of dissemination, and that the performance of those tasks is free from any 

pressures from political or interest groups or from Union or national authorities”. 16  

It is difficult yet to estimate the risk and impact of losing professional independence when 

collaborating with private companies. Mechanisms might impose conditions on statistical offices that 

would not be compatible with this principle. Statistical offices might depend on one data provider for 

producing certain kind of indicators or might use data and methods whose quality is not controlled 

by the statistical office. In order to retain professional independence, it is very important that NSIs 

have reliable access to data and are able to assess the concepts and the quality of the data.  

In addition to the value proposition mentioned above, it should be considered that statistical 

agencies can buy the data of their interest from big data holders  

Some considerations might be necessary with regard to the costs of the data itself. Should statistical 

offices pay for data that are collected by private companies as by-product of providing services to 

customers? Should the price only cover the costs for preparing the data for delivery to the NSIs? 

Several pilot projects on the use of big data carried out by the NSIs specifically mention data 

preparations costs for data holders, e.g. the pilot project on the use of mobile phone data: “The 

important issues that influence the usage of mobile phones data are related with the costs of data 

handling. The data volume of positioning data is so large, that the handling and utilization are quite 

complicated. Errors are also difficult to detect and correct in large databases. Due to that the 

additional computing costs and labour costs related to system administration have to be taken into 

account"17. 

What could be an ethical approach that would balance the public interest and the commercial 

interest of businesses? This could be discussed on a case-by-case basis balancing costs and benefits. 

The UN draft principles for Access to Data from Private Organisations for Official statistics state that 

                                                           
16

 Regulation (EC) no 223/2009 of the European Parliament and of the Council of 11 March 2009, Article 2. 
17

 Mobile telephones and mobile positioning data as source for statistics: Estonian experience, University of Tartu, 2014. 
http://ec.europa.eu/eurostat/cros/system/files/S19P4.pdf_en 

http://ec.europa.eu/eurostat/cros/system/files/S19P4.pdf_en
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“the cost and effort of providing data access, including possible pre-processing, must be reasonable 

compared to the expected public benefit of the official statistics envisaged”.  

3.2. Selection of big data providers  

Statistical principles: Professional independence. Impartiality. Objectivity. Accountability and 

Transparency. 

Some companies that collect big data provide the data to the brokerage companies in order to 

process the data and deliver the results to the users. Data brokers typically collect and share 

information about consumers without interacting directly with them. Consumers are largely unaware 

that data brokers are engaging in these practices and, to the extent that data brokers offer 

consumers explanations and choices on how they use their data, that information may be difficult to 

find and understand. Data may be collected from many sources and are linked by data subject and 

then aggregated to groups. The methods and algorithms for data processing usually are not 

disclosed. Information on quality of the results is limited and can only be assessed indirectly 

depending on the aggregation level. This may lead to concerns related to scientific approach, 

transparency and the quality of the data. 

There hasn't been any evidence yet that statistical agencies might be interested in using this kind of 

data for producing official statistics. Nevertheless taking into account rapid developments in this area 

some concerns regarding the use of the data from data brokers and compatibility with professional 

ethics of official statistics are worth mentioning.  

The report of the Federal Trade Commission (a US government agency) on the transparency and 

accountability of the data brokers described the problem as follows, “data brokers provide the 

information they compile to clients, who can use it to benefit consumers. Their clients may use the 

information to send relevant offers and coupons to consumers, which can give consumers more 

choices and lower their costs for searching for products and services. Data broker clients can also use 

data broker products to detect and prevent fraud, which can lower costs for businesses and, in turn, 

consumers. … At the same time, data broker practices may raise privacy concerns. Data brokers 

typically collect, manipulate, and share information about consumers without interacting directly 

with them. Consumers are largely unaware that data brokers are engaging in these practices. … Many 

of these findings point to a fundamental lack of transparency about data broker industry practices. … 

Data brokers provide data not only to end-users, but also to other data brokers. It would be virtually 
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impossible for a consumer to determine how a data broker obtained his or her data; the consumer 

would have to retrace the path of data through a series of data brokers.”18 

This may raise a question of trust in big data providers when the data collected by them is going to 

be used for official statistics. The European Statistics Code of Practice as well as the UN Fundamental 

Principles of Official Statistics do not address the question of trust in the secondary data sources 

providers as they have covered mostly data collected from public administration so far. When big 

data is going to be obtained from private companies, the question on trust in data providers needs to 

be addressed. It is related not only to the transparency of official statistics that requires to disclose 

the data sources used for producing official statistics but also to the respect of the data subjects.  

Collaboration with the data providers that are lacking transparency may not only compromise the 

reputation of statistical authorities but also question the quality of official statistics if the origin of 

the data collected is questionable or unclear.  

3.3. Secure the privacy of the data subjects 

Statistical principle: Statistical confidentiality.  

The use of big data raises significant privacy concerns. According to the Collins dictionary, “if you 

have privacy, you are in a place or situation which allows you to do things without other people 

seeing you or disturbing you”19. If something is private, “it is not widely or publicly known, 

confidential, and secret, not for general or public use, individual, special.”20 

The European Commission put forward its EU Data Protection Reform in January 2012 to prepare 

Europe  for the digital age. More than 90% of Europeans say they want the same data protection 

rights across the EU, regardless of where their data is processed. Regulation (EU) 2016/679 of the 

European Parliament and of the Council on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data (General Data Protection 

Regulation - GDPR) entered into force on 24 May 2016, and shall apply from 25 May 2018. 

According to the GDPR, personal data can only be gathered legally under strict conditions for a 

legitimate purpose. Persons or organisations that collect and manage personal information must 

protect it from misuse and must respect certain rights of the data owners which are guaranteed by 

                                                           
18

 Data Brokers. A Call for Transparency and Accountability. Federal Trade Commission, 2014 
19

 http://www.collinsdictionary.com/dictionary/english/privacy 
20

 http://www.collinsdictionary.com/dictionary/english/private 
 

http://www.collinsdictionary.com/dictionary/english/privacy
http://www.collinsdictionary.com/dictionary/english/private
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law. The data subjects should receive clear and understandable information when their personal data 

is processed. Whenever the subjects’ consent is required, it will have to be given by means of a clear 

affirmative action before a company can process personal data. The new rules will also strengthen 

the individuals’ right to be forgotten, which means that, if the data subjects no longer want their 

personal data to be processed and there is no legitimate reason for a company to keep it, the data 

shall be deleted21. 

Personal data shall mean any information relating to an identified or identifiable natural person 

('data subject'); an identifiable person is one who can be identified, directly or indirectly, in particular 

by reference to an identification number or to one or more factors specific to his physical, 

physiological, mental, economic, cultural or social identity22. 

These legal requirements are fully in line with professional ethics of statisticians. One of the core 

value of statisticians is to respect the privacy of others and the promises of confidentiality given to 

them. “Statisticians are obligated to protect subjects, individually and collectively, insofar as possible, 

against potentially harmful effects of participating. This responsibility is not absolved by consent or by 

the legal requirement to participate. The intrusive potential of some forms of statistical inquiry 

requires that they be undertaken only with great care, full justification of need, and notification of 

those involved. These inquiries should be based, as far as practicable, on the subjects’ freely given, 

informed consent. The identities and records of all subjects or respondents should be kept 

confidential. Appropriate measures should be utilised to prevent data from being released in a form 

that would allow a subject’s or respondent’s identity to be disclosed or inferred”.23 

The UN Fundamental Principles of Official Statistics as well as European Statistics Code of Practice do 

not explicitly mention that the subjects’ consent on the use of personal data for official statistics is 

required, although they strongly emphasise the requirement to guarantee that the individual data of 

all the respondents will remain confidential. “The privacy of data providers (households, enterprises, 

administrations and other respondents), the confidentiality of the information they provide and its 

use only for statistical purposes are absolutely guaranteed”24. 

It can be assumed that, in order to work in ethical terms respecting privacy of the data subjects, 

statistical authorities have to be sure that the big data providers have the data subjects’ consent to 

proceed personal data. The GDPR says: “Where processing is based on the data subject's consent, the 

                                                           
21

 http://ec.europa.eu/justice/data-protection/index_en.htm 
22

 EU Regulation 2016/679, General Data Protection Regulation 
23

 Declaration on professional ethics, ISI, 2010 Principle 12 
24

 European Statistics Code of Practice, 2011, Principle 5 
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controller should be able to demonstrate that the data subject has given consent to the processing 

operation. ….For consent to be informed, the data subject should be aware at least of the identity of 

the controller and the purposes of the processing for which the personal data are intended. Consent 

should not be regarded as freely given if the data subject has no genuine or free choice or is unable to 

refuse or withdraw consent without detriment”. 

In order to work in line with professional ethics the data subjects should be informed that their 

personal data (or anonymised data) is shared with statistical authorities for the purposes of official 

statistics. It can be done by both big data holders and statistical agencies. Information to the data 

subjects could be provided personally, e.g. by including it into Terms of Services by data holders, or in 

general, e.g. publishing information on the use of data for statistical purposes on publicly accessible 

media. Furthermore, the public should be informed about the privacy and data security policy of the 

statistical agencies. 

3.4.  Applying big data analytics 

Statistical principles: Statistical confidentiality. Appropriate statistical procedures. 

Big data analytics refers to: 

- Data analysis being undertaken that uses high volume of data from a variety of sources 

including structured, semi structured, unstructured or even incomplete data; and  

- The phenomenon whereby the size (volume) of the data sets within the data analysis and 

velocity with which they need to be analysed has outpaced the current abilities of standard 

business intelligence tools and methods of analysis. 

- The complexity of the relationships with complex structures embedded in the data has 

reached a level that cannot be handled by the current tools and models of statistics and 

analysis. 25 

The Australian Bureau of Statistics, which has been experimenting with big data for a number of 

years has mentioned in one of the reports, “A significant unresolved issue is the threat of disclosure 

through data accumulation. Every individual is a unique mosaic of publicly visible characteristics and 

private information. In a data rich world, distinct pieces of data that may not pose a privacy risk when 

released independently are likely to reveal personal information when they are combined – a 

situation referred to in the intelligence community as the “mosaic effect”. The use of Big Data greatly 

amplifies the mosaic effect because large rich data sets typically contain many visible characteristics, 
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and so individually or in composition enable spontaneous recognition of individuals and the 

consequential disclosure of their private information. This will be a significant issue when 

disseminating micro data sets from Big Data sources”26. 

Big data analytics can create new information that is not known in advance and can reveal individual 

data. That means, there is a risk of disclosure of personal information that can potentially be used 

against the data subjects intentionally or unintentionally. Working in ethical terms, statistical 

authorities have to protect the identity and the reputation of the data subjects. Any possibility to 

compromise individuals or organizations has to be excluded. 

First of all, it concerns predictive analytics that is based on data linking and allow inference of the 

personal data. “Predictive analytics is the practice of extracting information from existing data sets in 

order to determine patterns and predict future outcomes and trends. Predictive analytics does not 

tell you what will happen in the future. It forecasts what might happen in the future with an 

acceptable level of reliability, and includes what-if scenarios and risk assessment. Predictive models 

and analysis are typically used to forecast future probabilities. …Applied to business, predictive 

models are used to analyse current data and historical facts in order to better understand customers, 

products and partners and to identify potential risks and opportunities for a company”27. 

NSIs must ensure that no harm be done to the interest of the data subjects. That is embedded in the 

ethical framework of official statistics. 

The declaration on Professional Ethics states, “We respect the communities where data is collected 

and guard against harm coming to them by misuse of the results”. The European Statistics Code of 

Practice states, “The privacy of data providers (households, enterprises, administrations and other 

respondents), the confidentiality of the information they provide and its use only for statistical 

purposes are absolutely guaranteed” (Principle 5). According to the UN Fundamental Principles of 

Official Statistics, “Individual data collected by statistical agencies for statistical compilation, whether 

they refer to natural or legal persons, are to be strictly confidential and used exclusively for statistical 

purposes”(Principle 6). 

In the context of big data, the statistical principle of confidentiality should be extended to the 

information acquired by statistical authorities through third parties (secondary data sources), if this 

information content individual data directly or indirectly identifiable. The individual data can be 

identified indirectly through the data linking applying methods of big data analytics. 
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From a statistical point of view, individual data means the data on observation unit or, in other 

words, a unit of measurement, directly or indirectly identifiable.  

If the individual data concerns persons, it is called personal data. The Glossary of Statistical 

Disclosure Control defines personal data as “any information relating to an identified or identifiable 

natural person (‘data subject‘). An identifiable person is one who can be identified, directly or 

indirectly. Where an individual is not identifiable, data are said to be anonymous”28. The OECD 

glossary of statistical terms defines it as statistical micro data, which means “an observation data 

collected on an individual object - statistical unit. Micro data is data on the characteristics of units of 

a population, such as individuals, households, or establishments, collected by a census, survey, or 

experiment”. 

Obviously, if the observation unit is a car or a mobile phone or  a sum of purchases etc., it cannot be 

associated with individuals (natural or legal person). It is statistical micro data but it is not individual 

data. Whether the statistical principles of confidentiality have to be extended on all the statistical 

micro data probably has to be discussed within the statistical community. 

3.5. Dealing with quality of big data  

Statistical principles: Commitment to quality. Appropriate statistical procedures. Sound methodology. 

Professionalism is one of the core values of statisticians. Among other competences, it covers the 

selection of best data sources. The Declaration on Professional Ethics states the following: “We strive 

to collect and analyse data of the highest quality possible”, “We are responsible for the fitness of data 

and of methods for the purpose at hand”. 

Big data are not designed for statistical purposes and do not meet statistical standards on concepts 

and definitions. The studies conducted so far have pointed out a number of quality issues that 

challenge the use of big data for official statistics. These issues include the selectivity of the data 

(representativeness), the lack of guarantee in the continuity and stability of the data structure, the 

risk of data manipulation, the adequacy of statistical concepts, the selection of models, imputation 

techniques, statistical inference, etc. Some examples are given below.  

Thus, Mick P. Couper (Survey Research Center University of Michigan) has described two types of bias 

regarding big data. “The first is selection bias. … and while almost all of us are users of the new 
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media, we must remind ourselves not to generalize from our own experiences, and remember that 

while the number of active Facebook users (for example) is enormous, not everyone is on Facebook. 

…That is, we should make a distinction between the producers of social media and the consumers of 

such media. The former may not be representative of the latter, and neither may be representative 

of the general population. … We also need to understand the limits of transaction data – not everyone 

uses loyalty cards (for example) or credit or debit cards. Mobile phone (and especially smart phone) 

penetration is not at 100%.  Not everyone communicates by e- mail, and those who do may use 

different accounts for different purposes. Selection bias can occur at the individual level (e.g., those 

still using cash) and at the transaction level (e.g., some types of purchases may be more likely to be 

paid for in cash). There are still many ways in which transactions can be conducted without leaving a 

trace, and many tips and techniques for avoiding being traced (e.g., Singer, 2013)….The second type 

of bias is measurement bias. Despite the stories one reads about the things people post on Facebook 

or other social media sites, social media is primarily about impression management (see Boyd & 

Ellison, 2008). To what extent do people’s posts represent their “true” values, beliefs, behaviors, 

etc.? Similarly, if we counted the number of Facebook friends one has as an indicator of true social 

network size, we may be seriously wrong” 29.  

Siu-MingTam (Australian Bureau of Statistics) underlined the volatility of the sources. “Much Web 

content is also unstructured and ungoverned – the metadata describing its usage and provenance 

(origin, derivation, history, custody, and context) are either incomplete or incongruous. Indeed, the 

long-term reliability of Big Data sources may be an issue for ongoing statistical production. Reputable 

statistics for policy making and service evaluation are generally required for extended periods of 

time, often many years. However, large data sets from dynamic networks are volatile – the data 

sources may change in character or disappear over time. This transience of data streams and sources 

undermines the reliability of statistical production and publication of meaningful time series.” 30 

Eurostat’s analysis of the use of big data for official statistics pointed out that social network data 

bears the risk of being manipulated. This can be done either by the data provider itself or by third 

parties. “For example many spurious social media messages could be generated in order to push a 
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statistical index derived from these data in one or another way in case it is known that the index is 

calculated from such data” 31 

“It is hard to find evidence, but it is believed that the more people realize that analysis of big data can 

influence decision-making, the more likely we are to see attempts to manipulate the system – e.g., to 

generate interest in a topic or produce the desired results by directly manipulating social media, to 

create multiple accounts, to generate buzz by re-tweeting, and so on. With increased visibility and 

importance of big data may come increased attempts to manipulate the data for financial or political 

gain, or merely to make mischief.” 32  

The experience collected so far shows big challenges for NSIs with regard to the quality of big data 

sources, meeting the standards and fitting to the purpose. Nevertheless, the professional ethics 

encourages statisticians to explore different data sources. Professionalism as a core value of 

statisticians also lies in the continuous training and learning new skills. The Declaration on 

Professional Ethics says, “We are continuously learning both about our own field as well as those to 

which we apply our methods”, “We develop new methods as appropriate”, “As scientists, we pursue 

promising new ideas and discard those demonstrated to be invalid”.  

One of the UN Fundamental Principles of Official Statistics (Principle 5) states: “Data for statistical 

purposes may be drawn from all types of sources, be they statistical surveys or administrative records. 

Statistical agencies are to choose the source with regard to quality, timeliness, costs and the burden 

on respondents”. The implementation guidelines advice the statistical agencies to choose sources 

that are cost efficient without losing sight of quality requirements. “Not only administrative data will 

be used as additional data sources in the near future… Other secondary sources should be taken into 

consideration as complementary data for official statistics33.  

In summary, exploring new data sources and learning  new methods to overcome the data quality 

problems is a professional duty of statisticians. Big data may require more efforts from statistical 

agencies to understand the nature of the data sources and to learn what kind of effect it might have 

on the statistical end-product. Collaboration with data holders could help to obtain knowledge on 

the provenance of big data. Collaboration with academia could help to develop new methodologies 

on the use of these sources for producing official statistics.  

                                                           
31

 Structuring risks and solutions in the use of big data sources for producing official statistics – Analysis based on a risk and 
quality framework, Working Paper, Eurostat, 2015 
32

 Is the Sky Falling? New Technology, Changing Media, and the Future of Surveys; Mick P. Couper; Survey Research Centre 

University of Michigan; https://ojs.ub.uni-konstanz.de/srm/article/view/5751 
33

 Fundamental principles of official statistics, Implementation guidelines, UN, 2015 

https://ojs.ub.uni-konstanz.de/srm/article/view/5751


21 
 

The European Statistics Code of Practice affirms that appropriate statistical procedures, implemented 

from data collection to data validation, underpin quality statistics. (Principle 8). The implementation 

of this principle already foresees cooperation with the owners of administrative data in order to 

make it more suitable for statistical purposes. In the context of the big data, such cooperation is 

inevitable in order to develop methods of dealing with different kind of deficiencies of big data in 

relation to official statistics. This could be emphasised in the Quality Assurance Framework. 

3.6. Outsourcing of big data analytics 

Principles: Adequacy of resources. Commitment to quality. Sound methodology. 

Big data sometimes are considered as a new paradigm that requires statistical agencies to adopt new 

methods. This mainly concerns big data analytics that require special skills to analyse data of high 

volume and variety (structured, semi-structured or unstructured data) in order to cope with the 

speed of the data capturing process. The complexity of relationships with different structures 

embedded in the data requires new tools and models of statistical analysis that are not common at 

present. Statistical agencies need to build new skills and knowledge that might require more efforts 

than learning traditional statistical methods. 

One approach to manage this issue would be the outsourcing of big data analytics - that is, to be 

done by people outside of statistical system. This is often done by private companies who do not 

have the adequate skills and capacity for performing big data analysis. Outsourcing might also be 

considered by statistical agencies. The question is whether such an approach would correspond to 

professional ethics of statistical agencies. 

There is a lot of discussion on the pros and cons of outsourcing big data analytics. For example, one 

of the reviews of MIT Sloan Management Review34 stated, “The shortage of analysts — particularly 

those capable of developing and leading world-class teams that can enable a company to create a 

competitive advantage from its data and analytics — is driving organizations to consider outsourcing 

their analytics activities. However, choosing analytics providers and structuring effective working 

relationships that deliver value require managers to have a clear understanding of what they’re 

looking for and the potential risks involved. …Customers must also be careful not to lose their 

expertise or their core intellectual property, which suggests that companies should first do a 
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thorough job of identifying which are core capabilities and which could be better served by an 

offshore provider”35.  

Data analysis is a core business of statisticians. To work in line with professional ethics for statistical 

agencies means to guarantee quality of statistical output and transparency of the methods applied. 

Building knowledge and skills in-house would probably safeguard better the implementation of these 

principles and therefore help to retain trust in official statistics.  

Principles 3 and 7 of the European Statistics Code of Practice require that “adequate resources are 

available to meet European Statistics requirements and that the overall methodological framework 

follows European and other international standards, guidelines and good practices. Sound 

methodology underpins quality statistics. This requires adequate tools, procedures and expertise”. 

There is a risk that statistical agencies will not be able to meet these demands in case of outsourcing. 

The ability to adopt and apply new methods of statistical analysis in order to accommodate to the 

changing environment and to use new data sources in official statistics could be more strongly 

emphasised by the indicators of the European Statistics Code of Practice and Quality Assurance 

Framework.  

3.7. Dissemination of statistical output 

Statistical principles: Impartiality and Objectivity. Accuracy and Reliability. Accessibility and Clarity. 

Transparency is one of the core values of statisticians. The Declaration on Professional Ethics states 

that methods and findings are to be exposed and reviewed. “Adequate information should be 

provided to the public to permit the methods, procedures, techniques, and findings to be assessed 

independently”36; “Available methods and procedures should be considered and an impartial 

assessment provided to the employer, client, or funder of the respective merits and limitations of 

alternatives, along with the proposed method”.37 

One of the UN Fundamental Principles of Official Statistics (Principle 3) says, “To facilitate a correct 

interpretation of the data, the statistical agencies are to present information according to scientific 

standards on the sources, methods and procedures of the statistics” . The implementation guidelines 

advise that “Transparency contributes greatly to increase the confidence and trust of users in official 

statistics. For qualified users it is necessary not only to read the pure statistical results but also to 
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have a professional understanding of how the statistics have been produced. The qualified user will 

reach the necessary understanding on how to use the statistical results only after knowledge about 

data sources methods and procedures. This is why it is important that every statistics includes 

relevant and scientific documentation. Metadata is an important part of the standard dissemination 

procedure for official statistics.”38 

The European Statistics Code of Practice (Principle 6) requires that “statistical authorities develop, 

produce and disseminate European Statistics respecting scientific independence and in an objective, 

professional and transparent manner. That requires that information on methods and procedures 

used to produce statistical data is publicly available”. 

Big data requires complex techniques to produce the statistical output. Sometimes, we can only 

observe the inputs and see the outputs, but the transformation (process) may not be understood. 

Engineers use the term black box to describe a system in which one can watch inputs going in and 

see outputs coming out, but in between exists some opaque, intangible process that transforms the 

inputs into outputs under a veil of secrecy. Google sometimes refers to its black box algorithm as the 

secret source that gives them a competitive advantage. Businesses are increasingly relying on this 

secrecy strategy when it comes to data, using the rationalization that people would game the system 

if they knew how it worked39.  

Mick P. Couper analysing the future of statistical surveys wrote, “One of the key strengths of surveys, 

by way of contrast, is public access to the data – conditional on confidentiality restrictions and 

disclosure limitations. This facilitates reanalysis and replication, which strengthens the underlying 

value of the data and our faith in the conclusions drawn from the data.”40 It is imperative that 

scientific analysis be able to be replicated and validated by other researchers. Social behaviour is 

complex and subject to multiple interpretations: the concrete application of scientific concepts must 

be transparently communicated through shared code and metadata documentation.41 

In order to work in line with the professional ethics, NSIs using big data analytics to produce 

statistical output should not only describe the data sources but also explain clearly methods and 

models applied. That is absolutely necessary for building confidence and trust of users in official 

statistics.  
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3.8. Cooperation or competition  

Statistical principles: Cost effectiveness. Relevance. 

Additional players are emerging in the information market that may start or have started producing 

statistics using big data. Depending on the statistical product, a situation of competition might occur.  

The UN recommendations for official statistics advise, “In order to fulfil their mission in society the 

national statistical systems should collaborate rather that compete with the private sector working 

with big data. Coordination of the work on producing official statistics among public organisation and 

forming partnerships with private entities under the leading role of the statistical agencies would 

increase potential of official statistics and save public resources”42. 

Experimenting with big data, the national statistical institute of the Netherlands (CBS) pointed out a 

possible new role of official statistics in a digital world: “In a time of growing data abundance, 

generating statistical information that is potentially relevant to society is no longer an activity 

intrinsically restricted to NSIs. And where other organisations are able to provide statistical 

information to the public, rather than competing, NSIs could build on their position as an impartial, 

trusted third party and their expertise to advice on the quality and validity of information of these 

various sources. Possibly, then, providers of big data may even seek validation of their data from 

NSIs, thereby opening up yet another possibility for new partnerships.”43 

The quality of official statistics depends largely on the cooperation of society, governmental 

institutions, and also private entities.44 

The European Statistics Code of Practice needs to reflect the cooperation with the holders of 

secondary data sources as well as the coordination of statistical activities, not only with public 

institutions but also with private entities. 

4. PROPOSALS FOR THE REVIEW OF THE EUROPEAN CODE OF 

PRACTICE  

The European Statistics Code of Practice is based on 15 Principles covering the institutional 

environment, the statistical production process and the output of statistics. A set of indicators of 

good practice for each of the Principles provides a reference for the implementation of the Code. 
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The analysis of the possible use of big data in official statistics from the ethical point of view as 

described in the previous chapter did not identify any particular gaps in the statistical principles that 

would prevent the use of these data sources. Nevertheless, some of the indicators of good practice 

would need to be updated in order to cover a special character of big data. First of all, it concerns the 

following aspects: 

– making arrangements with private entities that collect big data in order to get access to 

the data,  

– ensuring the use of big data obtained from the private companies be restricted to  the 

purposes of official statistics, 

– selecting big data providers for the purpose of official statistics, 

– establishing a personal data treatment policy within the statistical system with the aim to 

prevent misuse of  data, 

– acquiring knowledge on the origin/provenance of the big data sources, 

– setting rules on the use of big data analytics and using predictive models,  

– collaborating with academia and research communities to handle big data quality issues 

in statistical terms,  

– ensuring transparency of the methods used by big data analytics to obtain statistical 

output (no “black box”), 

– collaborating with private entities producing statistics on the basis of big data. 

Proposals to amend the indicators of good practice for statistical principles of the European Code of 

Practice are provided below. 

Principle 1. Professional independence.  

This principle aims at ensuring the credibility of European Statistic. The trust in statistics plays a 

crucial role for statistical agencies in obtaining access and integrating big data in the production of 

official statistics.  

o It would be recommended to emphasise the strictly professional considerations and 

professional ethics of official statistics in the selection of secondary data source 

providers.  

o Any pressure from policy or regulatory bodies on statistical agencies to share stored 

big data for purposes other than official statistics would undermine the credibility of 

official statistics, and must be prevented. 
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Principle 2. Mandate for data collection 

o The fact that big data sources can be used for producing official statistics must be 

mentioned in one of the indicators.  

o The possible new role of statistical agencies with regards to cooperation with big 

data providers could be reflected in one of the indicators.  

Principle 3. Adequacy of resources. 

o The use of big data requires substantial resources to obtain new skills and tools. The 

principle of adequacy of resources could be also implemented by cooperation with 

those who possess these skills and tools. If partnerships with data holders and 

academia based on sharing the knowledge and experiences could help save the 

resources of statistical agencies, it could be covered by the indicators under this 

principle. 

Principle 4. Commitment to quality. 

o The existing indicator 4.4 requires a regular and thorough review of the key 

statistical outputs using external experts where appropriate. This indicator could be 

extended or a new indicator emphasizing collaboration with academia and research 

community could be added. This is more important for the statistical output based 

on big data than on traditional data sources. 

o  It would be (highly) recommendable to communicate with big data providers in 

order to obtain knowledge on the provenance of the data. 

 

 

Principle 5. Statistical confidentiality.  

o To respect the privacy of data subjects is a fundamental principle with regards to the 

use of big data. Statistical agencies must be informed if : 

 big data providers (data holders) have subject’s consent to provide their data 

to the third parties (when it is required by law)  
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 the data subjects are informed that their personal data is used by the 

statistical authorities for the purposes of official statistics. 

o Big data analytics may reveal personal data through data accumulation and linkage. 

Distinct pieces of data that may not pose a privacy risk when released independently 

are likely to reveal personal information when they are combined. In case a research 

work in this area is considered as being useful, a clear guidelines on the use of the 

data should be developed.  

o Security measures to protect the confidentiality of personal data play a more 

important role with regard to big data. This has to be reflected either in the indicator 

5.5 or in a new indicator that emphasises appropriate security measures to protect 

big data from unauthorised access. 

Principle 6. Impartiality and objectivity. Scientific independence 

o It is proposed to extend the existing indicator 6.2 “Choices of sources and statistical 

methods as well as decisions about the dissemination of statistics are informed by 

statistical considerations” by including “big data providers”. 

Principle 7. Sound methodology.  

o It is proposed to emphasise communication with big data holders in order to obtain 

knowledge on the provenance of the data sources and methods used. 

Principle 8. Appropriate statistical procedures. 

o The existing indicator 8.1 specifically mentions the use of administrative data: “When 

European Statistics are based on administrative data, the definitions and concepts 

used for administrative purposes are a good approximation to those required for 

statistical purposes”. Either this indicator should be extended or a new indicator 

should be created to ensure that the processing of big data complies with this 

principle. 

o Agreements with big data providers, partnership agreements or any other 

agreements that allow the use of big data for the purposes of official statistics need 

to be in place. 

Principle 9. Non-excessive burden on respondents 
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o As big data have a great potential of reducing burden on respondents, it is 

recommended to mention the need to explore the potential of big data sources in 

producing official statistics.  

Principle 10. Cost effectiveness. 

o Once there is clear evidence that the use of Big Data is cost-efficient, this has to be 

promoted and an additional indicator about the implementation of this principle 

could be added.  

Principle 11. Relevance. 

o In a time of abundance and omnipresence of digital data, statistical information can 

be produced by any organisation and market actor that possess relevant skills and 

tools. Collaboration with other statistical data producers should be recommended as 

statistical agencies hardly can satisfy all the needs for information that is relevant to 

society. 

o Principle 12. Accuracy and reliability 

o There are several methodological problems linked to the use of big data in 

statistics, e.g. the selectivity problem. The limitations of statistical inference and 

possible sources of errors have to be made public. This could be added to the 

indicators under principle 12. 

o Statistical and substantive assumptions made in the production process and 

interpretation has to be made known to the users. 

Principle 13 Timeliness and punctuality 

No proposal 

Principle 14. Coherence and comparability 

As big data sources might be subject to rapid changes, the appropriate procedures to 

guarantee the coherence and comparability in time have to be in place. 

Principle 15. Accessibility and clarity 

No proposal 
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5. POSSIBLE ACTIONS ON STRATEGIC LEVEL 

1. To continue supporting the pilot projects on the use of big data sources in official statistics in 

order to obtain more experience. 

2. To support legal initiatives on big data access for national (European) statistical authorities. 

3. To have extensive discussions within statistical community on the ethical issues on the use of 

big data in official statistics. 

4. To revise the European Statistics Code of Practice and the related quality assurance 

framework with the aim to reflect the possible use of big data in official statistics. 

5. To create and maintain rules of conduct for using big data in official statistics (ethical 

guidelines) that complement to European Statistics code of practice and the related quality 

assurance framework. 

6. To enter into a dialogue with the European and national data protection officers on the use 

of big data for statistical purposes and the related legal and ethical conditions and 

safeguards. 

7. To consider the possibility of creating an “Ethical Commission on the use of (big) data in 

official statistics” at EU level. 

CONCLUSION 

Professional ethics of statisticians do not preclude the use of big data sources in producing official 

statistics. The exploration of new data sources is a professional duty of statisticians, especially if they 

have the potential to better satisfy user needs, to reduce the reporting burden, to extend the 

number of statistical products, etc. Nevertheless, in order to retain the trust and confidence in 

official statistics and to adapt to the digital world, statistical agencies need to pay attention to 

possible ethical questions that may arise when big data is used. These questions may concern the 

relations with the big data holders, the protection of the privacy of data subjects, the transparency of 

the methods used to obtain statistical outputs. In order to use the potential of big data sources in 

official statistics, it seems indispensable to set up a collaboration between statistical agencies, 

academia, big data holders, and private companies possessing required skills.  
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