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Options for decentralised / remote access to European microdata 

1. PURPOSE 

The purpose of this document is to discuss with the Microdata Access Network Group 

(MANG) the options for remote access to European microdata. The first paragraphs 

describe the current situation and some potential developments; these serve as a 

background. Paragraph 6 lists the points for discussion. 

2. BACKGROUND 

Eurostat grants access to European Statistical System (ESS) confidential data for scientific 

purposes. Whenever national statistical authorities transfer the data to Eurostat in the form 

of microdata, efforts are made to release these data for scientific purposes. Annex 1 

presents the data collections, which are currently available for researchers. 

The European Statistical System confidential data for scientific purposes (European 

microdata) are available in two ways:  

 Secure use files 

 Scientific use files 

Secure use files are the files without direct identifiers where no further data anonymisation 

has been applied. These files can only be accessed in the safe centre in Eurostat 

(Luxembourg). The picture below presents the access process.  

 

Three datasets are currently available in Eurostat safe centre:  

 Community Innovation Survey (CIS) 

 Structure of Earnings Survey (SES) 

 Micro-Moments Dataset (MMD) 

Scientific use files are further anonymised to reduce the risk of identification of 

respondents. These files are available for download on the S-CIRCABC platform and may 

be used in the premises of research entities.  
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In 2011-2013 the ESSnet1 project on Decentralised and Remote Access to Confidential 

data (Essnet DARA)2 was working on a solution for access to European secure use files 

via safe centres in NSIs. The ESSnet proposed a decentralised access where the data are 

stored centrally and made available by remote connection to the safe centres in NSIs.   

The IT solution for remote connection was not available at the European level for some 

time and therefore the solution proposed by the ESSnet was not implemented.  

In 2019, in reply to Eurostat needs, the European Commission IT department proposed a 

Citrix based remote access solution called KIOSK.  

This paper presents options for remote access to European microdata (secure use files and 

scientific use files) using the KIOSK solution. Over the last few years, many NSIs have 

established and/or further developed modern remote access solutions facilitating access to 

microdata for researchers. Eurostat would like to follow this path and offer a state-of-the-

art solution for remote access to European microdata.  

3. LEGAL ASPECTS  

Regulation 557/2013 on access to confidential data for scientific purposes3 lays down 

conditions of access, which are further developed in the Guidelines on assessment of 

research entities, research proposals and access facilities (Guidelines)4.  

The Regulation says that (Article 7) “Access to secure-use files may be granted provided 

that the results of the research are not released without prior checking to ensure that they 

do not reveal confidential data” . The Regulation requires that “access to secure-use files 

may be provided only within Commission (Eurostat) access facilities or other access 

facilities accredited by the Commission (Eurostat)”5. Access facility means “the physical 

or virtual environment and its organisational setting where access to confidential data for 

scientific purposes is provided”6. Therefore, all systems contributing to granting access to 

microdata must be either Commission systems or systems accredited by the Commission. 

The KIOSK system is an access facility provided by the Commission (Eurostat) so it is 

assumed that it does not have to be accredited.  

The Guidelines lay down accreditation criteria for safe centres as access facilities (an 

option proposed by DARA).  

4. TECHNICAL ASPECTS – PILOT IMPLEMENTATION 

The IT solution for remote access developed by the central IT department of the European 

Commission is based on Citrix technology and is called KIOSK. The authorised user 

                                                 
1 ESSnets are collaborative projects in the European Statistical System dedicated to national statistical offices, the 

projects are co-financed by Eurostat. 

2 https://ec.europa.eu/eurostat/cros/content/decentralised-and-remote-access-confidential-data-ess-dara_en 

3 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013R0557 

4 https://ec.europa.eu/eurostat/documents/203647/771732/guidelines-assessment.pdf 

5 Reg 557/2013 art. 7, paragraph 1.  

6 Reg. 557/2013 art. 2. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013R0557
https://ec.europa.eu/eurostat/documents/203647/771732/guidelines-assessment.pdf
https://ec.europa.eu/eurostat/documents/203647/771732/guidelines-assessment.pdf
https://ec.europa.eu/eurostat/cros/content/decentralised-and-remote-access-confidential-data-ess-dara_en


 

4 

connects to the EU-login account with two-factor authentication. Then connects to the 

KIOSK environment with KIOSK username and password. In this environment the user 

has access to the folder with data for his research project proposal (RPP). Each RPP folder 

contain three sub-folders:  

1. “In”  

2. “Work area” 

3. “Out” 

The Data Collection Responsible Officer (DCRO)7 uploads the data to the RPP sub-folder 

“In”. The researcher has ‘Read Only’ permission to the folder “In” and RW (Read and 

Write) permission to the two other folders. The DCRO has “RW” permissions to all RPP 

folders for his specific data collection(s). The IT staff grants permission to the KIOSK 

account. The researcher must have the EU-login before coming to the safe centre.  

In January 2020 Eurostat started testing the KIOSK solution with researchers visiting the 

Eurostat safe centre. Unfortunately, in March 2020 the safe centre was closed and it 

became impossible to continue testing. It is unclear how long this situation will last. It may 

remain impossible to welcome researchers in the Eurostat safe centre for several months. 

Alternative solutions for testing are currently planned. 

5. DECENTRALISED/REMOTE ACCESS OPTIONS FOR EUROPEAN MICRODATA 

There exist two basic solutions for remote access to data:  

 Remote access with access points located in accredited safe centres – decentralised 

access 

 Remote access from researchers’ workstations 

5.1. Access points in safe centres – decentralised access  

This solution is very similar to the current access via safe centre in Eurostat with 

the only difference that the safe centres are located in national statistical institutes 

or within other entities. Such safe centres would need to be accredited8. In this 

option researchers still need to travel to get access to the data and the physical 

infrastructure (safe centre) needs to be established. 

5.2. Remote access  

This solution would allow researchers to connect to the data directly from their 

workstations. With the KIOSK remote access solution, it does not require any 

specific infrastructure except for a workstation connected to internet.  

                                                 
7 DCRO is a recognised function in Eurostat. The DCROs are responsible for a given data collection. They manage 

access permissions, including granting access to Eurostat staff, contractors and researchers on the basis of 

procedures in place (access protocol). The DCRO does these administrative steps before the researcher visits 

the safe centre.  

8 Accreditation procedures are proposed in the Guidelines.  
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6. DISCUSSION POINTS 

Here below some discussion points for the European decentralised/remote access system, 

focussing on the user (researcher) perspective. The Working Group on Methodology 

already discussed a similar document from the perspective of the data owner and from the 

perspective of the safe centre provider. Here we seek the opinion of the MANG. 

6.1. Do we need decentralised/ remote access to European microdata? 

The setting up of the new system is costly and administratively heavy, especially 

for the safe centre options. Is the remote access to secure use files necessary? 

Shouldn’t we focus on better scientific use files and/or invest more in on-site access 

in Eurostat?  

6.2. Decentralised versus remote access 

From a security point of view, decentralised access is safer than remote access for 

two main reasons: evidence on the safe connection and on the identity of the 

researcher. This makes it easier and faster for the data owners to accept 

decentralised access. The two options will probably not co-exist, as the market for 

decentralised access will disappear as soon as remote access is in place. Is it useful 

to have decentralised access as an intermediate step, or should remote access be 

the direct aim?  

6.3. Availability of data sets 

Setting up decentralised or remote microdata access infrastructure only makes 

sense if in the longer run more secure use files would be available, notably for the 

most demanded data sets (the Labour force survey and Statistics in income and 

living conditions). What is the view of MANG? Which datasets should be 

prioritised?  

6.4. How the identity of the researcher is checked in safe centre/remote access? 

The possibility to check the identity of the researcher by the staff of the safe centre 

is one of the crucial advantages of the safe centre option. The current remote access 

solution identifies researchers using two gates (EU login and KIOSK) each with 

separate passwords and authentication devices. Biometric identification is not an 

option for the European solution, as it requires physical presence of the researcher 

to collect identifiers (for example fingerprints).  

7. CONCLUSIONS 

The objective of this item is to have the view of MANG on the possible development of 

remote access system to European secure use files. Furthermore, to discuss which option 

- safe centre or remote access - is feasible for the NSIs and useful for researchers.  This 

discussion will help us decide on the next steps.  
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Annex 1. European datasets available for scientific purposes 

 Business/ 

Social data 

Secure use 

files-

available in 

Eurostat 

safe centre 

Scientific 

use files 

European Community Household Panel (ECHP) S  X 

EU Statistics on Income and Living Conditions (EU-

SILC) 

S  X 

Labour Force Survey (LFS) S  X 

Community Innovation Survey (CIS) B X X 

Structure of Earnings Survey (SES) S/B X X 

Adult Education Survey (AES) S  X 

European Road Freight Transport Survey (ERFT)   X 

Continuing Vocational Training Survey (CVTS) B  X 

European Health Interview Survey (EHIS) S  X 

ICT usage by Households and Individuals S  X 

Micro-Moments Dataset (MMD - Linked micro-

aggregated data on ICT usage, innovation and economic 

performance in enterprises) 

B X  

Household Budget Survey (HBS) S  X 

Harmonised European Time Use Survey (HETUS) S  X 

Farm Structure Survey (FSS) B (S)  X  

 


