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1. Purpose 

In the context of the Web Intelligence Hub (WIH), to ensure that activities of Eurostat and 
the Web Intelligence Network to retrieve content from websites for the purpose of 
developing, producing or disseminating official statistics are carried out in accordance 
with web content retrieval guidelines approved by the DIME-ITDG plenary on 25 January 
2022, this document proposes the first set of principles, rules and conditions developed 
for the WIH (Annexes I, II and III). 

The WIH principles, rules and procedures define the practices for implementing the Web 
content retrieval guidelines. The proposal aims at to align WIH activities with sound web 
content retrieval practices and to inform stakeholders about these principles, rules and 
conditions.  

The proposal includes the extraction, processing and use of data via APIs or web-scraping 
activities for the purpose of developing, producing and disseminating official statistics 
regardless of whether the related activities are performed directly by statistical authorities 
or indirectly on their behalf. 

The DIME-ITDG plenary is invited to provide feedback on this first set of principles, rules 
and conditions guiding WIH activities.  

 

2. Problem statement 

The ESS partners are committed to using new data sources to enhance the development 
and production of statistics across the EU. Data collected from readily available 
information contained in websites provide opportunities to improve statistical information 
in different domains, such as labour market, businesses, prices, and information and 
communication technologies usage. Methods based on artificial intelligence technologies 
enabling the extraction of data from websites content can complement and enhance 
information based on more traditional data collection methods, while reducing response 
burden, and increasing sample size. 

Two work packages of the ESSnet Big Data explored the potential of data from online job 
portals in the context of job vacancies and analysed enterprise websites to provide relevant 
information on enterprises for statistical purposes, e.g. related to enterprise characteristics 
or enterprises’ use of information and communication technologies. The newly created 
Web Intelligence Network is further developing the methodology to integrate these data 
into the production of official statistics. The Web Intelligence Hub operated by Eurostat 
provides the platform and necessary technologies to enable and support the activities of 
the European Statistical System. 

Eurostat currently collects three million online job advertisements per month in the context 
of setting up the ESS Web Intelligence Hub. 
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The systematic retrieval of information publicly available in websites is not 
straightforward. Various issues related to the process of content retrieval and 
characteristics of the data have to be considered. The process puts additional burden on 
servers and websites. Websites might contain personal information, which, once retrieved 
and stored, has to be protected. Aggregations of data might disclose potentially sensitive 
information on business activities, such as market shares or activities in specific sectors 
and regions. Finally, website managers started to take measures preventing systematic 
information retrieval.  

The WIH principles, rules and conditions aim to avoid unforeseen negative consequences 
that arise from web content retrieval activities that do not adhere to ethical principles and 
practices as expressed in the web content retrieval guidelines approved by DIME-ITDG 
plenary. Consequences may range from complaints to prevention of web content retrieval 
activities by website owners. Means for preventing respective activities can be of technical 
or legal nature, leading to sub-optimal performance of web data collection and, in the worst 
case, to exclusion of data sources from statistics production. Another consequence of not 
adopting these principles, rules and conditions might be the creation of an adverse public 
opinion towards web content retrieval activities of the WIH.  

3. Proposed action 

It is proposed that the DIME/ITDG provide feedback on the first set of rules and conditions 
guiding WIH activities. The respective rules and conditions should guide Eurostat and the 
ESS partners in their activities in the context of the WIH. Information on adherence to the 
rules and conditions should be disseminated to external stakeholders. 

The rules and conditions will be implemented by Eurostat following the described 
practices to support operations of the Web Intelligence Hub.  
The implementing activities include: 

 Adjusting software, which is utilised by Eurostat and the Web Intelligence 
Network; 

 Reviewing the existing agreements with website owners and adjusting them to the 
rules and conditions on agreements with web sources; 

 Reviewing existing data access agreements with Data Lab users and adjusting them 
to to the rules and conditions on access to content and data; 

 Publishing the rules and conditions on the internet as means of communication and 
to be able to refer to them when retrieving content from websites.  

 

4. Resource impact 

No additional resources are required from ESS partners in the adoption of this set of 
rules and conditions. 
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Annex 1 – WIH Rules and conditions on web content retrieval 

1. Preamble 
 

The WIH is a statistical infrastructure dedicated to the retrieval of content from the Web, its 
processing and the extraction of information for producing statistics in several statistical 
domains, as well as carrying out advanced analytics. 

The WIH is a joint infrastructure of the official statistics organisations that compose the 
European Statistical System (ESS). It is multi-purpose, serving needs at European and also 
national level. It follows a modular architecture in order to be easily evolvable to the 
technological changes occurring on the Web. The processes running in the hub and the 
corresponding outputs are open, transparent and auditable, with the lineage of the data and the 
processes being identifiable and traceable. 

The elements of the WIH are a community of experts, a set of proven methodologies dedicated 
to Web data and the IT components implementing those methodologies, which are hosted on a 
platform, from which they run as services available to the ESS organisations. 

The operationalisation of the WIH is driven by use cases. Use cases are implemented as a 
combination of a set of websites under a particular scope from which content is retrieved, 
dedicated workflows orchestrating services provided by the WIH, the resulting processed 
microdata and statistical outputs for one particular statistical domain. 

Purpose of these rules and conditions  

The purpose of the rules and conditions on web content retrieval is to be transparent towards 
website owners about the practices of the WIH concerning the retrieval of content from 
websites. 

The objective is to assure the collaboration of website owners in the production of official 
statistics that serve the public interest of European citizens. 

Scope of these rules and conditions  

These rules and conditions apply to all the content retrieval activities of the WIH targeting 
websites selected in the context of particular use cases. The activities of the WIH are 
implemented by the official statistics organisations of the ESS and, in some cases, by third 
parties or intermediaries acting on behalf of those organisations. 

These rules and conditions are complemented by other rules and conditions establishing the 
practices of the WIH in other potentially related topics. The consultation of those rules and 
conditions is recommended. 

Principles guiding these rules and conditions  

These rules and conditions follow these principles: 

 Transparency. The awareness and clearness of the rules and conditions followed in 
retrieving content from websites ensures the trust of the website owners, and their 
willingness to collaborate. These rules and conditions attempt to strike a good balance 
in terms of concrete, stated and clear rules at a reasonable level of detail.  
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 Minimisation of the burden of the websites owners. The collection of data for the 
purpose of producing statistics has an inevitable burden on the organisations and 
individuals who have to provide the data. Even if the retrieval of content from the 
websites avoids the direct provision of data by the website owners, the automated 
retrieval of content from the website involves some burden for the web servers. The 
minimisation of the data provision burden should take into account the overall burden 
of the website owners and in particular, the burden of the web server when automated 
methods are used. 

 Statistical methodological soundness. Decisions concerning data collection have an 
impact on the quality of the statistics produced with that data. The automated retrieval 
of content from websites is one type of data collection. These rules and conditions 
reflect a careful consideration of the impact of the content retrieval for the quality of 
the statistical process. 

 Standard internet conventions. The WIH follows standard internet conventions, 
including the recommendations in “data on web best practices”. 
 

2. Purpose of the web content retrieval activities 

The WIH retrieves content from websites to be used solely for the purpose of developing, 
producing and disseminating official statistics. 

As happens in general with all the data collected for official statistics purposes, access to the 
content and data collected by the WIH may be provided for scientific research purposes.   

Access to the content retrieved from the websites and the data derived from that content is 
provided following the WIH rules and conditions on access to content and data (Annex III). 

 

3. Selection of websites from which content is retrieved 

In order to select the websites from where to retrieve content, the WIH performs a landscaping 
in the context of a particular use case. A landscaping consists of an inventory of the existing 
websites under the scope of the use case, an assessment of their content in terms of quality as 
a source (including relevance, completeness, accuracy) and the selection of the websites based 
on the quality of the content and their relevance for the use case. 

The landscaping activities follow methodologies commonly agreed in the context of the WIH. 
The methodologies are published by Eurostat and publicly available. 

The WIH publishes the list of websites that are selected for the content to be retrieved. 

The WIH is open to making agreements with the owners of the websites selected, establishing 
preferential retrieval time scheduling or alternative content retrieval channels, such as API and 
file transfer. 

The WIH contacts directly the owners of the most relevant websites for the establishment of 
an agreement. 

Agreements with website owners follow the WIH rules and conditions on web sources 
agreements. (Annex II). 
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4. Identification of the WIH to the websites 

The WIH identifies itself to the websites via the user-agent string and the IP addresses of its 
Web crawlers, except in very specific cases where the web content retrieval needs to be done 
anonymously, e.g. for quality control or audit purposes.  

User-agent string 

The WIH identifies itself via the user-agent string of the web bot. The user-agent string includes 
the name, the description and a link to a webpage setting out the retrieval purpose and what 
content it collects, the contact details of the team responsible, and information on how to share 
data alternative to web scraping. 

 
Field Value 
http.agent.name "Web Intelligence Hub" 
http.agent.description "The WIH is run by Eurostat, the official statistics office of the 

European Union. All the data retrieved by the WIH is strictly used 
only for statistical purposes, in accordance with Regulation (EC) 
No 223/2009 of the European Parliament and of the Council on 
European statistics.” 
 

http.agent.url  Link to dedicated page in CROS portal 
 

List of IPs 

The list of IPs from where the WIH retrieves content from websites, in the present and in the 
past, is disseminated via a URL directing to a WIH platform service such information online.  

Exceptional anonymous retrieval of web content 

Anonymous retrieval of web content by the WIH is done for quality control or audit purposes, 
in particular for verification that the content retrieved is not tailored or manipulated when the 
WIH identifies itself. This is done only for small number of the websites and should never have 
a significant impact on the web servers.  

5. Crawling of the websites selected 

In order to retrieve content from the websites selected, the WIH needs to crawl them to identify 
all the pages containing the content of interest. Normally, the WIH does not crawl the complete 
websites. Whenever possible, the WIH uses indexing pages in the websites to select the web 
pages to be retrieved and makes use of sitemaps when they are made available by the website. 

The WIH abides by the website’s scraping policies, in particular with the robots exclusion 
protocol as expressed in the robots.txt of the website, insofar as it is compatible with the legal 
mandate of the statistical offices to produce official statistics. 

sitemaps 

An XML sitemap is a file that lists a website’s important pages and can help speed up content 
discovery, making sure they can be found and crawled. It also helps the WIH understand the 
website structure and ease the crawl of every essential page of the website. 

The WIH uses information from siteindex.xml to minimise the burden caused by the crawling. 
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robots.txt 

The WIH balances the right of the website to opt-out from being crawled (expressed in the 
‘robots.txt’ file) with the public interest of official statistics.  

When all crawling bots are disallowed (‘User-agent: * Disallow: /’), the WIH considers it as a 
particular concern of the website with the burden of the crawling and adopt additional measures 
to minimise it, but still performs the crawling. 

When the WIH bot is explicitly disallowed, the WIH interprets it as a statement that the website 
would like to report data to the WIH in another way than being crawled. In those cases, the 
WIH will contact the website owner to agree on an alternative data provision methods. In case, 
there is no reply from the website owner, the WIH will perform the crawling of the website. 

If the robots.txt file returns a server error status code for more than 30 days, the WIH will use 
the last cached copy of the robots.txt. If a robots.txt is unavailable and has not been cached, the 
WIH assumes that there are no restrictions to crawling. 

Blocking 

When the WIH bots are blocked by the web server of a website, the WIH will adjust its crawling 
parameters, such as the crawl rate, in order to reduce the burden on the web server. 

If the blocking of the WIH bots by the web server persists, then the WIH will contact the 
website owner in order to establish an agreement. Agreements with website owners are 
governed by the WIH rules and conditions on agreements with web sources (Annex 2). 

6. Minimisation of the impact on the web servers 

The WIH uses the following strategies to minimise the impact of web content retrieval on the 
web servers: 

 Limit the crawl rate; 
 Retrieve content at times when the webserver is not expected to be subject to a heavy 

load; 
 Optimise the retrieval strategy in order to minimise the number of requests made to a 

given domain (e.g. skipping inline elements such as images or style sheets if those are 
not necessary); 

7. Treatment of sensitive content and data retrieved from websites 

The WIH considers 4 types of sensitive content: 

 Personal data, data referring to identifiable individual persons, as defined in the 
GDPR; 

 Statistical confidential data, data protected under statistical law; 
 Content protected under intellectual property legislation; 
 Content or non-personal and statistical non-confidential data with a potential negative 

impact on the website owner; 

Personal data 

‘Personal data’ refers to any information relating to an identified or identifiable natural person 
or data subject. An identifiable person is someone who can be identified, directly or indirectly, 
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in particular with reference to an identification number or to one or more factors specific to 
their physical, physiological, mental, economic, cultural or social identity. 

Personal data may be retrieved from websites as only after the retrieval process it is possible 
to determine if personal data is present on the web page. Examples of personal data that can be 
found on websites are names, personal addresses and email addresses. 

The WIH makes its best effort to identify the presence of personal data within the content 
retrieved from websites, by using automated methods. Depending on the use case, personal 
data may be discarded, obfuscated (replaced by fake values) or stored. 

Personal data stored and processed by the WIH, even if publicly available in websites, is treated 
as personal data according to European legislation on personal data protection, the General 
Data Protection Regulation (GDPR), or Regulation (EU) No 2018/1725 on the protection of 
natural persons with regard to the processing of personal data by the Union institutions, bodies, 
offices. 

Statistical confidential data 

It is considered statistical confidential data, all the data provided by the website owner to the 
WIH and that is not publicly available on the website. 

This data is flagged internally by the WIH and is accessible only to official statistics 
authorities/producers. Access by other entities or organisations, public or private can only be 
provided under the explicit agreement of the website owner.  

The identity of the source for each unit in the database is considered statistical confidential 
data. 

Access to statistical confidential data is possible for scientific purposes like it is done for other 
sources, as stipulated in the Regulation (EC) No 223/2009 of the European Parliament and of 
the Council on European statistics and Regulation (EU) No 557/2013 on access to confidential 
data for scientific purposes and for microdata access. 

The statistical aggregates should not allow the indirect disclosure of statistical confidential 
data. 

Content under intellectual property legislation - copyright and database sui-generis 
right 

Websites content under copyright and database sui-generis right may be retrieved by the WIH. 
When that happens, it is internally flagged and treated according to the terms and conditions 
provided by the website in its copyright notice, in particular in what concerns providing access 
to that content. Access to this content is governed by the WIH rules and conditions on access 
to content and data. (Annex III) 

Content or data with potential negative impact on the website owner 

The WIH collects all content and data from websites required to produce official statistics, even 
when access to that content (in a way different than the one foreseen by the website) may have 
a negative impact on the website owner.  

In order to balance the public interest of official statistics with the interests of the website 
owners, all content and data retrieved by the WIH from the websites is treated confidentially.  
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The identification and access to content and data with potential negative impact on the website 
owner follows the WIH rules and conditions on access to content and data. 

8. Communication about the WIH web content retrieval activities 

The WIH informs in general about its web content retrieval activities in the web page which 
URL is provided in the user-agent string. This web page will be made available in the CROS 
portal of Eurostat in the section dedicated to the WIH. Additionally, the WIH may disseminate 
some information on its web content retrieval activities, e.g., methodologies, as Eurostat 
publications. 

All the information of the WIH web content retrieval activities is released and disseminated 
simultaneously to all users. 

The WIH will advertise: 

 these rules and conditions; 

 the list of use cases run under the WIH; 

 the list of websites selected in each use case; 

 the landscaping methodology used in the selection of websites; 

 the list of statistics produced with the content retrieved; 

The WIH informs website owners directly and individually when the content retrieved from 
the website is expected to have a significant impact on the web server, e.g., when a website is 
scraped with a high frequency, or many web pages are retrieved in a short amount of time. 

The WIH will engage with the website owners to build a community of data sources, with 
whom the WIH can discuss common overall issues related to the uses cases, such as the 
development and adoption of standards (e.g. API, structured fields, definitions). 
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Annex 2 – WIH rules and conditions on web source agreements 

1. Preamble 

The WIH is a statistical infrastructure dedicated to the retrieval of content from the Web, its 
processing and the extraction of information for producing statistics in several statistical 
domains, as well as carrying out advanced analytics. 

The WIH is a joint infrastructure of the official statistics organisations that compose the 
European Statistical System (ESS). It is multi-purpose, serving needs at European and also 
national level. It follows a modular architecture in order to be easily evolvable to the 
technological changes occurring on the Web. The processes running in the hub and the 
corresponding outputs are open, transparent and auditable, with the lineage of the data and the 
processes being identifiable and traceable. 

The elements of the WIH are a community of experts, a set of proven methodologies dedicated 
to Web data and the IT components implementing those methodologies, which are hosted on a 
platform, from which they run as services available to the ESS organisations. 

The operationalisation of the WIH is driven by use cases. Use cases are implemented as a 
combination of a set of websites under a particular scope from which content is retrieved, 
dedicated workflows orchestrating services provided by the WIH, the resulting processed 
microdata and statistical outputs for one particular statistical domain. 

Purpose of these rules and conditions  

The purpose of the rules and conditions on web source agreements is to be transparent towards 
website owners about the practices of the WIH concerning the making of agreements with the 
owners of websites selected in the context of its several use cases. 

The objective is to assure the collaboration of website owners in the production of official 
statistics that serve the public interest of European citizens. 

Scope of these rules and conditions  

The WIH rules and conditions on web source agreements foresee the possibility to establish 
agreements with owners of websites from where content is retrieved by the WIH. Such 
agreements are expected to be beneficial for both parties. On the side of website owners, the 
agreed conditions should decrease the impact associated to the web content retrieval activities. 
On the side of WIH, they can significantly reduce costs related to content retrieval. These rules 
and conditions define the conditions under which such agreements are established. 

These rules and conditions are complemented by other rules and conditions establishing the 
practices of the WIH in other potentially related topics. The consultation of those rules and 
conditions is recommended. 

Principles guiding these rules and conditions  

These rules and conditions follow these principles: 

 Equal treatment to all. All website owners have the same opportunities and conditions 
to establish an agreement with the WIH. The possibility of establishing an agreement 
is mentioned in the first contact email making website owners aware of WIH activities. 
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However, it is expected that website owners will also make active steps by contacting 
the WIH when interested in establishing an agreement.   

 Transparency. The possibility and the conditions under which agreements can be 
established with the WIH are based on this policy and are available to all with whom 
such agreement is possible. 

 Minimisation of administrative burden. The establishment of agreements has an 
administrative cost. Such cost should be taken into account and should not overpass the 
benefit for the WIH in establishing such agreements. 

 Primacy of methodological soundness. The methods and frequency of retrieving the 
content should follow minimal methodological requirements for the purpose to assure 
the quality of statistics. These minimal requirements will be agreed upon within the 
ESS and followed by the WIH. 

2. Purpose of the agreements 

The WIH retrieves content from websites for the purpose to produce official statistics. Official 
statistics are driven by the public interest for information and are used as a pillar of the 
democratic society by informing citizens about the situation of their communities and by public 
authorities to inform their policies. However, the retrieval of large amounts of content from 
websites may have a significant impact on the website owners.  

The WIH, following its rules and conditions on web content retrieval, attempts to minimise 
that impact for all websites from which it retrieves content. However, those websites are not 
all in the same circumstances and the rules followed by the WIH in general may not be the 
most appropriate for some websites. In those cases, specific conditions for the web content 
retrieval may be established for those websites under specific agreements established by the 
WIH and the website owner. 

The websites owners are in a privileged position to understand the circumstances under which 
the content available on their websites is generated. A good understanding of those 
circumstances is particularly important for the assessment of the quality of the data retrieved 
or the data generated from the content retrieved. For this reason, in some cases the WIH looks 
for the establishment of agreements with some website owners that go beyond content retrieval 
and includes cooperation in the domain of the website. 

3. Types of agreements 

Content retrieval agreement 

Content retrieval agreements are established with the purpose of agreeing on conditions for 
web content retrieval more favorable for both the website owner and the WIH. 

Cooperation agreement 

Cooperation agreements include both special conditions for web content retrieval and 
participation of the website owner and the WIH in joint projects with the purpose to increase 
the quality of the data produced from the websites content. 

4. Criteria for establishing an agreement with the WIH 
Before engaging in web content retrieval, the WIH performs a landscaping of the web, 
identifying and assessing the websites in the scope of particular use cases. Based on this 
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exercise a set of websites is selected for retrieval activities and ranked according to a score 
measuring its relevance for the use case. 

The WIH is open to establishing agreements with the owners of any of the websites selected 
for content retrieval. 

The WIH contacts directly the owners of the most relevant websites and the owners of the 
websites for which the web content retrieval may have a significant impact on the web server 
for the establishment of a content retrieval agreement. The website owners are contact in 
descending order of the score calculated during the landscaping. 

The owners of the topmost relevant websites with whom the WIH has a content retrieval 
agreement may be contacted by the WIH for a cooperation agreement.  

The WIH will be open to establish cooperation agreements with website owners if the content 
retrieval agreement assures at least the following frequency of data retrieval, depending on the 
channel: 

 API - frequency not lower than monthly 
 file transfer - frequency not lower than monthly 
 web crawling - frequency as high as necessary to capture all advertisements 

5. Conditions that can be defined in a content retrieval agreement 
When establishing agreements, the WIH seeks: 

 An uninterrupted retrieval of content from the website to the WIH; 
 More efficient channels of web content retrieval such as the use of APIs; 
 Possibility of provision of additional data not available on the website. These data will 

be considered statistical confidential and will be available only to producers of official 
statistics under legal provisions guaranteed in statistical legislation. (see Annex III - 
WIH rules and conditions on data access); 

Although not the primary purpose of the agreements, these may include the agreement by the 
website owner of uses of the content or data beyond what is foreseen in the WIH rules and 
conditions on data access. 

With the agreements, the WIH will offer to the website owners: 

 A reduction of the impact of the content retrieval in the web servers, by agreeing on 
specific conditions; 

 Web source portal in the platform with dashboards to monitor the web content 
retrieval from the website; 

 Visibility for the website owner as a contributor to the public interest of the statistics 
produced with its content; 

 Access to some of the analytical services offered by the WIH; 

6. Communication 

On the Web 

The WIH will advertise in the CROS portal of Eurostat in the section dedicated to the WIH: 

 these rules and conditions; 
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 the list of websites for which the WIH has an agreement established with the 
corresponding owner. The specific conditions of those agreements will not be 
undisclosed, as they necessarily follow this policy; 

 the list of websites selected in each use case, inviting the owners of the websites to 
contact the WIH for the establishment of an agreement, if it wishes so. 

Direct contact with website owners 

Following the WIH rules and conditions on web content retrieval, the WIH will contact all the 
owners of the websites for which the content retrieval may have a significant impact on the 
web servers. In this contact, the WIH will inform the website owners about the possibility to 
establish an agreement in order to specify the conditions for the retrieval of the content.  

Regardless of the impact that the content retrieval activities may have, the WIH (whenever 
relevant, together with the national statistical institute of the country of the website owner) will 
contact and pursue actively the establishment of an agreement with all the main sources of 
content. In order to determine the main sources, the WIH scores the websites according to their 
importance following the methodology adopted for the landscaping (see WIH rules and 
conditions on web content retrieval for more details). The contact will be established in the 
order of the score of the websites. 

Subjects for first contact 

In the first contact, the WIH informs the website owners about the purpose of the content 
retrieval and the rules and conditions of content retrieval and the possibility of a specific 
agreement. In particular, the following points are addressed:  

 The role of official statistics; 
 The public interest of the content retrieval of the website; 
 The adopted rules and conditions on web content retrieval; 
 The adopted rules and conditions on agreements with web sources; 
 The adopted rules and conditions on access to content and data; 
 All data provided by the website owner to the WIH and that is not publicly available 

on the website is considered statistical confidential data; 
 The commitment of the WIH to prevent any potential negative impact on the website 

owner; 
 The respect for copyright and sui-generis database rights; 
 The avoidance of duplication of content retrieval activities of the website within the 

ESS; 

7. Duration of the agreement 
Preferably, the agreements do not have a sunset clause. However, agreements may also have a 
fixed term. 

8. Compliance and termination of the agreements 
In case a website owner ceases to comply with the agreement established with the WIH, the 
WIH reverts to the following of the general rules and conditions on web content retrieval 
instead of the specific rules defined in the agreement, even if it means the non-compliance with 
the robots exclusion protocol of the website. 
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The WIH asks the website owners to inform the WIH one month in advance so there is time to 
adapt the content retrieval to its general rules and conditions on web content retrieval. 

9. Who to contact to request to establish an agreement 
Owners of websites from where the WIH retrieves content may at any moment contact the 
WIH via its functional mailbox requesting to establish an agreement. 
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Annex 3 – WIH Rules and conditions on access to content and data 

1. Preamble 

The Web Intelligence Hub (WIH) provides the fundamental building blocks for harvesting 
information from the Web to be used in the production of statistics.  

The WIH retrieves content from the Web for the purposes of developing, producing and 
disseminating European statistics. The WIH is a joint infrastructure of the European Statistical 
System (ESS), the network of national statistical institutes and other organisations with the 
legal mandate to produce official statistics in the Member-States of the EU and EFTA countries 
and is operationally managed by Eurostat. This means that the WIH retrieves content from the 
Web to be used by Eurostat and by the statistical organisations of the ESS. 

Purpose of these rules and conditions 

The purpose of the WIH rules and conditions on access to content and data is: 

 to appropriately guide the WIH stakeholders in accessing and using the content and 
data retrieved from web sources, as well as the procedures for obtaining approval for 
deviation from restrictions, 

 to specify the terms under which users are provided access to the specific data, and to 
obtain explicit acceptance of those terms by a user prior to granting access to the data. 

These rules and conditions aim to ensure that the access to content retrieved from web sources 
and data extracted from that content is carried out in line with ethical principles and legal 
provisions. 

These rules and conditions are designed to comply particularly with:  

 Regulation (EC) No 223/2009 of the European Parliament and of the Council on 
European statistics; 

 Respective national statistical legislation in the EU Member-States; 
 The European Statistics Code of Practice, 
 The General Data Protection Regulation (GDPR);  
 Regulation (EU) No 2018/1725 on the protection of natural persons with regard to the 

processing of personal data by the Union institutions, bodies, offices, and 
 Intellectual property legislation (EU copyright law and respective national copyright 

law and the Database Directive); 

Scope of these rules and conditions 

These rules and conditions are directed to: 

• all ESS partners, both those who participate actively in the WIH and those who do not; 

• the owners of the websites, so it is clear to them how data is processed and made 
available, e.g., to clarify that raw content retrieved from the website is not made 
available outside the statistical production process; 

• potential users of the data produced by the WIH based on the content of websites, who 
wish to know what data they can access and under what conditions; 
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These rules and conditions apply to all the websites' content retrieved by the WIH and the data 
produced from that content.  

The activities of the WIH are implemented by the official statistics organisations of the 
ESS and, in some cases, by third parties or intermediaries acting on behalf of those 
organisations. These rules and conditions are followed by all those organisations for the content 
retrieved and data produced by the WIH. 

Principles guiding these rules and conditions 

The WIH follow in general the principles of the European Statistics Code of Practice. In 
particular, the WIH rules and conditions on access to content and data follow the principles: 

 Wide availability: In order to take the maximum benefit from the burden that the 
content retrieval poses on websites, the results from that activity should be made 
available to the widest audience and range of uses possible; 

 Equal treatment of all users. All users should have equal access to the data produced 
by the WIH at the same time. Any privileged pre-release access to any outside user is 
limited, well-justified, controlled and publicised. 

 Use of data for statistical purposes: The WIH serves the needs of the official statistics 
production and provides access to the content retrieved and corresponding derived data, 
in line with the web content retrieval guidelines, particularly in what concerns the 
exclusive use of the data for statistical and analytical purposes. 

 Public interest: Following the fundamental principles of official statistics, the WIH 
serves the public interest and choices on what data to disseminate, via which channel 
and for whom are guided by the public interest. 

 Fit for purpose: The WIH provides data of a quality appropriate for the type of user 
who will have access to it. In particular, some data is of an experimental nature or is 
still under development and in such cases, it should be disseminated only to users who 
have a good understanding of the limitations of the data or only for particular uses. The 
purpose is to protect the trust in the quality of the data disseminated by the WIH. 

 Data confidentiality: In providing access to content and data, their confidential status, 
particularly the one deriving from the legislation (personal data, statistical confidential 
data and content and data protected by IPR), must be fully respected.  

2. Types of data 

Content vs data 

Web content refers to the text as-is on the website, including meta-data. Meta-data may refer 
to content that is referenced in meta-tags in the HTML (Hyper Text Markup Language) code 
of the website or to information about the content provided on the website itself, e.g., in the 
form of structured fields. Content exists in two forms in the WIH. Raw content is the content 
as it is retrieved from the websites. Curated content is content after it has been filtered (i.e., 
removal of content out of scope), cleaned and de-duplicated. Curated content is ready to be 
transformed into data. 

Data is derived from the content. This may refer to small pieces of data directly present in the 
web content (e.g., a price of a product or the name of a company) or derived from the text of 
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the content via natural language processing (e.g., education level required in a job 
advertisement). 

The WIH is dedicated to the transformation of web content into data. 

Microdata vs aggregated data 

Microdata refers to data characterising objects or units at the level that normally is found on 
the website (e.g., advertisement, establishment). 

Statistics, or aggregated data, are computed from microdata via an aggregation process of 
counting or summing-up of numerical characteristics of the units present in the micro-data. 
Only data, not content, can be aggregated. 

Official statistics vs. Monitoring statistics 

Official statistics are aggregates carefully designed to provide valid indicators that characterise 
a society, economy or environment. The WIH does not produce official statistics by itself. 
Those are produced in the context of the several statistical domains (e.g., employment statistics, 
tourism statistics) where several data sources are considered and potentially combined. 

The main vocation of the WIH is the production of micro-data. The micro-data is produced 
having in mind their posterior use to produce meaningful statistical aggregates. However, in 
some cases, the WIH may produce monitoring statistics, aggregated data with the purpose of 
monitoring the micro-data production process or its quality. 

3. Types of sensitive content and data 

The WIH considers four types of sensitive content and data: 

 Personal data, data referring to identifiable individual persons, as defined in the GDPR; 

 Statistical confidential data, data protected under statistical law; 

 Content protected under intellectual property legislation (copyright and database sui 
generis right); 

 Content or non-personal and statistical non-confidential data with a potential negative 
impact on the website owner; 

All remaining content and data are considered non-sensitive. 

Personal data 

‘Personal data’ refers to any information relating to an identified or identifiable natural person 
or data subject. An identifiable person is someone who can be identified, directly or indirectly, 
in particular with reference to an identification number or to one or more factors specific to 
their physical, physiological, mental, economic, cultural, or social identity. 

Personal data may be retrieved from websites as only after the retrieval process, it is possible 
to determine if personal data is present on the web page. Examples of personal data that can be 
found on websites are names, personal addresses, and email addresses. 

Personal data retrieved by the WIH bots is automatically identified and, depending on the use 
case, it may be discarded, obfuscated (replaced by other) or stored. 

Personal data stored and processed by the WIH, even if publicly available on websites, is 
treated as personal data according to European legislation on personal data protection, the 
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General Data Protection Regulation (GDPR), or Regulation (EU) No 2018/1725 on the 
protection of natural persons with regard to the processing of personal data by the Union 
institutions, bodies, offices. 

Only Eurostat and ESS partners that are considered as WIH producers have access to personal 
data. 

Statistical confidential data 

All the data provided by the website owner to the WIH and that is not publicly available on the 
website is considered statistical confidential data. 

This data is flagged in the system and is accessible only to official statistics 
authorities/producers. Access by other entities or organisations, public or private can only be 
provided under the explicit agreement of the website owner.  

The identity of the source for each unit in the database is considered statistical confidential 
data. 

Access to statistical confidential data is possible for scientific purposes like it is done for other 
sources, as stipulated in the Regulation (EC) No 223/2009 of the European Parliament and of 
the Council on European statistics and Regulation (EU) No 557/2013 on access to confidential 
data for scientific purposes and for microdata access. 

The statistical aggregates should not allow the indirect identification of statistical confidential 
data. 

Content or data protected under intellectual property legislation 

The content under intellectual property legislation includes the protection of copyright and/or 
database sui-generis right. When pure factual and anonymised content/data are taken from 
publicly available databases, such content/data are neither protected by copyright nor by 
database sui-generis right legislation. 

To qualify for copyright protection, the content retrieved must be original, i.e. it must have 
been developed independently by its author, and there must have been some creativity involved 
in the creation and must exist in some physical form as an expression of the originality. 

The databases can be protected by copyright, regarding the creative expression, and by a sui 
generis right, regarding the contents of the database. To benefit from copyright, the 
requirement is originality while the requirement to benefit from the sui generis right is a 
qualitatively and/or quantitatively substantial investment in the obtaining, verification or 
presentation of the contents of the database.  
 
The sui generis database protection can be applicable without any specific element of 
intellectual creation as opposed to protection under copyright law. Furthermore, copyright and 
sui generis protection are not mutually exclusive, which means that a database can be protected 
by both copyright and the sui generis database right. 
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The content under intellectual property legislation, the copyright and database sui-generis 
right is flagged and treated in the system and is accessible only to official statistics 
authorities/producers. Access by other entities or organisations, public or private can only be 
provided under the explicit agreement of the website owner. 
 

Content or data with potential negative impact on the website owner 

The types of negative impact considered by the WIH are the following: 

 Re-publishing of the content by website owners’ competitors; 
 Data that reveals commercial strategies of the website owners; 

The WIH does not consider the following potential negative impact: 

 Lost business because of official statistics - official statistics only release data with a 
public interest; the role of official statistics is not to overcrowd the data market; 

 Any impact if the website owner is a non-commercial or public organisation; 

Website owners may contact the WIH, in case they believe some access to content retrieved 
from their website or data derived from that content poses a significant risk of negative impact 
on their interests. In case the WIH receives such a notification from a website owner, the WIH 
will: 

 Assess the complaint against the types of negative impact listed above; 
 Provide a reply in 3 weeks 
 In case the request is evaluated as positive, the WIH will act and discontinue 

presentation of such content or data; 

The WIH will not consider any request for financial compensation for disclosure of such data 
even if the request is positively assessed.  

4. Domains of access 

Production domain  

The production domain includes all the content, data and metadata necessary for the activities 
of the WIH or that are the result of those activities. The activities include the retrieval of content 
from websites and the processing of that content for the extraction of information in the form 
of standardised statistical variables. 

The production domain includes both non-sensitive and sensitive data of any type. 

Content and data in the production domain are accessible to the organisations that belong to 
the ESS, as listed in Eurostat website, and third parties or intermediaries acting on behalf of 
those organisations, with and without production responsibility in the workflows running in 
the WIH. 

Restricted domain 

Content retrieved and data produced in the WIH may be made accessible to users for some 
restricted uses, other than the production of official statistics. All content and data made 
available for those uses are included in the restricted domain. 
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The following uses are considered: 

 Scientific research; 

 Research and development activities in the interest of the production of official 
statistics based on content retrieved from the web; 

 Analytical purposes of public interest, e.g. by public organisations; 

Besides non-sensitive data, the restricted domain includes the following two types of sensitive 
content or data: 

 Content or data protected under intellectual property legislation; 

 Content or data with potential negative impact on the website owner; 

The restricted domain includes standard datasets, which are available upon request, and tailored 
datasets following agreement between the WIH and the user. 

Data in the restricted domain is accessible by: 

 Organisations that belong to the ESS, as listed in Eurostat website, and third parties or 
intermediaries acting on behalf of those organisations; 

 Public organisations without a supervision role in the sector of the website owners; 

 Members of the research community; 

 Private organisations which access to the data do not pose a risk to the owners of the 
websites from where the content was retrieved; 

Public domain 

Although the vocation of the WIH is the production of an intermediate product (micro-data) to 
produce official statistics, some data may be released in the public domain when it has a general 
public interest. 

Only non-sensitive data is available in the public domain, and it includes both micro-data and 
aggregated data (monitoring statistics). 

Data in the public domain is accessible by anyone. However, the WIH releases that data under 
a data usage license. 

5. Data access roles 

The WIH considers six different access roles. 

Producers of official statistics 

 Description: Users essential for data production and overall functioning of the data 
production. 

 Who: Staff from statistical organisations of the ESS and third parties or intermediaries 
acting on behalf of those organisations with production responsibility for the workflows 
running in the WIH. 
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 Domains of access: 
o Production domain: Write access to production domain and internal 

aggregated data (monitoring statistics). 
 Access to sensitive content or data: 

o Personal data; 
o Statistical confidential data; 
o Content or data under intellectual property rights; 
o Content or data with potential negative impact on the website owner; 

Official statistics quality inspectors 

 Description: Users necessary to understand critical elements of data production to 
assess the quality and trustfulness of results. They can inspect various elements, 
although they are not able to make any changes to the production workflows. 

 Who: Staff from statistical organisations of the ESS without production responsibility 
in the workflows running in the WIH. 

 Domains of access: 
o Production domain: Read access to production domain, aggregated data 

(monitoring statistics). 
 Access to sensitive content or data: 

o Personal data; 
o Statistical confidential data; 
o Content or data under intellectual property rights; 
o Content or data with potential negative impact on the website owner; 

Power users 

 Description: Users who need to have an overview of the running of the workflows in 
the WIH. 

 Who:  
o Staff from statistical organisations of the ESS without production responsibility 

in the workflows running in the WIH; 
o Staff from public organisations which use data from the WIH for some 

analytical purposes and which need to monitor the workflows running in the 
WIH; 

 Domains of access: 
o Production domain: Aggregated data (monitoring statistics). 
o Restricted domain:  

 Access to sensitive content or data: 
o Content or data under intellectual property rights; 
o Content or data with potential negative impact on the website owner; 

Restricted users 

 Description: Users with access to the standard content and data released in the 
restricted domain  

 Who these are: Users from organisations that requested access to the standard datasets 
in the restricted domain. 

 Access to what: 
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o Restricted domain: Standard content and data. 
 Access to sensitive content or data: 

o Content or data under intellectual property rights; 
o Content or data with potential negative impact on the website owner; 

Specific restricted users 

 Description: Users with access to tailored content and data in the restricted domain 
 Who: Staff assigned by organisations that have an agreement with the WIH for the 

provision of tailored data. 
 Access to what: 

o Restricted domain: Tailored content and data. 
 Access to sensitive content or data: 

o Content or data under intellectual property rights; 
o Content or data with potential negative impact on the website owner; 

General public 

 Description: Users with access to the public domain.  
 Who: People without particular responsibility for the production or any other statistical 

use of the data, but with potential interest in accessing and using the data disseminated 
under the WIH organization. 

 Domains of access: 
o Public domain: all data in the public domain 

 Access to sensitive content or data: 
o None; 

6. Description of the types of data and corresponding domains of access 

The following figure is intended to illustrate the data flows in the DPS, the description of the 
content type of the databases (DBs) represented, as well as the corresponding access domains, 
access granted and dissemination channels is present below. 
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Figure1: Data production system dataflows 

Production domain  

DB1 - Raw content, Microdata, Sensitive 

 Description: Web content, text as-is in the website, including metadata (structural 
fields) and tailored data provided by website owner (based on agreement) 

 Access granted for: Producers and quality inspectors 
 Sensitive content: Personal data, statistical confidential data; content or data under 

intellectual property rights, content or data with potential negative impact on the 
website owner. 

 Dissemination channel: Web Intelligence Hub Platform 

DB2 - Curated content, Microdata, Sensitive 

 Description: Cleaned web content  - Web content after various pre-processing 
activities (cleaning, deduplication) 

 Access granted for: Producers and quality inspectors 
 Sensitive content: Personal data, statistical confidential data; content or data under 

intellectual property rights, content or data with potential negative impact on the 
website owner. 

 Dissemination channel: Web Intelligence Hub Platform 
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DB3 - Data, Microdata, Sensitive 

 Description: Database after final information extraction processes 
 Access granted for: Producers and quality inspectors  
 Sensitive content: Personal data, statistical confidential data; content or data under 

intellectual property rights. 
 Dissemination channel: Web Intelligence Hub Platform 

Internal monitoring dashboards – Data, Aggregated data, Non-Sensitive 

 Description: Aggregated data for monitor the ingestion and processing steps of the 
pipeline 

 Access granted for: Producers, quality inspectors and power users 
 Sensitive content: Personal data, statistical confidential data; content or data under 

intellectual property rights. 
 Dissemination channel: Web Intelligence Hub Platform 
 Sensitive content: None 

Restricted domain 

DB2R - Curated content and data, Microdata, Non-Sensitive 

 Description: Sample of DB2 suitable for analysing outside of DPS. Based on specific 
requests, there might be more than one DB2R databases (e.g. the NLP dataflow), 

 Access granted for: Producers, quality inspectors, power users, specific Data Lab 
users (specific restricted users)  

 Sensitive content: None  
 Dissemination channel: Users can query the data or access it via a Data Lab 

provided by the WIH; Under special agreement some users may download the data 
and integrate it with their own systems; Access to particular datasets is granted on a 
case-by-case basis upon request; Some datasets may require a signed agreement (e.g. 
for a tailor made dataset); 

DB3R - Data, Microdata, Non-Sensitive 

 Description: Sample and/or subset of the variables of DB3 suitable for microdata 
analysis outside of the production domain. It can power various public presentation 
areas (statistical); It may be restricted because of its experimental status or 
preliminary data, 

 Access granted for: Producers, quality inspectors, power users, Data Lab users 
(restricted users), 

 Sensitive content: None, 
 Dissemination channel: Users can query the data or access it via a Data Lab 

provided by the WIH; Under special agreement some users may download the data 
and integrate it with their own systems. 

Monitoring dashboards – Data, Aggregated data, Non-Sensitive  

 Description: Aggregated data for analysis outside of the production domain 



  
 

 25 
 

 Access granted for: Producers, quality inspectors, power users, Data Lab users 
(restricted users),  

 Sensitive content: None, 
 Dissemination channel: Users can query the data or access it via a Data Lab 

provided by the WIH;  

Public domain 

DB3P - Data, Microdata, Non-Sensitive 

 Description: Sample and/or sub-set of the variables of DB3 (or DB3R) suitable for 
microdata analysis outside of the production and restricted domains. It can power 
various public presentation areas (statistics); Only the highest quality data reaches this 
domain; The WIH will not have any responsibility on how data in this domain will be 
used; 

 Access granted for: Producers, quality inspectors, power users, DataLab users, 
general public, 

 Sensitive content: None, 
 Dissemination channel: Users can download the data and integrate it with their own 

systems. 

Public presentation area - Data, Statistical aggregates, Non-Sensitive 

 Description: Statistics; Live dashboards 
 Access granted to: Producers, quality inspectors, power users, DataLab users, 

general public, 
 Sensitive content: None; 

7. Data and metadata dissemination channels 

The WIH produces potentially very large datasets which poses limitations on how these can be 
disseminated (i.e. made accessible to users). 

The WIH uses the following dissemination channels: 

 Bulk dataset. The complete dataset as a file. 
 Eurostat online database. Table explorer in online database accessible from Eurostat 

website. 
 Dedicated database access. Database connection of restricted access with SQL querying 

possibilities provided by the WIH. 

The access may be intermediated by a data lab accessible remotely, meaning that the user can 
use the data within the data lab, but cannot transfer it to another computer, local or remote. The 
constraint to the use of a remote data lab is justifiable when sensitive data or experimental data 
is included. Access to the data lab is restricted in time. 

The dissemination channels used by access domain are the following. 

 Production domain Restricted domain Public domain 
Bulk dataset Yes Yes Yes 
Dedicated database Yes Yes No 
Online database No No Yes 
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Data lab constraint No In some cases No 

  

8. Licensing (terms and conditions) 

When the WIH makes data available to users, it does so under a license agreement establishing 
the terms and conditions under which the users can use the data. 

Public domain 

Data released by the WIH in the public domain is licensed with Creative Commons Attribution 
4.0 International license (CC BY 4.0)1. 

Restricted domain 

Data released by the WIH in the restricted domain is licensed with specific licenses depending 
on the dataset. 

9. Requesting access 

Access to the restricted domain is provided upon request. 

Requests can be submitted to the email address advertised to the CROS page dedicated to the 
WIH. 

10. Communication 

The WIH will advertise in the CROS portal of Eurostat in the section dedicated to the WIH: 

 these rules and conditions; 

 the list of standard datasets available in the restricted domain; 

 the methodology used to produce the data made available by the WIH; 

 

The methods used for the web content retrieval will be disseminated and released to the 
public, simultaneously to all users, and the means of access to and dissemination of statistical 
methods take into account the convenience of users and their needs. 

As the way in which users consume statistical products changes over time, 
the dissemination and reaching out to users will be adapted accordingly. 

                                                 
1 https://creativecommons.org/licenses/by/4.0/ 


