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1. Introduction
The aim of this material is to define the rules for establishing confidentiality attributes for aggregate statistical data (ASD) as outputs from the 2011 Census statistical project.
1.1. General CZSO principles for the user information provision
The basic rules for establishing primary confidentiality for aggregate data are set out in the “CZSO Chairman’s Directive, issuing the principles for providing information from the CZSO to external users” – ref. 5/2008.
For the purposes of the Directive the following concepts, inter alia, are defined as follows:
Individual record – record referring to an individual legal entity or individual, obtained for statistical purposes under Act No 89/1995, on the State Statistical Service, as amended.
Confidential statistical record – a record which permits either the direct or indirect identification of an individual legal entity or is personal information for an individual under Act No 101/2000, about Personal Data Protection and a change to certain laws, as amended. Under Art 13 (2) of Council EU Regulation No 322/97 data obtained from publicly accessible sources, which under national legislation remain accessible to the public at national authorities, are not considered confidential.
Direct identification – identification of an individual legal entity or individual person on the basis of any kind of identifier which can be used identify the entity/individual in question without the need for excessive time and effort. 
Indirect identification – the possibility of deriving the identity of an individual legal entity or individual persons by any means other than direct identification.
Statistical information may be released for publication if it occurs as the aggregation of data for at least three legal entities or individual persons. In addition, the total of shares of the two largest individual values for legal entities or individual persons in the set may not exceed 70% of the aggregate total. In the event that these critical values are exceeded the subject-matter department (Czech: VPÚ) will treat the data as confidential. It will arrange for data to be aggregated at a higher level or will take other measures to secure protection of confidentiality. If the dominant organisation gives the CZSO its written permission, the data may be published or provided to a third party on the basis of an agreement.
In demographic statistics individual data may be published in anonymous form, i.e. not containing any of the following identifiers: first name and family name, birth registration number, date of birth and full permanent, temporary or long-term residential address. They must also comply with the condition given in Art. 2 (1) c/, that is to prevent the direct or indirect identification of an individual. 

1.2. International principles for the issuing of confidential statistical data
Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European statistics and repealing Regulation (EC, Euratom) No 1101/2008 of the European Parliament and of the Council on the transmission of data subject to statistical confidentiality to the Statistical Office of the European Communities, Council Regulation (EC) No 322/97 on Community Statistics, and Council Decision 89/382/EEC, Euratom establishing a Committee on the Statistical Programmes of the European Communities.
Inter alia, Regulation No 223/2009 defines:
· Statistical confidentiality: by “statistical confidentiality is mean protection of confidential data about individual statistical units obtained directly for statistical purposes or indirectly from administrative or other sources, under the assumption that it is forbidden to use the data so obtained for other than statistical purpose and their unauthorised release; (Chapter I, Art. 2)
· Confidential data: by “confidential data” is meant data which permits the direct or indirect identification of statistical units or makes individual information available. When deciding on whether a statistical unit can be considered identifiable, account is taken of all relevant means whose use by a third party for the identification of the statistical unit in question might reasonably be assumed (Chapter I, No. 3)
· Statistical unit: by “statistical unit” is meant a basic findings unit, that is, individual person, household, business entity and other enterprises to which data relate
· Direct identification: by “direct identification” is meant identification of a statistical unit from its name, address or publicly accessible identification number
· Indirect identification: by “indirect identification” is meant identification of a statistical unit by any other means than direct identification
The regulation also lays out the rules and measures to secure the use of confidential data exclusively for statistical purposes and to prevent their unauthorised release.
Data obtained from sources publicly accessible under national legislation, and which under national legislation remain accessible to the public, are not considered confidential for the purposes of disseminating statistics derived from these data.
Relevant international regulations:
· Regulation (EC) No 763/2008 of the European Parliament and of the Council of 9 July 2008 on population and housing censuses
· Commission Regulation (EU) No 519/2010 of 16 June 2010 adopting the programme of the statistical data and of the metadata for population and housing censuses provided for by Regulation (EC) No 763/2008 of the European Parliament and of the Council 

1.3. Procedure for establishing the confidentiality attributes for the 2011 Census project
The proposed procedure represents the VPO position following consultation with the confidentiality protection and information security departments and database output departments.  It is based on the aforementioned established rules, approved and applied for establishing confidentiality at the CZSO. The procedure is also established with the intention of providing the public with the maximum of Census outputs without threatening to reveal individual data. When disseminating (publishing) statistical data it is essential to apply rules preventing the presentation of statistical data with the primary confidentiality attribute. The primary confidentiality attribute for ASD cannot be established without a knowledge of the relevant microdata. For this reason it is necessary that the sub-process of establishing the primary confidentiality attributes be including in the processing functionality (in the CZSO processing database). Every (ASD) valued stored in the CZSO data warehouse must have the primary confidentiality attribute completed. The rules for establishing primary confidentiality are defined in Part 2 of this document. However there exists the potential danger that a user may uncover a value of primarily protected data, particular through the analysis of the context of the table outputs on offer (output objects (OO). To reduce this risk it is necessary to apply procedures to establish secondary confidentiality attributes. Part 3 of this document proposes a specific procedure to establish secondary confidentiality attributes. In view of the fact that the secondary confidentiality attribute is a function of ASD, and should also be stored in the data warehouse. In contrast to primary confidentiality it is however appropriate to store together with the secondary confidentiality attribute information on the specific context (that is, a reference to the OO to which the risk of revealing primary protected data is related). 
The sub-process for establishing secondary confidentiality can be implemented only with a knowledge of the specific OO, in the case of processing and dissemination of Census outputs this could be:
· Variant A – in processing – i.e. within the Census processing database. 
· Variant B – in (preparation of) dissemination processes for statistical data – e.g. in a public database, in the Census data market, etc.   
Based on our assessment of comments made, we recommend that the decision on the chosen variant is submitted by GDIT as part of the IS_PREZENTACE prepared analysis. 
2. Establishing primary confidentiality 
The aim of the process for establishing primary confidentiality is to set the primary confidentiality attribute for each value (ASD) to be stored in the data warehouse. The following individuality codes are recognised:
· A individuality code – less than 3 statistical units
· B individuality code – one dominant statistical unit
· C individuality code – two dominant statistical units
In the case of the 2011 Census statistical project only establishment of the A individuality code is used. Use of the B and C individuality codes in the case of Census ASD is difficult to apply because in view of the nature of census data no person is a “dominant statistical unit”.
An ASD with the primary confidentiality attribute (A individuality code) is considered to be primarily protected, such a value may not be freely accessible
.
The procedure for establishing primary confidentiality is a progressive procedure. It is based on a metainformational description
 of calculated aggregate data (ASD), and in particular on
· a definition of the territorial dimension (for which territorial unit is calculated)
· a definition of the material dimension concerned (indicator, that is, statistical variable and precise classification) 

The first step (see 2.1.) establishes that for a so-called over-threshold territory all ASD are considered public data.
The second step (see 2.2.) establishes that the ASD for so-called specific statistical variables (especially structural indicators and share indicators, building and dwelling data
) will also be public. Other statistical variables (especially data on numbers of people and households) are designated standard statistical variables. 

The third step (see 2.3.) will apply the rules for establishing confidentiality attributes to remaining ASD, that is for below-threshold territorial units and standard statistical variables. 

2.1. Definition of over-threshold and below-threshold territories
All aggregate data (ASD) defined as Census outputs will contain metainformation on the relevant territory (the territorial dimension).
For so-called over-threshold territories all statistical data are public (the confidentiality attribute is set at PUBLIC). 

Variant A
We distinguish between the following types of territory:
· UA – Higher type territory – formed by the aggregation of 2 or more municipalities – e.g. the administrative districts of municipalities with extended jurisdiction, districts, regions, cohesion regions, euroregions, tourist areas, tourist regions…This category also includes data for Prague in view of the fact that the capital city is also a higher level administrative unit, the equivalent of a region. This category also includes the administrative districts of Prague (22 in Prague) in view of the fact that they match in significance the administrative districts of municipalities with extended jurisdiction.
· UB – Territories of municipalities and city districts – this category also includes, in addition to municipalities (with the exception of Prague) the city districts and city wards of cities.
· UC – Territories at a lower level than municipalities – territorial units of other types not exceeding the boundaries of a municipality, for example, parts of municipalities, basic housing estates, cadastral territories, statistical wards.
Territories of the higher type (UA) and territories of municipalities and city districts (UB) are considered over-threshold.
Territories at a lower level than municipalities (UC) are considered under-threshold.
Variant B
A further possible criterion is to divide up territories by the value of a defined criteria. 

The criterion may the number of inhabitants permanently resident on the territory being monitored at the moment of Census implementation. The proposal is to set the limit at 500 permanent residents. By comparison of the actual record with the limit each territory can then be classified as 
· An over-threshold territory – a territory where the classification criterion is equalled or exceeded (i.e. with a number of permanent residents of 500 or over
· An under-threshold territory – a territory where the classification criterion is not attained (i.e. with a number of permanent residents of less than 500)
Based on comments received a recommendation was made to accept Variant A.
2.2. Definition of specific statistical variables
For the 2011 Census statistical project a list of statistical variables has been prepared, for which ASDs will be counted. This list forms Annex 1. In addition to the designation of the statistical variable, the list also gives the type (standard or specific statistical variable), and where appropriate a reference to the key variable. 

Specific variables
Some statistical variables (STAPRO) belong to a category when no calculated value (ASD) for the statistical variable is subject to further confidentiality testing. Regardless of any further definition of the record (metadescription) each ASD for this STAPRO is public and the confidentiality attribute set to the PUBLIC value.
This category includes in particular all statistical variables for structural and share indicators, and also information on time series (data differences, more precisely time indices) and data which are public or which are not confidential.
Standard variables 

Other statistical variables, particularly of number of residents and households type, will for under‑threshold territories be submitted to primary confidentiality testing.
Key variables
Key variables represent a criterion on the basis of which the confidentiality attribute is established for standard variables (e.g. for the standard variable of the number of dependent person in households, the key variable is the number of private households.
2.3. Testing and establishing primary confidentiality
Relates to an ASD for standard statistical variables (see Annex 1) and at the same time under‑threshold territories. 

A confidentiality test (Individuality code A) is conducted first for so-called key variables. 

In the event that the number of statistical units for the key variable (as a rule this is a matter of the frequency of the relevant entity, that is, persons, households) is less than 3, the confidentiality attribute is set to PRIMARY CONFIDENTIAL.
In connection with setting the primary confidentiality of the key variable, establishment of the confidentiality of other variables is also performed (see Annex 1).
In the event that the value of the key variable meets the conditions of the setting of the confidentiality attribute, then the setting is performed for the ASD of all variables derived from the key variable (see Annex 1).
	Table 1 Example of establishing primary confidentiality
	
	

	 
	
	Structure of households (%)
	No. of household members:
	Number of households with 3 members

	
	Number of households

	
	
	

	
	a
	b
	c
	d

	Municipality A
	130
	100
	300
	60

	Municipality district A1
	10
	7,7
	10
	5

	Municipality district A2
	20
	15,4
	25
	8

	Municipality district A3
	25
	19,2
	148
	20

	Municipality district A4
	18
	13,8
	30
	2

	Municipality district A5
	12
	9,2
	16
	7

	Municipality district A6
	2
	1,5
	4
	1

	Municipality district A7
	7
	5,4
	20
	4

	Municipality district A8
	10
	7,7
	13
	3

	Municipality district A9
	12
	9,2
	14
	5

	Municipality district A10
	14
	10,8
	20
	5

	Primary confidentiality (key variable)
	
	
	
	

	Primary confidentiality (derived on basis of key variable setting)
	
	
	
	


3. Establishing secondary confidentiality
Material [2] states:
Processing of secondary confidentiality must be performed when confidential data can be calculated from other non-confidential data. Therefore in order to prevent the calculation of confidential data, the corresponding totals or some of their component parts must be protected. The mutual relationships between the scopes (participants and activities) ought to be taken into account. The confidentiality attributes (indicators) should be used with care, because other the quantity of data relating to secondary confidentiality would grow disproportionately.
From this it follows that I set secondary confidentiality in the case of a known set of presented data (e.g. a table), where as part of a comprehensive hierarchical structure (the complete structure of a territorial unit, or a structure under a material dimension) there appears just one record with the primary confidentiality attribute.
3.1. Protection of the secondary confidentiality of hierarchical structure tables.
Establishing secondary confidentiality is done in the context of a statistical variable which is defined using specific dimensions (e.g. territory, age, nationality, etc.).
What matters is that a table (OO) exists in which a complete (comprehensive) list of definition options by particular dimension exists (e.g. all age groups, including not determined, all municipality districts within a municipality). This list is given in tables as an embedded block. In such a case it is possible from the information about the whole and the full list of values to calculate the primary protected record (if there indeed is one such) and only in such a case is it necessary to deal with the setting of secondary confidentiality attributes.
In contrast to this case there exists an incomplete selection of possible values for a dimension (e.g. only selected age groups) and this as a rule is given as a block “outside”. In this case it is not possible to calculate the individual elements back into the whole nor is it possible to derive any primary protected record.
Let us assume from now on only cases of a full list of values of a specific dimension, with the possibility of calculating back into the whole.
The example which follows (Table 2) represents a table with a complete hierarchical structure for the variables: Number of households (columns a, d,), Structure of households (column b) and Number of household members (column c). We find the hierarchical structure in the key – which gives information on municipality A and all of its 10 districts.
Recapitulation of the procedure for establishing confidentiality for the example data given in Table 2.
Column a
The variable (Number of households) is standard, the territory (municipal district) is under-threshold.
I look for cases, where the value of the statistical variable is less than 3 – this is the case for municipal district A6. I set primary confidentiality.
Because there is one primary protected record in the hierarchical structure, in order to prevent revelation (calculation) of this record from the whole, it is necessary to set the secondary confidentiality attribute for another record within the relevant ASD set, e.g. for municipal district A7
.
Data for municipal districts A6 and A7 will not then be accessible for external users, the presentation application table will show substitute information (e.g. the text “i.d.”).
	Table 2 Example of establishing primary confidentiality
	
	

	
	
	
	
	

	 
	Number
Households
	Structure of Households (%)
	No. of household members:
	Number of households with 3 members

	
	a
	b
	c
	d

	Municipality A
	130
	100,0
	300
	60

	Municipality district A1
	10
	7,7
	10
	5

	Municipality district A2
	20
	15,4
	25
	8

	Municipality district A3
	25
	19,2
	148
	20

	Municipality district A4
	18
	13,8
	30
	2

	Municipality district A5
	12
	9,2
	16
	7

	Municipality district A6
	2
	1,5
	4
	1

	Municipality district A7
	7
	5,4
	20
	4

	Municipality district A8
	10
	7,7
	13
	3

	Municipality district A9
	12
	9,2
	14
	5

	Municipality district A10
	14
	10,8
	20
	5

	
	
	
	
	

	Primary confidentiality (key variable)
	
	
	
	

	Primary confidentiality (derived on basis of key variable setting)
	
	
	
	

	Secondary confidentiality (key variable)
	
	
	
	

	Secondary confidentiality (derived on basis of key variable setting)
	
	
	
	


Column b
A specific variable. For any specific variables there is no need to resolve the question of confidentiality all data are public.
Column c
The number of household members is a standard statistical variable. It is not a key variable, the confidentiality attribute for it set dependent on the corresponding key variable – that is, on the number of households.
For this reason the ASD for municipal districts A6 and A7 are considered confidential.
Column d
The number of households is a key variable. This column represents a further material specification of this variable. We work with it as with a key variable.
Primary confidentiality is set for municipal districts A6 and A4 (frequency <3).
There is no need to resolve secondary confidentiality here – the condition that one value have the primary confidentiality attribute is not met, and therefore there is no risk of specific values being revealed.
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Annex 1
Summary of statistical variables for the 2011 Census and confidentiality setting parameters
	Code
	Statistical variable
	Area
	Type of variable
	Key variable

	S01
	Number of residents with permanent or long-term residence
	OB
	Standard
	S01

	S02
	Structure of residents with permanent or long-term residence
	OB
	Specific
	 

	S03
	No. of buildings
	DF
	Specific
	 

	S04
	No. of dwellings
	BF
	Specific
	 

	S05
	Difference in number of residents
	OB
	Specific
	 

	S06
	Index of number of residents 
	OB
	Specific
	 

	S07
	Dwelling area
	BF
	Specific
	 

	S08
	Number of habitable rooms (incl. kitchen)
	BF
	Specific
	 

	S09
	Area of habitable rooms (incl. kitchen)
	BF
	Specific
	 

	S10
	Average dwelling area
	BF
	Specific
	 

	S11
	No. of households
	DO
	Standard
	S11

	S12
	Average Number of habitable rooms per dwelling
	BF
	Specific
	 

	S13
	Average dwelling area - habitable
	BF
	Specific
	 

	S14
	Average Number of persons per habitable room
	BF
	Specific
	 

	S15
	Average age of buildings
	DF
	Specific
	 

	S16
	Average population age
	OB
	Standard
	S28

	S17
	No. of households in dwellings
	DO
	Specific
	 

	S18
	Structure of households
	DO
	Specific
	 

	S19
	No. of household members
	DO
	Standard
	S11

	S22
	Structure buildings
	DF
	Specific
	 

	S23
	Difference in number of buildings
	DF
	Specific
	 

	S24
	Index of No. of buildings
	DF
	Specific
	 

	S25
	Structure of dwellings
	BF
	Specific
	 

	S26
	Difference in number of dwellings
	BF
	Specific
	 

	S27
	Index of No. of dwellings
	BF
	Specific
	 

	S28
	Number of residents with normal residence
	OB
	Standard
	S28

	S29
	Structure of residents with normal residence
	OB
	Specific
	 

	S36
	Average number of dwellings in building
	DF
	Specific
	 

	S37
	No. of dwellings in building
	DF
	Specific
	 

	S38
	Structure of those departing
	DP
	Specific
	 

	S39
	Structure of those arriving
	DP
	Specific
	 

	S40
	Number of persons normally resident in the building
	DF
	Specific
	 

	Code
	Statistical variable
	Area
	Type of variable
	Key variable

	S41
	Number of persons in a facility in the building
	DF
	Specific
	 

	S42
	Number of persons not living in dwellings in the building
	DF
	Specific
	 

	S43
	Number of homeless
	OB
	Specific
	 

	S44
	Number of persons in buildings not part of the housing stock
	OB
	Specific
	 

	S45
	Average number of persons per dwelling
	BF
	Specific
	 

	S46
	Average dwelling area per person - habitable
	BF
	Specific
	 

	S47
	Structure of number of dwellings in building
	DF
	Specific
	 

	S48
	Number of economically active per 1000 residents with normal residence
	OB
	Specific
	 

	S49
	Average number of births
	OB
	Specific
	 

	S50
	Number of persons living in dwellings in the building
	OB
	Standard
	S03

	S51
	Structure of dwelling area 
	BF
	Specific
	 

	S52
	Structure of habitable dwelling area 
	BF
	Specific
	 

	S53
	Structure of number of habitable rooms
	BF
	Specific
	 

	S54
	Structure of number of persons living (in dwellings) 
	BF
	Specific
	 

	S55
	Average number of households per dwelling
	BF
	Specific
	 

	S56
	Average number of household members
	DO
	Specific
	 

	S57
	Average number of dependents
	DO
	Specific
	 

	S58
	Number of dependents
	DO
	Standard
	S11


�  Does not apply to users who have the right of access to confidential data (e.g. internal CZSO users)


� By metainformational description is meant in particular the definition of a relevant statistical variable (indicators) and their specification through relevant dimensions (territory, gender, age, habitation rate).


� Data on buildings, incl. the number of dwellings in each individual building, are public (Register of Census Districts) under the Act on the State Statistical Service. Nor does it meet the definition of a confidential record, because it does not permit the direct or indirect identification of any legal entity or individual (nor is this identification met by further data for the type of dwelling – an dwelling with an average area of 14 m2)


� The recommended method is hiding of the record which approaches from the left of the median value for the relevant hierarchical structure. A less suitable method is the hiding of the minimum value – this is given in Table 2 as an illustration. Mr Tomáš Jandejsek of the CZSO can offer more detailed consultations on the methods. 





