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Version |Date Author Changes/ process
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Executive Summary

There is strong interest in the economic models for eIDAS. Who pays whom for what?
Where is the business value? Is there competitive advantage to be gained? How do | budget
for implementation and operation?

This deliverable focuses on the economic model for credential exchange within an elIDAS
ecosystem, using real use cases and participants from the EWC pilot program. It focuses on
use by natural person wallet holders for credential exchange with public and private sector
organisations.

This document is split into the following principle sections:

e Economic model drivers — comprising regulatory stipulations, and liability and penalty
implications.
Simple money flow options.
Extending the work of D4.2 to provide monetary flow designs across EWC use case
participants.
Splitting the most likely economic models into short-term and long-term designs
Identifying the tipping point catalysts to jump from the short-term model to the
long-term model.

e Recommendations.

A key recommendation from this deliverable is to split the elDAS economic model into
short-term and long-term approaches, and to ensure that the factors that trigger the switch
from the former to the latter are understood and a programme is put in place to realise those
factors.

Unless the long-term approach is executed eIDAS will not deliver on its promise of a
continent-scale vibrant, innovative and open ecosystem.

This document is confidential and for EWC-internal use only
Distribution or re-usage of this ul or parts of this docu
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Abbreviations and terminology

In eIDAS, “relying party” means an entity that relies on the wallet, which could be an issuer
of attestations AND a recipient of attestations. The term “relying party” is often taken to
mean just the recipient of attestations that is “relying” on them for some business purpose.
But in eIDAS it means “issuer” as well.

Because of this terminology complexity we chose to use the traditional verifiable credential
ecosystem terms “issuer”, “holder”, “verifier” throughout the document.

To accommodate for all the roles, functions and nuances in the ARF, we sometimes used the
term “attestations” to refer to “credentials” in the context of eIDAS throughout the
document.

Acronym Explanation

ARF Architecture and Reference Framework

CAB Conformity Assessment Body

(Q)EAA (Qualified) Electronic Attestation of Attribute
EAA Non-Qualified Electronic Attestation of Attribute
Pub-EAA Public Body Electronic Attestation of Attribute
DTC Digital Travel Credential

elD electronic Identification

elDAS Electronic Identification, Authentication and trust Services
EUDI European Digital Identity

IBAN International Bank Account Number

ICAO International Civil Aviation Organization

ISO International Organization for Standardization
PID Person Identification Data

PSD2/ 3 Payment Service Directive 2

PSR Payment Service Regulation

QC Qualified Certificate

QES Qualified Electronic Signatures

QSCD Qualified Signature/Seal Creation Device
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QTSP Qualified Trust Service Provider

SD-JWT Selective Disclosure for JWTs (JSON Web Tokens)
SCA Strong Customer Authentication

T&Cs Terms and Conditions

TolP Trust over Internet Protocol

TSP Trust Service Provider

WUA Wallet Unit Attestation
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Reader Guide

When creating our bid for funding for this large scale pilot, the EWC consortium identified the
economic model as a key focus area. Work package 4, task 4.2 was specified, of which this
document D4.5 is the output.

The document focuses mainly on natural person wallet interactions. We did however include
a separate section on legal person wallet interactions.

It starts with an introduction setting the stage for business modelling in eIDAS by providing a
brief overview of previous work in this area and then continues with sections describing the
main economic model drivers, namely regulatory stipulations, liability and penalties.

Next, the document describes the verifiable digital credential ecosystem in the simplest way
possible to get a basic understanding of the ecosystem roles (issuer, holder verifier) and
simple money flows that could emerge.

In reality however, scale, intermediaries and privacy requirements make the ecosystem
much more complex. The document covers these complexities as well as the business
drivers, incentives and disincentives for participation, before going into the specific EWC
ecosystem and use cases.

The EWC team determined that the first step to examining potential economic models is to
identify the participating parties in the eIDAS ecosystem. This expands on the results of
D4.4, the eIDAS Ecosystem Governance and Trust for EWC use cases. There you will see a
dissection of the ecosystem based on the EWC’s use cases, using the Trust over |P
framework.

This deliverable 4.5 takes the next step by mapping how money could flow (or not) between
participating organisations within the ecosystem.

Analysing the commonalities of monetary flows across the use cases, the subsequent
section presents the most likely economic models for EWC and the wider eIDAS ecosystem,
makes a separation between short and long term economic models, and investigates what
needs to happen in order to move from short to long term.

The document ends with recommendations.

' https://trustoverip.org/
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Introduction

Potential private sector participants such as wallet developers and technology platform
providers are particularly keen to understand if they can create a viable business providing
services into the eIDAS ecosystem.

Public sector participants need to create their own budgets to commission services and
adapt existing systems to support eIDAS.

Those organisations who are mandated to accept transactions from elDAS wallets need to
know how much this will cost them, and whether there are other benefits that will offset these
costs.

Any business that needs to know who its customers are, or that its employees are properly
qualified, or needs to verify other businesses such as suppliers, will be interested in how
elDAS can deliver them business value. This could be by reducing onboarding costs,
providing competitive advantage through reduced fraud, enabling employees to move
between sites more quickly, or any number of other use cases.

The 2021 PWC and DLA Piper study supporting the impact assessment for the revision of
elDAS 1.0 stated that “overall, the eIDAS evaluation shows that cross-border use of notified
elDs by the private sector is practically nonexistent due to questions of liability and the lack
of viable commercial models, complexity of connecting to the nodes and limitations of the
person dataset”. It's up to all of us to not repeat the mistakes of the previous eIDAS
ecosystem.

However, with privacy at its core, identifying straight forward economic models for eIDAS is
challenging. Economic models for eIDAS wallet providers can hardly be compared with the
models of known wallet providers like Apple (who want to sell you more Apple hardware)
and Google (who want your data to target ads better).

On a more positive note, early elDAS business model investigations provided some useful
suggestions where to look for business incentives, how to make it work for the ecosystem
and how to monetize in a privacy-preserving manner.

Deloitte’s research, for example, concluded that the overall ecosystem’s business model is
more important than the individual wallet operator’s business model, and that the use of
open wallet capability should be looked at to monetize a broader offering. They noted:

e Verifiers are the ones always benefitting and therefore logically the ones that should
compensate issuers, who in turn need to be incentivized.

e End-users won'’t pay for credentials (noting that users already pay for physical
government credentials such as passports).
A fully privacy preserving business model is still not solved for.
Focus on Substantial trust use-cases which will drive volumes and ROI (versus High
Trust having low volume and Low Trust having low price).
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e Focus on QEAA and QEAS is going to be critical as they will need necessary
incentive for them to participate and get paid

Another analysis by Signicat, points out the same challenges regarding monetization and
privacy preservation, but nonetheless sketches four payment methods that could potentially
work.

With the information available today, this EWC Business Model exploration seeks to

to provide a simple and understandable set of models for some of the key pilot use cases in
EWC namely:

- Commercial wallet provider
- Strong Customer Authentication for payments
- Ticket purchase for travel and tourism attractions

Areas of commonality are investigated and identified. The more of these there are, the more
likely it will be to create a simple and re-usable base model across the entire ecosystem.
This will have huge scale benefits that will encourage uptake and rollout. Any lack of
commonality or fragmentation of rules & policies will be detrimental to uptake, participation,
and the success of eIDAS.

This document is confidential and for EWC-internal use only
Distribution or re-usage of this docur or parts of this docurr
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Economic Model Driver 1: Regulatory Stipulations

The amendments to the elDAS regulations contain stipulations pertaining to costs and
monetary movements within the overall eIDAS ecosystem. These will impact the permissible
economic model for elIDAS ecosystem participants. A number of these stipulations are
extracted from the regulation and shown below:

Paragraph 17: The registration of relying parties is intended to enhance
transparency and trust in the use of European Digital Identity Wallets.
Registration should be cost-effective and proportionate to the related risks
in order to ensure uptake by service providers.

Paragraph 19: Once on-boarded to a European Digital Identity Wallet, natural
persons should be able to use it to sign with qualified electronic
signatures, by default and free of charge, without having to go through any
additional administrative procedures.

Paragraph 20: The use of a qualified electronic signature should be free of
charge to all natural persons for non-professional purposes. It should be
possible for Member States to provide for measures to prevent the use of
qualified electronic signatures for professional purposes by natural persons
free-of-charge, while ensuring that any such measures are proportionate to
identified risks and are justified.

Paragraph 56: private relying parties providing services, for example in the
areas of transport, energy, banking and financial services, social security,
health, drinking water, postal services, digital infrastructure,
telecommunications or education, should accept the use of European Digital
Identity Wallets for the provision of services where strong user
authentication for online identification is required by Union or national
law or by contractual obligation.

Paragraph 57: Where very large online platforms within the meaning of
Article 33(1) of Regulation (EU) 2022/2065 of the European Parliament and of
the Council (15) require users to be authenticated in order to access online
services, those platforms should be required to accept the use of European
Digital Identity Wallets upon the voluntary request of the user.

Article 5a(8): Member States shall provide validation mechanisms
free-of-charge, in order to:
(a) ensure that the authenticity and validity of European Digital Identity
Wallets can be verified;
(b) allow users to verify the authenticity and validity of the identity of
relying parties registered in accordance with Article 5b.

Article 5a(13): The issuance, use and revocation of the European Digital
Identity Wallets shall be free of charge to all natural persons.

Article 12b: Where providers of European Digital Identity Wallets and
issuers of notified electronic identification means that act in a commercial
or professional capacity and use core platform services as defined in
Article 2, point (2), of Regulation (EU) 2022/1925 of the European
Parliament and of the Council (*6) for the purpose or in the course of
providing European Digital Identity Wallet services and electronic
identification means to end-users are business users as defined in Article
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2, point (21), of that Regulation, gatekeepers shall in particular allow
them effective interoperability with, and, for the purposes of
interoperability, access to, the same operating system, hardware or software
features. Such effective interoperability and access shall be allowed free
of charge and regardless of whether the hardware or software features are
part of the operating system, are available to, or are used by, that
gatekeeper when providing such services, within the meaning of Article 6(7)
of Regulation (EU) 2022/1925. This Article is without prejudice to Article
5a(14) of this Regulation.

Annex V(h): Qualified electronic attestation of attributes shall contain..the
location where the certificate supporting the qualified electronic signature
or qualified electronic seal referred to in point (g) 1is available free of
charge;

It can be seen that some regulatory constraints exist, mainly in the form of enforcing some
activities and services to be free-of-charge to citizens and organisations. This will limit the
scope of the overall eIDAS economic model as it removes a number of potential monetary
flows.

The regulatory requirements in paragraphs 56 and 57 that require various private sector
organisations and very large online platforms to accept EDIWSs are noted. To avoid
“minimum viable compliance”, such organisations should be encouraged, through a
comprehensive awareness and education programme, to use the full functionality afforded in
elDAS to realise additional benefits beyond the base functionality they are required to
support by the regulation.

This would include issuing their own credentials, transforming their onboarding and
authentication processes, and improving fraud detection and prevention.

Regulatory Impacts on the eIDAS Economic Model

The regulation extracts identified above stipulate certain requirements that help to shape the
economic model for the eIDAS ecosystem.

Regulation Consequence

Wallet issuance and revocation | Wallet developers cannot be paid by users. Therefore
free to users wallet developers must be paid by governments or
relying parties or some other body.

Wallet and verifier verification is | Governments have to fund a mechanism that allows a
free third party (user or verifier) to check that a wallet
instance is legitimate and that a verifier is legitimate.

Verifier registration “reasonable” | Governments can recoup some funds for running a
verifier registration service by charging a fee for
registration and publication in the Relying Parties

registry.
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Some organisations must Those organisations will have to budget for changing
accept transactions from EUDI their systems and processes accordingly.

wallets.

Electronic certificates or seals The vital bedrock of the eIDAS ecosystem, the root of
used to verify qualified trust where verification certificates are stored, must be
electronic attestations of provided for free. Someone, presumably governments,
attributes will be free to check will have to budget to pay for the setup, operation and
' maintenance of these roots of trust.

Free qualified electronic Governments have to fund Qualified Trust Service
signatures to users for Providers issuing qualified certificates for electronic
non-professional use signatures that can be used to generate QES.

The regulation is silent on many other aspects of an economic model for the e|IDAS
ecosystem, such as who pays for the issuance of an attestation, whether some attestations
are “worth” more than others, and whether relying parties should pay to receive verified data.

This silence is helpful in that it allows innovation and experimentation. It is also unhelpful as
it allows uncertainty, confusion and diversification when what is needed is clear direction and
interoperability across Europe.

This deliverable examines the implications of the absence of detail in the regulation, and
outlines approaches that are being examined by the use case participants in the EWC Large
Scale Pilot.
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Economic Model Driver 2: Liability and Penalties

A vital component of any economic model is the liability and penalty regime within the
ecosystem to which that economic model pertains. The liability regime determines who gets
sued by whom in the event that something goes wrong. The penalty regime determines the
size and nature of penalties for non-compliance with the regulation.

The risk, likelihood and consequence of legal action are powerful parameters in determining
the costs of participants in any ecosystem. If any of these are too high, it is unlikely that
participants will offer a service.

The elDAS regulation is silent on the topic of liability except for stating that it is up to
individual Member States to establish their own liability regimes for wallet providers (Article
5d(2)). This implies that liability regimes will vary across Member States, and indicates that
further clarification is required around the liability for other areas such as data accuracy.

The lack of a single Europe-wide liability regime makes it difficult to establish a common
economic model, and therefore reduces economies of scale and commonality, thus making it
harder for organisations to participate.

Article 5d

2. Without prejudice to Article 5a(18), the information provided by
Member States referred to in paragraph 1 of this Article shall include
at least:

(a) the certificate and certification assessment report of the
certified European Digital Identity Wallet;

(b)a description of the electronic identification scheme under
which the European Digital Identity Wallet is provided;

(c) the applicable supervisory regime and information on the
liability regime with respect to the party providing the
European Digital Identity Wallet;

(d) the authority or authorities responsible for the electronic
identification scheme;

(e) arrangements for suspension or revocation of the electronic
identification scheme or authentication or of the compromised
parts concerned.

Liability regimes that eIDAS will have to fit into already exist. For example, the GDPR
already sets the rules for the handling of personal data. With eIDAS, such data may come in
a new “wrapper” or “envelope” in the form of verifiable credentials, but the rules on personal
data management still remain.

Another good example is the payments ecosystem, where long-established liability rules are
in place across a huge worldwide ecosystem. These scheme rules already determine what
happens when something goes wrong, who pays whom, and establishes arbitration
procedures to settle disputes. The clarity and global commonality has resulted in a vibrant
and well functioning ecosystem where all parties know the rules.
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It is likely that existing industry specific rules and regulations may take precedence over
elDAS regulations. For example, anti-money-laundering regulation has priority over GDPR
(using the “legal basis” argument).

Appendix 1 examines existing European liability regimes impacting personal data, and how
these could impact wallet-based digital credentials.

At the time of writing, notifications from Member States required by article 5d have not been
made therefore it is not possible to include accurate liability impacts in this document. The
authors recommend that a consistent liability approach is adopted by all Member States to
maximise participation and ensure commonality.

The authors also recommend that the European Commission and participating Member
States carefully calculate the impact of liability regimes as part of their economic modelling.
There is no point having a highly restrictive liability regime if it discourages organisations
from participating.

elDAS regulation has established penalties for violations applicable to both qualified and
non-qualified trust service providers. These provisions could significantly affect the
willingness of trust service providers to participate in the EUDI ecosystem delivering
services, particularly when the sustainability of their business is uncertain. In particular,
non-qualified trust service providers that issue various types of Electronic Attestation of
Attributes for low risk transactions (fidelity cards, membership cards) may find these
measures to be disproportionate, potentially impacting their entire business.

Art. 16 Penalties

1. Without prejudice to Article 31 of Directive (EU) 2022/2555 of the European
Parliament and of the Council_(*Y), Member States shall lay down the rules on
penalties applicable to infringements of this Regulation. Those penalties shall be
effective, proportionate and dissuasive.

2. Member States shall ensure that infringements of this Regulation by qualified
and non-qualified trust service providers be subject to administrative fines of a
maximum of at least:

(a) EUR 5 000 000 where the trust service provider is a natural person; or

(b) where the trust service provider is a legal person, EUR 5 000 000 or 1 % of the
total worldwide annual turnover of the undertaking to which the trust service
provider belonged in the financial year preceding the year in which the
infringement occurred, whichever is higher.

There will be penalties for non-compliance with the regulation in regard to mandatory
acceptance of transactions from EUDIWSs. The nature of these penalties is not yet clear.
Infringements of the regulation by relying parties (non-acceptance of EUDIW transactions by
those mandated to do so within a certain timeframe, or other related regulatory
infringements) are likely to attract the attention of the European Commission.
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From our enquiries with the European Commission, penalties will be applied directly by the
Commission without the need for Member State involvement. While the details do not yet
exist, the penalty regime is likely to be similar to that under the DSA and DMA acts which

have started to take effect.

Liability and Penalties Impact on the Economic Model

Due to the lack of any concrete liability structures and penalty regimes at the time of writing,
it is very difficult to make any conclusions on the implications for the eI DAS economic model.

However, some assumptions and suggestions can be made, with implications to the

economic model outlined as follows:

Potential Liability

Economic Model Consequence

Governments hold wallet developers liable
for ensuring their wallets meet certification
requirements.

Wallet developers will want to be paid by
governments for developing, certifying and
making available their wallets.

Governments hold wallet developers liable
for the integrity of the government
attestations that are issued (e.g. the PID).

Wallet developers will want to be paid by
governments per issued attestation.

Companies issuing attestations into a wallet
will hold the wallet developer liable for
ensuring that the attestations are secure
and unchangeable.

Wallet developers will want to be paid by
companies who issue attestations into their
wallets.

When wallet unit attestation and PID is
issued to a wallet, the wallet provider is
likely to be required to take on liability for
the validity status of the wallet.

Wallet developers will want to be paid by
governments for ensuring that wallet validity
is correct and to ensure the correct change
of a wallet’s status to “valid”.

Trusted list providers (e.g. for registered
relying parties, revoked attestations etc) will
be held liable for the accuracy and integrity
of their trusted lists by all those who rely on
them.

Trusted list providers will need to be paid by
governments to run and operate a service
to extremely high standards, these lists
being the root of trust for the entire
ecosystem.

Providers (issuers) of attestations will be
held liable for the accuracy of their
attestations by other relying parties that use
them.

Issuers will want to be paid for issuing
attestations, or will want reassurance that
they will not be held liable and that the risk
is owned by the verifier.

Certification bodies that are certifying
wallets as fit for purpose will be held liable
by any organisation that relies on those
wallets.

Certification bodies will need to be paid for,
possibly by charging certification fees to
wallet developers, who will in turn pass
those fees onto governments.

Where payment happens between two
parties in the ecosystem, a contract will be

The more open the ecosystem, and the
more participants are involved, the more

15

This document is confidential and for EWC-internal use only

Co-funded by

Distribution or re-usage of this docul
outside of EWC is prohibited

or parts of this docu

the European Union




EWC

required to confirm liability status.

complex the contractual situation becomes.

Attestation providers and relying parties
using an elDAS-as-a-service intermediary
will hold them liable for accuracy and
service provision.

Intermediary service providers charge a fee
to cover their operational and liability costs.

Verifiers must ensure the validity of the
received attestation.

Attestation issuer wants to get paid for
maintaining an up-to-date revocation list.

Due to the strong implications of liability and penalties on economics, the EWC team
recommends that the European Commission work urgently on standardising a liability and
penalty model for eIDAS across Europe. Should this not happen, and if each Member State
is left to its own decisions, interoperability will suffer and the goals of the eIDAS initiative will

not be reached.
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Simple Money Flow Options

A digital credential ecosystem may decide that there should be no direct monetary incentives
for participants, in which case a lot of complexity can be removed.

This could be the case where the ecosystem is so carefully designed such that other
economic incentives (such as cost savings through efficiency, or fraud reduction) are
sufficiently balanced for all parties to mutually benefit.

Such incentive-neutral ecosystems will be rare. They will need very tight controls over
participation and usage. In a continent-scale initiative like eIDAS, with the potential for open
innovation of credential types and use cases, complexity will be the enemy of economic
simplicity.

To understand the economic modelling options for eIDAS, it is necessary to first look at a
credential ecosystem at a high level to understand the basic parameters before delving
deeper into examples of eIDAS-specific sub-ecosystems.

In a simple digital credential economy there are three parties:

- Issuer: issues credentials to holders. In eIDAS, a “provider of an electronic attestation
of attributes”.

- Holder: a person, organisation or thing that controls the issued credentials, usually in
a digital wallet.

- Verifier: requests data from a holder and verifies it.

In a simple model like this, there are a limited number of options for the flow of money. Three
of them most commonly cited are shown in Figure 1 below:

ISSUER : HOLDER VERIFIER

Figure 1: Three of the options for monetary flow in a simple credential ecosystem
1. Verifier pays Issuer
2. Verifier pays Holder
3. Holder pays Issuer

In this simplistic scenario, there are actually six different options that can be considered, all
of which have parallels in the physical credential world:
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Payer
Issuer Holder Verifier
Issuer A person paying their | A bank pays a credit
government for a reference agency for
passport. checking the ID of a
new customer.
Holder A retailer “paying” A shop providing a
the holder in loyalty discount to someone
points for holding the showing a student
Payee loyalty card. card.
Verifier A health care A job applicant has
company paying a to pay the employer
lab to analyse patient | to carry out ID
data. checks.

By far the most common option that is considered is “verifier pays issuer”. The idea is that
the verifier is gaining the most benefit from the transaction, such as a new valuable
customer, and the issuer needs to be compensated for the work that they have put in to
issue the credential/attestation to the holder.

The Privacy Problem

Considering the verifier pays issuer model, the basic payment mechanisms seem extremely
simple at first. The verifier notes all the transactions it gets using credentials issued by a
given issuer, and then pays the issuer directly at an agreed rate. The issuer will have some
sort of audit right to check that the verifier is paying the right amount of money. Financial
regulations may also stipulate that an issuer must account for the source of funds. So far, so
simple.

However, the eIDAS regulation includes stringent and powerful privacy measures. These
have been designed to prevent a holder’s behavior being tracked and profiled across the
elDAS ecosystem. Such tracking and profiling could lead to very detailed information being
built up about a holder’s habits, purchases, and preferences that are a gross invasion of
privacy.

Therefore, much care needs to be taken when considering the flow of money in a credential
ecosystem. The problem can be outlined as follows:

If a verifier pays an issuer for the use of Jane Doe’s credential, the issuer is able to
note that Jane Doe has a relationship with that verifier. Over time, the issuer will
receive money from many verifiers that Jane Doe transacts with. The issuer can
quickly build a picture of everywhere Jane Doe is using her credential. Patterns of
behaviour, regularity of use, and types of verifier can all be used to profile Jane Doe’s
behaviour. This sort of profiling is specifically prohibited by the eIDAS regulation.
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It is essential that protections be put in place to protect holder privacy. Much effort is being
put into technical means to anonymise and render unlinkable the transactions from eIDAS
wallets. Overlaying a payment mechanism that is not well designed will render such
protections useless.

Technical mechanisms do exist to combine the use and payment for credentials into single
“atomic” transactions i.e. the credential is presented and the payment is made
simultaneously, while preserving the privacy of all parties. A good example is Chegd, who
have built such a network to address the privacy problem described above.

Any economic model for the eIDAS ecosystem must be designed to support the privacy
stipulations of the eIDAS legislation. As every economic model that is considered, the
question of how it supports holder privacy must also be answered.

Using the principle that “if it can be exploited it will be exploited”, back doors to tracking and
profiling must not be opened by the implementation of any ecosystem economic model.

Complexity and Scale Implications, and the Rise of
Intermediaries

If payment for attestations is to be permitted, the liability implications detailed earlier in the
document, and general legal requirements, imply that a contract (at minimum, the
acceptance of some terms of service) will need to be in place between the payer and payee.

When an ecosystem such as that envisaged for e|DAS, with many public and private sector
organisations participating across 27+ countries and possibly billions of transactions taking
place every year, things start to get very complicated very quickly.

It is difficult to envisage that a single verifier such as a bank will sign contracts with hundreds
or thousands of attestation issuers across Europe. The cost and time taken would simply be
too high.

The consequence is that we will see the rise of a small number of large scale
“eIDAS-as-a-Service” providers who will handle this for participants. Such intermediaries are
permitted in the legislation, and a specific section? is devoted to rules for intermediary relying
parties in the Architecture and Reference Framework. A verifier like a supermarket or bank
will sign up with their “eaaS” provider, and instantly get all the technical, legal and
operational issues handled for them. They will have a simple interface directly into their
enterprise system or shopping cart provider and be able to accept eIDAS wallet transactions.

This simplifies the scale problem significantly, as well as making integration with eIDAS
much easier. The intermediary gets paid by relying parties and attestation issuers and can

2

https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.10.0/archite
cture-and-reference-framework-main/#311-relying-parties-and-intermediaries
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run a profitable business. The relying parties get to say they are eIDAS compliant with
minimal effort, and benefit from the access to verified data that helps their business. Issuers
will be able to issue attestations simply and quickly without having to worry about complex
technology.

Such intermediaries will have significant power in the elDAS ecosystem. There will be a
tendency towards consolidation, with many early innovator service providers trying to gain a
foothold to start with, gradually merging or being bought up by others. Economies of scale
driven by liability considerations and operational efficiency will mean the larger service
providers do best, thus accelerating consolidation. It is likely that three or four pan-European
eaaS providers will emerge, controlling the vast majority of all eIDAS activity.

By making elDAS accessible at a low cost for retailers, insurance companies, banks, hotels
etc, these intermediaries will provide a valuable service that will make elDAS feasible at
scale. They will handle a lot of the administrative requirements, take on liability, and provide
simple technical integrations. In many ways, they will be the private sector success story of
elDAS.

Handling so many transactions could enable these intermediaries to profile and link user
activity on a huge scale. Therefore the European Commission should plan for the
emergence of such service providers and ensure that the regulation is policed effectively to
avoid a new type of surveillance economy emerging, and to avoid over-reliance on a small
number of organisations that can effectively control the European digital economy. The rules
for intermediaries already state that any data transmitted from the wallet to the “end relying
party” must be deleted by the intermediary once the transaction is complete, and it is
recommended that these rules are extended to include metadata about the transaction as
well.

20
Co-funded by
the European Union

This document is confidential and for EWC-internal use only
Distribution or re-usage of this ul or parts of this docu
outside of EWC is prohibited




elDAS Ecosystem Participant Mapping

Generic eIDAS Ecosystem Participants

elDAS layers multiple additional roles on top of the basic issuer/holder/verifier model. This
immediately adds complexity to any economic model, and introduces additional parameters
that have to be considered.
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Figure 2: The generic eIDAS patrticipant model

As can be seen in Figure 2, there are numerous additional ecosystem participants such as
Trusted List Providers and Wallet Providers and Supervisory Bodies. All of these participants
will be looking at their own business case, benefits and incentives for participation.

While some participation may be mandated by law, the extent to which they embrace this
new world and all its opportunities, or simply resort to “minimal viable participation”, will
be determined by the incentives built into the economic model for the eIDAS ecosystem.

Minimum viable participation will render eIDAS largely ineffective, and fail to deliver the
vision of the European Commission for transforming the digital economy. Therefore it is
essential that all participants know and understand their own incentives, which means such
incentives need to be designed in, and communicated effectively to all participants.
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Use Case Specific Ecosystem Money Flows

The generic model in Figure 2 is more complex than a simple issuer/holder/verifier model in
principle. In practice, things become much more complicated.

For deliverable D4.4, the EWC team mapped out the eIDAS ecosystem for several use
cases. This approach is useful for identifying participating organisations that are required to
make a use case operate successfully.

It is also a foundation for economic modelling for any ecosystem. Once the participants are
known, it is possible to map out who pays whom for what - the basics of any business
model. Please refer to D4.4 for more details on the methodology used if required.
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Figure 3: For reference, the generic eIDAS/ TolP map from deliverable 4.4

Based on the above model, EWC use case leaders have been asked to list the participants
in their ecosystem (see Appendix 2 for full list). This section explores the potential money
flows for three EWC use case specific ecosystems:
- Valid EUDI wallet processing
- EUDI wallet supported booking and ticket issuing (based on the right identity
or age)
- EUDI wallet supported SCA for online payments,

Commercial (Natural Person) Wallet Provider

Bringing the Wallet Unit to a valid state is foundational to identification and authentication in
the eIDAS ecosystem. A Wallet Unit life cycle begins when the User installs a Wallet
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Instance on their User device. The Wallet Unit's state is then “Installed”. In this state, the
User and the Wallet Provider can perform only one action, namely activating the Wallet Unit.
As part of the activation process, the Wallet Provider issues one or more Wallet Unit
Attestations (WUA) to the Wallet Unit. Once a Wallet Unit is activated, it is in the
“Operational” state. Upon verification of this WUA, the PID provider issues a PID to a Wallet
Unit and it transitions to a “Valid” state.

Wallet
Installed

Wallet Wallet
|::> Operational |:> Valid

Commercial (natural person) wallet provider money flows

As per Article 5a(13) in the regulation, “the issuance, use and revocation of the European
Digital Identity Wallets shall be free of charge to all natural persons”. As a result, the Wallet
unit is commonly viewed as a public utility representing one element in a broader service
offering. However, there are nuances here that are worth investigating.

Because we focus on commercial wallet providers, or “Member State endorsed” wallet
providers, potential money flows can only be investigated in relation to the attestation issuer
or the attestation verifier.

Payer

Payee

Service/ compensation

Issuer

Wallet provider

When issuers will hold wallet providers liable for
the integrity of the attestations that are issued
into a Valid wallet.

Taking the example of the PID, the change of
Wallet Unit status to Valid could trigger a
payment to the wallet provider due to taking on
liability and maintaining the wallet’s validity. For
example, wallet providers may propose to
charge the PID issuer €x per "valid" wallet. This
approach could be expanded beyond the PID to
other attestation issuers that pay wallet
providers.

Verifier

Walllet provider

In terms of value this money flow would make
sense as the verifier benefits from the trusted
data provided by the holder’s wallet, however,
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EWC

the unlinkability requirements in elDAS prevent
a straightforward charging mechanism.

We can expect intermediaries acting as clearing
houses to play a role here, knowing that they
are bound to the same unlinkability
requirements?

Wallet provider

Device
Manufacturer

For consumed goods or services needed to
operate the wallet.

Wallet provider

Trust List provider

For using its trust mechanisms. For example €x
per connection or per consultation.

Wallet provider

CAB

For the certificate to operate the wallet service.

Details of the possible money flows are listed in the map in Figure 4 on the next page:
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Figure 4: Wallet Provider Monetary Flows
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Commercial (legal person) wallet provider money flows

Legal person wallets are not by regulation free of charge for its users. The business
incentives and economic models for legal person wallet providers are investigated
separately in section on Implications for Business Wallets.

Strong Customer Authentication for online payments

Making payments is perceived to be an important driver for EUDI wallet adoption, It's an
experience that consumers understand, it's high frequency and high volume. In EWC we
assumed that banks will have to propose the EUDI Wallet to their customers as an
alternative method to perform SCA for online banking login and online card or account
payments and that the EUDI Wallet must be able to perform strong customer authentication
(SCA) for online payments in compliance with: PSD2, PSD3 and the Payment Service
Regulation (PSR).

SCA takes place at the end of the shopping experience when the final amount is known and
is ready to be paid. It must be a smooth user experience for both the payee (e.g merchant)
and the payer, balancing security with convenience while being compliant with the
Architecture and Reference Framework (ARF) and the payment regulations quoted above.

The payer’s Payment Service Provider (PSP) is responsible for SCA compliance, ensuring
that the two-factor authentication is correctly performed. If SCA cannot be completed (too
long, too complex, fails) the payment transaction is declined by the payer’s PSP, resulting in
the payer not purchasing their desired goods/services and the merchant not converting the
sale.

On top of performing SCA, The EUDI wallet provides the opportunity to present another
attestation proof at the same time. For example the combined proof of SCA and age
verification, or SCA and ID. The use case in EWC is about registering a user’s EUDI wallet
with Banca Transilvania (BTRL a Romanian bank), so that BTRL customers can use their
EUDI wallet to perform SCA when purchasing a Cyclades Fast Ferries (CFF a Greek ferry
operator) ticket while presenting a Student attestation (issued by the University of the
Aegean) to benefit from a discount.

EUDI wallet SCA related money flows.

This use case introduces the notion of an intermediary service providing attestation issuance
and verification services on both issuer and verifier sides. On the issuer side this is often
referred to as “QTSP as a service”, on the verifier side this is often referred to as “RP proxy
service provider”. Note that we do not believe at that stage that a Qualified (Q) attestation
will be needed: as the bank will be both issuer and verifier (in both bank-led and
merchant-captured flows), EAA should be sufficient.

26
Co-funded by
3l the European Union

This document is confidential and for EWC-internal use only
Distribution or re-usage of this ul or parts of this docu
outside of EWC is prohibited




EWC

Payer Payee Service/ compensation
Payer’s PSP (Bank) | (Q)TSP/ (Q)EAA For identity verification (optional, to provide
provider more comfort to the bank when registering the

wallet), SCA attestation verification and
issuance of the SCA attestation. The payer’s
PSP should be able to fund this from efficiency
gains and cost reductions.

Merchant or
merchant PSP
(verifiers)

RP proxy service
provider

For SCA (and ID/ age) verification services.
The Payee should be able to fund this from
efficiency gains and cost reductions
*Merchant-captured flow only

EUDI wallet SCA related potential money flows - need further exploration

Payer

Payee

Service/ compensation

Payer’'s PSP (Bank)

Wallet provider

For hosting an attestation (for example the SCA
attestation, €x per user per month). The
question is whether this will happen without
regulatory incentives. And even if this would be
mandated by law, the question is whether
banks would agree or push back

Payer’'s PSP

(Q)EAA provider

The bank may use the PID or additional
attestation eg Passport, ... for both registration
(SCA attestation issuance) and payment
(risk-based step up at the time of transaction)
for the purpose of reducing the risk profile, a
service for which the payer’s PSP might be
willing to pay.

Merchant (verifier)

Merchant PSP
(verifier)

For combined attestation presentation (for
example both SCA and age verification, or
SCA and ID).

*Merchant-captured flow only

These flows are outlined in Figure 5 on the following page, where the role of
elDAS-as-a-Service emerges in the form of “Issuer/Verifier Services”:
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Figure &: Strong Customer Authentication Money Flows
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Ticket purchase for travel and tourism attractions

The EWC travel use cases are mainly about ticket issuance or granting passage upon
identity and/ or age verification. The project explored EUDI wallet supported airline check-in
and biometric enrolment for at airport verification, hotel registration, age related pricing for
museum entrance, and ferry ticket booking and embarkation.

EUDI wallet travel and ticketing related money flows.

We explored one travel scenario more in depth, namely visiting the Buda Castle museum.
The Hungarian government plans to launch a public wallet being developed by a contractor
that will be paid by the government. Also PID issuance will be operated by a contractor and
paid by the government

Payer

Payee

Service/ compensation

Merchant (verifier)

EAA Provider

For ticket attestation issuance service

Merchant (verifier)

Payment network
partner(s)

For a combined proof of age and payment (see
SCA example)

Merchant (verifier)

CAB

For verifier audit.

Wallet user (holder)

Merchant (verifier)

For using the EUDI wallet supported age
verification, payment and ticketing service

(Q)EAA provider

Merchant (verifier)

For connecting to the eIDAS ecosystem. For
example, the merchant can be paid €x per data
query or €x per year per connection.

Wallet provider

Device
Manufacturer

For consumed goods or services needed to
operate the wallet.

Wallet provider

Trust List provider

For using its trust mechanisms. For example €x
per connection or per consultation.

Wallet provider

CAB

For the certificate to operate the wallet service.

The map for these flows is shown in Figure 6.
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ELEWC

Figure &: Tourism Ticketing Money Flows

HUNGUARD audit

Pay for Walet audit

TBD
LPID Issuer
Hungary MS:
NISZ Plc.
PID
{3 Hungary M5:
NISZ Ple.
=
end AL Ministry af Interior
Source (9) (in case of personal data and
additional organizations
Primary Role Fit mnagl:zi:tmn: public
QEAA
Hungary Ms:
Provider (5) gary M5! pay for QEAA data query
NISZ Ple.
PUB-EAA yingary Ms:

Provider (6) ez pic.

Ticketing system
{ticket ¥C issuing}--

EAA Provider

m

DAP Mabil app
tincluding DAP
Wallet)

| GES(QESRC)

Pravider (8}

HU DAP wallet:
[EFER / SIMPLE

Pay for service

Arcess
Pays for RP audit Certificate
Autharity (18)
Wallet user
Pay for service
Merchants: mmn
g, tudacaste  (10)
Someone pays Idomsoft Pay for VC issuing service
Android, 105
. ad
Samwngp.:gale, Google
Chrame, Safari, Brave, el
Hrefw‘.: Subsystems
Provider (13)
Hsh
GCP/AWS/Azure HSM,
Entrust (Thales)
Wallet Provider

2)

HU: TBD - Miniszterelnoki

etiroda

EU Trust List, European HU: Idomsoft DAP
Blockchain Service Provider wallet |
EU wallets I

TEBSI, Indy

* Trusted List Org wallet provider

Provider [4)

Signing Service




Other travel and payment specific use case considerations and
expectations

Usage of wallets for compulsory ID verification. For use cases where verifiers are
mandated by law to verify the identity of an individual, usage of the wallet shouldn’t
create an additional cost for said RP compared to the existing manual ID verification
processes.

Avoid discrepancies in pricing among the European countries. Should there be
a usage fee to be paid by Relying Parties in relation to the usage of wallets, this
should be defined at European level and be equal among all the countries to avoid
discrimination of citizens based on their nationality and cost for the verifier.

Establishing a fair value for ID verification. The cost of this verification should be
aligned with the value generated for the verifier, which varies greatly between
different verticals (the ID verification for onboarding a new customer for a bank, for
example, has a different value compared to an ID verification performed by an
airline). A price set to high will discourage adoption by Relying Parties.

Possibility to use a broker to manage payments. Should there be a transactional
model between Relying Parties and the wallet providers, there should be the
possibility for a verifier to rely on a broker to avoid the complexity of potentially
having to invoice a wallet provider for a micro-transaction (eg a small hotel venue
receiving a guest from a smaller EU country).

Consistence with non-regulated wallets. Any business model concerning the
storage and usage of Electronic Attestation of Attributes will need to be coherent with
the existing commercial models of commercial wallet providers (that for an example
give the possibility to store and present boarding passes free of charge).

PhotolD attestation issuance. It is recommended that Member-states passport
authorities issue PhotolD attestations to their own citizen (for free). An EU regulation
might be needed to enforce this. If there is no EU regulation forcing MB-states to
issue PhotolD, QTSPs could provide this attestation as a service to all EU citizens
and even third country nationals (TCNSs).

Are people ready to pay for such a service and if yes how much?

PhotolD attestation verification. For hotels, telcos, banks and verifiers having to
comply with national or European regulations, the credential must be Qualified and
Photo ID must be recognized as an equivalent to physical ID documents.

Beyond SCA. There are many other opportunities for the EUDI Wallet to hold
payment attestations (see EWWC white paper). Those attest for payment initiation (e.g.
the wallet holding card or IBAN credential and initiate a payment online or in person),
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or for the banks to issue valuable attestation like a certified IBAN or a proof of income
into the EUDI Wallets. We can see business opportunities across the ecosystem, but
more work is needed to establish the necessary infrastructure and business
processes to enable value exchange between the different parties

Commonalities across the EWC use cases

As Deloitte's research stated, issuers need to be incentivized through compensation for
the issuance of attestations. The ecosystem starts with trusted attestations, therefore PID,
(Q)EEA and EEA providers play a crucial role and need to be paid for their services.

Also, the EWC use case ecosystems identify the need for intermediary service providers.
These providers sit between the wallet and the attestation issuer/ verifier. For example, they
could provide integration services to connect multiple wallets to issuers and verifiers,
attestation validation services, combined attestation presentation services or merely act as
clearing house to operate monetary flows.

Finally, and as the ecosystem cannot run on issuers and intermediary services only, wallet
providers and verifiers want to be compensated for maintaining and operating a
reliable and robust service. Operating a Valid wallet requires significant efforts,
investments and resources and the availability of such wallets (preferably more than just one
per Member State) is essential for a well functioning ecosystem. Moreover, to foster EUDI
wallet adoption by everyone and to reach its full potential the ecosystem needs private
sector engagement (private verifiers). For those not mandated to accept EUDI wallet and for
those not benefitting enough from efficiency cost reductions, a compensation for connecting
to the ecosystem and accepting EUDI wallet as means of identification and attestation
verification will be crucial to reach full potential and to prevent a fragmented login landscape
dominated by Big Tech.

|dentified gaps

When exploring potential monetary flows in EWC use cases, we weren’t able to identify
money flows from and to each of the individual ARF role providers. For example, National
Accreditation Bodies, Supervisory Bodies, Attribute Authorities, PUB-EAA provider and
Access Certificate Authorities are essential roles in the ecosystem that require compensation
for their efforts and services. As most of these roles are public roles anyway, we assume for
now that Member States will play a proactive role in funding these services, however, we
acknowledge that this requires further exploration.

In general, this EWC use case monetary flow study identifies the need for compensation of
issuers, wallets and verifiers for which the funding is not always naturally covered by market
dynamics. How much may the ecosystem rely on Member State funding to incentivise the
elDAS ecosystem in the short term?
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Most Likely Economic Models

Digital credential ecosystems are always a “chicken-and-egg” situation. Nobody will rely on
credentials if nobody is issuing them. And nobody will issue credentials if there is nobody to
use them.

elDAS overcomes this chicken-and-egg problem. By legislating that governments must issue
credentials, and numerous organisations must accept them, the EC has broken the
deadlock. The regulatory imperatives in the legislation are sufficient to trigger early traction.
The big question is whether that traction can be converted into long term momentum,
something which will only happen when people and organisations can recognise the
incentives available.

The EWC team envisages an evolving economic model for eIDAS. There will be a short-term
“legislative imperative” based model driven by the threat of penalties for non compliance.
Given the right conditions, this will evolve into a long-term business value and opportunity
based model. Ensuring the right conditions are in place for this evolution is a key
recommendation of this work package.

Due to the uncertainties of early stage rollout, a very simple economic model will be the only
one that will work to begin with. By its very nature, this model will restrict the widespread
adoption of elIDAS, especially in the private sector. However it will be sufficient to get the ball
rolling.

Over time, the economic benefits of eIDAS will become much clearer. The tipping point will
come when:
- both public and private sector organisations begin to issue their own credentials for
their own use cases, rather than just relying on the basic PID credential.
- itis clear that there is business value to be realised from elDAS participation, such as
reduced onboarding costs, lower fraud levels, competitive advantage from swifter
competitive advantage etc.

Therefore it is imperative that activities are undertaken to encourage the factors that will
trigger this tipping point.

This tipping point will only happen if those organisations are able to justify the investment
required to update their processes, technology, policies and staff training. If eIDAS
integration does not get prioritised to the top of already over-subscribed backlogs of these
organisations, it will never be implemented. Such prioritisation decisions are normally based
on the return on investment.

Initially, the return on investment will be a simple calculation: avoid breaking the law and
being penalised. However, that's a negative approach. The EC should encourage a positive
approach where eIDAS becomes a transformational technology, rather than a “minimal
viable compliance” response to legal requirements.
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To create such a positive approach, it is recommended that:

the EC creates some models that permit monetary flow across the elIDAS ecosystem
in a way that respects the privacy requirements of the regulation.

the EC and Member States communicate, using worked examples from LSP use
cases, how business value can be gained from participation. This should be done in
a sector-specific way, rather than a generic one-size-fits-all approach.

Once organisations are able to see that they can get rewarded for the effort they put into
creating valuable and useful digital credentials, and using those provided by others, they will
promote these into the ecosystem, increasing the utility of the whole environment.

In recognising this evolutionary approach, there follows more detail on the possible operation
of short-term and long-term economic models.

Short Term

In the short term, adoption will be driven by fear of sanctions or financial penalties for
non-compliance. By necessity, the economic model will be simple. The EWC team suggests
that the following will work in the short term.

Single wallet in a Member State: Government pays wallet provider for build, operate,
support of a single Member State wallet.
Multiple wallets in a Member State where competition between wallet providers is
encouraged.

o Government pays each wallet provider up front to get their wallet developed

and certified and/or;
o Government pays a wallet provider when that wallet provider accepts a PID
into their wallet and changes its status to “valid”.

Wallet Provider pays National Accreditation Body for wallet certification.
Wallet Provider pays Trusted List Provider for registration
Government PID Provider is paid from the general Government budget.
Trusted List Provider functions will be performed by national Supervisory Bodies that
are already in place, paid from the general Government budget, with ability to recoup
funds to cover operational costs from each party that needs to register, revise or
delete their presence on the list(s).
Access Certificate Authority setup is paid from the general Government budget, with
ability to recoup funds to cover operational costs from each party requiring an access
certificate (Relying Parties, PID Provider, (Q)EAA Providers etc) and/or the Access
Certificates are issued by existing commercial QTSPs who can recoup the cost by
charging a lower price for certificates compared to public Authorities that would need
to setup and run such infrastructure only for this purpose.
Relying Parties pay the Access Certificate Authority to be allowed into the
ecosystem.
Intermediary “elDAS-as-a-Service” Providers are paid by (Q)EAA Providers and
Relying Parties to provide issuing and verification services.
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Problems articulated by EWC consortium members include the cost and complexity of
elDAS integration into their company systems and processes, interoperability problems for
multinationals operating in both EU and non-EU markets, and differing needs for wallet
functionality across small and medium sized enterprises.

In the short term, it is not envisaged that there is any transfer of funds from Relying Parties
to (Q EAA/PID providers in any form. This is due to the complexities of executing such
transfers while preserving the privacy of users. Such mechanisms will require careful design,
but are feasible as can be seen in Canada where a successful ecosystem run by Interac with
a platform developed and operated by Gen® has been in operation for years now - see case
study later in this document.

This short-term approach will lack innovation, however it is an important building block
towards the ultimate aim of eIDAS 2.0 to create a vibrant and open digital credential
ecosystem across all of Europe and beyond.

Government Action

As well as delivering on legal commitments to provide at least one certified wallet, manage
trusted lists and issue PIDs, Member State governments will have a large part to play in the
growth of the eIDAS ecosystem.

For example, this paper from TU Darmstadt in Germany recommends the establishment of
a Ministry for Interoperability to promote digitisation of government services and ensure that
they all work with each other and with external non-government services.

Additionally, a working group at the German ministry that is responsible for the EUDI-wallet
implementation in Germany argues that it needs a dedicated “Ecosystem Orchestrator”
(Lewrick, 2021) that manages complexity and balances the different interests among the
involved ecosystem roles.

As mentioned elsewhere in this deliverable, governments will also need to run effective
promotion campaigns to both citizens and organisations in order to describe the benefits of
digital credentials and encourage uptake.

The experience of various members of the EWC consortium suggests it is only when an
ecosystem gets traction with real production use that the need for such additional
coordination and promotion roles becomes clear. It is best to start planning for this now,
rather than chasing the narrative and being pressured to respond retrospectively.

Long Term

Once the inevitable teething problems have been resolved, scale will begin to build up.

3 https://www.interac.ca/en/
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As organisations see the positive results of early adopters who will have optimised business
processes, they will also want to join in. It is envisaged that basic user onboarding tasks
using PIDs will be the most popular initial use case that can demonstrate real value. It is
essential that early success stories are disseminated widely and effectively to encourage
more adoption.

As scale begins to build up with basic PID usage, it will be possible to begin moving towards
a more flexible economic model that will encourage uptake and dramatically increase scale.

This more flexible model will be driven by an ability for attestation-based and usage-based
charging and rewarding to take place. For example (Q)EAA issuers get paid for the use of
the attestations that they provide.

This will create a reward feedback loop incentive for those issuers to feed more and more
useful attestations into the ecosystem, which will in turn increase demand, thus further
incentivising more issuers to participate with new types of attestations.

Initially, existing use cases will be made more cost effective through, for example, improved
onboarding of new users. The really exciting change will be when new use cases emerge
that could not have existed prior to elDAS, either due to the high cost of user validation or
simply because the data needed has not existed in a digital and verifiable format before.
Rather than just digitising existing processes, it will become possible to create entire new
product lines, create new processes, and build new business models that were previously
not possible.

An analysis needs to be conducted to understand the tipping point that results in the
transition from fear-of-penalties to opportunities-for-transformation. Here are two examples
of contributors to such a tipping point:

1. Rules are created to set out how usage-based charging will work, and the obligations
for all parties involved in such a charging network including liability implications and
problem resolution methods. Such rules are likely to vary across different sectors. For
example, the financial sector may require different rules to the construction sector.
The rules would include how they are to be managed, and by whom.

2. A technical architecture framework is devised such that usage-based charging can
be implemented in a way that does not contravene the privacy requirements of the
regulation.

Implementing Privacy Preserving Payments for Credential Usage

Historical Context

In 2016 the concepts of digital credentials and “self-sovereign identity” were in their infancy.
A landmark paper, “The Inevitable Rise of Self Sovereign Identity™, created the blueprint for

* The Inevitable Rise of Self Sovereign Identity by the Sovrin Foundation, 2016.
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the digital credential ecosystems that are emerging today (albeit now with less emphasis on
blockchain technology).

Within that paper, the need for a working economic model for credential ecosystems was
first identified, and the paper included suggested incentives for all the ecosystem
participants. It also introduced a new concept called “Premium Claims” i.e. credentials that
carried value that had to be paid for, and predicted a new global marketplace for such
credentials:

It is likely that some issuers of verifiable claims will want
to see a return on the investment in creating those claims,
such as the cost of verifying a physical document. To do
this, the Sovrin Trust Framework will define how issuers can
set a price for the claims that they write to an individual’s
Sovrin identity. A relying party who wants access to these
claims must agree to pay this price in order to use them.

Verifiable claims that carry a price tag are called “premium
claims”. ..It is not envisaged that government-issued public
credentials such as birth certificates, driving licenses,
marriage certificates etc. will be premium claims (though
there is nothing to stop that). Schools, universities and
other public institutions are also unlikely to charge for
premium claims as it is part of their charter to provide
these attestations on behalf of their members. However
private sector issuers will have a choice: provide verifiable
claims for free or charge for them. It is entirely a free
market decision. Note that individuals may also issue their
own premium claims.

The inherent value of digital credentials became clearer as proof-of-concept projects were
implemented around the world. It became obvious that every exchange of verifiable
credentials represented a reduction of risk in a digital trust relationship. And at the same
time, the greater the risk being taken by the verifier, the greater the value of the credential
being used. In short, all verifiable credentials transfer some level of value to holders and
verifiers.

As work progressed on this new concept around the world, it rapidly became clear that any
payment for use of credentials could have implications for holder privacy. In particular, if an
issuer were to receive payments for the use of credentials it had issued, that issuer would
know where its credentials were being used and by whom, thus building up detailed profiled
of holder behaviour.

As a result, significant effort was expended to determine a way to enable payment for
credentials without revealing who was using them, and where. Various approaches were
tried, resulting in a token-based “atomic transaction” being used where the credential is
verified and payment is made in one single transaction, without revealing to the issuer which
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credential the verification refers to or who the verifier is. This approach utilised
zero-knowledge proofs to ensure anonymity and preserve privacy.

While the Sovrin Foundation was ultimately wound up and enthusiasm for token-based
approaches waned due to various unrelated cryptocurrency scams, the groundwork that
emerged from the global wave of innovation is still being felt today. The approach pioneered
by the Sovrin Foundation is in use today by Cheqd, who have successfully implemented
privacy-preserving verifier-pays-issuer protocols in their network.

The elDAS regulation recognises the inherent privacy implications of digital credential
exchange, noting that unique identifiers (for example a holder, wallet or credential identifier)
open up new exploitation avenues for those seeking to create digital profiles of users. This is
a vital consideration when it comes to adding payment functionality to credential exchange.

Therefore when it comes to implementing economic incentives in a credential ecosystem,
and taking into account the legal controls in the eIDAS regulation, a lot of the early work
done by pioneers such as the Sovrin Foundation is worth revisiting. While the end result may
look different, a lot of the drivers are the same and the available solutions are likely to look
very similar.

Privacy Preserving Solution Implementation

The main problem that needs to be overcome is a holder’s wallet activity being revealed to
parties that should not be aware of it.

By executing a payment for use of a credential, several involved parties could, by accident or
design, determine what the holder is doing as a result of the payment taking place.

We are all used to our bank knowing where we use our payment cards. This is essential for
the operation of the banking network. Our bank, as the issuer of our payment cards, has to
be aware of where we spend, how much, and often for what, because they need to ensure
the books balance at the end of the day and they are able to handle chargebacks and
disputes. Global payments rules govern how this is done.

For digital credentials, the situation is rather different. Without the same global rules, and
with many more use cases than “just” buying items with a payment card, a continent-scale
credential ecosystem like eIDAS is more open and complex. And the sensitivity of
transactions is likely to be far higher, with personal data being shared for the most intimate
and private of reasons.

Solution implementation options for privacy preserving value exchange will exist on a
spectrum as shown in Figure 7:
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A Hybrid Fully

LF :”gl Of Both Legal Technical
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Implementation of Privacy Rules
Figure 7: Rule Implementation Spectrum
Fully Legal

In a fully legal implementation approach, privacy rules are written in law, and contravention is
punishable with penalties that are calculated to prevent breaches when incentives to breach
are highest.

Service providers, issuers and verifiers could implement whichever technical solutions they
wanted as long as they are able to assure the regulatory authorities that they are not
breaking the rules.

For example, a rule could state that an ecosystem participant must not act on any of the data
they see when payments are made for credential usage. This wouldn’t prohibit the
participant collecting that data, meaning that complex technical solutions wouldn’t be
needed, as long as the participant can prove they are not acting on that data.

The result is faster, simpler and cheaper technical deployment and quicker integration. The
downside is the much higher level of audit required by the regulatory authority, which would
itself require significant levels of technical knowledge and resources to ensure participants

are playing by the rules.

Fully Technical

In a fully technical approach, all the rules are codified in the underlying technology. The
technology can be certified to confirm it complies with the rules, and the rules themselves
are implemented automatically. The regulator that writes and monitors the rules is able to
quickly and easily determine compliance.

History has shown that sophisticated approaches are needed to implement a fully technical
solution. The work done by the Sovrin Foundation and other digital credential pioneers like
Cheqd has shown that it is possible to execute payments for credential usage in a
privacy-preserving manner.

Such implementations should be considered “State of the Art”. The technology involved is
not proven at massive scale yet, but has been shown to be extremely robust and resistant to
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penetration and hacking, and offers excellent potential to solve problems inherent in
human-managed networks.

Some of the techniques involved, such as smart contracts and zero-knowledge proofs, have
been perceived as controversial in some circles, despite being based on highly tested and
widely used cryptography.

A fully technical approach with minimal human intervention is also likely to require
computer-implemented rules such as smart contracts, with payments embedded into data
exchange using atomic transactions. The use of cryptographic tokens secured by underlying
immutable ledger technology would permit the operation of smart contracts with payment
capabilities. The authors suspect that this would be a step too far to be palatable for EU
Member States and the European Commission at the current time, however this does not
mean such capabilities should not be investigated further to understand the art of the
possible and position eIDAS for the future. Work taking place on central bank digital
currencies (CBDCs) could prove to be an ideal opportunity.

Hybrid Approach

In reality, all implementations will be a hybrid of legal and technical solutions. The question is
how far along the spectrum does a given solution sit.

Currently elDAS leans very much towards the legal end of the spectrum. The codification of
the rules in technology is implemented through the ARF, Implementing Acts and
specifications already published. These leave a lot of room to manoeuvre from a technical
perspective, noting that wallet solutions will still need to be certified as compliant, but
requirements are looser in the surrounding areas of integration, processing and supporting
systems. This puts a lot of emphasis on audit and enforcement, which in turn requires
resources and implies restrictive “red tape”.

With no real discussion yet on the handling of usage-based payments in the eIDAS
regulation, there is an opportunity to design an approach which meets a desirable balance
between legal and technical enforcement.

An approach that is more towards the technical end of the spectrum could be simpler and
more cost effective to deploy and operate. With a focus on certifying that a technical
payment solution meets the required rules, there are economies of scale to be gained when
it comes to rollout.

The Role of Intermediaries in Usage Based Payments

As identified earlier in this document, it is predicted that eIDAS-as-a-Service intermediaries
will emerge rapidly in the first phase of eIDAS rollout. These service providers will be able to
perform an important role when it comes to payments in the same way that can be seen in
the banking ecosystem.
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Ideally, in a fully privacy-preserving credential ecosystem, there would be no need for any
intermediaries. This has been the driving force behind the self-sovereign identity movement.
Realisation that the real-world does not always match theoretical ideals, intermediaries
become necessary, and the extent to which they are involved in the detail of transaction
processing will be determined by the way they implement their services within the regulatory
requirements.

A valuable role the intermediaries could play is to “blind” the issuer so that they cannot see
when and where any holders use the issuer’s provided credentials. If a
payment-per-transaction model is used, the intermediary could net off the transactions in the
ecosystem and pay the total revenues to the net recipients, and charge the net users. In this
way, the details of individual transactions would be invisible to all parties, except the
intermediary.

Using an approach like this would significantly simplify the implementation of any
usage-based charging model from a privacy perspective. It would reduce the effort needed
to audit and regulate payments in the ecosystem as only the intermediaries would need to
be checked in detail, rather than every participant.

Such intermediaries could implement a number of different charging methods:

e Paying for setup, then monthly fee up to a certain allowable volume.

o Such an approach is used in BankID in Norway for example. No charging for
individual transactions would take place, meaning it would be difficult to
recognise and incentivise providers of high value credentials to participate.

e Paying per transaction.

o This would allow for differential pricing based on credential value, resulting in
a very flexible and innovative ecosystem. However, it would require netting-off
and blinding of individual transactions to maintain user privacy.

e Service level fees.

o Anintermediary could offer different service levels, throughput speeds,
volumes and response times as part of service level packages. Those most
reliant on the service (and therefore gaining most value from it) would be
likely to pay higher service levels.

e Lateral Usage Payments.

o Rather than paying to receive a credential, a verifier could, for example, pay
to check revocations status of that credential. A service provider could offer
such a revocation service, and it is anticipated that those most reliant on the
credential would pay for such a check. For those use cases where the value
of the transaction is lower (e.g. a night club age check), there wouldn’t be a
need to check revocation status so those transactions would be free. A similar
approach could be used to verify the originating issuer of the credential.

In all these approaches, the intermediary is in a position of power, able to see all
transactions and manage payments to all ecosystem participants.
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Given that it is unlikely that a purely technical rule implementation method will be possible for
elDAS, and that the cost and complexity of implementation will drive participating
organisations towards intermediaries, it is reasonable to conclude that intermediaries will be
the most likely mechanism to deliver a commercial model for eIDAS.

Therefore it is our recommendation that particular focus be put on drawing up rules for
intermediaries for handling usage-related eIDAS payments. The creation of such rules
should be accompanied by a set of technical specifications that enable an intermediary’s
operations to be audited and certified as compliant. Penalties for non-compliance should be
designed such that they are not too large as to discourage intermediaries to enter the
market, but large enough to prevent bad behaviour.
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Implications for Business Wallets

Background

The focus of this deliverable is on personal wallets, but it is important to include some
information about business wallets which are also an important part of EWC’s work. Member
State company registrars from Sweden, Finland, Norway and Germany have been involved.
A brief summary of business wallets is included here for context. Refer to the business wallet
content in other EWC deliverables for much more detailed information on this topic.

EWC has pioneered the definition and development of wallets for organisations, or European
Business Wallets as they are commonly called today. Organisations are called “legal
persons” in elDAS terminology, compared with people who are “natural persons”.

Business Wallet Opportunities

EWC anticipates that legal person wallets, and business-to-business use cases, will emerge
and grow strongly, possibly even faster than natural person wallets. This is because there
are a number of advantages for businesses that can be readily identified, resulting in clear
incentives allowing for prioritisation within each business. With fewer privacy rules around
business data (compared to personal data), adoption friction will be lower. For example:

- Instantly verifying the authenticity of all suppliers in a supply chain to save €millions
in compliance costs. Prior case studies in this area include verifiable Legal Entity
Identifiers (vLEIs) and the pharmaceutical industry collaboration “Pharmaledger”.

- Simplified business-to-business trust establishment and ongoing trust management.

- Fewer restrictions on business data use compared to personal data, which is highly
regulated.

- Extension into employee identity, allowing employees to prove they are valid,
qualified, and work for a given employer. This “employee wallet” approach is already
proven in prior case studies such as the English National Health Service and their
“Employee Passport”, used to enable doctors to prove they are real doctors for
example.

- Employees can be directly encouraged to use such a wallet as part of their
employment, resulting in rapid uptake compared to voluntary adoption by normal
citizens.

- Ability to prove that a person is acting on behalf of a company with the relevant
permissions (e.g. to file accounts for a company).

- Enabling any natural person to determine the authenticity of any organisation to
confirm the organisation is genuine and not a fake. Recently, the EU
Competitiveness Compass mentioned Business Wallets as cornerstone for doing
business simply and digitally in the EU crucial to boost the EU Digital and Single
Market.
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Business Wallet Standardisation

A standardised approach provides confidence to organisations that will increase uptake and
speed up rollout of business wallets. It reassures organisations that someone is “in charge”,
and that investments they make will be worthwhile in the long term.

With a legal person wallet comes a legal person PID (LPID®). EWC has defined the LPID
rulebook and credential definition to set a standard for what data is included, how an LPID
should be issued, stored and used. Such LPIDs are most likely to be issued by Member
State company registrars, such as Bolagsverket in Sweden.

Additionally, EWC has defined rulebooks for Company Certificates (EUCCs), containing
more information than the LPID. The goal of the EUCC attestation is to have a common
standard for European legal entities to exchange instead of their actual national extract when
doing business or in public administrative processes. Today, national extracts are shared by
legal entities and translated by certified service providers. This attestation allows companies
to share, with a high level of security, information about their companies.

The likely upside for widespread use of LPIDs and EUCCs is to completely transform and
digitise business processes that are currently cumbersome, manual, and take many months.
This will give the European business economy significant competitive advantage over other
economic areas that still rely on manual processes.

Other rulebooks have also been created, including for identifying the Ultimate Beneficial
Owner (UBO) of a business. The UBO is a vital piece of data that is required when a
business opens a bank account. It is typically very difficult to create and verify using manual
methods especially when ownership is complex or there is a nested hierarchy of ownership
such as in a multinational with many shareholders.

A key difference between business wallets and personal wallets is that business wallets can
operate automatically, with no human intervention. Data presentations can be made instantly
in response to requests at a system level, providing completely new opportunities for
business process digitisation.

Infrastructure & Platform Considerations

Business wallet “providers” can be regarded a bit differently to natural person wallet
providers. Some of the differences are shown below:

Legal Person Wallet Business Wallet
Mobile phone app Built into company systems (no mobile app)
User interaction for data acceptance and Can operate completely automatically, with

5 LPID Rulebook:
https://qithub.com/EWC-consortium/eudi-wallet-rulebooks-and-schemas/tree/main/rulebooks
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EWC

release no Ul (but likely to have an administrative
interface)

Does not include issuance/verification Wallet platform likely to have the ability to

capabilities. trigger attestation issuance and verification
capabilities

Integration is only via attestation Integration is via both attestation exchange

issuance/verification to & from wallet. and hooks into common operational
platforms such as ERP systems,
procurement systems, supplier
management systems, HR systems etc.

Therefore a business wallet will typically be a system or platform operated by an
organisation, with integration points to other company systems such as human resources,
supplier management and procurement.

EWC anticipates that the majority of organisations that want to use business wallets will use
a service provider to deliver a “business-wallet-as-a-service” capability with built-in
integration hooks for common enterprise platforms. Some organisations will want to have full
control, particularly in respect to the organisation’s private keys, and will deploy packaged
systems from suitable suppliers on site for self-management. A very small proportion of
organisations may develop their own in-house wallet solutions.

Economic Model Options

elDAS legislation is silent on economic drivers and/ or limitations for the Business wallet. It's
still early days for Business Wallets but the ecosystem signals potential viable business
cases for related service providers.Over

Service Payer Payee Payment
Business Organisation Business wallet Setup fee + monthly
Wallet-as-a-Service | wanting a fully service provider. subscription for a
hosted business specified level of
wallet. transaction volume.
Business wallet Organisation Business wallet Professional
on-premises wanting a product developer services for design,
software product self-hosted business delivery, installation,
wallet. support. License fee
per annum and SLA
fee.
Business wallet Organisation In-house Internal budget.
in-house wanting to build their | development team
development. own business wallet.
Issuance of LPIDs, Organisation Company Registrar | Per transaction, or
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EUCCs etc, wanting an up-front charge to
management of LPID/EUCC cover a lifetime of
revocation status, updates, revocation
updates to company status etc.

details.

Software for LPID, This is likely to be done from a business wallet with the issuer
EUCC etc being the Member State company registrar, so see the first three
attestation issuance | rows of this table.

by Member State

company registers.

It is possible that business wallets will follow similar short-term and long-term models as for
personal wallets. However it is likely that current work being carried out in EWC, and new
work to take place in the WeBuild consortium, will effectively standardise a number of
credential formats, processes and methods that provide rapid value for organisations in
multiple use cases. Therefore, rather than being quite government- and PID-focused with
few additional credentials as in the personal wallet use case, the business wallet proposition
could begin with a well-formed and instantly valuable proposition for companies and
governments alike.

One approach is to consider that business wallets are part of the obligation of Member
States to offer to legal organisations. This could be as simple as providing all legal
organisations with digital versions of any paper documentation (registration, certificates etc)
in the form of agreed format digital credentials for storage in business wallets.

By determining a set of “minimum viable organisation credentials” such as those worked on
in EWC, we predict that company registrars will see rapid and substantial benefits in terms of
cost savings and efficiencies that will more than pay for the investment in issuing and
accepting those credentials. EWC recommends that further work is carried out on business
wallet economics, working in partnership with company registrars and organisations
themselves, to create a toolkit of case studies, technical implementations, charging
principles, legal rules and standardised credentials to help to kick-start this innovation across
Europe.
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Overall Conclusion and Recommendations

There is a lack of direction and clarity around the eIDAS economic model. This has created
uncertainty and a lack of willingness among private sector consortium participants to invest,
resulting in a “wait and see” approach being common.

Delegation of responsibilities for topics such as liability structure to Member States is likely to
result in interoperability issues when it is vital to have consistency across the EU.

Regulatory statements on what must be provided for free need to be balanced by model for
what could be charged for and how.

There is minimal communication about the benefits of eIDAS, the opportunities to save
through process digitisation, onboarding efficiencies and fraud reduction, means that
awareness among organisations is very low. For those that are aware, “minimum viable
compliance” is likely rather than seizing the opportunity and maximising the benefits that are
in the original eIDAS vision.

Business wallet takeup could be faster than personal wallet adoption due to clearer benefits
and fewer privacy restrictions around company data compared to personal data.

The EWC team provides ten recommendations as follows:

1. Encourage the Member States to cooperate with one another and with the private
sector to create short-term economic model options, and what is permissible for the
short-term approach. Create a basic model that Member States can implement, and
adjust to their liking while keeping it as interoperable with other Member States as
possible. This could be done in the spirit of the codes of conduct are to be

established as detailed in Article 5f of the regulation:

a. 4. In cooperation with Member States, the Commission shall
facilitate the development of codes of conduct in close collaboration
with all relevant stakeholders, including civil society, in order to
contribute to the wide availability and usability of European Digital
Identity Wallets within the scope of this Regulation, and to encourage
service providers to complete the development of codes of conduct

2. Determine the key factors that will trigger the tipping point to move from
implementation due to the threat of legal penalties, to implementation because of
business opportunity or process benefit.

3. Begin work on how the long-term approach will operate. Specifically, how
usage-based payments can be made. This should at minimum include a set of rules
for all parties involved in such payments, and a technical architecture framework that
ensures implementation will adhere to the regulation.

4. Clarify the rules for intermediary elIDAS-as-a-Service providers with regard to how
they can charge for their services. We recommend a set of guidelines for such
intermediaries that clarifies how the legislation should be interpreted in their rather
unique situation.
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10.

Ensure that intermediary eIDAS-as-a-Service providers have clear rules about the
handling of transaction metadata to prevent end-user behaviour profiling.

Create rules for intermediaries for handling usage-related elDAS payments. The
creation of such rules should be accompanied by a set of technical specifications that
enable an intermediary’s operations to be audited and certified as compliant.
Penalties for non-compliance should be designed such that they are not too large as
to discourage intermediaries to enter the market, but large enough to prevent bad
behaviour.

Fund one or more proof-of-concept projects to design and trial privacy-preserving
payment mechanisms to enable usage-based charging for credentials and other
elDAS transactions.

A consistent liability approach is adopted by all Member States to maximise
participation and ensure commonality. This should include careful calculation of the
impact of liability regimes as part of the economic model for the elDAS ecosystem.
There is no point having a highly restrictive liability regime if it discourages
organisations from participating.

The European Commission and Member States should begin a communication
programme to describe to relying parties the benefits of eIDAS in their specific
sectors. This should include worked examples of business transformation
opportunities and guidance on how organisations can get involved (such as a list of
service providers that they can speak to who can assist them).

Increase the focus on business wallets as an easy entry point with clear and obvious
incentives already visible, and a gateway towards employee wallets which can then
evolve into full personal elDAS wallets.
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Appendix 1: Liability Implications for eIDAS

Summary

This appendix examines the existing contractual liability implications arising from personal
data transfers between organizations in Europe, with a specific focus on scenarios involving
incorrect personal data. By examining existing approaches, parallels can be drawn to the
new digital regime of the European Digital Identity Framework, and differences can be
highlighted.

Special attention is given to government-issued identification documents such as driving
licenses and passports when used by third parties like banks for verification purposes. The
analysis covers the European legal framework, liability allocation between different actors,
and practical examples of how governments limit their liability for the accuracy of official
documents.

A critical aspect of the European Digital Identity Framework is its relationship with existing
liability frameworks:

e The European Commission has clarified that "elDAS 2.0 will not override the liability
regimes already in place for specific sectors"

e Sector-specific regulations (such as PSD2 for payment services) will continue to
apply alongside the EUDI Framework

e GDPR continues to establish data protection responsibilities and liability

elDAS (EUDI Framework) imposes additional responsibilities onto Member States, who are
responsible for the overall governance of the digital identity framework within their
jurisdiction

The PID in particular is a new type of personal data component which carries legal weight,
for which we recommend specific liability rules are developed along the lines of those
already in existence for passports and driving licences.

While governments may continue to limit liability for subsequent use of their issued
credentials, the digital format may create greater expectations for data accuracy verification

1. Introduction

In the European Union, the transfer of personal data between organizations is governed by a
comprehensive legal framework centered around the General Data Protection Regulation
(GDPR).

When personal data is transferred from one organization to another, questions of liability
arise, particularly when that data is incorrect or becomes outdated. These questions become
especially complex when the data originates from government-issued documents that are
subsequently used by private entities like financial institutions.
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With the advent of government-issued attestations such as the PID, it is possible to apply
existing legislation as detailed in the following sections. However it is recommended that
specific EU-wide liability rules are created for the PID due to the reliance that will be placed
upon it as a “single source of truth” for a person’s digital identity.

Some differences to take into account as Europe moves towards digital credentials include:
Physical Documents:

e European governments typically include explicit disclaimers limiting liability for data
accuracy

Liability is generally limited to accuracy at issuance, not subsequent use

Relying parties bear full responsibility for verification

Limited mechanisms for real-time verification of validity

Difficult to revoke or update once issued

Digital Credentials:

e Government issuers may maintain certain liability limitations but face new
expectations

Technical infrastructure enables more dynamic credential management
Real-time verification of validity status becomes possible

Revocation and updating mechanisms are more sophisticated

Clearer audit trails of who accessed what data and when

Enhanced verification capabilities may increase expectations for data accuracy

This comparison illustrates how elDAS 2.0 both preserves certain aspects of traditional
liability frameworks for government-issued documents while introducing new dimensions
through the digital credential ecosystem.

2. European Legal Framework for Data Protection

2.1 The General Data Protection Regulation (GDPR)

The GDPR establishes the foundational principles for processing personal data in Europe,
including several provisions directly relevant to data accuracy and liability:

2.1.1 Accuracy Principle

Article 5(1)(d) of the GDPR establishes that personal data must be "accurate and, where
necessary, kept up to date; every reasonable step must be taken to ensure that personal
data that are inaccurate, having regard to the purposes for which they are processed, are
erased or rectified without delay" (European Parliament and Council, 2016). This principle
places a fundamental obligation on data controllers to ensure data accuracy.

2.1.2 Right to Rectification

Article 16 of the GDPR provides that "the data subject shall have the right to obtain from the
controller without undue delay the rectification of inaccurate personal data concerning him or
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her" (European Parliament and Council, 2016). This establishes a clear mechanism for
addressing data inaccuracies and places the obligation for correction on the controller.

2.1.3 Right to Compensation and Liability
Article 82 of the GDPR specifically addresses liability and compensation:

"Any person who has suffered material or non-material damage as a result of an
infringement of this Regulation shall have the right to receive compensation from the
controller or processor for the damage suffered" (European Parliament and Council, 2016).

This article further differentiates between controller and processor liability:

Controllers are generally liable for GDPR infringements

Processors have more limited liability, only when they breach processor-specific
obligations or act outside controller instructions

An exemption exists if the entity can prove it is "not in any way responsible" for the
event causing damage

Joint liability applies when multiple entities are involved, with the possibility of
claiming back proportional compensation

2.2 Controller vs. Processor Distinction

The GDPR makes a critical distinction between data controllers and processors that directly
impacts liability allocation:

**Data Controllers**: Entities that determine the purposes and means of processing
personal data. They bear primary responsibility for GDPR compliance, including
ensuring data accuracy.

**Data Processors**: Entities that process personal data on behalf of controllers.
They have more limited liability, being responsible only for their specific obligations
under the GDPR or when acting outside controller instructions.

As clarified by the Court of Justice of the European Union (CJEU) in its judgment of June 22,
2023, organizations like banks cannot claim exemption from GDPR obligations regarding
data processing information, even when processing government-issued identification data
(Court of Justice of the European Union, 2023).

3. Contractual Liability for Incorrect Personal Data

3.1 Data Processing Agreements

Article 28 of the GDPR requires that processing by a processor "shall be governed by a
contract or other legal act" that sets out specific terms (European Parliament and Council,
2016). These Data Processing Agreements (DPAs) are the primary contractual mechanism
for allocating liability between controllers and processors.

Key elements of DPAs that address liability for incorrect data include:

51
Co-funded by
3l the European Union

This document is confidential and for EWC-internal use only
Distribution or re-usage of this ur or parts of this docu
autside of EWC is prohibited.




Specific obligations regarding data accuracy

Notification requirements for detected inaccuracies

Verification procedures for data received from third parties
Indemnification clauses for damages resulting from inaccurate data
Liability caps and exclusions

3.2 Standard Contractual Clauses

For cross-border data transfers, the European Commission has approved Standard
Contractual Clauses (SCCs) that include specific provisions on liability. These clauses

typically:

Establish joint and several liability between data exporters and importers
Allow data subjects to claim compensation from either party

Provide for indemnification between the parties based on their respective
responsibilities

The implication is that there may need to be some sort of contract in place between an
issuer of (Q)EAAs and the verifier. This is significant as, rather than a 1-1 technical link
between an issuer and a verifier, digital credentials imply an “issue once, use many times”
model where there may be no relationship at all between the issuer and any of the relying
parties.

The “network effect” implies that there will be exponentially more possible relying parties for
any given issuer, making contractual connections with each difficult or impossible. The
situation is further complicated by the anti-tracking components of the eIDAS 2.0 legislation
that are intended to prevent an issuer from seeing where the credentials they issue are used
to avoid the possibility for tracking users. Such restrictions will make it very difficult to
establish contracts between issuers and relying parties, even if it were feasible to do so.

3.3 Liability Allocation in Practice
In practice, liability for incorrect personal data is allocated based on several factors:

1. The source of the inaccuracy: Whether the data was incorrect at collection, became
corrupted during transfer, or was incorrectly processed

2. The role of each party: Controller, processor, or sub-processor

Contractual arrangements: Specific liability provisions in DPAs

4. Due diligence measures: Whether reasonable verification procedures were
implemented

w

These factors are likely to apply to government issued attestations such as PIDs.

4. Government Liability Exemptions for Official Documents

In order to examine potential liability models for PIDs and other government-issued QEAAs,
it is useful to look at how existing documents such as driving licenses and passports are
handled. For example, PIDs could use a similar “official purpose limitation” methods.:
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4.1 Driving License Data

European governments typically limit their liability for driving license data accuracy through
several mechanisms:

4.1.1 Legal Framework

The European Parliament's legislation on driving licenses (February 2024) establishes that
"Member States shall ensure that the personal data necessary for the verification of the
information reported on the physical driving licence" is available (European Parliament,
2024). However, this legislation does not explicitly make governments liable for data
inaccuracies when used by third parties.

The European Vehicle and Driving License Information System (EUCARIS) facilitates data
exchange between national authorities but includes provisions that limit liability for data
accuracy to the originating country (Treaty concerning a European Vehicle and Driving
License Information System, 2000).

4.1.2 Liability Limitations
Government authorities issuing driving licenses typically include specific liability limitations:

Disclaimers limiting liability to correction of errors
Exclusions for third-party reliance on the document
Requirements for document holders to verify accuracy and report errors

These limitations effectively shift the verification responsibility to the third parties using the
data, such as banks during customer onboarding processes.

4.2 Passport Data

Similar to driving licenses, European governments implement liability exemptions for
passport data:

4.2.1 Official Purpose Limitation

Government authorities typically specify that passport data is provided for identification
purposes only, not as a guarantee of all personal information accuracy. The European Data
Protection Board (EDPB) has noted that government access to personal data, including
passport information, is subject to specific safeguards and limitations (European Data
Protection Board, 2022).

4.2.2 Third-Party Verification Requirements
When banks and other institutions use passport data for verification:

They are required to implement their own verification procedures
They cannot solely rely on the government's verification
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The European Banking Authority guidance emphasizes that banks maintain
responsibility for customer verification even when using government-issued
documents (European Banking Authority, 2023)

4.2.3 Digital Identity Initiatives

The EU's Digital Identity Wallet initiatives include provisions that establish shared
responsibility models between government issuers and relying parties (European Data
Protection Supervisor, 2024). These initiatives require explicit consent for data sharing but
do not transfer full liability to government entities.

5. Liability Scenarios for Incorrect Personal Data

Examining some existing liability scenarios, with banks as an example.

5.1 Scenario: Incorrect Data at Point of Collection by Government Authority

When a government authority issues a document with incorrect personal data due to a
clerical error:

e Government Authority: Bears primary responsibility for the accuracy of the data they
collect and process, but most European governments have specific liability limitations
that restrict remedies to correction of the error rather than compensation for
consequential damages.

e Third-Party Users (e.g., Banks): Retain responsibility to verify identity through
multiple sources and cannot claim exemption from GDPR obligations based on
government data errors.

The implication is that existing user onboarding processes such as bank KYC will still have
to rely on multiple data sources, rather than relying just on a PID for example.

5.2 Scenario: Data Correct at Source but Incorrectly Transferred or Processed
When a bank incorrectly processes accurate passport data during customer onboarding:

e Bank (Data Controller): Bears primary liability as they are responsible for accurate
processing of personal data and must implement verification procedures.

e Government Authority: Generally not liable when the original document was accurate
and the error occurred during the bank's processing.

e Wallet Provider: If the fault lies in the EUDI Wallet, then the wallet provider may be
liable. The elIDAS 2.0 regulation stipulates that each Member State must create a
liability regime for their wallet providers.

As confirmed by the Court of Justice of the European Union, banks are not exempt from
GDPR obligations regarding data processing information (Court of Justice of the European
Union, 2023).
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5.3 Scenario: Outdated Government Data Used by Third Parties

When a person's address changes but isn't updated in their official government documents,
and a bank uses this outdated information:

e Individual (Data Subject): Bears some responsibility to update official documents and
inform relevant parties of changes.

e Government Authority: Has limited liability as most systems (such as the driving
license systems) don't automatically update address information and legal
frameworks typically require individuals to request updates.

e Bank (Data Controller): Retains significant liability to verify current address through
additional means and not rely solely on government ID for current address
verification.

e Wallet Provider: It is assumed the wallet provider will be responsible for ensuring that
“‘what goes in comes out” i.e. data is not changed in transit. This will need to be
clarified.

5.4 Scenario: Fraudulent Modification of Government ID Documents

When someone alters a passport to change personal details and uses it to open a bank
account:

Fraudster: Bears criminal liability for document fraud.
Government Authority: Generally not liable as security features were implemented in
the original document.

e Bank (Data Controller): Bears significant liability if reasonable security checks were
not performed and industry-standard fraud detection measures were not
implemented.

European banking regulations require financial institutions to implement robust Know Your
Customer (KYC) procedures and use technology solutions to detect fraudulent documents
(European Banking Authority, 2023).

In a digital credentials environment, it should be significantly more difficult for a QEAA to be
changed by a fraudster. Therefore the attack vector is likely to move towards getting
fraudulent data issued which will then appear invalid.

5.5 Scenario: System Integration Errors Between Government and Private
Databases

When a bank integrates with a government API for ID verification and errors occur in the
data transfer:

e Government Authority: May bear partial liability if the API documentation was
incorrect or the system provided incorrect data despite correct requests.

e Bank (Data Controller): Bears liability for proper implementation of the integration and
testing and validation of data received.
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e Technology Provider: May bear contractual liability if the integration software
contained errors or data mapping was implemented incorrectly.

In eIDAS, we have several new actors, including wallet providers and processing
intermediaries. The user is effectively the API. They are managing the distribution of
credentials from their wallet to relying parties, and are responsible for obtaining the data in
the first place. Users cannot be expected to be experts on digital credentials and
cryptography, therefore the onus will fall on the providers of the technology they are using to
ensure integration works, and this will impact the liability models.

5.6 Scenario: Legitimate Government Data Corrections Affecting Third-Party
Systems

When a government correctly updates a person's name in the passport database following
legal name change, but this change isn't reflected in bank systems:

e Government Authority: Generally not liable as the correction was legitimate and
necessary.

e Individual (Data Subject): Bears responsibility to notify relevant parties of the name
change and provide updated documentation.

e Bank (Data Controller): Bears liability for maintaining accurate customer records and
implementing processes for handling name changes.

elDAS 2.0 does not currently include mechanisms for automatically updating relying parties
if data that was previously provided to them from a user is changed (for example the user
moves to a new address). This is something that would be a) useful for the user and b)
useful for the ecosystem.

It is recommended that the European Commission team look at creating an approach for
suggesting that users dynamically trigger updates to relying parties when certain data such
as their address changes.

6. Best Practices for Managing Liability Risks

Organizations can implement several measures to manage liability risks associated with
incorrect personal data:

6.1 Clear Contractual Terms
Establish explicit provisions in data processing agreements regarding:

Data accuracy responsibilities

Verification requirements

Notification procedures for suspected inaccuracies
Indemnification for damages resulting from incorrect data
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6.2 Robust Verification Procedures
Implement comprehensive verification processes:

Multi-source verification rather than relying on a single data source
Regular data accuracy audits

Prompt correction procedures

Document authentication technologies

6.3 Documentation and Record-Keeping
Maintain comprehensive records of;

Data sources and verification steps
Accuracy checks performed

Any known limitations of the data
Correction requests and responses

6.4 Transparency with Data Subjects
Clearly communicate to data subjects:

How their data is verified

Their rights to rectification

Limitations of the verification process
Procedures for reporting inaccuracies

7. Conclusion On Liability Implications

The contractual liability implications for incorrect personal data in European data transfers
are governed by a complex interplay of regulatory requirements, contractual provisions, and
practical considerations. While existing regulations such as the GDPR establish clear
principles regarding data accuracy and liability allocation, the specific scenarios involving
government-issued documents like driving licenses, passports and the new PID introduce
additional complexity.

Key findings from this analysis include:

e Government Liability Limitations: European governments typically limit their liability
for data in official documents through explicit legal exemptions and disclaimers about
third-party use.

e Controller Responsibility Primacy: Data controllers (like banks) retain primary
responsibility for verifying the accuracy of data they process, even when sourced
from government documents.

e Shared Verification Responsibility: Effective data accuracy relies on cooperation
between government authorities, third parties, and individuals.

e Contractual Risk Allocation: Organizations can manage liability through clear data
processing agreements and specific indemnification provisions. However establishing
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contracts between issuers and relying parties in an open digital credential ecosystem
will post significant problems of scale and complexity.

elDAS 2.0 has to be integrated into the existing regulatory and liability environment. Several
aspects of liability for incorrect data under eIDAS 2.0 require further clarification, such as:

The specific standard of care required for different stakeholders

The extent of liability for consequential damages

The interaction between elDAS 2.0 and sector-specific regulations

The liability implications of different technical implementations

The specific procedures for resolving cross-border liability disputes

The precise mechanisms by which government issuers of PIDs and other “official”
QEAAs will limit their liability in the digital context

The liability implications for incorrect data in digital wallets and verifiable credentials under
elDAS 2.0 are shaped by a complex interplay of stakeholder responsibilities, technical
standards, and existing regulatory frameworks. While credential issuers bear primary
responsibility for data accuracy at issuance, wallet providers are responsible for the technical
integrity of the infrastructure, and relying parties must implement appropriate verification
procedures.

The European Commission's decision not to override existing sector-specific liability regimes
creates a layered regulatory approach, where elDAS 2.0 establishes baseline requirements
while allowing specialized frameworks to continue addressing sector-specific concerns.
Member States bear ultimate responsibility for the digital wallet infrastructure they provide,
even when delegating operational responsibilities to authorized entities.

For government-issued documents like passports and driving licenses, and the new PID, the
transition to digital credentials introduces new liability considerations while preserving certain
aspects of traditional liability limitations. European governments will likely continue to limit
their liability for data accuracy when these credentials are used by third parties, but the
digital format creates new expectations and capabilities for verification.

As elDAS 2.0 implementation progresses toward the 2026 deadline, further clarification of
specific liability provisions is expected through implementing acts, technical standards, and
eventual case law. Organizations participating in the digital identity ecosystem should
carefully monitor these developments and implement appropriate technical, contractual, and
governance measures to manage their liability exposure.
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Appendix 2: EWC use case participants

This appendix contains the full list of eIDAS ecosystem participants identified by the EWC
use case leads. In the various tables below, the name of each participant is mentioned plus
a short role description of that participant’s role.

Input form iGrant.io (focus on Commercial wallets)

Key participant

Short role description

Bolagsverket (SE),
Brénnesund Register
(NO)

LPID issuers

Myndigheten for Digital
Forvaltning (DIGG)

PID issuer, Natural and Legal Person Wallet Provider

Forsvarets Materielverk
(FMV)

Conformity Assessment Body (EUDI Wallet certification)

PTS (Swedish Post and
Telecom Authority)

Supervisory Authority

EU Trust List, European
Blockchain Service
Provider (EBSI), Indy

Trusted (List) Provider

iGrant.io , Walt ID, Lissi
ID, Triveria, Vidos,
\Validated ID

Individual Wallet Providers

iGrant.io, Walt ID, Lissi
ID, Triveria, Vidos,
\Validated |ID, SICPA

Organisation Wallet Providers

Intessi Grp, IDKollan

QTSP

Scrive

QES Provider

GCP/AWS/Azure HSM,
Entrust (Thales)

HSM Provider

Android, iOS Mobile OS, Secure enclave etc.
Samsung, Apple, Device Manufacturers
Google Pixel..

Chrome, Safari, Brave,
Firefox ...

Browser companies

Banca Transilvania

EAA Issuer

Merchants (E.g. Fast
Ferries, Hotels),
Inspection Authority

Relying Parties

Healthcare Regions
(Sweden, Norway and
Spain)

Health Data Ecosystems

Nordic Health
Innovation (Healfy)

Health App with embedded EUDI wallet

VISA, Worldline

Payment Network Partners
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Input from Intesi Group (Focus on Signature)

Key participant

Short role description

Supervisory Body

Grant the “qualified” status of the Trust Service, monitor and
supervise the activity of the provider, establish requirements at
national level for services provisioning

Conformity Assessment
Body

Assess the trust services against regulatory and standardization
requirements

\Wallet Provider

Cooperate with Trust Service Providers for implementing signing
capabilities in the Wallet solution.

Since free qualified electronic signatures (QES) for non-professional
use are mandatory, the methods to achieve this will vary from one
Member State to another. Some MSs will provide QES directly,
while others may partner with one or multiple QTSPs (perhaps a
round-robin fashion). This will have an impact on the QES
sustainability.

Relying Parties

RPs are particularly relevant for signing ecosystem, as they drive
the adoption. They will also face challenges to adapt existing
implementations to new requirements regarding identity verification
(replace elD LoA substantial with LoA high) under a tight deadline
which is May 2026.

(Q)EAA Provider,
Pub-EAA Provider

Once the EUDIW ecosystem will have a critical mass of providers, it
is expected that the signing capabilities will evolve towards the
inclusion of (Q)EAAs in the signed documents. This is particularly
relevant for business scenarios where usually a contract is signed
by people with different roles in an organization. For the time being
a standardization of signing documents including (Q)EAAs

verifications is required.

Input from Amadeus (focus on airlines/ hotels)

Key participant

Short role description

Amadeus

The IT provider that offers solutions for 2 sides : one side for
distribution channels (travel agencies or airline direct channels or
meta searches) and also other side for content providers (airline,
hotel...).

Airline (e.g., LHG)

Airlines like LHG are content providers.

Distribution Channel

Travel agencies like Expedia, Ctrip, or airline direct channels, or
meta searches like Kayak, Skyscanner.

\Wallet Provider

Loyalty members could have already saved their credentials in the
wallet to do one-click purchases if they use airline native
applications or travel agencies applications. Users could also use
payment wallet e.g apple pay, wechat pay... Business accounts
may have dedicated business wallet solutions. Definition of wallet
should be carefully revisited; it depends on the context.

Credentials Issuers:

It depends on the types of credentials.
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Authorities

Authorities are notified at reservation time mainly for US destination
flights (it is a mandate to ask for passport information at booking
time) or authorities are notified for passengers applying their
electronic travel authorizations, which could be valid for a few years,
thus authorities would have been notified even before the

reservation of their travel.

Input from RDE (focus on Museums/ Events)

Key participant

Short role description

RDE /Buda Castle

verifier (10). Manages the Buda Castle pilot, integrates wallet-based
age verification and ticketing, and validates credentials for access
control.

DVYV, iGrant,
\/alidatedID, Lissi

Wallet Provider (2)
Supplies an EUDI Wallet supporting selective disclosure for PID and
age verification.

Buda Castle Ticketing
System (Mocked in
Pilot)

EAA Provider (7)
Issues tickets as Verifiable Credentials (SD-JWT) in the EUDI
Wallet.

ITB

Conformity Assessment Body (11)
Ensures wallets and verifier endpoints comply with interoperability
requirements.

EUDI Wallet Users
(Visitors)

User (1)
Tourists or visitors using EUDI Wallets to verify age and receive
ticket credentials.

\Verifier at Buda Castle

Authentic Source (9)
Provides verified personal identity data (P1D) for wallet integration.

Mock PID Provider

Authentic Source (9)

Supplies standardized mock identity data (PID) for the Buda Castle
pilot. Provides the same PID data to all participating wallet providers
(DVV, iGrant.io, Lissi, ValidatedID) to ensure interoperability testing
consistency.

ITB Predefined
Certificate Authority

Access Certificate Authority (16)

Issues access certificates for participating entities, including wallet
providers and Relying Parties, ensuring secure credential issuance
and verification in compliance with ITB interoperability testing.

Simple (Mock Payment
Provider)

EAA Provider (7) (or a new custom role. Facilitates the mock
payment step in the Buda Castle ticketing use case. Processes
payment before ticket issuance and integrates with the Ticket Issuer
(EAA Provider) to complete the transaction.

Buda Castle Ticket
Issuer

EAA Provider (7)
Issues the validated Ticket VC after successful payment, ensuring
the ticket is stored in the user's EUDI Wallet.

User’'s EUDI Wallet
(DVV, iGrant.io, Lissi,
\ValidatedID)

Wallet Unit
Stores the validated Ticket VC and enables the user to present it for
proximity verification at the venue.

Buda Castle Verifier

verifier (10)
Uses proximity validation (QR/BLE) to verify the stored Ticket VC

before granting access.
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Input from Visa (focus on payments and banking)

Key participant

Short role description

Payer Individual buyer, equipped with a valid EUDI Wallet
Wallet provider Government or privately held EU DI Wallet
Payer’'s PSP The Financial Institution that has issued the payment card to the
(Payment Service Payer and/or holds the Payer’s payment account
Provider)
The Fl act as (Q)EEA provider for the SCA Attestation (may also
issue card or account/IBAN attestations in the future)
In bank-led SCA flow, the Fl is also acting as verifier
Payee The merchant receiving funds from the Payer
The merchant has no elDAS2 role in the bank-led flow, but act as
RP in merchant-captured flow
Payee’s PSP The regulated entity that provides payment services to the

merchant:

- Acquirer for cards

- PISP (Payment Initiation Service Provider) for Open
Banking Payment initiation

In merchant-captured SCA flow the Payee or the Payee’s PSP
can act as the verifier

Note: some merchants are using Payfacs or technical gateways.
We want to keep it simple at that stage.

Card Scheme

For card payments, provides authentication rails between
Payer’'s PSP and Payee’s PSP (EMV 3DS), rules and
commercial framework

May play a role in the Trust model / infrastructure (eg Trusted list
provider for Financial sector)

Input from UPRC/ Open Peppol (focus on Business wallets)

Key participant

Short role description

Business Registries

o Bolagsverket
(SE)

VERO (FI)
BRC (NO)
Infogreffe (FR)
KvK (NL)
Infocamere (IT)

e Authentic sources/PUB-EAA/QEAA providers for issuing:
o Legal Person Identification Data (LPID)

European Company Certificate (EUCC)

Signatory Rights attestation

Ultimate Beneficial Owner (UBO) attestation

KBIS attestation (official proof of a company's

registration in the business registry in France)

O O O O
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¢ Bundesanzeiger
(DE)

Tax Administrations
e Finnish Tax
Administration
¢ Norwegian Tax
Administration

Authentic sources/Pub-EAA providers for issuing
attestations

Public B2G service
providers (eTendering
platforms)

e Norwegian
Tendering
Platform

e Greek ESPD
Tendering
platform
(Promitheus)

Relying parties verifying LPID and organizational
attestations

Banks

Issuers of IBAN attestations
Relying parties verifying LPID and organizational
attestations

QTSPs connected to
banking institutions

Issuers of IBAN attestations

Companies / Legal
Entities / Business

EAA providers for issuing Power of Attorney and other
company related attestations

partners Wallet holders
e Bosch Relying parties verifying LPID and organizational
e Stellar Travel attestations
Agency

B2B Service Providers
(elnvoicing Service

Relying parties verifying LPID and organizational
attestations

e Mini-suomi (FI)

Providers)
o B2BRouter
(Invinet)
\Wallet providers Providing wallets for individuals and legal person wallets
e iGrant
e Lissi

Domain registries

Relying parties verifying LPID and organizational
attestations
Domain ownership EEA issuers
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