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MutualRecognitionAgreementInformation

OtherTSLPointer

TrustServiceEquivalenceInformation



TrustServiceLegalIdentifier

TrustServiceTSLTypeEquivalenceList

TrustServiceTSLStatusEquivalenceList

TrustServiceTSLQualificationExtensionEquivalen

ceList

CertificateContentReferencesEquivalenceList

TrustServiceEquivalenceStatus

TrustServiceEquivalenceStatusStartingTime

TrustServiceEquivalenceHistory



TrustServiceTSLTypeEquivalenceList

•

CertificateContentReferencesEquivalenceList

•

•

**PointingParty - **PointedParty



CA/QC

CA/PKC











https://eidas.ec.europa.eu/efda/tl-browser/#/screen/tc-tl
https://eidas.ec.europa.eu/efda/intl-pilot/#/screen/home/demo
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Introduction to DSS

The DSS (Digital Signature Service) project is an open-source 
software library for electronic signature creation, augmentation 
and validation in line with the eIDAS Regulation and related 
standards.

This project is available in Java language.

https://ec.europa.eu/digital-building-blocks/wikis/display/DIGITAL/Digital+Signature+Service+-++DSS

Introduction to DSS

https://ec.europa.eu/digital-building-blocks/wikis/display/DIGITAL/Digital+Signature+Service+-++DSS
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DSS consists of:

• DSS core: https://github.com/esig/dss - the main repository containing 
code of the framework;

• DSS demonstrations: https://github.com/esig/dss-demonstrations -
repository containing integration examples of the framework.                                                                 
It includes Spring Web Application, JavaFX standalone application, etc.

Introduction to DSS

Introduction to DSS

https://github.com/esig/dss
https://github.com/esig/dss-demonstrations


Validation process using MRA element in DSS
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Validation process using MRA element in DSS

1. Parsing the LOTL and MRA element;

2. Applying MRA transition rules;

3. Running signature/certificate validation;

4. Producing the results.
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Validation process using MRA element in DSS



1. Parsing the LOTL and MRA element

20Practical aspects: support of MRA element in DSS

MRA element

TC AdES LOTL

MRA-enabled TL



2. Applying MRA transition rules : Trust service information from MRA
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http://gov.tc/TrstSvc/TrustedList/Svcstatus/granted

should be understood as:

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

defined in Third Country TL

in EU scope

For a Trust Service:



2. Applying MRA transition rules: Resulting Diagnostic Data (DD)
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transformed info

original content

For each matching Trust Service, DSS performs transition of rules according to the mapping:



2. Applying MRA transition rules: Certificate information from MRA

23Practical aspects: support of MRA element in DSS

1.2.204.1.1.1.2.4.8

corresponds to:

0.4.0.1862.1.4 (qc-sscd)

defined in Third Country TL

in EU scope

Certificate policy

QcStatement

For certificate content:



2. Applying MRA transition rules: Resulting Diagnostic Data (DD)
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transformed info

original content

The same is done for corresponding certificate’s content rules:



3. Running signature/certificate validation
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Run validation process using the transformed data:

• per ETSI EN 319 102-1 (AdES validation);
• per ETSI TS 119 615 (qualification status determination).



4. Producing the results
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final qualification level (in EU scope)

qualification details (in EU scope)

label indicating the MRA applicability

basic signature validation information
(ETSI EN 319 102-1)



4. Producing the results
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The qualification determination process returns a qualification status, but also a list of messages
helping to identify applicability of a signature in the given context.

Trust Service is not considered as qualified in EU

The signature is not qualified in EU

The type of the Trust Service in EU (e.g. not qualified certificate generation service)

The status of the Trust Service in EU (e.g. approved at national level)

Indicates the validation has been performed based on information extracted from MRA TC AdES LOTL



4. Producing the results
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The messages may also point to issues within a Trust Service or a certificate, for instance:

Trust Service does not much MRA rules defined in AdES LOTL

The content of the certificate does not much the rule defined within MRA of TC AdES LOTL

MRA equivalence information was not enacted at certificate issuance time

The type of a certificate is not valid in relation to the corresponding Trust Services

Validation against found Trust Services may lead to a different qualification result

Organization name of trusted certificate does not much the Trust Service's name(s)
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• Trusted lists are likely to play a crucial role in building trust and interoperability in 
cross-border digital transactions between countries/regions with differing 
regulatory environments.

• New standardization efforts should be launched to ease and support adoption of 
trusted lists by non-EU countries, in particular re-usable standardized procedures 
should be established to interpret non-EU trusted lists.

Future outlook

Introduction to DSS
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