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Overall Trust services profile

Since 2018
Trusted list is used for trust representation in 
Ukraine
ETSI Standards are applicable to
UA TSP through national legislation

26+
TSPs under supervision of 
the State Service of Special 
Communication and Connection

Since 2022
New trusted list for international compatibility 
was established and maintained 



Overall Trust services profile

Unique users of qualified certificates 
for eSignature by the end of 2022

9M+

14M+
qualified certificates for 
eSignature generated in 2022

418k+
qualified certificates 
for eSeals generated in 2022

702M+
OCSP requests 
for root certificates of QTSPs

10.3B+
qualified time stamps in 2022



Diia app

Digital 
documents

14 25
Mobile
Services

18,7M+
Active Diia users

6M+
Active Diia.Signature users
(remote QES)



1 - 2,5М



Qualified electronic signature in your 
smartphone

Sign a document Authenticate

Diia.Signature

Activate Diia.Signature

Signing history

SIGNED

NOT SIGNED

Tourist agency “There and back”

Kyiv, Generala Almazova, 2

Kyiv, Verkhovna Rada, 24

Postal Service



1 minute to generate Diia.Signature

Open the menu Press activate Pass facial recognition Set 5-digit pin code Diia.Signature 
is generated



Продажи

BankID Е-підпис Дія.Підпис

Road towards mutual recognition of 
trust services with the EU

2017
Law of Ukraine on Trust Services 

2019 Bilateral Pilot with Estonia and Lithuania

Joint Working Plan with the EU2020

2021
Self-assessment eIDAS MRA CookBook

2022

2023

Fine-tuning regulations and infrastructure

eSignature pilot with EU completed

Incorporated basic eIDAS principles in UA

Cross-border signature validation tested

Cross-border eSignature validation tested

Extensive legal and technological assessment based on eIDAS 
Art.14 CheckList

Law amendments, signature portal update and new Trust List 
for international cooperation 

UA included in the TC AdES LOTL as a first ever third country 
interoperable with the EU



Legal context: UA regulations

Ukraine has adopted the law on electronic trust 
services in 2017 which implemented basic rules and 
principles of eIDAS into Ukrainian legislation. 

The extensive amount of secondary legal acts have 
been adopted during 2018-2019.

In 2020 self assessment was conducted based on eIDAS 
Article 14 CheckList

The Draft Law by MinDigit was developed to fully 
implement eIDAS and adopted in the end of 2022. 



Signature formats

XADES
XADES B-B; B-T; B-LT; B-LTA

CADES
CADES -BES; -T; -C; -X Long 

PADES
PADES B-B; B-T; B-LT; B-LTA

ASiC-e
Free-of-charge signature portal available for all users



Qualified 
certificates
Requirements in Ukraine (1/2)

QTSP information

Qualified certificate statement  

Signatory data 

📎 Legal persons: Name and entity code
Natural persons: Full name, ID code, tax ID (there are no TSP as 
natural persons yet) 

ETSI defined qualification for third countries with id-etsi-qcs-
QcCClegislation statement

Full name (Name, Surname)
ID code (TaxID and/or Demographic register code)
+email
+place of residence
For creator of eSeals
Registered name
Entity code from the Company register
+email
+location of legal person

👨‍💼

Validation data
📎 The value of the public key, which corresponds to the personal 

key



Qualified 
certificates
Requirements in Ukraine (2/2)

QTSP information

Certificate identity code  

eSignature/eSeal of issuing QTSP

QSCD or UA certified “SSCD”

Legal persons: Name and entity code
Natural persons: Full name, ID code, tax ID (there are no TSP as 
natural persons yet) 

serial number of the qualified certificate for a public key, being 
unique for the entity that issued the certificate

Qualified electronic seal of the issuing QTSP with information on 
certificate validity status validation

id-etsi-qcs-QcSSCD or specifically defined OID to display that the 
certificate is under signer’s sole control 

Certificate validity
The starting and expiration date of the validity period of the 
qualified certificate

📅

💌

📎

🔐

🔢
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eIDAS 1.0
(Art.14) ● nonEU TSP/TS must meet 

eIDAS QTSP/QTS 
requirements

● Reciprocity

● Trade agreement

eIDAS 2.0
(Art.14)

● Trade agreement or 
Implementing Act/Decision

● nonEU TSP/TS must meet eIDAS 
QTSP/QTS requirements

● Reciprocity

+ Trusted list (MRA cookbook)

● Provision of Qualified electronic 
attestations of attributes

● Qualified electronic archiving

● Qualified electronic ledgers

● Qualified service for the management of 
remote qualified electronic signature/seal 
creation devices

Above 9 QTSs + potentially



•

Note on steps 4 & 5: it is up to Council to 

decide if/when formal negotiations should 

be opened for conclusion of a MRA
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MRA CookBook

eIDAS Article 14 
Assessment 
Check-List

(4 pillars) 

Trusted List support
• MRA element specification 

(and XML Schema Definition
• MRA element usage
• In EULOTL & Foreign TL

Technical tools

• Test LOTL
• Small test PKI
• Sample signed document
• DSS library based web application to 

validate signatures/certificates 
• Updated TL Browser
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When opening a certificate used to create an ETSI/eIDAS-compliant QES with an ASN.1 Decoder (http://lapo.it/),
one can observe that the QES has been:

1) created by a qualified electronic signature creation device (QSCD) 0.4.0.1862.1.4, and which is 
2) based on a qualified certificate 0.4.0.1862.1.1

3) for electronic signatures 0.4.0.1862.1.6.1 (under 0.4.0.1862.1.6);

etsiQcsQcType

etsiQct-esign (ETSI EN 319 412-5)

http://lapo.it/


Trusted List

QTSP1

QTSP2

QTSP3
QTS1

QTS2

QTS3

QTS4 : Issuance of Qualified Certified

Signature creation Signature validation

Signed document

OCSP 

responder(s)
CRLs

Trust anchors

Signature validation process
(ETSI EN 319 102-1)

Process for interpreting the 
content of the Trusted List
(ETSI TS 119 615)

Technical applicability rules checking process
(ETSI TS 119 172-4)

Qualification status

TOTAL_PASSED
TOTAL_FAILED

INDETERMINATE

Validation indication



TL-Manager / TL-Browser (CEF)

EU LOTL

…

EU MS TLs

QTSP1

QTSP2

QTSP3

QTS1

QTS2

QTS3

QTSP1

QTSP…

QTSPx

QTS1

QTS2

QTS4

Signed document,

with 2 signatures

QESig EU QESig

“QcCompliance”

“QcCC = CC”

“QcType 1 (eSig)”

“QcCompliance”

“QcCC not present (EU)”

“QcType 1 (eSig)”

DSS validation tool (CEF)

3rd Country 

eSig validation tool

3rd Country 

TL Editing / Viewing tool

3rd

country



Issues

outputs

Supports

Consumed



MRA element

MRA-enabled TL



MutualRecognitionAgreementInformation

OtherTSLPointer

TrustServiceEquivalenceInformation



TrustServiceLegalIdentifier

TrustServiceTSLTypeEquivalenceList

TrustServiceTSLStatusEquivalenceList

TrustServiceTSLQualificationExtensionEquivalen

ceList

CertificateContentReferencesEquivalenceList

TrustServiceEquivalenceStatus

TrustServiceEquivalenceStatusStartingTime

TrustServiceEquivalenceHistory



TrustServiceTSLTypeEquivalenceList

•

CertificateContentReferencesEquivalenceList

•

•

**PointingParty - **PointedParty
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https://eidas.ec.europa.eu/efda/intl-pilot/#/screen/home/demo



