








User authentication

Identity and evidence matching

Evidence request

OOTS and reusable solutions such as eIDAS eID







https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021R0694&qid=1623079930214
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Access the latest list: 
https://ec.europa.eu/digital-building-blocks/wikis/x/iw3oAg

Notified

Pre-notified

https://ec.europa.eu/digital-building-blocks/wikis/x/iw3oAg
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https://ec.europa.eu/digital-building-blocks/wikis/display/DIGITAL/eID#cef-eid-country-contact-point
https://esignature.ec.europa.eu/efda/home/#/screen/home
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ID Austria

Herbert Leitold



› eID: Core Principles and Functions

› History: Citizen Card and Mobile Signature 

› Current: Mobile First, ID Austria

› Plans wrt. EUDI Wallet

Table of Content
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Core Principles

› Usable for public and private services

› 350+ applications

› Voluntary and free of charge

› For citizens 

› For services (public and private) 

› Technology neutral 

› Started 2005 with smartcards or mobile phone

› Relaunch 2020 pre-dominantly mobile (full transition 2023)
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Core Functions – from the beginning 2005

› Unique and persistent identification

› Rooted in Population Register or Supplementary Register

› Sector-specific identifiers for enhanced privacy

› Qualified electronic signatures 

› Already during login, but also for forms and transactions

› „Security Baseline“ of technical requirements 

› Electronic representation, mandates 

› Between natural or natural and non-natural persons 

› Bilateral or based on authentic sources 
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Active eIDs – mobile vs. smartcards

› Active users “old system”

› 3.1 mio. active mobile 

› Less than 100 k smart-cards

› Active users “new system”

› 700 k (still in pilot phase)

› About 3 k activations per day

› Peaks of 30 k per day

(Covid vaccination cert., 

introduction of mobile driving license)
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Monthly Use

› Highest activity in 

January to April

› Peaks during Covid
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Development of eID in Austria

2000 2005 2010 2015 2020 2025

0

1 mio.

2 mio.

3 mio.

Political Decision
Government Council

Pilot Projects
Specifications, 

membership cards

Mass-Tokens
Bank cards, health c.

A1 Signature

Legal Basis
E-Government Act

Mobile eID
Mobile-Signature 
as SSCD (QSCD)

Revision of Legal Basis
Incorporating experience,

basis of ID Austria

ID Austria
Pilot parallel 

to existing eID

Full Transition to 
ID Austria

existing eID 
discontinues in 2023

Bank cards as eID
discontinued

Health card 
discontinued

Notification
EU OJ 04/2022
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Citizen Card , Mobile-Signature
Since 2003/2005, discontinues in 2023

ID Austria
Since 2020/21, develops  
existing system further



In Action I/II
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1st factor (password) 

2nd factor (possession) 

3rd factor (biometrics)
preview

In Action II/II
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New Developments

› New „ID Austria“ since 2021 in Pilot Use (~700 k users)

› Takes experience collected since 2005 into account

› Remote-QCSD (low smartcard use)

 mainly smartphones, but also FIDO or smartcards (inclusiveness, accessibility)

› Single-device use under mobile-first strategy (using secure element / TEE)

› eGov/mGov App oesterreich.gv.at

› Desktop or Smartphone

› Mobile-First and eID Integration

› ID Platform for offline use

› Mobile driving licence since 2022
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Plans on EUDI Wallet 

› Migrate both ID Austria and ID Platform to EUDIW

› ID Austria for Online Use Cases

› ID Platform for Offline Use Cases

› Convergence of ID Austria, ID Platform and eGov App

› In support of Mobile First strategy
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Summary

› Austria has introduced eID in 2005

› Voluntary, technology-neutral, privacy-enhancing 

› Just mobile ID successful

› Revision through ID Austria

› Pilot since 2021, full migration in 2023

› Based on remote-QSCD, central IdP and authentic sources/once-only

› Mainly smartphones, smartcards / FIDO for inclusiveness

› ID Platform complements 

› Started with mobile driving license, further to follow 
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eID in Italy:
State of play & new developments



838.000 2.043.154 3.054.689
5.486.414

15.494.031

27.198.696

33.173.400

2016 2017 2018 2019 2020 2021 2022

Issued SPID identities

• Launched in 2016 Notified in 2018

• Based on SAML (soon OIDC & OIDC federation)

• 10 Identity providers

• unique credential for all online public services and 

for accredited private sector

• Mobile first, no other devices needed

• 3 levels of Assurance

• Remote onboarding

• Free of charge for citizens (from 5YO)

• Also available for companies and professionals

• Attribute Authorities

• Aggregators



• More than 32 Million CIE issued

• NFC authentication

• Notified in 2019

• Based on SAML (soon OIDC & OIDC 

federation)

• LoA high (soon low and substantial)

• Attribute Authorities (delegations)



Thank you!
Andrea Spallacci

spallacci@agid.gov.it
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1. A brief history of time 

2. eIDAS State of Play: Key Figures

3. Succesfactors

4. Questions
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1. A brief history of time

› 2007: STORK 1.0, Secure idenTity acrOss boRders linked

› 2011: STORK 2.0

› 2015 first Belgian / Netherlands production pilot cross border farmers ( 20 – 100)

› 2017 eIDASnode replaced STORK PEPS 

› September 2018: 5 logins with DE Personalausweis (3 DEMO-portal test logins ) 

› Oktober 2018: 43

› December 2019: 1784 and 8 MS nodes connected



2. eIDAS State of Play: key figures (1)

Succesful logins Member States Service Providers

Month Total

January 26.297

February 27.359

March 28.599

April 29.650

May 30.830

June 31.996

July 33.105

August 33.990

September 34.966

October 36.040

November 37.025

December t.b.d.

Number of CSN's
Service provider Number

Belastingdienst 33.685

Sociale Verzekeringsbank 20.456

Stichting Pensioenregister 11.323

Dienst Uitvoering Onderwijs 11.154

UWV 10.571

Total per service provider 2022

Month Total

January 10.142

February 9.946

March 10.601

April 10.553

May 11.397

June 12.375

July 10.214

August 8.590

September 10.233

October 10.285

November 10.989

December 11.459

Total 126.784

Member state Total

Belgium 100.301

Germany 9.474

Italy 6.686

Portugal 2.937

Spain 1.542

Estonia 1.524

Latvia 1.013

Denmark 929

Sweden 688

Slovakia 611

Czech Republic 591

Lithuania 264

Croatia 218

Luxembourg 6

Malta 0

Total 126.784

Year Number

2021 101

2022 104

Number of service providers
Year Number

2020 67.375

2021 93.818

2022 126.784

Total IN per year



2. eIDAS State of Play Key figures (2)

Succesful logins Member States

Notified eID’s

Type Number

DigiD 29.394

eHerkenning 10.099

Distribution eID

Member state eHerkenning DigiD Total

Belgium 5105 25645 30.750

Finland 185 1354 1.539

Spain 207 689 896

Luxembourg 193 579 772

Sweden 6 513 519

Top 5 Member states eIDAS OUT
Month Total

January 185

February 149

March 385

April 305

May 3505

June 3335

July 3903

August 3778

September 7003

October 5588

November 5764

December 5593

Total 39.493

Authentication numbers eIDAS OUT 2022



2. eIDAS State of Play Key Figures (3)

Operational maintenance and availability of the eIDAS-node 

Month Availability Number of incidents

January 100% 3

February 99,7% 2

March 100% 0

April 99,9% 0

May 99,9% 3

June 99,7% 2

July 100% 0

August 99,7% 1

September 100% 0

October 99,9% 1

November 100% 0

December t.b.d. t.b.d.

Availability and incidents



› Identity Matching is key, CSN = key to SP’s: 38.000 total, increase
1000 / month,
> 1% manual, 99% online automated procedure.

› Connect service providers: 104

› Operational management of eIDAS-node: 99,7% availability

› Focus on key service providers e.g. Tax, social services and pension 
related services

› Connect more service providers: end of 2023 start connecting app. 
10.000 health care providers

› Communication: inform (national) users abroad

3. Successfactors



Relevance of eIDAS for NL OOTS 
OOTS Implementers Cafe

31-01-2023

Ivar Vennekens (bNC SDG)



Relevance of eIDAS for NL OOTS
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Relevance of eIDAS for NL OOTS

Two networks to connect

In NL OOTS will use eIDAS for: 

• authentication

• re-authentication

• identity matching (to CSN)
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Relevance of eIDAS for NL OOTS
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Two networks to connect

In NL OOTS will use eIDAS for: 

• authentication

• re-authentication 

• record matching

…and for:

• identity attributes in the 
evidence request

• comparing identities at the 
evidence provider



Relevance of eIDAS for NL OOTS
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We think for uptake of OOTS 

the following is crucial:

• Notification of eID’s by 
Member States that have not 
notified yet.

• Notification of eID’s for 
representing legal persons.

• Support for eIDAS 
authentication on behalf of 
legal persons in portals en
preview spaces.



NL OOTS state of play

OOTS Implementers Cafe
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NL OOTS state of play (I)

• Implementing OOTS is a full responsibility of the Dutch competent authorities.

• The (office of) the National coordinator assists by providing nationally hosted (basic) OOTS 
components.

• We’re developing and validating these OOTS components step-by-step in projects:
• Cross-border child benefits case (DE and NL)

• Business services (notifying a business activity and company onboarding for the Service directive) (DE and NL)

• Explorative contacts with AT, BE and SE

• Competent authorities in all cases may choose to implement OOTS components themselves instead or 
use sector specific information system to OOTS integration.  

1.
Deploy local OOTS 
components

2. 
Use sector specific system 
bridged to OOTS

3. 
Connect to basic national
components



• RINIS is developing national (central) OOTS connectors with supporting eDelivery Access Point

• Test eDelivery Access Point configured and setup successfully validated with EC test eDelivery Access Point

• Phased approach, to start with OOTS-A connector and support of NL in the role of the evidence requestor

• New components will also be validated against the EC testing services

• OOTS-V connector reuses existing national service for re-authentication and identity matching functionality

NL OOTS state of play (II) – development trajectory
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• Projectathons will be used as stage for the interoperability testing with other countries OOTS implementations

• We will use simulators for NL non-OOTS supporting services and applications in the projectathons

• Use bilateral PoC’s with other countries for E2E functional domain test validation (PoC details shared earlier)

NL OOTS state of play (III) – bilateral testing

NL register
simulator

OOTS-A 
connector

eDelivery 
Access Point 

eDelivery 
Access Point 

NL portal 
simulator

OOTS other country

EB DSD

Common 
Services

Authentication
& ID matching
NL simulator

OOTS-V 
connector

OOTS  NL

Projectathon

OOTS 
country 

implementation
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Projectathon Overview (participant) 

19-21 APRIL 2023

Q&A session for Participants before
the Projectathon

12/04/2023

Projectathon Kick-off session with all 
participants

Hybrid event on 14/03 together with
GCG meeting
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• second OOTS Implementers Café
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https://ec.europa.eu/digital-building-blocks/wikis/pages/viewpage.action?pageId=610468539
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https://ec.europa.eu/digital-building-blocks/wikis/display/TDD/Version+Q4+2022
https://ec.europa.eu/digital-building-blocks/wikis/display/SDGOO/M9%3A+2023-01-17+SUMMARY+REPORT%3A+Testing+and+deployment+sub-group+meeting
https://ec.europa.eu/digital-building-blocks/wikis/display/SDGOO/Document+repository+-+TD
https://ec.europa.eu/digital-building-blocks/wikis/display/SDGOO/M6%3A+2023-01-20+SUMMARY+REPORT%3A+OOTS+specifications+%28TDD%29+sub-group+meeting
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https://ec.europa.eu/digital-building-blocks/tracker/plugins/servlet/desk/portal/15
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https://ec.europa.eu/eusurvey/runner/OOTSProjectathon_pre_registration_042023
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OOTS Projectathon Registration - Gazelle

Registration in Gazelle

Anne Gaëlle BERGE | Test Session manager
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OOTS Projectathon Introduction

Registration in Gazelle TM

Profile/Actor/Option

Demo Registration in Gazelle TM

Summary
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4 Main Phases of Projectathon

REGISTRATION PRE-PROJECTATHON 

TESTING

CONNECTIVITY

TESTING

PROJECTATHON

• Registration in Gazelle. • No peer test. 

• Verify and confirm all the test 
features and settings of SUT, test 
platform and tools are well 
configured.

• Get yourself familiar with the test 
platform and tools.

• Preprare your test plan and test 
data.

• Fix bug(s).

• Network over the internet test.

• Verify if nodes and machines from 
different test participants can see 
each other and access ports.

• Verify if the firewall configuration 
does not block access, adjust it 
eventually.

• Verify DNS registration.

• Peer-to-peer tests

• No peer tests.

• Monitors review the evidences, 
tests results and grade tests.

• Publication of test report.
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Registration in Gazelle TM

03 Identify which profile/actor role(s) your system will support.

Add the System Under Test

R
EG

IS
TR

A
TI

O
N

Registration open
7th February – 3rd March

After completing the online registration form, users (not observers) shall receive a link via email to register in Gazelle.

accounts02 • The organization users create user accounts (Vendor admin approval needed).
• Vendor admin add user account(s) of the organization.

Create User account(s) 

04
Congratulations: you can proceed to the next steps!

SUT(s) Acceptance

01 Create an organizational account 
Add Organization, vendor admin user account, and contact. 
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VAT and billing information

• OOTS Projectathon is a non-payment event.

• Please ignore the irrelevant “VAT information and billing information” section in Administration -> 
Organization Management-> Edit Organization.
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1. eIDAS Profile

2. OOTS Evidence Exchange Profile

3. Metadata Management Profile

OOTS Intergration Profiles
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What is Actor?

Actor Feature of system

• An actor can be seen as a « Feature » of a system.

• One system can implement multiple actors (features).

• For example, a system can implement both :
• Common Services Query Client
• Evidence Requester

Actors
System
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Intermediary Platform

Register as 1 SUT with 3 actors:

a) Evidence Exchange/ID Requester

b) Evidence Requester/Evidence Requester

c) Evidence Requester/Common Service Query

Intermediary platform

Client portal ID Requester Evidence Requester

Common Servie Query Client

cooperates

Member state A

• If the Client portal and Intermediary platform are two separate
systems and both systems are relying on each other to provide a 
feature/service, the Client portal must register the  Intermediary
platform as part of the Client portal system (SUT).

.
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How to choose the Profile/Actor/Option in your SUT?

Evidence Requester

If your system able to Profile/Actor/Option

Send messages to eIDAS Node for authentication eIDAS Profile/IDRequester/notified eID

Send request to a common Service(EB or DSD) Evidence Exchange/Common Services Query Client/None

Send request to a Data Service (via an eDelivery node) Evidence Exchange/ Evidence Requester
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Evidence Provider

How to choose the Profile/Actor/Option in your SUT?

If your system able to Profile/Actor/Option

Send messages to eIDAS Node for authentication eIDAS Profile/IDRequester/notified eID

Authenticate a user with a non notified eID eIDAS Profile/IDRequester/other_ep_accepted_id-schl

Exchange evidence without preview Evidence Exchange/ Data Service/None

Exchange evidence with Preview Evidence Exchange/ Data Service/Preview

Send LCM Metadata update request to LCM Metadata Registry Metadata Management/LCM Metadata Updater/None
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eIDAS Node 

How to choose the Profile/Actor/Option in your SUT?

If your system able to Profile/Actor/Option

Authenticate users with eIDAS (by send a message to a eID
Scheme)

eIDAS Profile/eIDAS Node/None



Demo
Registration in Gazelle TM
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https://ec.europa.eu/eusurvey/runner/OOTSImplementationCafe3Satisfaction
https://ec.europa.eu/digital-building-blocks/wikis/display/OOTSICS/OOTS+Projectathon+collaborative+space
https://ec.europa.eu/digital-building-blocks/wikis/pages/viewpage.action?pageId=638059037
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