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development adheres to the
required standards. He has a
strong educational background and
he is passionate about architecture
and Java related technologies.



Agenda

Introduction to CEF eDelivery
Adrien Ferial - DIGIT

Domibus 3.3

New features, improvements & fixed bugs
Upgrading to Domibus 3.3 step by step

Cosmin Baciu - DIGIT

Q&A

All

10

55

25'



1

Introduction to CEF eDelivery

Adrien Ferial — DIGIT



CEF eDelivery
specifications

> e-SENS AS4 profile of the ebMS3/AS4 OASIS Standards
eThe approach employed by A;:(():iensts >  PEPPOL AS2 profile of AS2 and SBDH (for the
eDelivery is to promote the use of eProcurement only)
existing technical specifications and
standards rather than to define new Digital - ETSI - Electronic Signatures and Infrastructures

ones. Certificates profile

eThe profiling work of e-SENS and
PEPPOL on these standards, i.e.
constraining configuration choices, is
=l Selaer o el S Hueugl Service >  e-SENS Profile based on the OASIS BDXL Specification
eDelivery makes software available Log‘iﬁd&t;l_) >  e-SENS ebCore Party ID Profile

implementing these specifications,

the use of commercial software or
. Service -

is also possible. Publisher (SMP) Specification

> ETSI REM for evidences

H European
Commission




eDelivery Messaging Infrastructure based on the 4-Corner Model
Dynamic discovery
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CEF eDelivery Service offering

OPERATIONS SERVICES STAKEHOLDER MANAGEMENT SERVICES

Sample
software Managed
maintained by 19
the EC (with services
documentation)
Access Point (AP) @ Public Key

Service Metadata
Publisher (SMP)

Service Metadata N
Locator (SML) Locator (SML)

Access point

specifications

Service offering
Description (SoD)

All services are described in an SoD
describing its purpose, the users

for which it is for, its benefits and
the process to obtain it

Infrastructure (PKI)

Service Metadata

Testing services

@ Connectivity testing

@ Conformance testing @

(example) TECHNICAL SPECS OF EU-WIDE INITIATIVES

SMP SML
specifications specifications

Service Level
Arrangements (SLA)

Documents that describe
Service Level Targets to be
reached when delivering
Building Block Services.

Security control

i Onboarding
S:epf\?izté:g services (for
stakeholders)
Training & @ Self-assessment tool

Deployment (reuse approach)

Onboarding of new

Sl B stakeholders

Ef@,

STANDARDS
(o] ol Y0

Connector

guidance specification

elLearning, videos,
success stories

Some services feature multimedia
such as elLearnings, instructional
videos or success stories to help
grasp what the service is about

Community
management
services

Developers

Community

CEF Digital platform

CEF eDelivery service offering,
and more about the building
block, can be found online

CEF Digital >



https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL

Operations services

Managed services

OBJECTIVE OF THE SERVICE —_—

USERS
Sample software centrally hosted and managed by the EC, based on sample implementations

that are based on technical specifications of CEF eDelivery. Policy Domains

The European Commission develops, maintains and provides software as a service for the
following components of a CEF eDelivery solution: .

« Public Key Infrastructure (PKI) STATUS
« Service Metadata Locator (SML)

Service

Documentation

These services facilitate the re-use of CEF eDelivery by different Policy Domains.

More info

CEF Digital
BENEFITS

« Reduced cost of hosting the service, which is sustained by the European Commission
» Full support by the European Commission Get started

» Defined and agreed Service Levels



https://ec.europa.eu/cefdigital/tracker/servicedesk/customer/portal/2/create/4
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL

Operations services / Testing service

Connectivity testing

OBJECTIVE OF THE SERVICE

Test if a newly installed AS4 Access Point, conformant with the CEF eDelivery specifications,
can successfully communicate with the sample AS4 Access Point hosted by the European
Commission. If successful, these tests confirm that the new Access Point is in all likelihood
correctly deployed and configured.

The CEF Support Team facilitates the Connectivity Testing by making available a sample AS4
Access Point in a cloud environment, as well as providing guidelines and support during the
testing process.

BENEFITS

« Confirm that newly deployed AS4 Access Points can successfully communicate with a neutral organization i.e. the
sample Access Point of the European Commission;

» Testing anywhere at anytime
» Testing supported by professional staff of the European Commission

USERS

Software Providers
Service Providers

STATUS

Service

Documentation

More info

CEF Digital

Get started



https://ec.europa.eu/cefdigital/tracker/servicedesk/customer/portal/2/create/4
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL

Operations services / Testing service

Conformance testing

OBJECTIVE OF THE SERVICE —_—

USERS
Verify that an implementation of the CEF eDelivery Access Point and SMP specifications, a _
software package either commercial or Open Source, conforms to the specifications of the Software Providers
CEF eDelivery Access Point. Service Providers

The following specifications are tested within the scope of this service:

« e-SENS AS4 Profile STATUS
« e-SENS SMP Profile

The CEF eDelivery Team provides ready to use test cases, a testing platform, and supports
the users of the CEF eDelivery Conformance Testing service during the entire testing process.

Service

Documentation

More info

CEF Digital
BENEFITS

» Confirm and assure your users/customers that your software package or implementation of the CEF eDelivery Access
Point conforms to the CEF eDelivery specifications Get started

» Testing anywhere at anytime

» Testing supported by professional staff of the European Commission



https://ec.europa.eu/cefdigital/tracker/servicedesk/customer/portal/2/create/4
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL

e-SENS AS4 conformant solutions

M@ CEF DIGITAL 5 More information on CEF Digital

European Commission > GEF Digital Home > CEF building blocks > eDelivery > eDelivery Services > eDelivery Software > Access Point softwane

Conformant Solutions >

eDelivery

Home Discover How it works Services

DOMIBUS
FLAME
R HOLODECK

TECHNICAL SPECFICATIONS e-SENS AS4 conformant solutions

This page lists the solutions that have passed or are in the process of passing the conformance testing

§ = Flame
: = Holodeck
SOFTWARE « IBM I B M
» Apcess Pointsofware = Laurentius

* 2-5ENS AS4 conformant solutions * Mendelson

RSSBus LAURENTIUS
A full list of other vendors supporting AS4 can be accessed at the bottom of this page.
ca : MENDELSON

MANAGED SERVICE 5

PHl Senice Demibus *
Siseee [ orcomau]
TESTING SERVICES

» EM

Download Domibus v3.1.1
Downcad ) RSSBus

CEF-EDELIVERY-SUPPORT@ec europa.cu

*|EC sampls iImpismantation| A D E S

Integration cloud

P J— IS Flame Download FMS Serverand Light Client v5.3
eDelivery Senice desk Download [zip)
m infof@flamems.com i Fe n ix
— Holodeck Download Holodeck BZEvZ 0 CO nfO rmant

Download [zip)

EECL%:( B2B ntzct  info@holodeck-bZb.om )
— Ongomg n European

Commission


https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/e-SENS+AS4+conformant+solutions

Software

Sample software maintained by the EC

OBJECTIVE OF THE SERVICE —_—

Standard software implementations of the technical specifications of CEF eDelivery. The USERS

European Commission maintains and develops sample software that is openly available to be Software Providers
re-used. The following components of a CEF eDelivery solution are provided: Service Providers

e Access Point Policy Domains

« Service Metadata Publisher (SMP) .

« Service Metadata Locator (SML) STATUS

Through the "Operational Management Board", CEF eDelivery stakeholders define the Service
evolution of these solutions, by suggesting features that are then developed by the CEF's Documentation
team.

More info

CEF Digital

BENEFITS

» Released under an open source license
+ Viable solutions for use in production environment Get started

» Fully supported by the European Commission
+ Based on market-driven technical specifications



https://ec.europa.eu/cefdigital/tracker/servicedesk/customer/portal/2/create/4
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL

Operations services

Supporting services

OBJECTIVE OF THE SERVICE —_—

USERS
The CEF eDelivery team offers:
Policy Domains
« Service Desk - a Single Point of Contact (SPOC) to address questions, incidents, Software Providers
requests and changes reported by the Users with regards to the CEF eDelivery service Service Providers
offering. .
« Training and deployment support - Training sessions about the technical specifications STATUS

underpinning the components of CEF eDelivery, the services offered by the Commission
and its sample implementations, and interactive sessions to support in the deployment of
the solution. Documentation

Service

More info

CEF Digital
BENEFITS

+ Day to day monitoring and 24h/7days service to maintain a high-level of availability and capacity of the CEF eDelivery

Managed Services Get started
» Proactive incident detection and resolution

+ Increased autonomy of the Public Administration in handling and maintaining the CEF eDelivery components



https://ec.europa.eu/cefdigital/tracker/servicedesk/customer/portal/2/create/4
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL

Stakeholder management services

Onboarding services

OBJECTIVE OF THE SERVICE

CEF offers onboarding services for new projects interested in re-using CEF eDelivery:

« Self-assessment tool - a survey that maps the requirements of the users to the CEF
eDelivery Service Offering. During the self-assessment, users assign different scores to
the relevant requirements of their business system and the eDelivery messaging
infrastructure. Based on the answers provided, the tool calculates how CEF eDelivery can
help users achieve their goals by indicating which services provided by CEF eDelivery will
allow them to meet their specified needs and requirements.

« Onboarding of new stakeholders - A direct contact point for all policy domains
interested in re-using CEF eDelivery, that will facilitate the understanding, adoption and
deployment of the solutions.

BENEFITS

« Business-driven and time-efficient assessment

« Comparability - the self-assessment tool provides a benchmarking with use cases of other projects already re-using CEF
eDelivery

+ Direct and easy contact with the CEF eDelivery technical teams, through the onboarding services

USERS

Service Providers
Policy Domains

STATUS

Service

[ ) Documentation

More info

CEF Digital

Get started



https://ec.europa.eu/cefdigital/tracker/servicedesk/customer/portal/2/create/4
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL

Stakeholder management services

Community management

OBJECTIVE OF THE SERVICE —_—

USERS
Develop, expand and engage with a community of developers contributing to the evolution of

CEF eDelivery’s open source sample implementations. Developers

Among the 5 components that the CEF eDelivery team develops, CEF manages an online
community of developers interested in contributing to the code of the sample
implementations.

STATUS

Service

[ ) Documentation

More info

CEF Digital

BENEFITS

+ Cost effective development
+ Wide set of skills Get started

» Faster response to emerging requirements
Contact us >



https://ec.europa.eu/cefdigital/tracker/servicedesk/customer/portal/2/create/4
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL
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Domibus 3.3

Cosmin Baciu - DIGIT
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New features, improvements &
fixed bugs
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New features & improvements

New Administration console

New Domibus plugin: File
System Plugin

Handling of messages of up to
2GB

Improved performance

Simplified configuration using a
single property file

Support for PULL

Improved logging

New API for message monitoring

New API to log the acknowledgements
from C3 to C4

Configurable HTTP chunking between C2
and C3

Custom truststore for SSL
communication

Possibility to notify the plugins each time
the message status changes

Possibility to resend failed messages

Possibility to download the Pmode
configuration file



New Administration

console




New features & improvements
New Domibus plugin: File System Plugin

22

It provides a file system interface for Domibus

The FS Plugin uses a main location comprised of four folders acting as
an interface for the backend:

OUT - Contains the messages that need to be sent to Domibus(C2)

IN - Contains the received messages

SENT - Contains the messages sent successfully to Domibus(C2)
FAILED - Contains the messages that failed to be sent to Domibus(C2)

The FS Plugin supports the configuration of multiple domains, each
domain location has the same structure as the main location described
above

The file metadata.xml contains the template of the AS4 metadata that
will be used by the FS Plugin together with the file being sent to create
the User Message that will be sent to Domibus

F

]

]

. BRIS
4 | FAILED
4 L Invoice
B invoicexs
>IN
4 g out
. CreditMote
'Z| metadata.xml

= myPayload.txt

4 || Invoice

B invoicexds

L
|Z| metadata.xml

LB
=] metadata.xml

'EL'I messagel.pdf
. SENT

» . CreditMote
> Invoice

, Consilium
, DECIDE




New features & improvements

Handling of messages of up to 2GB

23

Supports transfers between Access Points of files up to 2 GB using
Java 8

Using Java 7 the limitation is 1 GB due to a limitation in Java 7
version

HTTP chunking is activated by default for large files optimization

A threshold(default 100MB) is used to activate the chunking, this is
to optimize the performance for sending small files




New features & improvements Domibus 3.2.x
Simplified configuration using a single property file L

| keystores
e No more Spring xml files in the domibus.config.location directory E':Ii':
e Only one configuration file is used domibus.properties 2] domibus-cenfiguration.xmi
o All the properties present in the old Spring XML files have been ZZZ::EE:TS:::;:TM

migrated in the domibus.properties | domibus-security.xml

| domibus-transactions.ml

|=| logd)j.properties

Domibus 3.3

. Internal
. keystores
. plugins

. policies

domibus.properties |

= logback.xml |

24




New features & improvements
Support for PULL

e C1 submit the message to C2
e (C2 just stores the message and waits for pull requests
e (C3 sends a pull request to C2 in order to retrieve the message

— Submit — o— FLll request = Diz|iver —

Message Message
Producer C2 C3 Consumer

== Notify - ——: User Message - ———=2 — - Notify = =3+

25




New features & improvements
Improved logging

e The logging framework has been migrated from Log4j to the more
performant Logback framework

 log4j.properties file has been replaced by logback.xml
e 2 new log files have been created:

 business.log - contains all the business related information
Eg: MSHWebservice:181 - [BUSINESS - BUS-001] Message successfully received

o security.log - contains all the security related information
Eg: MessageSender:149 - [SECURITY - SEC-012] X509Certificate invalid or not found

26




New features & improvements
New API for message monitoring

e Accessible via the Java API and REST
e Gives the possibility to:

e get the messages that failed to be sent(having the status
SEND_FAILURE)

e resend a failed message with status SEND_FAILURE
e know how long a message has been in a failed status
e get a history of delivery attempts

27




New features & improvements
New API to log the acknowledgements from C3 to C4

e Accessible via the Java API and REST

e Used to acknowledge when a message is:
a) delivered from C3 to the backend
b) processed by the backend

e Typical use cases:

a) a message is received by C3 from C2: the plugin that handles the
message registers an acknowledgment before delivering the
message to the backend

b) a message is processed by the backend and it informs C3 via the
plugin; the plugin registers an acknowledgment that the message
has been processed by the backend

28




New features & improvements
Custom truststore for SSL communication

e The truststore used for establishing the TLS connection can be
configured in Domibus using the clientauthentication.xml
configuration file

e One way/Two way SSL are supported

<http-conf:tlsClientParameters disableCNCheck="false" secureSccketProtocol="TLS5v1.2" zmmlns:http-conf="http://cxf.apache.
<gecurity:trustManagers>
<security:keyStore type="JES" password="testl23" rile="${domibus.chEig.location}fkeystoresftrustore_ssl.jks"f>
</zecurity: trustManagers>
<zecurity:keyManagers keyPassword="1234">
<zecurity:keyStore type="JE5" password="123456" file="${domibus.config.location}fkeystore_gsl.jks"f}
</zecurity :keyManagers>
<security:cipherSuitesFilter>
<security:include>.* EXPORT .*</security:include>
<security:includer.* EXPORT1024 .*</security:include:
<security:includer.* WITH DES .+*</security:include
<security:include>.* WITH AES .+*</security:include>
<security:include>.* WITH NULL .*</security:include
<security:exclude>.* DH anon .*</security:exclude>
</security:cipherSuitesFilter>
</http-conf:tlsClientParameters>

29




New features & improvements
Possibility to resend failed messages

e Domibus provides the ability to resend a failed message (status
SEND_FAILURE)

e This can be done in the Messages screen and only if the payload of
the message has not been yet deleted

30
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Fixed bugs

RedeliveryPolicy is not taken into account in ActiveMQ
Restart is required after a truststore update

Domibus checks by default the validity of the sender and the receiver
certificates before sending the message

Dynamic discovery in a mixed configuration

Messages page: the value for the "Next Attempt" column was not
cleared after the message status changed to acknowledged/failed

Receiving an incomplete message triggers NPE

WebLogic: listPendingMessages does not return the entire list of
pending messages in a cluster Weblogic environment

WebLogic(cluster): the total number of messages in the queue is not
displayed correctly
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Known issues & limitations

The Admin Console cannot be used in IE (not EDGE)
LDAP CRLs are not supported

Default WS Plugin: domibus-backend.xsd violates Unique Particle
Attribution

Sending a message to the same Access Point is not possible

Sending payloads in the AS4 message body is not supported when
payloads are saved on the database; a workaround is to save the
payloads on the file disk by configuring

the domibus.attachment.storage.location property




s0: Upgrading to Domibus 3.3 step by

{é} step



Upgrading to Domibus 3.3 step by step(Tomcat)

Prerequisites

e Un-deploy the current war installation of Domibus

e Upgrade to 3.2.5 if an older version of Domibus is installed. Detailed
instructions can be found as usual in the upgrade-info.txt

34




Upgrading to Domibus 3.3 step by step

Database migration

1. Execute the database migration script
a) mysql5innoDb-3.2.5-to-3.3-migration.dd| for MySQL
b) oracle10g-3.2.5-to-3.3-migration.dd| for Oracle

2. Execute the manual migration of the configured users by executing
the following SQL script

INSERT INTO TB USER_ROLE (ID_PK, ROLE NAME) VALUES ('1', 'ROLE_ADMIN'):
INSERT INTO TB_USER_ROLE (ID_PK, ROLE NAME) VALUES ('2',/'ROLE_USER'):
INSERT INTO TB_USER (ID_FK, USER_NAME, USER_FASSWORD, MSER_ENABLED) VALUES ('1', 'admin',| '52a51055uKS72xK2ArGDgb2Cw]¥n0zQcOnETCERKEEZ2MECOBMIVI4TUgL3e], 1);
INSERT INTO TB_USER (ID_F¥, USER NAME, USER_FASSWORD{ USER_ENABLED) VALUES ('2', 'user', [$2asl0$HApapEvDSTIEw]]neMCvxuqUEVyycKIRIXMeiUO0rRmaiMsiwop/Zuj, 1);
INSERT INTO TB_USER_ROLES ([USER_ID, ROLE_ID) VAL (r1v, 1Yy
INSERT INTO TE_USER_ROLES (USER_ID, ROLE_ID) 5 (1Y, '2');
INSERT INTC TE_USER_ROLES ([USER_ID, ROLE_ID) TUES ('2', '2");

<zec:authentication-manager id="authenticationManagerForAdminConsole">
<gec:authentication-provider>
<zec:password-encoder ref="kcryptEncoder"/>
<SecCiuser-service>
<sec:user name="user" password= [$ 2a%105HApapHvDS L TEW] jneMCvxugURVyy cXER £ j U0 rRmaWMs jWlp /Zu" ]
authorities="ROLE TUSER"
<sec:user name="admin" password= [ 52a51055uK57 2xK2ArGDgb2Cw ) Yn0z0cOnBTCPxEE £ 2 2MGeDEMSwJ4¥rUgl 36 "]
authorities="ROLE USER, ROLE ADMIN"/>
</seciuser-service>
</sec:authentication-provider>
</sec:authentication-manager>

35 domibus-security.xml




Upgrading to Domibus 3.3 step by step
Update the log configuration from log4j.properties
to logback.xml

36

Copy the logback.xml from the distributed application server
configuration into the domibus.config.location configuration
directory

Adapt the log appenders if necessary
log4j.properties is not used anymore and it can be deleted




Upgrading to Domibus 3.3 step by step

Update the ehcache.xml and activemq.xml configuration

1. Adapt the cache configuration in the file

domibus.config.location/internal/ehcache.xml by adding the
following lines:

kcache name="dispatchClient™
maxByteslocalHeap="5m"
timeToLiveSeconds="3600"
overflowlcDisk="false">

<31zelfPolicy maxDepthExceededBehavior="abort™/ >
</cache>

2. Copy the activemq.xml file from the Domibus 3.3 distribution and
override the existing one

37




o8
Upgrading to Domibus 3.3 step by step

Domibus 3.2.x
Configure the Domibus properties

J internal
| keystores
1. Copy the domibus.properties configuration file from the | plugins
distributed application server configuration into the  policies
domibus.config.location configuration directory =] domibus-configuration.m

|Z| domibus-datasources.xml
|| domibus-plugins.xmil

HH 1 1
= domibus-security.xml

| domibus-transactions.ml

|Z| logd).properties

Domibus 3.3

. Internal
. keystores
. plugins

. policies

domibus.properties |

[ = logbackxml |

38




Upgrading to Domibus 3.3 step by step

Configure the Domibus properties from

domibus-configuration.xml

1. All the properties names from the old domibus-configuration.xml
file have been kept the same in the domibus.properties with the

following exceptions:

a) domibus.certificate.validation.enabled renamed to
domibus.receiver.certificate.validation.onsending

b) domibus.msh.retry.tolerance value changed to 10800000

<l-- cmibus properties -->
<otil: propert:l.es id="domibusProperties">

I—-- The

e suffix of the messageld generated by

Crhems 3 MTTITR 8 7 oTT T¥1 ——

this instance of domibus.

[{pmp key="domibus .msh.messageid. suffix">domibus.eud/prop>

]/

e suffix of ated by

the messageld genera

lcrr.ibus.rr.sh.rressajml suffix=domibus.en

1

Ll ;=1 v ol el =kl =3 Tt o D B = s W= = W o) v B = b e e [
#Retry Worker execution interval as & cron eXpression
[dpmp ke;— domibus .msh. retr’f cron"f0/5 * * * * 'J(Iprﬂpl" ]f A'lrlcnbus mch. rertry . Cran(/5 & & & & 2
TIMEONL ColEralce T0F FELry Neesages. shonla pe ser. o aouble the _ S i i
<prop key="domibusz.msh.retry.tolerance">10000</prop> i #Timsout tolerance for retry messages (in miliseconds). Scheduled retrids
domibus.msh. retry. tolerance=10800000
—————————————————————————————————— Dynamic Discovery ------—--—--———-—————-———-—-

39

SMT,

domibus . smlzone=acc.edelivery.tech.ec.europa.eu

ittt bttt Message --—--————————--—-——-———————

this instance of domibus. S:'_'f}?_".e 15: S{UUID}E&%{SUFFIX}

PR,




Upgrading to Domibus 3.3 step by step

Configure the Domibus properties from domibus-security.xml

<bean id="keystorePasswordCallback" class="eu.domibus.ebms3.security.SimpleKeystorePasswordCallback">
<property name="passwordStore">

<util:map>
<entry ke{:"hlue_f}" mlu&- ekl 23" i
i F o /.:l)s‘-ﬂv.: Truststore ——————

</util imap>

</property>
</bean> #The location of the keystore
domibus . security.keystore.location=>5{domibus.config.location} /Eeystores/gateway keystore.jks
«!-- Properties for keystore with private key --»
<util:propertiez id="keystoreProperties"> (¢rr"r;. tvne of the used kevstore
<!-- The crypte provider to be used --> domibus . security.keystore. type=jks
<prop key="org.apache.ws.security.crypto.provider">crg.apache.wss4j.common.crypto.Merling/prop> \_
<l-- Type of the used keystors -—-> #The password used to load the keystore
<prop key="org.apache.ws.security.crypto.merlin.keystore.type">jks</prop> domibus . security.keystore.password=test123
«!-- The password used to load the keystore -->»
<prop key="org.apache.ws.security.crjpto.merl:Ln.ke‘jstore.passmrd“'}testle{fpmp}J @D,.., ate kev
=I-- The keystore alias o use Tor decryprion and Signing. —-> #The alias from the keystore of the private key
[ <prop ke]:"or\g.apache.ws.securlt;f.cr_fpto.merl:l_n.kejstone.alias"}blue_gw(fpmp}] domibus.security .key .private.alias=blue gw
<1-- [ht locatlon ol CRE HEystore -—-—» 1 q
<prop key="org.apache.ws.security.crypto.merlin.file">${domibus.config.location}/keystores/gateway keystore.]jks</prop> J (#The private key password
Futilrpreperties deomibus.security.key.private.password=testl23
«I-- Properties for trustStore with public keys for L \,?m,.:.sLSLSm
<util :propertiez id="trustStoreProperties"> #The location of the truststore
<!-- The crypto providsr to be ussd --> domibus.security.truststore.location=5{domibus.config.location} /keystores/gateway truststore.jk:
<prop key="org.apache.ws.security.crypto.provider">eu.domibus.wss4]j.common.crypto.Merlind/prop>
—— Tumm AF Fhe posd betvsbars
¥IvDTD Or o Oscd LI0SLSCore
<prop key="org.apache.ws.security.crypto.merlin.trustStore.type">]ks</prop> domibus . security.truststore. type=jks
«!-- The password used to load the keystore -->»
<prop key="org.apache.ws.security.crypto.merlin.keystore.private.password">testl23</prop> FTEE passvord 0sed Fo Joad ERe ErOsEifore
<7== Ine password used Lo load L€ Lruststors =-> domibus . security.truststore.password=testl23

<prop ke]—“'or\g apache WS. secur:l_t_f cr_fpto merlin.trustStore. passvmrd"}testHS{fpmp}

ustStore ——>

¥ . cr‘ypto .merlin.trustStore.file">${domibus.config.location} /keystores,/gateway_truststore.j ksk[‘p‘n:p) ]

1E8
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Upgrading to Domibus 3.3 step by step

Configure the Domibus properties from domibus-datasources.xml

<bean id="domibusJDBC-XADataSocurce"
class="com.atomikos. jdbc.AtomikosDataSe
init-method="init" destroy-method="
<property name="unigueResocurcelame"
<walue>domibusJDBC-¥E</values
</property>

</property>
<property name="xaPropertie.
<props>

<prop key="port|>3306
<prop key="userGgdsl
<prop Eey="password' >edelivery< 'prop>
<prop key="url">

verv<foronr

jdbcimysgl://localhost:3306/domibus?pin&lokall

Eletshasse soryer Daps

domibus .database . serverlame=localhost ]

#Database port

#¥A Datasource

Cuyyaenn

PhysicalConnecticn=true

domibus.datasource.xa.xaDataSourceClassNane=com.mysgl . jdbc. jdbc2.optional .MysglX¥ADataSource

#0racle
#domibus.datasource.xa.xalataSourceClassName=oracle.jdbc.xa.client.OracleXilata
domibusz ..datasource. xa.maxlifetime=60

domilns . datasource.xa.minPoolSize=5

domibus .datasource.xa.maxPool5ize=100 I

#XA properties

(__domibus . datasource . xa property user—cdelivery )

</prop>
</props> domibus .datasource. xa.property . password=edelivery
</property>
<property name="minPoolSize"> FMyE0L
<valuerl< /value> domilbus.datasource.®xa.property . url=jdbc:mysgl: //$ {domibus.database.serverlame} : § {domibus.database. port} /domibus ?pinGlobal TeTePhysical Connection=trus
nroneriy
<property name="maxPoolSize"> #0racle
<value>100</value> #domibus.datasource. ¥xa.property. URL=Jdbororacle: b} 85 {demibus.database. serverName ) r §{domibus. database.port | JXE
“<Tproperty
<property name="testQuery"> ( #N X i} )
<value>select 1<fvalue.)| #
</property> domibus.datasource.driverClassName=com.mysql. jdbc.Driver
</ bean> domibus .datasource.url=Jjdbc:mysgl://${domibus . database. serverName} : § [domibus . database.port] /domibus Pusessl=Ffalse
{domibus.database.serverName ) : & {domibus.database.port } /XE
domibus .datasource.user=edelivery
domibus .. datasource.password=edelivery
domibus.datasource.maxlifetime=60 -
41 domibus.datasource.minPoolSize=5 NeW pl‘OpeI“tleS
domibus .datasource.maxPoolSize=100
J

.




Upgrading to Domibus 3.3 step by step

Configure the Domibus properties from domibus-datasources.xml and activemq.xml

e ActiveMld ------ -
<!-- JMS ConnectionFactory to use, configuring the embedded broker using XML —->
<amg:xaConnectionFactory id="xad
BrokeT #The host of the JMS broker
userName=|‘ activeM].broker.host=localhost
«!-- do not remowve this! otherwi edeliveryFol Nred 1n activemg.xml w11l be ignored -->

gr

<amg:redeliveryPolicy>
<amy:redeliveryPolicy />
</amg: redeliveryPolicy>
</amq:xaConnectionFactory>

#The name of the JMS broker

activeM].brokerlame=1ocalho,

FRRCONE.

Ling

Sennec

domibus-datasources.xml

#The connectildm T

m3 11 = ot = - ta ~onnect =
#The username that 1s allowed to 1= t

[activeHD.username=domibus]

LUSCITiaRl

act iveM].password=changeit

1= F e i I =T
= defined in/he activeM

activemq.xml

<broker usedmx="true" brokerlame="localhost" | persistent="true" schedulerSupport="true" dataDirectory:

<broker usedmx="true" brokerName='%[activeM].brokerliame} " gistent="true" schedulerSupporf="true" dataDirectory="%5{d¢mibuz.work.lo
<managementContext> <managementContexts>
<managementContext createConnector="true" connectorPort= <managementContext createConnector="true" connechorPortE"${activeM].connectorPort}” }'miSérverPorb="$Eactive}ﬂ.rm.'i.SewerPor%} "
</managementContext> </managementContext>

<transportConnectors:>

<transportConnector uri=ftcp:,-’floca]_host:61616'] disablehsyncDispatch="true
</transportConnectors>

<transportConnectors>
<transportConnector uri=f${activatﬂ.transportﬂonnector.uri} "] disableAsyncDisy

atch="true"/>
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Upgrading to Domibus 3.3 step by step

Install the Domibus 3.3 war

e Install the new Domibus war file and optionally the default plugins
e For WeblLogic and WildFly the procedure is similar
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Roadmap

Domibus 4.0 (Q1 2018)

Java 8+ only

Advanced features for administration console:
« ping remote access points

 history off PMode changes

« configurable alerts and notifications

« export tables data as CSV files

@ https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus
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