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1. INTRODUCTION 

This guide is intended for users who want to have a simple first-hand experience on the operations of 
exchanging messages between two Domibus instances. 

1.1. Purpose 

The purpose of this guide is to provide a step by step procedure for launching a Domibus instance on 
the FIWARE platform, preconfigured to exchange messages with the CEF Connectivity Testing 
Platform. 

It provides detailed descriptions of related Security Configurations (keypair and Group Policy), 
network configuration and SoapUI testing. 
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2. DEPLOYMENT AND CONFIGURATION 

2.1. Registration 

1. Register on FIWARE Lab at: https://account.lab.fiware.org/sign_up/ 

 

 

 

Remark: 

 The Username, e-mail, etc. have to be adapted based on your information and requirements.  

 A Trial account is opened with a minimum time of two weeks. 

 The Community account duration may be extended to a minimum of 6 months, if the account 

is about to be deleted, by sending a request to FIWARE support. 

 

https://account.lab.fiware.org/sign_up/
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2. Once the confirmation email is received, click on "I accept": 

 

 

3. Log In by using the chosen email and password, click on "Sign In": 
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4. The following screen will be shown: 

 

 



 FIWARE Lab  Domibus Demo 

 Page 8 / 26 

2.2. FIWARE Cloud Account creation 

1. Click on "Cloud"  

 

 

2. A Cloud portal account has to be created separately from the registration. Click on Create 

Account: 

 

3. Enter your details including a Name and an Email address. Choose a FIWARE region closest to 

you from the list (e.g: “Crete”, “Vicenza”). Click on “Envoyer”/”Send” as shown in the 

example below: 
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4. A message will be shown to acknowledge that the request has been sent: 

 

 

5. You will receive an email asking you to confirm the account creation, as shown in the 

example below: 

From: fernando.lopez@fiware.org <fernando.lopez@fiware.org> 

Subject: confirm: cTLHaBYO3GKaRnUm9Ag8ezcnbxcBIBG9jEGnvWxXTKDVVmGb 

Thank you very much to select FIWARE Lab Cloud. We have received a  request for FIWARE Lab user creation. 

Here are the results. 

Name   cefsupport 

.. 

 

mailto:fernando.lopez@fiware.org
mailto:fernando.lopez@fiware.org
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6. Reply to the email as requested: 

To: fernando.lopez@fiware.org <fernando.lopez@fiware.org> 

Subject: confirm: cTLHaBYO3GKaRnUm9Ag8ezcnbxcBIBG9jEGnvWxXTKDVVmGb 

 

7. Another email (waiting for approval), will be received to confirm that the request will be 

treated by a moderator: 

From: fiware-lab-user-creation-bounces@lists.fiware.org <fiware-lab-user-creation-bounces@lists.fiware.org>  

Subject: Your message to Fiware-lab-user-creation awaits moderator approval  

Your mail to 'Fiware-lab-user-creation' with the subject 

    confi rm: cTLHaBYO3GKaRnUm9Ag8ezcnbxcBIBG9jEGnvWxXTKDVVmGb 

Is  being held until the l ist moderator can review i t for approval. 

The reason i t is being held: 

    Post by non-member to a  members-only l ist 

Ei ther the message will get posted to the list, or you will receive 

noti fication of the moderator's decision.  If you would l ike to cancel 

this  posting, please visit the following URL: 

    https ://lists.fiware.org/confirm/fiware-lab-user-creation/713cfe8ae7263741152d5468ba3409a563680f3e  

 

8. An email is then received after a couple of days to confirm the account has been created: 

From: noanswer@admtools.lab.fiware.org <noanswer@admtools.lab.fiware.org>  

Subject: Your FIWARE Lab account has been created 

Your account  in FIWARE Lab -- https://cloud.lab.fiware.org  -- has been created 

Username: cefsupport@...... 

Password: 5094mmgzq07our1yydke 

Please, change your password in your 1st access. You can send your questions to  fiware-lab-help@lists.fi-ware.org 

Best Regards, 

FIWARE Lab Team 

Remark: 

If no email is received, please send an email the FIWARE support to request an update (fiware-lab-
user-creation-bounces@lists.fiware.org) 

mailto:fernando.lopez@fiware.org
mailto:fernando.lopez@fiware.org
mailto:fiware-lab-user-creation-bounces@lists.fiware.org
mailto:fiware-lab-user-creation-bounces@lists.fiware.org
https://lists.fiware.org/confirm/fiware-lab-user-creation/713cfe8ae7263741152d5468ba3409a563680f3e
mailto:noanswer@admtools.lab.fiware.org
mailto:noanswer@admtools.lab.fiware.org
mailto:fiware-lab-user-creation-bounces@lists.fiware.org
mailto:fiware-lab-user-creation-bounces@lists.fiware.org
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2.3. Domibus Configuration 

2.3.1. Domibus Instance creation 

1. Logon the FIWARE Cloud (https://cloud.lab.fiware.org) using the credentials provided in the 

email: 

 

2. You will be presented with the following screen: 

 

 

3. Click on Instances: 

 

 

https://cloud.lab.fiware.org/
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4. Click on Launch Instance 

 

 

5. Choose a name for the Domibus instance, a Flavor, Boot Source and the image (in this case 

Domibus-r.X.Y.Z). Click on Launch: 

 

6. Select the Access and Security tab and click on the “+” sign below Key Pair: 
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7. Create and Paste the Public Key as described: 

 

Remark 

The Private Key must be immediately kept in a safe location after it has been generated. 

 

8. Public Key is successfully imported: 
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2.3.2. Network Setup 

1. Select the Networking Tab and click on the “+” sign next to the required network (e.g: node-

int-net-01) to select the network: 

 

 

2. Click on Launch once the network is selected: 

 

 

3. The Domibus instance will be shown, with as task “Spawning”: 
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4. Once spawning is done, the instance status is Active with a (local) IP address assigned: 

 

2.3.3. Public IP Address configuration 

1. A public IP address has to be associated to the instance just created. Click on Associate 

Floating IP from the Actions menu: 
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2. Click on the “+” sign to get a Public IP address: 

 

3. Choose the public-ext-net-01 option, from the pull down menu and click on Allocate IP: 

 

4. A public IP address is proposed (e.g: 130.206.122.90): click on Associate to select it: 

 

 

5. The Instance is now shown with the new selected details (if not, click on the “Refresh” 

button) : 

 

2.3.4. The Security Options: 

1. Use the Access & Security menu to create a Security Group: 
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2. In the Security Groups tab, cilck on Create Security Group: 

 

 

3. Enter a Name for the new Security Group and click on Create Security Group: 

 

 

4. The new security group is now listed together with the Default security Group. Click on 

Manage Rules for the newly created Security Group (e.g: security_group1): 
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5. Click on Add Rule: 

 

6. Set the rules for port 22 as shown below and click on Add: 

 

 

7. Add the same rule for port 8080 as shown below: 
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8. The resulting rules are shown: 

 

 

9. To attach the new security group to the Domibus Instance, click on the Instances option: 

 

10. Click on the Create Snapshot Pull Down Menu to get to the Edit Security Groups Sub-Menu: 
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11. Use the “+” and “–“ signs to set the Instance Security Groups: 

 

 

12. The created Security Group (e.g.security_group1) must be attached to the Instance Security 

Groups as shown here:  

 
13. Click on Save. 
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3. LAUNCHING DOMIBUS AND TESTING 

1. Launch your Domibus in an internet browser, using the public address associated previously: 

Example for IP=130.206.122.90 used in our latest test: 

http://130.206.122.90:8080/domibus 

Username: user 

Password: 123456 

 

http://130.206.122.90:8080/domibus
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2. Download the SoapUI project and the PMode configuration from the following address: 

https://catalogue-server.fiware.org/enablers/electronic-data-exchange-domibus/instances  

 

 

3. Open SoapUI and import the unzipped SoapUI project (AS4ConnectivitySoapTest-soapui-

project_gw9.xml): 
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4. Open AS4ConnectivitySoapTest  BackendService_1_1SoapBinding  SendMessage  

Request 1: 

 

Remark: 

 You need to use the Public IP Address of your Domibus instance. 

 Setup the proxy if needed in SoapUI. 
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5. Click on the green button to send a message. The result will be a unique messageID as shown 

below: 

 

 

6. In your Internet browser, go to your Domibus Admin Console and click on "Messages" to 

check if your message status is "ACKNOWLEDGED" 
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4. CONNECT TO SERVER USING SSH 

This section explains how to logon to the instance hosting Domibus.  

Logon to the server, using putty as an example: 

1. Create a putty session using the public IP address of the Domibus Instance: 

 

 

2. Then use the SSH authentication option and browse to fetch the Private key created in 

section §6: 

 

3. Save the Putty Session and open it. 

4. Login as Ubuntu (no password needed) 

Remark: 

Use puttygen to import the private key and convert it to a .ppk format. 
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5. CONTACT INFORMATION 

CEF Support Team 

By email: CEF-EDELIVERY-SUPPORT@ec.europa.eu 

Support Service: 8am to 6pm (Normal EC working Days)  

 


