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Approach and purpose of the document

The present document is the Test Guide of the CEF eDelivery Access Point sample implementation
(Domibus).

This document is intended for developers that want to perform a set of checks on their Domibus
installation and testers that want to have a starting point to create their own test cases.

The first chapter details the setup of the test environment and the configuration of the test tool.
The second chapter explains the test scenarios and provides guidance on how to run them.

The third chapter describes the verification of the message status in the administration console.
The fourth chapter contains contact information for the CEF Support team.

The applicable terms and conditions of CEF eDelivery can be consulted in its Master Service
Arrangement, available on the CEF Digital Single Web Portal:

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Master+Service+Arrangement.

Glossary

The key terms used in this Test Guide are defined in the CEF Definitions section on the CEF Digital
Single Web Portal:

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/CEF+Definitions

The key acronyms used in this Test Guide are defined in the CEF Glossary on the CEF Digital Single
Web Portal:

https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?spaceKey=CEFDIGITAL&title=CEF+Gloss
ary
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1. PREREQUISITES

This chapter details the setup of the test environment and the configuration of the test tool.

1.1. Install and configure two AS4 Access Points

This Test Guide assumes that two AS4 Access Points "blue" and "red" are installed and configured
properly as defined in the Quick Start Guide of the latest CEF eDelivery Access Point release package.

1.2. Install SoapUI

Install SoapUl, an open source test tool for Web Service testing. A free version without restrictions is
available and this free version is sufficient to run the tests in this package.

Download SoapUlI free' via and follow the installation instructions on the website. The version used
to create the tests is SoapUl 5.2.1%

1.3. Configure SoapUI

Inside SoapUl, create a new workspace (File->New Workspace) and load the project in this package
(AS4-test-guide-soapui-project.xml) using the import functionality of SoapUI (File->Import Project).

In the Navigator in SoapUl, left-click on the project "AS4 test guide" and select "Custom Properties"
in the Properties panel.

e Set the Property named "localUrl" to the IP address and port of the machine that is running
Access Point "blue".

e Set the Property named "remoteUrl" to the IP address and port of the machine that is
running Access Point "red".

! http://www.soapui.org/

2 https://www.soapui.org/downloads/soapui/source-forge.html
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AS4 Access Point
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(- 3% BackendService_1_1SoapBinding
@@ Web Service Submission
=+ Business Scenario
+EZ Test Steps (12)
H sendRequest
= ParameterTransfer
=Z RequestParameters (2)
=Z ResponseParameters (1)
(© waitConditional [1000]
M checklfMessagelsAvailak
-4 waitUntilMessageArrives
- H getStatus
M getErrors
M listPendingMessages
M downloadMessage
M sendResponse
@ Load Tests (0)
L Security Tests (0)
-+ Attachment alternatives
&-Ea JMS Submission
-+ JMS Scenario
=38 Load Test
&+ Load Test

3
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3
=
3
b=

((Project Properties | Custom Properties
=X av | Big

Name l Value
localUrl http://<blue_hostname>:8080
remoteUrl  http://<red_hostname>:8080

I

Properties

Figure 1 - Custom Properties

Now the service endpoints in the test steps will automatically be created from these values and no
further configuration is required.

The WSDL of the services were loaded when creating the test project and they are stored in the
project file. If they need to be reloaded, ensure that a local Access Point is up and running. Otherwise
the URL of the WSDL (e.g http://localhost:8080/domibus/services/backend?wsdl) will not be
accessible.

MTOM (Message Transmission Optimization Mechanism) is a method to efficiently send binary data
to and from Web Services. This option is already pre-configured in the test request properties that
need it. Changing this value might result in failures when transmitting the binary content of the
exchanged messages.
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 TestRequest Properties || Custom Properties
Property I Value

Timeout

Bind Address

Follow Redirects true

Interface BackendService 1_1SoapBinding

Operation sendMessage

Username

Password

Domain

Authentication Type No Authorization

WsS-Password Type

WSS TimeToLive

SSL Keystore

Skip SOAP Action false

Enable MTOM true

ForceMTOM | true

Inline Response Analse

Expand MTOM Attac Blse

Disable multiparts true

Encode Attachments false

Enable Inline Files false

Strip whitespaces false

Remove Empty Content false

Entitize Properties false

Pretty Print true

Dump File

Max Size 0

Ws-Addressing false

Discard Response false
[properties|

Figure 2 — Test Request properties

No authentication or authorization is required in the current version of the setup. The default setup
of the SoapUI project will be sufficient to run the test case.

A default installation based on the Quick Start Guide® allows users to send messages via the default
Web Service plugin®. The Quick Start Guide includes an optional section on deploying the default JIMS
plugin®. To be able to test sending messages to the JMS plugin via the sample SoapUl project, the
Apache ActiveMQ, libraries® need to be added to the lib folder of SoapUl. A restart of SoapUl is
required to take the load the new libraries.

® The Quick Start Guide is available in the documentation section of the Domibus release via
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus+-+releases

* The Web Service Plugin ICD is available in the documentation section of the Domibus release via
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus+-+releases

> The JMS plugin ICD is available via is available in the documentation section of the Domibus release via
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus+-+releases

® http://activemg.apache.org/download.html
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2. TEST SCENARIOS

This chapter explains the test scenarios and provides guidance on how to run them.

2.1. Web Service Submission

2.1.1. Business Scenario

In this scenario, the sending Access Point (party blue_gw with ID "domibus-blue") will first send a
request to the receiving Access Point (party red_gw with ID "domibus-red"). Then, the receiving
Access Point is being polled for new messages. When the new message has arrived, it will be
downloaded from the receiving Access point. Finally the Access Points will switch roles and the
receiving Access Point will send a response to the sending Access Point.

Business scenario

domibus-blue
il > sendMessage getStatus getErrors

checklfMessa Message @ listPendingM downloadMe 'sendRespons
domibus-red gelsAvailable Available2

essages ssage e

Figure 3 — Overview of the business scenario
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The detailed steps are listed below:

1. [domibus-blue] Step "sendMessage" submits a message to the Web Service plugin of the
Access Point that is located at localUrl. The message contains an XML message according to
the sample PMode configuration files as defined in the Quick Start Guide
("businessContentPayload"). Its MimeType must be set to '"text/xml". The
"businessContentAttachment" is optional and can contain any type of binary attachment.
Regardless of the specific type of attachment used, its content type must be set to
"application/octet-stream". In this specific test step, the Attachment is not present. To
modify the Payload or Attachment, refer to chapter 2.1.2 "Attachment alternatives". The
response from the Web Service plugin contains the message ID of the AS4 message that will
be exchanged between the sending and receiving Access Points.

2. [domibus-blue] In the background, the Access Point running at localUrl uses the message
from step 1 as input to construct an AS4 message and send it to the Access Point that is
running at remoteUrl.

3. [domibus-red] Steps "ParameterTransfer", "RequestParameters" and "ResponseParameters"
are used for storing the MessagelD, FromPartylD and ToPartylD parameters of the AS4
message. These parameters will be used in subsequent steps for verifying that the message is
correctly received and can be downloaded from the receiving Access Point.

4, [domibus-red] Steps "waitConditional", "checklfMessagelsAvailable" and
"waitUntilMessageArrives" are looping and waiting for the message to arrive at the receiving
Access Point.

5. [domibus-red] In the background, the Access Point that is running at remoteUrl will receive
the message that is sent in step 2. Upon reception, the message will be stored in the
database of the Access Point. Afterwards, the message is available via the
"listPendingMessages" and "downloadMessage" Web Service operations exposed by the
Access Point. If the "downloadMessage" operation succeeds, the Access Point will delete the
message from the database (assuming that the retention parameters are set according to the
sample configuration from the Quick Start Guide).

6. [domibus-blue] Step "getMessageStatus" calls the "getMessageStatus" operation at the
sending Access Point. If the message is correctly received and acknowledged by the receiving
Access Point, the operation will return the value "ACKNOWLEDGED".

7. [domibus-blue] Step "getMessageErrors" calls the "getMessageErrors" operation at the
sending Access Point. If the message is correctly received and acknowledged by the receiving
Access Point, the operation will return a response where the "getMessageErrorsResponse"
element is empty.

8. [domibus-red] Step "downloadMessage" submits a download request to the Web Service
plugin of the receiving Access Point that is located at remoteUrl. The input of the operation is
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the MessagelD stored in step 3. The output of the operation is a response containing the
contents of the message sent and additional information such as the message timestamp.

9. [domibus-red] Step "sendResponse", submits a message to the Access Point that is located at
localUrl. The message contains an XML message according to the sample PMode
configuration files as defined in the Quick Start Guide ("businessContentPayload"). Its
MimeType must be set to "text/xml". The "businessContentAttachment" is optional and can
contain any type of binary attachment. Regardless of the specific type of attachment used, its
content type must be set to "application/octet-stream". In this specific test step, the
Attachment is not present. To modify the Payload or Attachment, refer to chapter 2.1.2
"Attachment alternatives". The response from the Web Service plugin contains the message
ID of the AS4 message that will be exchanged between the sending and receiving Access
Points.

10. [domibus-red] In the background, the Access Point running at remoteUrl will use the
message from step 9 as input to construct an AS4 message and send it to the Access Point
that is running at localUrl.

To run this test scenario, open the "demo" test case and click the green "play" button. Each test step
will be executed and a green progress bar will indicate the successful completion of the test steps.

= + Business Scenario

AS4 Access Point [ O e @U O
=l AS4_test_guide

%= BackendService_1_1SoapBinding _

@@ Web Service Submission

[+ Business Scenario [ TestSteps I/ Test On Demand |

[Z-EZ Test Steps (12) e
-FH sendRequest HEHHE=>
= ParameterTransfer FH sendRequest
== RequestParameters (2) & ParameterTransfer
=Z ResponseParameters (1)
© waitConditional [1000] || __
B checkifMessagelsAvailab == ResponseParameters (1)
- waitUntilMessageArrives © waitConditional [1000]

MNavigator

== RequestParameters (2)

M getStatus B checklfMessagelsAvailable %
g getErrors <4 waitUntilMessageArrives
listPendingMessages
etStat:
[B downloadMessage B gesatattts
[ sendResponse i getErrors
© Load Tests (0) [&e) listPendingMessages
@ Security Tests (0) F downloadMessage

#-« Attachment alternatives
@@ JMS Submission
=
=

‘@@ Load Test

E sendResponse

Figure 4 — Running the business scenario
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2.1.2. Attachment alternatives

The sample PMode configuration files as defined in the Quick Start Guide define two payloads:

e A mandatory "businessContentPayload" (cid:message) for which the MimeType must be set
to "text/xml".

e An optional "businessContentAttachment" (cid:attachment) for which the MimeType must
be set to "application/octet-stream".

The test case "Attachment alternatives" contains different test steps with alternative options for
submitting a message to the default Web Service plugin.

1. Test step "message in payload" contains an XML message which is base64 encoded inside the
Soap Body of the request to the Web Service plugin.

2. Test step "message as attachment" contains an XML message which is added as an
attachment in the request message of SoapUl. SoapUl will base64 encode the message and
include it in the Soap Body of the request to the Web Service plugin.

3. Test step "message as mtom" contains an XML message which is added as an attachment in
the request message of SoapUl. Since the TestRequest Properties "Enable MTOM" and
"Force MTOM" are enabled, SoapUl will send the message as a multipart MIME message and
include the XML in a separate MIME part of the request to the Web Service plugin.

4. Test step "optional attachment in payload" adds an optional attachment in addition to the
XML message. The attachment is base64 encoded inside the Soap Body of the request to the
Web Service plugin.

5. Test step "optional attachment as attachment" adds an optional attachment in addition to
the XML message. The attachment is added as an attachment in the request message of
SoapUl. SoapUl will base64 encode the message and include it in the Soap Body of the
request to the Web Service plugin.

6. Test step "optional attachment as mtom" adds an optional attachment in addition to the
XML message. The attachment is added as an attachment in the request message of SoapUlI.
Since the TestRequest Properties "Enable MTOM" and "Force MTOM" are enabled SoapUl
will send the message as a multipart MIME message and include the attachment in a
separate MIME part of the request to the Web Service plugin.

To visualise the raw message that SoapUl sends, click on the tab "Raw" after submitting the
message.
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H optional attachment as mtom

+ 2 O [S(#Proiect#locaIUrI}/domibus/services/backend

S‘ POST http://localhost:8080/domibus/services/backend HTTP/1.1 e :
> | Accept-Enceding: gzip, deflate
2
®
-4

DY WTIRY

Content-Type: multipart/related; type="application/xop+xml"; start="<rootpart@scapui.org>"; start-info="application/soap+xml"; acticn=""; bound.
MIME-Version: 1.0 d
Content-Length: 30885

Host: localhost:8080

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

|Theactualcontentofthe last submi 'requestl

------ =_Part_0_1720824665.1462955427038

Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml"; action="sendMessage"
Content-Transfer-Encoding: 8bit

Content-ID: <rootpart@soapui.org>

<soap:Envelope xmins:soap="http://www.w3.0rg/2003/05/s0ap-envelope” xmlIns:ns="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/20
<soap:Header>
<ns:Messaging>
<ns:UserMessage>
<ns:Partylnfo>
<ns:From>
<ns:Partyld type="urn:oasis:names:tc:ebcore:partyid-typ gi d">domibus-blue</ns:Partyld>
<ns:Role> http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</ns:Role>
</ns:From>
<nsiTo>
<ns:Partyld type="urn:oasis:names:tc:ebcore:partyid-type:unregistered"> domibus-red</ns:Partyld>
<ns:Rolex http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</ns:Role>
</ns:To>
</ns:Partylnfo>

Figure 5 — Visualising the raw message that SoapUI sends.

2.2. JMS Submission

The default JMS plugin provides an alternative way to submit messages to a sending Access Point.
Instead of performing a Web Service request, users can post a message to a JMS queue on the
sending Access Point. The sending Access Point will read the message from its queue, construct an
AS4 message and send it to the receiving Access Point where it will be available for download.

The test step sendMessage in the JMS Scenario test suite contains a groovy script to post a message
to the JMS queue of the sending Access Point.

The script assumes that the configuration of the sending Access Point is done according to the
instructions in the Quick Start Guide. If custom settings are used, the variables in the script need to
be updated.

Upon running the script, the message is posted to the JMS queue of the sending Access Point. If the
script executes successfully, a log message "message sent" will be written to the script Log Output
panel in SoapUl. Contrary to the Web Service plugin, the JMS plugin does not return the message ID
that will be used for constructing the AS4 message which is sent to the receiving Access Point.
However, optionally, the message ID can be set in the JMS message and in this case the sending
Access Point will use this message ID (if it is not a duplicate message ID which has been used before).
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# sendMessage
AS4 Access Point

=0 AS4_test_guide

import org.apache.activemy.ActiveMOConnectionFactory;
import javax.jms.*;
import javax.naming.NamingException;

%% BackendService_1_1S0apBinding
E] -

Web Service Submission
B+ Business Scenario

(destination);

@ Security Tests (0)

producer. setDeliveryMode (DeliveryMode . NON_PERSISTENT); |
w Load Test = session. 0;
_setStri ty("messageType”, "submitMessage”

messageMap.setStringProperty(“service”, "bdx:noprocess”);

messageMap.setStringProperty(“serviceType”, "tcl

messageMap. setStringProperty(“action”, "IClLegl”
messageMap. setStringProperty ("fromParcyld”,
messageMap.setStringProperty(
messageMap. setStringProperty ("t
messageMap.setStringProperty ("t

Vi
"domibus-blue”) ;
cmPartyType”,

oPartyld”, “domibus-red”
oPartyType”,

y("fromRole"”
messageMap. setStringProperty (s

.setStri

setStri

ole”,

ty("originalSender”, "urn:oasis:name

.setStri

ipient”, "urn:

messageMap.setStringProperty("protocol”, "AS4");

4
-+ Attachment alternatives 5 i i v ionFactory = new ActiveMOC tionFactory("tep://1o
2 JMS Submission Connection connection = null;
=+ JMS Scenario 7 MessageProducer producer = null;
22 Test Steps (1) 8 on = i y.createC: omibus”, "changeit®);
* sendege Session session = connection.createSession Session.AUTO_ACKNOWLEDGE
i @ Load Tests (0) Destination destination = session. teQu "domibus.backend. jms.inCueue”);

s.0asis-open.org/ebxml-msg/ebms/v3.0/ns/cox
_casis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder

c:ebcore:partyid-type:unregistered:C1"
casis:names:tc:ebcore:partyid-type:unregistered:C4"

lhost:61616");

//username and password of the default JMS broker

"urn:casis:nemes:tc:ebcore:partyid-type:unregistered”);

"urn:oasis:names:tc:ebcore:partyid-type:unregistered”);

00704/initia:

Figure 6 — Sending a JMS message
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2.3. Load Test

The Web Service LoadTest will send a number of messages in parallel to the Web Service interface of
the sending Access Point.

In the default configuration of the LoadTest, the same small message is being sent 100 times in 3
parallel threads using a simple load testing strategy. This LoadTest can be updated to send other or
larger messages and to use different settings based on specific needs. To update the attachments of
the load test, follow the guidelines described in 2.1.2 "Attachment alternatives".

The LoadTest will complete successfully if all the messages are successfully submitted to the Web
Service plugin of the Sending Access point. However, this does not mean that all messages will be
transferred successfully between the sending and the receiving Access Points. The latter can be
verified in the message log of the Administration Console of both the sending and receiving Access
Points.

@ Web Service LoadTes
X EERX 1 Limit: [ 1001 (TowiRuns __~) [N
Threads: Strategy Test Delay [ 1000| Random ‘ 0.5|
| Test Step ‘ min ' max | avg ] last ‘ cnt ‘ tps | bytes | bps ‘ err ‘ rat |B
sendMessage 39 145 7361 101 100 368 48500 1785 0 0|4
TestCase: 39 145 7361 101 100 368 48500 1785 0 0
=]
+ x & (?)
Online Help
j Name ‘ Step Details
B Step Status - Any - testStep: - Any -, minRequests: 0, maxErrors: -1
i3 Max Errors - Any - testStep: - Any -, maxAbsoluteErrors: 0, maxRelativeError...
LoadTest Log |LoadTest Assertions| Setup Script TearDown Script

Figure 7 — Executing a load test
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3. VERIFYING THE MESSAGE STATUS IN THE ADMINISTRATION
CONSOLE

The status of messages that are sent or received can be verified in the administration console. Both
administration consoles of the sending and receiving Access Point can be used for this purpose. Upon
sending a message to the Web Service plugin, the synchronous response contains the message ID of
the AS4 message that will be exchanged between the sending and receiving Access Points. This
"messagelD" can be used to verify the status of the message in the sending and receiving Access
Points.

As an example, the figure below shows that the message with ID "f13956c2-bf0b-4027-b456-
cd7b7cc49a79@domibus.eu” has the status "ACKNOWLEDGED" on the sending Access Point. This
indicates that the message has been received successfully received and acknowledged from the
receiving Access Point.

As another example, the same figure below shows that the message with ID "1d8b7078-976d-445a-
971d-c339a87ec9ea@domibus.eu" has the status "RECEIVED" on the receiving Access Point. This
indicates that the message has been successfully sent from the other Access Point to this Access
Point.

Domibus - Messages Log: « = oy

Home eLlog MessageFilter Errorlog Update PMode Logout

Domibus - Messages Log:

Filter:
Messageld MessageStatus: - NotificationStatus + MshRole ~ MessageType:
Received:

From: To: Search

\ NextAttempt |\
2016-05-04 18:00:24.0
2016-05-04 17:56:19.0/

\ MessageStatus | NotificationStatus |  MshRole |  MessageType \ Deleted |
3ee8ed49239 @ domibus en | WAITING_FOR_RETRY [NOT_REQUIRED SENDING |USER_MESSAGE
1£71@domibus eu_|SEND_FAILURE NOT_REQUIRED SENDING  |USER_MESSAGE _|2016-05-04 17:5621.0
s @domibus eu |[RECEIVED RECEIVING _|USER_MESSAGE
£13956¢2-bf0b-4027-b436-cd TbTcc49a79@domibus eu I\CKNOWLEDGED |NOT_REQUIRED [SENDING _|USER_MESSAGE_[2016.05-04 17:5034.0
O0ceSfec-5fel 4b39-adbe 4bdd2573c6a8 @domibus cu_|ACKNOWLEDGED | NOT_REQUIRED SENDING  |USER_MESSAGE _|2016-05-04 17:5026.0[2¢
s.eu [ACKNOWLEDGED |NOT_REQUIRED SENDING  |USER_MESSAGE _|2016-05-04 17:49:21.0| 2
s.cu [ACKNOWLEDGED | NOT_REQUIRED SENDING |USER_MESSAGE 5
ACKNOWLEDGED __|NOT_REQUIRED SENDING |USER_MESSAGE |2
ACKNOWLEDGED __|NOT_REQUIRED |SENDING _|USER MESSAGE |2
s [ACKNOWLEDGED  [NOT_REQUIRED |SENDING  [USER MESSAGE _|2016-05-04 14:28:41 0[2016.05-04 14:28:020[0

2016-05-04 14:28:02.0/

Figure 8 — Verifying the message status in the administration console.

If a message cannot be sent because for example the other Access Point is not available, then the
administration console on the sending Access Point will indicate that the message is in state
"SEND_FAILURE" once the number of "SendAttempts" has reached the value in
"SendAttemptsMax". Note that with the current component configuration, the message sender is
not notified in any other way of the message failure (since the "sendMessage" operation
synchronously returned an HTTP 200 OK with the "messagelD"). In the figure above, the message
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with ID "1d8b7078-976d-445a-971d-c339a87ec9ea@domibus.eu” has the status "SEND_FAILURE"
on the sending Access Point.

While the retrial policy is active and a message is being resent, its status will be
"WAITING_FOR_RETRY" and the "NextAttempt" value will define the time when the next retry
attempt will be made. In the figure above, the message with ID " e30a5074-b320-4782-9688-
63ee8e449a39@domibus.eu” has the status "WAITING_FOR_RETRY" on the sending Access Point.
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4. CONTACT INFORMATION

CEF Support Team
By email: CEF-EDELIVERY-SUPPORT@ec.europa.eu
By phone: +32 2 299 09 09
« Standard Service: 8am to 6pm (Normal EC working Days)
« Standby Service*: 6pm to 8am (Commission and Public Holidays, Weekends)

* Only for critical and urgent incidents and only by phone
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