EUROPEAN COMMISSION

* X

R DIGIT
Connecting Europe Facility

Domibus 4.1

Quick Start Guide

© European Union, 2019

Reuse of thisdocumentis authorised provided the source is acknowledged. The Commission's
reuse policyisimplemented by Commission Decision 2011/833/EU of 12 December 2011 on the
reuse of Commission documents.

Date:30/09/2019



Document Approver(s):

Approver Name

Role

FERIAL Adrien

Project Manager

Document Reviewers:

Reviewer Name

Role

Amar DEEP

CEF Support Office

FERIAL Adrien

Technical Office

DRAGUSANU loana

Developer

AEBY Caroline and Chaouki BERRAH

Technical Writers

Summary of Changes:

Version |Date Created by Short Description of Changes

VO.1 15/09 Cedric EDELMAN Initia.l version based onthe QSG of
Domibus3.1.1

V1.0 15/09 Adrien FERIAL Update for Domibus 3.2

V1.1 23/06/2017 Tiago MIGUEL, C. BACIU (Update for Domibus 3.3-RC1

V1.2 27/07/2017 Chaouki BERRAH Script name change

V1.3 13/09/2017 Chaouki BERRAH Update for Domibus 3.3 FR

V1.4 18/09/2017 Chaouki BERRAH Version numberDomibusrelease=>'X.Y.Z'.

V1.5 19/09/2017 Chaouki BERRAH Tomcat DB config. Pmode updated.

V16 03/10/2017 EE:;'LT(? BAEEISI:AH Cosmin’s comments taken into account.

V1.7 09/10/2017 CEF Support List of reviewers updated.

V1.8 28/11/2017 CEF Support Domibus 3.3.1: admin console changes
(lockout policy +JMS Monitoring).

V1.9 13/12/2017 Chaouki BERRAH @localhost added in MYSQL statement

V2.0 21/12/2017 CEF Support Corrected some inconsistencies

V2.1 08/03/2018 Chaouki BERRAH Update for Version 3.3.2 + deletion scripts

V2.2 20/03/2018 CEF Support Reuse notice added

V2.3 20/06/2018 CEF Support Update for Domibusversion 3.3.4

V2.4 23/07/2018 Chaouki BERRAH Update for Domibusversion 4.0-RC1

V2.5 26/07/2018 Chaouki BERRAH PMODE updated

V2.6 20/08/2018 C. BACIU/C. COMANICI |Updatesfor 4.0 FR

2.7 26/09/2018 Caroline AEBY Contact information update

2.8 02/10/2018 Chaouki BERRAH Prerequisites changes

2.9 04/12/2018 Caroline AEBY 4.0.1 updates

3.0 11/02/2019 Caroline AEBY 4.0.2 updates

3.1 19/03/2019 Chaouki BERRAH Tomcat version change/ Wildfly 9removed
+4.1-RC1 udpated

3.2 15/07/2019 Caroline AEBY 4.1-RC1=>4.1

Quick Start Guide — Domibus 4.1

Page 2/ 36




3.21 27/09/2019 Caroline AEBY Update supported version of DBand

servers
3.2.2 30/09/2019 Caroline AEBY Weblogicsupportversion updated
CONTENTS
INTRODUCGCTION.....cciuiiiiieniieiieniianieiianiisiissiisssiossisetssessstasessssssssssssosstassssssssssssssssssssssnssasssnnes 4
PURPOSE OF THIS GUIDE .......cccituiiiuuiiimeirenssieniimnessresssisnssresssssssssrsssrsssssssssssnesssasssrssssssssssasssns 5
PREREQUISITES ....iuiiiuiiieiineiiniiniiiniiiiioiiieiissiiseiissiaiernissessaisrssssssssestosstossssssssssssssssssnssasssasssnnss 7
CONFIGURE YOUR ENVIRONMENT.....cccctttiiuiiniciniiiniieesiaicisissesiessiossiossssssssssssssasssssssssssnssssssanes 8
1.1, POACKQEE OVEIVIEW ..veveiviiiiiiiiiiitiiieietetetaii s e e e e e e e e e as 8
1.1.1. Domibus-distribution-X.Y.Z-tomcat-full.zip..........cooiiiiiiiiiie e 8
1.1.2. Domibus-distribution-X.Y.Z-sample-configuration-and-testing.zip .........ccccceeeeevieerinnnnnn.. 10
1.2. Tomcat Standalone ACCESS POINT......ccuuuuuiiiiiiiiiiiiiiiie et e e e e e e e e ene e e 10
B I L 19
DETAUIT PIUGINS ..ot e e e ettt e e e e e e e e et e e e eeeeeeaabta e eeeeeaasraaaeeaas 19
ANNEX 1: PARAMETERS.....ccccttiiiuiiiniiieiiiiiniiiieeiieiisiscimiimiisisirmsisstsstsssnssssssssasssnns 20
ANNEX 2: FIREWALL SETTINGS......ccciitiiiiiiniiiiieiieieiiieiisiinieisiiisiiessiosiesiesstasssasssasessssssssanss 21
ANNEX 3: PROCESSING IMODE ........ccccottiiiiiiiiiiiiniiiieniniiinimenisisisisisesesisesessssssssssssssssssssssssssssess 24
ANNEX 4: DOMIBUS PCONF TO EBMS3 PMODE MAPPING ......ccccituiiimeiiinnniiencreenciensrensssnnnes 28
ANNEX 5: INTRODUCTION TO AS4 SECURITY ..cuiiuiieniieniieiiniciniiiniiecisicisiissiisesississsissssssssssans 34
CONTACT INFORMATION......ciiiiiiiiiiiiininininininissensssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 36

Quick Start Guide — Domibus 4.1 Page 3/ 36



INTRODUCTION

The CEF eDelivery Access Point (AP) Domibus implements a standardised message exchange protocol that
ensuresinteroperable, secureand reliable data exchange.

Domibusisthe Open Source project of the AS4 Access Point maintained by the European Commission.

The current release of Domibus supports Tomcat, Weblogic and WildFly and contains the following
archives, where X.Y.Zrefersto the version numberrelease (e.g.: X.Y.Z=4.1):

domibus-distribution-X.Y.Z-tomcat-full.zip containing the full Tomcat distribution. Default Web
Service pluginisalsoincluded inthis archive and deployed as the default plugin.
domibus-distribution-X.Y.Z-tomcat-war.zip containing the Domibus war for Tomcat.
domibus-distribution-X.Y.Z-tomcat-configuration.zip containing the Domibus configuration files
for Tomcat.

domibus-distribution-X.Y.Z-weblogic-war.zip containing the Domibus war for WebLogic.
domibus-distribution-X.Y.Z-weblogic-configuration.zip containing the Domibus configuration files
for WebLogic.

domibus-distribution-X.Y.Z-wildfly12-full.zip containing the full WildFly distribution. Default Web
Service pluginisalsoincluded in this archive and deployed as the default plugin.
domibus-distribution-X.Y.Z-wildflyl2-war.zip containing the Domibus war for WildFly.
domibus-distribution-X.Y.Z-wildfly12-configuration.zip containing the Domibus configurationfiles
for Wildfly 12.

domibus-distribution-X.Y.Z-sample-configuration-and-testing.zip containing a sample of
certificates, PMode configuration files and test SoapUl project.
domibus-distribution-X.Y.Z-sql-scripts.zip containing SQL scripts (full and migration) for the
creation and manipulation of the database schema as well as deletion scripts for MySQL and
Oracle. With the deletion scripts, users can delete information relevant to a message sent or
received during a predefined period.

domibus-distribution-X.Y.Z-default-jms-plugin.zip containing the binaries and configuration file for
the JMS plugin.

domibus-distribution-X.Y.Z-default-ws-plugin.zip containing the binaries and configuration file for
the Web Service plugin.

domibus-distribution-X.Y.Z-default-fs-plugin.zip containing the binaries and configuration file for
the File System plugin.
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PURPOSE OF THIS GUIDE

Thisrelease contains the AS4 Access Point of the CEF eDelivery Digital Service Infrastructure (DSI). For more
information aboutthisrelease, please refer to CEF Digital.

Thisrelease of the CEF eDelivery Access Pointis the result of significant collaborationamong different EU
policy projects, IT delivery teams and the CEF eDelivery DSI. Nevertheless, this eDelivery release is fully
reusable by any other policy domain of the EU.

Thisrelease supports:
- Tomcat 8.5.x *

- Weblogic12.1.3 and 12.2.1.3 *
- Wildfly12*
- Oraclel2g *
- MySQL5.6 *

* Versiontested, future versions might work
In this guide, we are covering Tomcat/MySQL configuration.

If you wantto install Domibus on Wildfly or Weblogic orif you want to have more information on Domibus
configurationin general, pleaseread the Administration Guide available on the release page of Domibus.

This Document has been designed as a guide forthe deployment of Domibusin Static Discovery mode. For
DynamicDiscovery, please referto the full Administration guide.

Remark:

PostgreSQL is not officially supported.
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In other words, we will guide you to setup two Tomcat standalone Access Points, deployed on different
machines, to exchange B2B documents securely over AS4 by:

. Deploying and configuring both Access Points (blue and red)
. Configuring processing mode files for both AS4 Access Points
o Using the provided AS4 Access Points certificates
. Setup the Access Points blue and red for running test cases (see Testing section)
Gateway “Diue ‘ Gateway "“red
"{j"\' ¢_7,7‘1‘~./

Apphcaton Server

NTTP NITP

Internet Or Intranet

Figure 1 - Installation on two different machines

Remarks:
o Thesame procedure can be extended to a third (or more) Access Point.

o  Thisguide does not cover the preliminary network configuration allowing communication between
separate networks (i.e. Proxy setup).
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PREREQUISITES

e Javaruntime environment (JRE), version 8:
http://www.oracle.com/technetwork/java/javase/downloads/index.html

e One of the supported Database Management Systems :
o MysQL5.6*
o Oraclel2g *
* Version tested, future versions might work

Please installthe above software onyour host machine. For furtherinformation and installation details, we
kindly advise you to referto the manufacturers' websites.
Remark:

e Please ensurethat environmentvariable JAVA_HOME is set to JRE but also that the paths for JRE
and MySQL are set to their respective bin directory.
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CONFIGURE YOUR ENVIRONMENT

1.1. Package Overview

1.1.1. Domibus-distribution-X.Y.Z-tomcat-full.zip

Download the Domibus X.Y.Z distribution from CEF Digital:

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus

This package has the followingstructure:

Marne Size
. domibus 69132135
| sgl-scripts 120952
|| changelog.bd 9 968
| |upgrade-info.td 36934

Figure 2 - Package content

e <CEF-eDelivery path>/domibus/bin contains the executable batch file (Windows) and shell script
(Linux) which are required to launch the Access Point.

e <CEF-eDelivery path>/sql-scripts contains the required application SQL code that needs to be
executed on the MySQL database (and scripts for Oracle DB).

Remark:
<CEF-eDelivery path> is the location where you extracted the downloaded package.
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e <CEF-eDelivery path>/domibus contains:

Size

768 519

358 824

7335433

0

ternp 0
webapps 60 586 207
|| LICEMSE 58 068
| | MOTICE 1489
| | RELEASE-MOTES 6913
[ RUMMNING. et 16 682

Figure 3 - eDelivery path/domibus content

o conffolderwhere you will find the configuration files (.xmlused to administer your Tomcat and
the default domibus configurationfiles)

o logsfolderwhere the logs are stored

o webapps folderwhere the WARfiles are stored

Mame Size

60 586 207

Figure 4 - Domibus WAR file

e <CEF-eDelivery path>/domibus/conf/domibus contains domibus configuration files:

Marne Size
interal 9895
plugins 113241
pelicies 17 634

|_|domibus.properties 6318

|Z| legback.xml 511

Figure 5 - Domibus configurationfiles
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1.1.2. Domibus-distribution-X.Y.Z-sample-configuration-and-testing.zip

Download the Domibus X.Y.Z configuration files sample from CEF Digital site:

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus

This package has the following structure and contains pre-configured files for Domibus:

Mame Size
conf 16 602
test 200852

Figure 6 - Pre-configured files for Domibus

e <CEF-eDelivery path>/test contains a SOAP Ul test project.

e <CEF-eDelivery path>/domibus/conf/pmodes contains two AS4 processing modes xml files (one for
blue and otherfor red Access Point) pre-configured to use compression, payload encryption, message
signing and non-repudiation, accordingto the eDelivery AS4 profile.

e <CEF-eDelivery path>/domibus/conf/domibus/keystores contains a keystore (with the private keys of
Access Point blue and Access Point red) and a truststore (with the publickeys of Access Point blue and
Access Point red) that can be used by both Access Points. Note thatthe keystore contains the private
keys of both Access Points blue and red. This setup is not secured and is only proposed for
convenience purpose. In production, the private key is only known by one participant and only
deployedin his keystore. For this test release, each Access Point uses self-signed certificates. Please
referto Annex5for more information about AS4security.

Remark:

The /conf folder in the sample archive should be unzipped in <CEF-eDelivery path>/domibus that
already exists by merging it with its content.

1.2. Tomcat Standalone Access Point

As described inthe purpose of this guide, we need to configure two Access Pointsrunningontwo separate
machines. Therefore, the procedure belowwould need to be applied on both machines Hostname "blue"”
(<blue_hostname>:8080) and Hostname "red" (<red_hostname>:8080).

1. Unzipthe archives:

a. Unzip domibus-distribution-X.Y.Z-tomcat-full.zip to alocation on your physical machine,
which will be referred inthisdocument as your
< CEF-eDelivery path >.

b. The /conf folderin the domibus-distribution-X.Y.Z-sample-configuration-and-testing.zip
should be unzippedinto <CEF-eDelivery path>/domibus.
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2. Prepare the MySQL database (you will need admin rights or elevation to perform some of these
operations):

a. Openacommand promptand navigate tothisdirectory:
<CEF-eDelivery path>/sql-scripts.

b. Execute the followingcommandsinthe command prompt:

mysql -h Localhost -u root --password=<root_password> -e "drop schema if exists
domibus;create schema domibus;alter database domibus charset=utf8
collate=utf8 bin; create user edelivery@localhost identified by
‘edelivery';grant all on domibus.* to edelivery@localhost;"

This creates a schemanamed domibus and the user named edelivery havingall the privileges on the
domibus schema.

Remarks:
Make sure to replace <root_password>with the actual password foryour root user.

Be careful: if you wantto change the name of the domibus schema or the edelivery user or password,
make sure to update the information in all the highlighted places.

mysql -v -h localhost -u root --password=<root_password> domibus < mysql5innoDb-
X.Y.Z.ddl

This creates the required tablesin domibus schema.

mysql -v -h localhost -u root --password=<root_password> domibus < mysql5innoDb-
X.Y.Z-data.ddl

This createsthe required datainthe tablesin domibus schema.

Remarks:

Make sure to replace <root_password>with the actual password foryourroot userand X.Y.Z with
the version you are installing.

Remarks:
Ifyou are using Windows, make sure to have mysql.exe added to your PATHvariable.

Ifyou are using a different schema, please adapt your commands and also adapt the following
database properties from the property file /conf/domibus/domibus.properties file:

A Database --------=--cccc e eme o
#Database server name
domibus .database.serverName=_Localhost

#Database port
domibus.database.port=3306

#Domibus schema. If Domibus is configured in Multitenancy mode this property 1is used
to define the schema for the default domain.
domibus .database .schema=<domibus_schema_name>
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#XA properties
domibus.datasource. xa.property.user=edelivery user
domibus.datasource. xa.property.password=edelivery_password

domibus.datasource.user=edelivery user
domibus.datasource. password=edelivery_password

c. Add the MySQL JDBC driver (.jar file available on MySQL official web site) in the folder
/domibus/lib.

d. Todo so, update the default properties of my.ini (Windows) or my.cnf (Linux):

= Enter "services.msc" onthe Start menusearch box.

Find MySQL service under Name column, forexample, MySQL56.

Rightclickon MySQL service, and select Properties menu.

Look for"Path To Executable" under Generaltab:thisiswhere the .inifile is.

For instance, "C:\Program Files (x86)\MySQL\MySQL Server 5.6\bin\mysqld.exe" --
defaults-file="C:\ProgramData\MySQL\MySQL Server5.6\my.ini" MYSQL56

= Modify the following properties to the mentioned values:

44 3

= max_allowed_packet property =512M
= innodb_log file_size property =5120M

= Restart MySQL service (Windows):

MSSQLServerADHelper 100 SQL Active...  Stopped N/A
i MySOLS6 2708 MySOLS6 Running N/A
napagent Network A...  Stopped NetworkSe...
MySQLservice

3. SetJVM parameters

Domibus expects asingle environment variable domibus.config.location, pointing towards the <CEF-
eDelivery path>/domibus/conf/domibus folder.

You can do this by editing the first command lines of <CEF-eDelivery path>\domibus\bin\setenv.bat
(Windows) or <CEF-eDelivery path>/domibus/bin/setenv.sh (Linux). Set CATALINA_HOME equal to the
absolute path of the installation <CEF-eDelivery path>/domibus

o ForWindows: edit <CEF-eDelivery path>/domibus/bin/setenv.bat by addingthe following
linesright afterthe comments fromthe beginning of the file:

set CATALINA HOME=<CEF -eDelivery path>

set JAVA OPTS=%JAVA_OPTS% -Dfile.encoding=UTF-8 -Xms128m -Xmx1024m -XX:PermSize=64m -
XX:MaxPermSize=256m

set JAVA OPTS=%JAVA_OPTS% -Ddomibus.config.location=%CATALINA_HOME%\conf\domibus
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o ForLinux/Unix: edit <CEF-eDelivery path>/domibus/bin/setenv.sh by adding the following
linesright afterthe commentsfrom the beginning of the file:

export CATALINA_HOME=<CEF-eDelivery path>

export JAVA OPTS=$JAVA_OPTS -Dfile.encoding=UTF-8 -Xms128m -Xmx1024m -
XX:MaxPermSize=256m

export JAVA OPTS="$JAVA OPTS -Ddomibus.config.location=$CATALINA_HOME/conf/domibus"
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4. You can now start the Tomcat standalone Access Point on your computer.

Execute:

o ForWindows:

cd <CEF-eDelivery path>/domibus/bin
startup.bat

o ForLinux/Unix:

cd <CEF-eDelivery path>/domibus/bin
./startup.sh

Expected result:

£ Tomeat (S| E |-

logging for this logger For a complete list of JARs that were scanned but no TLDJR
5 were found in them. Skipping unneeded JARs during scanning can improve startup
time and JEP compilation time.

Apr B5,. 2816 11:12:23 AH ory. "ache.c-;rnlm-:-.:ta tup.Hos ! I
INFO: Deployment of web application directol Ca 11 z‘u\ﬂunﬂﬁ & -distrih
1tion=-3.2 toncat—FullWEB~domibus webappsshost-manager has Finished in 433 ms

2016 11:12:23 AM org.apache. tata]'i.na.-r-l:a.l*tl.l].l-Hr.ns‘t"'uni:'i'-! deployDirectory
Deploying h application l.'ll]"F Local~eDeliverysdomih distributio
tomcat WEB~domibus e F ey
Apr B5,. 2816 11:1 o z he servilet.TldScanner scan 5
INFO: At least one JAR 2 pjet contained no TLDs. Enable debug [
logging for thisz logg l'ul"‘ a rnnplPtP list of JARs that were scanned but no TLDE
s were found in them. ipping unneeded JARs during scanning can improve startup
time and JSP compilation time.
pr B5. 2016 11:12:23 AN org.apache.catalina.s *tup.HostConf iy rlL[.llU"DlIFLT.L'It"'
() D‘l ulu yment of web application irector ocal~eDeliverysdoni
tnrur'ﬁt hlllHFP\dnnlh swwebappssmanager 5 F1n1.}|rrl in 32

Apae Ei"'- 2L11E|- i1: lz".:.&‘j Hl“'l Ut‘g. oyote.AbstractProtocol staprt
INFO: &t arting l"'ru colHandler lep nio-8089"]
23 j.apache .catalina.startup.Catalina stapt
erver "tar-l'up in 28268 ns

Figure 7 - Tomcat Access Point up and running

Remark:
If the application server does not start properly, more details about the encountered errors can be
found in the log files. Referto <CEF-eDelivery path>/domibus/logs/.

5. Oncethe applicationserverisstarted, you can ensure that this serveris operational by displaying
the administration console (http://localhost:8080/domibus) in your browser as below:
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http://localhost:8080/domibus/home

Domibus
Administration
Console

E Messages

= Message Filter
n Error Log

B Pvode

] JMS Monitoring

O=r Truststore Password *

E Login

Figure 8 - Domibus administration page
Remarks:

o Toallow the remote application to send a message to this machine, you would need to create a
dedicated rule (to allow this port) from yourlocal firewall ( cf. annex "Firewall Settings").

o Ifyouintend toinstall both Access Points on the same server, you will need to change the ports of
the red Access Point and also to create a new database schema, update the domibus.properties file
and change the ActiveMQ ports before starting the server to avoid conflicts.

6. Upload PModes

Edit the two PMode files <CEF-eDelivery path>/domibus/conf/domibus/pmodes/domibus-gw-sample-
pmode-blue.xml and domibus-gw-sample-pmode-red.xml, and replace <blue hostname> and

<red_hostname>with theirreal hostnamesor|Ps:

<party name="red gw"

endpoint="http://<red hostname>:8080/domibus/services/msh">

<identifier partyId="domibus-red" partyIdType="partyTypeUrn" />
</party>
<party name="blue gw"

endpoint="http://<blue hostname>:8080/domibus/services/msh">

<identifier partyId="domibus-blue" partyIdType="partyTypeUrn"/>

</party>

Figure 9 - PMode view
For more details about the provided PMode, please see Annex3.

Upload the PMode file on both Access Points:
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a. TouploadaPMode XML file, connectto the administration console usingyourcredentials (by
default: login =admin; password = 123456) to http://localhost:8080/domibus:

Domibus
Administration
Console

E Messages

= Message Filter
n Error Log

B Prode

[ UMS Monitoring

O Truststore

Password *

E Login

Figure 10 - Login to the administration console

b. Clickon the PMode menu, then on the XML tab and finally on the Upload button:

Domibus
Administration
Console

B tessages

SDWI

Figure 11 - PMode update

c. A popupwindow appearswhere you need to selectthe PModefile:
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PModes Upload

Upload Cancel

Figure 12 - PMode selectfile

d. Select your PMode file from "< CEF-eDelivery path >domibus/conf/domibus/pmodes/" and
click on the Upload button:

PModes Upload

P

Organize = New folder =~ 0 @
B Favortes “ Neme - Diste moddied Type
B Deskiop H = dummibus-gu-sarple-priode- blue i /052017 1431 KWL Dacs
|2 domibus-gu-sample-pmode:red.ami

v

File mame: demis-go-somple-pmode.red. = (3L Document =]
(o ]

Figure 13 - PMode uploadingfile

e. Whenthe operationissuccessful you will get the following window:
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PMode file has been sucoessfilly uploaded

Domibus
Administration
Console

B Messages

T Messaga Fiter
B Eror Log

B Phicde

0 s mMonitoring.

O Truststore.

Upload  Download

- CeF Digaal
Connecting Eurape

Figure 14 - PMode upload success

Remark:

o Every time a PMode s updated, the truststoreis also refreshed from the file system.

Now your Tomcat Access Points are running and ready to send or receive messages.
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TESTING

As explainedinthe Release Notes document and to facilitate testing, we have developed a Reference Web
Service endpointtoillustrate how participants can connectand interact with the AS4 Access Point to send
messages.

In addition, itis possibleforthe backendsto download received messages from their AccessPoint using a
request (downloadMessage) defined in the same WSDL (check the 'Interface Control Document' for the
Default WS Pluginin the Single Web Portal for more details onthe WSDL).

Please referto the Test Guide for more detail regarding the Testing with aSoapUI Project.

Default plugins

Domibus provides three default plugins for sending and receiving/downloading messages via Domibus, a
Web Service plugin, aJMS plugin and a File System plugin.

The Web Service pluginis deployed by default with the tomcat-full distribution.

The DefaultJMS pluginis provided inadifferentarchive, domibus-distribution-X.Y.Z-default-jms-plugin.zip
including the binaries (domibus-default-jms-plugin-X.Y.Z.jar) and the configuration files (jms-plugin.xml
and jms-business-defaults.properties).

Mame Size
config 19954
lib 20 798

To use the JMS plugin copy the configuration files mentioned above (jms-plugin.xml and jms-business-
defaults.properties) to <CEF-eDelivery path>/domibus/conf/domibus/plugins/config and the pluginjar
file(domibus-default-jms-plugin-X.Y.Z.jar) to <CEF-eDelivery path>/domibus/conf/domibus/plugins/lib.

An additional stepisrequiredto define filters for routing the messages towards each plugin.
Open Administration Console using your credentials (by default: login = admin; password = 123456) to

http://localhost:8080/domibus and go to the MessageFilter page. Use Move Up and Move Down to move
the preferred plugin to the top and press Save.

" https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus
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ANNEX 1: PARAMETERS

Parameters Local Access Point (Gateway "blue") Remote Access Point (Gateway
n red ll)
Hostname <blue_hostname>:8080 <red_hostname>:8080
Database

MySQL database

MySQL database

Administrator Page

Username:admin
Password: 123456
http://localhost:8080/domibus

Username: admin
Password: 123456
http://localhost:8080/domibus

Database Schema

edelivery

edelivery

Database connector

Username: edelivery
Password: edelivery
idbc:mys ql://localhost:3306/domibus *

Username: edelivery

Password: edelivery
jdbc:mysal://localhost:3306/domibus

DB
username/passwd

edelivery/edelivery

edelivery/edelivery

PModes XML files

pmodes/domibus-gw-sample-pmode-
blue.xml

pmodes/domibus-gw-sample-pmode-
red.xml

* localhost represents the server name that hosts the database and the application server fortheir
respective Access Point.
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ANNEX 2: FIREWALL SETTINGS

The firewall settings may prevent you from exchanging messages between your local and remote
Tomcat Access Points.

To testthe status of a port, run the command telnet <server_ip><port>

Tomcat uses the following ports, make sure those are opened on both machines "blue" and "red"
(TCP protocol):

e 8080 (HTTP port)
e 3306 (MySQL port)

Thisis how you can opena port onthe Windows Firewall:

1. Click on Start then on Control Panel
2. Go to Windows Firewall and click on Advanced Settings
3. Right-click on Inbound Rules and select New Rule:

File Action View Help
@@= 7E =
ﬂ' Windows Firewall with Adwvance
E£3 Inbound R New Rule.. —
Cuthound |
#a Connectio Filter by Profile " _|aw.ra.ei
’ ‘E' Menitoring Filter by State b JREﬁUf
IREGLS
Filter by Group b JRESL
View #+ HURET |3
JRET j4
Fefrezh java.g
Export List... JRESU
IRE&LIA
Help r| REGL
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4.

5.

i Custom rule

Select Portand click on Next:

Rule Type

Select the type of firewall nule to create.

Steps:
@ Rule Type What type of rule would you like to create?
@ Protocol and Ports
Action ) Program
Profle Rule that controls connections for 2 program I
Name © Port

Rule that controls connections for a TCP or UDP port.

.

[

.

) Predefined:

BranchCache - Content Retieval (Uses HTTP)
Rule that controls connections for a Windows experience:

") Custom

L Leam more about nle types

Enter a specificlocal port (e.g. 8080) and click on Next:

ew Inbound Rule Wizard

Protocol and Ports
Specly the geotocols and ports 1o whech et nde aopbes

Steps:

@ Rue Type Does this sue apply to TCP o« UDP?

@ Acton C UoP

@ Piokle

* Neme Dioes this rie apply to ol local peets o speciic local ports?

 Alllocal ports
T ]

< Back Nest > Cancel
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6. Click on Next:

&' New Inbound Rule W [

Profile

Specify the profiles for which this rule applies.

Steps:
@ Fule Type When does this nule apply?
# Protocol and Ports
» Action Domain
s Profile Applies when a computer is connected to its corporate domain. I
» Name Private
Applies when a computer is connected to a private network location.
Public

Applies when a computer is connected to a public network location.

Leam more about profiles

<Back || MNei> |[ Cancel

7. Choose a name forthe new rule and click on Finish to end:

@& New Inbound Rule Wizard v I@

Name

Specify the name and description of this rule

Steps:

Rule Type
Protocol and Ports
Action

Profile Hame:
Alow port #pbrtNumber

@ Name

Description (optional):

<Bock || Frish | [ Cancel
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ANNEX 3: PROCESSING MODE

Processing modes (PModes) describe how messages are exchanged between AS4 partners (Access
Point blue and Access Point red). These files contain the identifiers of each AS4 Access Point
(identified as parties in the PMode file below).

Sender ldentifierand Receiver Identifier represent the organizations that send and receive the
business documents (respectively "domibus-blue " and "domibus-red "). They are both usedin the
authorization process (PMode). Therefore, adding, modifying or deleting a participantimplies
modifyingthe corresponding PMode files.

Hereis an example of the content of a PMode XML file:

Remark:

In this setup we have allowed each party (blue_gw orred_gw) to initiate the process. If only
blue_gwis supposed to send messages, we need to putonly blue_gw in <initiatorParties>and
red_gw in <responderParties>.

<?xml version="1.0" encoding="UTF-8"?>
<db:configuration xmlns:db="http://domibus.eu/configuration" party="blue_gw">

<mpcs>
<mpcname="defaultMpc"
qualifiedName="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/defaultMPC"
enabled="true"
default="true"
retention_downloaded="0"
retention_undownloaded="14400"/>
</mpcs>
<businessProcesses>
<roles>
<role name="defaultInitiatorRole"
value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/initiator" />
<role name="defaultResponderRole"
value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/responder" />
</roles>
<parties>
<partyldTypes>
<partyldType name="partyTypeUrn"
value="urn:oasis:names:tc:ebcore:partyid-type:unregistered"/>
</partyldTypes>
<partyname="red_gw"
endpoint="http://<red_hostname>:8080/domibus/services/msh">
<identifier partyld="domibus-red" partyldType="partyTypeUrn"/>
</party>
<partyname="blue_gw"
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endpoint="http://<blue_hostname>:8080/domibus/services/msh">
<identifier partyld="domibus-blue" partyldType="partyTypeUrn"/>
</party>
</parties>
<meps>
<mep name="oneway" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/oneWay" />
<mep name="twoway" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/twoWay" />
<bindingname="push" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/push"/>
<bindingname="pushAndPush" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/push-and-push"/>
</meps>
<properties>
<property name="originalSenderProperty"
key="originalSender"
datatype="string"
required="true"/>
<property name="finalRecipientProperty"
key="finalRecipient"
datatype="string"
required="true"/>
<propertySet name="eDeliveryPropertySet">
<propertyRef property="finalRecipientProperty"/>
<propertyRef property="originalSenderProperty"/>
</propertySet>
</properties>
<payloadProfiles>
<payload name="businessContentPayload"
cid="cid:message"
required="true"
mime Type="text/xml"/>
<payload name="businessContentAttachment"
cid="cid:attachment"
required="false"
mime Type="application/octet-stream"/>
<payloadProfilename="MessageProfile" maxSize="40894464"> <!-- maxSize is
currentlyignored -->
<attachment name="businessContentPayload"/>
<attachment name="businessContentAttachment"/>
</payloadProfile>
</payloadProfiles>
<securities>
<security name="eDelive ryAS4Policy"
policy="eDelive ryAS4Policy.xml|"
signature Method="RSA_SHA256" />
</securities>
<errorHandlings>

<errorHandlingname="demoErrorHandling"
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</errorHandlings>
<agreements>

</agreements>

<services>

msg/ebms/v3.0/ns/core/200704/service"/>
</services>

<actions>

msg/ebms/v3.0/ns/core/200704/test" />
</actions>
<as4>

duplicateDetection="true"/>

</as4>

<legConfigurations>

receptionAwareness="receptionAwareness"

propertySet="eDeliveryPropertySet"

errorHandling="demoErrorHandling"

</legConfigurations>

<process name="tclProcess"

errorAsResponse="true"
businessErrorNotifyProducer="true"
businessErrorNotifyConsumer="true"
deliveryFailureNotifyProducer="true"/>

<agreement name="agreement1" value="A1"type="T1"/>

<service name="testServicel" value="bdx:noprocess" type="tc1"/>
<service name="testService" value="http://docs.oasis-open.org/ebxml-

<actionname="tclAction" value="TCllLegl"/>

<action name="testAction"value="http://docs.oasis-open.org/ebxml-

<receptionAwareness name="receptionAwareness" retry="12;4;CONSTANT"

<reliability name="AS4Reliability" nonRepudiation="true" re plyPattern="response"/>

<legConfiguration name="pushTestcaseltclAction"

service="testServicel"

action="tclAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"
security="eDeliveryAS4Policy"
receptionAwareness="receptionAwareness"
propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"
errorHandling="demoErrorHandling"

compressPayloads="true"/>

<legConfiguration name="testServiceCase"

service="testService"
action="testAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"
security="eDeliveryAS4Policy"

payloadProfile="MessageProfile"

compressPayloads="true"/>
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mep="oneway"
binding="push"
initiatorRole="defaultInitiatorRole"
responderRole="defaultResponderRole">
<initiatorParties>
<initiatorParty name="blue_gw"/>
<initiatorPartyname="red_gw"/>
</initiatorParties>
<responderParties>
<responderParty name="blue_gw"/>
<responderParty name="red_gw"/>
</responderParties>
<legs>
<leg name="pushTestcaseltclAction"/>
<leg name="testServiceCase"/>
</legs>
</process>
</businessProcesses>

</db:configuration>
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ANNEX 4: DOMIBUS PCONF TO EBMS3 PMODE MAPPING

The followingtable provides additionalinformation concerning the Domibus PMode configuration

(pconf) files.

Domibus pconf EbMS3 Specification Description
[ebMS3CORE] [AS4-
Profile]
MPCs - Containerwhich definesthe
different MPCs (Message Partition
Channels).
MPC PMode[1].Businessinfo.MPC: [ Message Partition Channel allows

The value of this parameter
isthe identifier of the MPC
(Message Partition Channel)
to which the message is
assigned. It mapsto the
attribute Messaging /
UserMessage

the partition of the flow of
messages froma Sending MSH+to a
Receiving MSHinto several flows,
each of whichis controlled
separately. An MPCalso allows
merging flows from several Sending
MSHs into a unique flow that will
be treated as such by a Receiving
MSH.

The value of this parameteristhe
identifier of the MPCto which the
message is assigned.

MessageRetentionDownloaded

Retentioninterval formessages
already deliveredto the backend.

MessageRetentionUnDownloaded

Retentioninterval for messages not
yetdelivered tothe backend.

Parties

Containerwhich defines the
different PartyldTypes, Party and
Endpoint.

PartyldTypes

maps to the attribute
Messaging/UserMessage/
Partyinfo

Message Unit bundling happens
whenthe Messaging element
contains multiple child elements or
Units (either User Message Units or
Signal Message Units).

Party ID

maps to the element
Messaging/UserMessage/
PartyInfo

The ebCore Party ID type can
simply be used as an identifier
formatand thereforeasa
conventionforvaluestobe usedin
configurationand—as such — does
not require any specificsolution
building block.

Quick Start Guide — Domibus 4.1

Page 28/ 36




Endpoint

maps to
PMode[1].Protocol.Address

The endpointis a party attribute
that containsthe link to the MSH.

The value of this parameter
representsthe address (endpoint
URL) of the Receiver MISH (or
Receiver Party) to which Messages
underthis PMode legare to be
sent. Note thata URL generally
determinesthe transport protocol
(e.g.ifthe endpointisan email
address, thenthe transport
protocol must be SMTP; if the
addressscheme is "http", thenthe
transport protocol must be HTTP).

AS4

Container

Reliability [@Nonrepudiation]
[@ReplyPattern]

Nonrepudiation maps to

PMode[1].Security.SendRec
eipt.NonRepudiation

ReplyPattern mapsto

PMode[1].Security.SendRec
eipt.ReplyPattern

PMode[1].Security.SendReceipt.No
nRepudiation :value =‘true'(to be
used fornon-repudiation of
receipt), value ='false'(to be used
simply forreception awareness).

PMode[1].Security.SendReceipt.Re
plyPattern:value =‘Response’
(sendingreceiptsonthe HTTP
response or back-channel).

PMode[1].Security.SendReceipt.Re
plyPattern:value =‘Callback’
(sendingreceipts use aseparate
connection.)

ReceptionAwareness
[@retryTimeout] [@retryCount]
[@strategy] [@duplicateDetection]

retryTimeout maps to

PMode[1].ReceptionAwaren
ess.Retry=true

PMode[1].ReceptionAwaren
ess.Retry.Parameters
retryCount maps to

PMode[1].ReceptionAwaren
ess.Retry.Parameters

strategy mapsto

PMode[1].ReceptionAwaren
ess.Retry.Parameters

duplicateDetection mapsto

PMode[1].ReceptionAwaren
ess.DuplicateDetection

These parametersare storedina
composite string.

e retryTimeout definestimeoutin
seconds.

e retryCountisthe total number of
retries.

e strategy defines the frequency of
retries. The only strategy available
as of nowis CONSTANT.

e duplicateDetection allows to
check duplicates when receiving
twice the same message. The only
duplicateDetection available as of
now is TRUE.

Securities

Container

Security

Container

Quick Start Guide — Domibus 4.1

Page 29/ 36




Policy

PMode[1].Security.* NOT
including
PMode[1].Security.X509.Sign
ature.Algorithm

The parameterinthe pconffile
definesthe name of a WS-
SecurityPolicy file.

SignatureMethod

PMode[1].Security.X509.Sign
ature.Algorithm

This parameteris not supported by
WS-SecurityPolicy and therefore it
isdefined separately.

BusinessProcessConfiguration

Container

Agreements maps to eb:Messaging/ This OPTIONALelement occurs
UserMessage/ zerotimesor once.The. .
AgreementRef elementisastring
CollaborationInfo/ that identifies the entity or artifact
AgreementRef governingthe exchange of .
messages between the parties.
Actions - Container
Action maps to Messaging/ This REQUIRED elementoccurs
UserMessage/ f)nce.‘Th'e element|s?strmg
identifyingan operationoran
Collaborationinfo/Action activity within aService that may
supportseveral of these
Services - Container

ServiceTypes Type

maps to Messaging/
UserMessage/
Collaborationinfo/

Service[@type]

This REQUIRED elementoccurs
once. Itisa stringidentifyingthe
service thatacts on the message
and itis specified by the designer
of the service.

MEP [@Legs]

An ebMS MEP definesatypical
choreography of ebMS User
Messages which are all related
through the use of the referencing
feature (RefToMessageld). Each
message of an MEP Access Point
referstoa previous message of the
same Access Point, unlessitisthe
firstone to occur. Messages are
associated with alabel (e.g.
request, reply) that precisely
identifies theirdirection between
the partiesinvolved and theirrole
inthe choreography.

Bindings

Container
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Binding - The previous definition of ebMS
MEP is quite abstractand ignores
any binding consideration to the
transport protocol. Thisis
intentional, so that application
level MEPs can be mappedto ebMS
MEPs independently fromthe
transport protocol to be used.

Roles - Container

Role maps to The requiredrole elementoccurs

PMode.lInitiator.Role or once, and identifies the authorized
PMode.Responder.Role role (fromAuthorizedRole or
dependingonwherethisis | toAuthorizedRole) of the Party
used. In ebMS3 message this | sendingthe message (when
definesthe content of the presentasa child of the From
following element: element), orreceiving the message

(when presentasa child of the To
¢ For Initiator: element). The value of the role
Messaging/UserMessage/P | elementisanon-empty string, with
artylnfo/From/Role a defaultvalue of http://docs.oasis-
¢ For Responder: open.org/ebxml-
Messaging/UserMessage/P | msg/ebms/v3.0/ns/core/200704/d
artyinfo/To/Role efaultRole

Otherpossible values are subjectto

partneragreement.

Processes - Container

PayloadProfiles - Container

Payloads - Container
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Payload

maps to
PMode[1].Businessinfo.Payl
oadProfile

This parameterallows specifying
some constraintor profile onthe
payload. It specifies alist of
payload parts.

A payload partis a data structure
that consists of five properties:

1. name (orContent-ID) that
isthe part identifier, and
can be usedasan indexin
the notation
PayloadProfile;

2. MIME data type (text/xml,
application/pdf, etc.);

3. name of the applicable
XML Schema file if the
MIME data typeis
text/xml;
maximum size inkilobytes;

5. Booleanstring indicating
whetherthe partis
expected or optional,
withinthe User message.

The message payload(s) must
match this profile.

ErrorHandlings

Container

ErrorHandling

Container

ErrorAsResponse

maps to

PMode[1].ErrorHandling.Re
port.AsResponse

This Boolean parameterindicates
(if true) that errors generated from
receivingamessageinerrorare
sentoverthe back-channel of the
underlying protocol associated with
the message inerror. If false, such
errors are not sentoverthe back-
channel.

ProcessErrorNotifyProducer

maps to

PMode[1].ErrorHandling.Re
port.ProcessErrorNotifyProd
ucer

This Boolean parameterindicates
whether (if true) the Producer
(application/party) of a User
Message matching this PMode
should be notified whenan error
occurs inthe Sending MSH, during
processing of the User Message to
be sent.
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ProcessErrorNotifyConsumer

maps to

PMode[1].ErrorHandling.Re
port.ProcessErrorNotifyProd
ucer

This Boolean parameterindicates
whether (if true) the Consumer
(application/party) of a User
Message matching this PMode
should be notified whenanerror
occurs inthe Receiving MSH,
during processing of the received
Usermessage.

DeliveryFailureNotifyProducer

maps to

PMode[1].ErrorHandling.Re
port.DeliveryFailuresNotifyP
roducer

When sending a message with this
reliability requirement (Submit
invocation), one of the two
following outcomes shall occur:

- The Receiving MSH successfully
delivers (Deliverinvocation) the
message tothe Consumer.

- The Sending MSH notifies (Notify
invocation) the Producerofa
deliveryfailure.

Legs

Container

Leg

Because messagesinthe same MEP
may be subjectto different
requirements - e.g. the reliability,
securityanderror reportingof a
response may not be the same as
forarequest—the PMode will be
dividedinto legs. Each user
message label inan ebMS MEP is
associated withaPMode leg. Each
PMode leghas a full set of
parameters forthe six categories
above (exceptfor General
Parameters), eventhoughin many
cases parameters will have the
same value across the MEP legs.
Signal messages thatimplement
transport channel bindings (such as
PullRequest)are also controlled by
the same categories of parameters,
exceptforBusinessinfo group.

Process

In Process everythingis plugged
together.

Domibus pconf to ebMS 3 mapping
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ANNEX 5: INTRODUCTION TO AS4 SECURITY

To secure the exchanges between Access Points "blue" and "red" (Access Point "blue" is sending a
message to Access Point "red"in this example), itis necessary to set up each Access Point's keystore
and truststore accordingly. The diagram below shows a brief explanation of the main steps of this
process:

certificate I8 Checking the presence of recipient's certificate in the Truststore.
Check J

e | Signing the message using sender private key (stored in Keystore).

Signature J

e | Encrypting the message using recipient's certificate.

Encryption J

¢ Exchanging messages over a network using an AS4 Access Point.

Sending To
Recipient y

* Decrypting the message using recipient's private key located in the

Message recipient's Keystore.
Decryption J
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In order to exchange B2B messages and documents between Access Points blue and red, it is

necessary to check the following:

For blue

For red

Checkthat red_gw certificate (publickey of red)
isin gateway_trustore.jks of blue. Ifitis not, add
it.

Check that blue_gw certificate (public key of
blue) is in gateway_trustore.jks of red. If itis
not, add it.

Check that the blue_gw private key is in the
gateway_keystore.jks. Ifitis not, addit.

Check that red_gw private key is in the
gateway keystore.jks. Ifitis not, addit.

In domibus.properties: the keystore alias should
be blue_gw, you may edit the keystore
password (by default test123), and the path to
gateway_keystore.jks and
gateway_truststore.jks (ifyou changeit).

In domibus.properties: the alias property should
be red_gw, you can edit the keystore password
(by default test123), and the path to
gateway_keystore.jks and
gateway_truststore.jks (ifyou changeit).

In a production environment, each participant would need a certificate delivered by a certification
authority and remote exchanges between business partners would be managed by each partner's
PMode (that should be uploaded on each Access Point).

Remark:

It is necessary to open the required ports when Access Point blue or Access Point red is behind
a local firewall. Forinstance, the port 8080 is not opened by default in Windows. Therefore
we would need to create a dedicated rule on Windows firewall to open the TCP 8080 port. See

also the Annex "Firewall Settings".
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CONTACT INFORMATION

CEF SupportTeam
By email: CEF-EDELIVERY-SUPPORT@ec.europa.eu

SUPPORT Service: 8am to 6pm (Normal EC working Days)
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