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© Copyright European Commission — DIGIT Page 2 of 20



eIDAS-Node Installation, Configuration and Integration Quick Start Guide Version 1.3

Table of contents

DOCUMENT HISTORY ..ttt ittt e vittetaee s s e aseesaee s sase e saneesansessaneesannesannesanns 2
TABLE OF CONTENT S ..ottt ittt et et et e e e e e e e e e e e e e e e e r e e e e eneeenens 3
LIST OF ABBREVIATIONS ..ottt ittt et e e e e s e e s e e e e ne e e e e aeenens 4
LIST OF DEFINITIONS ..ottt ittt it ee s s s aee e s e e s s e s rane e s anne s sne e sannesaneesnnnennnes 5
1. INTRODUCTION. ..ttt et e et e e e e e e e e a e e e e e e e e e rneeaneeneenenes 6
2. RELEASE CONTENT Lttt ittt ittt et et e et e st esanee s aee s sane e sanee s aaneesaneesanneerns 7
3. OVERVIEW OF THE PRECONFIGURED DEMO EIDAS-NODE PACKAGES ............. 8
4. DEMO EIDAS-NODE SET UP AND CONFIGURATION ....cciiiiiiiieiiie e 9
5. SPECIFIC CONFIGURATION 1. .uttttitttiit i vaee s eaeesaeesasessaneesanneannneesannenns 13
5.1. Changing the default hostname or http port ........cccoiiiiiiiiii i, 13
5.1.1. eIDAS-Node hostname and port.........ccvviiiiiiiiiiiiiiiiiiiae e 13
5.1.2. SP hostname and port ......co.oiriiiiiiii e 14
5.1.3. IdP hostname and port .....coooiiiiiiiii e 14
5.2. Changing the keystore location........cooiiiiiiiiiiiii e 15
5.3. Changing keystore configuration..........ccooiiiiiiiiiiiiiii 15
5.3.1. Extended configuration .......ccooiiiiiiiiiiiiiiiic 15
5.3.2. Basic configuration ..........cooiiiiiiii e 16

5.4. Preventing a citizen from authenticating in a country other than the
(=T LU =Ty (=T 0 o = 16
5.5. eIDAS-NoOde COMPIANCE ..ottt e e i e e as 17
COMPILING THE MODULES FROM THE SOURCE........cicviviiiiiiiiieiiieieceneeeenes 18
ENABLING LOGGING .1tieiiteiiteesaneesneessaneesannessnnessanessannessnnessannesannesrnns 20

© Copyright European Commission — DIGIT Page 3 of 20



eIDAS-Node Installation, Configuration and Integration Quick Start Guide Version 1.3

List of abbreviations

The following abbreviations are used within this document.

Abbreviation Meaning

AT The ISO 3166 International Standard country code for
Austria.

DE The ISO 3166 International Standard country code for
Germany.

eIDAS electronic Identification and Signature. The Regulation

(EU) N°910/2014 governs electronic identification and
trust services for electronic transactions in the internal
market to enable secure and seamless electronic
interactions between businesses, citizens and public
authorities.

IdP Identity Provider. An institution that verifies the citizen's
identity and issues an electronic ID.

LoA Level of Assurance (LoA) is a term used to describe the
degree of certainty that an individual is who they say they
are at the time they present a digital credential.

MS Member State.
SAML Security Assertion Markup Language
SP Service Provider
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List of definitions

The following definitions are used within this document.
Term Meaning

eIDAS-Node An eIDAS-Node is an application component that can
assume two different roles depending on the origin of a
received request. See eIDAS-Node Connector and
eIDAS-Node Proxy Service.

eIDAS-Node The eIDAS-Node assumes this role when it is located in

Connector the Service Provider’'s Member State. In a scenario
with a Service Provider asking for authentication, the
eIDAS-Node Connector receives the authentication
request from the Service Provider and forwards it to
the eIDAS-Node of the citizen’s country.

eIDAS-Node Proxy The eIDAS-Node assumes this role when it is located in

Service the citizen’s Member State. The eIDAS-Node Proxy
Service receives authentication requests from an
eIDAS-Node of another MS (their eIDAS-Node
Connector). The eIDAS-Node Proxy-Service also has an
interface with the national eID infrastructure and
triggers the identification and authentication for a
citizen at an identity and/or attribute provider.
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1. Introduction

This document describes how to quickly install a Service Provider, eIDAS-Node
Connector, eIDAS-Node Proxy Service and IdP from the distributions in this release
package. The distributions provide preconfigured eIDAS-Node modules for running on
each of the supported application servers (Glassfish, Tomcat, JBoss, WebLogic and
WebSphere).

Details of the setup and configuration of the sample eIDAS-Nodes, are included in the
eIDAS-Node Installation, Configuration and Integration Manual.

This document is divided into the following sections:

e Section 1 — Introduction;

e Section 2 — Release content lists the files delivered with this release and
describes their contents;

e Section 3 — Overview of the preconfigured demo eIDAS-Node packages
illustrates the setup of the configurations provided with this distribution;

e Section 4 — Demo eIDAS-Node set up and configuration describes step-by-
step how to install the demo configuration;

e Section 5 — Specific configuration provides information on how the setup
can be changed to suit your needs;

e Section 6 — Compiling the modules from the source describes how to
rebuild the Maven project if necessary;

e Section 7 — Enabling logging describes how to enable audit logging of the
communications between eIDAS-Node Proxy Service and Connector.
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2. Release content

For information on the changes in this release, please see the current Release Notes.
The deliverable consists of the following zip files:

EIDAS-1.3.0.zip Distribution version 1.3.0 of the sample eIDAS-Node

El DAS- Sour ces- 1. 3. 0. zi p Source files (Maven project) of the sample eIDAS-Node
including an example of implementation of a SP (service
provider) and IdP (Identity Provider).

EI DAS-Bi nari es- d assfi sh- Deployable war files of a preconfigured eIDAS-Node for a
1.3.0.zip Glassfish server (including IdP.war, EidasNode.war,
SP.war)

El DAS- Bi nari es- Jboss-1.3. 0. zi p Deployable war files of a preconfigured eIDAS-Node for a
JBoss server (including IdP.war, EidasNode.war, SP.war)

El DAS-Bi nari es-Tontat-1.3.0.zip  Deployable war files of a preconfigured eIDAS-Node for a
Tomcat server (including IdP.war, EidasNode.war, SP.war)

El DAS- Bi nari es-Was-1.3.0.zip Deployable war files of a preconfigured eIDAS-Node for a
WebSphere server (including IdP.war, EidasNode.war,
SP.war)

El DAS-Bi naries-Ws-1.3.0.zip Deployable war files of a preconfigured eIDAS-Node for a
WebLogic server (including IdP.war, EidasNode.war,
SP.war)
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3. Overview of the preconfigured demo eIDAS-Node packages

This distribution provides an example configuration in which each supported server
represents one country providing an eID service. For the purpose of this demo, fictitious
countries are used (CA, CB, CC, CD, CF).

The following table illustrates the setup of the configurations provided with this
distribution.

Application Server Default host Default port

Tomcat localhost 8080 Country A

localhost 8081 CB Country B

localhost 8085 CcC Country C

WebLogic 10.3.6*, localhost 7001 CD Country D
12.1.2

WebSphere/ 8.5.5* localhost 9080 CF Country F
WebSphere 8.5.54

Liberty Profile

* Default build server provided with the binaries
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4. Demo eIDAS-Node set up and configuration

Each example eIDAS-Node package is preconfigured to use ‘localhost’ as hostname and a
default http listening port; see the table in section 3. The http listening port of your
application server must be adapted according to these default values.

If you need to change these default values, refer to section 5.1 — Changing the default
hostname or http port for details.

To set up and configure the demo, perform the following steps:

1. Install Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files which contain no restriction on cryptographic strengths:

2. Download the Java Cryptography Extension (JCE) Unlimited Strength Policy Files
from Oracle:

e For Java 7: http://www.oracle.com/technetwork/java/javase/downloads/jce-7-
download-432124.html

e For Java 8: http://www.oracle.com/technetwork/java/javase/downloads/jce8-
download-2133166.html

3. Uncompress and extract the downloaded zip file (it contains README.txt and two
jar files).

4. For the installation, please follow the instructions in the README.txt file.
5. If you are using Tomcat it is necessary to:

e Create a folder named shar ed in $TOMCAT _HOMVE.

e Create a subfolder named | i b in $TOMCAT_HOVE\ shar ed

o Edit the file $STOMCAT_HOVE\ conf \ cat al i na. properties and change the
property shar ed. | oader so that it reads:

shared.loader=${catalina.home}\shared\1lib\*.jar.

Note that for Linux OS it should be:

shared.loader=${catalina.home}/shared/lib/*.jar)

6. Copy the files below to the endor sed directory on the application server (Tomcat,
Glassfish, JBoss). These jars may be found under Addi ti onal Fi | es directory in
the binary for your application server.

endorsed\xml-apis-1.4.01.jar
endorsed\resolver-2.9.1.jar
endorsed\serializer-2.7.2.jar
endorsed\xalan-2.7.2.jar
endorsed\xercesImpl-2.11.0.jar

7. It is necessary to increase the default JVM memory settings. Set the following JVM
parameter in the startup script of your application server XX: MaxPer nfSi ze=512m
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8. Local directory or directories must be defined in order to store the configuration
files and the test keystores. These directories need to be defined either as OS/AS
environment variables or command-line parameters:

El DAS_CONFI G_REPCSI TORY for EidasNode,
SPECI FI C_CONFI G_REPGCSI TORY for Specific,
SP_CONFI G_REPCSI TORY for SP

| DP_CONFI G_REPCSI TORY for IdP.

It is also possible to use only one common directory for all the modules.JVM
command line example:

DEI DAS_CONFI G_REPOSI TORY=c: / Pgnt pr oj ect s/ confi gEi das/ gl assfi sh_v13/ -

DSPECI FI C_CONFI G_REPCSI TORY=c: / Pgni pr oj ect s/ confi gEi das/ gl assfi sh_v13/speci fi
c/ - DSP_CONFI G_REPCSI TORY=c: / Pgni pr oj ect s/ confi gEi das/ gl assfi sh_v13/sp/ -

DI DP_CONFI G_REPGCSI TORY=c: / Pgm pr oj ect s/ conf i gEi das/ gl assfi sh_v13/idp/

By default the following configuration file structure must be present:

ei das. xm

encrypti onConf. xm

Encr ypt Modul e_Connect or . xm

Encr ypt Modul e_Ser vi ce. xm

hazel cast . xnl

sanl - engi ne-addi tional -attri butes. xm
Sam Engi ne. xnl

Sam Engi ne_Connect or . xm

Sanl Engi ne_Servi ce. xm

Si gnMbdul e_Connect or . xm

Si gnMbdul e_Servi ce. xni

i dp/ Encrypt Modul e_I dP. xni

i dp/idp. properties

i dp/ 1 dPSam Engi ne. xni

i dp/ saml - engi ne-addi ti onal -attri butes. xnl
i dp/ sanl - engi ne-ei das-attri butes. xnl

i dp/ Sam Engi ne_I dP. xm

i dp/ Si gnModul e_I dP. xm

i dp/ user. properties

keyst or e/ denoKeys. j ks

keyst or e/ ei dasKeySt ore. j ks

keyst or e/ ei dasKeySt ore_Connect or _CA. j ks
keyst or e/ ei dasKeySt ore_Connect or _CB. j ks
keyst or e/ ei dasKeySt ore_Connect or _CC. j ks
keyst or e/ ei dasKeySt ore_Connect or _CD. j ks
keyst or e/ ei dasKeySt ore_Connect or _CF. j ks
keyst ore/ ei dasKeyStore | DP_CA. j ks

keyst or e/ ei dasKeyStore_| DP_CB. j ks

keyst or e/ ei dasKeyStore_| DP_CC. j ks

keyst ore/ ei dasKeyStore | DP_CD. j ks

keyst ore/ ei dasKeyStore | DP_CF.j ks

keyst or e/ ei dasKeySt or e METADATA. j ks
keyst ore/ ei dasKeySt ore_Servi ce_CA. j ks
keyst ore/ ei dasKeySt ore_Servi ce_CB.j ks
keyst ore/ ei dasKeySt ore_Servi ce_CC. j ks
keyst ore/ ei dasKeyStore_Service _CD.j ks
keyst ore/ ei dasKeySt ore_Servi ce_CF. j ks
keyst ore/ ei dasKeyStore_SP_CA. j ks

keyst ore/ ei dasKeySt ore_SP_CB. j ks

keyst ore/ ei dasKeyStore SP_CC. j ks
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keyst ore/ ei dasKeyStore_SP_CD. j ks

keyst ore/ ei dasKeyStore_SP_CF. j ks

sp/ Encr ypt Modul e_SP. xm

sp/ sanl - engi ne-addi ti onal -attri butes. xnl
sp/ sam - engi ne- ei das-attri butes. xnl

sp/ Sam Engi ne_SP. xm

sp/ Si gnModul e_SP. xm

sp/ sp. properties

sp/ SPSan Engi ne. xni

speci fic/ei das_Specific.xnl

speci fic/ Encrypt Modul e_SP- Speci fi c. xm
speci fic/ Encrypt Modul e_Speci fic-1dP. xm
speci fic/sam -engi ne-addi tional -attri butes. xmn
speci fi c/ Sam Engi ne_SP- Speci fi c. xnl
speci fi c/ Sam Engi ne_Speci fic-1dP. xm
speci fic/ Si gnMbdul e_SP- Speci fi c. xnl
speci fic/ Si gnModul e_Speci fic-1dP. xm
speci fic/ Speci fi cSam Engi ne. xm

9. Copy the server configuration files and test keystores into the local directories
defined in step 8.

Open the zip file (confi g. zi p in the El DAS- Bi nari es- xxx-yyy. zi p) and copy the
directory keyst or e and the directory of the application server as required (i.e.
gl assfish, tontat, j boss, w s, was) into the configuration directory.

10.0On WebSphere Liberty Profile the following features should be enabled:

<f eat ure>j sp- 2. 2</f eat ure>
<f eat ure>servl et - 3. 0</ f eat ur e>

<f eat ure>ssl - 1. 0</ f eat ur e> (if planning to use https)

11.0n WebSphere, use BouncyCast | e provider instead of default IBM JVM default
provider:

a. Place bouncycastl e jar in $I BM JRE\ | i b\ ext directory.

b. Copy the IBM unrestricted JCE policy files provided in Addi ti onal Fi | es
directory and put them under $I BM JRE\ | i b\ security to replace the
existing ones.

c. Add bouncycast | eprovi der in the list of providers in
$IBM JRE\|ib\security\java. security file before the default provider,

e.g.

security. provider.l=comibm crypto. pkcslli npl. provi der. | BMPKCS11I npl
security. provider. 2=org. bouncycast| e. j ce. provi der. BouncyCast | eProvi der
security. provider.3=comibm crypto. provider.| BMICE

12. Add a static JCE for JBOSS 6/7:

a. Locate and open in a text editor the file
$JRE HOVE\ Il i b\security\java.security.

b. Add a line after the lines containing the security providers:
security. provider. N=
or g. bouncycastl e. j ce. provi der. BouncyCast | eProvi der
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(you should set N according to your config, to the next available index in
the list of providers).

c. Put bcprov-jdkl50n-1.51.jar into the classpath (e.g. $JRE_HOME\lib\ext).

13. Deploy the applications according to your application server.

e FEi dasNode. war
e SP.war

e | dP. war

You now have a Service Provider, eIDAS-Node Connector, eIDAS-Node Proxy Service and
IdP configured to run on localhost:

e Tomcat: http://I| ocal host: 8080/ SP/

e Glassfish: http://1 ocal host: 8081/ SP

e Jboss: http://1ocal host: 8085/ SP

e Weblogic: http://Ilocal host: 7001/ SP

e WebSphere, WebSphere Liberty Profile: htt p://1 ocal host : 9080/ SP/

To validate the installation, a first test can be performed simulating that a citizen from a
country accesses services in the same country.

1.

2.

Open the Service Provider URL : http://1 ocal host: def aul t port/ SP/

Choose for both the SP and citizen country the fictitious country for which your
application server has been configured (CA, CB, CC, CD or CF).

The generated SAM_LRequest is displayed. Submit the form.
Click Next to give your consent to attributes being transferred.

Enter the user credentials. Type 'xavi' as Username and 'creus' as Password
and submit the page.

Click Submit to validate the values to transfer.
The SAM_Response is displayed.
Submit the form.

You should see Login Succeeded.
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5. Specific configuration
5.1. Changing the default hosthame or http port

The parameters below can be adapted to reflect your configuration.
Note: The application server must be restarted after changes have been made.

5.1.1. eIDAS-Node hostname and port

1. Edit the file ei das. xml located in the configuration directory as shown below.

connector. assertion. url http://<connector.yourHostname>:<connector.yourPort>/EidasN
ode/ColleagueResponse

connect or. destination. url http://<connector.yourHostname>:<connector.yourPort>/EidasN
ode/ServiceProvider

connect or. node. url http://<connector.yourHostname>:<connector.yourPort>/EidasN
ode/

connect or . met adat a. ur | http://<connector.yourHostname>:<connector.yourPort>/EidasN
ode/ConnectorMetadata

servi ce. node. url http://<service.yourHostname>:<service.yourPort>/EidasNode/

servicel. url http://<service.yourHostname>:<service.yourPort>/EidasNode/C
olleagueRequest

servi ce. speci ficidpredirect. url http://<service.yourHostname>:<service.yourPort>/EidasNode/Id
pResponse

servi ce. met adat a. ur | http://<service.yourHostname>:<servicer.yourPort>/EidasNode/
ServiceMetadata

connect or. r esponder . met adat a. ur | The URL at which the metadata of the eIDAS-Node Connector
(presenting itself as an IdP) will be made available,
e.g. http://

<connector.yourHostname>:<connector.yourPort>/EidasNode/C
onnectorResponderMetadata. It will be used as Issuer in the
responses that the Connector sends to the SP.

service. request er. net adat a. url The URL where the metadata of the Proxy Service (presenting itself as
an SP) will be made available, e.g.
http://<service.yourHostname>:<service.yourPort>/EidasNode/S
erviceRequesterMetadata .
It will be used as Issuer in the requests that the Connector sends to
the IdP.

$s0s. servi ceMet adat aGenerat or I DP.  The URL for the metadata <nl: Si ngl eSi gnOnSer vi ce>

post. | ocation location attribute of the Si ngl eSi gnOnSer vi ce related to
Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: H
TTP- POST. e.g.
http://<service.yourHostname>:<service.yourPort>/
EidasNode/ColleagueRequest/
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sso0s. servi ceMet adat aGenerat or | DP.  The URL for the metadata <nd: Si ngl eSi gnOnSer vi ce>
redirect.location location attribute of the Si ngl eSi gnOnSer vi ce related to
Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: H
TTP- Redirect .e. g.
http://<service.yourHostname>:<service.yourPort>/EidasNode/C
olleagueRequest/
$s0s. connect or Met adat aGener at or I D The URL for the metadata <nd: Si ngl eSi gnOnSer vi ce> location
P. post. | ocation attribute of the Si ngl eSi gnOnSer vi ce related to
Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: H
TTP- POST. e.g.
http://<connector.yourHostname>:<connector.yourPort>/EidasN
ode/ServiceProvider
$so0s. connect or Met adat aGenerator I D The URL for the metadata <nmd: Si ngl eSi gnOnSer vi ce> location
P.redirect.location attribute of the Si ngl eSi gnOnSer vi ce related to
Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: H
TTP- Redi rect . e.g.
http://<connector.yourHostname>:<connector.yourPort>/EidasN
ode/ServiceProvider

2. Open and edit the file sp. properti es as shown below.

countryl. net adat a. ur| http://<connector.yourHostname>/EidasNode/ConnectorResponderMetadata

5.1.2. SP hostname and port

Open and edit the file sp. properti es as shown below.

sp.return http:// <sp.yourHostname>:<sp.yourPort>/SP/ReturnPage

sp. metadat a. url  http:/ <sp.yourHostname>:<sp.yourPort>/SP/metadata

5.1.3. IdP hostname and port

1. Edit the file ei das_Speci fi c. xm located in the configuration folder as shown

below.
idp.url http://<idp.yourHostname>:<idp.yourPort>/IldP/AuthenticateCitizen
i dp. net adat a. ur | https://<idp.yourHostname>:<idp.yourPort>/IdP/metadata

2. Open and edit the file idp.properties as shown below.
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i dp. met adat a. ur | http://<idp.yourHostname>:<idp.yourPort>/IdP/metadata

i dp. ssos. redirect.|ocation  The URLfor the metadata <md: Si ngl eSi gnOnSer vi ce> location attribute
of the Si ngl eSi gnOnSer vi ce related to
Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP-
Redi rect.e.g.
http://<idp.yourHostname>:<idp.yourPort>/IdP/AuthenticateCitizen

i dp. ssos. post . | ocati on The URL for the metadata <rmd: Si ngl eSi gnOnSer vi ce> location attribute of
the Si ngl eSi gnOnSer vi ce related to
Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST.
e.g. http://<idp.yourHostname>:<idp.yourPort>/IdP/AuthenticateCitizen

5.2. Changing the keystore location

By default the test keystores are located in the directory 'keystores' under the
configuration directory. You can change these values by editing the files below to reflect
your configuration. All filenames and path information are relative to the configuration
directory for the given module.

eIDAS-Node Si gnMbdul e_Ser vi ce. xm

Si gnModul e_Connect or . xmi
Encr ypt Modul e_Ser vi ce. xm
Encr ypt Modul e_Connect or . xni

Si gnModul e_SP. xmi
Encr ypt Modul e_SP. xmi

Si gnModul e_| dP. xmi
Encr ypt Modul e_I dP. xm

Si gnModul e_SP- Speci fi c. xm

Si gnMbdul e_Speci fi c-1dP. xm
Encr ypt Modul e_SP- Speci fi c. xm
Encr ypt Modul e_Speci fi c-1dP. xmi

5.3. Changing keystore configuration

By default the preconfigured eIDAS components use the following extended
configuration.

5.3.1. Extended configuration

In this configuration all stakeholders (SP/Connector /Proxy Service/IDP) use their own
certificate for the signing and encrypting of SAML messages.

This setup is close to a real-life scenario, where the components are distributed across
servers and Member States.
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Example for country 'CA":

CA

Proxy

Service

Metadata

5.3.2.

In this configuration all stakeholders share the same certificate.

ei dasKeyStore_SP_CA. | ks

(Si gnModul e_SP. xm ,
Encr ypt Modul e_SP. xm )

ei dasKeySt ore_Connect or _CA. j ks

(Si gnModul e_SP- Speci fic. xnl,
Si gnMbdul e_Connect or . xm
Encr ypt Modul e_SP- Speci fi c. xm

Encr ypt Modul e_Connect or . xm )
ei dasKeySt ore_Service_CA. j ks

(Si gnModul e_Servi ce. xm

Si gnModul e_Speci fic-1dP. xm ,
Encrypt Mbdul e_Servi ce. xm

Encr ypt Modul e_Speci fi c-1dP. xml )

ei dasKeyStore_| DP_CA. j ks

(Si gnModul e_I dP. xni ,
Encr ypt Mbdul e_| dP)

ei dasKeySt or e METADATA. | ks

Basic configuration

Key sp-ca-demo-
Pair certificate
Trusted Metadata
(signing
certificate)
Key Connector-ca-
Pair demo-certificate
Trusted Metadata
(signing
certificate)
Key Service-ca-
Pair demo-certificate
Trusted Metadata
(signing
certificate)
Key idp-ca-demo-
Pair certificate
Trusted Metadata
(signing
certificate)
Key Metadata
Pair (signing
certificate)

CA

CA

CA

CA

CA

CA

CA

CA

This setup is a simplified scenario for a lab environment, but corresponds less to a real-

life situation.

In order to set up the basic scenario, all Si gnMbdul e configuration files should be

adapted to reference the common test keystore, ei dasKeyStore. j ks.

5.4.

the requested one

Preventing a citizen from authenticating in a country other than

1. By default the preconfigured Demo eIDAS-Node has a protection which does not
allow citizens to authenticate in a country other than the one that has been
requested.

2. If you need to disable this validation, edit the file eidas.xml located in the

configuration directory.
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check.citizenCertificate.serviceCertificate false

5.5. eIDAS-Node compliance

For validation purposes the demo eIDAS Nodes do not use HTTPS and the configuration
parameters are set as shown below. The parameters can be changed to be fully eIDAS
compliant if required.

Parameter Demo elDAS value
value

di sal | ow _sel f_signed_certificate False True: do not allow self-signed and expired
certificates

check_certificate validity_period False True: do not allow expired certificates

net adat a. acti vate True True:specifies that metadata is generated
by the Connector

netadata.restrict. http False True: metadata must be only available via
HTTPS

tls. enabl ed. prot ocol s TLSv1.1,TLSv1.2  TLSv1.1,TLSv1.2: SSL/TLS enabled protocols

nmet adat a. check. si gnat ure True True : metadata received from a

communications partner must be signed

net adata. val i dity. duration 86400 Metadata validity period in seconds.
Default=86400 (i.e. one day)

response. encrypti on. mandat ory True True: do not allow response not encrypted
val i dat e. bi ndi ng True True: the bindings are validated
security. header. csp. enabl ed True True: the content-security and security

checks are enabled

di sabl e. check. mandat ory. ei das. attri butes False False: check the eIDAS minimum dataset
constraint.

Note: this parameter is used by both Proxy
Service and Connector.

di sabl e. check.representative. attributes False True: disable the check of representative
attributes in the request
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6. Compiling the modules from the source

If you need to rebuild the Maven project, open EIDAS-Parent and execute the Maven
commands described in the table below according to your application server.

EIDAS-Parent Tomcat/ m/n cl ean install -P tontat
Glassfish

jBoss6 mvn clean install -P jBoss6
jBoss7 mvn clean install -P jBoss7
WebLogic mvn clean install -P weblogic

WebSphere mvn clean install -P websphere

You can also rebuild each module separately by executing the commands below.

Folder - modules Command line

EIDAS-Light-Commons mvn cl ean install
EIDAS-Commons mv/n cl ean install
Eidas-ConfigModule mvn cl ean install
EIDAS-SpecificCommunicationDefinition nmvn cl ean install
EIDAS-SAMLEngine mvn cl ean install
EIDAS-Encryption mvn cl ean install
EIDAS-UPDATER nmvn cl ean install
EIDAS-Specific mvn cl ean install
EIDAS-Node Tomcat/ mvn cl ean package -P tontat
Glassfish
jBoss6 m/n cl ean package -P j Boss6
jBoss7 mvn cl ean package -P jBoss7
WebLogic m/n cl ean package -P
webl ogi c
WebSphere mvn cl ean package -P
websphere
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Folder - modules Command line

Tomcat/ m/n cl ean package -P tontat

Glassfish
jBoss6 mvn cl ean package -P jBoss6
jBoss7 mvn cl ean package -P jBoss7
WebLogic mvn cl ean package -P
webl ogi ¢
WebSphere m/n cl ean package —P
webspher e
EIDAS-IdP-1.0 Tomcat/ m/n cl ean package —P tonctat
Glassfish
jBoss6 m/n cl ean package -P jBoss6
jBoss7 m/n cl ean package -P jBoss7
Weblogic m/n cl ean package -P
webl ogi ¢
WebSphere mvn cl ean package —P
websphere
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7. Enabling logging

The locations of the audit files are by default configured to use a Java system properties
variable called LOG_HQOVE.

A value can be assigned to this variable by using: - DLOG HOVE="<nyDi r ect or yNanme>" at
server start-up.
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