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• 

“saml2p:” <saml2p:Respone> 

• “saml2:”

<saml2:NameID> 

• 

“md:” <md:EntityDescriptor> 

• 

“mdattr:” < mdattr:EntityAttributes>

• 

“ds:” <ds:X509Certificate> 

• 

“eidas:” <eidas:SPType> 

 



 



 

 

 

 

 

<md:EntitiesDescriptor>

<md:EntityDescriptor> validUntil

cacheDuration  EntityID

<md:EntityDescriptor> 

<md:IDPSSODescriptor>

<md:SPSSODescriptor>

<SingleLogoutElementService>

<ArtifactResolutionService> <ManageNameIDService>

<md:IDPSSODescriptor> WantAuthnRequestsSigned

<saml2p:AuthnRequest>

<md:SPSSODescriptor> AuthnRequestsSigned

<saml2p:AuthnRequest>

<md:KeyDescriptor>

<ds:X509Certificate>

usage <md:KeyDescriptor>



<saml2:NameIDFormat>

AssertionConsumerServiceIndex

AttributeConsumingServiceIndex isDefault 

<md:Organization> <md:OrganizationName>

<md:OrganizationDisplayName> <md:OrganizationURL>

<md:ContactPerson> contactType

<md:ContactPerson> contactType

<md:ContactPerson> <md:EmailAddress>

<md:Extension>

<md:Extension>

<saml:Attribute>

<md:IDPSSODescriptor>

<md:Extension> NameFormat <saml:Attribute> 

Name

 



urn:oasis:names:tc:SAML:2.0:nameid-format:persistent 

urn:oasis:names:tc:SAML:2.0:nameid-format:transient 

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified 

 

 

 

 

<saml2p:AuthnRequest>

<eidas:RequestedAttributes>

<eidas:RequestedAttributes> <saml2p:Extensions> 

<eidas:RequestedAttribute>  <eidas:RequestedAttributes>

isRequired <eidas:RequestedAttribute> 

isRequired <eidas:RequestedAttribute> 

<saml2p:AuthnRequest>



 

<saml2:Attribute> elements within one 

<saml2:AttributeStatement> included in one SAML assertion. <saml2:AttributeValue>

 

<saml2:AttributeValue>

 <saml2:EncryptedAttribute> 

<eidas:RequestedAttributes>

 

 

AssertionConsumerServiceURL

<md:AssertionConsumerService>

ProtocolBinding

ForceAuthn ForceAuthn  

isPassive. isPassive 

AttributeConsumingServiceIndex

RequesterID

RequesterID

RequesterID



<saml2p:NameIDPolicy>

<saml2p:RequestedAuthnContext>

<saml2p:RequestedAuthnContext>

Comparison <saml2p:RequestedAuthnContext>

<saml2p:AuthnRequest>

 

<saml2p:Status>

<saml2p:StatusCode>.

<saml2:Subject>

<saml2:NameID>

<saml2:AuthnContext> <saml2:AuthnContextClassRef>

isRequired=”true”

NameFormat <saml2:Attribute>

urn:oasis:names:tc:SAML:2.0:attrname-format:uri



 

 

 

 

 

<md:EntityDescriptor> <mdattr:EntityAttributes>



<saml:Attribute> urn:oasis:names:tc:SAML:2.0:attrname-

format:uri

http://eidas.europa.eu/entity-attributes/protocol-version 

http://eidas.europa.eu/entity-attributes/application-identifier 

 

<md:EntityDescriptor>

<mdattr:EntityAttributes>

<saml2:AttributeValue> 

http://eidas.europa.eu/entity-attributes/termsofaccess/requesterid 



 

 

<eidas:SPType> <md:Extensions>

<saml2p:Extensions> <saml2p:AuthnRequest>

<eidas:SPType>

<eidas:SPType>

<eidas:SPType>

 

<eidas:NodeCountry> <md:Extensions>

<eidas:NodeCountry> <md:Extensions>

<md:IDPSSODescriptor>

<eidas:NodeCountry> <md:Extensions>

<md:SPSSODescriptor>

<eidas:NodeCountry>

<eidas:NodeCountry>

 



 

 

<?xml version="1.0" encoding="UTF-8"?> 

<xsd:schema   

 xmlns:eidas="http://eidas.europa.eu/saml-extensions"  

 xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

 targetNamespace="http://eidas.europa.eu/saml-extensions"  

 elementFormDefault="qualified"  

 attributeFormDefault="unqualified"  

 version="1">  

 

   <xsd:element name="SPType" type="eidas:SPTypeType"/> 

 

   <xsd:simpleType name="SPTypeType"> 

      <xsd:restriction base="xsd:string"> 

         <xsd:enumeration value="public"/> 

         <xsd:enumeration value="private"/> 

      </xsd:restriction> 

   </xsd:simpleType> 

</xsd:schema> 

 

<?xml version="1.0" encoding="UTF-8"?> 

<xsd:schema  

 xmlns:eidas="http://eidas.europa.eu/saml-extensions"  

 xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

 targetNamespace="http://eidas.europa.eu/saml-extensions"  

 elementFormDefault="qualified"  

 attributeFormDefault="unqualified"  

 version="1">  

 

   <xsd:element name="NodeCountry" type="eidas:NodeCountryType"/> 

 

   <xsd:simpleType name=" NodeCountryType "> 

      <xsd:restriction base="xsd:string"> 

         <xsd:pattern value="[A-Z][A-Z]"/> 



      </xsd:restriction> 

   </xsd:simpleType> 

</xsd:schema> 

 

<?xml version="1.0" encoding="UTF-8"?>  

<xsd:schema  

 xmlns:eidas="http://eidas.europa.eu/saml-extensions" 

 xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

 targetNamespace="http://eidas.europa.eu/saml-extensions" 

 elementFormDefault="qualified"  

 attributeFormDefault="unqualified"  

 version="1"> 

 

<xsd:element name=" RequestedAttributes"  

     type="eidas:RequestedAttributesType" /> 

 

<xsd:complexType name="RequestedAttributesType"> 

   <xsd:sequence> 

      <xsd:element minOccurs="0" maxOccurs="unbounded" 

                         ref="eidas:RequestedAttribute"/> 

   </xsd:sequence> 

</xsd:complexType> 

</xsd:schema> 

 

<?xml version="1.0" encoding="UTF-8"?> 

<xsd:schema  

 xmlns:eidas="http://eidas.europa.eu/saml-extensions"   

 xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

 targetNamespace="http://eidas.europa.eu/saml-extensions"  

 elementFormDefault="qualified"  

 attributeFormDefault="unqualified"  

 version="1">  

 

   <xsd:element name="RequestedAttribute"  

                type="eidas:RequestedAttributeType"/> 

 

   <xsd:complexType name="RequestedAttributeType"> 

      <xsd:sequence> 

         <xsd:element name=" AttributeValue" type="xsd:anyType"  

                      minOccurs="0" maxOccurs="unbounded"/> 

</xsd:sequence> 

<xsd:attribute name="Name" type="xsd:string" use="required"/> 

<xsd:attribute name="NameFormat" type="xsd:anyURI" use="required"/> 



<xsd:attribute name="isRequired" type=" xsd:boolean" use="required"/> 

<xsd:attribute name="FriendlyName" type="xsd:string" use="optional"/> 

<xsd:anyAttribute namespace="##other" processContents="lax"/> 

   </xsd:complexType> 

</xsd:schema> 



 

 

<?xml version="1.0" encoding="UTF-8"?> 

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 

    xmlns:eidas="http://eidas.europa.eu/saml-extensions"  

    xmlns:alg="urn:oasis:names:tc:SAML:metadata:algsupport"  

    xmlns:xs="http://www.w3.org/2001/XMLSchema"  

    ID="_9ebc8854ec7f701da9749e87a801e5f2" 

    entityID="https://eidas-connector.eu" 

    validUntil="2015-05-24T19:30:26.624Z"> 

            <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                <ds:SignedInfo> 

                    <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

                    <ds:SignatureMethod Algorithm="http://www.w3.org/2007/05/xmldsig-more#sha256-rsa-MGF1"/> 

                    <ds:Reference URI="#_9ebc8854ec7f701da9749e87a801e5f2"> 

                        <ds:Transforms> 

                            <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 

                            <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

                        </ds:Transforms> 

                        <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/> 

                        <ds:DigestValue>t2DvNbFynxqsLoF4BfJPIvauBrSeVDjBCPBHulKYh4g=</ds:DigestValue> 

                    </ds:Reference> 

                </ds:SignedInfo> 

                <ds:SignatureValue>G34==</ds:SignatureValue> 

                <ds:KeyInfo> 

                    <ds:X509Data> 

                        <ds:X509Certificate>MIID==</ds:X509Certificate> 

                    </ds:X509Data> 

                </ds:KeyInfo> 

            </ds:Signature> 

            <md:Extensions> 

                <eidas:SPType>public</eidas:SPType> 

                <alg:DigestMethod  Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/> 

                <alg:SigningMethod MinKeySize="256"  

                            Algorithm="http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/> 

                <alg:SigningMethod MinKeySize="3072" MaxKeySize="4096"  

                            Algorithm="http://www.w3.org/2007/05/xmldsig-more#sha256-rsa-MGF1"/> 

                <mdattr:EntityAttributes xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute" 

                                                         xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

                    <saml2:Attribute Name="http://eidas.europa.eu/entity-attributes/protocol-version"  

                                              NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" > 

                       <saml2:AttributeValue xsi:type="xs:string"  

                                                           xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

                              1.1 

                       </saml2:AttributeValue> 

                   </saml2:Attribute> 

                   <saml2:Attribute Name="http://eidas.europa.eu/entity-attributes/application-identifier"  

                                             NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" > 

                       <saml2:AttributeValue xsi:type="xs:string"  

                                                           xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

                           CEF:eIDAS-ref:2.0 



                      </saml2:AttributeValue> 

                   </saml2:Attribute> 

                </mdattr:EntityAttributes> 

            </md:Extensions> 

      <md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="false" 

            protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"> 

            <md:Extensions> 

                <eidas:NodeCountry>EU</eidas:NodeCountry> 

            </md:Extensions> 

            <md:KeyDescriptor use="signing"> 

                <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                    <ds:X509Data> 

                        <ds:X509Certificate>MIID==</ds:X509Certificate> 

                    </ds:X509Data> 

                </ds:KeyInfo> 

            </md:KeyDescriptor> 

            <md:KeyDescriptor use="encryption"> 

                <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                    <ds:X509Data> 

                        <ds:X509Certificate>MIID==</ds:X509Certificate> 

                    </ds:X509Data> 

                </ds:KeyInfo> 

                <md:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes256-gcm"/> 

            </md:KeyDescriptor> 

            <md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat> 

            <md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat> 

            <md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat> 

            <md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

                  Location=" "  

                  index="0" 

                  isDefault="true"/> 

        </md:SPSSODescriptor> 

        <md:Organization> 

            <md:OrganizationName xml:lang="en">eIDAS Connector</md:OrganizationName> 

            <md:OrganizationDisplayName xml:lang="en">eIDAS Connector</md:OrganizationDisplayName> 

            <md:OrganizationURL xml:lang="en">https://eidas-connector.eu</md:OrganizationURL> 

        </md:Organization> 

        <md:ContactPerson contactType="technical"> 

            <md:Company>eIDAS Connector Operator</md:Company> 

            <md:GivenName>John</md:GivenName> 

            <md:SurName>Doe</md:SurName> 

            <md:EmailAddress>john.doe@eidas-connector.eu</md:EmailAddress> 

            <md:TelephoneNumber>+43 123456</md:TelephoneNumber> 

        </md:ContactPerson> 

</md:EntityDescriptor> 

 

<?xml version="1.0" encoding="UTF-8"?> 

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 

     xmlns:eidas="http://eidas.europa.eu/saml-extensions" 

     xmlns:alg="urn:oasis:names:tc:SAML:metadata:algsupport"  

     xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"  

     xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute"  

     xmlns:xs="http://www.w3.org/2001/XMLSchema"  

     ID="_9ebc8854ec7f701da9749e87a801e5f2" 

     entityID="https://eidas-service.eu" 

     validUntil="2015-05-24T19:30:26.624Z"> 

        <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 



            <ds:SignedInfo> 

                <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

                <ds:SignatureMethod Algorithm="http://www.w3.org/2007/05/xmldsig-more#sha256-rsa-MGF1"/> 

                <ds:Reference URI="#_9ebc8854ec7f701da9749e87a801e5f2"> 

                    <ds:Transforms> 

                        <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 

                        <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 

                             <ec:InclusiveNamespaces xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"  

                                           PrefixList="xs"/> 

                        </ds:Transform> 

                    </ds:Transforms> 

                    <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/> 

                    <ds:DigestValue>t2DvNbFynxqsLoF4BfJPIvauBrSeVDjBCPBHulKYh4g=</ds:DigestValue> 

                </ds:Reference> 

            </ds:SignedInfo> 

            <ds:SignatureValue>G34==</ds:SignatureValue> 

            <ds:KeyInfo> 

                <ds:X509Data> 

                    <ds:X509Certificate>MIIDPWA==</ds:X509Certificate> 

                </ds:X509Data> 

            </ds:KeyInfo> 

        </ds:Signature> 

       <md:Extensions>     

           <mdattr:EntityAttributes xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute" 

                                                    xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

                  <saml2:Attribute Name="http://eidas.europa.eu/entity-attributes/protocol-version"  

                                             NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" > 

                      <saml2:AttributeValue xsi:type="xs:string"  

                                                          xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

                                  1.1 

                      </saml2:AttributeValue> 

                  </saml2:Attribute> 

                      <saml2:Attribute Name="http://eidas.europa.eu/entity-attributes/application-identifier"  

                                                 NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" > 

                        <saml2:AttributeValue xsi:type="xs:string"  

                                                           xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

                               CEF:eIDAS-ref:2.0 

                      </saml2:AttributeValue> 

                  </saml2:Attribute> 

    <saml2:Attribute  

              Name="urn:oasis:names:tc:SAML:attribute:assurance-certification" 

              NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"> 

        <saml2:AttributeValue> 

             http://eidas.europa.eu/LoA/high 

        </saml2:AttributeValue> 

        <saml2:AttributeValue> 

             http://eidas.europa.eu/LoA/substantial 

        </saml2:AttributeValue> 

        <saml2:AttributeValue> 

             http://eidas.europa.eu/LoA/low 

        </saml2:AttributeValue> 

    </saml2:Attribute> 

                  <saml2:Attribute Name="http://macedir.org/entity-category"  

                                            NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" > 

      <saml2:AttributeValue> 

             http://eidas.europa.eu/entity-attributes/termsofaccess/requesterid 

      </saml2:AttributeValue> 

                  </saml2:Attribute> 

            </mdattr:EntityAttributes> 

            <alg:DigestMethod  Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/> 



            <alg:SigningMethod MinKeySize="256"  

                         Algorithm="http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/> 

            <alg:SigningMethod MinKeySize="3072" MaxKeySize="4096"  

                         Algorithm="http://www.w3.org/2007/05/xmldsig-more#sha256-rsa-MGF1"/> 

        </md:Extensions> 

        <md:IDPSSODescriptor WantAuthnRequestsSigned="true" 

            protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" > 

            <md:Extensions> 

                <eidas:NodeCountry>EU</eidas:NodeCountry> 

            </md:Extensions> 

            <md:KeyDescriptor use="signing"> 

                <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                    <ds:X509Data> 

                        <ds:X509Certificate>MIID==</ds:X509Certificate> 

                    </ds:X509Data> 

                </ds:KeyInfo> 

            </md:KeyDescriptor>             

            <md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat> 

            <md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat> 

            <md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat> 

            <md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

                Location="https://eidas-service.eu/post"/> 

            <md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" 

                Location="https://eidas-service.eu/redirect"/> 

            <saml2:Attribute  

                FriendlyName="PersonIdentifier"  

                Name="http://eidas.europa.eu/attributes/naturalperson/PersonIdentifier" 

                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">                 

            </saml2:Attribute> 

            <saml2:Attribute  

                FriendlyName="FamilyName"  

                Name="http://eidas.europa.eu/attributes/naturalperson/CurrentFamilyName" 

                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">                

            </saml2:Attribute> 

            <saml2:Attribute  

                FriendlyName="FirstName" 

                Name="http://eidas.europa.eu/attributes/naturalperson/CurrentGivenName" 

                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">                 

            </saml2:Attribute> 

            <saml2:Attribute  

                FriendlyName="DateOfBirth" 

                Name="http://eidas.europa.eu/attributes/naturalperson/DateOfBirth" 

                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"> 

            </saml2:Attribute>                         

        </md:IDPSSODescriptor>        

    <md:Organization> 

        <md:OrganizationName xml:lang="en">eIDAS Service</md:OrganizationName> 

        <md:OrganizationDisplayName xml:lang="en">eIDAS Service</md:OrganizationDisplayName> 

        <md:OrganizationURL xml:lang="en">https://eidas-connector.eu</md:Organization> 

    <md:ContactPerson contactType="technical"> 

        <md:Company>eIDAS Service Operator</md:Company> 

        <md:GivenName>John</md:GivenName> 

        <md:SurName>Doe</md:SurName> 

        <md:EmailAddress>john.doe@eidas-service.eu</md:EmailAddress> 

        <md:TelephoneNumber>+43 123456</md:TelephoneNumber> 

    </md:ContactPerson> 

</md:EntityDescriptor> 

http://eidas.europa.eu/attributes/naturalperson/CurrentFamilyName
http://eidas.europa.eu/attributes/naturalperson/CurrentGivenName
http://eidas.europa.eu/attributes/naturalperson/DateOfBirth
mailto:john.doe@eidas-service.eu%3c/md:EmailAddress


 

<?xml version="1.0" encoding="UTF-8"?> 

<saml2p:AuthnRequest  

      Destination="https://eidas-service.eu/post" 

      ID="_171ccc6b39b1e8f6e762c2e4ee4ded3a" IssueInstant="2015-04-30T19:25:14.273Z" Version="2.0" 

      ForceAuthn="true"  

      IsPassive="false"  

      xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"  

      xmlns:eidas="http://eidas.europa.eu/saml-extensions"  

      xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

    <saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://eidas-connector.eu 

    </saml2:Issuer> 

    <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

        <ds:SignedInfo> 

            <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

            <ds:SignatureMethod Algorithm="http://www.w3.org/2007/05/xmldsig-more#sha256-rsa-MGF1"/> 

            <ds:Reference URI="#_171ccc6b39b1e8f6e762c2e4ee4ded3a"> 

                <ds:Transforms> 

                    <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 

                    <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

                </ds:Transforms> 

                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha256"/> 

                <ds:DigestValue>EFe8x1Gvm5RVmrBaWM5RrQm81xk=</ds:DigestValue> 

            </ds:Reference> 

        </ds:SignedInfo> 

        <ds:SignatureValue>SaO8==</ds:SignatureValue> 

        <ds:KeyInfo> 

            <ds:X509Data> 

                <ds:X509Certificate>MIIDPWA==</ds:X509Certificate> 

            </ds:X509Data> 

        </ds:KeyInfo> 

    </ds:Signature> 

    <saml2p:Extensions> 

        <eidas:SPType>public</eidas:SPType> 

        <eidas:RequestedAttributes> 

            <eidas:RequestedAttribute Name="http://eidas.europa.eu/attributes/naturalperson/PersonIdentifier" 

                    NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" isRequired="true"/> 

            <eidas:RequestedAttribute Name="http://eidas.europa.eu/attributes/naturalperson/CurrentFamilyName" 

                     NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" isRequired="true"/> 

            <eidas:RequestedAttribute Name="http://eidas.europa.eu/attributes/naturalperson/CurrentGivenName"  

                     NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" isRequired="true"/> 

            <eidas:RequestedAttribute Name="http://eidas.europa.eu/attributes/naturalperson/DateOfBirth"  

                     NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" isRequired="true"/> 

        </eidas:RequestedAttributes> 

    </saml2p:Extensions> 

    <saml2p:NameIDPolicy AllowCreate="true" 

        Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"/> 

    <saml2p:RequestedAuthnContext Comparison="minimum"> 

        <saml2:AuthnContextClassRef xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

                 http://eidas.europa.eu/LoA/high 

        </saml2:AuthnContextClassRef> 

    </saml2p:RequestedAuthnContext> 

</saml2p:AuthnRequest> 

 

<?xml version="1.0" encoding="UTF-8"?> 

<saml2p:Response Destination="https://eidas-connector.at/post" 



       ID="_5a15625de8618920748123042db52367"  

       InResponseTo="_171ccc6b39b1e8f6e762c2e4ee4ded3a" 

       IssueInstant="2015-04-30T19:27:20.159Z"  

       Version="2.0" 

       xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"  

       xmlns:xs="http://www.w3.org/2001/XMLSchema"> 

  <saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 

       xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">https://eidas-service.eu</saml2:Issuer> 

  <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

    <ds:SignedInfo> 

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

      <ds:SignatureMethod Algorithm="http://www.w3.org/2007/05/xmldsig-more#sha256-rsa-MGF1"/> 

      <ds:Reference URI="#_5a15625de8618920748123042db52367"> 

        <ds:Transforms> 

          <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 

          <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 

            <ec:InclusiveNamespaces PrefixList="xs" 

                  xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

          </ds:Transform> 

        </ds:Transforms> 

        <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/> 

        <ds:DigestValue>t5V4hqAh4Nxjd49H/rC+N9tN/dNHBNuCOco1v1GYfFc=</ds:DigestValue> 

      </ds:Reference> 

    </ds:SignedInfo> 

    <ds:SignatureValue>GX2==</ds:SignatureValue> 

    <ds:KeyInfo> 

      <ds:X509Data> 

        <ds:X509Certificate>MIIDPWA==</ds:X509Certificate> 

      </ds:X509Data> 

    </ds:KeyInfo> 

  </ds:Signature> 

  <saml2p:Status> 

    <saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 

  </saml2p:Status> 

  <saml2:EncryptedAssertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">     

    <xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

      Id="encrypted-data-0-1152532362-41467517-23174" 

      Type="http://www.w3.org/2001/04/xmlenc#Element"> 

      <xenc:EncryptionMethod 

             Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/> 

      <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

        <xenc:EncryptedKey Id="encrypted-key-1-1152532362-41467527-29158-c0"> 

          <xenc:EncryptionMethod 

                   Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p"> 

              <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

          </xenc:EncryptionMethod> 

          <ds:KeyInfo> 

             <ds:X509Data> 

                 <ds:X509Certificate>MIIDPWA==</ds:X509Certificate> 

             </ds:X509Data> 

          </ds:KeyInfo> 

          <xenc:CipherData> 

            <xenc:CipherValue>MDTqUNbO8Wd</xenc:CipherValue> 

          </xenc:CipherData> 

        </xenc:EncryptedKey> 

      </ds:KeyInfo> 

      <xenc:CipherData> 

        <xenc:CipherValue>NhUqASe+jJ0BHqTX4sayQLz7qUNbO8Wdj9qEI4wm+9Mbml3Agfjluw== 

        </xenc:CipherValue> 

      </xenc:CipherData> 



    </xenc:EncryptedData> 

  </saml2:EncryptedAssertion> 

</saml2p:Response> 

 

<?xml version="1.0" encoding="UTF-8"?> 

<saml2:Assertion ID="_47482789069732322d02d825c9a2fafa" IssueInstant="2015-04-30T19:27:20.159Z" 

      Version="2.0" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"  

      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

      xmlns:eidas="http://eidas.europa.eu/attributes/naturalperson"> 

    <saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"> 

            https://eidas-service.eu 

    </saml2:Issuer> 

    <saml2:Subject> 

        <saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent" 

            > ES/AT/02635542Y </saml2:NameID> 

        <saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"> 

            <saml2:SubjectConfirmationData InResponseTo="_171ccc6b39b1e8f6e762c2e4ee4ded3a" 

                NotOnOrAfter="2015-04-30T19:32:20.157Z" 

                Recipient="https://eidas-connector.eu/post"/> 

        </saml2:SubjectConfirmation> 

    </saml2:Subject> 

    <saml2:Conditions NotBefore="2015-04-30T19:27:20.159Z" NotOnOrAfter="2015-04-30T19:32:20.157Z"> 

        <saml2:AudienceRestriction> 

            <saml2:Audience>https://eidas-connector.eu/post</saml2:Audience> 

        </saml2:AudienceRestriction> 

    </saml2:Conditions> 

    <saml2:AuthnStatement AuthnInstant="2015-04-30T19:27:20.159Z" 

        SessionIndex="_5eeb319253e2d7d125e3dcc72806209a"> 

        <saml2:AuthnContext> 

            <saml2:AuthnContextClassRef>http://eidas.europa.eu/LoA/high</saml2:AuthnContextClassRef> 

        </saml2:AuthnContext> 

    </saml2:AuthnStatement> 

    <saml2:AttributeStatement> 

    <saml2:Attribute  

        FriendlyName="PersonIdentifier"  

        Name="http://eidas.europa.eu/attributes/naturalperson/PersonIdentifier" 

        NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"> 

        <saml2:AttributeValue xsi:type="eidas:PersonIdentifierType"> 

            ES/AT/02635542Y 

        </saml2:AttributeValue> 

    </saml2:Attribute> 

    <saml2:Attribute  

        FriendlyName="FamilyName"  

        Name="http://eidas.europa.eu/attributes/naturalperson/CurrentFamilyName" 

        NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"> 

        <saml2:AttributeValue xsi:type="eidas:CurrentFamilyNameType"> 

            Onasis 

        </saml2:AttributeValue> 

        <saml2:AttributeValue LatinScript="false" xsi:type="eidas:CurrentFamilyNameType"> 

            Ωνάσης 

        </saml2:AttributeValue>  

    </saml2:Attribute>     

    <saml2:Attribute  

        FriendlyName="FirstName"  

        Name="http://eidas.europa.eu/attributes/naturalperson/CurrentGivenName" 

        NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"> 

        <saml2:AttributeValue xsi:type="eidas:CurrentGivenNameType"> 

https://eidas-service.eu/


            Sarah 

        </saml2:AttributeValue> 

    </saml2:Attribute> 

    <saml2:Attribute  

        FriendlyName="DateOfBirth"  

        Name="http://eidas.europa.eu/attributes/naturalperson/DateOfBirth" 

        NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"> 

        <saml2:AttributeValue xsi:type="eidas:DateOfBirthType"> 

            1970-05-28 

        </saml2:AttributeValue> 

    </saml2:Attribute>           

    </saml2:AttributeStatement> 

</saml2:Assertion> 

  



 

• 

• 

• 



  



 

 

<ser:MetadataServiceList xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 

 xmlns:ser="http://eidas.europa.eu/metadata/servicelist" 

 xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

version="1.0" IssueDate="2006-05-04T18:13:51.0" NextUpdate="2006-05-04T18:13:51.0"  

ID="ID001"> 

    <ser:SchemeInformation> 

        <ser:IssuerName>IssuerName</ser:IssuerName> 

        <ser:SchemeIdentifier> https://eidas.example.com/metadatalist/Scheme01</ser:SchemeIdentifier> 

        <ser:SchemeTerritory>BE</ser:SchemeTerritory> 

    </ser:SchemeInformation> 

    <ser:MetadataList Territory="BE"> 

        <ser:MetadataLocation Location="https://eidas.example.com/node1/metadata"> 

            <ser:Endpoint EndpointType="http://eidas.europa.eu/metadata/ept/Connector"   

                                    EntityID="https://eidas.example.com/node1"/> 

        </ser:MetadataLocation> 

        <ser:MetadataLocation Location="https://eidas.example.com/node2/metadata"> 

            <ser:Endpoint EndpointType="http://eidas.europa.eu/metadata/ept/ProxyService"  

                                    EntityID="https://eidas.example.com/node2"/> 

        </ser:MetadataLocation> 

    </ser:MetadataList> 

    <ser:DistributionPoints> 

        <DistributionPoint>http://www.example.com/distributionpoint1</DistributionPoint> 

    </ser:DistributionPoints> 

</ser:MetadataServiceList> 

 

 

<ser:MetadataServiceList xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 

 xmlns:ser="http://eidas.europa.eu/metadata/servicelist" 

 xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

version="1.0" IssueDate="2006-05-04T18:13:51.0" NextUpdate="2006-05-04T18:13:51.0"  

ID="ID001"> 

    <ser:SchemeInformation> 

        <ser:IssuerName>IssuerName</ser:IssuerName> 

        <ser:SchemeIdentifier> https://eidas.example.com/metadatalist/Scheme01</ser:SchemeIdentifier> 

        <ser:SchemeTerritory>EU</ser:SchemeTerritory> 

    </ser:SchemeInformation> 

    <!-- Country with several locations for single entities --> 

    <ser:MetadataList Territory="BE"> 

        <ser:MetadataLocation Location="https://eidas.example.com/node1/metadata"> 

            <ser:Endpoint EndpointType="http://eidas.europa.eu/metadata/ept/Connector" 

                                    EntityID="https://eidas.example.com/node1"/> 

        </ser:MetadataLocation> 

        <ser:MetadataLocation Location="https://eidas.example.com/node2/metadata"> 

            <ser:Endpoint EndpointType="http://eidas.europa.eu/metadata/ept/ProxyService"  

                                    EntityID="https://eidas.example.com/node2"/> 

        </ser:MetadataLocation> 

    </ser:MetadataList> 

    <!-- Country with one location for multiple specified entities --> 

    <ser:MetadataList Territory="AT"> 

        <ser:MetadataLocation Location="https://eidas.example.com/node3and4/metadata"> 

            <ser:Endpoint EndpointType="http://eidas.europa.eu/metadata/ept/Connector"  

http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema-instance


                                    EntityID="https://eidas.example.com/node3"/> 

            <ser:Endpoint EndpointType="http://eidas.europa.eu/metadata/ept/ProxyService"  

                                    EntityID="https://eidas.example.com/node4"/> 

        </ser:MetadataLocation> 

    </ser:MetadataList> 

    <!-- Country with one location for multiple unspecified entities --> 

    <ser:MetadataList Territory="SE"> 

        <ser:MetadataLocation Location="https://eidas.example.com/senodes/metadata"/>         

    </ser:MetadataList> 

    <ser:DistributionPoints> 

        <DistributionPoint>http://www.example.com/distributionpoint1</DistributionPoint> 

        <DistributionPoint>http://www.example.com/distributionpoint2</DistributionPoint> 

    </ser:DistributionPoints> 

    <ds:Signature> 

      … 

    </ds:Signature> 

</ser:MetadataServiceList>        
         

 

<?xml version="1.0" encoding="UTF-8"?> 

<xs:schema version="1.0" attributeFormDefault="unqualified" elementFormDefault="qualified" 

  targetNamespace="http://eidas.europa.eu/metadata/servicelist" 

  xmlns:xs="http://www.w3.org/2001/XMLSchema" 

  xmlns:ser="http://eidas.europa.eu/metadata/servicelist" 

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

 

  <xs:import namespace="http://www.w3.org/2000/09/xmldsig#" 

    schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd"/> 

 

  <xs:annotation> 

    <xs:documentation> 

      Document identifier: eidas-metadata-servicelist-1.0  

    </xs:documentation> 

  </xs:annotation> 

 

  <xs:element name="MetadataServiceList" type="ser:MetadataServiceListType"/> 

 

  <xs:complexType name="MetadataServiceListType"> 

    <xs:annotation> 

      <xs:documentation> 

        The MetadataServiceListType is the root type for representing a metadata service list. It holds 

        scheme information, metadata locations for each member state and optionally distribution point(s). 

      </xs:documentation> 

    </xs:annotation> 

    <xs:sequence> 

      <xs:element name="SchemeInformation" type="ser:SchemeInformationType"/> 

      <xs:element name="MetadataList" type="ser:MetadataSchemeEndpointListType" minOccurs="0" 

        maxOccurs="unbounded"/> 

      <xs:element name="DistributionPoints" type="ser:DistributionPointsType"/> 

      <xs:element ref="ds:Signature" minOccurs="0"/> 

    </xs:sequence> 

    <xs:attribute name="Version" type="xs:string" use="required"> 

      <xs:annotation> 

        <xs:documentation> 

          The version of a metadata service list. 

        </xs:documentation> 

      </xs:annotation> 



    </xs:attribute> 

    <xs:attribute name="IssueDate" type="xs:dateTime" use="required"> 

      <xs:annotation> 

        <xs:documentation> 

          Issuance time for a metadata service list. 

        </xs:documentation> 

      </xs:annotation> 

    </xs:attribute> 

    <xs:attribute name="NextUpdate" type="xs:dateTime"> 

      <xs:annotation> 

        <xs:documentation> 

          Time when the next metadata service list will be published. 

        </xs:documentation> 

      </xs:annotation> 

    </xs:attribute> 

    <xs:attribute name="ID" type="xs:ID"> 

      <xs:annotation> 

        <xs:documentation> 

          The unique ID for a metadata service list. 

        </xs:documentation> 

      </xs:annotation> 

    </xs:attribute> 

  </xs:complexType> 

 

  <xs:complexType name="SchemeInformationType"> 

    <xs:annotation> 

      <xs:documentation> 

        Scheme information about a published metadata service list, where the publisher  

        and territory are included. 

      </xs:documentation> 

    </xs:annotation> 

    <xs:sequence> 

      <xs:element name="IssuerName" type="xs:string"/> 

      <xs:element name="SchemeIdentifier" type="xs:anyURI"/> 

      <xs:element name="SchemeTerritory" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="MetadataSchemeEndpointListType"> 

    <xs:annotation> 

      <xs:documentation> 

        Defines the metadata location(s) for a specific member state (territory). 

      </xs:documentation> 

    </xs:annotation> 

    <xs:sequence> 

      <xs:element type="ser:MetadataLocationType" name="MetadataLocation" minOccurs="0" 

        maxOccurs="unbounded"/> 

    </xs:sequence> 

    <xs:attribute name="Territory" type="xs:string" use="required"/> 

    <xs:anyAttribute namespace="##any" processContents="lax"/> 

  </xs:complexType> 

 

  <xs:complexType name="DistributionPointsType"> 

    <xs:annotation> 

      <xs:documentation> 

        A list of distribution points. URLs from where the metadata service list can be downloaded. 

      </xs:documentation> 

    </xs:annotation> 

    <xs:sequence> 

      <xs:element name="DistributionPoint" type="xs:anyURI" minOccurs="1" maxOccurs="unbounded"/> 



    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="MetadataLocationType"> 

    <xs:sequence> 

      <xs:element name="Endpoint" type="ser:MsEndpointType" minOccurs="0" maxOccurs="unbounded"> 

        <xs:annotation> 

          <xs:documentation> 

            A list of eIDAS endpoints (nodes) for the current location. 

          </xs:documentation> 

        </xs:annotation> 

      </xs:element> 

      <xs:element ref="ds:KeyInfo" minOccurs="0" maxOccurs="unbounded"> 

        <xs:annotation> 

          <xs:documentation> 

            Key material (usually a certificate) that should be used to verify the signature 

            of the downloaded metadata for this metadata location. 

          </xs:documentation> 

        </xs:annotation> 

      </xs:element> 

    </xs:sequence> 

    <xs:attribute name="Location" type="xs:anyURI" use="required"> 

      <xs:annotation> 

        <xs:documentation> 

          The URL from where the metadata for the endpoint(s) can be obtained. 

        </xs:documentation> 

      </xs:annotation> 

    </xs:attribute> 

    <xs:anyAttribute namespace="##any" processContents="lax"/> 

  </xs:complexType> 

 

  <xs:complexType name="MsEndpointType"> 

    <xs:annotation> 

      <xs:documentation> 

        Defines a member state "endpoint" (eIDAS node). 

      </xs:documentation> 

    </xs:annotation> 

    <xs:attribute name="EndpointType" type="xs:anyURI" use="required"> 

      <xs:annotation> 

        <xs:documentation> 

          The type of endpoint. Currently defined URI:s are: 

           http://eidas.europa.eu/metadata/ept/ProxyService for an eIDAS Proxy Service, and, 

           http://eidas.europa.eu/metadata/ept/Connector for an eIDAS Connector. 

        </xs:documentation> 

      </xs:annotation> 

    </xs:attribute> 

    <xs:attribute name="EntityID" type="xs:anyURI" use="required"> 

      <xs:annotation> 

        <xs:documentation> 

          The SAML entityID of the endpoint. For an eIDAS connector this is the entityID for 

          the SP-part of the node, and for an eIDAS Proxy Service this is the entityID for the 

          IdP-part of the node. 

        </xs:documentation> 

      </xs:annotation> 

    </xs:attribute> 

    <xs:anyAttribute namespace="##any" processContents="lax"/> 

  </xs:complexType> 

</xs:schema> 
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