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API4IPS — JRC
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APls for the public sector

Multi-stakeholder events on APl essentials

C/,JiCkas essential (@]

in collaboration with Public Administration - Private Sector APl Codesign

A collaborative dialogue between public sectorand API practitionersin
the private sector
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Public administration
& private sector
API co-design

https://joinup.ec.europa.eu/collection/api4dt/event/workshop

cpicays essentiol (@)

in collaboration with Public Administration - Private Sector APl Codesign

A collaborative dialogue between public sector and API practitionersin
the private sector

API governance,
Security & Specifications

https://joinup.ec.europa.eu/collection/api4dt/event/worksh

C/rJi('kJYS EXECUTIVE API WEBINAR SERIES

Unfolding opportunities from
,,,,,,, the use of APIs in Europe
(regulatory perspective: GDPR,
o PSD2, EU data strategy)

APl legal context

https://joinup.ec.europa.eu/collection/api4dt/event/workshop-

-i-25092020-api-technical-essentials-public-administration-

op-ii-27102020-api-technical-essentials-public-

private-sector-apis-co-design

administration-private-sector-apis-co-design

iii-unfolding-opportunities-use-apis-europe-requlatory-

perspective-eu-data-strateqy-gdpr
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https://joinup.ec.europa.eu/collection/api4dt/event/workshop-i-25092020-api-technical-essentials-public-administration-private-sector-apis-co-design
https://joinup.ec.europa.eu/collection/api4dt/event/workshop-ii-27102020-api-technical-essentials-public-administration-private-sector-apis-co-design
https://joinup.ec.europa.eu/collection/api4dt/event/workshop-iii-unfolding-opportunities-use-apis-europe-regulatory-perspective-eu-data-strategy-gdpr

API4IPS current focus

Two strands of work

Security perspectives of APIs,
Threats, Risks, Tactics
Solutions

Standards

Best practices for government

Legal frameworks
SLAs, ToS
Analysis of API-driven ecosystems (Financial Sector)
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APl legal context exploration

Current actions

Launched analysis of legal frameworks of APIs

APIs in data governance processes [9t" February Workshop]
Context of APIs within the EU Data strategy
Analysis of the implementation of EU regulation from an API viewpoint
Panel discussion about

Launched the analysis of 4K ToS of APIs (from Programmable Web)
Common structures
Most common clauses used (liability, privacy, temporal validity ...)
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Overview of D
data actions [ ]talklngaboun

Q420
Data
governance
Act

Digital Market
Act

Q121

Implementing
Act under
Open Data

API role in data governance processes

Workshop highlights

What data are we Who holds
What poli
[Hl e [A] e,

Good governance of data cannot wait

[D] Data voluntarily [H] Public sector,
made available by business,

[A] Make such data easier to share in a controlied manner
(technical, legal and with organisational support);

data holders individuals, Build trust in data sharing;
researchers Ensure data interoperability across sectors
Data: a key of Big Tech's power
Data held by online
‘ riginatin D Ameng other policy options,
businesses and. access and data portability
individuals) remedies

High quality government data for SMEs & innovation

[D] ‘High vaiue’ Open [H] Public sector [A] Make such date
Govemment Data available for re-
(core reference data) use free of charge

Better access to and control over data for a fair data economy
Ensure flexible use of Big Data sources by
[D] Co-generated, Ionm [H] Business [A] government for the common good; Establish feimess
from Industry and in use of co-generated, loT data; Make sure that
mﬂivld:aﬁs, Blulma Emupeamstlyhmdwermmm-ﬁs
sources held by IPR
business — forposs@»eobsudes

EU data strategy:

- Enforced: GDPR, PSD2

- Implementation: Open Data PSI
- Design: DGA, DSA, DMA

G D P R (Al’t . 20) Gﬁdata portability is broken

Persanal data was transmitted 5 an empty flls.

PSD2

Open Finance and FinTech Ecosystems = New business models?
The effect of regulation on digital banking strategy
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“Unbundling” of the bank...
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“Re-bundling” of
financial services...
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Topics
— Data portability of personal data

— API neutrality applicability to data
governance processes

— Societal concerns about data
governance: the value of data

— Regulation is coming
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APl legal & organizational essential

Next Actions

Interim delivery of Security traceability and privacy (Q2)
Analysis and validation of initial findings with Legal experts (Q2)

Analysis of the dynamics among actors in well-established digital environments
(such as the ones in the banking sector enforced by PSD2 regulation)
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API4DT joinup collection — stay tuned!

Aei Application Programming. Interfaces (APIs) for the REPORTS e e -
digital transformation s i e e T e

ISR (APs): ganeral-purpose standards, erms:
and Europesn Commission itiatives

Vi, what and how
-

Last update & 5Members
5 days ago ] osolutions

About Application Programming Interfaces (APIs) for
the digital transformation ¢
Dataset: API for

government datasets

Document

The European Commission understands the key role that APIs play in the digital sphere, and it is gaining deep understanding aspects of its D T S ET
adoption in organizations. This JoinUp collection presents a series of outputs that investigate on these aspects. A A S

APIADT APIDT-data

Quickly check the outputs
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document (]

TOOLS & SURVEYS it ™ fomework.amsuategy
Gudeine self assessment

Guicsine

Join our community and stay tuned:
https://joinup.ec.europa.eu/collection/api4dt

EVENTS

Event: Assessing Event: APIs for Workshop: API technical

Government API strategies governments: public essentials: Public

across the EU sector track and workshop administration & private
17/10/2018 event (™ 14/11/2019 event [ 25/09/2020 event (=
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https://joinup.ec.europa.eu/collection/api4dt
mailto:jrc-apis4dgov@ec.europa.eu
https://joinup.ec.europa.eu/document/digital-government-benchmark-api-study

Thank you!

EU Science Hub: ec.europa.eu/jrc

@EU_ScienceHub
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