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eIDAS Compliance

for node operators, service providers and identity
providers
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The elD ecosystem

Node Operator

Entity responsible for ensuring
that the eID node performs

correctly and reliably its

functions as a connection point.

Attribute Provider

Entity responsible for providing
information about electronic identities
(e.g. sector-specific information
beyond the minimum dataset for

natural and legal persons)

Identity Provider

Entity responsible for verifying that
a user is who they claim to be and
assert verified data that identifies

them to the relying party

Service Provider

Entity offering online services
that rely on elD for cross-border

authentication.
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eIDAS Interoperability Architecture
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Obligations
eIDAS Com pl lance for Node Operators (Member State)
5[ Legal
v' Mutual recognition

v Liability of Member State

Interoperability Architecture

Member State A Member State B
Relying Party

Organisational

v Notification of security breach

eIDAS-Node eIDAS-Node

TS " """""" @ v Cooperation with other Member States
@ Comnector = Ientty Provider v ISO/IEC 27001 certification (or

Service Provider equivalent) or compliance with national

legislation

% Technical interoperability

One or more connectors per Member State v eIDAS elD Profile

C !
(mandatory for mutual recognition of eID)

SWPSNWIIN One Proxy-Service per Member State E Operated by
(optional component operated when the MS notified one or more eID schemes) : : .
v" Public or private entities




eIDAS Compliance for identity providers

Interoperability Architecture

Member State A Member State B
Relying Party

eIDAS-Node eIDAS-Node

-- ________ @
@___-m ety provider

Service Provider

Obligations

5[ Legal

v Liability of Member State

Organisational

v Notification of eID schemes

v Level of assurance based on enrolment,
electronic identification, authentication
and management/organisation of digital
identities

C:;% Technical interoperability
v At least MDS for natural and legal persons
v Member State specific interface with

national infrastructure (proxy service)

% Operated by

v" Public or private entities




eIDAS Com pl laNCe for Service Providers

Interoperability Architecture

Member State A

Member State B
Relying Party

eIDAS-Node eIDAS-Node

Froxyservice --
@ connecter m ety provider

Service Provider

Obligations

5[ Legal

v" Mandatory for public entities offering

online services to their citizens

Organisational
v' Operational agreement with the
responsible Member State

fﬁt Technical interoperability

v" Member State specific interface with
national infrastructure (connector)

v Public and private service providers may

need to connect to different connectors

% Operated by

v" Public or private entities




eIDAS

for Citizens

./

Access online services in any Member State with their national elID
with required security, ease of use, and cost efficient



Service Offering

How the European Commission can help you become
part of the eIDAS eID network



Services offered by the European Co

Node Identity
operators providers

Attribute
providers

SOFTWARE OPERATIONS

SAMPLE CONFORMANCE
IMPLEMENTATION TESTING

TESTING TOOLS SERVICE DESK

TRAINING

TECHNICAL
SPECIFICATIONS

eIDAS
SAML Standard

eIDAS
Message Format

eIDAS
Interoperability

STAKEHOLDER
MANAGEMENT
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MANAGEMENT
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Services offered by the European Co

Node
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Identity
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Attribute
providers
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Services offered by the European Co

Node Identity Service
operators providers Providers

Attribute
providers

STAKEHOLDER
MANAGEMENT

KNOWLEDGE BASE

COMMUNITY
MANAGEMENT
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Grant Funding available !

Supported by the Connecting Europe Facility (CEF), the Call for Proposals ( )
provides grant funding of up to €7 million to support the adoption of eID and eSignature in

Eu rope. E - European

Commission


https://ec.europa.eu/inea/en/connecting-europe-facility/cef-telecom/apply-funding/2017-cef-telecom-call-eid-cef-tc-2017-1

Scope of the call for eID

1. eID Integration

Integration of eID in an existing e-
service/system/online platform to enable
private and public sector entities
(including local administrations) to
support nationally issued elDs issued

from any Member State.

2. eIDAS node 3. eIDAS enabled Erasmus Student

eCard

Set up eIDAS node compliant with the latest
version of eIDAS technical specifications and its Support the use of nationally issued eID for students’
operation for one year by Member States which authentication across borders by promoting the
do not yet have their eIDAS nodes ready and
did not benefit from funding under 2014 eID

call for the connection of the national eID

uptake and use of eID amongst public and private
sector entities. In addition, the objective is to support
the integration of eID in existing e-
infrastructure to the core platform. service/system/online platforms in higher education
sectors (e.g. such as universities) to facilitate the

mobility of students in the European Union;
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eIDAS Interoperability Architecture
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Governance

Who is taking strategic decisions for CEF eID Building
Block and who is implementing them?



Governance

19

eIDAS / CEF POLICY

CEF IT STRATEGY
& COORDINATION

CEF DSI
IMPLEMENTATION

CEF DSI
STAKEHOLDERS

*
eIDAS Committee

Cooperation Network *

b3
elDAS Expert Group

Architecture Management
Board **

Operational Management Board

= DSIOwner

kX

= DSI Solution Providers
= Representatives of sector-

specific DSIs

b 3
CEF Coordination Committee

CEF Telecom Expert Group *

(Extended) DSI Expert Group

= Policy Expert Group *
* User Communities

Standardisation
Bodies

Private Sector

Open Source
Communities

Other
Stakeholders

* Groups composed of Member States representatives

** Groups lead by the European Commission

SCOPE OF
DECISIONS

Policy
implementation
decisions

Strategic
decisions

Tactical
decisions

Operational &
technical
implementation
decisions

European
Commission



Find out more about elID
on CEF Digital

H CEF DIGITAL

Latest News Grants.
‘eidentfication & e Signature
=t EUR7 million

DIGIT
Directorate-General for Informatics

DG CONNECT
Directorate-General for Communications
Networks, Content and Technology

Contact us
© DIGIT-CEF-EID@ec.europa.eu
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