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Key lifecycle issues

e Security

e T[raceability
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ecurity

https://raw.githubusercontent.com/OWASP/API-Security/
master/2019/en/dist/owasp-api-security-top-10.pdf

OWASP API Security Top 10 - 2019

API1:2019 - Broken Object Level Authorization

APIs tend to expose endpoints that handle object identifiers,
creating a wide attack surface Level Access Control issue. Object
level authorization checks should be considered in every function
that accesses a data source using an input from the user.

API2:2019 - Broken User Authentication

Authentication mechanisms are often implemented incorrectly,
allowing attackers to compromise authentication tokens or to
exploit implementation flaws to assume other user's identities
temporarily or permanently. Compromising system's ability to
identify the client/user, compromises API security overall.

API3:2019 - Excessive Data Exposure

Looking forward to generic implementations, developers tend to
expose all object properties without considering their individual
sensitivity, relying on clients to perform the data filtering before
displaying it to the user.

AP14:2019 - Lack of Resources & Rate Limiting

Quite often, APIs do not impose any restrictions on the size or
number of resources that can be requested by the client/user. Not
only can this impact the API server performance, leading to
Denial of Service (DoS), but also leaves the door open to
authentication flaws such as brute force.

API5:2019 - Broken Function Level
Authorization

Complex access control policies with different hierarchies,
groups, and roles, and an unclear separation between
administrative and regular functions, tend to lead to authorization
flaws. By exploiting these issues, attackers gain access to other
users’ resources and/or inistrative functions.

API6:2019 - Mass Assignment

Binding client provided data (e.g., JSON) to data models, without
proper properties filtering based on a whitelist, usually lead to
Mass Assignment. Either guessing objects properties, exploring
other API ints, reading the doc ion, or providi
additional object properties in request payloads, allows attackers
to modify object properties they are not supposed to.

API7:2019 - Security Misconfiguration

Security misconfiguration is commonly a result of unsecure
default configurations, incomplete or ad-hoc configurations, open
cloud storage, misconfigured HTTP headers, unnecessary HTTP
methods, permissive Cross-Origin resource sharing (CORS), and
verbose error messages containing sensitive information.

API18:2019 - Injection

Injection flaws, such as SQL, NoSQL, Command Injection, etc.,
occur when untrusted data is sent to an interpreter as part of a
command or query. The attacker's malicious data can trick the
interpreter into executing unintended commands or accessing data
without proper authorization.

API19:2019 - Improper Assets Management

APIs tend to expose more endpoints than traditional web
applications, making proper and updated documentation highly
important. Proper hosts and deployed API versions inventory also
play an important role to mitigate issues such as deprecated API
versions and exposed debug endpoints.

API10:2019 - Insufficient Logging & Monitoring

Insufficient logging and monitoring, coupled with missing or
ineffective integration with incident response, allows attackers to
further attack systems, maintain persistence, pivot to more
systems to tamper with, extract, or destroy data. Most breach
studies demonstrate the time to detect a breach is over 200 days,
typically detected by external parties rather than internal
processes or monitoring.
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Security

Example from Security incidences - Quarterly Trends, 2020
government: B Security incidences in other sectors [l Security incidences in Government
50

An unemployed computer

programmer found an API 40
vulnerability in the Arkansas
Pandemic Unemployed
Assistance (PUA) website when
applying for assistance.

30

20
The portal had an unprotected
API connecting to the backend.
This exposed highly confidential
personal information —
including social security 0
numbers and bank account

numbers — of about 30,000

applicants who had used the

portal.
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https://42crunch.com/white-paper Ente prise
-api-security-enterprise/

How a DevSecOps Approach
Delivers Reliable API Security
Application programming interfaces (APIs) have redefined the way
modern enterprises deliver value to customers. APIs are a doorway that

have enabled enterprises to build new connections into their software
and data systems.

API Security is often mentioned as a critical concern by enterprises. But
it is also often considered as a roadblock to speed and innovation and
left out of development and operational discussions. A new approach is
needed to integrate security as fully part of the API lifecycle!

42Crunch together with APIdays and Platformable have created this
practical white paper that clearly:

® Defines API Security
® Outlines API Security risks
® Discusses a holistic DevSecOps strategy

* Provides a methodology into applying DevSecOps to an enterprise
API strategy
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Traceability
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Three pillars of observability, in context




Traceability

C APlexpert Monitor your APIs About
 APImetric

API Performance Rankings: rev22 2021 to reb 28, 2021 -

US Government ¥

Department of Department of Department of
Justice Energy (Energy Justice

Exam ple from Information

government: 100.00s Administration)
16 minutes

New Zealand Government uses

CASC scores from API Metrics APl Category ~ Time period ~

Department of Justice 981 7 100.00% 0.12% 49ms
Bureau of Labor Statistics 968 7 99. .16 259 ms
Federal Aviation Administration 6 99.88% 0. 379 ms
Department of Commerce 9 99.96 ! 464 ms
Department of Energy (Energy Information Administration) 25 7 99.84% 348 ms
General Services Administration 99.90 ms
39 0.24% 372ms
Federal Communications Commission 8.94 0.60% 456 ms

Data.gov 84 7 408 ms
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Traceability

Example from industry:

To meet GDPR requirements,
some private companies are
only collecting partial logs to
monitor performance without
risk of collecting personal data




Discussion

What are the main security threats they are facing?

What solutions are you using?

What traceability measures are you putting in place?

What tools are using or do you know about?




APl Framework
for Digital
Government

https://bit.ly/API-framework

European
Commission

JRC TECHNICAL REPORT

An Application Programming Interface
(API) framework for digital government

Boyd, M., Vaccari, L., Posada, M., Gattwinkel, D.
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API strategy

AP tactics

API operations

Align APIs
with policy
goals

Design
metrics and
prioritise API
by policy
goals

Measure
policy
impacts of
APIs

Platform
and eco-
systems

@ % People
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Processes

Define the Create Form guiding
;!a}form structures for API
vision processes
k i Follow an
platform and cross- API product
assets teams o
0 Appoint API Adopt an
Build 4
product API life
platform il
and teams approach

https://bit.ly/API-framework

https://bit.ly/API-framework
-tool
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Security

e How regularly do you conduct security audits of your APIs?
e Do you review your APIs against the OWASP Top 10?

e Do you use OpenAPI Specification files to document the
security requirements and aspects of your APIs?
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Traceability

e What traces do you carry out to determine if API calls follow
the correct authorisation to action path?

e What metrics are you collecting? Who collects them? Who
analyses and acts on them?

e What logs are you collecting? How are you ensuring logs do
not collect private data?

Q platformable.com
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