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Key lifecycle issues

● Security

● Traceability
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Security

https://raw.githubusercontent.com/OWASP/API-Security/
master/2019/en/dist/owasp-api-security-top-10.pdf
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Security
Example from 
government: 

An unemployed computer 
programmer found an API 
vulnerability in the Arkansas 
Pandemic Unemployed 
Assistance (PUA) website when 
applying for assistance.

The portal had an unprotected 
API connecting to the backend. 
This exposed highly confidential 
personal information — 
including social security 
numbers and bank account 
numbers — of about 30,000 
applicants who had used the 
portal.
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Security
Example from industry: 

https://42crunch.com/white-paper
-api-security-enterprise/

https://42crunch.com/white-paper-api-security-enterprise/
https://42crunch.com/white-paper-api-security-enterprise/
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Traceability
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Traceability

Example from 
government: 

New Zealand Government uses 
CASC scores from API Metrics
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Traceability

Example from industry: 

To meet GDPR requirements, 
some private companies are 
only collecting partial logs to 
monitor performance without 
risk of collecting personal data
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Discussion

● What are the main security threats they are facing?

● What solutions are you using?

● What traceability measures are you putting in place?

● What tools are using or do you know about?
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API Framework 
for Digital 
Government
https://bit.ly/API-framework
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https://bit.ly/API-framework

https://bit.ly/API-framework
-tool

mark@platformable.com
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Security

● How regularly do you conduct security audits of your APIs?

● Do you review your APIs against the OWASP Top 10?

● Do you use OpenAPI Specification files to document the 
security requirements and aspects of your APIs?
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Traceability

● What traces do you carry out to determine if API calls follow 
the correct authorisation to action path?

● What metrics are you collecting? Who collects them? Who 
analyses and acts on them?

● What logs are you collecting? How are you ensuring logs do 
not collect private data?


