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1 Introduction

The main objective of the pilot is to create sample implementations of REST APIs conformant to
the ISA2 IPS REST API Profile both to provide a reference for future implementations and to
validate the profile’s fitness for purpose. As such, the aim was to pilot all three sections of the
profile: the API Core Profile, the API Documentation and the Messaging API Specification. The
integration between the National Broker and DSD registry uses the Messaging API
Specification, while the integration between National Broker and the Ul Client uses the API Core
Profile. Both APIs are documented using the API Documentation.

1.1 Purpose of the document

This document provides an overview of the technical implementation of the pilot. It describes
the components that were developed, along with insight into their logical design.

The implementation serves as proof of concept of the use case scenarios and can be used as
an example for other projects based on the ISA2 IPS REST API Profile.

As part of the pilot, a generic framework for using the Messaging API Specification was
developed. Before the framework can be used for production purposes, additional quality and
reliability assurance work must be carried out.

1.2 Limitations

As the actual business functionality is only relevant to the extent that it supports the main
objective presented above, most such functionality is either mocked or provided in a simplified
way. This allowed focusing the effort on the use of as many of the specifics of the ISA2 IPS
REST API Profile as possible in the REST APIs that were developed.

Because the profile is using the latest version of the OpenAPI specification (version 3.1), one of
the challenges was to implement features only introduced in this version because at the time
the pilot was implemented there were no Java frameworks that would support OpenAPI v3.1.
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2 Use case implementation

The detailed Software Functional Specification for REST API Pilot is provided at link here. The
component diagram contained therein is reproduced here for reference:

l:l Piltot components l:l OAuth infrastructure

OAUth (RF C 6748)

based on JWT ID token (RFC 7523)
National Broker 00TS Autorization Server
ST Authorization server -
(broker-provided part) Authorization
National Broker ../token server
Ul Client lauthorize

f r
= OAuth (RFC 6749) authorization using ~ token
uses API Core Profile T EED A Client Crsd)emlam Grant
- —>] e
o nif;i‘lnu;jeg‘m opaque accesstoken .dbroker pilot.api.eDelivery/dsd ]
uses Messaging API
1dP login client
(Mock) DSD Registry

administrator)
signed JWT access token

L (0OTS) DSD API
..pilot.api.ootsidsdl

OAuth (RFC 6749)
1D token via OpenlD Connect

Cross-border or national IdP

(1dP-provided part)

Authorization server
..Jauthorize

| OpeniD Connect endpoint |

2.1 Implementation of "National registry administrator is
authenticated before being authorised to update the DSD
registry”

For the first leg of the authentication & authorization process, between the National Broker Ul

Client and the National Broker, the REST API Pilot uses AuthQ as the Identity Provider (IdP).
OAuth Authorization Code with PKCE flow is used for authorization.

AuthO details for the pilot

Tenant: national-broker-poc

Domain: national-broker-poc.eu.authO.com

Application: NationalBroker-UI-Client

For the second leg of the authentication & authorization process, between the National Broker
and the DSD registry, the Okta authorization server is used as an external authorization
server.

Okta was chosen over AuthO to demonstrate a segregated IdP / external authorization server
setup and also because AuthO did not fully allow the implementation of the Client Credentials
flow for an external API endpoint.

OKTA details for the pilot

Domain: dev-24443841.okta.com
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OKTA details for the pilot

Applications: National-Broker (Client ID: 0oat23m60pvuxHNMT5d6)

APIls: DSD-MOCK-API-Authorization (https://dev-
24443841.okta.com/oauth2/aus1096gcror537Ut5d7)

Metadata URI: https://dev-24443841.okta.com/oauth2/aus1096qcr9r537Uts5d7/.well-
known/oauth-authorization-server

2.1.1 Pre-requisites: Admin configuration in AuthO and Okta

2.1.1.1 Configure AuthO Tenant

A tenant in AuthO identifies a group of users connected to a specific instance of an application.
In the context of the REST API Pilot, each instance of the National Broker should be identified
separately as an AuthO tenant.

After creating an account in AuthOQ, create a tenant and choose the relevant option. Subscription
and payments related to AuthO and customised services provided thereof are out of scope of
this document.

New Tenant x
Tenant Domain *
national-broker eu.auth@.com

The domain name you choose here will be used for the API endpoints of your applications. Once chosen, a

domain name cannot be renamed.

B curope ® Japan - us

We can host all of your data in any of these regions. Useful if you want to specify where to have your data

Region *

&8 Australia

hosted for any reason (e.g. EU)
Environment Tag *
> Development Q Sstaging «  Production

t, staging and production environments. Higher rate limits are applied to

cancel

Differentiate between developmer

In order to authenticate users of the NationalBroker-UI-Client and associate the necessary
authorizations, an instance of the NationalBroker-UI-Client needs to be configured as a single
page application.

The major configuration settings to be considered are provided below:

Configuration Configuration Value
Setting

Application Type Single Page Application

Allowed Callback  <the endpoints of the NationalBroker instance that will be used for token
URLs exchange. Reverse proxy URLs can also be provided. This URL will be
included in the audience field of the token request>

Allowed Logout <the endpoints to redirect to after user logout from AuthO. Reverse proxy
URLs URLSs can also be provided>

Allowed Origins <the endpoints of NationalBroker-UI-Client from which redirection will be
(CORS) initiated to the AuthO authentication page>
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Configuration Configuration Value
Setting

Advanced Authorization Code
Settings — Grant

Type

The public certificates to be included in the truststore of the NationalBroker can be downloaded
from Advanced Settings — Certificates. This certificate is needed for the NationalBroker to

validate the JWT Access Token issued by AuthO.

Here is an example of a working configuration:
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9 NationalBroker-Ul-Client

bk
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The required user roles have to be configured under User Management — Roles:

B Roles

& Applications

£ Authentication Create and manage Roles for your applications. Roles contain collections of Permissions and can be assigned to Users.

8 Organizations ()

#5 User Management Name Description

Users ROLE_SUPER_USER ROLE_SUPER_USER
P )

Branding ROLE_UPDATE_DSD ROLE_UPDATE_DSD
¥ Security
2 Actions ROLE_UPDATE_ROA ROLE_UPDATE_ROA
L, Auth Pipeline

1l Monitoring

Marketplace

In order for AuthQ to accept the token exchange endpoint of the NationalBroker as an intended
audience, the endpoint should be configured as an APl under Applications — APIs. Here is an
example of a working configuration:
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@ Activity

< Back to APIs

& Applications

& NationalBroker-Token-Exchange-Endpoint

_ Custom APl Identifier http://national-broker-server:8088/national-broker/oauth/token
SSO Integration

£ Authentication Quick Start Settings Permissions Machine to Machine Applications Test

# Organizations ({1

®s User Management

¢ Branding General Settings Id

¥ Security 60d061baa3e04a00358305d

G Actions The API id on our system. Useful if you prefer to work directly with Auth@'s

%, Auth Pipeline Management API instead.

1l Monitoring Name *

=% Marketplace T Endi
"alBroker- dp

& Extensions
A friendly name for the API. The following characters are not allowed < >

# Settings
Identifier

http://natior ver:

(s}

Unique identifier for the API. This

®

will be used as the audience

parameter on authorization calls.

O Give feedback Token Settings Token Expiration (Seconds) *
86400 @

Expiration value (in seconds) for a tokens issued for this API from the

Token Endpoint

Token Expiration For Browser Flows (Seconds) *

7200 [~ ]

Expiration value (in seconds) for access tokens issued for this API via Implicit

or Hybrid Flo not be greater than the Token Lifetime value.

Signing Algorithm

RS256

Algorithm to be used when signing the access tokens for this API. You can

find more information in this document

RBAC Settings Enable RBAC

If this setting is enabled, RBAC authorization policies will be enforced for this

API. Role and permission assignments will be evaluated during the login

transaction

Add Permissions in the Access Token

If this setting is enabled, the Permissions claim will be added to the access

token. Only available if RBAC is enabled for this API

Access Settings Allow Skipping User Consent

@

If this setting is enabled, this API will skip user cc

sent for applications flagged
as First Party.

Allow Offline Access

If this setting is enabled, Auth® will allow applications to ask for Refresh

Tokens for this API,

The required role permissions then need to be configured in the Permissions tab:
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# Activity

« Back to APIs

& Applications

NationalBroker-Token-Exchange-Endpoint

Applications B
- Custem APl Identifier http://national-braker-server:8888/national-broker /oauth/token
S50 Integrations
£ Authentication Quick Start Settings Permissions Machine to Machine Applications Test
fig Organizations ([0
User Management Add a Permission (Scope)
# Branding Define the permissions {scopes) that this API uses.
¥ Securit N
4 Permission (Scope) * Description *
& Actions
+ Add
L, AuthPipeline
Monit . .
sli- Monitoring List of Permissions (Scopes)
=t Marketplace These are all the permissions (scopes) that this APl uses.
® Extensions
Permission Description
4 Settings
read:openid Read your id details 0]
role_dsd permission to read,update,delete all DSD entities o
role_roa permission to read,update,delete all ROA entities o}

2.1.1.2 Configure user in AuthO tenant
A default user has been configured in AuthO for use in the Demo installation.

The following are the steps to configure a new user as part of a tenant:

1. Switch to the national broker tenant in AuthO and go to link User Management —
Users . Create new user and provide mail (as login — username) and password.

2. Open the user details and go to Permissions tab. Click assign permission and select
API for National Broker Token Exchange endpoint with
permissions: openid and role_dsd:

Add Permissions X

/N Warning! This APl does not have RBAC enabled. Roles and permissions
will not be evaluated during the authorization transaction. You can
enable this on the API settings page under Access Settings.

Select permissions from existing APIs

l ationalBroker-Token-Exchange-Endpoint] X vl

Permissions Select: All None [Q ]

C] role_roa

‘ role_dsd

‘ read:openid

Add Permissions
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3. In user details go to the Roles tab, click Assign Roles and select
ROLE_UPDATE_DSD:

Add Roles

Select roles to assign to this user. You may assign up to 50 roles per user.

ROLE_UPDATE_DSD X | [Select Roles

4. In National Broker database table — NB_USER, add the user details with the unique
user id from the IdP and add linked entry in NB_USER_ROLE table.

user2_dsd@nomail.com P

Details Devices History Raw JSON Authorized Applications Permissions Roles

Name Email Signed Up
user2_dsd@nomail.com user2_dsd@nomail.com August 30th 2021, 4:23:31 AM
Edit (pending)

Edit
Primary Identity Provider Latest Login Accounts Associated
Database Never None

Browser
Other 0.0.0 / Other 0.0.0

5. The ID Token from AuthO can be exchanged to an access token issued from the
National Broker using the token exchange endpoint — http://national-broker-
server:8080/national-broker/oauth/token. The token obtained from this token exchange
endpoint is used further in the National Broker API as Bearer token authorization.

2.1.1.3 Configure Okta Tenant
For DSD mock endpoints to be accepted as an intended audience in the access token issued
by Okta, the DSD mock first needs to be registered in Okta as a recognized API.

Inside Applications — Create App Integration, select API Services . Typically only one
instance of DSD is required:
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okta

Dashboard
Directory
Applications
Applications
Self Service
Security
Workflow
Reports

Settings

DSD-MOCK-API

@ ‘ Active * ‘ 8

View Logs

General Okta AP| Scopes

Client Credentials

Client ID

Client secret

REST API Pilot: Implementation Overview

00 arunrajvwork@gm...
OO0 okta-dev-24443841

Ready to code

Edit You can download a preconfigured

sample app.
B | | 4 Download sample app

To get started using your custom app

intagration, sea the "Sign Users In

section in the Okta Developer’s guide

General Settings

Okta domain B
APPLICATION
App integration name DSD-MOCK-API

| E | ©

Edit

To use custom OAuth scopes along with the client credentials authorization flow, a custom
authorization server needs to be created. Under Security — API, click on Add Authorization
Server. Provide the messaging endpoint of DSD as the Audience:

okta

Dashboard
Directory
Applications
Security
General
Healthinsight
Authentication
Multifactor
Identity Providers

Delegated
Authentication

Networks
Behavior Detection
Administrators
API

Workflow

Reports

Q Search...

& Back to Authorization Servers

DSD-MOCK-API-Authorization

Settings Scopes Claims

Settings
Name
Audience
Description

Issuer

Metadata URI

Signing Key Rotation @

Last Rotation

Access Policies Token Preview

Edit

DSD-MOCK-API-Authorization

http://dsd-mock-server:13003/dsd-mock/v1/messaging

DSD-MOCK-API-Authorization server port 1

https://dev-
24443841.0kta.com/oauth2/aus1096gcror537Ut5d7

https://dev-
24443841.0kta.com/oauth2/aus1096gcrors37Utsd7/ . well-
knewn/oauth-authorization-server

Automatic

13 Sep 2021

In the Scopes tab, add the ROLE_DSD scope as shown below:
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@ Help
Settings Scopes Claims Access Paolicies Token Preview
© Add Scope
Name Display Name Description User Block Default Metadata
Consent Services Scope Publish
ROLE_DSD ROLE_DSD ROLE_DSD No No No Yes 7/ x
openid openid Signals that a request is No No No Yes 7
an OpenlD request.

profile View your The exact data varies No No No Yes 7

profile based on what profile

information. information you have

mrmuidnd sk me.

The supported OAuth flows and the token lifetime can be configured using Access Policies:

Settings

Add New Access Policy

1 Assign ROLE_DSD

Scopes

Claims

Access Policies

Token Preview

Assigh ROLE_DSD

Description

Assigned to clients

Add Rule

Assign ROLE_DSD

g DSD-MOCK-API

Active ¥

/ Edit l [ X Delete

L2 National-Broker

Priority Rule Name Scopes Status Actions
1 Assign ROLE_DSD using DSD- 1 P P «
MOCK-API

The demo application does not implement a token refresh function, so it is recommended to set
the token lifetime to a sufficiently long duration:
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Edit Rule

Rule Name

Assign ROLE_DSD using DSD-MOCK-AP|

I Grant type is Client acting on behalf of itself

Client Credentials

Client acting on behalf of a user
Authorization Code
Implicit (hybrid)

Resource Owner Password
SAML 2.0 Assertion

Token Exchange

AND Useris © Any user assigned the app
Assigned the app and a member of one of the
following:

AND Scopes requested Any scopes
© The following scopes:

THEN  Use this inline hook

None (disabled)

AND [Access token lifetime is B 2 o :

AND  Refresh token lifetime is

Unlimited

Every new instance of a National Broker should be configured separately as an application in
the Okta authorization server for client credentials authorization. Under Applications — Create
App Integration, select Sign-in method : OIDC - OpenlID Connect and Application type

: Web Application:
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okta

Dashboard
Directory
Applications
Applications
Self Service
Security
Workflow
Reports

Settings

Q search...

< Back to Applications
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National-Broker

©

General Sign On Assignments

Client Credentials

Client ID

Client secret

General Settings

Okta domain

APPLICATION
App integration name

Application type
Grant type

USER CONSENT
User consent @

Terms of Service URI @

Policy URI @
Logo URI @
LOGIN

Sign-in redirect URIs @

Sign-out redirect URIs @

Login initiated by

Initiate login URI @

8, | View Logs

Okta API Scopes

Edit

00at23m60pvuxHNMT5d6

Public identifier for the client that is required for all OAuth

flows.

Secret used by the client to exchange an authorization code
for a token. This must be kept confidential! Do not include it
in apps which cannot keep it secret, such as those running

on aclient.

Edit

dev-24443841.okta.com

National-Broker

Web
Client acting on behalf of itself

Client Credentials

Client acting on behalf of a user
Authorization Code
Refresh Token

Implicit (hybrid)

Require consent

Allow wildcard * in login URI redirect.

http://national-broker-server:13003/national-
broker/oauth/token

http://national-broker-server:8080/national-

broker/oauth/token

http://national-broker-server:13003/national-
broker/logout

App Only
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The new National Broker can then authenticate itself in Okta using the Client Credentials flow.

2.1.2 Use case implementation
Done Implementation Comment

UC 01.01 National registry administrator accesses the login page

o

UC 01.02 National registry administrator is redirected to login when accessing the Ul
application

o

UC 01.03 National registry administrator is not asked to login if there is already a valid
browser session

(v) National Broker comment:
For ease of use of the pilot demo, OAuth Authorization is disabled by default.
See configuration properties of National Broker and DSD (sections 4.1 & 4.2).

OAuth authorization has to be enabled or disabled together for both DSD and National
Broker.

2.2 Implementation of "National registry administrator uses the
Ul to update the DSD registry"

D Implementation comment
0
n
@

UC 02.01 National registry administrator selects the organisation (s)he will be updating
among the organisations (s)he is entitled to edit

@ The DSD landing page is "DSD Organizations":
n liSt: A usor_ 23

Natio al
Br¥ker

uuuuuuu

The DSD landing page shows all organisations the user is entitled to edit.

Example REST API call to retrieve the list of organisations from the National Broker for the
user with id '"ADMIN_USER":

http://.../national-
broker/dsd/v1l/users/ADMIN USER/organizations?offset=0&limit=25&sort=%2Bidentifier&g=
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Implementation comment

eyJxdWVyeUIlkljoidXJuOnRvb3A6ZHNKOmMVieG1sLXJIZ3JIbTpxdWVyaWVzOkJ5T3InYW5
pemF0aW9uSWRBbmMROYW1IIn0=

UC 02.02 National registry administrator creates a request to update the organisation’s
name or address in the DSD registry

@ Double clicking on an organisation (or selecting it and clicking the "Edit" button) opens the

“Organization Edit" dialog where the organisation name (prefLabel), description (altLabel)
and full address can be modified:

Organization Edit

‘Organization Data

Faderal Ministry of Education and Research

Federal Ministry of Education will provide information regarding German university diplomas issued by any German university

levek0

Organization Address

Heinamannstrasse 2, 53175, Bonn

@) As the National Broker implements the API Core Profile of the ISA2 IPS REST API Profile,
instead of the query format proposed in the DSD specifications («server base
url»/rest/search?queryld={the query id}(&{param-name}={param-value})*), it follows instead
the recommended syntax described in section "Pagination and Query Parameters" of the
profile. An example of this syntax is:

https://gateway-edelivery.westeurope.cloudapp.azure.com:883/demo/national-
broker/dsd/v1l/users/ADMIN_USER/organizations?offset=0&Ilimit=25&sort=%2Bidentifier&q=
eyJxdWVyeUlkljoidXJuOnRvb3A6ZHNKOmMVieG1sLXJIZ3JIbTpxdWVyaWVzOkJ5T3InYW5
pemF0aW9uSWRBbmROYW1IIn0=

The query (g=) is base46 encoded because an URL encoded query was blocked by Web
Application Firewall deployed in test environment. For reference, the query in the above
example decodes to {"queryld":"urn:toop:dsd:ebxml-
regrem:queries:ByOrganizationldAndName"}.

Contrary to the National Broker, the DSD mock follows the Messaging API specification of
the ISA2 IPS REST API Profile. As such, in its case the query is transmitted as part of a
payload in an organization query message, reusing the same naming convention as above:
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Implementation comment

"queryId":"urn:toop:dsd:ebxml-regrem:queries:ByOrganizationIdAndName"
"country": "BE",

"name": "Company name",

"limit": 100,

"offset": 5,

"sort": "+name,-country"

Code Block 1 Json request example

@ The status of each DSD request is shown in the page "DSD request status":

Nahapm

RESTAPY
ot gt

*§ 050 Organizations
= 050 Datasets.
> 05D request status

© it requests

> DSD request status ist e s =

OrgmizmorRO o e Mt A 19102021 143630
705 80ue38t2at
B

Apwan_user Completnd
[———y r— e SodaBarOMEMD 182021 143600 102021 143895 ADMN_USER Complates
ol $91305501100

OrgmzmoRO orgiemion s bR BTAGT, 1102021 143532
tazs

tnn 149895 ADMN uSER Complemd
atTAgBaSET

OgimenAO owasion e A0SR0 18102021 143411 12021 143098 ADIN_USER Complend
Sbede-
84382280

OrgurtzasoeRiO cgizaion i OTZTOMAN 19102021 143365

2008,
P

19102021 143495 Apwn vseR Compled

Ogeeiamiori0 ogizaion ipdorn IaeROTEAITD.  1WI0021 143333 280170, w2021 14369 ADMN_UstR Complend
v s0cnz e 23054085 6055.00
. 3900300030

UC 02.03 National registry administrator searches and selects a DSD dataset that is
linked to any of the organisations (s)he is entitled to edit

@) By selecting the organisation and clicking the "DSD Datasets" button as shown in the image

below:

Nat|°Ea| =

Restan

*q 050 organizations
= o Dstasets

B DsD request status.

Q search # tan =, 050 Datasers.

Orgmizzten D G
® HrTe requests
o0t
Haoot o i Wiy b Ecucatan, Gt Scsncn s At
el
i Totwinies Univcabhl M irchen
o Warch Uty o Appbed Scmrrs.
e

a DSD Dataset page is shown with a pre-set organisation identifier filled in in the search
filter. The page shows only the datasets linked to the selected organisation (publisher):
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Implementation comment

]

Nati al = Dataset DS Update requests:
Broﬂer eSS
RESTARI

ity

"8 050 Drganizations

IS 050 Datasets

5 080 roquest status

Type lderefers, Titlas

© wrTe requests
BTV —————— vezesters L — v
praviion

@) Double clicking on a dataset (or selecting it and clicking the "Edit" button) opens the

"DataSet Edit" dialog where the dataset details are shown:

DataSet Edit

~ Dataset: (DOCTORATE_DEGREE) v Distributions

DSD Dataset data

dentiers Ties

HE238918373 ~  Education doctorate degree registry =
escriptions:
A dataset about the doctorate degree -5
Qualified Retationships
6 - 5
forms t
Publisher data
Organization leve -
level 5 ersity of Applied Sciences -
Descriptions
Munchen univeristy of Applied Sciences will provide information regarding diplomas issued by this university M

DataSet Edit

A Dataset: (DOCTORATE_DEGREE) v Distributions

Distributions

Shaw/hide list + Add X Delete
format mediaType R
This is a PDF distribution of the doctorate registry - =
UNSTRUCTURED application/pdf
Mecia type
STRUCTURED  application/xmi
Fomat
UNSTRUCTURED

Conforms to
RegRepud-EDMy2

https:/fsmp.bonn.toop. - DEGREE

Data services
Access Service Title (toop-at id. toop.request.doctorat... v 5,

UC 02.04 National registry administrator creates a request to update a dataset record in
the DSD registry

@ In the "DataSet Edit" dialog shown in UC 02.03 most details about a dataset can be edited.

Editing the identifier(s) of a dataset is disabled. Upon completion, the user can submit the
update request.
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D Implementation comment

(0)
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e

The update request status can be consulted on the page "DSD request status":

[YPRTPRIPREl > DSD requeststatusiist T
Brouer

REST AP

* o500

= oo,

> osore
© TP roquests
. Twn0amar 371 Aame_usen
Ouwizmtorw  onnzston wom w0zt 16301 MO USER  Conviamd
antort o - AOMM_USER  Comeind
OTm S p— i w01 e AOMNUSER  Compiand
s o - oaat eaas AOMNUSER  Canclund
S— prs— wwn ot 1 AOMNUSER  Comuiumd

UC 02.05 National registry administrator creates a request to create a dataset record in
the DSD registry

@ A new dataset can be created from the "DSD Datasets" page by clicking the "New" button.

The dataset identifier cannot be set in the dialog; a UUID will be assigned by the DSD
registry when it creates the record.

DataSet Edit

~ v Distributio

DSD Dataset data
Type it dntiers Titex

18 0cca2b87-173.4516-82... +  Dataset title - =5
Dataset description T =
Qualfed Reationships

be id: (https:/toop. m M4

https:/fsemantic-repository.toop.eujontology

Publisher data
» e e e rysnizston rames

level-5 Munich University of Applied Sciences M

Munchen univeristy of Applied Sciences will provide information regarding diplomas issued by this niversity M

The updated dataset is shown in the Ul after it is successfully created in the DSD
component. The "DSD Datasets" page must be refreshed to see the updated dataset.

UC 02.06 National registry administrator consults the results of the requests (s)he
created to manage the data in the DSD registry

@) The update request status can be consulted on the page "DSD request status":
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The DSD request statuses are Pending, Completed and Rejected.

@) If arow is selected in the DSD request status list, the "DSD request" and "DSD response"
buttons are enabled:

ol

“Adminisicator: ADMIN USER, =

8 050 Orgenicatons

= 050 Baasen

> 050 request status

ity tyve Servce action Request id Reauest or Response Id Update Confimed On  Usemame  Status
© HTTP requests 0
Ostasetho datmet wwane WS TMbAR  19ONZRZLIGIOAL  OGCeGLGIAdae  INCMOIIGIOAL  ADMINUSER  Conplted
el aanc1 5787 a1
f— - st B e ORI 154205 ADMNUSER  Compleed

[ ——
beed-2402e871a5e0

oatasernn aataser crate T2IMACER06.  INOBZOZI ISALI3  OGMMCTak IUORI0TLISALIS  ADMINUSER  Completed

When the aforementioned buttons are clicked, the application navigates to the "HTTP
requests" page with pre-set messageld filter for the HTTP request:

Natl al @ HTTP reguests list (Rl s hOmn e 55
Broker e
=

*§ 050 Organizations

=, 050 Datasets
B 050 request stans

® s rguess

Double clicking on a HTTP request (or selecting it and clicking the "Edit" button) opens the
"DSD Request details" dialog where the HTTP request/response details are shown:
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W)

Implementation comment

® S5 O

DSD Request detalls

DSD request details

Accepted

19/08/2021 16:22:34 2021/08/19/003/dsd-request5383052430861930146.bin 19/08/2021 16:22:34 2021/08/19/003/dsd-responseB16138245033876220.bin

UC 02.07 The National Broker forwards the request to the DSD registry

@) For simplicity, in the pilot project the National Broker immediately proxies the request to the
DSD registry when it receives the request from the Ul client. The type of request is identified
via the service invoked by the Ul Client, but the forwarded request is transformed to comply

with the DSD registry API specification.
The request itself and the statuses are logged to the file system and the database.
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3 Component implementation overview

This section presents the technical implementation details of the DSD mock and National
Broker components.

3.1 DSD mock

The component DSD mock implements two DSD specific interfaces for managing:

e DSD Organization entities: https://github.com/isa2-apidips/rest-api-oop-
pilot/blob/main/dsd-
mock/src/main/java/eu/europa/ec/isa2/oop/restapi/docsapi/DSDOrganizationApi.java

e DSD Dataset entities: https://github.com/isa2-api4ips/rest-api-oop-pilot/blob/main/dsd-
mock/src/main/java/eu/europa/ecl/isa2/oop/restapi/docsapi/DSDDatasetApi.java

Both interfaces are using the Messaging API pilot annotations defined in the module isa2-
messaging-profile-impl: https://github.com/isa2-apidips/rest-api-oop-pilot/tree/main/isa2-
messading-profile-impl/src/main/java/eu/europalecl/isa2/restapi/profile/annotation

The annotations and the implementation in the module isa2-messaging-profile-impl take care
of all Messaging API-related objects (parameters, headers, mime responses, etc.) and the
security aspects. They are also defining the OpenAPI document that conforms to the API
Documentation specifications. The OpenAPI documents are generated and deployed at build
time into the "national broker" project. The national broker project uses the swagger generator
to generate a "client" for invoking the DSD mock services and RESTful web server for Webhook
operations.

An example of the generated DSDOrganizationApi.json OpenAPl document is here:
https://github.com/isa2-api4ips/rest-api-oop-pilot/blob/main/national-
broker/src/main/openapi/DSDOrganizationApi.json

3.1.1 Generating the Messaging API OpenAPIl document

Parsing and building the OpenAPI document from the annotations is handled by the
class MessagingReader.java. The purpose of the class OpenApiWriter.java is to serialize
OpenAPI documents at build time. Below is an example of the project's maven ant plugin
configuration that invokes this process.

Example of dsd-mock/pom.xml plugin for OpenAPI generation from the DSD annotated
REST API endpoints:
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<plugin>
<artifactId>maven-antrun-plugin</artifactId>
<executions>
<!—- M"ant/run" to generate open api document for the
national broker -->
<execution>

<id>generate-open-api</id>
<phase>process-classes</phase>
<goals>
<goal>run</goal>
</goals>
<configuration>
<target>
<!--ANT Task definition
Class generates OpenApi document. The
OpenApi documents are used by the national-broker
for generating "Client" code for national-
broker -> DSD mock integration

1. Parameter: comma separated
hibernate database dialects

2. script version

3. export scripts.

4. reference type. One of the values
INLINE, DOCUMENT COMPONENTS, MESSAGING API COMPONENTS,
MESSAGING API OBJECT;

5. The Url of published Messaging API
parameter and schema definitions for the reference type: MESSAGING API,
MESSAGING API OBJECT;

-——>

<java
classname="eu.europa.ec.isa2.restapi.profile.generator.OpenApiWriter"
fork="true" failonerror="true">

<arg
value="eu.europa.ec.isa2.oop.restapi.docsapi.DSDDatasetApi,

eu.europa.ec.isa2.oop.restapi.docsapi.DSDOrganizationApi" />

<arg
value="${project.basedir}/../national-broker/src/main/openapi/" />
<!-- Because in subproject national-

broker -> io.swagger.codegen.v3:swagger-codegen-maven-plugin:3.0.26

does not work with version 3.1.0
change version to 3.0.99 for the client generation -->

<arg value="3.0.99" />

<!-- During the pilot implementation
io.swagger.codegen.v3:swagger-codegen-maven-plugin:3.0.26

did not parse OK the mode
MESSAGING_API COMPONENTS

-—>

<arg value="MESSAGING API OBJECT" />

<arg
value="https://raw.githubusercontent.com/jrihtarsic/OpenApiTest/main/profi
le/specifications/core-api" />

<!-- document version API -->

<arg value="v1" />

<!-- properties file -->

<arg
value="${project.basedir}/src/main/resources/dsd.properties" />

<!-- reference to the passed-in
classpath reference -->

<classpath
refid="maven.compile.classpath" />

</java>
</target>
</configuration>
</execution>
</executions>
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</plugin>
Code Block 2 Messaging OpenAPIl document generation

The Messaging APl OpenAPI document generator can be parametrized to produce the
OpenAPI document that refers to common, pre-defined objects in one of the following ways:

¢ INLINE - definitions are generated inline where they are used.

e DOCUMENT_COMPONENTS - definitions are generated in the document components
#/components/(schemal|parameters|headers).

e MESSAGING_API_COMPONENTS - definitions are referenced to the published
Messaging APl document.

e MESSAGING_API_OBJECT - definitions are referenced to the published JSON file for
each object.

3.1.2 Runtime Messaging API framework

At runtime the messaging interfaces are handled by MessageServiceHandlerController.java.
The class takes care of all Messaging API headers, parameters and JAdES signatures,
mime/multipart wrapping of requests and responses, etc. The purpose

of MessageServiceHandlerController.java is to implement all generic Messaging API methods in
one place and enable developers to focus mainly to the business aspects of the code when
using the Messaging API specification. The security, message payload wrapping, signal
generation is handled by framework.

3.1.3 Message JAdES signature

For generating and validating the JAdES signature, the Digital Signature Service (DSS)
library version 5.8 offered by the CEF eSignature building block is used. The Messaging API
writer is implemented in the package /europa/ec/isa2/restapi/jws.

To allow the verification and inspection of message signatures, the Ul Client and National
Broker have built-in functionality to store all the request/responses between National Broker and
DSD mock. With tools available in the "HTTP requests" page of the demo, signatures can be
exported and validated.
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Signature details

Signature headers

© Cancel
* required fiskds

The example keystore, with the "curve secp256k1" key (for ECDSA signatures) used by the
pilot project are located here:
https://github.com/isa2-api4ips/rest-api-oop-pilot/tree/main/national-
broker/src/main/setup/config/national-broker/keystores

3.2 National Broker

3.2.1 DSD mock integration

Please note that for the DSD mock REST API interface DSDDatasetApi.java two OpenAPI
documents are generated:

e DSDDatasetApi.json: OpenAPI document for the client generation. The client is used
by the National Broker for invoking DSD mock services.

e DSDDatasetApi-server.json: OpenAPI document for the server code generation. The
server is the implementation of the Webhook services.

The National Broker uses the maven plugin io.swagger.codegen.v3:swagger-codegen-maven-
plugin to generate the Java client and Java server interface code. Below is an example of
national-broker/pom.xml plugin for Java code generation from the OpenAPI documents:
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<plugin>
<groupId>io.swagger.codegen.v3</groupld>
<artifactId>swagger-codegen-maven-plugin</artifactId>
<executions>
<execution>
<id>DSDDatasetApi</id>
<goals>
<goal>generate</goal>
</goals>
<configuration>
<inputSpec>${project.basedir}/src/main/openapi/
DSDDatasetApi.json</inputSpec>
<language>java</language>
<modelPackage>eu.europa.eu.dsd.messaging.gen.da
taset.model</modelPackage>
<apiPackage>eu.europa.eu.dsd.messaging.gen.data
set.api</apiPackage>
<invokerPackage>eu.europa.eu.dsd.messaging.gen.
dataset.invoker</invokerPackage>
<generateApiTests>false</generateApiTests>
<generateApiDocumentation>false</generateApiDoc

umentation>
<output>${project.build.directory}/generated-
sources</output>
<configOptions>
<groupId>${project.groupld}</groupId>
<artifactId>${project.artifactId}</artifact
Id>
<artifactVersion>${project.version}</artifa
ctVersion>

<library>resttemplate</library>
<java8>true</java8>
<datelibrary>java8</dateLibrary>
<licenseName>Apache 2.0</licenseName>
<licenseUrl>https://www.apache.org/licenses
/LICENSE-2.0</licenseUrl>
</configOptions>
</configuration>
</execution>

<execution>
<id>DSDDatasetApiServer</id>
<goals>
<goal>generate</goal>
</goals>
<configuration>
<inputSpec>${project.basedir}/src/main/openapi/
DSDDatasetApi-server.json</inputSpec>
<language>spring</language>
<library>spring-mvc</library>
<modelPackage>eu.europa.eu.dsd.messaging.gen.se
rver.dataset.model</modelPackage>
<apiPackage>eu.europa.eu.dsd.messaging.gen.serv
er.dataset.api</apiPackage>
<invokerPackage>eu.europa.eu.dsd.messaging.gen.
server.dataset.invoker</invokerPackage>
<generateApiTests>false</generateApiTests>
<generateApiDocumentation>false</generateApiDoc

umentation>
<output>${project.build.directory}/generated-
sources</output>
<configOptions>
<groupId>${project.groupIld}</groupId>
<artifactId>${project.artifactId}</artifact
Id>

Component implementation overview — 28



REST API Pilot: Implementation Overview

<artifactVersion>${project.version}</artifa
ctVersion>

<java8>true</java8>

<datelibrary>java8</datelLibrary>

<licenseName>Apache 2.0</licenseName>

<licenseUrl>https://www.apache.org/licenses
/LICENSE-2.0</licenseUrl>

<interfaceOnly>true</interfaceOnly>

</configOptions>
</configuration>
</execution>
</executions>
</plugin>

Code Block 3 Messaging OpenAPI server and client Java code generation

3.2.2 Messaging Multipart

The Messaging API Specification of the ISA2 IPS REST API Profile defines that all message
payloads must be wrapped in S/IMIME multipart. To read and verify the JSON Web Signature of
the payload for incoming messages and to package and sign outgoing messages the
MultipartMimeDsDConverter.java is registred to the REST API

template DSDRestTemplate.java.

3.2.3 Ul Client integration
For the Ul Client integration, the National Broker uses the following REST API interfaces:

e DatasetLCMController.java: The DSD proxy services for managing DSD dataset
entities.

e OrganizationLCMController.java: The DSD proxy services for managing DSD
organization entities.

e OrganizationController.java: The local National Broker services.

The National Broker OpenAPI uses regular Swagger annotations. For handling digest
calculation and JSON Web Signatures the objects javax.servlet.http.HttpServletResponse and
javax.servlet.http.HttpServletRequest are used.
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4 Messaging APl Message Exchange Patterns
The Messaging API Specification of the ISA2 IPS REST API Profile specifies seven types of the
Message Exchange Patterns (for details, please consult the ISA2 IPS REST API Profile):

e Send Message with No Response — Push

e Send Message with No Response — Pull

e Send Message with Synchronous Response

e Send Message with Asynchronous Response — Push and Pull

e Send Message with Asynchronous Response — Push and Webhook Pull

¢ Send Message with Asynchronous Response — Push and Webhook Push

e Send Message with Asynchronous Response — Pull and Push
For the integration between the National Broker and the DSD mock, five of the seven message
exchange patterns were implemented. The Send Message with No Response - Push, Send
Message with No Response - Pull were implemented as part of the "Send Message with
Asynchronous Response — Push and Webhook Pull implementation™.

4.1 Send Message with Synchronous Response

This pattern is implemented in support of the query to list/filter Datasets in the "DSD Datasets"
page. The implementation follows the sequence diagram depicted below:

Ul-Client MNational-Broker DSD-Mock

Submit DatasetQuery

:

Send Message with
Synchronous Response

Proxy DatasetQuery

s 4

Dataset List

Dataset List

Ul-Client MNational-Broker DSD-Mock

The National Broker submits a request such as:
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(Request-Target) : post /dsd-mock/vl/messaging/dataset/query/a3951d4f-3d0f-
4ea7-92a3-c6268c10c9bd/sync

Accept: application/problem+json

Content-Length: 1924

Content-Type: multipart/mixed; boundary="----

= Part 4 84951238.1629796827083"

Digest: SHA-256=M/Z4710XVrPgzK/G44bpjGaEgiET+M+/VLOVASfJIwKU=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWONQIVHQTEFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VnU1hOemRXVnlJREF4QWAFSiIsIngldCNTMjU2Ij0icV1DUWZoMDFUN1k1UWdXaDFVenFoMW
X4AWHVEeHEtQ2x0R0dAKdAzIpTnhtQSIsInglYyI6WyJINSULChbHpDQOFUMMABAO1CQWAJIQkNUQULC
72dxaGtgT1BRUURBakJHTVFzdONRWURWUVFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIU1ZReE
POQWxCZOSWQKEFNVEhsUmx jM1FnULVNZ2FXNTBaWEpOW1dScF1YUmxJRWx 6Y zZNWbGNpQXdANVEF 1
RncweUlUQTNNRGN3TURBAO1EQmMFGdzB5TIRBMO1EWX1NelUIT1RsYU1GZ3hDekFKQmdOVkIJBWV
RBalZWTVEOdORBWURWUVELRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWdjSEp2YW1WamRERVINQI1HQTFVRUFA4TVBUbUYWYVc5dV1Xd3RRbkp2YTJWeUlGWXAFQV
11529aSXpgMENBUV1GSzZRFRUFBbORRZOFFTUZVbkNheU9TaETI4dVp6SzYvRWh3Q0VWRXJI3TF1C
d2tyQINiR2tyR2ZYZWhSbVIwY2VUNmQrNXJGR250Q0ZXdnQ2FpV010QkUzY1BTZWNZZHJABRYJErYn
FNTk1Bc3dDUVI1EV1IwWVEJBSXdBREFLOMAncWhrak9QUVFEQWAOSUFEQkZBaUJ1TUEYW1F5WEpu
eUhgQ3d5UlZPcF1TNEFXUE1Peit IMXVCaHpGK3Q1ROANSWhBSjQwdVAERDRTQONudWprdTQ2aX
ZDLzZwZUtyNkcwOElza29XaFY4amdlbyJdLCI0eXA10iJgb3N1IiwiYj YOI jpmYWxzZSwic2ln
VCI6IJjIwMjEtMDgtMjRUMDk6MIA6MIdaliwic2lnRCI6eyIJtSWQi0iJodHRWO18vdXJIpLmv0c2
kub3JInLzES5MTgyLOhOdHBIZWFkZXJzIiwicGFycyI6WyJjb250ZW50LXR5cGUiLCIFb250ZW50
LWx1bmd0aCIsImRpZ2VzdCIsIihyZXF1ZXNOLXRhcmdldCkiLCJhY2N1cHQiLCJvemlnaWshbC
1zZW5kZXIiLCJI1c2VyLWFnZW50IiwiZmluYWwtcmVjaXBpZW50IiwiaG9zdCIsInRpbWVzdGEt
cCJdfSwiY3JpdCI6WyJiNjQiLCJIJzaWdUIiwic21nRCJIAEQ. .sEt HVPtGCmN2kRtrW7I-

3 GwmGjoAz WI1KkxPNgv0O2r2j4tfVEQbdM6HOMOWiiuzHGEq6uvTHi-XoPxM gBSQ
Final-Recipient: 0088:123456789:test

Host: localhost:8080

Original-Sender: ADMIN USER

Timestamp: 2021-08-24T11:20:27.079+02:00

User-Agent: Java-SDK

—————— = Part 4 84951238.1629796827083

Content-Type: application/json

Edel-Payload-Sig:
eyJhbGciOiJFUzIINiIsImtpZCI6Ik1FOHATcVIJITUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWSNQIVHQTFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSiIsIngldCNTMjU2Ij0icV1DUWZoMDFUN1k1UWdXaDFVenFoMW
X4AWHVEeHEtQ2x0R0dKdAzIJpTnhtQSIsInglYyI6WyJINSULCbHpDQOFUMMABAO1CQWAJIQkNUQULC
72dxaGtgT1BRUURBakJHTVEFzdONRWURWUVFHRXAKR1 ZURUINQXJAHQTFVRUNOTUZSRWxIU1ZReE
POQWxCZOSWQKkEFNVEhsUmx jM1FnULlVNZ2FXNTBaWEpOW1dScF1YUmxJRWx 6Y zNWOGNpQXdANVEF1
RncweUlUQTNNRGN3TURBAO1EQMFGAzB5T1IRBMO1EWX1NelULIT1RsYU1GZ3hDekFKQmAOVkJIJBWV
RBalZWTVEOJORBWURWUVELRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQI 1HQTFVRUF4TVBUbUYWYVc5dV1Xd3RRbkp2YTIJWeUlGWXAFQV
1I529aSXpgMENBUV1GSzZRFRUFBOORRZOFFTUZVbkNheU9TaEI4dVp6SzYVvRWh3QOVWRXI3TEF1C
d2tyQINiR2tyR2ZYZWhSbVIwY2VUNmQrNXJGR25Q0Z2XdnQ2FpV010QkUzY1BTZWNZZHABRY JErYn
FNTk1Bc3dDUV1EV1IwWVEJBSXdBREFLOMAncWhrak9QUVFEQWAOSUFEQkZBaUJ1TUEYW1F5WEpu
eUhgQ3d5UlZPcF1TNEFXUE1Pei t IMXVCaHpGK3Q1ROANSWhBSjQwdVAERDRTQONudWprdTQ2aX
ZDLzZwzZUtyNkcwOElza29XaFY4amdlbyJdLCJ0eXAi01Jgb3N1TiwiYjY0IjpmYWxzZSwic21ln
VCI6IjIwMjEtMDgtMjRUMDk6MIA6Midaliwic2lnRCI6eyJtSWQi01iJodHRWO18vdXIpLmVOc2
kub3JInLzES5MTgyLOhOdHBIZWFkZXJzIiwicGFycyI6WyJjb250ZW50LWRpc3Bvc210aW9uliwi
Y29udGVudCl0eXB1lIiwiY¥29udGVudClsZW5ndGgiLCJIkaWdlc3QiXX0sImNyaXQiOlsiYjYOIdi
wic21lnVCIsInNpZ0QiXX0..1lxvmse7EU2yQZxIgl7TbgW9e7fkvb 7LZTxj5f6aRibjZp90ntW
ZyrKO05ribgquurooCe6fyPbxf2yBTO94FnPNQ

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"

Digest: SHA-256=+vLsScf0QGwxcBjxmgAawJ6XLgTVn5d4Pb31z0ESFIO=
Content-Length: 200

{

"organizationIdentifier" : "100001",

"limit" : 25,

"offset" : O,

"sort" : "+organizationIdentifier,+datasetType",
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"queryId" : "urn:toop:dsd:ebxml-regrem:queries:ByDatasetTypeAndLocation"

—————— = Part 4 84951238.1629796827083--

Code Block 4 DSD qguery request

And obtains a synchronous response such as:
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Connection: keep-alive

Content-Length: 3676

Content-Type: multipart/mixed; boundary="----

= Part 5 373156628.1629796827184"

Date: Tue, 24 Aug 2021 09:20:27 GMT

Digest: SHA-256=DhxaPuMZ0LCOtOgCx5L/0BeucgFgsMrkako/zc/Zy0A=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeENOQUPCZOSWQKkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWS5NQI1VHQTFVRUF4TWVWR1Z6ZENCR1IF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ij0id2FKX0pvd0Y1R2RyV2xpbUJTCc3NIVV
9Ca3BldGxoV2dXRWNNWFJIiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
722dxaGtgT1BRUURBakJHTVEzdONRWURWUVFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIULlZReE
POQWxCZOSWQKkFNVEhsSUmxjM1FnULlVNZ2FXNTBaWEPpOW1dScF1YUmxJRWx 6Y zZNWOGNpQXdNVEF 1
RncweUlUQTNNRGN3TURBAO1EQmMEFGAzBSTWpBMO1EWX1NelUlT1RsYU1GRXhDe kFKQmdOVkJIJBWV
RBalZWTVEOdJORBWURWUVFLRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUFATULSRkSFTFUXUFEwc3dWakFRQOmdjcWhrak9QuUU
1COmdVcmdRUUFDZ05DQUFUOHPpJcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5ZW84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQOSmEFwRN1vQThYc3NAMWZKQWI3MHADe kFKQm
dOVKkhSTUVBakFBTUFVRONDcUATTTQ5QkFNQOEWYOFNRVEFDSUg0cjh3bTdRSW11STA3IMOVYNUK2
MUNLY09DOUsVRONFUL1BFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmESZU9LZHApK2
VGR1FaclZSNz1lgclZBPT0iXSwidHlwIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpzZ1QiOiIyMDIx
LTA4LTIOVDA50)Iw0jI3WiIsInNpZ0QionsibUlkIjoiaHROcDovL3VyaS51dHNpLmOyZy8x0T
E4Mi9IdHRwWSGVhZGVycyIsInBhcnMiOlsiY¥29udGVvudCl0eXBlIiwiY29udGVudClsZW5ndGgi
LCJkaWd1lc3QiXX0sImNyaXQiOlsiYjY0Iiwic21lnVCIsInNpZ0QiXX0. . .XNrwlZ54vclo-
AgR67TUO0gbClIJwOhuldlaSbXBILlatvXgeyutzJigecnCrdIucmDLTIrygKrpaEcru3-wEC2g
Vary: Access-Control-Request-Headers

—————— = Part 5 373156628.1629796827184

Content-Type: application/json

Edel-Payload-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQKkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWS5NQI1VHQTFVRUF4TWVWR1Z6ZENCR1IF50nBib1JsY20xbFpHbGhk
R1VnU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ij0id2FKX0pvd0Y1R2RyV2xpbUJTCc3N1VV
9Ca3BldGxoV2dXRWNNWFJIiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
22dxaGtgT1BRUURBakJHTVEzdONRWURWUVEFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIULlZReE
PO6QWxCZOSWQKFNVEhsSUmMx jM1FnULlVNZ2FXNTRBaWEPpOW1dScF1YUmxJRWx 6Y zZNWoGNpQXdNVEF 1
RncweUlUQTNNRGN3TURBAO1EQMEGAzB5TWpBMO1EWX1NelU1T1RsYU1GRXhDe kFKQmdOVkIJBWV
RBalZWTVEOJORBWURWUVFLRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUFATULSRkSFTFUXUFEwc3dWakFRQOmdjcWhrak9QuUU
1CQOmdVecmdRUUFDZ05DQUFUOHPpJcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5Z2W84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQSmFwRN1vQThYc3NAMWZKQWI3MHADe kFKQm
dOVKhSTUVBakFBTUFVRONDcUATTTQ5QKkFNQOEWYOFNRVFDSUg0cjh3bTdRSW11STA3IMOVYNUh2
MUNLY09DOUsVRONFULBFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmESZU9LZHApK2
VGR1FaclZSNz1lgclZBPT0iXSwidHlwIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpzZ1QiOiIyMDIx
LTA4LTIOVDA50)IwOjI3WiIsInNpZ0QionsibUlkIjoiaHROcDovL3VyasS51dHNpLmOyZy8x0T
E4Mi9TIdHRwWSGVhZGVycyIsInBhcnMiOlsiY29udGVudClkaXNwb3NpdGlvbiIsImNvbnR1lbnQt
dH1wZSIsImNvbnR1bnQtbGVuZ3RoIiwiZG1lnZXNOI119LCIjcml0IjpbImI2NCIsInNpZl1QiLC
JzaWdETI119..1GNbtDKNDXmA-baCxW KwzSsaGTEckJlhvWp2eB-
1bRaGKBnkkgYYDBtBSa79m0TUuu-8wg8kRLEFmMuuIENGhwA

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIsonDssDocument.json"

Digest: SHA-256=D60MH82wCoLZzLC6MeGuzaoHT5gqPKvAHKdaWKAzantc=
Content-Length: 1960

{

"serviceEntities"™ : [ {

"status" : O,

"index" : 0,

"type" : "STATE MINISTRY",

"conformsTo" : "https://semantic-repository.toop.eu/ontology/higher-
education/state-ministry",

"identifiers" : [ "DE000001000"™ 1,

"titles" : [ "Registry of the State Ministries responsible for higher
education" 1],

"descriptions" : [ "A dataset about the state Ministries responsible

for higher education" ],
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"publisher" : {
"status" : O,
"index" : 0,
"identifier"™ : ™100001",
"preflLabels" : [ "Federal Ministry of Education and
Research@en", "Bundesministerium fiir Bildung und Forschung@de" ],
"altLabels" : [ "Federal Ministry of Education, will provide

information regarding German university diplomas issues by any German
university@en", "Bundesbildungsministerium, informiert von allen deutschen
Hochschulen zu Fragen des deutschen Hochschulabschlusses@de" ],
"classifications™ : [ "level-0" ],
"address" : {
"adminUnitLevel" : "DE",
"fullAddress" : "Heinemannstrasse 2, 53175, Bonn"
}
}o
"qualifiedRelationships" : [ {
"relation" : "urn:oasis:names:tc:ebcore:partyid-
type:1s06523:9999:0000000004",
"hadRole" : "https://toop.eu/dataset/supportedIdScheme"
bl
"distributions" : [ {
"descriptions" : [ "This is a XML distribution of the registry" 1,
"conformsTo" : "RegRepv4-EDMv2",
"format" : "STRUCTURED",
"mediaType" : "application/xml",
"accessURL" : "https://smp.bonn.toop.eu/9999::0000000003/services/ST
ATE MINISTRY",
"dataServices" : [ {
"identifier" : "toop-doctypeid-gns::urn:eu:toop:ns:dataexchange-
2::Request#furn:eu.toop.request.state-ministry::2.0",
"conformsTo" : "",
"title"™ : "Access Service Title",
"endpointURL" : "https://smp.bonn.toop.eu/9999::0000000005/service
s/state-ministry?type=xml"
bl
bl
bl

"count" : 1,
"page" : O,
"pageSize" : 25

—————— = Part 5 373156628.1629796827184~-~

Code Block 5 DSD query response

4.2 Send Message with Asynchronous Response — Push and
Pull

This message exchange pattern combines the "Send Message With No Response — Push" and
"Send Message With No Response — Pull" patterns. The pattern supports the implementation of
the following features:

e Updating the Organization data
e Adding a new Dataset
e Removing an existing Dataset

The implementation follows the sequence diagram depicted below:
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Ul-Client National-Broker DSD-Mock

Submit OrganizationUpdate

Py
|

Send Message (With No Response) - Push

Proxy OrganizationUpdate
Signal message
‘. ..............................................
Signal message
.‘. ..............................................
Pending statuses
Pending status message List
.1. ............................................... J
loop [over the message list]
Send Message (With No Response) - Pull
getMessage
message status update
Ul-Client National-Broker DSD-Mock

The National Broker submits an update Organization request such as:
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(Request-Target) : post /dsd-
mock/vl/messaging/organization/update/8bbl0f70-4b4e-49b0-b518-5e55be99fb30
Accept: application/json

Content-Length: 2121

Content-Type: multipart/mixed; boundary="----

= Part 6 1679160894.1629797724963"

Digest: SHA-256=1iUBobBzJN6dfoFj00jYaywhiR8huse2H1QX+PCoD27M=
Edel-Message-Sig:
eyJhbGciOiJFUzIINiIsImtpZCI6Ik1FOHATcVJIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWONQIVHQTEFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VnU1hOemRXVnlJREF4QWAFSiIsIngldCNTMjU2Ij0icV1DUWZoMDFUN1k1UWdXaDFVenFoMW
X4AWHVEeHEtQ2x0R0dAKdAzIpTnhtQSIsInglYyI6WyJINSULChbHpDQOFUMMABAO1CQWAJIQkNUQULC
72dxaGtgT1BRUURBakJHTVFzdONRWURWUVFHRXAKR1 ZURUSNQXdAHQTFVRUNOTUZSRWxIUL1ZReE
POQWxCZOSWQKEFNVEhsUmx jM1FnULVNZ2FXNTBaWEpOW1dScF1YUmxJRWx 6Y zZNWbGNpQXdANVEF 1
RncweUlUQTNNRGN3TURBAO1EQmMFGdzB5TIRBMO1EWX1NelUIT1RsYU1GZ3hDe kFKQmdOVkJIBWV
RBalZWTVEOdORBWURWUVELRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWdjSEp2YW1WamRERVINQI1HQTFVRUFA4TVBUbUYWYVc5dV1Xd3RRbkp2YTJWeUlGWXAFQV
11529aSXpgMENBUV1GSzZRFRUFBOORRZOFFTUZVbkNheU9TaEI4dVp6SzYvRWh3Q0OVWRXJI3TEF1C
d2tyQINiR2tyR2ZYZWhSbVIwY2VUNmQrNXJGR250Q0ZXdnQ2FpV010QkUzY1BTZWNZZHJABRYJErYn
FNTk1Bc3dDUV1EV1IwVEJBSXdBREFLOMAncWhrak9QUVFEQWAOSUFEQkZBaUJ1TUEYW1F5WEpu
eUhgQ3d5UlZPcF1TNEFXUE1Peit IMXVCaHpGK3Q1ROANSWhBSjQwdVAERDRTQONudWprdTQ2aX
ZDLzZwZUtyNkcwOElza29XaFY4amdlbyJdLCI0eXA10iJgb3N1IiwiYjY0IjpmYWxzZSwic2ln
VCI6IjIwMjEtMDgtMjRUMDk6MzU6MjRaIiwic21lnRCI6eyJtSWQi0iJodHRWO18vdXJplmVOc2
kub3JInLzES5MTgyLOhOdHBIZWFkZXJzIiwicGFycyI6WyJjb250ZW50LXR5cGUiLCIFb250ZW50
LWx1bmd0aCIsImRpZ2VzdCIsIihyZXF1ZXNOLXRhcmdldCkiLCJhY2N1cHQiLCJvemlnaWShbC
1zZW5kZXI1LCImaW5hbClyZWNpcGllbnQiLCJob3NOIiwidGltZXNOYWlIwI119LCIJjcml0Ijpb
ImI2NCIsInNpZlQiLCJzaWdEI119. .PvgNrO0k8Gng3Xb6gzw3 QYIxkaXhmpbube-
OP8YfvINONN96IdTnkNJIMYoFUIe DZDuk6EBmSP6CnwedNLhwg

Final-Recipient: 0088:123456789:test

Host: localhost:8080

Original-Sender: ADMIN USER

Timestamp: 2021-08-24T11:35:24.955+02:00

User-Agent: NationalBroker

—————— = Part 6 1679160894.1629797724963

Content-Type: application/json

Edel-Payload-Sig:
eyJhbGciOiJFUzIINiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWSNQIVHQTFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSiIsIngldCNTMjU2Ij0icV1DUWZoMDFUN1k1UWdXaDFVenFoMW
X4AWHVEeHEtQ2x0R0dAKdzIJpTnhtQSIsInglYyI6WyJINSULChbHpDQOFUMmMABAO1CQWAJIQkNUQULC
72dxaGtgT1BRUURBakJHTVEFzdONRWURWUVFHRXAKR1 ZURUINQXJAHQTFVRUNOTUZSRWxIU1ZReE
POQWxCZOSWQKkEFNVEhsUmx jM1FnULlVNZ2FXNTBaWEpOW1dScF1YUmxJRWx 6Y zNWOGNpQXdANVEF1
RncweUlUQTNNRGN3TURBAO1EQMFGAzB5T1IRBMO1IEWX1NelULIT1RsYU1GZ3hDekFKQmAOVkJIBWV
RBalZWTVEOJORBWURWUVELRXAWRVNVZEPWREVMTUIWROExVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQI 1HQTFVRUF4TVBUbUYWYVc5dV1Xd3RRbkp2YTIJWeUlGWXAFQV
1I529aSXpgMENBUV1GSzZRFRUFBOORRZOFFTUZVbkNheU9TaEI4dVp6SzYVvRWh3QOVWRXI3TEF1C
d2tyQINiR2tyR2ZYZWhSbVIwY2VUNmMQrNXJGR25Q0ZXdnQ2FpV010QkUzY1BTZWNZzZHABY JErYn
FNTk1Bc3dDUV1EV1IwWVEJBSXdBREFLOmMAncWhrak9QUVFEQWAOSUFEQkZBaUJ1TUEYW1F5WEpu
eUhgQ3d5UlZPcF1TNEFXUE1Pei t IMXVCaHpGK3Q1ROANSWhBSjQwdVAERDRTQONudWprdTQ2aX
ZDLzZwzZUtyNkcwOElza29XaFY4amdlbyJdLCJ0eXAi01Jgb3N1TIiwiYjY0IjpmYWxzZSwic21ln
VCI6IjIwMjEtMDgtMjRUMDk6MzU6MiRaIiwic21lnRCI6eyJtSWQi01iJodHRWO18vdXIpLmVOc?2
kub3JInLzES5MTgyLOhOdHBIZWFkZXJzIiwicGFycyI6WyJjb250ZW50LWRpc3Bvc210aW9uliwi
Y29udGVudCl0eXB1lIiwiY¥29udGVudClsZW5ndGgiLCJIkaWdlc3QiXX0sImNyaXQiOlsiYjYOIdi
wic21lnVCIsInNpZ0QiXX0. .KNODJKallmUnf6lrJ5iEWQLAVMYVWDmM1882Q3BRn74UVo9YDcXt
n89az9FV56A4uUx51 25L0Vo6d3kPK6-0TQ

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"

Digest: SHA-256=Y+Q09FTX4y9g00+NbtBMQOV4JjoabmQQzAZMiBlpM/ fY=
Content-Length: 393

{

"status" : O,

"index" : 0,

"identifier" : "111002",

"preflLabels" : [ "Munich University of Applied Sciences" ],
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"altLabels" : [ "Munchen univeristy of Applied Sciences will provide
information regarding diplomas issued by this university" 1],
"classifications™ : [ "level-5" ],
"address" : {
"adminUnitLevel" : "DE",
"fullAddress" : "Lothstrasse 34, 80335 Munchen"

—————— = Part 6 1679160894.1629797724963-~-

Code Block 6 Update Organization request

And obtains a response containing a Signal such as:

Connection: keep-alive

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"
Content-Length: 507

Content-Type: application/json

Date: Tue, 24 Aug 2021 09:35:25 GMT

Digest: SHA-256=/hdtbMe280ovP/TPFMKBUw8ah9P8gKItLY+Ubo21sCyk=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQKkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWS5NQI1VHQTFVRUF4TWVWR1Z6ZENCR1IF50nBib1JsY20xbFpHbGhk
R1VnU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ij0id2FKX0pvd0Y1R2RyV2xpbUJTCc3NIVV
9Ca3BldGxoV2dXRWNNWFJIiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
22dxaGtgT1BRUURBakJHTVEzdONRWURWUVEFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIULlZReE
PO6QWxCZOSWQKFNVEhsSUmx jM1FnULlVNZ2FXNTRBaWEPpOW1dScF1YUmxJRWx 6Y zZNWoGNpQXdNVEF 1
RncweUlUQTNNRGN3TURBAO1EQmMEGAzBS5TWpBMO1EWX1NelU1T1RsYU1GRXhDe kFKQmdOVkIJBWV
RBalZWTVEOJORBWURWUVFLRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUFATULSRkSFTFUXUFEwc3dWakFRQOmdjcWhrak9QuUU
1COmdVcmdRUUFDZ05DQUFUOHPpJcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5ZW84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQSmEFwWRN1vQThYc3NAMWZKQWI3MHADe kFKQm
dOVKhSTUVBakFBTUFVRONDcUATTTQ5QkKkFNQOEWYOFNRVEFDSUg0cjh3bTdRSW11STA3IMOVYNUh2
MUNLY09DOUsVRONFUL1BFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmESZU9LZHApK2
VGR1FaclZSNz1lgclZBPT0iXSwidHlwIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpzZ1QiOiIyMDIx
LTA4LTIOVDAS0JM10jI1WiIsInNpZ0QiOnsibUlkIjoiaHROcDovL3VyaS51dHNpLm9yZy8x0T
E4Mi9TIdHRwSGVhZGVycyIsInBhecnMiOlsiY29udGVudClkaXNwb3NpdGlvbiIsImNvbnR1lbnQt
dH1wZSIsImNvbnR1bnQtbGVuZ3RoIiwiZGInZXNOI119LCIjcmlO0IjpbImI2NCIsInNpZz1QiLC
JzaWdEI119..J-4XcYzBTbsAe28rIdIKwXyPnieC7-32POYQbmiR2ixGDj T~
Qdm527tn0Kk02scHiipeoYb6LtQrgG-2AASsOZA

Timestamp: 2021-08-24T11:35:25.194

Vary: Access-Control-Request-Headers

{

"title" : "Message Accepted",

"type" : "https://joinup.ec.europa.eu/collection/apiddt/solution/.../mes
saging/signal/message-accepted",

"status" : 202,

"detail" : "Sent when the message is properly validated. It may include

a status monitor that can provide the user with an estimate of when the
request will be fulfilled (see [RFC7231])",

"instance" : "/vl/messaging/organization/update/8bbl10f70-4b4e-49b0-b518-
5e55be99fb30",
"digest" : "SHA-256=iUBobBzJN6dfoFj00jYaywhiR8huse2H1QX+PCoD27M="

}

Code Block 7 Update Organization response containing a Signal

The National Broker then requests the list of pending message responses:
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(Request-Target): get /dsd-mock/vl/messaging/organization/status
Accept: application/json

Content-Length: 0

Content-Type: application/json

Host: localhost:8080

Request-Target-PRIVATE: get /dsd-mock/vl/messaging/organization/status
User-Agent: NationalBroker

Code Block 8 List Pending Message Responses request

And receives it:

Connection: keep-alive

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"
Content-Length: 273

Content-Type: application/json

Date: Tue, 24 Aug 2021 09:36:15 GMT

Digest: SHA-256=DmEl16rZ8slEOmGK+MwaR6uCkt+69wnzwScmLdXjytGo=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWS5NQI1VHQTFVRUF4TWVWR1Z6ZENCR1IF50nBib1JIsY20xbFpHbGhk
R1VnU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ij0id2FKX0pvd0Y1R2RyV2xpbUJTCc3N1VV
9Ca3BldGxoV2dXRWNNWFJIiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
22dxaGtgT1BRUURBakJHTVEzdONRWURWUVEFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIULlZReE
PO6QWxCZOSWQKFNVEhsSUmMx jM1FnULlVNZ2FXNTRBaWEPpOW1dScF1YUmxJRWx 6Y zZNWoGNpQXdNVEF 1
RncweUlUQTNNRGN3TURBAO1EQmMEGAzBS5TWpBMO1EWX1NelU1T1RsYUL1GRXhDe kFKQmdOVkIJBWV
RBalZWTVEOJORBWURWUVFLRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUFATULSRkSFTFUXUFEwc3dWakFRQOmdjcWhrak9QuUU
1COmdVcmdRUUFDZ05DQUFUOHPpJcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5ZW84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQSmEFwWRN1vQThYc3NAMWZKQWI3MHADe kFKQm
dOVKhSTUVBakFBTUFVRONDcUATTTQ5QKkFNQOEWYOFNRVEFDSUg0cjh3bTdRSW11STA3IMOVYNUh2
MUNLY09DOUsVRONFUL1BFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmESZU9LZHApK2
VGR1FaclZSNz1lgclZBPT0iXSwidHlwIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpzZ1QiOiIyMDIx
LTA4LTIOVDA50jM20JEIWiIsInNpZ0QionsibUlkIjoiaHR0cDovL3VyaS51dHNpLmOyZy8x0T
E4Mi9IdHRwWSGVhZGVycyIsInBhcnMiOlsiY29udGVudClkaXNwb3NpdGlvbiIsImNvbnR1lbnQt
dH1wZSIsImNvbnR1bnQtbGVuZ3RoIiwiZG1lnZXNOI119LCIjcmlO0IjpbImI2NCIsInNpZz1QiLC
JzaWdEI119. .WEnTDmMRwBWIUSUY6EWP7IwrTkqUluwvQjTkYRWcegeJ4vEL5VyntX706uY64rQ
eFBRZYFaGQjPwI7pyJ hxevQ

Timestamp: 2021-08-24T11:36:15.045

Vary: Access-Control-Request-Headers

{

"messageReferencelList" : [ {

"messageId" : "00£f229f9-c9ee-43a7-93a5-07c50c525182",
"service" : "organization",
"action"™ : "status",
"href" : "/vl/messaging/organization/status/00£f229f9-c9ee-43a7-93a5-
07c50c525182"
bl
"limit" : -1,
"offset" : O

Code Block 9 List Pending Message Responses response

It then requests the specific message response:
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(Request-Target) : get /dsd-mock/vl/messaging/organization/status/00£229£9-
c9ee-43a7-93a5-07c50c525182

Accept: application/problem+json

Content-Length: 0

Content-Type: application/json

Host: localhost:8080

Request-Target-PRIVATE: get /dsd-
mock/vl/messaging/organization/status/00£229f9-c9ee-43a7-93a5-07¢c50c525182
User-Agent: NationalBroker

Code Block 10 Get Message Response request

And receives it:
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Connection: keep-alive

Content-Length: 2290

Content-Type: multipart/mixed; boundary="----

= Part 8 817383638.1629797835044"

Date: Tue, 24 Aug 2021 09:37:15 GMT

Digest: SHA-256=rzvLHz2Db6c68x3GWe0JDTvPXyi251UuSj9yoLIgfOs=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeENOQUPCZOSWQKkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWS5NQI1VHQTFVRUF4TWVWR1Z6ZENCR1IF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ij0id2FKX0pvd0Y1R2RyV2xpbUJTCc3NIVV
9Ca3BldGxoV2dXRWNNWFJiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
722dxaGtgT1BRUURBakJHTVEzdONRWURWUVFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIULlZReE
POQWxCZOSWQKkFNVEhsSUmxjM1FnULlVNZ2FXNTBaWEPpOW1dScF1YUmxJRWx 6Y zZNWOGNpQXdNVEF 1
RncweUlUQTNNRGN3TURBAO1EQmMEFGAzBSTWpBMO1EWX1NelUlT1RsYU1GRXhDe kFKQmdOVkIJBWV
RBalZWTVEOdJORBWURWUVFLRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUFATULSRkSFTFUXUFEwc3dWakFRQOmdjcWhrak9QuUU
1COmdVcmdRUUFDZ05DQUFUOHPpJCcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5ZW84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQOSmEFwWRN1vQThYc3NAMWZKQWIO3MHADe kFKQm
dOVKkhSTUVBakFBTUFVRONDcUATTTQ5QkFNQOEWYOFNRVEFDSUg0cjh3bTdRSW11STA3IMOVYNUK2
MUNLY09DOUsVRONFUL1BFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmESZU9LZHApK2
VGR1FaclZSNz1lgclZBPT0iXSwidHlwIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpzZ1QiOiIyMDIx
LTA4LTIOVDA50JM30JEIWiIsInNpZ0QionsibUlkIjoiaHR0cDovL3VyaS51dHNpLmOyZy8x0T
E4Mi9IdHRwWSGVhZGVycyIsInBhcnMiOlsiY¥29udGVvudCl0eXBlIiwiY29udGVudClsZW5ndGgi
LCJkaWd1lc3QiXX0sImNyaXQiOlsiYjY0Iiwic21lnVCIsInNpZ0QiXX0..0nIuSPUVgIGERhGSE
nX1gOLXH1BL--U_iibkxPmGig88x-srNYOUMRqwudS4R6dmOtCdxNOY30YyznSJ4bOnyw
Vary: Access-Control-Request-Headers

—————— = Part 8 817383638.1629797835044

Content-Type: application/json

Edel-Payload-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWS5NQI1VHQTFVRUF4TWVWR1Z6ZENCR1IF50nBib1JsY20xbFpHbGhk
R1VnU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ij0id2FKX0pvd0Y1R2RyV2xpbUJTCc3N1VV
9Ca3BldGxoV2dXRWNNWFJIiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
22dxaGtgT1BRUURBakJHTVEzdONRWURWUVEFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIULlZReE
PO6QWxCZOSWQKFNVEhsSUmMx jM1FnULlVNZ2FXNTRBaWEPpOW1dScF1YUmxJRWx 6Y zZNWoGNpQXdNVEF 1
RncweUlUQTNNRGN3TURBAO1EQMEGAzBS5TWpBMO1EWX1NelU1T1RsYUL1GRXhDe kFKQmdOVkIBWV
RBalZWTVEOJORBWURWUVFLRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUFATULSRkSFTFUXUFEwc3dWakFRQOmdjcWhrak9QuUU
1CQOmdVecmdRUUFDZ05DQUFUOHPpJcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5Z2W84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQSmEFwWRN1vQThYc3NAMWZKQWIO3MHADe kFKQm
dOVKhSTUVBakFBTUFVRONDcUATTTQ5QKkFNQOEWYOFNRVFDSUg0cjh3bTdRSW11STA3IMOVYNUh2
MUNLY09DOUsVRONFULBFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmESZU9LZHApK2
VGR1FaclZSNz1lgclZBPT0iXSwidHlwIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpzZ1Qi0iIyMDIx
LTA4LTIOVDA50JM30JEIWiIsInNpZ0QionsibUlkIjoiaHR0OcDovL3VyasS51dHNpLmOyZy8x0T
E4Mi9TIdHRwWSGVhZGVycyIsInBhcnMiOlsiY29udGVudClkaXNwb3NpdGlvbiIsImNvbnR1lbnQt
dH1wZSIsImNvbnR1bnQtbGVuZ3RoIiwiZG1lnZXNOI119LCIjcml0IjpbImI2NCIsInNpZl1QiLC
JzaWdEI119. .xWSSgdYfgfm3REsWINg-
KcSMCPG63XwdCxctR7jZCOwe41VeGyMr0JkoohhhMroTJ1dNO09sKvi2hgclNB19PbA
Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIsonDssDocument.json"

Digest: SHA-256=thm0v2e0iEPYrMby3cThS4R1XdHzAiHT1RCVtUokd5U=
Content-Length: 575

{

"description" : "Organization was successfully updated!",
"refMessage" : "8bbl0f70-4b4e-49b0-b518-5e55be99fb30",
"status" : "Completed",
"object" : {
"status" : 0,
"index" : 0O,
"identifier" : "111002",
"preflabels" : [ "Munich University of Applied Sciences" ],
"altLabels" : [ "Munchen univeristy of Applied Sciences will provide
information regarding diplomas issued by this university" 1,
"classifications™ : [ "level-5" ],

Messaging APl Message Exchange Patterns — 40



REST API Pilot: Implementation Overview

"address" : {
"adminUnitLevel”" : "DE",
"fullAddress" : "Lothstrasse 34, 80335 Munchen"

—————— = Part 8 817383638.1629797835044~~

Code Block 11 Get Message Response response

4.3 Send Message with Asynchronous Response — Push and

Webhook Pull

The pattern supports the implementation of the update Dataset functionality. The
implementation follows the sequence diagram depicted below:

Ul-Client National-Broker DSD-Mock

Submit DatasetUpdate

Send Message - Push ‘

Proxy DatasetUpdate |

. SignalMessage: accept U

e SignalMessage: accept
‘ Webhook pull Signal ‘
SignalMessage: ready to Pull
H SignalMessage: accept A
Pull message
L Update status message ﬂ
Refresh page |

Ul-Client National-Broker DSD-Mock

The National Broker submits an update Dataset request such as:
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(Request-Target) : post /dsd-mock/vl/messaging/dataset/update/3995bf3d-
978£f-4150-9dae-c95562£30c3e

Accept: application/json

Content-Length: 3537

Content-Type: multipart/mixed; boundary="----

= Part 25 743865690.1629798721562"

Digest: SHA-256=Fn65k0uoB780QykmVLg3Hk]j1XgyKwvwFbd7CRPLF42U=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWONQIVHQTFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VnU1hOemRXVnlJREF4QWAFSiIsIngldCNTMjU2Ij0icV1DUWZoMDFUN1k1UWdXaDFVenFoMW
X4AWHVEeHEtQ2x0R0dAKdAzIpTnhtQSIsInglYyI6WyJINSULChbHpDQOFUMMABAO1CQWAJIQkNUQULC
72dxaGtgT1BRUURBakJHTVFzdONRWURWUVFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIU1ZReE
POQWxCZOSWQKEFNVEhsUmx JM1FnULVNZ2FXNTBaWEPpOW1dScF1YUmxJRWx 6Y zZNWbGNpQXdANVEF'1
RncweUlUQTNNRGN3TURBAO1EQmMFGdzB5TIRBMO1EWX1NelUIT1RsYU1GZ3hDe kFKQmdOVkJIBWV
RBalZWTVEOdORBWURWUVELRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQI1HQTFVRUF4TVBUbUYWYVc5dV1Xd3RRbkp2YTJWeUlGWXAFQV
11529aSXpgMENBUV1GSzZRFRUFBOORRZOFFTUZVbkNheU9TaEI4dVp6SzYvRWh3Q0OVWRXJI3TEF1C
d2tyQINiR2tyR2ZYZWhSbVIwY2VUNmQrNXJGR250Q0ZXdnQ2FpV010QkUzY1BTZWNZZHJABRYJErYn
FNTk1Bc3dDUVI1EV1IwWVEJBSXdBREFLOMAncWhrak9QUVFEQWAOSUFEQkZBaUJ1TUEYW1F5WEpu
eUhgQ3d5UlZPcF1TNEFXUE1Peit IMXVCaHpGK3Q1ROANSWhBSjQwdVAERDRTQONudWprdTQ2aX
ZDLzZwZUtyNkcwOElza29XaFY4amdlbyJdLCI0eXA10iJgb3N1IiwiYj YOI jpmYWxzZSwic2ln
VCI6IjIwWMJEtMDgtMjRUMDk6NTI6MDFaliwic21lnRCI6eyJtSWQ101iJodHRWO18vdXIJpLmV0Oc2
kub3JInLzES5MTgyLOhOdHBIZWFkZXJzIiwicGFycyI6WyJjb250ZW50LXR5cGUiLCIJb250ZW50
LWx1bmd0aCIsImRpZ2VzdCIsIihyZXF1ZXNOLXRhcmdldCkiLCJhY2N1cHQiLCJvemlnaWShbC
1zZW5kZXIiLCJI1c2VyLWFnZW50IiwiZmluYWwtcmVjaXBpZW50IiwiaG9zdCIsInNpZ25hbC1l3
ZWJIob29rTiwidGltZXNOYW1lwI119LCIjcmlOIjpbImI2NCIsInNpZl1QiLCJzaWdEIL119. .0nhK
DQ8ICpo2QVu2rdkQd4eQasW KzGOlnwU6GY6QVU]2bWWBBCcIYVRIuicMX31PWj bC2DOO0OGKZowA
G3LVedig

Final-Recipient: 0088:123456789:test

Host: localhost:8080

Original-Sender: ADMIN USER

Signal-Webhook: http://localhost:8080/national-broker

Timestamp: 2021-08-24T11:52:01.553+02:00

User-Agent: Java-SDK

—————— = Part 25 743865690.1629798721562

Content-Type: application/json

Edel-Payload-Sig:
eyJhbGciOiJFUzIINiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWSNQIVHQTFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSiIsIngldCNTMjU2Ij0icV1DUWZoMDFUN1k1UWdXaDFVenFoMW
X4AWHVEeHEtQ2x0R0dKdzIJpTnhtQSIsInglYyI6WyJINSULChbHpDQOFUMMABAO1CQWAJIQkNUQULC
72dxaGtgT1BRUURBakJHTVEFzdONRWURWUVFHRXAKR1 ZURUINQXJAHQTFVRUNOTUZSRWxIU1ZReE
POQWxCZOSWQKEFNVEhsUmx jM1FnULlVNZ2FXNTBaWEpOW1dScF1YUmxJRWx 6Y zZNWOGNpQXdANVEF1
RncweUlUQTNNRGN3TURBAO1EQMFGAzB5T1IRBMO1EWX1NelULIT1RsYU1GZ3hDekFKQmAOVkJIJBWV
RBalZWTVEOJORBWURWUVELRXAWRVNVZEPWREVMTUIWROExVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQI 1HQTFVRUF4TVRBUbUYWYVc5dV1Xd3RRbkp2YTIJWeUlGWXAFQV
1I1529aSXpgMENBUV1GSzZRFRUFBOORRZOFFTUZVbkNheU9TaEI4dVp6SzYVvRWh3QO0OVWRXI3TEF1C
d2tyQINiR2tyR2ZYZWhSbVIwY2VUNMQrNXJGR25Q0ZXdnQ2FpV010QkUzY1BTZWNZzZHABYJErYn
FNTk1Bc3dDUV1IEV1IwWVEJBSXdBREFLOMdAncWhrak 9QUVFEQWAOSUFEQkZBaUJ1ITUEYW1F5WEpu
eUhgQ3d5UlZPcF1TNEFXUE1Pei t JMXVCaHpGK3Q1ROANSWhBSjOQwdVAERDRTQONudWprdTQ2aX
ZDLzZwzZUtyNkcwOElza29XaFY4amdlbyJdLCJ0eXAi01Jgb3N1TiwiYjY0IjpmYWxzZSwic21ln
VCI6IjIwMjEtMDgtMjRUMDk6NTIOMDFaliwic2lnRCI6eyJtSWQ101iJodHRWO18vdXIJpLlmV0Oc2
kub3JInLzES5MTgyLOhOdHBIZWFkZXJzIiwicGFycyI6WyJjb250ZW50LWRpc3Bvc210aW9uliwi
Y29udGVudCl0eXB1lIiwiY¥29udGVudClsZW5ndGgiLCJIkaWdlc3QiXX0sImNyaXQiOlsiYjYOIi
wic2InVCIsInNpz0QiXX0..XK6Q2avyWBkigRvMX5s13cYEkPaO AgqPOhchplrU97DgYBmr5iB
eEMG7vwHs5jBRkmyxhTnsb2czCnykAnVBBA

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"

Digest: SHA-256=30t/cWiZ01SjgzplClB4LW+2L6WcP56TaxaycFYZ/kk=
Content-Length: 1808

{
"status" : O,
"index" : 0,
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"type" : "STATE MINISTRY",
"conformsTo" : "https://semantic-repository.toop.eu/ontology/higher-
education/state-ministry",
"identifiers"™ : [ "DE00O00OO1000"™ 1,
"titles" : [ "Registry of the State Ministries responsible for higher
education" 17,
"descriptions" : [ "A dataset about the state Ministries responsible for
higher education" 1,
"publisher" : {
"status" : O,
"index" : 0,
"identifier™ : "100001",
"preflLabels" : [ "Federal Ministry of Education and
Research@en", "Bundesministerium fiur Bildung und Forschung@de" ],
"altLabels" : [ "Federal Ministry of Education, will provide

information regarding German university diplomas issues by any German
university@en", "Bundesbildungsministerium, informiert von allen deutschen
Hochschulen zu Fragen des deutschen Hochschulabschlusses@de" ],

"classifications™ : [ "level-0" ],
"address" : {
"adminUnitLevel" : "DE",
"fullAddress" : "Heinemannstrasse 2, 53175, Bonn"
}
s
"qualifiedRelationships" : [ {
"relation" : "urn:oasis:names:tc:ebcore:partyid-
type:1s06523:9999:0000000004™,
"hadRole" : "https://toop.eu/dataset/supportedIdScheme"
b1y
"distributions" : [ {
"descriptions"™ : [ "This is a XML distribution of the registry" 1,
"conformsTo" : "RegRepv4-EDMv2",
"format" : "STRUCTURED",
"mediaType" : "application/xml",
"accessURL" : "https://smp.bonn.toop.eu/9999::0000000003/services/STAT
E MINI STRY",
"dataServices" : [ {
"identifier" : "toop-doctypeid-gns::urn:eu:toop:ns:dataexchange-
2::Request#furn:eu.toop.request.state-ministry::2.0",
"conformsTo" : "",
"title"™ : "Access Service Title",
"endpointURL" : "https://smp.bonn.toop.eu/9999::0000000005/services/

state-ministry?type=xml"
bl
bl

—————— = Part 25 743865690.1629798721562-~

Code Block 12 Update Dataset request

And obtains a response containing a Signal such as:
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Connection: keep-alive

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"
Content-Length: 502

Content-Type: application/json

Date: Tue, 24 Aug 2021 09:52:02 GMT

Digest: SHA-256=gqZRZkd80gqOMylYLI9w5K2hQgqldgeIBNuUL83v6ENrQ3VI=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWONQIVHQTEFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ijoid2FKX0pvdOY1R2RyV2xpbUJTc3N1VV
9Ca3BldGxoV2dXRWNNWEFJiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
72dxaGtgT1BRUURBakJHTVFzdONRWURWUVFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIU1ZReE
POQWxCZOSWQKEFNVEhsUmx jM1FnULVNZ2FXNTBaWEpOW1dScF1YUmxJRWx 6Y zZNWbGNpQXdANVEF'1
RncweUlUQTNNRGN3TURBAO1EQmMFGdzB5TWpBMO1EWX1NelU1T1RsYU1GRXhDe kFKQmdOVkJIJBWV
RBalZWTVEOdORBWURWUVELRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUF4TULSRkSFTFUXUFEwc3dWakFRQmdjciWhrak9QuUU
1COmdVcmdRUUEFDZ05DQUFUOHPpJcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5ZW84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQSmFwRN1vQThYc3NAMWZKQWI3MHdADe kFKQm
dOVkhSTUVBakFBTUEFVRONDcUATTTQS5QkEFNQOEWYOEFNRVEDSUg0cjh3bTdRSW11STA3IMOVyYNUK2
MUNLY09DOUsVRONFU1BFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmES5ZU9LZHApK2
VGR1FaclZSNzlqgclZBPT0iXSwidH1wIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpZ1Qi0iIyMDIx
LTA4LTIOVDAS0jUyOjAYyWiIsInNpZ0QiOnsibUlkIjoiaHROcDovL3VyaS51dHNpLm9yZy8x0T
E4Mi9IdHRwWSGVhZGVycyIsInBhcnMiOlsiY29udGVudClkaXNwb3NpdGlvbiIsImNvbnRlbnQt
dH1wZSIsImNvbnR1bnQtbGVuZ3RoIiwiZG1lnZXNOI119LCIjcmlO0IjpbImI2NCIsInNpZl1QiLC
JzaWdEI119..rPsGulbjeSum8z02E wQvwlpDFkJAJFAOTm 9YCk723jMdAeOVnY7dDb1BIXLZ5
iNSQi5 axf-AORBLNE2ZQdSw

Timestamp: 2021-08-24T11:52:02.123

Vary: Access-Control-Request-Headers

{

"title" : "Message Accepted",

"type" : "https://joinup.ec.europa.eu/collection/apid4dt/solution/.../mes
saging/signal/message-accepted",

"status" : 202,

"detail" : "Sent when the message is properly validated. It may include

a status monitor that can provide the user with an estimate of when the
request will be fulfilled (see [RFC7231])",

"instance" : "/vl/messaging/dataset/update/3995bf3d-978f-4150-9dae-
c95562£30c3e",
"digest" : "SHA-256=Fn65k0uoB780QykmVLg3Hkj1XgyKwvwEFbd7CRPLF42U="

}

Code Block 13 Update Dataset response containing a Signal

The DSD mock then submits a Signal to the Signal-Webhook URL provided in the initial
request:
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(Request-Target) : post /dsd-mock/vl/messaging-webhook/e48e8723-7e7b-4243-
a454-e513718£10df/response/signal

Accept: application/json

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"
Content-Length: 435

Content-Type: application/json

Digest: SHA-256=wttPjqSy9Hrg7rXdRf3w8dgqYRfbLgdWilnM5/0PpA/E=
Edel-Message-Sig:
eyJhbGciOiJFUzIINiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQKkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWS5NQI1VHQTFVRUF4TWVWR1Z6ZENCR1IF50nBib1JsY20xbFpHbGhk
R1VnU1hOemRXVnlJREF4QWAFSiIsIngldCNTMjU2IjoicV1DUWZoMDEFUN1k1UWdXaDEVenFoMW
x4WHVEeHEtQ2x0R0dAKdzJpTnhtQSIsInglYyI6WyJINSULCbHpDQOFUMmMABAO1CQWAJIQkNUQULC
722dxaGtgT1BRUURBakJHTVEzdONRWURWUVFHRXAKR1ZURUINQXAHQTFVRUNOTUZSRWxIULlZReE
POQWxCZOSWQKkFNVEhsSUmMxjM1FnULlVNZ2FXNTBaWEPpOW1dScF1YUmxJRWx 6Y zZNWOoGNpQXdNVEF 1
RncweUlUQTNNRGN3TURBAO1EQMFGAzBS5T1IRBMO1EWX1NelULIT1RsYU1GZ3hDekFKQmAOVkJIBWV
RBalZWTVEOJORBWURWUVFLRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQI1HQTFVRUFATVBUbUYWYVc5dV1XA3RRbkp2YTIWeUlGWXAFQV
1IS29aSXpgMENBUV1GSzZRFRUFBOORRZOFFTUZVbkNheU9TaEI4dVp6SzYVvRWh3QOVWRXJI3TF1C
d2tyQINiR2tyR2ZYZWhSbVIwY2VUNMQrNXJGR25Q0Z2XdnQ2FpV010QkUzY1BTZWNZzZHABY JErYn
FNTk1Bc3dDUV1EV1IwWVEJBSXdBREFLOmMdAncWhrak 9QUVFEQWAOSUFEQkZBaUJ1ITUEYW1F5WEpu
eUhgQ3d5UlZPcF1TNEFXUE1Pei t IMXVCaHpGK3Q1ROANSWhBSjOQwdVAERDRTQONudWprdTQ2aX
ZDLzZwZUtyNkcwOElza29XaFY4amdlbyJdLCJ0eXAi01Jgb3N1IiwiYjY0IjpmYWxzZSwic2ln
VCI6IjIwWMJEtMDgtMjRUMDk6NTI6MDJaliwic21nRCI6eyJtSWQ101iJodHRWO18vdXIJpLmV0Oc2
kub3JnLzE5MTgyLOhOdHBIZWFkZXJzIiwicGFycyI6WyJib250ZW50LWRpc3Bve210aWdulivi
Y29udGVudC1l0eXB1lIiwiY29udGVudClsZW5ndGgiLCJIkaWdlc3QiXX0sImNyaXQiOlsiYjY0TIi
wic21lnVCIsInNpZ0QiXX0. .HwvVEevOVI-
_GP1ZEfaR9vIYBSBxNzYQ3d37Z2ktvVATFowGMQWBTBCT1fFfmUX2en44UKGgRFOx0Q-Lh-
bgfJA

Final-Recipient: 0088:123456789:test

Host: localhost:8080

Original-Sender: 0088:123456789:national-broker

Timestamp: 2021-08-24T11:52:02.017

User-Agent: NationalBroker

{

"title" : "Message Response is ready",

"type" : "https://joinup.ec.europa.eu/collection/apiddt/solution/.../mes
saging/signal/message-ready",

"status" : 201,

"detail" : "An HTTP Request following [RFC7807] MUST be sent when a
message response is ready to be retrieve",

"instance" : "/messaging/dataset/status/e48e8723-7e7b-4243-a454-
e513718f10df"

}

Code Block 14 Webhook Signal request

To which the National Broker Webhook service provides a Signal response:
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Connection: keep-alive

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"
Content-Length: 502

Content-Type: application/json

Date: Tue, 24 Aug 2021 09:58:30 GMT

Digest: SHA-256=1ibV2Xzx3eAifMS9+sTHhAyGXVWuf3HusKyz3igqO9Wlo=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWONQIVHQTEFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ijoid2FKX0pvdOY1R2RyV2xpbUJTc3N1VV
9Ca3BldGxoV2dXRWNNWEFJiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
72dxaGtgT1BRUURBakJHTVFzdONRWURWUVFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIU1ZReE
POQWxCZOSWQKEFNVEhsUmx jM1FnULVNZ2FXNTBaWEpOW1dScF1YUmxJRWx 6Y zZNWbGNpQXdANVEF'1
RncweUlUQTNNRGN3TURBAO1EQmMFGdzB5TWpBMO1EWX1NelU1T1RsYU1GRXhDe kFKQmdOVkJIJBWV
RBalZWTVEOdORBWURWUVELRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUF4TULSRkSFTFUXUFEwc3dWakFRQmdjciWhrak9QuUU
1COmdVcmdRUUEFDZ05DQUFUOHPpJcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5ZW84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQSmFwRN1vQThYc3NAMWZKQWI3MHdADe kFKQm
dOVkhSTUVBakFBTUEFVRONDcUATTTQS5QkEFNQOEWYOEFNRVEDSUg0cjh3bTdRSW11STA3IMOVyYNUK2
MUNLY09DOUsVRONFU1BFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmES5ZU9LZHApK2
VGR1FaclZSNzlqgclZBPT0iXSwidH1wIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpZ1Qi0iIyMDIx
LTA4LTIOVDAS03jU40iMwiWiIsInNpZ0QiOnsibUlkIjoiaHROcDovL3VyaS51dHNpLm9yZy8x0T
E4Mi9IdHRwWSGVhZGVycyIsInBhcnMiOlsiY29udGVudClkaXNwb3NpdGlvbiIsImNvbnRlbnQt
dH1wZSIsImNvbnR1bnQtbGVuZ3RoIiwiZG1lnZXNOI119LCIjcmlO0IjpbImI2NCIsInNpZl1QiLC
JzaWdEI119..GeEsjJMbkf oc9kEO3XFGUABOyGrH1foGpOmKC2W037Fhj29KmdvcHxpDmJMbe
FseNNdsGGQi1isX-b88LhBTvcw

Timestamp: 2021-08-24T11:58:30.286

Vary: Access-Control-Request-Headers

{

"title" : "Message Accepted",

"type" : "https://joinup.ec.europa.eu/collection/apid4dt/solution/.../mes
saging/signal/message-accepted",

"status" : 202,

"detail" : "Sent when the message is properly validated. It may include

a status monitor that can provide the user with an estimate of when the
request will be fulfilled (see [RFC7231])",

"instance" : "/dsd-mock/vl/messaging-webhook/e48e8723-7e7b-4243-a454-
e513718f10df/response/signal™,
"digest"™ : "SHA-256=A5ANUmML6mgHxXI/x3p8j4hEgBQoXrWhTh8jyikx8mKjg="

}

Code Block 15 Webhook Signal response

Following the receipt of the Signal, the National Broker can send the request to obtain the
message response:

(Request-Target) : get /dsd-mock/vl/messaging/dataset/status/632c8d81-da89-
41a9-9c8a-869fa21£9326

Accept: application/problem+json

Content-Length: 0

Content-Type: application/json

Host: localhost:8080

Request-Target-PRIVATE: get /dsd-
mock/vl/messaging/dataset/status/632c8d81-da89-41a9-9c8a-869fa21£9326
User-Agent: Java-SDK

Code Block 16 Get Message Response request

And receives it:
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Connection: keep-alive

Content-Length: 3753

Content-Type: multipart/mixed; boundary="----

= Part 3 347952431.1629799110033"

Date: Tue, 24 Aug 2021 09:58:30 GMT

Digest: SHA-256=P+Ng6bXNTzVJaNRXQ+rAKAX3Fg/N6SFkBemKrS50FXg=
Edel-Message-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVIJTUVZeENOQUPCZOSWQKkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWS5NQI1VHQTFVRUF4TWVWR1Z6ZENCR1IF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ij0id2FKX0pvd0Y1R2RyV2xpbUJTCc3NIVV
9Ca3BldGxoV2dXRWNNWFJiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
722dxaGtgT1BRUURBakJHTVEzdONRWURWUVFHRXAKR1 ZURUINQXAHQTFVRUNOTUZSRWxIULlZReE
POQWxCZOSWQKkFNVEhsSUmxjM1FnULlVNZ2FXNTRaWEPpOW1dScF1YUmxJRWx 6Y zZNWOGNpQXdANVEF 1
RncweUlUQTNNRGN3TURBAO1EQmMEFGAzBSTWpBMO1EWX1NelUIT1RsYU1GRXhDe kFKQmdOVkJIBWV
RBalZWTVEOdJORBWURWUVFLRXAWRVNVZEPWREVMTUIWROEXVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUFATULSRkSFTFUXUFEwc3dWakFROmdjcWhrak9QuUU
1COmdVcmdRUUFDZ05DQUFUOHPpJcE12MVBYU2c4dDNaMjZBN1FBS2900Vd5ZW84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQOSmEFwWRN1vQThYc3NAMWZKQWIO3MHADe kFKQm
dOVKkhSTUVBakFBTUFVRONDcUATTTQ5QkFNQOEWYOFNRVEFDSUg0cjh3bTdRSW11STA3IMOVYNUK2
MUNLY09DOUsVRONFUL1BFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SjInNnlaMmESZU9LZHApK2
VGR1FaclZSNz1lgclZBPT0iXSwidHlwIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpZ1QiOiIyMDIx
LTA4LTIOVDA50jU40jMwiiIsInNpZ0QionsibUlkIjoiaHR0cDovL3VyaS51dHNpLmOyZy8x0T
E4Mi9IdHRwWSGVhZGVycyIsInBhcnMiOlsiY¥29udGVudCl0eXBlIiwiY29udGVudClsZW5ndGgi
LCJkaWd1lc3QiXX0sImNyaXQiOlsiY¥jY0Iiwic21nVCIsInNpZ0QiXX0. .-
ui3HNJIN49mx5YvhzLO eBHPs XBJuES SIoS5JFHTfX6pWIoYyEiMd6lyozuOTMbSMrfNxWBXB
z6bNxOwIt4dw

Vary: Access-Control-Request-Headers

—————— = Part 3 347952431.1629799110033

Content-Type: application/json

Edel-Payload-Sig:
eyJhbGciOiJFUzI1INiIsImtpZCI6Ik1FOHATcVJIJTUVZeEN6QUPCZOSWQkFZVEFrV1ZNUTR3RE
FZRFZRUUtFd1ZFU1VkS1ZERWSONQIVHQTFVRUFATWVWR1Z6ZENCRIF50nBib1JsY20xbFpHbGhk
R1VNU1hOemRXVnlJREF4QWAFSSIsIngldCNTMjU2Ijoid2FKX0pvdOY1R2RyV2xpbUJTc3N1IVV
9Ca3BldGxoV2dXRWNNWEFJiTUAMWSIsInglYyI6WyJINSULCanpDQOFUYWABAO1CQWAJIQkNEQULC
72dxaGtgT1BRUURBakJHTVFzdONRWURWUVFHRXAKR1 ZURUINQXJAHQTFVRUNOTUZSRWxIU1ZReE
POQWxCZOSWQKkEFNVEhsUmx jM1FnULlVNZ2FXNTBaWEpOW1dScF1YUmxJRWx 6Y zNWbGNpQXdANVEF1
RncweUlUQTNNRGN3TURBAO1EQMFGAzBSTWpBMO1lEWX1NelULIT1RsYU1GRXhDekFKQmdAOVkJBWV
RBalZWTVEOJORBWURWUVELRXAWRVNVZEPWREVMTUIWROExVUVDeE1XVW1WemRDQkJVRWtnVUds
c2IzUWd]jSEp2YW1WamRERVINQThHQTFVRUF4TULSRKkSFTFUXUFEwc3dWakFRQmdjcWhrak9QuUU
1COmdVcmdRUUFDZ05DQUFUOHPpJcEL12MVBYU2c4dDNaMjZBN1FBS2900Vd5ZW84ZDc3Wj1iTDJa
RnBaTDVHVXZHNOxwaXVOM3ZrbjFoMGowT1FlenFQSmFwRN1vQThYc3N4AMWZKQWI3MHADe kFKQm
dOVKkhSTUVBakFBTUFVRONDcCUATTTQS5QkKkFNQOEWYOEFNRVEDSUg0cjh3bTdRSW11STA3IMOVyYNUK2
MUNLY09DOUsVRONFU1BFSVhOK1R3RVRBaUJES2FyTStsMGAKQkJ0SJInNnlaMmES5ZU9LZHApK2
VGR1FaclZSNzlgclZBPT0iXSwidH1wIjoiam9zZSIsImI2NCI6ZmFsc2UsInNpZ1Qi0iIyMDIx
LTA4LTIOVDAS03jU40iMwiWiIsInNpZ0QiOnsibUlkIjoiaHROcDovL3VyaS51dHNpLm9yZy8x0T
E4Mi9IdHRwSGVhZGVycyIsInBhecnMiOlsiY29udGVudClkaXNwb3NpdGlvbiIsImNvbnR1lbnQt
dH1wZSIsImNvbnR1bnQtbGVuZ3RoIiwiZGIlnZXNOI119LCIjcmlO0IjpbImI2NCIsInNpZ1QiLC
JzaWdEI119. .URti1i0eK8gtaYlaAJkONAOtKBOrOt73dBZfhXN7C08Q736x006irI2G5V2pn0F4G
SWEJEwH21y8f0AjndeTeaNdw

Content-Disposition: name="eu.europa.ec.isa2.restapi.jws.JsonDssDocument";
filename="eu.europa.ec.isa2.restapi.jws.JIJsonDssDocument.json"

Digest: SHA-256=DeNcU8gSGBCG1X0Oc+BbXkKHI9d95SGVvbYNSkFNsf123I=
Content-Length: 2037

{

"description" : "Dataset was successfully updated!",
"refMessage" : "0abb6e35-b90b-4c8f-bca6-03812efcc593",
"status" : "Completed",
"object" : {
"status" : O,
"index" : 0,
"type" : "STATE MINISTRY",
"conformsTo" : "https://semantic-repository.toop.eu/ontology/higher-
education/state-ministry",
"identifiers"™ : [ "DE00O00OO1000" 1,
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"titles" : [ "Registry of the State Ministries responsible for higher
education" 1,
"descriptions" : [ "A dataset about the state Ministries responsible
for higher education" ],
"publisher" : {
"status" : O,
"index" : 0,
"identifier"™ : "100001",
"preflabels" : [ "Federal Ministry of Education and
Research@en", "Bundesministerium fiur Bildung und Forschung@de" ],
"altLabels" : [ "Federal Ministry of Education, will provide
information regarding German university diplomas issues by any German
university@en", "Bundesbildungsministerium, informiert von allen deutschen
Hochschulen zu Fragen des deutschen Hochschulabschlusses@de" ],
"classifications™ : [ "level-0" ],
"address" : {
"adminUnitLevel" : "DE",
"fullAddress" : "Heinemannstrasse 2, 53175, Bonn"

}

b
"qualifiedRelationships" : [ {

"relation" : "urn:oasis:names:tc:ebcore:partyid-
type:1s06523:9999:0000000004",
"hadRole" : "https://toop.eu/dataset/supportedIdScheme"
b1y
"distributions" : [ {
"descriptions" : [ "This is a XML distribution of the registry" 1,
"conformsTo" : "RegRepv4-EDMv2",
"format" : "STRUCTURED",
"mediaType" : "application/xml",
"accessURL" : "https://smp.bonn.toop.eu/9999::0000000003/services/ST
ATE MINISTRY",
"dataServices" : [ {
"identifier" : "toop-doctypeid-gns::urn:eu:toop:ns:dataexchange-
2::Request#furn:eu.toop.request.state-ministry::2.0",
"conformsTo" ",
"title"™ : "Access Service Title",
"endpointURL" : "https://smp.bonn.toop.eu/9999::0000000005/service

s/state-ministry?type=xml"
bl
bl

—————— = Part 3 347952431.1629799110033--

Code Block 17 Get Message Response response
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5 Contact information

For any questions regarding this document please contact EC-EDELIVERY-
SUPPORT@ec.europa.eu.
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