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Dear Chairs,  

The Commission would like to thank the Eerste Kamer for its Opinion on the proposal of the 
Commission for a Regulation concerning the respect for private life and the protection of 
personal data in electronic communications {COM(2017) 10 final}. 

The aforementioned proposal was adopted by the Commission following the review of 
Directive 2002/58/EC1, which was announced in the Digital Single Market Strategy2. This 
was only possible once the new general EU rules on personal data protection contained in 
Regulation (EU) 2016/6793 (General Data Protection Regulation) had been politically 
agreed.  

The evaluation4 in the framework of the Commission's Regulatory Fitness and Performance 
programme (REFIT) concluded that the provisions of the Directive remain relevant to meet 
the objective of ensuring the privacy and confidentiality of communications. However, it also 
found that some of the Directive's rules are no longer fit for purpose in light of technological, 
legal and market developments.  

                                                            
1  Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 

processing of personal data and the protection of privacy in the electronic communications sector (Directive 
on privacy and electronic communications) (OJ L 201, 31.7.2002, p.37). 

2  Communication from the Commission to the European Parliament, the Council, the European Economic 
and Social Committee and the Committee of the Regions, A Digital Single Market Strategy for Europe, 
COM(2015) 192 final. 

3  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 
1–88). 

4  The evaluation was announced in Annex III of the Commission Work Programme of 2015. COM(2014) 
910 final. 
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Moreover, the adoption of the General Data Protection Regulation in itself necessitated the 
review of the ePrivacy Directive to ensure full consistency between the ePrivacy legal 
instrument and the General Data Protection Regulation and to avoid duplications. As a 
result, this proposal is lex specialis to the General Data Protection Regulation and will 
particularise and complement it as regards electronic communications data that qualify as 
personal data. All matters concerning the processing of personal data not specifically 
addressed by the proposal are covered by the General Data Protection Regulation.  

The evaluation found that the ePrivacy rules continue to have added-value at European 
Union level in an increasingly transnational electronic communications market.  

The main proposed changes are 1) extending the scope to include Over-the-Top service 
providers; 2) allowing communications metadata to be processed for other specified 
purposes than value added services to open up business opportunities; 3) providing for an 
exception to the consent requirement to access or store information in terminal equipment if 
the purpose is web audience measurement carried out by the provider of the information 
society service requested by the end-user and; 4) obliging providers of software that permits 
electronic communications to offer end-users the option to prevent third parties from storing 
or accessing information in the terminal equipment and requiring end-users to choose a 
privacy setting upon installation. 

The Commission is confident that the proposed changes will enhance the privacy protection 
of end-users, increase trust in digital services and allow businesses to fully participate in, 
and profit from, the Digital Single Market.   

The Commission values the questions and comments of the Members of the Eerste Kamer. 
The Commission is pleased to have this opportunity to provide a number of clarifications 
regarding its proposal and trusts that these will allay the concerns of the Eerste Kamer. The 
proposal is currently in the legislative process before the European Parliament and the 
Council, and the Commission will bear in mind the views expressed by the Eerste Kamer in 
this context. 

In response to the specific questions and comments in the Opinion, the Commission would 
like to refer the Eerste Kamer to the attached annex. The points made in the annex are based 
on the initial proposal presented by the Commission. 

The Commission hopes that the clarifications provided in this reply address the issues raised 
by the Eerste Kamer and looks forward to continuing the political dialogue in the future.  

Yours faithfully, 

 

 

 Julian King 
 Member of the Commission  
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ANNEX 

The Commission has carefully considered the issues raised by the Eerste Kamer in its 
Opinion and would like to offer the following observations grouped by topic. 

1. Article 10(1) information and options for privacy settings to be provided 

The Commission has proposed to mandate software placed on the market permitting 
electronic communications to offer the option to prevent third parties from storing 
information in the terminal equipment or to process information already stored in that 
equipment. In addition, the software is mandated to inform the end-user upon installation 
about the available privacy settings and to require the end-user to consent to a setting. 
Consent to the storage of third party cookies or other identifiers should be in accordance 
with the conditions of consent set forth in General Data Protection Regulation. The proposed 
rules should remedy the 'consent-fatigue', which is said to be caused by the implementation of 
the current Directive. It will also increase transparency and user control of the use of 
(tracking) identifiers. While full transparency is given and the privacy settings are presented 
in a neutral way, some individuals may oppose the storage of information by third parties in 
their terminal equipment, others may like to agree to such storage, for example to be able to 
receive personalised advertisements. At the same time, recital 24 clarifies that 'information 
provided should not dissuade end-users from selecting higher privacy settings and should 
include relevant information about the risks associated to allowing third party cookies to be 
stored in the computer'. In light of this explanation, the Commission believes that the 
proposal remedies the identified problems under the current rules and offers an appropriate 
solution. 

2. Remedies 

The Eerste Kamer questions why no reference is made to the possibility for (non-profit) 
organisations to lodge a complaint with the supervisory authority or to bring proceedings 
before the court. This question is understood in light of Article 80 of the General Data 
Protection Regulation. One of the main objectives of the review was to ensure full coherence 
and consistency between the General Data Protection Regulation and the underlying 
proposal. Creating a sound legal framework for data protection and privacy in the Union is 
essential. To this end, the General Data Protection Regulation's provisions on the 
independent supervisory authorities and enforcement of the proposal were specifically 
referred to in order to make the rules on the tasks and powers of the supervisory authorities 
fully applicable with regard to end-users. Article 21 of the proposal grants the remedies 
provided for in Articles 77-79 of the General Data Protection Regulation to end-users. No 
reference is made to Article 80 of the General Data Protection Regulation. However, as the 
underlying Regulation particularises and complements the General Data Protection 
Regulation, the right granted under Article 80 of the General Data Protection Regulation 
shall apply to end-users who are natural persons. In line with recital 5, the underlying 
Regulation does not lower the level of protection enjoyed by natural persons under the 
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General Data Protection Regulation. The application of the rights of Article 80 General Data 
Protection Regulation also in the context of this Regulation could be further clarified in the 
legal text, if deemed necessary. The Commission will pay close attention to the coherence of 
aforementioned instruments.  

3. Article 8(1) in relation to monitoring consumers' behaviour 

Regarding the question of the Eerste Kamer concerning a possible right for consumers not to 
have their behaviour monitored, in any event in relation to government bodies, the 
Commission would like to refer to Article 8(1)(b) of the proposal. If, for example, a 
government website were to use cookies or other identifiers to track consumers' online 
behaviour, consent to the storage of such identifiers would be required under Article 8(1)(b) 
of the proposal. The definition of 'consent', as provided for in Article 4(11) and Article 7 of 
the General Data Protection Regulation, applies. Consent should be freely given, specific, 
informed and an unambiguous indication of the data subject's wishes. It should be assessed 
on a case by case basis by the competent national authorities and the European Data 
Protection Board, taking into account all relevant factors – for example who the provider of 
the website is and if there are alternatives available – if consent to the storage of cookies is 
freely given and can be withdrawn without detriment for the end-user.   

4. Relationship between the proposal and the General Data Protection Regulation  

On the relationship between the General Data Protection Regulation and the proposed 
Regulation, the Commission confirms that the proposed Regulation does not lower the level 
of protection enjoyed by natural persons under the former Regulation. One of the main 
objectives of the review of Directive 2002/58/EC was to ensure a high level of protection of 
consumers throughout the Union, as announced in the Digital Single Market Strategy, and to 
create a coherent data protection framework. As set out in its Article 1 (3), the proposed 
Regulation is lex specialis to the General Data Protection Regulation and would 
particularise and complement it as regards electronic communications data that qualify as 
personal data. All matters concerning the processing of personal data not specifically 
addressed by the proposal are covered by the General Data Protection Regulation. 

5. Article 8(2) Collection of information emitted by terminal equipment 

In line with the lex generalis – lex specialis relationship, Article 8(2) of the proposed 
Regulation provides protection on top of the protection provided by the General Data 
Protection Regulation. This means that the collection of information emitted by terminal 
equipment to enable it to connect to another device and/or to network equipment shall be 
prohibited, unless one of the situations set out in Article 8(2) of the proposed Regulation 
applies. One of these situations involves the display of a clear and prominent notice. In 
addition, the processing of data that is personal data needs to comply with the General Data 
Protection Regulation, inter alia the principles relating to processing of personal data, such 
as data minimisation, integrity and confidentiality as well as storage limitation as laid down 



5 

 

in Article 5. The controller must also fulfil the general obligations of Chapter IV of the 
General Data Protection Regulation.  

6. Article 6 Permitted processing of electronic communications data 

The Eerste Kamer asks for clarification on the differences between the rules on the 
processing of communications metadata and content under Article 6. The Eerste Kamer 
inquires as to the difference between Article 6(2)(c) and Article 6(3)(b) regarding the consent 
of end-users concerned. Article 6(3)(b) requires the consent of all end-users concerned for 
the processing of communications content. Article 6(2)(c) on the processing of 
communications metadata upon consent from the end-user follows the spirit of Directive 
2002/58/EC (ePrivacy Directive) and the current practice. Taking the example of an e-mail 
given by the Eerste Kamer, the provider of electronic communications services would need to 
obtain the consent of each end-user for the processing of metadata related to him or her. As 
communications content concerns the essence of the right to the protection of 
communications under Article 7 of the Charter of Fundamental Right of the European 
Union,5 this Regulation sets forth a presumption that the processing of communications 
content results in a high risk where this is done for a specified purpose that is not related to 
the end-user, and therefore the consultation of the supervisory authority is always needed for 
the situations covered by Article 6(3)(b). The Commission would like to highlight that, taking 
into account that communications metadata may reveal sensitive and personal information, 
in case the processing of communications metadata under Article 6(2)(c) would likely result 
in a high risk to the rights and freedoms of end-users, a data protection impact assessment 
needs to be carried out in accordance with Article 35 of the General Data Protection 
Regulation. In accordance with Article 36 of that Regulation, the controller has to consult the 
supervisory authority prior to processing where a data protection impact assessment under 
Article 35 indicates that the processing would result in a high risk in the absence of measures 
taken by the controller to mitigate the risk. The difference with Article 6(3)(b) is that for the 
processing of communications metadata under Article 6(2)(c), the proposed Regulation does 
not lay down a presumption of a high risk.   

 

 

 

                                                            
5  See Joined Cases C-293/12 and C-594/12 Digital Rights Ireland and Seitlinger and Others, 

ECLI:EU:C:2014:238, para. 39; Joined Cases C-203/15 and C-698/15 Tele2 Sverige AB and Secretary of 
State for the Home Department, ECLI:EU:C:2016:970, para. 101. 
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