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Dear Chairs,  

The Commission would like to thank the Eerste Kamer for its second Opinion on the 
proposal for a Regulation of the European Parliament and of the Council concerning the 
respect for private life and the protection of personal data in electronic communications 
{COM(2017) 10 final}. 

The Commission values the questions and comments of the Eerste Kamer and is pleased 
to have this opportunity to provide a number of additional clarifications. 

In its Opinion, the Eerste Kamer inquires about the processing of electronic 
communications metadata, more precisely the processing as permitted under Article 
6(2)(c) of the proposal. In that regard, the Commission recalls that Article 6(2)(c) of the 
proposal permits the processing of electronic communications metadata with the consent 
of the end-user for one or more specified purposes, including for the provision of specific 
services to such end-users. Electronic communications services may process electronic 
communications metadata with the consent of the end-user for specific services directed 
to the end-user, such as protection services against fraudulent activities (by analysing 
usage data, location and customer account in real time). This is also permitted under 
Article 6 and 9 of Directive 2002/58/EC1. Unlike the current Directive, the proposal also 
permits processing of electronic communications metadata with the consent of the end-
user for other purposes, for services not directed to the end-user. An example of such 
other purpose is the development of heat maps by electronic communications services to 

                                                 
1  Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 

processing of personal data and the protection of privacy in the electronic communications sector 
(Directive on privacy and electronic communications) (OJ L 201, 31.7.2002, p.37). 
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display the movements of people, which can e.g. serve public authorities to improve 
infrastructure. The processing needs to comply with the principles laid down in the 
General Data Protection Regulation2, including the purpose limitation principle in 
Article 5(1)(b) of the Regulation, meaning that the purpose of processing for which the 
electronic communications service may obtain consent needs to be specific.  

In its Opinion, the Eerste Kamer asks whether electronic communications metadata may 
be processed without the consent of the end-user. Article 6(1) and 6(2)(a) and (b) of the 
proposal specify the permitted processing of electronic communications metadata 
without the consent of the end-user, namely if it is necessary to achieve the transmission 
of the communication; if it is necessary to maintain or restore the security of electronic 
communications networks and services, or detect technical faults and/or errors in the 
transmission of electronic communications; if it is necessary to meet mandatory quality 
of service requirements; or if it is necessary for billing, calculating interconnection 
payments, detecting or stopping fraudulent, or abusive use of, or subscription to, 
electronic communications services. 

The Eerste Kamer also questions whether an end-user who does not grant consent would 
have no, or less access to the service. The Commission would like to refer to the General 
Data Protection Regulation on this point. Whether an end-user will have (full) access to 
the service if he or she withholds consent to the processing of communications metadata 
follows from the definition of consent in the General Data Protection Regulation. Article 
4(11) of that Regulation provides that 'consent of the data subject means any freely 
given, specific, informed and unambiguous indication of the data subject's wishes by 
which he or she, by a statement or by a clear affirmative action, signifies agreement to 
the processing of personal data relating to him or her.' In addition, recital 42 to the 
Regulation provides that 'consent should not be regarded as freely given if the data 
subject has no genuine or free choice or is unable to refuse or withdraw consent without 
detriment.' This will need to be analysed on a case by case basis, taking into account the 
facts of the case. In this respect, recital 18 states that 'basic broadband internet access 
and voice communications services are to be considered as essential services for 
individuals to be able to communicate and participate to the benefits of the digital 
economy.' The Article 29 Working Party, and the future European Data Protection 
Board, will provide further guidance. 

In its Opinion, the Eerste Kamer makes reference to the distinction made in the proposal 
between the permitted processing of electronic communications content and of electronic 
communications metadata. The Eerste Kamer states that the processing of electronic 
communications content is only permitted with the consent of the end-user, while for the 
processing of electronic communications metadata also other permissions are provided, 
and questions how an equal level of privacy protection of both categories is ensured.  

                                                 
2  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 
4.5.2016, p. 1–88). 
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The Commission notes that Article 6(1) of the proposal permits processing of 
communications data (both content and metadata) without the consent of the end-user for 
the specific purposes provided in the Article.  

The Commission agrees with the Eerste Kamer that electronic communications metadata 
can be privacy sensitive. It may reveal information about the habits of everyday life, 
permanent or temporary places of residence, daily or other movements, the activities 
carried out, the social relationships of those persons and the social environments 
frequented by them.3  

The proposal permits the processing of electronic communications metadata under its 
Article 6(2) only without consent of the end-user on top of the permitted processing of 
electronic communications data under its Article 6(1), for purposes related to the 
provision of the service, in order to meet mandatory quality of service requirements and 
for billing purposes. It is technically not deemed necessary to process electronic 
communications content to achieve these purposes. While indeed a difference exists 
between the permitted processing of electronic communications metadata and content, 
the Commission does not consider it results in unequal privacy protection as the data 
minimisation principle of Article 5(1)(c) of the General Data Protection Regulation is 
respected.   

The Eerste Kamer inquires whether the Commission assumes that electronic 
communications services will actively provide information to end-users regarding the 
processing of electronic communications data, even if such processing is not based on 
the consent of the end-user. To this end, the Commission would like to refer to the 
information obligations regarding the processing of personal data under the General 
Data Protection Regulation. In the cases where electronic communications data qualifies 
as personal data, the information obligations under the General Data Protection 
Regulation apply to the processing of such data, even if such processing is not based on 
the consent of the end-user.  

The Eerste Kamer states that currently information obligations are not always complied 
with and inquires which action the Commission will take to ensure that end-users 
concerned are properly informed. In this respect, without prejudice to the powers of the 
Commission as the guardian of the Treaties, it recalls that the supervision and 
enforcement of data protection and ePrivacy legislation falls under the competence of 
national authorities.  

Finally, the Eerste Kamer draws the Commission's attention to the recommendations of 
the European Data Protection Supervisor, dated 5 October 2017, and questions how the 
Commission views them. The Commission has taken note of the recommendations. It 
shares the views of the European Data Protection Supervisor regarding the need to 
                                                 
3  See in that regard the judgments of the Court of Justice in Joined Cases C-293/12 and C-594/12 

Digital Rights Ireland and Seitlinger and Others, ECLI:EU:C:2014:238, para. 26-27; Joined Cases C-
203/15 and C-698/15 Tele2 Sverige AB and Secretary of State for the Home Department, 
ECLI:EU:C:2016:970, para. 98-99. 
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ensure legal certainty and a high level of protection of the fundamental rights to privacy 
and data protection. At the same time, the Commission believes it is important to strike 
the right balance and to take into account all the interests involved. The Commission 
shares the view that the proposal should not lower the protection provided by the 
General Data Protection Regulation to end-users who are natural persons. The 
Commission will inform the European Parliament and the Council of these 
recommendations during the legislative process.  

The Commission hopes that the clarifications provided in this reply address the issues 
raised by the Eerste Kamer and looks forward to continuing the political dialogue in the 
future.  

Yours faithfully, 

 

 

 

Frans Timmermans Mariya Gabriel 
First Vice-President Member of the Commission  
 


