REPUBLIC OF BULGARIA
THE FORTY-EIGHT NATIONAL ASSEMBLY

COMMITTEE ON EUROPEAN UNION AFFAIRS

REPORT

Proposal for a Regulation of the European Parliament and of the Council
on horizontal cybersecurity requirements for products with digital
elements and amending Regulation (EU) 2019/1020, COM (2022) 454, 15
September 2022 - Item 10 of the Annual Work Programme of the National
Assembly on European Union Affairs (2022) and the Framework Position
of the Republic of Bulgaria thereon, 48-202-00-13, submitted by the
Council of Ministers on 15 November 2022.

Proposal for a Regulation of the European Parliament and of the Council on horizontal
cybersecurity requirements for products with digital elements and amending Regulation
(EU) 2019/1020, COM/2022/0454, is a draft legislative act of the European Commission
of 15 September 2022. The act was submitted to the national parliaments of the Member
States on 24 October 2022.

Pursuant to Protocol No 2 of the Treaty on the Functioning of the European Union
(TFEU) on the application of the principles of subsidiarity and proportionality and the
powers of the National Assembly within the time limit laid down in Article 6 of TFEU,
the Committee on European Union Affairs (CEUA), at its regular meeting held on 15
December 2022, discussed a Proposal for a Regulation of the European Parliament and
of the Council on horizontal cybersecurity requirements for products with digital
elements and amending Regulation (EU) 2019/1020, COM/2022/454, interinstitutional
number 2022/0272 (COD), included as item 10 of the Annual Work Programme of the
National Assembly on European Union Affairs for 2022.

Mr. Atanas Maznev - Deputy Minister of e-Government, Mr. Konstantin Azov - Head of
the Political Cabinet of the Minister, Ms. Gergana Kolesanska - Director “Policies of
e-Government”, Ms. Reni Borisova - Directorate “Policies of e-Government”, Mr. Boyan
Grigorov - Directorate “Network and Information Security” at the Ministry of
e-Government, as well as the Member of the National Assembly and Vice-President of
the Committee on e-Government and Information Technology Mr. Bozhidar Bozhanov
took part in the meeting of the CEUA.

II.The proposal for a Regulation has two main objectives. One of them is to create

conditions for the development of secure products with digital elements, ensuring that
hardware and software products with fewer vulnerabilities are placed on the market, and
that manufacturers take protection throughout the product life cycle seriously. The second
one is the creation of conditions enabling users to take into account cybersecurity when
selecting and using products with digital elements.

The proposal for a Regulation also provides for four specific objectives. First and
foremost, this is to ensure that manufacturers improve the protection of products with
digital elements right from the design and development stage and throughout the life
cycle. The second one is to provide a coherent cybersecurity framework that facilitates
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compliance by hardware and software manufacturers. The third one is to increase the
transparency of product protection features with digital elements. The fourth one is to
enable businesses and consumers to use products with digital elements in a safe way.

According to the impact assessment carried out by the European Commission, there are
four policy options to achieve the overall objective of the proposal. A preferred option by
the European Commission is option 4, which would ensure that specific horizontal
cybersecurity requirements are set for all products with digital elements that are placed or
made available on the internal market.

In summary, the proposal for a Regulation enables Member States and thus the EU as a
whole to address existing shortcomings and fragmentation in the field of cybersecurity.

Pursuant to the Framework Position submitted by the Council of Ministers, the
Republic of Bulgaria welcomes the proposal for a Regulation of the European Parliament
and of the Council on horizontal cybersecurity requirements for products with digital
elements and amending Regulation (EU) 2019/1020, COM/2022/454 by considering it
positive, timely and necessary. Support is expressed for the objectives set out in the
proposal presented by the European Commission in all directions and ultimately the
introduction of cybersecurity requirements for placing products with digital elements on
the Union market. The alignment of practices and increased cybersecurity measures in
products with digital elements will have a positive impact on increasing harmonisation
and achieving the necessary security in the Union. At the same time, the Republic of
Bulgaria will insist on preventing the imposition of unnecessary administrative
burdens and unnecessary commitments for economic operators. The country also
expresses scepticism about the envisaged powers of the EC to adopt by a delegated act
amendments in the annexe with the list of critical products with digital elements, adding
new categories or withdrawing existing ones from the list. In this regard, the Republic of
Bulgaria will maintain a position for non-adoption by delegated acts of substantial
amendments to the Regulation and will insist on the use of an implementing act as a legal
instrument.

Following the adoption of this proposal for a Regulation of the European Parliament and
of the Council on horizontal cybersecurity requirements for products with digital elements
and amending Regulation (EU) 2019/1020, COM/2022/454, it may be necessary to
rapidly designate existing bodies and/or create new ones to carry out the tasks set out in
the legislation, which will effectively require an assessment of the possibilities at a
national level, as well as a change in the national legislation and the provision of financial
resources for the activities concerned. Bulgaria indicates that the deadlines set should be
feasible and consistent with the level of readiness of the Member States to implement this
new legislation.

The implementation of the Regulation will require the establishment of market
surveillance authorities and a notifying body. It is clear from the position that at the
moment there are no such bodies in the country and it will be necessary to provide
administrative capacity and financial resources for the implementation of Bulgaria’s
obligations under this Regulation.

Although the proposed Regulation will apply directly in all Member States after its final
adoption, it is necessary to amend the Cybersecurity Act to provide for implementing
measures.



IV.

The above proposal for a Regulation was examined by the Committee on Economic
Policy and Innovation (CEPI) on 30 November 2022. In its report, CEPI states that it
supports the framework position and considers that the proposal for a Regulation is in line
with the principles of subsidiarity and proportionality, but when finalising the text of the
proposal for a Regulation, it is necessary to take into account the avoidance of
over-regulation, the preservation of consumer choice and information, the preservation of
competition between certified and uncertified products and the undue cost of small
business.

Following a discussion on a proposal for a Regulation of the European Parliament
and of the Council on horizontal cybersecurity requirements for products with
digital elements and amending Regulation (EU) 2019/1020, COM (2022) 454, taking
into account the opinions of the parliamentary committees, the National Assembly of
the Republic of Bulgaria, through the Committee on European Union Affairs,
expresses the following OPINION to be sent to the European institutions in the
framework of the political dialogue:

The CEUA welcomes the efforts of the European Commission to ensure cybersecurity of
products with digital elements, as well as the subsequent development of the topic.

The CEUA recognises that the proposal for amendments to the Regulation will contribute
to encouraging national producers, suppliers and economic operators to build a cyber
resilient national ecosystem that is harmonised in a European context. In addition,
however, the successful implementation of the sanctioning provisions will require
significant available capacity and regulatory changes.

The CEUA considers that the principle of subsidiarity has been observed pursuant to
Article 5(3) of the Treaty on European Union (TEU), but when finalizing the text of the
proposal for a Regulation, it is necessary to take into account the avoidance of
over-regulation, preservation of the right of choice and information of consumers,
preservation of competition between certified and non-certified products and the
non-excessiveness of costs for small businesses.

The CEUA expresses the opinion that the proposal for a Regulation is in line with the
principle of proportionality, as set out in Article 5(4) of TEU, as the proposal does not
introduce any measures that go beyond what is necessary to achieve the main objectives
of this programme.

The following comments were made at the meeting:

4.1. With regard to Article 10(4) of the proposed Regulation, the obligation to provide
guarantees by the manufacturer is disproportionate due to the high complexity of modern
technological products. Such guarantees may only be partial, depending on the specifics of
the product concerned.

4.2. With regard to Article 10(6) of the proposed Regulation, in order to achieve the
objectives of the Regulation, it should be provided that licensing models cannot have an
impact on the provision of updates to remedy vulnerabilities, as there is a risk that
manufacturers will make the payment of an annual subscription conditional on receiving
updates that remedy open vulnerabilities.



4.3. With regard to Article 11, in order to achieve the set objectives, it is necessary to
publish the information on identified vulnerabilities in publicly available vulnerability
databases by ENISA or by the producers.

4.4. With regard to Article 15, it is disproportionate to consider an importer as a
manufacturer only if it sells the product under its trademark (the so-called whitelabeling).
This would severely limit the whitelabeling model due to the factual impossibility of the
importer to influence the product and to ascertain its security parameters to the extent that
it assumes full responsibility for it. The second hypothesis, namely where the importer
makes serious modifications, is proportionate and shall be maintained.

5. In view of the rapid development of technologies and the acceleration of digitalisation and
digital transformation, as well as the strong cross-border nature of cybersecurity and
increasing cross-border incidents in all sectors and products, the CEUA welcomes the
proposal for a Regulation of the European Parliament and of the Council on horizontal
cybersecurity requirements for products with digital elements and amending Regulation
(EU) 2019/1020. It will contribute to enhancing cybersecurity of products with digital
elements, which in its turn will increase consumer confidence and the attractiveness of EU
products with digital elements. Furthermore, the proposal will also benefit the internal
market by providing legal certainty and a level playing field for the economic operators
responsible for products with digital elements.

In view of the above, following a discussion conducted at the CEUA, the report and its
opinion were adopted by 9 votes “in favour”, 0 votes “against” and 0 “abstentions”.
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