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 Introduction 1.1

Software platforms with poor interoperability but high network effects reduce choice for consumers 
and can create markets that are oligopolistic or dominated by a single platform.  Software interfaces 
should enable interoperability between platforms to reduce lock-in and increase choice and 
competition.  Software Interoperability encourages competition and follow on innovation.  The 
adoption of standards, regulation and market pressure has aided interoperability, but important 
challenges remain in many areas including health care systems, cloud computing, 3D Computer 
Aided Design software, and platforms including Google, Amazon and Facebook.  Lack of 
interoperability is not limited to software industries but includes all products which have a software 
component.  Industries that have a need for software to be compatible include cars, traffic control 
systems, construction, defence and many more.     

Software interfaces are standards and their indirect effect amplifies their impact and value and 
distorts the intended intellectual property protection.  Machine code, even where distributed, is not 
readable and the restrictions under Article 6 of the Software Directive on sharing software 
specifications obtained by reverse engineering are tantamount to making the information a 
statutory trade secret.  Amending Article 6 of the Software Directive to legitimise the sharing of 
interface specifications obtained by decompilation is doctrinally appropriate.  It could give a market 
driven solution supported by a public register to improve dissemination.  Sharing of interface 
specifications could form a remedy to abuse of dominant position and concentrations. 1     

 

 The present legal framework for Software Interfaces 1.2

1.2.1 Intellectual Property Rights ‘IPRs’  

Interface specifications can be written by reverse engineering or analysis of a program without 
copying the expressive code and do not infringing copyright.2  The specification is the decompiler’s 
interpretation of the requirements of the interface and does not include either the machine or 
original source code.  It comprises the ideas and principles of the software’s interface and hence 
does not contain copyright belonging to the software’s rightsholder.  Despite the fact that the 
interface specification is normally free of copyright material, other than copyright belonging to the 
decompiler, the decompiler is restricted by Article 6.2(b) of the Software Directive in their ability to 
share the interface specification.3  Although the rightsholder cannot use trade secret law to prevent 
decompilation the Software Directive creates a statutory trade secret law.     

The Trade Secrets Directive permits reverse engineering where the acquirer is free from any legally 
valid duty to limit the acquisition of the trade secret.4   The restrictions in Article 6 of the Software 

                                                      
1 For a comprehensive account of this proposal: Sally Weston ‘Improving interoperability by encouraging the sharing of interface 

specifications’ (2017) 9 (1) Law, Innovation and Technology 78-116.  

2 Case C-406/10 SAS Institute Inc. v World Programming Ltd [2011] ECR I-1, Opinion of AG Bolt, para 55 - 57. 

3 Software Directive Article 6 2 (b) prohibits the dissemination of information obtained by legitimate reverse engineering. Article 6.2(b) 

(not)…to be given to others, except when necessary for the interoperability of the independently created computer program. 

4 Reverse engineering is referred to in Article 3 (1) (b) of the Trade Secrets Directive as ‘observation, study, disassembly or testing of a 
product or object’.   

mailto:sweston@bournemouth.ac.uk


2 
 

Directive could amount to such a legally valid duty and this would take decompilation of software 
outside the scope of the lawful acquisition, use and disclosure provisions of the Trade Secrets 
Directive.  Permission to decompile software appears to remain with the Software Directive with its 
limitations.     

Even where there is no copyright in the interface specification the software’s rightsholder may have 
protected the interface through patent protection.  With the exception of the Unified Patent, there 
is no exemption from patent protection for the purpose of interoperability which leaves decompilers 
exposed to patent infringement even if they comply with the Software Directive.5  The concept and 
implementation of software patents is flawed, does not incentivise innovation and could restrict the 
operation of standards and interoperability.6  Patent protection fails to adequately address the 
indirect effect of control over interface specifications on interoperability and it is seriously doubted 
whether patent protection of interfaces can be economically justified.7  There may be a failure of the 
market with overprotection of interfaces which cannot be rectified by reverse engineering or, as 
discussed below, by conventional competition law.8  Because interfaces are standards and have an 
indirect effect they give an unplanned expansion of IPR rules both for copyright and patents.  The 
hidden nature of the code giving protection equivalent to a statutory trade secret also overprotects 
the interfaces. 

1.2.2 Competition law 

Competition law restricts IPRs only in exceptional circumstances9 but IPRs are themselves a form of 
intervention to encourage innovation.  Supplier lock-in may justify intervention10 which can be 
achieved either ex ante by IPRs or ex post by competition law.11  As interfaces have indirect effects 
their value comes from being a standard and the balance may favour openness and intervention 
more than for other subject matter in the computer program.  To achieve more openness and 
interoperability disclosure of interface information is needed but competition law only gives a 
remedy where there is an abuse of a dominant position.  This remedy is only available where there is 
an abuse of a dominant position and interoperability rarely narrows the definition of the market to a 
single supplier, and in oligopolistic markets, where users are locked-in to suppliers due to a lack of 
interoperability, competition is affected but no remedy is available. 12     

 

 

                                                      
5 Estelle Declaye & Matthias Leistner, Intellectual Property Overlaps (Hart Publishing 2011), 91. 

6  Pamela Samuelson, ‘Are Patents on Interfaces Impeding Interoperability?’ (2009) 93 Minnesota Law Review 1943-; Sally Weston and 

others ‘Open Standards in Government IT: a Review of the Evidence’ (UK Cabinet Office September 2012), 33. 

7 Maureen O’ Rourke, ‘Towards a Doctrine of Fair Use in Patent Law’ (2000) 100 Columbia Law Review 1177, 1218.   

8 Weston (n 6). 

9 Case T-201/04 Microsoft Corp v Commission [2007] ECR II-3601. 

10 Carl Shapiro and Hal Varian, Information Rules - a strategic guide to the network economy (Harvard Business School Press, Harvard, 

1998)  

11 The merger regulations are however able to provide an ex ante control of interoperability which is also flexible as it takes the individual 

circumstances into account, for example Intel/McAfee Case (COMP M5984) Commission Decision [2011] OJ C 98 -1 and EUR-Lex 

32011M5984.   

12In the software industry dominance has been defined narrowly, Vincent Pickering and Maurits Dolmans, ‘The 1997 Digital Undertaking’ 

(1998)19 (2) European Competition Law Review 108, 109. Analysis of recent decision does not however give support to a lack of 

interoperability limiting market definition to single suppliers, Sally Weston ‘The Legal Regulation of Interoperability in an Oligopolistic 

Market’ (PhD thesis Bournemouth University 2015) 146 – 154.    
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1.2.3 Standards  

Standards are an important means of improving interoperability but can give additional power 
requiring the law to impose restraints on the royalties and other benefits enjoyed by the IPR holder.  
Standards, particularly compatibility standards which cannot be avoided, give an unplanned 
expansion of the protection for both copyright and patents.13  Their impact and value is amplified 
solely because of their role as standards and this extends and distorts the IPR protection they enjoy 
to the detriment of competitors, suppliers of complementary software, and users.  Interfaces will 
have a different optimal balance than the core subject matter with more openness to counteract the 
amplifying effect that control over standards has on market power.14   A further concern is that the 
royalty that can be imposed may be due to the nature of the standard rather than the value in the 
IPR.  The IPR holder may try to profit from the standard’s strategic position and extract excessive 
rents.15    Patents in standards must be licensed on FRAND terms which have to be agreed between 
the parties without the Standard Setting Organisation’s assistance.  As the information available 
becomes more dynamic negotiating FRAND licenses could be a drag on innovation.  The argument 
that claiming royalties in interface standards incentivises innovation is nuanced and has certainly not 
been made convincingly.16   

 

 Reform 1.3

The central economic problem is that IPR protection of software conflicts with the desire for 
information, particularly interface information, to be disseminated.  Overprotection favours present 
innovation but future innovation can be improved by allowing a degree of copying of interfaces.17 
Even software distributed in machine code gives no guarantee of effective access to the necessary 
protocols for developers.  The Software Directive restricts the sharing of information obtained by 
reverse engineering, even though it does not include expression.  While the ideas behind software 
interfaces are not copyright protected more freedom to access and share the information is needed 
to improve interoperability.  This proposal does not require changes to IPRs but only access to 
interface information which is not copyright protected.  It would legitimise the sharing of interface 
specifications obtained by reverse engineering and a public register established to increase 
awareness and use.  This will improve access to the information needed to achieve interoperability 
without imposing any positive obligation on the rightsholder.    

1.3.1 Software Directive Article 6.2(b)  

Presently Article 6 of the Software Directive employs copyright to protect trade secrets.  It gives 
software companies the enviable position that they can license their products to the world while still 
protecting the trade secrets contained in those products without the need to get patent protection 
for functional elements.  If there was no need for the software to be compatible that position could 
be acceptable, however the strong protection of copyright and trade secret skews the balance to be 
overly closed. No other general principle of intellectual property law exempts the ideas underlying 
products from study by those wishing to create competing products.18 The law of trade secrets and 

                                                      
13 Ken Krechmer, ‘Open Standards: A Call for Change’ (2009) May IEEE Communications Magazine 88, 90-91. 

14 Ashwin van Rooijen  The Software Interface between Copyright and Competition Law (Kluwer Law International 2010) 43 – 46,197. 

15 Knut Blind and others, Study on the Interplay between Standards and Intellectual Property Rights (Office of the European Union, Final 

Report 2011) 

16 Ibid; Weston (n 6). 

17 Kenneth Dam ‘Some Economic Considerations in the Intellectual Property Protection of Software’ (1995) 24 Journal of Legal Studies 321. 

18 Maurizio Borghi and Stavroula Karapapa, Copyright and Mass Digitization (OUP 2013).  
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confidentiality permits the study of ideas by reverse analysis.  Trade secrets once learned by another 
are theirs to use.  What is considered here is redressing the anomaly that ideas and other non-
copyright protected aspects of software are not visible and that there are also restrictions on 
disseminating any information obtained from decompilation.   

It must also be recognised that there is a need to protect the integrity of data, including the user’s 
proprietary data stored in the software, which can be as crucial for the user as openness and full 
interoperability.  It is important that the problem of interoperability is solved by opening rather than 
disrupting the market. To avoid instability and protect data integrity the least interventions 
approach is proposed.  

The change that is recommended is to amend the Software Directive to allow for the dissemination 
of interface information obtained by reverse engineering.  The interface specification compiled from 
information obtained by reverse engineering does not contain information protected by the 
software supplier’s copyright.  No amendment is required to Article 6.1 which can remain unaltered.   
Article 6.2(b) (not)…to be given to others, except when necessary for the interoperability of the 
independently created computer program; would be deleted in its entirety.  

1.3.2 Economic Considerations  

Article 6 was drafted restrictively as reverse engineering could result in the exposure of vital 
knowhow but decompilation is difficult and expensive.  It is intended to act as a safety valve to 
enable a second program maker to develop an interoperable program when an existing program is 
not available and to encourage the copyright holder to disclose the interface information 
voluntarily.19   

Reverse engineering is economically sound as the cost and technical challenge allow the original 
innovator to recoup its investment and protect incentives to innovate.  The welfare benefits of 
reverse engineering of interfaces differ from those of reverse engineering the software’s core 
subject matter.  In manufacturing industries reverse engineering is done to make directly competing 
stand-alone products.  Copyright law prevents direct copying of software, only the interfaces can be 
reversed engineered to improve interoperability of both complementary as well as competing 
programs.  The interfaces as standards do though have a different, indirect and magnified effect on 
interoperability and hence on competition and innovation20  and different considerations should 
apply to the treatment of IPRs, if any, present in the interface information.  IPRs in the interface 
could be used to leverage market power in a way that was unintended as a matter of intellectual 
property law.21  The interface’s value comes predominantly from this interdependence rather than 
intrinsic innovation.  Decompiling interfaces is not a market-destructive means of reverse 
engineering even in the absence of costs and technical challenges.22  The logic that to be 
economically sound reverse engineering needs to be costly and difficult does not apply to interfaces.  
With respect to interfaces, cost and difficulty is only a waste and economically undesirable.  There is 
no rationale for protecting the first comer.  The Software Directive already specifies that 
decompilation can only be done for interoperability which restricts software reverse engineering 
more than in traditional manufactured items.23  Reverse engineering is legitimised by its purpose,24 

                                                      
19 Rooijen (n 14).  

20 Rooijen (n 14)  

21 Pamela Samuelson and Suzanne Scotchmer ‘The Law and Economics of Reverse Engineering’ (2002) 111 The Yale Law Journal 1575, 

1620. 

22 Ibid, 1653.  

23 Ibid, 1655.  

24 Ibid. 
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and when restricted to interfaces, difficulty or cost, does not give any welfare benefit.   The goal 
should be to make reverse engineering of interfaces as efficient as possible. 

Limiting the use of the information obtained by reverse engineering is not understandable from an 
economic standpoint.25  Such information has the nature of a public good and welfare consideration 
requires that once produced there should not be exclusions of possible users from that 
information.26 Presently each supplier must repeat the painstaking decompilation for itself but lifting 
the restriction would remove duplication of effort and avoid waste, allowing firms to specialise in 
providing interoperability information to others.  Firms would be able to innovate secure in the 
knowledge that an interface is available27 while encouraging decompilation by the most efficient and 
specialised firms.28  It would create a market for interface information which could encourage, but 
not oblige, suppliers to make their own interface information available to ensure its quality, and 
could also bolster the use of standard interfaces.  If firms could sell the interface information 
obtained by reverse engineering they could recoup the costs of the process.  It could encourage 
start-up firms that specialise in this sort of information.29  While the ‘cheapest cost informer’30 is the 
original developer and owner of the software, other firms which share interface specifications they 
acquire by reverse engineering would also be efficient.  Stopping multiple competitors collaborating 
on their reverse engineering efforts leaves reverse engineering as a viable option only to large 
developers and makes it harder for smaller firms to enter and compete in the market.31  In practice 
interfaces of individual computer programs would only have to be completely decompiled once.  
When new versions appeared decompilation could be limited to those aspects that seem novel from 
running and observing the program.  If interface specifications from the original decompilation were 
continually and widely available, updating would be less time consuming and expensive.32  The 
rationale behind Article 6 was said to be to encourage the rightsholder to voluntarily disclose the 
interface specification but this does not appear to have had a significant impact.33  If however 
decompilers can make that information available then this can either relieve the rightsholder of the 
burden of preparing the information for disclosure, or may encourage them to disclose the 
information themselves. 

1.3.3 Registration and publication of interface specifications 

A registry of interface specifications is proposed with the aims of: encouraging decompilers to make 
their information available; improving knowledge as to what interface information is available; 
informing rightsholders when their interfaces have publicly available specifications; encouraging 
rightsholders to make their own interface available.  The registry would publish sufficient 

                                                      
25 Dieter Schmidtchen and Christian Koboldt, ‘A Pacemaker That Stops Halfway: The Decompilation Rule in the EEC Directive on the Legal 

Protection of Computer Programs’ (1993) 13 International Review of Law and Economics 413.  

26 Ibid, 425. 

27 Ann Walsh, ‘Microsoft v Commission: interoperability, emerging standards and innovation in the software industry’ in Rubini, L, (ed) 

Microsoft on Trial (Edward Elgar 2010), 296- 297. 

28 Rooijen (n 14). 

29 Van Den Bergh, ‘The Role of Social Justification of Copyright: A ‘Law and Economics’ Approach’ (1998) Intellectual Property Quarterly 17, 

30 and Schmidtchen (n 25).  

30 Schmidtchen (n 25).  

31 Rooijen (n 14). 

32 Ibid. 

33 Commission Staff Working Document ‘Analysis of measures that could lead significant market players in the ICT sector to license 

interoperability information’ SWD (2013) 209 final. 
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information on the interface specification to allow anyone searching the registry to identify the 
software interface that had been decompiled.  Interfaces of computer programs do not normally 
change substantially, although when new versions are released there will be some changes.  Once a 
version of the interface is registered and available the specification can be re-used, and combined 
with decompilation of changes to the latest version to give a current interface, without repeating the 
original work.  

The rationale for the reverse engineering provisions in Article 6 was to encourage rightsholders to 
make interface information available.  The dissemination of interface specifications would be further 
pressure on the rightsholders to this end.  Indeed there is no reason why rightsholders should not 
avail themselves of the register.  This would give notice that the interface information was available.    
It would address the difficulty identified in the Commission Staff Working Document of how to find 
and obtain interface information and help with one of the non-legislatives measures the Document 
recommended to improve advertising of the availability of interoperability information.34 Publication 
will also support the Digital Single Market strategy to make better use of standards.  
 
A suitable register would be the European Federated Interoperability Repository (EFIR) which 
includes the Joinup platform with a catalogue to enable Member States and the European 
Commission to document and share their solutions to interoperability.  These initiatives are 
presently focused on public administration but the concept could be available to allow for recording 
and sharing of interface specifications for all commercial software.  This has the attraction of a one 
stop shop across Europe.  Alternatively the intellectual property offices already have in place 
systems to record when registration takes place and to ensure the integrity of the data.  There would 
be no need to inspect or examine the information that is registered.  The register’s purpose is to 
publicise the existence of the interface information and potentially provide a safe harbour to the 
registering party.  All negotiations and transactions concerning the information will be done directly 
between whoever registered the information and the prospective licensee.   

1.3.4 Safe Harbour 

Registration is not compulsory, but to encourage the use of the registry, decompilers who notify the 
registrar that they have created an interface will be relieved of normal liability for infringement of 
copyright.  Where the decompiler complies in good faith with the provisions of Article 6 the 
rightsholder will not be entitled to an injunction nor to damages.  To meet this requirement 
decompilers will be expected to keep, and when required disclose, records of the decompilation 
process.  The only remedy that will be available to the rightsholder is to claim a royalty on a FRAND 
basis for any copyright that might have unwittingly been included in the interface specification.   

Ideally the changes to copyright law in the Software Directive would be accompanied by the 
introduction of a patent interoperability exception.  This exception would state that, where the 
results of decompilation or other reverse engineering for interoperability cannot be used because 
they are covered by a patent, such patents could not be invoked against products implementing the 
information.35 Alternatively the patent holder’s right would be to claim a royalty based on FRAND 
terms or royalty free.36     

The patent exception is not essential to this recommendation but it would remove the concern that, 
while responsible decompilation and dissemination of interface specifications avoids liability for 
copyright, it could still face claims of patent infringement.  If however a patent exemption could be 

                                                      
34 Ibid. 

35 Ibid, 11 

36 A proposal that would also increase the available information is for publication of the source code of patented programs, Declaye and 

Leister (n 5) 331.     
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brought into the regime a further amendment could not only encourage rightsholders to disclose 
interfaces on the register but also deter litigation by patent trolls.  It would provide that if the 
rightsholder makes interface information on their own software available through the register and it 
subsequently transpires the interface infringes a third-party patent, the safe harbour against normal 
intellectual property claims could protect the registering party.  This would make the rightsholder 
liable at worst for FRAND royalties.  This would help protect registered rightsholders from claims by 
patent trolls.  Patent trolls are attracted to de facto software standards as infringement is easier to 
identify.  If the rightsholder registered the interface the trolls would not be able to threaten 
injunctions or high damages claims so convincingly and would have to settle for a FRAND royalty.   

1.3.5 Contractual preference for registered interfaces 

Another benefit that would flow from the introduction of the registry of interface specifications is 
that industry could prefer software where the interfaces are registered.  This could be specified in 
contracts, including industry standard form contracts.  This would start to bring the pressure to 
increase openness that is seen by procurement practices of public authorities into the private 
commercial environment.  This aspect could be more influential than any other aspect of the 
recommendation.  Public authorities specify open standards and will give preference to bids that will 
improve compatibility.  This requirement influences the behaviour of their suppliers to design their 
products using open standards.  However public authorities are able to share information and 
collaborate to improve their knowledge and practices on using open standards.  As commercial 
enterprises conventionally compete, collaborating on open standards is harder.  By defining open 
standard software in contracts as including software whose interfaces are registered and available 
either for free or on FRAND terms, commercial enterprises can increase the use of compatible 
software in an efficient and effective manner.    

 

 Conclusion and challenges. 1.4
 
Amending Article 6 of the Software Directive to legitimise the dissemination and registration of 
interoperability information obtained by reverse engineering, which does not contain the software 
rightsholder’s copyright, is doctrinally appropriate and is a modest step.  It may however encourage 
rightsholders to increase the use of digital rights management to deter decompilation.  While the 
anti-circumvention regime in the Information Society Directive does not apply to prevent reverse 
engineering of computer programs for the purpose of interoperability the increasing strength of 
encryption means circumvention is more available to those with sophisticated technologies.  Also, 
software services provided via web-based systems give fewer opportunities for meaningful 
decompilation.  These technical challenges however underscore the need for better dissemination 
and sharing of the interface information to enable openness without increasing regulation.    This 
proposal will not provide a solution in all cases but it could help to make interoperability of 
platforms more common and normal practice.  It could create an infrastructure for the sharing of 
interface specifications.  By doing so not only will dissemination of interface specifications provide a 
market solution but also a ready remedy for competition law either in response to abuse of 
dominant position or merger control.   


