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Approach and purpose of the document 

The present document is the Component Offering Description (COD) of the CEF eDelivery Access 
Point. Key content includes an explanation of the technical specifications and implementations of the 
CEF eDelivery Access Point.  

This document is intended for everyone interested in implementing the eDelivery AS4 Profile or the 
OpenPEPPOL AS2 Profile.  

The applicable terms and conditions of CEF eDelivery can be consulted in its Master Service 
Arrangement, available on the CEF Digital Single Web Portal: 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Resources. 

Glossary 

The key terms used in this Component Offering Description are defined in the CEF Definitions section 
on the CEF Digital Single Web Portal:   

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/CEF+Definitions 
 

The key acronyms used in this Component Offering Description are defined in the CEF Glossary on 
the CEF Digital Single Web Portal:   

https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?spaceKey=CEFDIGITAL&title=CEF+Gloss
ary 

  

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Resources
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/CEF+Definitions
https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?spaceKey=CEFDIGITAL&title=CEF+Glossary
https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?spaceKey=CEFDIGITAL&title=CEF+Glossary
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1. INTRODUCTION 

This document introduces the Access Point component of CEF eDelivery. As CEF eDelivery is based on 
a four-corner model, the Backend systems (corners one and four on the figure below) exchange 
messages via Access Points (corners two and three on the figure below) and not directly with each 
other. The users of the Access Points are the Backend systems which need to exchange documents 
and data across-borders in an interoperable way. The Access Points use digital certificates, either 
through a Public Key Infrastructure (PKI) or through mutual exchange, to secure the data during its 
transmission across two Access Points.  

The figure below illustrates how the four corner model works and what key role played by the Access 
Point component. 

 

The Access Points of CEF eDelivery are not operated centrally, but are deployed independently by 
public authorities or businesses in a distributed fashion. These organisations may decide to not 
operate the Access Point themselves, but use a third-party as their service provider. 

The four-corner architecture of CEF eDelivery was successfully piloted in several policy domains 
including e-Procurement by the OpenPEPPOL Large Scale Pilot (LSP1) and e-Justice by the e-CODEX 
LSP. Both projects are now in production and their use across Europe is growing. CEF eDelivery builds 

                                                      
1  Between 2007 and 2010, the ICT Policy Support Programme under the Competitiveness and Innovation 

Framework Programme (CIP) launched five Large Scale Pilots in different policy domains and a final one to 
consolidate their results (e-SENS). 

Figure 1: The Four-corner model 

Corner 1. original sender C1 
This is the Backend system connected to the sending Access Point. 

Corner 2. sending ACCESS POINT 
This is the sending Access Point C2 

Corner 3. receiving ACCESS POINT 
This is the receiving Access Point C3 

Corner 4. final recipient C4 
This is the Backend system connected to the receiving Access Point. 
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on the work of the LSPs and e-SENS in particular. This LSP defined the key standards and target 
architecture2 of the CEF eDelivery building block so that every policy domain of the EU can use it. 

The Access Points of CEF eDelivery have optional SML3 and SMP4 integration capabilities for business 
domains that require support for dynamic service location and capability lookup of participant 
information. More information about the use cases of e-Delivery, the details of its components and 
features behind each of them can be found in the CEF eDelivery building block introduction 
document5. 

1.1. Key definitions 

The following definitions should be understood before reading the next chapters. 

Term Definition 

Access Point According to CEF eDelivery, an Access Point is an implementation of the 
OpenPEPPOL AS2 Profile or the eDelivery AS4 Profile. The data exchange 
protocols of CEF eDelivery are profiles, meaning that several options of the 
original technical specifications were narrowed down in order to increase 
consistency, interoperability and to simplify deployment. The profile of AS2 was 
developed by OpenPEPPOL6, and the profile of AS4 was developed by e-SENS7 in 
collaboration with several service providers while being implemented in the e-
Justice domain by e-CODEX. An Access Point exposes two interfaces: 

 An interface to connect the Backend system with the Access Point. Typically, 
this interface is customisable as communication between Access Points and 
Backend systems may use any messaging or transport protocol. 

 A standard messaging interface between Access Points, this interface is 
configurable according to the options of the profiles supported by CEF 
eDelivery. It is important to note that CEF eDelivery standardises the 
communication only between the Access Points. 

eDelivery AS4 
Profile8 

The eDelivery AS4 profile is an open technical specification for the secure and 
payload-agnostic exchange of data using Web Services. According to OASIS, the 
AS4 protocol is the modern successor of the AS2 protocol9. AS4 itself is a profile 
of the ebXML Messaging Services (ebMS) v.3.010, a broader specification built on 
top of the SOAP with attachments specification.  

                                                      
2 https://www.esens.eu/node/355   

3 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/SML+specifications  

4 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/SMP+specifications  

5 The PDF is available via https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Discover  

6 http://peppol.eu/about-openpeppol/     

7 https://www.esens.eu/content/about-project  

8 The eDelivery AS4 Profile is available for download in the resources hub of eDelivery: 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Access+Point+specifications  

9 https://www.oasis-open.org/news/pr/as4-profile-of-ebms-3-0-becomes-oasis-standard  

10 https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ebxml-msg#overview  

https://www.esens.eu/node/355
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/SML+specifications
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/SMP+specifications
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Discover
http://peppol.eu/about-openpeppol/
https://www.esens.eu/content/about-project
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Access+Point+specifications
https://www.oasis-open.org/news/pr/as4-profile-of-ebms-3-0-becomes-oasis-standard
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ebxml-msg#overview
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OpenPEPPOL 
AS2 Profile11 

During an interim period, while expecting a convergence process towards the 
eDelivery AS4 Profile, CEF eDelivery also supports the implementation of the 
OpenPEPPOL AS2 Profile developed in the e-Procurement domain. 

Access Point 
Sample 
Implementation 

Software developed by CEF eDelivery that may be used to test other 
implementations of the technical specifications or as a working solution. The 
users of the sample implementation remain fully responsible for the integration 
with backend systems, its deployment and operation. The support and 
maintenance of the sample implementation, as well as any other auxiliary 
services, are provided according to the terms and conditions defined in the 
Master Service Arrangement of CEF eDelivery12. 

                                                      
11 The PEPPOL AS2 Profile is available for download in the resources hub of eDelivery: 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Resources 

12 See https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Resources 
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2. TECHNICAL SPECIFICATIONS 

CEF eDelivery promotes the use of existing technical specifications and standards, rather than 
defining new ones or promoting proprietary technology. As explained in the previous chapter, CEF 
eDelivery makes use of the profiling work of e-SENS and OpenPEPPOL. These profiles constrain 
configuration choices in order to ease adoption and enable more interoperability. Both the 
OpenPEPPOL AS2 and eDelivery AS4 profiles are: 

 Available free of charge. 

 Implementable in multiple programming languages. 

 Independent of any specific vendor's products. 

 Supported by Open Source and Commercial solutions that can be purchased on competitive 
terms. 

The above means that Access Points conformant to the eDelivey AS4 Profile should be interoperable 
with each other, independently of the vendor. Access Points compliant to OpenPEPPOL AS2 Profile 
should also be interoperable with one another. Consequently, the users of CEF eDelivery will have 
the possibility to choose Access Points from alternative vendors, reducing the likelihood of lock-in. 

2.1. eDelivery AS4 Profile 

The AS4 profile of CEF eDelivery was defined in the context of the e-SENS Large Scale Pilot according 
to just enough design principles. Some of its key features are shown below: 

Key feature Description 

Interoperable Defined as an OASIS technical specification which is built on top of existing 
technical specifications of proven interoperability: MIME, SOAP and WS-Security. 

Secure Uses a subset of the WS-Security features to assure message non repudiation 
and data confidentiality. 

Reliable Guarantees once-and-only-once delivery via the exchange of receipts and 
additional requirements on both Sender and Receiver side. 

Payload agnostic The document type (e.g. purchase order, claim, ...) is not bound to any defined 
SOAP action or operation. 

Multiple payload 
support 

Multiple business payloads may be attached to a single message. If no need for 
multiple, then a single payload can also be used. 

Support of 
multiple 
exchange 
Patterns 

The eDelivery AS4 Profile supports both Two-Way Message Exchange Patterns 
(MEP) with Push-and-Push and One-Way MEP with Push, because it's based on 
an extended subset of the AS4 ebHandler Conformance Profile. 

Configurable  Access Points are configurable via Processing Modes (PModes). These PMode 
parameters are either managed via a user interface or alternatively loaded into 
the Access Point via an XML file. Typically the following aspects are covered: 
Security | Reliability | Transport | Business Collaborations | Error Reporting | 
Message Exchange Patterns (MEPs) Message Partition Channels (MPCs). As 
different messages may be subject to diverse types of processing or as different 
business domains may have diverse requirements, Access Points commonly 
support several PModes. Some PMode parameters are of mandatory use, others 
are optional. 
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2.1.1. Conformance testing 

CEF eDelivery offers a conformance testing service of the eDelivery AS4 profile. For more information 
please consult the CEF Digital Single Web Portal (online: 
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Conformance+testing)  

2.1.2. Summary of features 

This section presents a summary of the features of the eDelivery AS4 Profile: 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Access+Point+specifications  

Features eDelivery AS4 Profile 

Core Messaging Web Services 

Internet Transport HTTP 1.1 

Message and Payload Packaging SOAP 1.2 with attachments 

Message Confidentiality WS-Security 1.1 using XML Encryption 

Message Correlation ebMS3 RefToMessageId and ConversationId 

Message Identification ebMS3 MessageId 

Message Timestamp ebMS3 Timestamp and WS-Security Timestamp 

Verification of Integrity 

WS-Security 1.1 using XML Signature Authentication of Origin  

Non-Repudiation of Origin 

Non-Repudiation of Receipt Signed Receipt Signal Message 

Party Identification ebMS3 From and To party identifiers. 

Routing and Dispatching, SOA integration Mandatory Service and Action header elements 

Transport Layer Integrity,  Transport Layer (SSL / TLS) Security 

Required Message Exchange Patterns One Way / Push 

Two Way / Push-and-Push 

 

 

 

 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Conformance+testing
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Access+Point+specifications
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Extensions to ebMS3: 

Function AS4 

Payload Compression GZIP 

Reliable Messaging AS4 reception awareness  

2.2. OpenPEPPOL AS2 Profile 

The OpenPEPPOL AS2 Transport Specifications based on RFC 4130 (MIME-Based Secure Peer-to-Peer 
Business Data Interchange Using HTT), commonly known as Applicability Statement 2 (AS2), is 
supported by CEF eDelivery in the e-Procurement domain during an interim period, while expecting a 
convergence process towards the eDelivery AS4 Profile. Consequently, this profile is directed to the 
members, and future members, of the OpenPEPPOL community. 

2.2.1. Conformance testing 

OpenPEPPOL provides step-by-step guidelines for Service Providers wanting to offer Access Point 
services conformant to the OpenPEPPOL AS2 Profile. 

http://www.peppol.eu/peppol_elements/-transport-infrastructure/peppol-access-points/how-to-
establish-an-access-point 

2.2.2. Summary of features 

All information about the OpenPEPPOL AS2 Profile can be found here: 

http://www.peppol.eu/ressource-library/technical-specifications/infrastructure-resources 

 

 

http://www.peppol.eu/peppol_elements/-transport-infrastructure/peppol-access-points/how-to-establish-an-access-point
http://www.peppol.eu/peppol_elements/-transport-infrastructure/peppol-access-points/how-to-establish-an-access-point
http://www.peppol.eu/ressource-library/technical-specifications/infrastructure-resources
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3. IMPLEMENTATIONS 

A growing number of software vendors and service providers already support the eDelivery AS4 
Profile. Some of them provide added-value services from integration to the support of day-to-day 
operations, in addition to the Access Point software or service. CEF eDelivery maintains a list of 
vendors that have passed the conformance tests of the eDelivery AS4 Profile and a list of service 
providers that implement the OpenPEPPOL AS2 Profile in its resources hub13. Alternatively, 
organisations may decide to build their own Access Point according to the eDelivery AS4 Profile. It is 
therefore important to carefully consider the different options before deployment.  

CEF eDelivery offers a sample implementation of the eDelivery AS4 Profile (known as Domibus). This 
open source implementation, developed in JAVA, is maintained by the European Commission. As its 
future evolution follows the governance model of the CEF building blocks14, the representatives of 
several policy domains must agree on its features. Consequently, Domibus only offers the set of 
common features agreed by the policy domains represented in the CEF eDelivery Operational 
Management Board (OMB), without being optimised to any of them. Organisations can use Domibus 
as their starting viable implementation of the eDelivery AS4 Profile or to test other implementations 
provided by third-party vendors (commercial or open-source). 

3.1. Domibus: Sample of eDelivery AS4 Profile 

As explained above, Domibus15 is one of many possible implementations of an Access Point: 

 Domibus was developed in collaboration with the e-SENS and e-CODEX LSP projects. 

 Domibus is an ebMS3 Access Point based on the eDelivery AS4 Profile. 

 Domibus is written in Java, and uses the Apache CXF framework. 

 Domibus is Open Source (EUPL 1.2). 

The Domibus core is maintained and supported by the European Commission. However, the users of 
the sample implementation remain fully responsible for the integration with backend systems, 
deployment and operation. While users are free to create their own fork from the Domibus core, if 
they do so they will have to maintain and support it themselves. The Domibus core exposes an 
internal API which allows the creation of one or more customised plugins for Domibus16. CEF 
eDelivery is responsible for the default plugins, not the customised ones. However, CEF eDelivery 
offers a service to validate the customised plugins. 

                                                      
13 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Resources 

14 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Governance 

15 No specific recommendation is made for Domibus. The user is free to select any working software complying 
to the eDelivery AS4 Profile. 

16 A Plugin Cookbook is available on the CEF Digital Single Web Portal: 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Resources 

http://www.esens.eu/home/
http://www.e-codex.eu/home.html
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Figure 2 Domibus Architecture 

Domibus can then communicate with the Backend system by means of one of the default or 
customised plugins. Domibus offers two default plugins out of the box, one based on Web Services 
and the other on JMS. Domibus may be deployed on a TomCat or WildFly Application Server. Both 
MySQL and Oracle databases are supported. More information is provided in the release notes and 
quick start guide of Domibus17. 

 

The Dominus supported environments are: 

Supported Application Services Supported Databases 

 WebLogic 

 WildFly 

 Tomcat 

 MySQL 

 Oracle 

 

3.1.1. Summary of roles and responsibilities 

The following RACI matrix assigns roles and responsibilities associated to Domibus. 

Element of Domibus/ Activity CEF eDelivery User 

Support and maintenance of Domibus core A / R I 

Support and maintenance of Default Plugins A / R I 

Custom Plugins C when required A / R 

Integration with backend systems C when required A / R 

Deployment C when required A / R 

RACI acronyms stand for: 

                                                      
17 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Access+Point 

Domibus

Core API Plugin
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- Responsible (R): indicates the entities that perform the activity. Every activity has at least one 
responsible entity. Responsibilities can also be shared.  

- Accountable (A): indicates the entity that is ultimately accountable for the activity. Every activity 
has only one accountable entity. 

- Consulted (C): indicates the entities that give feedback or are consulted during the activity. Not 
every activity has an entity that is being consulted. 

- Informed (I): indicates the entities that need to be informed on the results of the activity. This is 
a one-way process. Not every activity has an entity that is being informed. 

Details about Domibus long-term support can be found here:  

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus+Long-term+support. 

CEF eDelivery offers a training service to support the deployment of CEF Access Points. For more 
information consult: 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Deployment+service 

3.2. Oxalis: Sample of OpenPEPPOL AS2 Profile 

Oxalis is a widely used Open Source Access Point implementation of OpenPEPPOL's specifications. It 
can be used as a complete stand-alone OpenPEPPOL solution or as an API. Oxalis is provided by the 
Norwegian Agency for Public Management and eGovernment (Difi) under the EUPL v1.1 license. The 
European Commission does not offer a sample implementation of the OpenPEPPOL's specifications 
as this is already done by the Norwegian Agency for Public Management and eGovernment (Difi). 

 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Domibus+Long-term+support
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery+Deployment+service
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5. CONTACT INFORMATION 

CEF Support Team 

By email: CEF-EDELIVERY-SUPPORT@ec.europa.eu 

Support Service: 8am to 6pm (Normal EC working Days) 

 


