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Abstract 

This peer review process report provides observations on the Luxembourgish electronic 

identification (eID) scheme. Consistent with the eIDAS regulation, Member States have 

formulated an opinion on the Luxembourgish eID through examining documentation on the 

scheme and through interaction with Luxembourgish experts on the scheme. Various 

aspects have been studied in depth to come to a well-founded conclusion on the reliability 

of the Luxembourgish eID in the eIDAS infrastructure. Those aspects concern the following 

elements: enrolment, electronic identification means management and authentication, and 

management and organisation. Participating Member States (MSs) of this peer review 

have concluded that  

The Luxembourg eID scheme complies with Regulation (EU) N°910/2014 on electronic 

identification and trust services for electronic transactions in the internal market.  
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Guidance 

List of Abbreviations  

Abbreviation Explanation 

CTIE Centre des Technologies de l’Information de l’État 

CP Certificate Policy 

CPS Certificate Practice Statements 

CRL Certificate Revocation List 

eIDAS 

Architecture 

eIDAS Technical Subgroup: eIDAS Technical Specifications – Interoperability 

Architecture 

eIDAS 

Attributes 
eIDAS Technical Subgroup: eIDAS Technical Specifications – Attribute Profile 

eIDAS CN 

European Commission IMPLEMENTING DECISION (EU) 2015/296 of 24 February 

2015 establishing procedural arrangements for cooperation between Member 

States on electronic identification pursuant to Article 12(7) of Regulation (EU) 

No 910/2014 of the European Parliament and of the Council on electronic 

identification and trust services for electronic transactions in the internal 

market 

IdP Identity Provider 

ISMS Information Security Management System 

ISO Information Standardization Organization 

ISO/IEC 14443 
ISO/IEC: ISO/IEC 14443 – Identification cards – Contactless integrated circuit(s) 

cards – Proximity cards 

ISO/IEC 7816 ISO/IEC: ISO/IEC 7816 – Identification cards – Integrated circuit cards 

NAT Network Address Translation 

OCSP Online Certificate Status Protocol 
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PIN Personal Identification Number 

PRADO Public Register of Authentic Travel and Identity Documents Online 

PUK Personal Unblocking Key 

ROCA Return of the Coppersmith Attack 

QSCD Qualified Signature Creation Device 

QTSP Qualified Trust Service Provider 
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List of country codes  
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Executive Summary 

In line with the European Commission’s aims to set up a Digital Single Market and to increase 

trust in digital services, the eIDAS Regulation 910/2014 seeks to enable European citizens to 

carry out transactions electronically and adopt new services. This peer review report provides 

observations on the Luxembourg eID scheme by participating Member States. 

The eIDAS Regulation 910/2014 seeks to enhance trust in electronic transactions in the internal 

market by providing a common foundation for secure electronic interaction between citizens, 

businesses and public authorities. The Regulation will increase the effectiveness of public and 

private online services, electronic business and electronic commerce in the European Union. 

Luxembourg is one of the first countries in the EU to pre-notify its eID scheme. 
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1. Introduction 

1.1. Scope and Objective of Peer review report 

Objective 

Peer review is a mechanism for cooperation between Member States designed to ensure 

interoperability and security of notified electronic identification schemes.[1] The specific 

objective of the present peer review process is to enable the Cooperation Network to provide 

an opinion on the Luxembourg electronic identification scheme and its interoperability and 

security[2]. 

The peer review process should be seen as a mutual learning process that helps to build trust 

between Member States. Since trust in the eIDAS architecture will be based on confidence of 

MSs in eID architecture schemes, it is vital to have a successful notification of national eID 

architectures. Experts of participating MS have identified areas of interest and reported their 

observations in this document. Based on those observations, information is gathered by 

rapporteurs on each topic and an overview of interesting matters is provided. The Luxembourg 

eID scheme has been discussed in depth and the input of Luxembourg experts have been 

required for any questions about the eID infrastructure. 

The peer review aims to come to observations on the level of trust that is experienced by other 

Member States concerning the assurance level of the Luxembourg scheme. In other words this 

peer review report aims to indicate, how the eID means comply with the eIDAS regulation and 

to discuss the acceptance of the level of assurance of the Luxembourg eID scheme. 

Scope 

The security and interoperability of the Luxembourg eID scheme regarding the eIDAS regulation 

are in scope for this peer review process. This implies that matters that are an issue only on a 

national level are out of scope for this peer review.  

1.2. Methodology of Work 

The scope of the peer review was determined using Article 10, paragraph 3 of the Commission 

Implementing Decision (EU) 2015/296 which states “peer reviewing may include, but is not 

limited to, one or more of the following arrangements: (a) the assessment of relevant 
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documentation; (b) examination of processes; (c) technical seminars; and (d) consideration of 

independent third party assessment.” 

As such it was set out in the 6th Cooperation Network meeting on 11 April 2018 that the peer 

review of eID scheme of Luxembourg would be led by a team of coordinators, who would then 

organise Member States around topics of interest. Rapporteurs have been appointed to lead 

each topic and their observations would be based on: a description of the Luxembourg eID 

scheme provided by Luxembourg, a Luxembourg self-assessment of its eID scheme against 

relevant requirements of the eIDAS regulation and underlying implementing acts, discussions 

with technical experts from Luxembourg and a visit to Brussels on 6 June 2018 to participate in 

a technical peer review meeting. 

Several Member States have indicated they would like to work across several topic groups, or 

desired to participate in one topic, and provide input to other topics. Member States could 

indicate, if they wanted to play an active or a passive role. ‘Active’ indicates that a MS wishes to 

contribute actively to the topic in the creation of questions and writing the report. An 

‘observer’ status means that a MS wished to follow the proceedings and offer comments on the 

report. 

As noted in Article 7, paragraph 2 of (EU) 2015/296, “Participation of the peer Member States 

[is] voluntary. The Member State whose electronic identification scheme is to be peer reviewed 

may not refuse the participation of any peer Member State in the peer reviewing process”. The 

Netherlands has expressed interest in participating in the review as the coordinator. The 

following persons have taken up their role as coordinator: Freek van Krevel (NL) and Talat Arik 

(NL) 

In this role NL has organised the logistical and practical aspects of process. They have acted as 

the contact point for both the European Commission and Luxembourg. Moreover, these 

countries coordinated messages. The European Commission has facilitated the creation of a 

working collaborative space in which to conduct the peer review. NL also coordinated the 

production of this report and ensured that the rapporteurs and active members could underline 

the observations made in this report. 

In terms of topics and areas of interest, three topics were proposed and rapporteurs assigned. 

These were arranged as follows: 

Topic 1: Enrolment 

Rapporteur: Herbert Leitold (AT) 

Active Member States: HR, UK 
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Observers: BE, HR, CZ, EE, FR, DE, IT, LV, MT, NL, PL, PT, SI, LI, NO 

 

Topic 2: Electronic identification means management and authentication and interoperability 

Rapporteur: Yolanda Pérez (ES) 

Active Member States: AT, BE, HR, DE, IT, UK 

Observers: HR, CZ, EE, FR, IT, LV, MT, NL, PL, PT, SI, LI, NO 

 

Topic 3: Management and organisation 

Rapporteur: Alenka Žužek (SI) 

Active Member States: HR, LV, UK 

Observers: AT, BE, HR, CZ, EE, FR, DE, IT, MT, NL, PL, PT, SI, LI, NO 

The Coordination team set up three conference calls to discuss progress with the rapporteurs 

and active members to ensure any constraints were flagged and could be facilitated. It also 

provided a feedback facility to ensure all members could agree to the outputs and format of the 

Peer Review document. Germany has catered for the organisation of the conference calls. The 

conference calls took place on: May 3rd, June 1st, June 22nd.  

The main communication channel supported by the Member State whose electronic 

identification scheme is to be peer reviewed, was email and was maintained to distribute 

information on pre-releases, releases and updates of the questionnaire. This questionnaire 

existed of questions collected by the three rapporteurs. 

As part of the Peer Review, a face to face meeting took place in Brussels (including 

presentations by the coordinator, rapporteurs and the Luxembourg team) at the premises of 

the European Commission. This was particularly useful and insightful and has aided the topic 

groups to understand in depth and discuss in detail the subject matter in hand. The face to face 

meeting took place in on June 6th. 

This report will be submitted to the Cooperation Network in order to discuss the compliance of 

the Luxembourgish eID scheme in relation to eIDAS and, in particular, the level of assurance it 

proclaims to have: LoA high.  

1.3. Relations to the CN Environment 

This peer review process must be seen in the light of the cooperation of the Member States 

with the exchange of information and sharing of best practices that aims to achieve the mutual 

recognition that will facilitate “cross-border provision of numerous services in the internal 
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market and enable businesses to operate on a cross-border basis without facing many obstacles 

in interactions with public authorities.” (EU) No 910/2014 Recital 9) 

Luxembourg is in the second row of Member States (together with Estonia, Spain, Italy and 

Croatia) to pre-notify their eID scheme and, in doing so, paved the way toward achieving the 

benefits of the eIDAS regulation. It is vital to note that this report should not be seen in 

isolation, but instead a step towards achieving the Regulation’s aims. 

The participating peer member states have not only gained experience in the Luxembourg eID 

solution, but also in conducting a peer review. For conducting this peer review a template and 

common working space were used and Germany catered for the telephone arrangements. 

Part of the experience is to have a better notion on the sovereignty aspect, as the aim of the 

Regulation is not to intervene with regard to electronic identity management systems and 

related infrastructures established in Member States. Consequently, part of the learning 

experience is to keep discussions focused on the access to cross-border online services offered 

by Member States, and in addition the required secure electronic identification and 

authentication to achieve interoperability.  

1.4. Relations to External Environment : outside CN 

The executive summary of this peer review report can be considered as a means to 

communicate findings of interesting aspects of the Luxembourg eID scheme in relation to the 

eIDAS infrastructure. Decision makers, the media and any other stakeholder can use this 

summary as a source of information regarding the security and interoperability of this eID. It 

can be seen as a result of an intensive investigation of the eID scheme to support the opinion of 

the Cooperation Network. 

The information provided in the summary of this document will be the foundation of trust of 

the EEA-countries in the Luxembourg eID scheme.  

1.7. Legal Issues 

When conducting the peer review and producing the report the following legal issues have had 

to be borne into consideration. As stated in Art. 7, paragraph 4 of the Commission 

Implementing Decision (EU) 2015/296: 
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“Any information obtained through the peer reviewing process shall be used solely for this 

purpose. Representatives of the Member States conducting the peer review shall not disclose 

any sensitive or confidential information obtained in the course of the peer review to third 

parties.” 

As such rapporteurs have treated such information sensitively and with due confidence. This 

peer review report does not contain any sensitive or confidential information. The peer review 

did not take into account any classified information. 

Equally all experts from Member States had to flag any possible conflict of interest as mandated 

in Art.7, paragraph 5, Commission Implementing Decision (EU) 2015/296 where it cites “Peer 

Member State shall reveal any possible conflict of interest which representatives nominated by 

them to take part of the peer review activities might have.” 

Finally when determining the scope and arrangement of the peer review, Art. 10, paragraph 3 

of the Commission Implementing Decision (EU) 2015/296 was consulted, which posits: 

“Peer reviewing may include, but is not limited to, one or more of the following arrangements: 

(a) the assessment of relevant documentation; (b) examination of processes; (c) technical 

seminars; and (d) consideration of independent third party assessment.” 

1.8. Structure of the document 

This peer review has been divided into three topics. During the 6th Cooperation Network 

meeting on 11 April 2018 the CN cooperation decided on the scope of the peer review by 

agreeing on what topics and subtopics should be considered while conducting the peer review. 

Each topic has covered several interesting features of the Luxembourg eID scheme. The topics 

will be dealt with by providing a summary of the observations per area. 

This report gives an overall description of the main subjects that were discussed within the 

following three topics, but does not intend to provide all the details given by Luxembourg. 

Each chapter summarises the questions and answers in a narrative style in order to provide 

context to the proposed conclusions. 

The topics of the peer review are the following: 

1. Enrolment. 

2. Electronic identification means management and authentication. 



eIDAS Cooperation Network 
Peer Review Report – Luxembourg eID scheme 

 

14 

 

3. Management and organisation. 

By combining the information that has been gathered in the topics a conclusion will be 

formulated. 
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2.  Topic 1: Enrolment 

2.1. Scope and Questions 

Enrolment of Luxembourg eID is based on physical appearance of the applicant which shows an 

photo ID and relies on checking data with national registers – namely the national register of 

natural persons “RN.RPP” and the national register of identity card “RN.CID”. Thus, different 

authoritative sources are involved (official identity documents and registers) and a limited set 

of enrolment options foreseen by eIDAS is applied. Questions by the peer review team thus 

focused on exceptional cases or were clarifying in nature. These were questions on: 

 Delivering an eID to authorised representatives 

 Applying for or delivering an eID abroad 

 Processes when ID documents were lost or foreign documents are not registered 

 eIDs for minors 

Luxembourg responded to these questions in detail and could clarify those aspects that were 

not completely clear from the original pre-notification documents, even though these 

documents were comprehensive and clear. The questions and responses are summarised in the 

sub-sections below. 

The questions by the review team and answers given by Luxembourg were discussed at the 

peer review face to face meeting on 6 June 2018. No further clarification was asked for then. 

2.1.1. Delivering an eID to authorised representatives 

The Luxembourg eID allows for delivering an eID to an authorised representative, i.e. to a 

person other than the applicant. The pre-notification document already explained that such a 

representative needs to be identified by the applicant upfront. Clarification was sought if the 

representative can be changed later. Luxembourg explained that only a representative that has 

been nominated by the applicant himself during the application can pick-up the eID, thus no 

changes can be made later. 

2.1.2. Applying for or delivering an eID abroad 

An eID can be applied for abroad. As shipping information (the PIN letter) is to the address kept 

by RN.RRP the review team asked if this is also the case for such applications from abroad. This 

was confirmed by Luxembourg, as the register also holds foreign addresses. 
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2.1.3. Processes when ID documents were lost or foreign documents are not 

registered 

The pre-notification information focused on the case when the applicant can show an official ID 

document. The peer review team sought clarification on cases where such documents are no 

longer available to the applicant, like if lost or stolen. As the Luxembourg eID card is also an 

official ID document, the applicant then needs to undergo the very same procedures when 

applying for an official ID documents. 

Luxembourg also clarified the type of evidences that the applicant needs to show the 

declaration issued by the police, the identity documents needed and that the procedures 

applied are the same for all registration authorities – within and outside Luxembourg. 

A question was also made on how foreign ID documents can be checked. Luxembourg further 

explained that the registers used (PRADO and EDISON) are publically available 

http://www.consilium.europa.eu/prado/en/search-by-document-country.html and 

http://edisontd.net/ ) and that staff is trained. 

2.1.3. eIDs for minors 

On minors Luxembourg explained that the ID card can be issued at any age, a certificate is 

however just issued above 15. Thus minors above 15 (15 to 18) can have an eID card with 

certificates. 

 

 

 

 

 

http://www.consilium.europa.eu/prado/en/search-by-document-country.html
http://edisontd.net/
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3. Topic 2: Electronic identification means 

management, authentication and 

interoperability 

3.1. Purpose of this document 

This chapter addresses the issues raised within the topic of electronic identification means 

management and authentication as well as interoperability covering the following aspects of 

the Luxembourg electronic identification scheme: 

 Electronic identification means characteristics and design 

 PIN/PUK/Challenge Management 

 Smartcard Certification 

 Life cycle of electronic identification means: 

 Issuance, delivery and activation 

 Suspension, revocation and reactivation 

 Renewal and replacement  

 Authentication mechanism 

 ChipGateway Protocol 

 Unique Identifier 

 Interoperability 

3.2. Scope 

3.2.1. Electronic identification means characteristics and design 

Specific identification data of the cardholder are requested and stored on the chip of the card, 

justifying the reply in article 12.2 of Law 19 of June 20131, as well as data used in the online 

authentication process, informing that only the authentication certificate and the associated 

private keys are used. 

                                                 
1
 Law of 19 June 2013 on the identification of natural persons, the national register of natural 

persons, the identity card and the communal registers of natural persons as modified. 
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It also reviews aspects related to the PIN/PUK codes and the controls carried out on both the 

printouts of these codes; informing that after a risk analysis it was decided to apply the "four-

eye" control in the second printing, and detailing the security measures in the first printing. 

After entering the PUK code 5 times incorrectly, the card is locked and a new card must be 

requested. 

Other aspects to be taken into account in relation to PIN/PUK codes are the relationship 

between the company in charge of providing the blank cards (Gemalto), the generation of the 

aforementioned codes in CTIE (Centre des technologies de l'information de l'Etat) systems, the 

printing of the aforementioned codes by InCert G.I.E. personnel in CTIE facilities and the 

generation of the certificates initially suspended by LuxTrust. 

Further details of the deletion/destruction of the PIN/PUK/Challenge codes are also requested 

in the systems responsible for managing the cards handed over to cardholders, informing that 

these codes are automatically deleted from the production systems at the end of the validity 

period of the documents. A good practice could be not to store or retain the activation data of 

the applicants' cards once they have been handed over to their cardholders. 

If the user has forgotten the PIN code, he can use the electronic identification middleware to 

reset it. To do this, the PUK code contained in the PIN mail must be provided. 

In the event that the user has lost the PIN and PUK codes, the user is informed that the CTIE 

support service can be contacted to request a new PIN email (containing a PUK code). A specific 

internal CTIE validation procedure verifies the authenticity of the request (e.g. by making use of 

the personal data in the public registers) and the status of the certificates. The new PIN Mail is 

printed by InCert G.I.E. and sent to the official address of the eID card holder stored at the 

RN.RPP. 

It is indicated that the initial PIN code of the card is made of 6 digits (as well as the Challenge 

code), and that the PIN code must be changed by the citizen for another one with a length 

between 6 and 8 digits. In this regard, it is recommended the codes used as card activation data 

to be at least 8 digits long.  

The Common Criteria certifications of the cards are at least 2 years old, and a guarantee that 

the recertification of the cards are every 18 months during their useful life is requested. It is 

indicated that the card provider manages all re-certifications needed to maintain in time the 

security level of the card, but ultimately decisions are taken by the Ministry of Interior of 

Luxembourg. 
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In relation to the QSCD (Qualified Signature Creation Device) certification of the card, the TOE 

(Target of Evaluation) of the certification is questioned (if it only applies to the non-repudiation 

part or also to the authentication part), and if the JavaApp applet for signature (evaluated as 

QSCD) is the same for authentication or is a different applet. In this regard, reference is made 

to the certification reports (including TOE information) related to the card indicated during the 

pre-notification phase in supporting documentation. 

 

[1] Law of 19 June 2013 on the identification of natural persons, the national register of natural 

persons, the identity card and the communal registers of natural persons as modified 

3.2.2. Life cycle of electronic identification means 

3.2.2.1. Issuance, delivery and activation  

It is requested to know where must citizens go to collect their cards as well as the type of 

organisation of the competent authority. Luxembourg refers to Luxembourg's municipal 

administrations, diplomatic or consular missions or to the central office managed by the 

Luxembourg Government IT Center (Guichet), all of which are public sector entities. 

Furthermore, information has been requested on the process of secure delivery of cards and 

PIN/PUK/Challenge codes through the postal service. It is reported that these codes are sent to 

the official address of the applicant obtained from the National Registry of Natural Persons 

during the enrolment process, but there is no evidence that it is only handed over to the 

applicant, so it is considered as good practice to take this aspect into account. 

The certificates are indeed activated when the card is issued, but they cannot be used without 

the PIN code, which is sent by Post at the official address of the card holder. Moreover, before 

being able to use the certificates, the initial PIN printed on the letter must be changed. This 

guarantees that only the card holder can use the certificates. 

The issuing process ensures that only the card is issued to the cardholder or authorised person, 

but only those who have the activation codes which are sent to the official address of the 

applicant obtained from the National Registry of Natural Persons in the process of registration 

(enrolment) can access its functionality.  

Questions have also been raised about the process of sending requests from the Registration 

Authorities to the production environments and vice versa, informing of different measures, 
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including all components being within the scope of the CTIE Information Security Management 

System, as well as communications using HTTPS and OASIS WS-Security. 

3.2.2.2 Suspension, revocation and reactivation 

The potential actors to initiate the suspension/revocation of the card certificates are both the 

user whose data appear on the form requesting the services, LuxTrust or at the reasonable 

request of a state authority (State Registration Authority or Grand Ducal Police) in the cases 

indicated in the terms and conditions of service provision.  

For technical details of the certificate revocation system and security measures adopted, as well 

as for certificate validation services (CRLs/OCSP), please refer to the LuxTrust CPS/CP 

(https://www.luxtrust.lu/fr/simple/581 CP versions: LuxTrust Global Root CP v1.27, CPS: 

LuxTrust Global Qualified CPS v1.10). 

Cardholders can request the revocation of their card either by telephone (24/7 helpdesk 

service), online (on the website www.eid.lu), or by physical presence (face-to-face 

identification) at the Guichet. 

Both by telephone and physical presence, the CTIE agent first requires identification of the 

cardholder and then a request is sent (via secure web services) to Luxtrust to change the status 

of the certificates. 

The data required for the identification of the cardholder are personal data of the holder or 

their parents, spouse (if applicable) or children (if applicable) or the national unique identifier. 

In addition, a telephone number and e-mail address must be provided for 24 hours additional 

checks using, for example, historical data from the RN.RPP, or through a Challenge code send to 

the e-mail provided during the registration/enrolment phase (Challenge). 

Through the online method the user can request the suspension/revocation via LuxTrust SRA 

(Suspension and Revocation Authority). The applicant must provide the SN (SerialNumber) of 

the certificate. In case of theft, the serial number is also provided in the PIN Mail received after 

the production of the card. Serial Number is not considered protected/secret information, 

contrary to the Challenge code contained in the PIN Mail (6 digit random number) that would 

be also requested. 

After the suspension of the certificates, they will remain in suspended mode for 7 days. During 

this time certificates can be reactivated online or by physical presence at the Guichet. 

https://www.luxtrust.lu/fr/simple/581
http://www.eid.lu/


eIDAS Cooperation Network 
Peer Review Report – Luxembourg eID scheme 

 

21 

 

A maximum period of 24 hours is foreseen from the time the revocation is requested until it 

occurs. 

Reactivation process may be initiated at the user's request and after any event involving the 

user's suspension or any technical or security operation that LuxTrust deems necessary, 

referring to section 4 of the Terms and Conditions document. 

It is also reported that the procedure established for the online reactivation requires the 

Challenge code sent in the PIN Mail and a prove of possession of the eID card. Although the 

certificate is suspended, the eID card can still be used to demonstrate ownership of the private 

key and knowledge of the PIN code. The process is audited by an independent CAB (Conformity 

Assessment Body) in the context of the annual LuxTrust audits. 

3.2.2.3. Renewal and replacement 

Renewal of certificates means that a new card must be requested as it is not possible to write 

on it after production. 

On the other hand, if the spouse's name appears on the card and the marriage has ended then, 

by law, the card must be renewed. 

3.2.3. Authentication mechanism 

Different questions have been asked concerning to the channels of communication between 

the identity provider (LU and ID IdP), the national card and individual registries (RN.CID, 

RN.RPP) and the proxy service respectively, including the protocols used to safeguard these 

channels. It is reported that the transmission of the person's identification data is not part of 

the ChipGateway protocol, but takes place after successful authentication of the user on the LU 

eID IdP´s authentication portal using ChipGateway. 

It is also reported that the cards are not vulnerable to ROCA. This was confirmed by the card 

provider and independently verified on a sample of cards by CTIE. 

Furthermore, it has been reported that the eID IdP is hosted at the CTIE and benefits from its 

Information Security Management System (ISMS). In relation to the security measures that 

prevent denial of service attacks on IdP, it is reported that they are provided as part of the 

contract with the telecommunications provider CTIE. 

For network protocols (and TCP/IP parameters) used during the authentication process, a  

reference is made to https://www.oasis-

https://www.oasis-open.org/committees/download.php/60049/ChipGateway-Specification-OASIS.pdf
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open.org/committees/download.php/60049/ChipGateway-Specification-OASIS.pdf. It is also 

indicated that the communication between the card and the authentication portal is done 

through the ChipGateway protocol. 

Moreover, it has been reported that during an authentication process the identity provider (LU 

eID IdP) requests the user to authenticate directly. By managing the ChipGateway protocol and 

middleware installed and configured on the user's computer, it allows to know the user's 

address and routing information of the identity provider (LU eID IdP), even in the case that the 

user is behind a proxy, NAT or other technology. 

3.2.4. ChipGateway Protocol  

Beside the freely accessible documentation of the ChipGateway protocol on the OASIS 

webpage, more detailed information on the specific version used in the Luxembourg eID 

scheme were requested. It was reported, that in Luxembourg a proprietary version of the 

ChipGateway Protocol is applied. Additional information was provided and kept confidential 

upon request by Luxembourg. The Luxembourg implementation of the protocol ensures that 

the PIN does not leave the user's computer, that the server authorization is checked based on a 

whitelist, and that the ID card is validated by a challenge response procedure between ID card 

and server. 

 

The additional confidential information seems to answer our questions sufficiently and 

dispelled our current concerns. 

3.2.5. Unique identifier 

It is sought to describe how uniqueness is guaranteed in the process of generating the unique 

identifiers (Personal Identifier attribute) and their unambiguous assignment to the cardholders, 

informing that the aforementioned attribute is derived from the national identifier of the 

citizen, which is uniquely assigned to each citizen. 

3.2.6. Interoperability 

The question arises whether there is additional data stored at the node informing that 

according to article 9.3 of the CIR EU 2015/1501 and in accordance with national requirements, 

only data that, in the event of an incident, allows the reconstruction of the sequence of the 

message exchange to establish the location and nature of the incident is stored. The 3 

minimum data elements referred to in Article 9.3 of the CIR EU 2015/1501 are stored. 
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It is also questioned when the date of completion of the CTIE (Information Security 

Management System - ISMS) ISO 27001 certification is expected, informing that CTIE's ISMS 

covers several areas that are expected to be certified in different phases. A first scope is already 

certified, and the scope, which includes activities related to the electronic identification card, is 

intended to be certified as part of the second phase. Finally, no official date can be 

communicated until today. 
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4. Topic 3: Management and organisation 

4.1. Scope and Questions 

The Working Group (WG) for Topic 3 focuses on the management and organisational aspects in 

providing assurance on the security of the eID scheme. This topic corresponds to section 2.4 of 

the implementing regulation (EU) 2015/1502 on setting out minimum technical specifications 

and procedures for assurance levels for electronic identification. LU has prepared a set of 

documents for the peer-review, whereas the documents “WHITEPAPER – OVERVIEW OF THE 

LUXEMBOURG EID SCHEME” and “LOA MAPPING - MAPPING OF THE CHARACTERISTICS OF THE 

LUXEMBOURG EID SCHEME TO THE EIDAS LEVELS OF ASSURANCE” are the most relevant for 

the WG. 

This topic has been divided into seven parts: 

1. General provisions 

2. Published notices and user information 

3. Information security management 

4. Record keeping 

5. Facilities and staff 

6. Technical controls 

7. Compliance and audit 

4.1.1. General provisions 

The Luxembourg eID scheme is constituted by national law and directly managed by the 

Luxembourg government, and the requirements defined by the Luxembourg national laws, 

regulations and circulars. With regards to the services within the Luxembourg eID scheme, they 

are provided by public authorities (CTIE -Government IT Center and the communes and the 

diplomatic or consular missions) and other entities (LuxTrust S.A. and InCert G.I.E.). The 

operations of all entities involved are governed by national law and subordinate regulations. 

The arrangements between CTIE and the other entities are managed via contracts. 

4.1.2. Published notices and user information 

For the Luxembourg eID card, the terms and conditions are defined by the national laws and 

regulations and are as such publicly available on the Guichet web site (www.eid.lu), that is 

always maintained up-to-date. It has further been described to the WG, as for LuxTrust, the 

http://www.eid.lu/
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obligations are defined in the general terms and conditions for the eID card's certificates in 

their policy documents. LuxTrust is a qualified trust service provider (QTSP), and therefore is 

bound to the QTSP obligations in terms of information to users. In case of changes to the 

service definition and to any applicable terms, conditions, and privacy policy for the specified 

service, LuxTrust informs users by email and letters. When necessary, CTIE can also inform 

users by e-mails or letters. Information about eID cards is also provided in paper form, either 

available at the registration authorities or sent by post. For significant announcements, if 

needed all types of national media could be used. 

4.1.3. Information security management 

The providers of the Luxembourg eID scheme: 

 Have either implemented Information Security Management Systems  (hereafter 

“ISMS”) aligned with the standard [ISO/IEC 27001], or 

 Are QTSP within the meaning of the [eIDAS] Regulation 

For CTIE as well as for other entities involved in the provision of eID card and eID card 

certificates, the requirements are covered as a part of the relevant controls from the ISO/IEC 

27001 or ETSI standards [ETSI EN 319 411-1], [ETSI EN 319 411-2] and [ETSI EN 319 401]. 

Based on the request by the WG Luxembourg provided a detailed mapping of CTIE’s ISMS 

policies against ISO 27001 (relevant also to other paragraph related to the alignment to ISO 

27001 

4.1.4. Record keeping 

Recording and maintenance of relevant information related to the eID card is covered by the 

national laws and regulations (cf. L2013], [R2014], [R2015] and [R2016]). Recording and 

maintenance of relevant information related to the eID card’s certificates is covered by 

[LuxTrust GTC]. 

For CTIE as well as for other entities involved in the provision of eID card and eID card 

certificates, recording and maintenance of relevant information is also covered as part of the 

relevant controls from the ISO or ETSI standards.  

It has further been described to the WG, that the national legislation does not currently impose 

a limit on the retention period for data elements used for authentication, but an update of the 

law is under study. As of today, records related to the eID card are not destroyed. 
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4.1.5. Facilities and staff 

For CTIE as well as for other entities involved in the provision of eID card and eID card 

certificates, the requirements are covered as a part of the relevant controls from the ISO/IEC 

27001 or ETSI standards [ETSI EN 319 411-1], [ETSI EN 319 411-2] and [ETSI EN 319 401].  

4.1.6. Technical control 

The risk management and technical controls implemented to manage the risk posed to the 

security of the services are covered by CTIE’s ISMS, aligned with standard [ISO/IEC 27001] or 

[ETSI EN 319 411-1], [ETSI EN 319 411-2] and [ETSI EN 319 401]. The technical controls 

implemented are also covered as part of the technical specifications [CEN/TS 419 261]. In 

particular, CTIE has implemented a risk management methodology in order to identify and 

implement proportionate technical controls to manage the risks posed to the security of the 

services. In particular, CTIE performs risk analysis at least on a yearly basis on CTIE’s critical 

activities and assets, including the services related to the Luxembourg eID scheme, and in the 

context of applicative projects involving high or critical assets in terms of confidentiality, 

integrity and availability. Proportionate technical controls are implemented as part of the risk 

treatment activities. As LuxTrust that issues the certificates of the eID card is a QTSP, sensitive 

cryptographic material used for issuing electronic identification means and authentication is 

protected against tampering and access to these material is restricted to the roles and 

applications strictly requiring access. 

4.1.7. Compliance and audit 

Auditing is covered by CTIE’s ISMS against the standard [ISO/IEC 27001]. 

Independent reviews of the information security management system are regularly performed 

such as internal audits, external audits of certification or external audits mandated by third 

parties The audits (internal or external) are performed by auditors who are independent from 

the audited activities. The internal audit is performed against the standards [ETSI EN 319 411-1] 

and [ETSI EN 319 411-2], [ETSI EN 319 401], [CEN/TS 419 261] as well as the legal requirements 

from the [eIDAS] regulation. 

LuxTrust and the stakeholders involved in its qualified trust services (including CTIE and InCert 

G.I.E.) are audited according to the eIDAS. 

In addition, the Luxembourg Minister for Home Affairs ensures the conformity of the 

registration and issuance services related to the eID card, and provided by the CTIE, the 
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communes, the diplomatic or consular missions, with the applicable national and European 

standards (cf. [R2015]). In this context, yearly audits are performed on a sample of Registration 

Authorities. 
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5. Conclusion 

Member States actively involved in in this peer review proclaim trust in the level of assurance 

of the Luxembourg eID scheme, Level of Assurance high, and that this eID scheme complies 

with Regulation (EU) N°910/2014 on electronic identification and trust services for electronic 

transactions in the internal market.  

The next step is for the peer review team to present the peer review report on the Luxembourg 

eID scheme for the Cooperation Network. After this presentation the Luxembourg eID scheme 

can officially be notified. 
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