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1 Executive Summary

Action Plan  area and specific action

This report supports Specific Action 4.1 of the ITS Action Plan.

Action Plan Area 4: Integration of the vehicle into the Transport Infrastructure

Specific Action 4.1: Adoption of an open in -vehicle platform architecture for the provision of ITS
services and applications, including standard interfaces

The challenge

There are many different European Union organisations, bo th in the public and private sectors, with

an interest in deploying ITS services involving in -vehicle equipment. The public sector interest has
increased in recent years, with new legal requirements for the deployment of several major pan -
European applicat ions involving such equipment. These deployments are facing significant
implementation barriers and progress has been disappointing.

As part of the ITS Action Plan, the European Commission is exploring further measures which could
facilitate the more rapi d deployment of multiple applications within the vehicle by different

stakeholders, by addressing the issues associated with in -vehicle architecture. The development of
suitable business models and security considerations also play an important part in the future
introduction of advanced location -based services.

The vision

It might be helpful to keep in mind what might the future look like for users if the various barriers
to implementation could be overcome?

The user w ould ideally face the prospect of a future in which he ¢ ould freely buy consumer -facing
applications, such as Infotainment, Navigation and Payment Service s, and connect these to any car
regardless of vehicle type or model. Wi t h t hi s fAconnectheseiapplcatignd & tduldr mo
seamless ly connect to the vehicle and make use of reliable and up -to-date vehicle information on

location, speed, payment, etc.

The users of commercial vehicles  could freely choose a certified Service Provider that would provide

as a minimum regulated application s, such as the digital tachograph and EETS, ensure compliance

with the rul es, and achieve good quality and effici
regarded as a service that enhances the productivity factor within the allowed framework of routes,

driving hours, etc.

Furthermore, the user could experience progressively new ways of being assisted with driving

through an increasing number of in -vehicle safety applications. Thi s fAembe

related applications would enable the car to com municate with other cars and the roadside
environment, to be aware of its surroundings and to provide the driver with the most suitable
support.

The study

This report contains the result of a study undertaken on behalf of the European Commission (DG
MOVE B4) to provide anin  -depth comprehension of the situation.

Review of existing knowledge and lessons learned

The study team  has reviewed: -
1 Eight EC funded projects working on in -vehicle platforms
1 Eleven EC funded projects which were application related
91 Four industry initiatives

Lessons learned have been grouped under: -
Technical architecture
 Business architecture
1  Security architecture

Technical architecture

There are many different technical architectures 7 indeed every project and initiative reviewed has

proposed a technical architecture to match their specific requirements. Some projects focus more

on the in -vehicle architecture, while others incorporate this into a wider architecture, including the

roadside, centr al and pot en-heldadubd ysysterpser sonal o (i . e. hand
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Some projects focusing on the vehicle platform are converging on the use of CALM, offering peer -
to -peer functionality between the vehicle subsystem and other sub -systems (whether in the same

or other vehicles) over IPv6. Such an approac h leads to the possibility of different agencies
providing the different components within the vehicle.

Other projects focus on the in -vehicle sub -systems and sensors, relying more on the CAN -bus for
communication. These are more likely to be proprietary to the vehicle manufacturers and thus
present obstacles when considering a unified in -vehicle architecture.

As a result of the lack of sufficiently standardised interfaces to in -vehicle systems, two approaches

to the technical architecture remain T one bei ng highly integrated to the vehicle, with devices

potentially line -fi tted during the vehiclesd manufacturing, and
autonomous, retro  -fit design (where sensors and devices like GNSS and GSM potentially are very

likely to be dup licated with existing built -in vehicle devices).

Business Architecture

Compara tively great er emphasis has been put in recent projects and initiatives on the technical
aspects of in -vehicle systems, with less focus on establishing and agree ing business arch itecture s
for cooperative projects. The EETS business model has created a strong preceden t, being
mandated in all Member States. In this model, EETS Providers provide a charging and payment
service tou sers on behalf of all Toll Chargers.

This model has been adopted and extended in the GSC project and has become part of the
GST/CVIS high -level role model. The model allows for  further market opportunities whereby there
may be many Service Aggregators  who offer (different) packages of servic es and provide them to
the Service Users using their own platform. Service Providers  would deploy their service to each of
the various Service Ag gregators.

However there are some significant limitations to the service model. Being mainly commercially
driv en, little consideration has yet been given to potential avenues for introducing public services

(like for example eCall) , e specially for the more safety critical applications (like those being looked
at in SafeSpot and COOPERS) which are not of suffic ient commercial attractiveness to end users to
support strong business cases .

A second important distinction for business architectures for in -vehicle platforms is the different
scenarios for commercial and private transport. Information flow and business require ments of
freight transport are fundamentally different from those of private transport, w here industry is
currently leaning more towards provision of value added service s, such as infotainment . It certainly
will need more investigations into the dif ferent business drivers of those two groups to establish
whether the same business architecture w ould be best suited for servicing both.

Security Architecture

The differences between public (sometimes also safety critical) and private requiremen ts on the
business architecture is made more complex by the different demands of freight and passenger
transport . Safety enhancing systems ( such as that researched in SafeSpot) or time - critical
emergency services ( such as eCall) will p lace a high priority on  the availability and integrity of
service, thus increasing the cost of the requirements on the technical architecture. Commercial ly
driven consumer applications and services may deem authentication and confidentiality as more

important, and be less stringent o n integrity or availability (which may even become optional for

some business cases), hence minimising the cost of the requirements on the technical architecture.

The main challenge for establishing an agreed security architecture for a standardised in -vehicle
platform therefore remains in consolidating business cases and business models for regulated and
consumer applications, projects such as EVITA and OVERSEE are contributing to solving this
challenge. If no agreement can be reached then security conside rations may make the introduction

of parallel (even if very similar) platforms necessary T as can currently be observed in reality.

Legal provisions and requirements

The study has considered the approaches taken for: -
1 Digital tachograph

eCall

EETS

Transpor t of Dangerous Goods

= =4 =4 =1

Transport of Livestock
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The deployment of these in-vehicle ITS and safety systems result from different legislative routes
followed by the European Commission.

The implementation approach chosen for the Di gital Tachograph  has to date b een the most
successful in terms of the proportion of concerned vehicles equipped. The regulation mandate s that
the Digital Tachograph shou Id be fitted to all new vehicles registered after 1 ' May 2006 . As there
was no requirement for the retrofitting to e xisting vehicles, it is anticipated that it will take over 10

years for the target vehicle fleet to be equipped. The Digital Tachograph legislation could provide

an implementation path for an in -vehicle platform for ITS for Commercial vehicles - the techni cal

requirements could be amended to require specific support for additional ITS applications.

The business model for EETS could become the basis for delivery of other services. However, there
is no requirement for vehicles to be equipped with EETS and the refore the extent of takeup is as
yet unknown.

The most ambitious initiative is the implementation of eCall in all vehicles - the Commission has
been trying for the last six years to get stakeholder agreement to implement eCall in Europe. The
Commission is now considering mandat ing eCall in all new vehicles from 201 4 onwards . If a
mandated introduction of eCall in all new vehicles is agreed then this could provide the basis for

the implementation of an in -vehicle platform for ITS applications.

To summaris e, the Digital Tachograph has a wide implementation but does not have a suitable
specification or business model, EETS has a suitable business model but no specification or
deployed base as yet, and eCall is still not agreed.

In -vehicle applications

The study has prepared an inventory of 20 in -vehicle applications. A  pplication information is
provided in the report on the applicable legislation, governance and certification, stakeholders and
organisational framework, an overview of the global system archit ecture, system modules and
functions, and specifying sensor, interface, application data, data communication, security
architecture, data storage, and in -vehicle processing requirements for each of these

The inventory of applications shows that in -vehicl e applications vary considerably in terms of
organisational and functional requirements, stakeholder roles and interests, market volume and
maturity.  Cross -correlation of the requirements indicates two main differentiators:

1. The level of regulation
2. The targeted market; private vehicles, commercial vehicles, or both

In -vehicle applications have similar functional requirements. Most need some form of positioning,

data communication, data storage, and identification of vehicle or driver. This indicates that
significant symbiosis could be achieved by adopting a common open in -vehicle architecture.

However, it is important to realise, that the deployment conditions can create contradicting
requirements. Regulatory applications in general require secure positio ning, fraud -proof data
storage and communication for relatively small markets, often geographically fragmented on a
Member State basis . Regulatory applications also are likely to  require product life cycles which are
often aligned with vehicle life -cycles.

Commercial applications for private cars can only be successful if the unit price is proportionate to
the perceived benefits and the equipment and applications have life cycles calculated in months

rather than years. This market is dynamic, leading to a ¢ ontinuous stream of innovations in
hardware, software, content and applications.

Regulation o n the in -vehicle equipment may hamper the development of commercial mass -market
applications. In order to achieve a multiplication (or wide  -variety) of in -vehicle applications, it is

essential to keep these differences in mind and to carefully balance the interests of stakeholders in
the four market segments.

Business models

A number of business models are used in the different in -vehicle application market segmen ts.
These are:

1. Sponsoring

One - off unit price

Subscription

Pay-per -use

oM LD

Advertising

Happ \ Trans ‘
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The market of in  -vehicle applications is currently divided into separate market segments. Although
market developments are difficult to predict, it is certain that there wil | remain a clear separation
between the under -the -hood and on -the -dashboard segments.

Key players in the under -the -bonnet segment will remain car manufacturers, OEM suppliers and

public Regulators. Devices and applications in this segment require long lif e cycles and high
reliability.

The on -the -dashboard segment will continue to be dominated by private business and consumer
demand. This segment of fast moving consumer goods will continue to experience rapid growth

and short innovation cycles. On-the dash board devices should follow the recommendations of the
ESoP.

The segmentation of the market does not stimulate the develo pment of interoperability. All

segments would however benefit from increased interoperability. Standardisation and policy
development ¢ ould drive these developments.

Recommendations
The study presents the following eight recommendations to the European Commission

Recommendation 1: Steer the industry initiatives and
encourage the development of standards on wired

and wireless data communication between

components and devices within the vehicle.

1

This would provide the technical basis for both OEM and
nomadic devices to be connected to any vehicle make and
enable the driver to switch devices or vehicle without problem.

Recommendation 2: Encourage the development of standards on
E],: powering and mounting of nomadic devices within the vehicle.
The European Commission is recommended to encourage the development

1 Physical mounting of nomadic devices
1 Powering solution

i Wired and/or wireless data connection (giving access to generic
services and other in  -vehicle devices)

i Audio connectionto in  -car stereo

Q of standards on
\ /)=
>

O =

Recommendation 3: Encourag e the development of

standards on generic in -vehicle services for the @
provision of reliable and up -to - date basic vehicle A
information (e.g. location, speed, date and time, etc.)

by certified in -vehicle sensors and receivers.

The European Commission is recommended to encourag e the development of standards on generic
in-vehicle services that includes reliable and up -to -date basic vehicle information related to, among
others:

q Location/GNSS

q Speed/accelerometer

q Date and time

q Vehicle ID

] DSRC

1 Communication acc ess

1  Payment

Recommendation 4: Use the opportunity of the revision of

the tachograph specification (Council Regulation (EEC) No
1360/2002) to define the digital tachograph as essential

core telematics element in the ITS station of the vehicle

0_' concerned

' OEM - Original Equipment Manufacture

Happ \ Trans ‘
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The revision of the tachograph specification provides an opportunity for the European Commission
to tackle the present disadvantages and to define the digital tachograph as the core telematics
element in a (heavy) vehicle.

Recommendation 5: Use the opport  unity to Du_j’_fd tackograph

consolidate  the regulatory framework and CETS

operational set -up in order to better align the

governance across different (regulatory) eCall

telematics measures, such as the Digital Q

Tachograph, EETS and eCall.

We recommend that the European Commission stream lines the regulatory framework and
operational set -up in order to improve the alignment of the governance across different
(regulatory) telematics m easures for (heavy) vehicles (as a minimum: digital tachograph, EETS

and eCall).
Recommendation 6: Consider a services model for
regulatory applications and investigate whether
<, : applications, such as Digital Tachograph, EETS and eCall,
' can be migrated to a services model.

Recom mendation 7: Leave the implementation of eCall to the industry and not mandate
eCall as an open platform for other applications.

A services model is good for competition and promotes the
Service Provider market, which will result in cost -effective
service provision for the user.

A services model only needs to define the content and quality of
the required data must be specified. T he Service Provider would
then have the freedom to provide a cost -effective solution

We recommend that the European Commission leave s the eCall implementation to the industry and
does NOT to advance further standardisation for specifying eCall as an open in -vehicle platform for
other applications

3 Recommendation 8: Create a supportive environment without
@ ﬁ:ﬁ.‘% any infrastructural, legal or institutional obstacles for the

Y/ {;_-—‘7 industry  (vehicle manufacturers, s ervice providers, road
@ QTQ oper at o)rtmtéallows for a stepwise introduction of co -
~

operative systems.
0’/:0‘ We recommend that the European Commission leave s the technical

development of co -operative systems to the car industry, but to create a supportive environme nt
without any infrastructural, legal or institutional obstacles for the car industry that allows for a
stepwise introduction of co - operative systems.

F :Nl.}L..H\|HZ.II\IIH|"‘IIt‘Trans \
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2 Introduction

2.1 Rationale and Aims of the Study

The use of Intelligent Transport System (ITS) components or systems are stipulated in several
existing or planned legal acts and voluntary agreements applicable to European commercial and/or
private vehicles. Examples include provisions on the transport of dangerous goods and live

animals, the digital tachograph, electronic toll collection and eCall. So far most of these acts and
agreements have evolved independently of each other, so there has been little synergy even when

needs are similar.

These ITS components or systems are generally confronted with similar bar riers regarding their
implementation or enforcement in vehicles, such as:

1 legal aspects: security/privacy, data protection and authentication;
1  migration: progressive retrofitting of existing fleet and infrastructure with new technologies;

1 harmonisation nee ds: if left to subsidiarity, the may be large variability between Member
States & i mpl ementati on of such applications;

1 lack of standards and technical specifications: interoperability, security, protection against
fraud/ abuseé

1 international aspects regardin g non -EU countries and agreements/conventions.

An open in -vehicle platform architecture is expected to enable  such barriers to be addressed in a
coordinated manner . The platform would need to cater for both mandatory (enforced by legislation)

and commercia | applications, and be  subject to international technical standard s. According to the
sensitivity of an application, data storage and exchange may require built -in protection and
labelling mechanisms.

A streamlining and integration of these and other appli cations within a comprehensive open -system
architecture is expected to result in better efficiency and reusability, reduced costs and enhanced
extensibility and scalability, enabling fAplug and playo
utilising adv anced GNSS positioning and timing services, including those found in nomadic devices.

This open system architecture would be implemented in an open in -vehicle platf orm, ensuring
interoperability/ interconnection with infrastructure based ITS systems and fac ilities. With this

modular approach, additional functionalities could be progressively integrated for in -vehicle safety,

personal mobility, logistics support and access to multimodal information and possibly electronic

vehicle identification, and allowing safer HMI.

It may be appropriate to introduce this platform in to commercial vehicles first. Positive reactions
from professional users would speed up the uptake of integrated ITS applications in private

vehicles, therefore stimulating a Europe -wide market for OEM and after -market in -vehicle products
and services. On the other hand, the introduction of the pan -European in -vehicle emergency call
service, "eCall", may foster the introduction of this platform in vehicles of category M1 and M2 2,

The development of vehicle -to-vehicle (V2V), vehicle -to-infrastructure (V2I) and infrastructure -to-
vehicle (I2V) co-operative systems is also progressing rapidly, and needs to be further promoted.

Adoption of an open in -vehicle platform architecture for the provision of ITS services and
applications, including standard interfaces, is among the actions proposed in this respect.

2.2 Terms of Reference for this study

In view of the future definition of an open in -vehicle platform architecture, the contractor for this
study was a sked to :

1. Check existing knowledge, R&D, identify and analyse available results of relevant studies,
projects (like GST [Global System for Telematics], UOBU [Universal On -Board Unit],
cooperative systems [COOPERS, CVIS, SAFESPOT], intelligent cargo systems [EURIDICE]
Monitoring the Implementation of the Digital Tachograph [MIDT], SMART digital tachograph,
etc.), eSafety Working Group on Service Oriented Architecture (S OA) on main findings,
achievements and proposed operational/ institutional frameworks

2. Liaise with the EC Joint Research Centre. The JRC has expertise in key issues like:

1 the digital tachograph (implementation: standardisation, type approval,
interoperability, harmonisation);

2 UNECE vehicle classes. Vehicles not exceeding 5 tonnes used for the carriage of passengers

Happ \ Trans ‘
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1 transport of dangerous goods;

1 transport of animals and animal welfare in long journey;

1 data securing and encryption techniques;

1 technologies for GNSS applications and vehicle communications.

3. Analyse and assess legal provisions and requirements resorting from existing legislation
including their impact on (data) security and privacy of data 1 in order to identify and
document core elements, possible common specifications and a suitable architecture;

4. Establish the detailed state of play on (system) architecture, technical progress, ongoing
standardisation works; assess the dif ficulties facing the definition of a standard open in -vehicle
platform architecture and the possible time frame for required standard development;

5. For Commercial vehicles:

a. Analyse and assess legal provisions and requirements resorting from existing legisla tion
for the most likely candidate applications: electronic tolling, eCall, transport of
dangerous goods and live animals and digital tachograph. This will include their impact
on (data) security and privacy of data T in order to identify and document core
elements, possible common specifications and a suitable architecture, possibly enabling
commercial applications (value added services) to be jointly delivered.

b. Identify the modules and their expected functionalities which should be reflected in the
propo sed (functional, technical, communication, system) architecture. This should
include sensor requirements, interfaces and security architecture.

c. With a view to ensure concurrent deployment of regulatory and non -regulatory
applications on the openin  -vehicle platform, propose:

- business architecture that allows for a secure delivery of both types of application S.
The architecture shall include governance aspects as well as commercial aspects

- an appropriate security architecture allowing this concurrent deployment without
risk of interference.

6. For the private car market:

a. ldentify applications that most likely will be delivered by the in -vehicle platforms. Focus
shall be on general traffic related applications, such as traffic information services but
also safety related applications and cooperative systems -based services.

b. Identify the modules and their expected functionalities which should be reflected in the
proposed (functional, technical, communication, system) architecture

7. For both commercial vehicles and private car market, assess the risks factors associated with
mul tiple applications sharing a common platform. Identify existing similar situations and
evaluate portability of adopted solutions.

2.3 Structure of the report

The purpose of this report is to inform the European Commission on the action s foreseen inthe ITS
Action Plan relative to the definition of an open in -vehicle platform architecture for the provision of

ITS services ; and to present visions and proposals for the European Commission to take the work
forward .

Following the introduction in chapter 2, the repor t provides (in Chapter 3) a state -of-the -art review
of in -vehicle architectures within various relevant studies and projects. Chapter 4 analyses and

assesses legal provisions and requirements res ulting from existing legislation . A comprehensive
overview of in-vehicle applications is given in chapter 5, including an application grouping
according to similar  technical, organisational and business case requirements relative to the open

in-vehicle platform.

Chapter 6 identifies  conditions, restrictions and suc cess factors for the development of an open in -
vehicle platform resulting from current market conditions and future market developments. The
report offers potential platform architecture approaches in chapter 7. Five levels of platform

specification are in troduced to emphasise that the term platform is not restricted to a mere

technical device or computing platform . The levels of platform specification range from a physical
sensors and interfaces level to a business and service provision level. Chapters 8 a nd 9 summarise
the findings of the previous chapters for commercial vehicles and private vehicles respectively.

The last chapter (chapter 11) describes a vision of an in -vehicle platform architecture when the
recommendations are fulfilled.

Happ \ Trans ‘
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3 State of the Art Review

This section gives an overview of the findings on in -vehicle architecture(s) within various relevant
studies and projects. For each of them a brief overview will be provided to establish the context,
descriptions of the architecture(s) in use are g iven in Annex 1: Relevant Projects

3.1 Platform related EC Funded Projects

3.1.1  Cooperative Vehicle - Infrastructure Systems (CVIS)

The CVIS project create  d a unified technical  solution to allow all vehicle and infrastructure elements

to communicate with each other. The CVIS open architecture comprises central, handheld, roadside

and vehicle subsystems. In the technical architecture transparency between the communications
layer and the application layer s provided by a middleware layer.

This architecture was successfully demonstrated in form of a multi -channel terminal capable of
maintaining a continuous Internet connection over a wide range of carriers.

3.1.2  European Field Operatio nal Test on Active Safety Systems (euroFOT)

The EuroFOT project is establishing a comprehensive, technical, and socio/economic assessment
programme for evaluating the impact of intelligent vehicle systems on safety, the environment and

driver efficiency.  The project is assessing several technically mature systems using vehicles that

include both passenger cars and trucks. A variety of intelligent vehicle systems (IVS) are being

tested on a large scale in real driving conditions. Some 1500 IVS -equipped vehi cles will be tested
on roads across Europe over the course of one year

EuroFOT has just entered the active testing stage, hence lessons learned are expected to become
available over the year.

3.1.3  E-safety vehicle intrusion protected applications (EVITA)

The objective of the EVITA project is to design, verify, and prototype an architecture for
automotive on -board networks where security -relevant components are protected against
tampering and sensitive data are protected against compromise when transferred insi de a vehicle.

In July 2010 the project published a specification for a secure on board architecture and will
develop a protype demonstrator. The project is expected to be completed in June 2011.

3.1.4  GNSS Enabled Services Convergence Project (GSC)

The GSC project analysed and summarised the GST roles as Service Generator/Provider, Service
Aggregator and Service User in the context of the CVIS architecture. It is based around the idea of

an open market for services, based on content delivery, service deployment, service provisioning
and service execution. This concept has been tested within the RCI project and is embedded in the

EETS business model . GSC, however, al so provided
model, where the service aggregat or hosts all services, whereas the service generator is
responsible for creating a contract with the service user, leading to a multiple contracts, multiple

invoice scenario.

The GSC project is expected to conclude in February 2011, with the above mentione d role and
business model being  already presented as interim findings

3.15 GST

GST6s vwas itoccreate an open environment in which innovative telematics services can be
developed and delivered cost  -effectively. It comprise  d of four technology -oriented sub -projects and
three service -oriented sub -projects. Each of them investigated potential architectures, that

typically comprise of the following entities: - vehicle, telematics control unit, client systems
management, service centre and authentication & autho risation entities.
In GST the communication between entities was based on a simplified OSI layer model, using IEEE

802.11p and IPv6.

Happ \ Trans ‘
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3.1.6  Monitoring of the Implementation of Digital Tachograph (MIDT)

The MIDT project aims to support concrete implementation meas ures for the introduction of the
digital tachograph in all Member States of the European Union (EV), the European Economic Area
Countries and non EU -AETR Countries. The MIDT Platform has been set up in order to inform on

the introduction and use of the dig ital tachograph and to support all stakehol ders to implement
Regulation (EE C) no. 3821/85.

Even though the Regulation allows for the Digital Tachograph platform to be used for other
telematics services and applications, the currently deployed approx. 1m un its do not offer such
additional functionality.

The legislative experience with the Digital Tachograph has shown that the Regulation required a
number of amendments over time to allow for lessons learned during the early implementation
phase.

3.1.7 Openvehicula r secure platform (OVERSEE)

The overall goal of OVERSEE project is to contribute to the efficiency and safety of road transport
by developing the OVERSEE platform, which will provide a secure, standardized and generic
communication and application platform for vehicles.

The idea of OVERSEE can be split in three main parts:
1. The open platform for the execution of OEM and non OEM applications,
2. the secure single point of access to
3. internal and external communication channels.

The project started in January 2010 and is scheduled to be completed in June 2012 and is expected
to develop open vehicular IT platform that provides a protected standardized in -vehicle runtime
environment and onboard access and communication point.

3.1.8  Universal On -Board Unit (UOBU)

The UOBU project concluded with a proposal for a platform that provides a minimum location, time,

vehicle identification, power and communications through a common in -vehicle interface. Its design
is open, cooperative, simple, secure and provides a framework f or adding systems and services in
a structured way later.

The UOBU project highlighted the need for platform interoperability and integration to support
business cases for ITS applications, as well as options to consider on achieving installation of the
UOBU platform on HGVs and LVs in Europe.

3.2 Application related EC Funded Projects

3.2.1  CO-OPerative SystEms for Intelligent Road Safety (COOPERS)

The COOPERS project was to define, develop and test new safety related cooperative systems,
equipment and applications using two -way communication between road infrastructure and
vehicles. The COOPERS architecture includes a COOPERS service centre, a Traffic Control centre,
roadside units and the in ~ -vehicle subsystem.

COOPERS has successfully demonstrated the viability of the CVIS architecture in a prototype
implementation using existing components.

3.2.2  Extend FRAMEwork architecture for cooperative systems (E -FRAME)

E-FRAME is a Support Action project that will provide support for the creation of interoperable and

scalable Cooperative Systems throughout the European Union. Among the principal objectives of

the E -FRAME project are the extension of the European ITS Framework (FRAME) Architecture to

include Cooperative Systems and to show how the Extended FRAME Architecture can be used to
develop and implement Cooperative Systems in Member States, regions and projects.

The system requirements for the COOPERS, CVIS and SAFESPOT integrated projects have already
been collated into a set of combined requirements in the format of the FRAME User Needs, thus
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proving the concept of the Extended FRAMEwork architecture.

3.2.3  E-Safety Working Group on Service Oriented Architecture

The e-Safety SOA working group analyses the potential benefits of SOA in the e - Safety
environment and applications, focussing on non -technical, business oriented aspects such as
service types, main obstacles and identifying the best approach for introducing services SOA can

offerto e -Safety.

3.24 EURIDICE

EURIDICE is building an information services platform centred on the individual cargo item and on

its interaction with the surrounding environment and the user. It hence makes some abstractions

regardingin -vehi cle devices, reducing them into reprelD€EBt ati ons
is cargo and not vehicle centred, little detail is available on in -vehicle architecture considerations.

Communications are based on a secure peer -to - peer network.

EURIDICE thus demonstrates that the requirements, needs and views of the freight industry are
fundamentally different from tho se of personal/passenger transport.

3.25 iMplemENtation of GNSS tracking & tracing Technologies fOR EU regulated
domains (MENTORE)

The key objective of MENTORE was to demonstrate the added value of EGNOS and GALILEO at the
service of tracking and tracing applic ations. Capitalising on the results of previous European
initiatives and using existing tracking technologies, MENTORE will help achieving a shared
understanding of the regulatory and technological enablers supporting the widespread usage of
GNSS as a tool to monitor and control the position of objects for safety, efficiency and traceability
purposes.

In a final demonstration MENTORE showcased that their solution, using EGNOS Commercial
Service, provides position guarantee and enhanced availability.

3.2.6  Prepara tion for Driving implementation and evaluation of C2X communication
technology (PRE  -DRIVE C2X)

PRE-DRIVE C2X develops an integrated simulation model for cooperative systems that enables a

holistic approach for estimating the expected benefits in terms of s afety, efficiency and
environment. This includes all tools and methods necessary for functional verification and testing of
cooperative systems in laboratory environment and on real roads in the framework of a field
operational test. PRE -DRIVE C2X is part of the COMeSafety architecture task force and transferred

the COMeSafety architecture description into a detailed specification.

PRE-DRIVE C2X put special focus on all key aspects related to security, privacy and identity
management.

3.27 PReVENT

The Integrated Project PReVENT was designed to contribute to road safety by developing and

demonstrating preventive safety applications and technologies. Preventive safety applications can

help drivers to avoid or mitigate an accident through the use of in -vehicle syste ms which sense the

nature and significance of the danger, whil e taking the ¢
investigated a range of sensing, positioning and communication technologies integrated in safety

applications.

While integrated sensors supp  ort preventive safety applications well and are almost ready for mass
market, co -operative in -vehicle systems have been found to be technologies reaching further into
the future.

3.2.8 SafeSpot

The SafeSpot project was setup to understand how intelligent vehicle s and intelligent roads can
cooperate to increase road safety. I't aims to help prevent
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Margin Assistanto that detects in advance potentially dan
space and ti meo d r i ofe thes Surroundirg r eeviranment. It applies the CVIS
architecture to this context.

SafeSpot highlighted the need for a dedicated frequency band for safety critical V2V and V2|
communications in the 5.9 GHz range.

3.29  SeCUring the EU GNSS adoption in the dangero us Material transport (SCUTUM)

SCUTUM is a European Research & Development project, aimed at a wide adoption of Satellite
Navigation EGNOS/Galileo based technology and services for the safe hazardous goods transport
management. It plans to develop products and services ready for the commercial market. The
outcomes of the SCUTUM trials support the launch of a technical standardisation, and an
institutional validation, concerning the use of GNSS for dangerous goods transports management.

SCUTUM has recently s tarted and is expected to learn from enhancing existing solutions to use
EGNOS Commercial Service.

3.2.10 Traveller Information Services Association (TISA)

The Traveller Information Services Association (TISA) was established to ensure an international

framework  for market -driven, coordinated, proactive implementation of traffic and travel
information services and products based on existing standards such as RDS -TMC and TPEG. It also
works towards the development and deployment of future standards and services. Tl SA addresses
traffic and travel information via TMC and TPEG, and also the development of any other supporting
technologies. The travel information 'service chain' involves data collection, analysis and prediction,

location referencing, the use of broadcas t or other 'bearer' technologies and new and innovative

ways of presenting and interacting with travel information. All these technological aspects are

inside the scope of TISA's technology work.

TMC and TPEG demonstrate how capitalising on existing infras tructure and devices, combined with
standardisation of protocols, can help introduce wide -spread ITS applications.

3.2.11 Vehicle -to-Vulnerable road user cooperative communication and sensing
technologies to improve transport safety (WATCH -OVER)

WATCH-OVER examin ed the detection of vulnerable road users in the complexity of traffic
scenarios in which pedestrians, cyclists and motorcyclists are walking or moving together with cars

and other vehicles. The project carried out Research and Development activities with the aim to
design and develop a cooperative system for the prevention of accidents involving vulnerable road

user in urban and extra -urban areas. WATCH -OVER investigated the viability of short -range
communication technologies for cooperative safety systems . It fed its results into the wider
framework of SAFESPOT.

3.3 Industry Initiatives

331 AutolLinQE

Continent al Aut omoti ve introduced Aareénd lvehiol€ Eonnectivity a n open,
pl atfor m. AutoLinQE is based on the Andr oi daf opergiegn sour ce
system as well as versatile software set for mobile devices. Continental has made available the

AutolLi nQE Software Devel opment Kit, enabling Androi dE deve
are plans to create an application certification pro cess to ensure application conformance to

established safety standards. Certified applications will be available to download via an Application
Store.

AutoLinQE is capitalising on e xirasspdrtfied (telezmns)nospeedup from a no
develo pment and proliferation of its system concept.

3.3.2  AUTomotive Open System ARchitecture (AUTOSAR)

AUTOSAR is an open and standardised automotive software architecture, jointly developed by
automotive manufacturers, suppliers and tool developers. It aims to esta blish a de -facto open
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industry standard for an architecture to host automotive applications.

AUTOSAR is an attempt within the automotive industry to agree a line -fitted standardised platform

supporting their defined software architecture. This approach ena bles more reliance on and ¢
integration with in  -vehicle sensors and systems than the retro -fit devices approach.

3.3.3 GENIVI

loser

GENIVI is a non -profit industry alliance with over 90 industry members, committed to driving the

broad adoption of an In  -Vehicle In fotainment (V1) reference platform. The GENIVI Alliance was
officially launched in March, 2009 starting a new cooperation among vehicle manufacturers,

suppliers and technology providers to streamline the development and support of In -Vehicle
Infotainment  or IVI products and services.

GENIVI is developing a reusable, open source VI platform. And its mission is to drive the broad

adoption of an open source development platform by aligning automotive OEM requirements and

delivering specifications, reference implementations and certification programs that form a
consistent basis for further open source and ISV development.

3.3.4  Next Generation Telematics Protocol (NGTP)

The NGTP is a new approach introduced by a cooperation between BMW, Connexis and WirelessCar

to introduce a telematics protocol that is based on a standardised and highly flexible infrastructure.

It is a technology -neutral protocol (allowing for different carriers like UMTS, WiFi, VolP), that is

divided into three main segments I the dispatcher,the vehi cl eds telematics u
service providers.

With TMC and TPEG and ETSI standardisation efforts in mind it will be interesting to see how NGTP

will be accepted by in  -vehicle device manufacturers or the wider automotive industry.

3.35 Nomadic Devices Forum

To address the challenges of the integration of nomadic devices into vehicles the Nomadic Device

Forum (NDF) was established by the Adaptive Integrated Driver -vehicle Interfac ( AIDE) integrated

project (6th  Framework Programme , eSafe ty Strategic Objective, co  -funded by European
Commission ) to bring together representatives of the key stakeholders involved.

The aim of the Nomadic Devices Forum is to constitute a cross -sector working group to deal with
all aspects of safe, effective an d user -friendly nomadic device integ ration and use in the vehicle.

The aims of the Forum are as follows:

1 act as European consensus platform to reach cross -sector agreement on issues relating to
nomadic device safety, technical harmonisation, in -vehicle in tegration and deployment

1 define the principles for managing nomadic device -vehicle information exchange via a
"Smart Vehicle -Device Interface"

I address key issues for nomadic devices, including specifications for in -vehicle
docking/integration and install ation, standardisation of interfaces and guidelines for
nomadic device HMI and safety

1 identify requirements for new work items in the appropriate standardisation bodies

1 act as a bridge between the eSafety research projects on nomadic device issues and al SO
between Europe and the rest of the world

1 provide advice to the EC and support AIDE and other projects' work on nomadic devices
issues

3.4 Lessons Learned

3.4.1  Technical Architecture

Whilst naturally every research initiative and every project has come up with technical
architectures to specifically fulfil their requirements, a certain set of comm onalities exists.

On the highest level of abstraction, typically four entities/sub -systems feature in the technical
concepts:

n
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1 vehicle ITS sub -system; in cars, trucks, e tc.,

1 roadside ITS sub -system; on gantries, poles, etc.,

1 central ITS sub -system; part of an ITS central system,

1 personal ITSs ub-system;inhand -held devices.

Each of these ITS sub -systems contains a so -called ITS station, i.e. the functionality described by

the ITS station reference architecture - see section ITS Communications Architecture in Annex 1

(Page 114). The functionality of an ITS station may be implemented in a single physical unit or in

several physical units . Some projects focus mainly on the vehicle sub -system, whilst  on the other

extreme , EURIDICE, for example, treats several components of all the above sub -systems

conceptually as individual inodes 0. However it is of high i mpor-tance to

vehicle architecture or ITS station in isolation, but to e nsure it fits into the context of a wider
architecture.

For those projects focussed more on the vehicle platform, often great emphasis has been put into

the communications link(s) between vehicle -subsystem and other sub  -systems (or other vehicles).
For thi s purpose it seems that the CALM approach is becoming the most widely accepted, offering

peer -to-peer functionality over IPv6, whilst keeping the communications layer transparent to
applications through a middleware layer. Of course GSM/GPRS and G3 communi cations continue to
be relied on as a n available commodity  in most concepts.

The second layer of abstraction within the in -vehicle systems typicalllostis put k
vehicledo and t he ( mo s 4vehigle systemp and esénsors ythemselves. H ere the

concepts rely on the CAN -bus mostly, whilst introducing (typically purpose made prototype)

communication gateways for collecting vehicle data. It has to be not ed that this additional

abstraction layer and the resulting interface so far has received less attention and publicity than

CALM on the other end; vehicle manufacturers often introduce proprietary platforms, and hence it

may remain a large obstacle for establishing a unified technical architecture and technical

standards. The so far most promi sing approaches to this problem are the GST and the AUTOSAR

initiatives.

As a result of the lack of sufficiently standardised interfaces to in -vehicle systems, two approaches

to the technical architecture remain T one being highly integrated to the vehicle , with devices

potentially line -fi tted during the vehiclesd manufacturing, and th
autonomous, retro  -fit design (where sensors and devices like GNSS and GSM potentially are very

likely duplicated with already built -in vehicle dev ices). Lack of in -vehicle standardisation means

that even seemingly trivial interfaces like a power connection can become a n obstacle for retro -fit

devices, often | eaving the cigarette I|ighter as the only
universal ly rely on. On the basis of this experience, future scenarios will quite likely b e receptive to

arguments about antenna placement and sharing

3.4.2 Business Architecture

Whilst compara tively great er emphasis has been put on the technical aspects of in  -vehicle s ystems,
less focus has been put on establishing an agreed business architecture in cooperative projects.

With the EETS business model, however, a strong preceden t has been created, where EETS
Providers charge Users on behalf of Toll Chargers. This model ha s been adopted also in the GSC
project and has become part of the GST/CVIS high -level role model.

Inth e GSC model there are three main roles:
Service User

1  Service Aggregator

Service Provider

The model allows for an open market for servicing Users, where Service Providers are responsible
for service deployment (to Service Aggregators) and service execution (with Service Users), while
the Service Aggregators consolidate services on a platform and provide them to the Service Users.

In the EETS context this w  ould mean for example that EETS Providers (who, at least during the

take -up phase of EETS, will quite likely provide and be responsible for the EETS on -board
equipment) are acting both as Service Providers and as Service Aggregators (potentially
introducin g additional telematics applications and services through their in -vehicle platform, either
by themselves or from3 ™ parties) , and intermediating between its two distinct user categories: the

Toll Chargers and the tolled road user
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Service Providers can  be integrated or the model described can be further extended through the
addition of the role of Content Providers, who would deliver content to the Service Providers. This
can be seen as a very similar business concept as the one introduced by the Enterta inment

I ndustry in cooperation with Applebés i Phone / i Pod onlin

entertainment content. This idea also seems to be
where automotive suppliers are working on jointly developing a standardised open in -vehicle
platform for telematics applications.

However there are some significant limitations to the breadth of investigations carried out under
the abovementioned model. Being mainly commercially driven, little consideration has bee n given
to potential avenues for introducing public services (like for example eCall) , € specially for the more
safety critical applications (like those investigated within SafeSpot and COOPERS) which are not of
sufficient commercial attractiveness to suppo rt strong business cases.

A second important distinction for business architectures for in -vehicle platforms is the different
scenarios for freight and private transport. As EURIDICE has shown, the views of the freight
industry tend to become more cargo -centric, with road freight transport (and the vehicles used for

this purpose) becoming more of a conduit. Information flow and business requirements of freight
transport thus are fundamentally different from those of private transport, where industry is

cur rently more leaning towards provision value added service s, such as infotainment

It certainly will need more investigations into the different business drivers of those two groups to
establish whether the same business architecture w ould be best suited fo r servicing both.

3.4.3  Security Architecture

The abovementioned differences between public (sometimes also safety critical) and private
requirements on the business architecture, is made more complex by the different demands of
freight and passenger transport . This become s immediately apparent when investigating the
security architectures for in -vehicle platforms. While for all models the underlying assumption still

remains that the driver is fully responsible for piloting a vehicle, safety enhancing systems ( such as
that researched in SafeSpot) or time -critical emergency services ( such as eCall) will p lace a high
priority on  the availability and integrity of service, thus increasing the cost of the requirements on

the technical architecture. Commercial ly driven private applications and services may deem
authentication and confidentiality as more important, and be less stringent on integrity or
availability (which may even become optional for some business cases), hence minimising the cost

of the requirements  on the technical architecture.

Security considerations then also lead to different options for security architectures of in -vehicle
platforms:

1 Closed, purpose built system and security architecture

1  Open, yet procedurally regulated system and security archi tecture

1 Open system and unregulated security architecture

Currently the digital tachograph is an example for a closed, purpose built system with a rigid

security architecture. Generally such platforms typically only support one, and rarely two
applicatons and are inflexible to change. However their

to the corresponding threat scenarios and can be heavily relied on, even for safety critical
applications.

favour ec

securit:

As an example of an open, yet procedurally regulated platform and security architecture, the

concept of the UOBU can be mentioned. There the security
against a defined set of hazards, making it possible to rely on the platform in similar ways as in the

above example. The differen ce t hough i s that since the technical arch
framework of processes is required (in the business architecture) to support and adapt the security

architecture when new requirements (and applications) are added. The AUTOSAR architectu re and

the GST role model could be embedded in such a framework, requiring Service Providers to go

through a certification process for applications before they get published or accepted by Service

Aggregators.  Such an approach would be somewhat similar to what is witnessed with personal

computers, where Service Providers can benchmark their products with the Service Aggregators
compatibility requirements.

The third, open system and security architecture is currently only used in ICT within the Open
Source ¢ ommunity. Due to the uncertainties regarding liabilities it is seen as an unlikely candidate
for a security architecture for in -vehicle platforms.
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The main challenge for establishing an agreed security architecture for a standardised in -vehicle
platform th erefore remains in consolidating public and private sector business cases and business

models. If no agreement can be reached then security considerations may make the introduction of

parallel (even if very similar) platforms necessary T ascancurrently b e observed in reality.

35 Standards

International standardisation of ITS is overseen by  CEN, ISO and ETSI. Those organisations work
partly in parallel, partly in joint working groups. For particular information regarding the work
programme and the produced w ork, the websites [1], [2] and [3] of those organisations can be
consulted.

351 CEN/TC 278
The scope of CEN/TC 278 Road Transport and Traffic Telematics is defined as follows [1] :

isStandardisation in the field of telematics to be
those elements that need technical harmonisation for intermodal operation in the case of other
means of transport. It shal | support:

1  vehicle, container, swap body and goods wagon identification,

communication between vehicles and road infrastructure,

communication between vehicles,

1 in-vehicle human machines interfacing as far as telematics is concerned,

1 traffic and parking ~ management,

1 user fee collection,

1 public transport management,

f user information. o

In particular the following Working Groups are active in the context of in -vehicle ITS:

1 CEN/TC 278/WG1 Electronic Fee Collection (see ISO TC204 WG5)

1 CEN/TC 278/WG2 Freight and Fleet Managem ent systems (see ISO TC204 WG7)

1 CEN/TC 278/WG3 Public Transport (see ISO TC204 WG38 )

1 CEN/TC 278/WG4 Traffic and traveller information (see ISO TC204 WG10)

T CEN/TC 278/WGS8 Road traffic data

1 CEN/TC 278/WG12 Automatic Vehicle Identification and A utomatic Equipment Identification
(joint with ISO TC204 WG4)

T CEN/TC 278/WG13 Architecture and terminology (see ISO TC204 WG1)

1 CEN/TC 278/WG14 After theft systems for the recovery of stolen vehicles

1 CEN/TC 278/WG15 eSafety

1 CEN/TC 278/WG16 Co -operative sy stems (see ISO TC204 WG18)

3.5.2 ISO/TC 204

ISO TC204 comprises the following working groups which are in particular active in the area of in -
vehicle ITS:

WGL1 Architecture

WGL1 is preparing standards related to information and methods to be shared within the ITS
sector &8 common use of terms, sharing of concepts, and unification of methods to describe
documents and data.

WG3 TICS Database Technology

Many ITS services use geographical information. In particular, geographical information is of critical

importance fo r the ever -growing field of car navigation services. In other services, geographical
information is often necessary to give information and instructions. For this reason, WG 3 is

studying standard plans for interfaces to exchange geographical information, considering various
situations.

Happ \ Trans ‘

applied



ITS Action Plan 16
Final Report Action 4.1

WG4 Automatic Vehicle and Equipment Identification

WG 4 is in charge of standardisation of items necessary for interoperability between systems

regarding AVI/AEI, an automatic identification system for vehicles and equipme nt through such
simple media as tags. First, it discussed standardisation themes on surface transportation like

trucks, and then added an intermodal AVI/AEI system as a theme.

WGS5 Fee and Toll Collection

WG5S focuses mainly on  Electronic Fee Collection (EF C) standards relates to EFC charging systems

and information exchanges over the interfaces. EFC standards include the interface between the
on-board and the roadside equipment, but also deal with the informati on data flows between
operators . The standards primarily cover EFC systems based on Dedicated Short -Range
Communication (DSRC) , Cellular Network / Global Naviga tion Satellite Systems(CN/GNSS) and
Integrated Circuit Card (ICC) technologies. EFC standards are fundamental to achieving national

and interna tional interoperability

WG?7 General Fleet Management and Commercial/Freight Operations

Subject to this standardisation are data dictionary and message sets for supporting exchange of
information on hazardous materials, and automatic identification and monitoring. This standard can
possibly be applied to various forms of communication media, such as DSRC and cellular phones.

WGS8 Public Transport /Emergency

WG 8 is working on standardisation of information related to public transport. Public transport

includes buses, trains and trams. The reason for the adoption of the topic is that excessive
dependence on automobiles for passenger and cargo transport is causing serious harm to our

society and lives, and damages sustainability. To reduce the dependence on automobiles, it is
necessary to increase the density of cities and make cities compact, and then to change transport
modes from automobiles to foot, bicycles and public transport. It is effective to enhance the
attractiveness of public transport in order to promote a shift to public transport. Toward that end,

information has an extremely import ant role to play.

WG10 Traveller Information Systems

Traveller information systems, subject to standardisation by WG 10, constitute a core part of ITS.
This working group has work items designed to study data dictionaries and message sets to
provide infor mation for drivers through various media, such as FM broadcasting, DSRC, cellular
phones and digital broadcasting.

WG14 Vehicle/Roadway Warning and Control Systems

ADriver support systems controld means controldrivers,chnol ogy
and forms a central part of ITS. The purpose of this area is to reduce driver workload, improve

convenience, and arouse awareness of dangers, as well as to avoid accidents and decrease damage

by the use of advanced technologies. Examples of system s already on the market include adaptive

cruise control (ACC) and forward vehicle collision warning.

Subject to standardisation are contents regarding fdAvehicle
with a view to international uniformity of systems. Specif ically, the work covers wide -ranging areas

from vehicle control, sensing of and communications with external information and interface with

drivers.

WG16 Wide Area Communications /Protocols and Interfaces

Main work items consist of CALM ( Communications Acc ess for Land Mobiles ) areas and probe
areas. CALM stands for a set of ISO standards specifying an infotainment communications platform
for Intelligent Transport Systems.

The CALM standards specify a common architecture, network protocols and communication
interface definitions for wired and wireless communications using various access tec hnologies
including cellular 2 ™ generation, cellular 3 ™ generation, satellite, infra  -red, 5 GHz microwa ve,
60 GHz millimetre -wave and mobile wireless broadband. These an d other access technologies that
can be incorporated are designed to provide broadcast, unicast and multicast communications

between mobile stations, between mobile and fixed stations and between fixed stations in the

intelligent transport systems (ITS) se ctor.
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WG17 Nomadic Devices in ITS Systems

WG17 deals with in -vehicle interfaces for nomadic devices and open vehicle data interfaces to
support ITS service and multimedia provision in vehicles.

353 ETSITCITS

The European Telecommunications Standards Institu te has created a new Technical Committee TC

ITS with the ToR to develop standards, specifications and other deliverables to support
development and implementation of ITS Service provision across the network, for transport

networks, vehicles and transport u sers, including interface aspects and multiple modes of transport

and interoperability between systems. It has set up a liaison agreement with 1ISO /TC 204 to avoid
duplicate standards.  [3]

The TC ITS is organised within five working groups:

WG1 - User & Application requirements and services .

WG2 - Architecture and cross layer issues.

WG3 - Transport and Networks.

WG4 - Media & Medi um related issues.

WG5S 1 Security.

At present the ITS architecture developed at ISO (ISO 21217) and ETSI (EN 302 665) distinguish

between the personal, vehicle, central and roadside ITS sub -systems. Gateways provide

functionality to connect the components at the proprietary in-vehicle network to the standardised
ITS station -internal network.  [4]

= =4 —a -—Aa -
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4 Legislation

4.1 ITS Directive

Directive 2010/40/EU was adopted on 7 July 2010 and aims to provide a legal framework to
support the actions required by the ITS Action Plan to accelerate the deployment of innovative
transport technologies across Europe. This Directive is an important instrument for the coordinated
implementation of ITS in Europe. It aims to establish interoperable and seamless ITS services while
leaving Member States the freedom to decide which systems to invest in.

Under this Directive the European Commission is required  to adopt within the next seven years
specifications (i.e. functional, technical, organisational or services provisions) to address the
compatibility, interoperability and continuity of ITS solutions across the EU. The first priorities will

be traffic and travel information, the eCall emergency system , intelligent  truck parking as well as
linking the vehicle with the transport infrastructure. The latter also includes the definition of
necessary measures to integrate different ITS applications on an open in -vehicle platform, based
on:

1 theidentification  of functiona |requirements of e xisting or planned ITS applications,

91 the definition of an open  -system architecture which defines the functionalities and interfaces
necessary for the interoperability/interconnection with infrastructure systems and facilities,

i theintegr ati on of future new or wupgraded dl TpS aaypdp Imacnanteiro nisn tion
open in -vehicle platform,

1 the use of a standardisation process for the adoption of the architecture, and the open
in-vehicle specifications.

4.2 Digital Tachograph

From the 1 ' May 2006 it has been obligatory in the EU to install the digital tachograph in new

vehicles, having a mass of more than 3,5 tonnes (in goods transport) and carrying more than 9

persons ( in passenger transport), whereas, the same will apply for vehicles performing
international trips from the AETR % as from 16 June 2010.

The digital tachograph is a more secure and accurate recording and storage device than the

analogue tachograph. This device records all the vehicle's activities, for example distance, spe ed
and driving times and rest periods of the driver. The system includes a printer for use in road side

inspections and the driver has a card incorporating a microchip, which he must insert into the

tachograph when he takes control of the vehicle.

At a Eu ropean Level the key aspects of legislation are:

1 Regulation (EEC) No 3821/85 of 20th December 1985 on recording equipment in road transport
(also called O06Analogue Tachographo)

1 Commission Regulation (EC) No 1360/2002 which provides details of the technical
specifications for the Digital Tachograph

1 Council Regulation (EC) No  2135/98 which amends Regulation (EEC) No 3821/85 and provides
the basis for the digital tachograph.

1 Commission Regulation (EC) No 68/2009 of 23 @ January which amends 3821/85 for the 9 th
Time

1 Commission Regulation (EU) No 1266/2009 which amends 3821/85 for the 10 " time and

included the requirement for corroboration of the vehicle motion information from the motion
sensor from one or more independent sources.

The Digital Tachograph and as  sociated smartcards are subject to a type approval procedure which
is divided into 3 consecutive parts:

1 The Functional Certificate . Every manufacturer will have to prove to national authorities in
charge of the type approval procedures, that its product respects the technical requirements
defined in the Ann  ex IB of the Regulation (EEC) No 3821/85 as last amended.

1 The Security Certificate . Every manufacturer will also have to prove that the security
requirements defined in afore mentioned legal texts are r espected. To do so, it will have to

apply to an ITSEC authority.

® European Agreement concerning the Work of Crews of Vehicles engaged in International Road Transport
(AETR)
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1 The Interoperability Certificate : Every manufacturer will have to prove the interoperability
of its products with those already type -approved (a card manufacturer will have to prove tha t
its tachograph card is readable by any other type -approved digital tachograph and vice versa.

These tests shall be performed by the European Commission itself in its Joint Research Centre
(JRC) in Ispra (ltaly).

The combination of these three certificates allo ws a manufacturer to be granted with a type -
approval certificate, which is then mutually recognised by each EU Member State, as well as by

each AETR Contracting Party.

Any modification in software or hardware of the equipment or in the nature of materials used for its
manufacture shall, before being used, be notified to the authority which granted type -approval for
the equipment. This authority shall confirm to the manufacturer the extension of the type approval,

or may require an update or a confirmation o f the relevant functional, security and/or

interoperability certificates.

Procedures to upgrade in situ recording equipment software shall be approved by the authority

which granted type approval for the recording equipment. Software upgrade must not alter nor
delete any driver activity data stored in the recording equipment. Software may be upgraded only

under the responsibility of the equipment manufacturer.

Latest News

To date it is estimated that between 1 million and 2 million vehicles have been equipp ed with
Digital Tachographs since May 2006 and by the end of 2008 over 4.6 million Digital tachograph
cards have been issued in 32 countries.

On 23 December 2009, the European Commission has launched a public consultation on the
Community legislation on th e recording equipment in road transport.

The objective of the consultation is to seek opinions of interested parties on the possible review of

the legislation on Council Regulation (EEC) No 3821/85 which defines the standards regarding the
construction, i nstallation, use and testing of the tachograph. The European Commission plans to
issue a first proposal  for Regulation amendments in the autumn of 2010.

4.3 eCall

The implementation of eCall was the highest priority for the European Commission led eSafety

Forum, due to the potential for the service to contribute to the reduction of the 39,200 people
killed, 3.3 million traffic accidents and annual costs in relation to traffic accidents of more than 180

billion Euros. The continu  ous support for the eCall impleme ntation is listed in the ITS Action Plan
and the ITS Directive

The in -vehicle eCall is an emergency call generated either manually by vehicle occupants or
automatically via activation of in -vehicle sensors. When activated, the in -vehicle eCall system will
establish a voice connection directly with the relevant PSAP (Public Safety Answering Point), this

being either a public or a private eCall centre operating under the regulation and/or authorisation

of a public body. At the same time, a minimum set of inc ident data (MDS)3 will be sent to the eCall
operator receiving the voice call.

Rather than introducing specific regulations to mandate the implementation of eCall across Europe

a Memorandum of Understanding was released in 2004, with a call to stakeholders to sign up to
the MoU. The MoU lists the necessary arrangements for implementation of the eCall action plan and

sets out the measures to be taken by the European Commission, Member States, automotive

industry, telecoms and insurance industries.

There hav e been a number of Communications from the European Commission related to eCall:

T COM (2009) 434 i 'eCall: Time for Deployment' (August 2009)

1 COM (2007) 541 i Towards Europe -wide Safer, Cleaner and Efficient Mobility: The First
Intelligent Car Report (Sept ember 2007)

COM (2006) 3rd eSafety Communication: Bringing eCall back on track (November 2006)
COM (2005) 431 i 2nd eSafety Communication - Bringing eCall to Citizens

COM (2003) 2657 i Location -enhanced Emergency Call

COM (2003) 311 i European Road safety Action Programme

= =4 —a -—a

To date twenty EU Member States (Austria, Belgium, Cyprus, Czech Republic, Denmark, Estonia,
Finland, Germany, Greece, ltaly, Lithuania, Luxembourg, Malta, Portugal, Romania, Slovakia,
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Slovenia, Spain, Sweden and the Netherlands as well as three European Economic Area (EEA)

countries (Iceland, Norway, and Switzerland) and more than 100 organisations have signed a
Memorandum of Understanding setting common arrangements for implementing eCall. One EU
Member State suppor ts eCall and intends to sign the agreement. However six Member States have
still not committed to sign  the eCall Memorandum of Understanding (Denmark, France, Ireland,
Latvia, Malta, and the United Kingdom) mainly due to cost concerns regarding the upgr ading of
PSAP infrast ructure.
In 2009 the European Commission contracted an  eCall Impact Assessment study to evaluate a
regulatory approach by assessing 3 specific options:
1 No EC action : eCall deployment just left to the market with no further action fr om the
Commission/eSafety Forum.
1 Voluntary approach: All EU vehicle manufacturers, Member States and the EC agree by mid -
2010 to provide eCall by signing a MoU (Memorandum of Understanding) on eCall deployment
by 2015. The MoU sets specific responsibilitie s and timelines for the stakeholders signing the
MoU.

1 Mandatory introduction: EC will produce an EU directive mandating eCall devices in all new
vehicles by the end of 201 5 and the member states to set up facilities for receiving and
processing eCalls at P SAPs by the same date.

The study provided an estimate of the overall benefit -cost (B/C) ratio for the EU ~ -27 and associated
countries based on the casualty, congestion and other benefits identified for individual countries
and the infrastructure costs for i ndividual countries.

An internal study currently carried out by European Commission services is refining the eCall
impact assessment in the context of a mandatory introduction of eCall: it would be introduced first

in passenger cars and light commercial ve hicles, and later in other vehicle categories. This refined
impact assessment puts the CB ratio of a mandatory introduction at 0.53 in 2020 (similar to the
external study) and 3.92 in 2030 (significantly higher than 1.31 in the external study).

2020 2030
No EC action 0.06 0.08
Voluntary Approach 0.15 0.15
Mandatory Introduction 0.53 3'92

Table 4.1:Benefit -Cost Ratio.

The required standards for eCall in Europe have been developed by both CEN TC 278 WG 15 and
ETSI/3 " Generation Partnership Project

CEN TC 278 WG 15 submitted the following eCall related standards to EN Enquiry ballot in January
2010:

1 Pan European eCall Operating Requirements (Draft PrEN 16072) - The core operating
requirements for the Pan  -European eCall service defines the general functional and operational
principles of the service

M eCall High Level Application Requirements T HLAP (Draft PrEN 16062) T It specifies the
protocols to put into effect the '‘Pan European e Call- Operating requirements' using Public Land
Mobile Networks (PLMN), and also identifies common elements that can be used in the link
between third party services supporting eCall and 'Public Safety Answering Points'.

1 MSD (Draft PrEN 15722) - The MSD in cludes important information to help send the services to
the site of the incident and to speed up the response. The MSD enables the PSAP operator to
respond to the eCall even without a voice exchange.

In addition The Third Party Support for eCall (TC 278 WI 00278244.6.34) was submitted to EN
Enquiry ballot. This standard specifies the generic operational requirements for an eCall variant

which includes the transmission of data to a third party service provider or TPSP, and the
establishment of a voice call with this TPSP.

ETSI-MSG and 3GPP have approved the core technical specifications defining the protocols for
sending the MSD from the vehicle to the PSAP operator. The solution that has been agreed is that

the data will be transmitted via an in -band modem along with the voice call. It is an open standard
and there will be no licence fees for using the in -band modem for the eCall service.
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Table 2 below provides an overview of the adopted ETSI/3GPP eCall related standards.

Description Reference Title
eCall requirements for 3GPP TS 22.101 3rd Generati on Partnership Project; Technical
data transmission Specification Group

ETSI TS 122 101
Services and System Aspects Service aspects;
Service principles (Release 9)

eCall Discriminator Table 3GPP TS 24.008 3rd Generation Partnership Project; Technical

10.5.135d ETSI TS 124 008 Specification Group
Core Network and Terminals; Mobile radio
interface Layer 3 specification; Core network
protocols; Stage 3 (Release 8)

eCall Data Transfer - | 3GPP TS 26.267 3rd Generation Partnership Project; Technical

General Description Specification Group

ETSITS 126 267
Services and System Aspects; eCall Data
Transfer; In -band modem solution; General
description (Release 8)

eCall Data Transfer 3GPP TS 26.268 3rd Generation Partnership Project; Technical

ANSI - C Reference Code ETSI TS 126 268 Specification Group

Services and System Aspects; eCall Data
Transfer; In  -band modem solution; ANSI  -C
reference code (Release 8)

eCall Data Transfer - 3GPP TS 26.269 3rd Generation Partnership Project; Technical

Conformance Testing ETSI TS 126 269 Specification Group

Services and System Aspects; eCall Data
Transfer; In  -band modem solution; Conformance
testing (Release 8)

eCall Data Transfer - 3GPP TS 26.969 3rd Generation Partnership Project; Technical

Characterisation Report ETSI TS 126 969 Specification Group

Services and System Aspects; eCall Data
Transfer; In -band modem solution;
Characterisation Report (Release 8)

eCall Data Transfer T | 3GPP TR 26.969 3rd Generation Partnership Project; Technical
Technical Report - Specification Group

. ETSI TR 126 969
Characterisation Report Services and System Aspects; eCall Data

Transfer; In  -band modem solution;
Characterisation Report (Release 8)

Table 2 Adopted ETSI 3GPP eCall relate d standards
In addition the 3GPP approved the eCall di scriminator
technical specifications with which the mobile telecommunications systems must comply. This
discriminator will differentiate between 112 calls fr om mobile terminals and eCalls, and also

between manual and automatically triggered eCalls.

4.4 EETS
Early in 2003 the European Commission launched a legislative programme to overcome the
disparities in road user charging (RUC) systems within the Community. It was seeking to establish

a European Electronic Toll Service (EETS) that would require charge scheme operators to make
available a Asingle dcowvtonaetdd,ana fasni GyBoeedr Unip ©BW lfot e
hauliers and international coaches to use fall o electronic charging schemes
term this would be capable of being extended to all vehicles.

In April 2004 the European Directive (2004/52/EC) on the interoperability of electronic road toll
systems in the community was adopted. This made reference to a future Commission Decision to
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further specify EETS and its technical elements. It was anticipated in the directive that EETS would
be available in the following timescales following the publication of the Decision:

1 3yearsfor vehicles over 3.5 tonnes
1 5 years for all other vehicles

The original timetable for the publication of the Decision was 1 st July 2006, however, due to
discussions with the Member States this was only finally agreed and published on the 6 " October
2009.

In addition, the Commission has currently develop ed an Application Guide which is intended to be a
reference manual for all parties directly or indirectly concerned by Directive 2004/52/EC on the
interoperability of electronic road toll systems in the Community and Decision 2009/750/EC on the
definition of the European Electronic Tol | Service (EETS) and its technical elements. The Guide

should be read and used as a help for the implementation of EFC interoperability and EETS; it does
not substitute Directive 2004/52/EC or Decision 2009/750/EC. It simply explains and clarifies some
of the most important aspects related to the implementation of EFC interoperability and EETS.

4.5 Transport of Dangerous Goods

Directive 2008/68/EC establishes a common regime for all aspects of the transport of dangerous
goods, by road, rail and inland waterways . It applies to the transport of dangerous goods by road,
rail or inland waterway within Member States or between several Member States.

The Directive does not apply to the transport of dangerous goods:

1 by vehicles, wagons or vessels belonging to or under the responsibility of the armed forces;
1 by seagoing vessels on maritime waterways forming part of inland waterways;

1 by ferries only crossing an inland waterway or harbour;

1 wholly performed within the perimeter of an enclosed area.

The Directive references the requirements of the ADR (European Agreement concerning the
International Carriage of Dangerous Goods by Road, concluded at Geneva 30 " September 1957).

Whilst the Directive itself does not require vehicles that transport dangerous goods to be equipped

with specific equipment to monitor its location and status, the ADR allows for competent authorities

to conduct spot checks to verify whether the requirements concerning the carriage of dangerous

goods have been met including security measures. These check s shall, however, be made without
endangering persons property or the environment and without major disruption of road services.

Member States can apply additional provisions to vehicles engaged in the international carriage of
goods as follows:

1 Additiona | safety requirements or restrictions concerning vehicle using certain structures such
as bridges, vehicles using combined transport modes such as ferries or trains, or vehicle
entering or leaving ports or other transport terminals;

1 Requirements for vehicl es to follow prescribed routes to avoid commercial or residential areas,
environmentally sensitive areas, industrial zones containing hazardous installations or roads
presenting severe circulation hazards

1 Emergency requirements regarding routing or parking of vehicles carrying dangerous goods
resulting from extreme weather conditions, earthquake, accident, industrial action, civil
disorder or military hostilities;

1 Restrictions on movement of dangerous goods traffic on certain days of the week or year

4.6 Livest ock Tracking

Council Regulation (EC) No 1/2005 on the protection of animals during transport and related
operations, strengthened existing legislation on animal welfare during transport by identifying the

parties involved, their respective responsibilities and put in place enhanced measures on
authorisations, inspections and stricter rules for transport.

For all journeys exceeding 65 km, transporters must hold an authorisation issued by a competent

authority in the Member State in which they are established or represented. To obtain this
authorisation, applicants must demonstrate that they have sufficient and appropriate staff,
equipment and operational procedures.
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For long journeys (exceeding eight hours), applicants must also provide:

1 specific documents: certificates of competence for drivers and attendants, certificates of
approval for the means of transport to be used, details of the procedures for tracing and
recording vehicle movements, and contingency plans; and

1 proof that they use a satellite navigat
from 2009 for older vehicles.

ion system, from 1 January 2007 for new vehicles and

These authorisations are valid for five years. They are issued in a standard European format and
recorded in an electronic database accessible to the authorities of all the Member States.

Transporters carrying out long journeys between Member States must also possess a journey log

drawn up by the transport organiser using a standard format and which contains information
relating to the journey (identification of the animals a nd the persons in charge of them, place of
departure and of destination, checks carried out at various stages of the journey, etc.).

Checks must be carried out by the competent authorities at key stages of the journey, including at

exit points and border i

nspection posts. In addition, supplementary checks may be carried out at

any stage of the journey on a random or targeted basis.

When carrying out checks, the competent authority must verify the validity of the authorisations,

the certificates of approval

and competence and the information recorded in the journey log. The

official veterinarian must also check the state of the animals and their fitness to continue the

journey. In the case of transport by sea, the state and conformity of the transport vessel

be checked.

must also

The Regulation sets out the following requirements for recording information about the

transportation of animals by Road from 1

st January 20009:

Ref

Text

Article 6,
Paragraph 9

Transporters of domestic Equidae, except registered Equidae, and domestic
animals of the bovine, ovine, caprine and porcine species over long road
journeys shall use a navigation system as referred to in Annex I, Chapter VI,
paragraph 4.2, as from 1 January 2007 for means of transport by road for the

first time in service and as from 1 January 2009 for all means of transport by

road. They shall keep the records obtained by such navigation system for at

least three years and shall make them available to the competent authority upon

request, in particular when the checks referred to in Article 15(4) are carried out.
Implementing measures concerning this paragraph may be adopted in
accordance with the procedure referred to in Article 31(2).

Article 11,
Paragraph 1 (b)
(iii)

details of the procedures enabling tr ansporters to trace and record the
movements of road vehicles under their responsibility and to contact the drivers
concerned at any time during long journeys

Annex Il,
Chapter 3,
Paragraph 3.3

Means of transport by road must be fitted with a temperature monitoring system
as well as with a means of recording such data. Sensors must be located in the

parts of the lorry which, depending on its design characteristics, are most likely

to experience the worst climatic conditions. Temperature recordings obtaine din
such manner shall be dated and made available to the competent authority upon

request.

Annex Il,
Chapter 3,
Paragraph 3.4.

Means of transport by road must be fitted with a warning system in order to alert
the driver when the temperature in the compa rtments where animals are located
reaches the maximum or the minimum limit

Annex I,
Chapter 4,
Paragraph 4.1.

Means of transport by road must be equipped as from 1 January 2007 for means

of transport by road for the first time in service and as from 1 Ja nuary 2009
onwards for all means of transport, with the appropriate Navigation System

allowing for recording and providing information equivalent to those mentioned

in the journey log as referred to in Annex Il, Section 4, and information
concerning openin  g/closing of the loading flap.

Included in the regulation is a requirement for the Commission to submit to the Council, not later
than 1 January 2010, a report on the implementation of the Navigation System referred to in

paragraph 4.2, accompanied by any

proposals it would deem appropriate, aimed in particular at
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defining specifications of the Navigation System to be used for all means of transport. This would
give the opportunity to provide a common specification for equipment to support this Regulation.

4.7 Synthesis of Legislative Deployment Approaches

The European Commission has pursued a number of different legislative routes to the deployment
of in -vehicle ITS and safety systems as illustrated in Table 4.3.

The implementation approach chosen for the Digital Tachograph, has to date been the most

successful in terms of the proportion of concerned vehicles equipped. The regulation mandated that

th e Digital Tachograph shou Id be fitted to all new vehicles registered after 1 ' May 2006 . As there
was no requirement for the retrofitting to existing vehicles, it is anticipated that it will take over 10

years for the concerned vehicle fleet to be equipped

The Digital Tachograph legislation could provide an implementation path for an in -vehicle platform
for ITS for Commercial vehicles - the technical requirements could be amended to require specific
support for additional ITS applications.

The most ambitio  us initiative is the implementation of eCall in all vehicles, and the Commission has
been trying for six years to get a stakeholder agreement to implement eCall in Europe. The

Commission is now considering whether to mandate eCall in all new vehicles from 201 5 onwards .
If a mandated introduction of eCall in all new vehicles is agreed then this could provide the basis
for the implementation of an open in-vehicle platform for ITS applications.
Application Legislative Publication Date Vehicles Implementation
Deployment Approach Date
Digital Council Regulation June 2002 All new May 2006
Tachograph registered
HGVs
eCall Commission 2004 All Vehicles Not fixed
Communication
EETS European Directive and April 2004 & Optional October 2012
Commission Decision October 2009 initially for
HGVs
Transport of European Directive September 2008 N/A June 2009
Dangerous
Goods
Transport of Council Regulation January 2005 Livestock January 2009
Livestock transport
vehicles

Table 4.3: Summary of Deployment Approaches.

Impacts for Certification and Type Approval Regimes

If the in -vehicle platform is required to provide support the delivery of strategic pan European
services such as EFC, eCall and the Digital Tachograph then there will be implications for the
certification/approvals process for both the in -vehicle platform and the associated applications.

Currently each of these applications currently have separate in -vehicle unit certification/approval
regime s. This raises the question whether, in the case where mulitple applications might be

provided on an in -vehicle platform, the in -vehicle platform  would have to  meet the requirements
of each of the regimes separately and whether an additional certificatio  n regime for the in  -vehicle
platform would needto be defined?

The Digital Tachograph in  -vehicle units are subjectt 0 a 3 part Type Approval regime:

Functional Certificate

1 Security Certificate

1 Interoperability Certificate

The Interoperability Certificate i s issued by the Digital Tachograph Laboratory currently operated
by the Joint Research Centre.
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The eCall certification procedure is currently being drafted and is expected to include testing of
conformity to st andards in the following areas:

9 eCall transpo rt protocol conformance testing including the complete, integrated In -Vehicle eCall
chain.

1 eCall application protocol conformance testing including the complete, integrated In -Vehicle
eCall chain.

1 eCallin -vehicle performance conformance testing (e.g. Maxi mum time necessary to issue a 112

call following a crash detection or a manual action, and an MSD message following a 112 circuit
switched establishment).

Relative to EETS there is a requirement for units to be certified because the Toll chargers across
Europe need to trust that the EETS units are correctly calculating the charge due for the usage of

the road service. It is currently expected that both EETS unit manufacturers and EETS Providers

will have to demonstrate compliance with the EETS specification s in a number of specified test
environments in Europe to demonstrate pan - European coverage and functionality.

The exact implications for the Certification and Conformity Regimes of existing Regulatory
applications will be dependent on the scope of the in -vehicle platform.

Happ \ Trans ‘



ITS Action Plan 26
Final Report Action 4.1

5 Applications

A complete inventory of 20 in -vehicle applications has been compiled and described in detail, the
detailed description of applications can be found in Annex 2 : Application Description . Application
information is provided on the applicable legislation, governance and certification, stakeholders and
organisational framework, an overview of the global system architecture, system modules and

functions, and specifying sensor, interface, application data, data communication, security
architecture, data storage, and in -vehicle processing requirements.

To arrive at a business architecture that can cater for the  proliferation of in  -vehicle applicat ions, it
is important to understand the application requirements. This chapter provides an overview of the

in-vehicle applications described in the Annex, and groups them into applications with similar

technical, organisational and business case requiremen ts relative to the open in -vehicle platform.
The application grouping provides a framework for determining the strategy to facilitate and

stimulate the deployment of the applications.

The term application is used as a generic term for functionality that i s implemented on an in -
vehicle platform and supporting roadside and central systems. The applications are described in

functional terms only to avoid premature selection or discarding of hardware, software and

deployment options.

The inventory includes ex isting, emerging and potential new applications and has been based on
work of the Project Team 31 of CEN TC278 Work Group 1 on Value Added Services. The
applications have been grouped based on the methodology defined in ISO 14813 -1.

5.1 Application Overview

The applications are described in detail in the Annex 1. Here, the applications are described in
accordance with the application classes as described in ISO 14813 -1:
Fleet management

Entertainment

Payment

Co-operative road safety

Driver assistance

Communic ation access

Navigation & Traffic information

Regulatory applications

Traffic Data Collection

= =4 -4 -4 -—a _—a _—a _a _—a -2

Road usage data

The Fleet Management class spans all applications that enable the user to manage vehicle
investment, improve efficiency and reduce overall transpo rtation costs. These applications are
tracking and tracing, stolen vehicle tracking, vehicle performance monitoring, driver performance
monitoring and fuel Management. Users of fleet management include a wide range of operators

across both heavy vehicle an  d light vehicle sectors.

Applications within the Entertainment class include all those, which provide the driver and
passengers with non  -critical, non -mandatory information and entertainment. These applications are

media download applications and personal data synchronisation.

Applications within the Payment class enable mobile transactions for services such as electronic toll

fee collection (EFC), parking, ferries, drive -through restaurants and pay -at-pump refuelling
stations. EFC represents the main form of payment application; others are drive -through payment

and pay -at-pump applications.

Applications within the Co  -operative road safety class are designed to improve traffic management
control, increase the efficiency and effectiveness of road transport, and improve the overall driver
experience. Applications include in -vehicle signage, intelligent speed adaptation, intersection
management, lane change assistance and traffic light optional speed advice.

Applications within the Driver assistance class are designed to improve vehicle safety and road
safety. Applications include adaptive cruise control, eco -drive assistance, lane deviation warning.

Applications within the Communications class provide transparent access from the vehicle to
external informatio n systems, and vice versa. Communication applications in general are
instrumental to other applications only.
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Applications within the Navigation and traffic information class provide the driver with route
guidance and other location -based functionality. T hese applications include route guidance,
congestion alert and avoidance, points of interest, parking availability and traffic information.

Applications within the Regulatory applications class include all those required by law or developed
to facilitate compliance by providing relevant data to the appropriate authorities. These include
eCall, tachograph, hazardous goods monitoring and livestock transport tracking, access control,
quota management and enforcement applications.

Applications within the Traff ic data collection class provide authorities with valuable information for
managing existing roads infrastructure and planning future projects by generating statistics on

road usage over time. Traffic data collection can be carried out by road -side equipme nt or through
the in -vehicle application general referred to as floating vehicle data.

Applications within the Road wusage data <c¢lass provide
information on distance travelled, time of travel and potentially also r oute data. Applications
include pay -as-you -drive insurance.

5.2 Requirements and Characteristics

The inventory of applications shows that in -vehicle applications vary considerably in terms of
organisational and functional requirements, stakeholder roles and in terests, market volume and
maturity.

Cross - correlation of the requirements indicates two main differentiators:
1. The level of regulation
2. The targeted market; private vehicles, commercial vehicles, or both

The application requirements are correlated to these parameters. Figure 5.1 plots the different
in-vehicle applications in relation t o the two main differentiators.
Based on the analysis, four groups of in -vehicle applications can be distinguished with similar
requi rements that are described in the next sections: i
1. Mandatory applications for commercial vehicles ,' y |
- T w—— TN
2. Optional applications for commercial vehicles SRE o= =2
3. Mandatory applications for private vehicles ey
4. Optional applications for private vehicles " ”O. 0
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Figure 5.1: Application Classification.

5.3 Mandatory Applications for Commercial Vehicles

Mandatory applications for commercial vehicles require reliable identification of vehicle and/or

driver and, secure p  ositioning (with objective performance indicators for accuracy and reliability),
and security and privacy protection. Public authorities control the functionality, implementation and
product life cycle of these applications through policy development. Priv ate parties are instrumental

to the deployment. The market volume is limited to commercial vehicles that are forced to
implement the application. The successful implementation and operational use of these applications
requires balancing of the interests of the many stakeholders involved: the vehicle driver, owner
and operator, service operators and equipment manufacturers, and road and enforcement
authorities.

5.4 Optional Applications for Commercial Vehicles

Applications targeted at commercial vehicles that ar e not enforced through legislation in general
require standard identification of vehicle and/or driver, positioning, and security and privacy
protection. Private parties determine the functionality, implementation and product life cycle of

these applicatio ns, based on market demand. Public authorities can stimulate the deployment of
these applications through policy development. The market volume is limited to commercial
vehicles.

5.5 Mandatory Applications for Private Vehicles

Mandatory applications for privat e vehicles require reliable identification of vehicle and/or driver

and, secure positioning (with objective measures for accuracy and reliability), and strict security

and privacy protection. Most applications mandatory for private vehicles are also mandat ory for
commercial vehicles. Public authorities control the functionality, implementation and product life

cycle of these applications through policy development. Private parties are instrumental to the
deployment. The market volume can potentially reach a mass - market, e.g. for eCall, but in the end

is determined by the legislative coverage of the underlying policy. The successful implementation

and operational use of these applications requires balancing the interests of the key stakeholders:

vehicle drive rs, service operators and equipment manufacturers, and the road and enforcement
authorities.
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5.6 Optional Applications for Private Vehicles

Applications targeted at private vehicles that are not enforced through legislation in general require

some form of iden tification of the driver, and basic positioning functionality. Many of these
applications are also useful for commercial vehicles. Private parties determine the functionality,
implementation and product life cycle of these applications, based on market dem and. Public
authorities can stimulate the deployment of these applications through policy development. These

applications in general target a mass -market.

5.7 Beneficiaries

In order to understand the context of the diversity of ITS applications, also a classification from a
perspective of "who benefits" is helpful. A distinction is made between three beneficiaries:

Regulator

Several ITS applications are mandated by a regulator for the general benefit of society, especially

regarding heavy vehicles. Such applications are the digital Tachograph, livestock tracking, diverse
access control regimes to inner cities, and tolling for internalis ing the external costs of heavy
vehicle traffic. Light vehicles are far less regulated. Manual toll payment is an option on all current
systems. If the Commission decides to regulate the introduction of eCall then this will be the first

regulatory application for light vehicles.

Operator

ITS applications for the benefits of the road or EFC operator have low visibility for r oad users since
they are accomplished in the back office. Nevertheless the amounts involved  can be comparatively
large. Although heavy vehicles are usually more often equipped with IVE , data from light vehicles
are more interesting to road operators for mo nitoring traffic, for traffic flow analysis and statistics

for the purpose of prediction and infrastructure planning and for real time traffic information

provision. Especially real time traffic information is an added value that can be deployed for the
Service User as a visible benefit from his toll payments.

Road User

ITS applications that are addressing the road user cannot be considered as directed to a single
homogeneous user group. Users might be drivers of private cars, truck drivers or even operato rs of
vehicle fleets, be it a fleet of internationally operating trucks, a fleet of regional delivery vans, or a

taxi fleet. Obviously this segment of the market is quite fragmented.

Beneficiaries

Regulator Operator

5.8 Synthesis

In -vehicle applications have sim ilar functional requirements. Most need some form of positioning,
data communication, data storage, and identification of vehicle or driver. This indicates that
significant symbiosis could be achieved by adopting a common open in -vehicle architecture.
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Howe ver, it is important to realise, that the deployment conditions can create contradicting
requirements. Regulatory applications in general require secure positioning, fraud -proof data
storage and communication for relatively small and often geographically f ragmented markets.
Regulatory applications also require product life cycles which are often aligned with vehicle life -
cycles.

Commercial applications for private cars can only be successful if the unit price is proportionate to
the perceived benefits and t he equipment and applications have life cycles calculated in months
rather than years. This market is dynamic, leading to a continuous stream of innovations in

hardware, software, content and applications.

Regulation of the in  -vehicle equipment can hamper the development of commercial mass -market
applications. In order to achieve a multiplication (OR wide -variety) of in -vehicle applications, it is
essential to keep these differences in mind and to carefully balance the interests of stakeholders in

the four market segments.
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6 Existing Market Models

6.1 Introduction

The purpose of this chapter is to identify conditions, restrictions and success factors for the
development of an open in  -vehicle platform resulting from current market conditions and future
market developments.

This chapter describes the current markets of in -vehicle applications. It describes different market
segments and identifies their main differentiators, followed by a description of current and near -
future market trends.

6.2 Business Models

A number of business models are used in the different in -vehicle application market segments.
These are:

1. Sponsoring

2. One-off unit price

3. Subscription

4. Pay-per-use

5. Advertising

In the sponsoring business model, the in -vehicle applications are provided free of ch arge with the
goal to sell another product or service. An example of such a model was used in the initial
introduction of  cruise control and ABS in high -end private cars. These applications were included in
the purchase price of the vehicle rather than an optional extras to be used as a selling point to sell
the car.

The one -off unit price is commonly used to sell personal navigation devices (PNDs), but is also

used for lifetime service offers such as map updates to navigation devices. After purchasing the
customer is entitled to unlimited use. It is also often used to sell add -on features, e.g. factory fitted
in-dash navigation to a car.

In a subscription model the customer pays regular fees to use a product or service. The service is

stopped or device re ndered useless when the subscription ends. A subscription is often used not

only to cover operational costs, but also to sponsor device costs, e.g. in many mobile phone
subscriptions. It is also frequently used to sell add -on services, e.g. a traffic infor mation service for
PNDs.

In the pay -per-use model the customer pays only when using a product or service. This model is
not commonly used forin  -vehicle services. The charges for using a phone are an example

In the advertising model, customers can use a product or service for free. Turnover is realised by
presenting advertisements to the customer. This is not a business model commonly used for in -
vehicle applications but it is expected to gain relevance with the emergence of free navigation.

AmixofBu si ness Models can be found, such ia.sthefreepflencsa r i ng/ subs
service during a limited period followed by the need to subscri be afterwards, which is commonly
used in this sector.

The table below provides an overview of the busine ss models, some examples, and their strengths
and weaknesses.
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Business Model Examples

Strengths

Weaknesses

Sponsoring ABS (at the beginning,
now a standard
feature )

Cruise control

Nokia Ovi Maps &
Navigation

3 months Live Services
with Navigon PND
Free speedcams

with TomTom Go

Free mobile phone
with a Vodafone
subscription

Costs not visible to
customer

Allows symbiotic
between sold and
sponsored product

Costs before returns

Reduces perceived
product value

TomTom ONE

Pioneer in-dash
navigation

One - off unit price

High customer
Acceptance

Quick return

No recurring revenues

No direct relation to
customer

Subscriptions TomTom Traffic

Recurring revenues

Low customer

Cross selling
opportunities

Navigon Live Strong customer acceptance
GM Onstar relation Low margins
Administrative
overhead
Pay per use Phone use charges High uncertainty on Administrative
returns overhead
Advertising iPhone Ads No costs to customer Mobile fragmentation

User tolerance
Immature environment
Sales overhead

6.3 Existing Market Segments

The scope of in  -vehicle applications that are the subject of this investigation is
such as

includes
navigation, whose market h
that exist to date are described:

1. Vehicle manufacturers / OEM

applications

2. After market devices
3. After market 1 regulated applications
4. Smart phone p latforms

i commercial applications

6.3.1 Vehicle Manufacturers / OEM

For decades car manufacturers have been adding factory

crui

i factory fitted devices

T commercial applications

I Factory Fitted Devices

single -purpose closed -platform devices. Cruise control achieved mass

ABS in the 70s and 80s.

large and diverse. It

control , i nt
as taken off in 2009. In this paragraph the different market segments

-fitted equipment for driver assistance as
-market in the 60s and 70s,

In the 90s car manufacturers recognised the potential of delivering more advanced telematics
services to their users to create brand differentiation to their competitors. One of the first examples

of this w as GM Onstar service, other examples are BMW ConnectedDrive, Fiat/Microsoft Blue & Me,
Peugeot Connect, and Renault (TomTom) Carminat, typically customers purchased the telematics
such as OnStar a

platform as an optional extra when the vehicle was purchased, in some cases

subscription model is used.

roduced
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Typically these platforms offered applications such as:
1 Navigation

1 Infotainment

1 Remote diagnostics

1  Emergency support

Vehicle manufacturers sought to establish proprietary Telematics service chains to support the
provision of services to consumers. An important driver of these developments was the desire of

car manufacturers to establish an after sales relation with their customers in order to increase

brand value and loyalty.

The market for factory -fitted clos ed-platforms is dominated by global players; the car
manufacturers and their suppliers. Main manufacturers of such equipment are Continental AG,
Delphi Corporation, Denso Corporation, Hitachi, Nissan Motor, Robert Bosch, Automotive, Toyota
Motor, TRW Autom otive Holdings, Valeo, Visteon Corp., and WABCO.

Because products are sold as car parts their life cycles need to correspond to the long life cycles of
cars. This requirement leads to relatively high production and installation costs, and hampers the
fast - paced development characteristic of the market of personal navigation devices.

T0.0%
m Other
60.0% @ Handset-based Off-board
@ Handset-based On-board
50.0% O Connected PNDs
= m Non-connected PNDs
T 40.0% m In-Dash Aftermarket
-,9_. @ In-Dash Factory Installed
[1+]
@ 30.0%
=
@
o
20.0%
10.0% -
D.Dofb T T T T T T T 1
2005 2006 2007 2008 2009 2010 2011 2012 2013
Figure 6.1: Navigation Devices and Systems In - Car Penetration by Type Western Europe.

Source: ABI research

Faced with increa sing competition and resulting loss of market share to Aftermarket Devices in
particular for Satellite Navigation, see Figure 6.1, vehicle manufacturers have started a number of
initiatives to seek to dev evehicle appliCagpomsiricludng:at f or ms f or

1 AUTOSAR project - which aims to develop an open and standardised automotive software

architecture through the cooperation of automobile manufacturers, supplie rs and tool
developers.

1 NGTP - which is a new approach for delivering telematics services to in -vehicle devices and
hand sets alike, with the focus on open interfaces across the entire service delivery chain. It
brings together BMW, Connexis, and WirelessC ar to develop a new protocol, NGTP, based on a
standardised and highly flexible infrastructure.

1 AutoLinQ ™ i which is an initiative by Continental to develop an in -vehicle platform with in -
vehicle display and computing platform upon which certified applica tions can be run.

1 Nomadic Devices Forum i which is a cross-sector working group to deal with all aspects of

safe, effective and user  -friendly nomadic device integ ration and use in the vehicle.

This market is in the development phase and the business model that in the end will prevail is
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unclear. Consumers can be charged for purchasing the platform or for installing applications.
Revenues can also be generated through advertisements, or any combination of these business
models.

6.3.2  After Market Devices T Commerc ial Applications

In the first decade of this century the strong reduction of unit prices of CPU, memory and GPS

chips enabled the consumer electronics industry to manufacture low -cost personal navigation
devices (PND). This market segment has experienced e xponential growth since 2003, and quickly
eclipsed the factory fitted market.

In Europe, following a peak in 2007 the PND market is decreasing, see Figure 6.2, as a result of
the emergence of free smart phone navigation and the financial crisis. However, as seen from
Figure 6.1, the PND market still has the largest penetration into the vehicle fleet.

Market slze PND (sall-out) Market size PND (sel-out

Europe North America

«2008
2000 0 ‘
Q1 Q2 13 4 Q1 ( 3 4

e £ 1 17 2
T — 2 i i 2

Figure 6.2 PND Market Size Estimates.

The market of PNDs is characterised by continuous lowering of device retail prices, and fast -paced
innovation of hardware and software. The emergence of the PND market has given a strong boost
to the development of markets for map, POI, yellow pages and real -time traffic data.

The market still mainly relies on a business model f or a one-off unit purchase price. The key
players have launched online services. Revenues from these services are used to ramp up the

margins as device prices decrease. The take -up rate of these services is still limited (about 30% of

all connected device s), but these revenues will become more important as device prices keep

falling and competition from smart phone navigation increases. Business analysts expect this

market will move to business models based on subscriptions, pay -per -use or advertisement.

The market for Commercial aftermarket applications is dominated by Portable Navigation Devices

(PNDs) and infotainment devices. The key players in Europe are TomTom, Navigon and Garmin,
together they claim a market share of about 80%. Since 2007 a number o f competing players have
left the market. A further shake -out is expected as the growth rates decrease further and the key
players strengthen their position through strategic data supplier and retail contracts.

TomTom has strategically positioned itself by becoming a traffic data supplier in the main European
markets, and by incorporating TeleAtlas, one of the only two global road map data suppliers.

6.3.3  After Market I Regulated Applications

EU Regulated Applications

To date there are two safety and welfare rel ated applications which require the mandatory fitting of
in-vehicle units to vehicles at a EU level , these are:

9 Digital Tachograph

1  Tracking and Monitoring of the international transport of livestock

The Digital Tachograph legislation set out the technical specification and type approval procedure
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for in -vehicle units.

It is estimated that in total there are approximately 5.2 million vehicles which come under the
scope of the Digital Tachograph legislation, and approximately 10% of the vehicle population is
replaced each year which gives an annual market of 500,000 units per year.

To date there are  four manufacturers which have developed and sell type approved in -vehicle
units. Whilst the type approval requirements allow in -vehicle units to have additional functionality
to support other ITS applications, no manufacturer currently uses the in -vehicle unit as the basis

for a platform for ITS Applications.

It is currently estimated that only 6000 vehicles in Europe come under the scope of the legislation
rega rding the monitoring of international transport of livestock. The legislation currently sets out
the information that must be recorded by does not set out specific technical requirements for the
6Navigationé (tracing) System.

Given the small size of the m arket it is unlikely that manufactures will develop specific commercial
products to meet the requirements of the legislation.

National Regulated Applications

A number of countries in Europe have introduced HGV Charging Schemes which offer, require or
manda te the use of specific  satellite -based equipment within the vehicle:

1 Switzerland Heavy Vehicle Fee i Mandatoryin -vehicle wunit for Swiss Heavy Ve
Equipped Vehicles)

1 Germany LKW - Maut i Optionalin -vehi cl e unit HGVs < 12. 5/hiclesp 506000 Equi

1 Slovak Republic i Mandatoryin -vehi cle wunit for all vehicles > 3.5t (1!
at start of operation January 2010)

All of the above schemes have had public procurements for the supply of in -vehicle units and have
either selected a  single supplier or a single supplier with a secondary source. In the process of
specifying the requirements for scheme specific devices the feasibility of supporting additional ITS
applications is often eliminated.

In the case of LKW Maut in Germany, Tol ICollect was prevented from using the in -vehicle unit as a
platform for ITS Applications due to anti -competition rules.

The France TPLN scheme, when it comes into operation, will be the first scheme in Europe requiring

the mandatory use of in  -vehicle equip ment provided by an open market for Service Providers. It

will be mandatory for all vehicles >3.5t using the charged network to be equipped i it is expected
that 850,000 vehicles will be equipped at start of operation expected for 2012. Itis envisaged tha t
Service Providers will offer additional ITS Services to provide differentiation from competitors.

6.3.4  Smart Phone Platforms and Nomadic Devices T Commercial Applications

Recently Google, Nokia and Microsoft announced their entry into the market for Satellite
Navigation. Both provide Satellite Navigation on Smartphone platforms at no extra costs to the
user.

In February 2010 21.1 million consumers in five large European markets, ( UK, France, Germany,
Spain and lItaly) used their cell phones for navigation, 68 p ercent more than a year ago. This
compares to the total of 20.4 million personal navigation devices sold in those markets during 2008

and 2009.

Personal navigation device makers like TomTom and Garmin have seen in -car navigation as their
stronghold, but ca rs are already the most common place to use smart phone navigation. With the

use of assisted GPS in smart phones it has become feasible to offer similar functionality to

premium services without the significant price tag. Nokia offers navigation on all new smart phones
at no additional cost to the user.

The underlying business model is based on sponsoring by both the phone manufacturers and
mobile phone network operators. Navigation will boost the mobile phone sales for phone
manufacturers. The use of onli ne (off -board) navigation will increase the amount of data
communication from the mobile phone, thus raising return per user for the network operators.
Offering navigation supportive services such as traffic information can further increase this benefit.

Google will most likely entirely base its business model on advertising. A number of phone
manufacturers now offer customers the option to purchase and install certified applications on
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smart phone platforms some of which may have subscription or pay -per -use charges.

In an effort not to lose market share some traditional Personal navigation device makers have

developed certified applications for smart phone platforms e.g . TomTom Navigation App for i -
phone. Navigon entered a deal with T -Mobile Germany, prov iding customers of T -Mobile with free

Navigon navigation.

It is expected that navigation will soon become a commodity functionality on mobile phones. The
market for PNDs will not disappear but will likely see the emergence of business models based on
sub scriptions, sponsoring and advertising.

6.3.5  Market Segment Differentiators

Table 6.1 provides a brief summary of the main differentiators of the described market segments

Market Segment Life Cycle Key Stakeholders Market Dominant
Drivers business models
Factory Fitted 10 year Car manufacturer Unit costs Sponsoring
Devices
Customer
After Market < 1lyear Customer Unit costs One-off unit  price
Commercial Product
features
Product
add-ons
After Market 10 year Regulatory bodies Regulation One-off unit price
Regulated -
9 Subscription
Smart Phone/ < 1lyear Customer Product Sponsoring
N dic Devi feat -
omadic LDevices Network operator eatures Advertis ing
Commercial
Ph fact Product
one manufacturer add -ons

Table 6.1: Main Differentiators of the Market Segments.

Model 1 and 3 clearly have a good match when it comes to the product life cycle. Long life cycles
translate into durable high quality products, a requirement for both market segments. For both

market segments it is also true that the end -user has no direct  influence on the product price, and
only a limited say in the purchase decision. Another common denominator is the requirement of

both segments that the equipment required for the applications is installed by certified installers
including connectionto v ehicle sensors.

Models 2 and 4 seem to have different starting points. However, both are fast moving consumer
electronics markets targeting the same customer group.

6.4 Market Trends

In general it is expected that the hardware costs for consumer electronics will continue to decrease
as a result of technological innovation. This will affect sales margins, particularly in the after sales

markets, and will push all segments away from One-off unit prices towards subscription, sponsor
and advertising models. This can be observed in the segment for factory fitted equipment where
various manufacturers have developed subscription based business models. Examples are AutoLinQ

and GM Onstar.

It is likely that the market segments for commercial applications will merge int 0 a market for multi
purpose nomadic devices, moving to the sponsoring and advertising business models. Evidence of
this development can be seen in recent market developments:

1 PND manufacturer TomTom and mobile phone manufacturer Nokia both have incorporat ed one
of the only two global road map data suppliers, i.e. Tele Atlas and NavTeq.
1 PND manufacturer Navigon and network operator T -Mobile offer navigation for free to T -Mobile

customers, i.e. a sponsoring model.
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1  Apple announces iPhone Ads allowing (navigat ion) application developers to base their business
model entirely on advertising.

Important to note is that two of the four market differentiators i life cycle and key stakeholders T

are unlikely to change in short term for the described market segments. | tis likely that at least two

market segments will remain for the coming decade:

1 A market for high quality components providing factory fitted and regulatory applications, in
general installed by certified installers.

1 A fast moving goods market of for noma dic devices providing navigation and other applications
on the dashboard.

6.5 Fragmentation

At first sight the private car market would appear to be a diverse market given the broad spectrum

of Users, however, private vehicles are used for a single common pur pose which is to transport the
driver and passengers to a given destination. To date in -vehicle applications for the private car
market can be put into three main categories:

1 Navigation and traffic information
1 Infotainment
1  Driver assistance systems

Given t he size of the EU private vehicle park (234 Million Passenger cars EU27 2008), it only
requires a very small percentage take -up across the vehicle fleet to sustain a viable commercial
market for in  -vehicle applications.

Within the commercial vehicle sector the overall market size is an order of magnitude less with a

total of just over 800,000 buses & coaches and 33.9 million goods vehicles of which the majority of
vehicles are less than 3.5t. As already mentioned in section 6.3.3 the total number of vehicles that
come under the scope of the Digital Tachograph is 5.2 million vehicles and these are used for many
diverse purposes from the international transport of goods to the transport of materials on
construction sites.

The wide variety of the use of commercial vehicles leads to small markets for segment specific
applications 1 for example it is estimated that a maximum of 6000 vehicles are involved in the
tran sport of livestock which is insufficient to sustain a competitive market for this single application
device.

The commer cial vehicle telematic s market is dominated by Fleet Management Systems which with

the advent of mobile connectivity combined with improved mobile computing technology and
vehicle, transport and driver management applications are able to deliver significant efficiency

savings for operators.

Fleet management system suppliers have overcome the fragmentation of the commercial market

by offering a pplication specific bolt -ons to basic fleet management platforms. According to recent
research * it is expected that the number of fleet management systems in active use is forecasted

to grow at an annual rate of over 20% from 1.5 million units at the end o f 2009 to 4 million by
2014. The penetration rate in the total population of no -privately owned commercial vehicles is
estimated to increase from 5.5% in 2009 to 14.8% in 2014.

6.6 Life Cycle

There are significant differences between the lifecycles of portable and aftermarket products such
as Smartphones and PNDs compared with OEM factory fitted products which need to tied into the
vehicle lifecycle.

As a result OEM devices have relatively high production and installation costs due to reliability and
product li fetime requirements. This provides a barrier to innovation and prevents the fast -paced
development for OEM devices which is often seen in the PNDs and Smartphones.

Users expect the OEM navigation device that was sold with the purchase of the vehicle to wor k for
the lifetime of the vehicle, this is to be contrasted with the expectations of users of smartphones

who will expect to replace and upgrade the phone within 12 months to take advantage of the latest

innovation.

If a common in  -vehicle platform is to be defined then lifecycle considerations and the avoidance of
obsolescence of technology will need to be considered in the specification of the in -vehicle
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platform. In an idea world the platform would combine the product quality of the OEM environment
whilst supporting the fast paced development of commercial applications.

6.7 Market Entry Barriers

Europe has been leading the way in safety related factory fitted in -vehicle applications, navigation,
and traffic information services. Still there are a number of fa ctors can be identified that stifle the
further development on in -vehicle applications.

The EU market for in -vehicle applications is strongly fragmented. Some member states such as
Germany lead the way in the development of ITS solutions and in -vehicle ap plications. While in
particular smaller Member States on the periphery of the Union, there is virtually no deployment of

in-vehicle applications.

This is caused by different circumstances:

1 Market volume and purchase power; introducing products and service s in smaller markets is
less profitable.
1 Road map data availability; in -vehicle applications often rely on map data. Although the main

map data suppliers are expanding coverage rapidly, detailed map data is not available yet for
some countries (e.g. Rumani a, Bulgaria, Cyprus)

1 Road traffic data availability; traffic information is an important in -vehicle application and an
important enabler for other in -vehicle applications such as navigation. In many less developed
markets the amount of traffic information available is limited or non  -existent. Collecting traffic
dat a requires substanti al i nvest ment s, whi | e t he consurt
information is low. Private parties that aggregate traffic data therefore rely on public traffic
data, in g eneral collected for traffic management purposes.

Currently the interoperability of in -vehicle applications and devices is limited in all market
segments. Car manufacturers have established interoperability in the factory fitted devices through

CAN. Functi onality of CAN is however limited and it does not allow for the easy addition of new
functionality. Interaction with dashboard mounted devices and devices under the bonnet is not
standardised and requires costly installation by certified installers.

One of the major drawbacks of using PNDs and mobile phones as devices for in -vehicle applications
is the lack of uniform mounting options. The most commonly used mounting method is the
windshield suction cup holder, a solution that is cumbersome and that does no t always provide a
sturdy fix.

Another challenge for manufacturers of nomadic devices is the power supply in vehicles. The only
standardised powering solution is the archaic cigarette lighter socket. The position of the cigarette

lighter socket on the dashboard varies, requiring drivers to connect the nomadic device using a
cable running over the dashboard.

The usability of nomadic devices for in -vehicle applications is further hampered by the lack of
standardised access to the audio system, and sensory data of factory fitted devices un der the
bonnet.

6.8 Synthesis

The market of in  -vehicle applications is currently divided into separate market segments. Although
market developments are difficult to predict, it is certain that there will remain a clear separation
between the under -the -hood an d on -the -dashboard segments.

Key players in the under -the -bonnet segment will remain car manufacturers, OEM suppliers and
public Regulators. Devices and applications in this segment require long life cycles and high
reliability.

The on -the -dashboard segm ent will continue to be dominated by private parties and consumer
demand. This segment of fast moving consumer goods will continue to experience rapid growth
and short innovation cycles.

The segmentation of the market does not stimulate the development of interoperability. Both
segments would however benefit from increased interoperability. Standardisation and policy
development could drive these developments.
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7 Options for Platform Architectures

This chapter deals with potential platform architecture approac hes. The term platform not only
describes a technical device or a computing platform, but rather an arrangement that, besides the

technical components, also includes the business architecture, business model, governance,
security, certification regime, spe cification and so on.

Architecture can be defined at different levels and from different points of view. For an accurate
analysis later on regarding an in -vehicle platform, technical and business architecture are treated
separately. Also it is shown on whi ch levels a platform can be specified.

The analysis for the below stated options and the presentation of the visions regarding a platform
for ITS services and applications will be done in the final report

7.1 Options for Technical Architectures

The main purpo se of the technical architecture or system architecture is to meet the functional

requirements, which are primarily given by the applications. The objective for a good architecture

design is a fair balance between fAmust veaveas Wwehdulad mhavé
partitioning of the system in such a way different applications can coexist. There are many ways

how to achieve such concerted approaches.

Figure 7.1 illustrates a simplified technical view of a generic e ~
(centralised) telematics In  -Vehicle Equipment (IVE). At the In Vehicle Equipment
bottom there are the interfaces for power, sensor data and (

communication data, either realised through a bus, point to |

point connections or (m  ost likely) a combination of both. | W
The data interfaces are physically connected with the I

system hardware, which includes at least a processing unit |

and some memory. Above this is the system software, I System Software
which is designed to operate the system hardware and to I

provide and maintain an environment for running |

application software on top of the computing platform. It is |

this hardware/software co  -design that enables applications '

to make use of system resources like computing power, \\ Interfaces
storage space and interface data. Generally , applications,

system software and hardware are combined in one

physical device, often referred to as the computing platform @&:t?;%ensoriwwer]

(or  processing environment) ,  while sensors and

communication modules can be mounted separate y. N -

his | f hiah -1 | | vi Figure 7.1: Generic (centralised)
This is of course a very igh -level conceptua | view. In Tec hnical Architecture of a

reality all those components consist of many further blocks. Telematics IVE.

Moreover, there are no strict borders between different

technical layers and it depends strongly on the overall system design how certain functionalities
are realis ed. To give an example, a GSM communication module, over which an application
transmits or receives data, can be integrated in the system hardware (together with the required

~ —_—— e — — —_— —_ —_ — =

~ —_—_— - — — — — — — — — —_— —_——_—

software drivers) or implemented as a standalone communication component. In addi tion, it is
possible to have multiple (autonomous) processing environments that communicate over the

network (both in -vehicle communication and internet connectivity), resulting in a so -called
distributed system. This is basically the approach used in the CVIS project, which is further
described in annex 1.

For these reason s of complexity the underlying model does not intend to go too much into detail.
Though, the generalisation will help when introducing different options on how to define a technical

archi tecture. Thereby the focus is more on to what extend the technical architecture should be
defined than on how exactly it will look like in terms of physical components.

7.1.1 Generic On -Board Services

The concept of generic on  -board services is based on the univ ersal on -board unit (UOBU) study
sponsored by the European Commission and published in 2006. Such an architecture should not be

seen as an all -in-one universal unit, but as an interface that serves applications by way of
providing a set of data and service s to a number of key applications (like for instance eCall, EFC,
Digital Tachograph) in an open, safe and appropriately secure framework.
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The study introduces the idea of a common on -board
interface, which is basically a small unit that provides the App | App | App | App
core services of the UOBU. The UOBU itself is more to be

seen as the set of all technical components of the
computing platform inside the vehicle. But the focus of the System Software
technical architecture is 0 n standardising the interfaces as
highlighted in  Figure 7.2. Within the environment of the
interfaces the requirements regarding the services

available are specified i n detail. This includes the type of

data (e.g. vehicle position, vehicle identification, universal ( ’ Interfaces ‘ )
time), the format of the data (e.g. data types, data

protocol) as well as availability, accuracy, security and Commu

reliability of the services. nication Sensors | Power

In a vehicle with generic on -board services, applications

can take advantage of a given i nterface infrastructure with Figure 7.2:Generic On -Board
specified technical and functional characteristics. The in - Services standardise the Interface
vehicle data flow is specified and as a consequence it is by way of providing a Set of Data to

clear how to receive data and what kind of services can be a Number of Applications.

used. The quality of the services is described in d etail and

includes control mechanisms, the ablility to provide different priority to different applications and a
certain level of performance to the data flow. Conversely, sensors and communication modules can

be designed consistently, because it is exacl ty specified how to use those interfaces.

According to the UOBU study it would be in the responsibility of a vehicle manufacturer to provide

and certify generic on  -board services together with a vehicle bus (e.g. CAN -bus), which both meet

the common minimu m r equi rements. Applications would be designed t
vehicle operators would be able to purchase additional applications form different suppliers.

A similar approach with respect to the method of specification has been taken by BMW, which

developed a new telematics framework and a technology -neutral next generation telematics

protocol (NGTP). The protocol consists of an intermediary, called dispatcher, which connects the

vehiclebs telematics unit to SetheWJORBUestudy,rBMW ihas gonesasted n contr as:
further and describes also the technical interface from the vehicle to a back office which can be

accessed by the various stakeholders  and is basically the provision of generic on -board services to

the outer world.

7.1.2 Stand ardised Box

The standardised box approach refers to a technical architecture with one or more mandatory
applications embedded. To be more precise, such a framework would combine all the required

sensors, modules and functions in order to achieve the requir ements of compulsory applications
like eCall or the Digital Tachograph. While sensors and modules as well as parts of the interfaces
vary from vehicle to vehicle, the system hardware and software together with the applications on

top (basically an OBU; hig  hlighted in  Figure 7.3) are specified in detail.

System Software

Because the system is specified almost down to the smallest detail
this makes the box easy to certify. The functional behaviour is given.
Once installed in the vehicle, performance of the system and the
properties at the interfaces are observable and therefore verifiable.

A standardised box is also very secure, simply due to the fact that a

tamper proof environment is determined in order to run a mandatory
application like the Digital Tachograph for example. It is a classic
approach of designing a system in all its aspects. Once the technical

and functional requirements and characterisitcs are standardised, the
applications for which the the box was designed fulfil their purpose
perfectly.

E:.Omm%ensori%wer) The integration of commercial applications is rather complicated. In
nication case such optional functionalities are requested, they have to be
incorporated in the standardisation process of the box. Two problems
arise: First, it increases the complexity of the computing platform.

Interfaces

Figure 7.3: A Standardised More applications result in more standards, longer development times
Box_ defines the System and most likely a more complex system architecture. And secondly,
Behaviour to enable L . )

all applications running on the computing platform need to be

specific Applications
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specified. This is not feasible for most of the commercial applications, which are driven by the
market. To give an example, a cargo monitoring application has to be adapted for different
carriers. It can not be preinstalled on a device.

The main point  of the standardised box is that once attached it remains immune from manipulation
(except for maintenance reasons of course). What seams at first to be a drawback, in turn, can be
recognised as an advantage. The concept of the standardised box describes i ndeed a inviolable

device in terms of customisation (¢ .g. by numerous 3 ™ party applications). But the outward
appearance (look and feel) is intended to be capable of ful customisation through a n easily
accessible interface (e.g. Bluetooth). Furthermore, t he data presented on this interface fulfils
certain demands of high quality information because it is a certified device. For example, the GNSS

position conforms to requirements as no other device probably does. This fact will be helpful when

conceiving ot her computing platforms.

One possible implementation is the assignment of the Digital Tachograph as the basic device for
the standardised box, while extending the functionality in such a way that other mandatory
applications fit within one single box. This requires a unification of the legal backgrounds.

7.1.3 Common Platform

The term common platform stands for the adoption of a defined operating system on top of an

existing architecture like, for example, a PDA, a mobile phone or another embedded system. In this

way an open environment is provided where different applications are able to access or even share
variables such as time, position and speed through application programming interfaces (API).

Taking again the simplified technical view of a generic telemati cs IVE from above, the common
platform would specify the system hardware and software, as highlighted in Figure 7.4.

There are many examples of already existing common platforms as
understood i n this context. Appleods.IltiPioton{ App | App | App | App |hem
about bringing the iPhone as a telematics computing platform into a

vehicle , but rather about having a similar architecture principle.

System Software

All successful common platforms share some attributes: They h ave at
least one fikiller 6 application , an application users really crave for . For
the private car market this could be a navigation application. Then,

they make available a breadth of further useful applications, which

are easily obtainable. With the adven t of d evelopment tools like a
Software Development Kit (SDK) and a defined API the fundamental Interfaces
functional behaviour of the computing platform could be extended.

Similar to the convention of Appl eds (Commu Sensors| Power MY devel
contribute, if the guidelin  es, which need to be defined by the nication

regulatory authority, are observed. Applications fulfilling all security

Figure 7.4: A Common

and privacy directives advance into a pool of a Service Provider, from Platform  characterises
where the owner of the common platform can obtain or purchase it. the System Platform

A Service Provider, wh o also acts as the institution authorised with the inspection and certification

of new applications, has to proceed strictly according to the requirements and, and at the same
time , has to ensure that no malicious software can be installed on t he computing platform the
Service Provider will provide . This is a really important matter of security.

The system software running on the computing platform must allow commercial applications to
make use of hardware resources and system variables. It must further provide a secure

environment to the mandatory applications along with a dependable priority distribution. Under no
circumstances may it occur that applications become maleficent, for example, by allocating too
much memory or an inadequate consumpt ion of computing power. If this cannot be guaranteed,
commercial and mandatory applications will not coexist on the same computing platform.

It is clear that with a common platform the main difficulties arise with security, reliability and

privacy concerns . The question regarding the regulatory authority is also of a major challenge. The
framework is intended to be as open as possible. But mandatory applications require a certain level

of protection. This does not mean that an open computing platform can no t provide this type of
environment, but it is clearly given that such requirements are hard to achieve.
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First beginnings in developing a common telematics comput
Continental, for example, is an open end -to-end vehicle conn ectivity platform that intends to create

an environment, where users can have interaction with vehicles from outside (via mobile devices or

workstations). An SDK is expected to be available in 2010 consisting of APl documentation, a

vehicle simulator, ave hicle emulator and the HMI design guide.

7.1.4  Off -Board Approach

_
Service Provider |

|
|

The off -board approach is more a business and less a (
technical concept. It depicts an architecture where the IVE |
acts as a data collector and forwarder only. The processing |
of the data by one or more applications is done on the |
system of a Service Provider. It is exactly specified, which

data has to be collected (e.g. position, speed, time), how to (
protect it, when it needs to be transferred the latest and

how it must to be stored. However, it is thoroughly left to

the Service Provider how this data is collected and
evaluated and how the IVE is design in detail. Figure 7.5
illustrates this layer of specification, which is located
somewhere in between the vehicle and the provider.
Neither technical regulations for the system hardware and

System Software

[
I
I
I
I
I
I
I
I
I
I
I
(

I
I
|
I
I
I
I
Interfaces |
I
I
I
I
)

soft ware nor for the applications should be characterised

when defining an off  -board solution.

Servi.ce Providers . need to meet. reliability, financial, Commu Sensors | Power
functional and technical standards defined by the regulatory nication

authorlty in order to be certified. During th|§ P rocedure all In Vehicle Equipment
security -related system approaches and activites by the — ~_ ' __ ___ _ —
Service Provider must be verified. It is therefore in the Figure 7.5:The Off -Board
responsibility of every Service Provider to implement a Approach defines the data

justifiable system respecting the guidelines as well as the transferred between vehicle

European Directives. and Service Provider.

The off -board approach is extremely prescriptive simply because the business architecture is given.
Furthermore, it is only applicable for commercial vehicles. The private car will not see any benefit
as value added services do not exist in the ca r itself and, as a consequence, are unobservable.

But the concept also has some advantages, especially for the commercial market. Transport
companies are free to choose from a variety of Service Providers, concluding a contract with the
one offering the mo st adequate applications for the best money. For the Service Provider there are
almost no complicated governance issues. For example, the main problem, namely the
implementation of mandatory applications, is simply neglected.

7.2 Options for Business Architectures

The business architecture for ITS applications is defined in the prospect of different stakeholder
groups, each of which having different perspectives and demands regarding an optimal structure.
Furthermore, the receivables depend strongly on mandatory and optional applications and, as a
consequence, vary significantly for commercial and private vehicles. The development of
appropriate business architectures will therefore be discussed separately in the upcoming chapters.

1

7.2.1 Business Architect ure for Commercial Vehicles

For a common open in -vehicle platform to be defined (or agreed) , a business architecture should

be selected that serves the interests of key stakeholders for the full range of in -vehicle
applications, while safeguarding the inte rests of other stakeholders and offering sufficient flexibility

for the development and implementation of future in -vehicle applications.

In terms of commercial vehicles, particularly two applications are in the foreground . the Digital

Tachograph and EFC. These two killer (because mandated)  applications can substantially increase
sales and the adoption of the computing platform on which they run. In this regard, the main
stakeholders are the User, Toll Chargers and Authorities. For different applications o ther parties
can be involved of course.
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The User group is either represented by the vehicle 0 sperator, driver or owner, depending upon
the nature of the service and the contract terms. This group can be seen as Direct Service
Consumers. They use the servi  ces provided by applications running on their IVE. What is obvious
for optional applications (such as navigation) does not necessarily apply to mandatory applications.
Taking EFC as an example, a Toll Charger will probably have a higher profit margin from another
application than EFC, running on the IVE. This
is of course a matter of opinion, but that is
the reason why this group is combined under
the term Third Party Service Consumers. This
Toll
Charger l

includes all parties involved in the deployment Third Party
of mandatory appli cations. All regulated . others N Service
B .- Consumers

applications provide some kind of service, be
it for safety reasons or surveillance and
governance responsibilities.

In the legal prospect, there is a direct
relationship between the User and these Third

Party Service Consumers, as depict ed in
Figure 7.6. For example, the Digital

Tachograph underlies certain  regulatory Direct Service

provisions, which exist between both parties. Consumers

The same arises for EFC applications where

the relationship between User and Toll

Charger is the toll declaration

In the course of the CESARE projects 6], a

basic model was designed in order to give a Figure 7.6: For mandatory applications there

general overview of the EETS. In this basic exist legal relationships between the User and
various Aipartnerso, such as

model, four roles were identified as being part
of an interoperable EETS service. Within this
model shown in  Figure 7.7 two new stakeholders appear: The Service Provider who in this context
is responsible for the provision of EETS and the Interoperability Management.

Authorities.

Governance

Interoperability
Management

Service
Provider

Provision

Toll Third Party
Charging Service
w Consumers
Service
Usage

Direct Service
Consumers
Figure 7.7: CESARE role model introduced for the interoperable European Electronic Toll Service

(EETS). The terms in blue refer to a more general notation when applying the Role Model to other
mandatory applications.

The Service Provider allo  cates equipment, contracts and payment means to those who want to use
the EETS. This includes claiming money from the Users and guaranteeing payment for

substantiated claims received from the Toll Charger. The primary contractual relationship exists
only b etween the User and the Service Provider. In terms of business articulation there is no direct
contractual relationship between the User and Toll Charger, because this is cumbersome and
superfluous .

Happ \ Trans ‘



ITS Action Plan 44
Final Report Action 4.1

The other party showing up in Figure 7.7 is the Interoperability Management as part of the
Governance that represents the regulatory role of the EETS interoperability scheme. The
Interoperability Management gathers the funct ionality that deals with overall management of

interoperable EFC. It consists of European and national legal authorities and defines the directives

for all involved parties. That covers for instance the certification procedure for IVEs or the
agreement pro cedure for providers, as well as common specifications, guidelines for
interoperability and so on. The Interoperability Management is an inherent part in the role model,

especially because it is always present in the background and affecting the relationsh ips between
the parties as well as the scope of action of each one.

The role model developed in the series of CESARE projects seems to be appropriate for other
mandatory applications as well. A Service Provider could always act as the main contact for the
User and offer him all the necessary equipment and information required by the Third Party Service
Consumers. Users are free to sign a contract with the provider of their choice.

The traditional bilateral relation between User and Third Party Service Cons umers is reduced to a
legal relationship and substituted by a multilateral, open, and market based arrangement between

Service Provider and User. Another direct relationship exists between the Service Provider and the

Third Party Service Consumers for the reason of compliance with requirements and regulations as

well as the exchange of compulsory information. Taking EFC as an example, this would be the

transfer of billing details.

As mentioned above, it is not the intention that Third Party Service Consumer s provide mandatory
applications, but rather define the general requirements. It is then in the responsibility of the

Service Provider to implement a permitted solution. How this is done is not within the area of
responsibility of Third Party Service Consu mers.

The same applies for enabling a series of optional applications. In case no rules defined by Third

Party Service Consumers are disobeyed, it is completely left to the Service Provider how to
distribute further applications. As stated in Figure 7.8, there are several business models to be
considered how software applications and additional services are made available to the User:

1 In-house (orange line): In -house refers to the provision of additional services using the
Service Providers own resources. This means that software applications and services are
developed in -house. An EETS Provider for example can directly offer his computing plat form to
a user with his self made products running on top of it, as long as the general conditions in the
EETS toll domain statement are met of course.

1 Direct (red line): A direct relationship may exist between the User and an Application Provider
in some specific instances, where the issues of IVE compatibility and compliance as well as
separate contract terms can be satisfactorily addressed. For example, an internet based
entertainment provider with e -commerce capability would possibly prefer such a busi ness
model. A User would have a computing platform from the provider of his choice, but would
then obtain additional services and software applications from a separate Application Provider.

1 Hosting (blue line): The Service Provider hosts all services from external Application Providers
and provides information about available applications to the User. It is the Service Provider
who is responsible to create a contract with the User in order to provide service content data
and payment information. There are a Iso contracts between Service Provider and Application
Provider associated with payment and delivery. The hosting business model can be compared
to the AApp Storeodo, with Apple being the Service Providel

1 Branding (green line): Application Providers deploy services to the Service Provider, who on
his part hosts and provides all of them to the User. The Service Provider is responsible for
provisioning of an application whenever a User subscribes for it. There are contracts between
the Service Provider and bot h the Application Provider and the User. The GPS device
manufacturer Garmin along with Navteq as electronic map provider serves as nice example for
the branding business model. Users purchase devices from Garmin without considering how
maps are distributed , while Garmin has its contract with Navteq to buy the required maps.
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Application
Providers

Navigation ' Software

ftwar
Software Governance

Service Third Party
vider Charger Service
, Consumers
Direct
Service
Consumers
Figure 7.8: Options for Application Acquisition within the Business Architecture.
The presented role model fi nds its similarities in the GSC project [7] , with the main difference that
the Governance has been reintroduced in the background. As it was concluded in the GSC p roject,
the responsibility of the Service Provider (in the GSC project it is referred to as Service Aggregator)
is at least identical with the competence of an EETS Provider.
The operation of computing platform remains in the responsibility of the Service Provider, also to

ensure compatibility between tolling and all other applications as well as managing overall

performance and security policies. As a consequence, the direct relationship described above as a

business model is not recommended, because of b oth increased complexity for the User and

increased risk to the overall platform security, when different applications running on the same

system are not managed by the same Service Provider. At least for computing platforms

embedding regulatory applicatio ns, a direct provision of applications will not be feasible. Additional

applications from Application Providers have to be approved by the Service Provider, which is only

possible in case of the business models fhostingo and f#Abrar

Anyway it is quite unrealistic that a Service Provider will ever take full responsibility to provide both

optional and regulatory applications on the same computing platform by reason of certification and

accountability to the Third Party Service Consumers and t he Governance. Looking at optional
applications separately, the business model Aidirecto could
is unlikely that a Service Provider will offer an open computing platform, which Application

Providers are able to use, without having any economic bearings.

7.2.2  Business Architecture for Private Vehicles -—) 0

Analogous to the development for commercial vehicles, a business architecture for the private

vehicles should be developed for the benefit of the main stakeholders. The focus is always directed
towards the key beneficiaries and the killer applications. While for the commercial vehicles this

applied to the Third Party Service Consumers and primarily the regulatory applications, it looks

quite different for the private market. H ere, the key stakeholder is the User (driver) whereas the

killer applications are navigation and communication (e.g. mobile phones) and if mandated eCall

1||*”Hmaazmm::::ulm::::w\Trans \



ITS Action Plan 46
Final Report Action 4.1

Considering the current situation, there is a direct
correlation between the User and an application. For
example, the User purchases a navigation device from one
. specific supplier, has a mobile phone contract with another
others . provider while using an entertain ment system of another

- vendor. Figure 7.9 illustrates this relationship. Note that all
of these applications are optional. Adopting an in -vehicle
platform architecture for the provision of several applications
on a single computing platform requires certainly a different
structure.

Navigation

Communi-
cation

The administration and, even more important, the
responsibility must be passed over to a single Service
Integrator that manages the applications and deploys them

at the front -end ( Figure 7.10). This Service Integrator also
implements the customer relationship management, thus,

the relations between the User, the Application Providers
and the Service Integrator himself. The idea of having a
Service Integrator holds as a simpler model for the User,
because he then has a clear contact for service or
application requests, agreement of contract terms and
payment transactions. The operation of the computing
L . platform remains again complet ely within the responsibility
- others ) of the Service Integrator to ensure compatibility between

: different applications, as well as managing the overall
performance.

Figure 7.9: Current (direct)
Relationship between User and
different Application Provider.

Navigation
In case the model should be extended towards regulatory

applications (e.g. EETS), further parties come into play. First
of all, Third Party Service Consumers such as Toll Chargers

or the Authority require a linkage towards the Service
Integrator responsible for the computing platform. And
secondly the Governance needs to be introduced again
simply beca use mandatory applications are enforced by
legislation. It is within their responsibility to accompany the
processes of standardisation, certification and audit. This
brings us back to the role model developed above in Figure
7.8 with the Service Integrator and the Service Provider
merging together.

Service
Integrator

Please note that such a concept of a business architecture

still leaves economic scope for a range of business strategies
and models 1 not only for the distribution of applications,

but also for the (inter)acting of all parties.

Figure 7.10 : Role Model with a
Service Integrator.

7.3 Level of Platform Speci fication

The so far presented architecture options focused on technical and business aspects. Apart from

this, one has to think about how a platform in general is specified. To point this out again: It is not

only the technical platform that has to be spec ified, it is much more. Of course there are hardware
components, an operating system and executable applications. But there are also services,
business structures and governance that form the overall platform.

Different functional perspectives on various levels exist, as depict in Figure 7.11. Itis important to
note that these levels of abstraction do not compete with the technical view of a generic t elematics
IVE introduced in the chapter above. This context is not about a technical division into hardware,

software and so on. On the contrary, technical aspects are partially encapsulated in all levels.

This might be a bit confusing first, but the reade r will see later on in the analysis that the
introduction of these levels will be particularly helpful when trying to get an overview of the
application demands regarding a platform. In the end it should be possible to choose for every
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application the plat  form arrangement, which it deems the most appropriate for providing a service.
Or vice versa, it should be clear what kind of platform and on which level it needs to be defined in
order to serve a range of applications. Five levels of abstraction are disti nguished:

Business & Service
Provision

Applications

Processing
Environment

Data &
Communication
Services

Sensors &
Interfaces

Figure 7.11 : Levels of Platform Specification.

Sensors & Interfaces

The level referred to as sensors and interfaces defines physical specifications for devices. This
includes for example choice of cables, connector layouts and voltage levels. In the same way the
interaction of a sensor device with the medium needs to be standardised and data protocols need

to be defined. Resources have to be shared, which leads to mechani sms for contention resolution
and control of the data flow. There exist two types of sensors: the ones that are already in place in

the vehicle (e.g. power) and others that have to be installed separately. For both of them
standards should be in place in o rder to serve as a bottom level platform.

Data & Communication Services

The level of data and communication services is more concerned with the interaction of multiple

devices. The services provided in the vehicle together with the quality and availability are specified.
These kinds of services should not be confused with the services provided on the top level, which

are discussed in a moment. The data and communication level focus on physical services (e.g.

time, location, identity and other common on boar d services), whereas the business and service
provision level address to functional services (e.g. navigation from A to B). As an example, not the

GNSS module for the location is specified, but having the information of the vehicle position

available in th e car along with the knowledge how to use this data.

Processing Environment

The processing environment incorporates the hardware architecture, the software framework and

the related user interface that form an OBU. This is what in computer science is typically referred

to as computing platform or just platform. It is defined as th e environment where to run the
application software in order to process and produce information. Requirements regarding system

design and access to system resources have to be specified. This includes processing performance
parameters, memory

Applications

It is not about programming software applications and integrating them in a computing platform,

but rather defining the functional aspects of applications such as behaviour, reliability, security,

safety, latency and other performance parameters. When spe cifying at the level of applications, all
these operational requirements must be defined in order to describe an application.
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Business & Service Provision

The level of business and service provision describes the business structure together with the direc t
measurable or tangible benefits in terms of available services. The intention of this matter of
specification is to define the framework and its value chain in which services are provided. EETS

serves as a good example. Defined are the requirements for t he Service Providers in order to offer
contracts to Users, who in turn benefit from access to the EETS in the entire EU, and demands on

the Toll Chargers, such as publishing toll domain statement outlining the general conditions for

EETS providers to acces s their toll domains. Neither the processing environment nor specific

sensors and interfaces are determined. The same specification could also be done for the Digital
Tachograph, which is so far standardised at lower levels. For example, a truck needs to h ave a
contract with a Service Provider that would guaranty to alarm the driver when he is over time and

alarm the contact of authority when he is excessively over time. One does not have to care about

how exactly it is done as long as certain requirements are met (e.g. access to the data, which will

be stored over a long time for reasons of investigation).

As one can see, applications like the Digital Tachograph or Electronic Fee Collection can not only be

specified on complete different levels, but (depend ing on the application demands) also on the
exact same level or may even overlap. Each of those levels represents a different model of the

same information and processes, but uses a system of expression involving a unique set of objects

and compositions th at apply only to a particular domain. Each relatively abstract "higher" level

builds on a relatively concrete "lower" level, which tends to provide an increasingly "granular”
representation. For example, communication builds on sensors, computing environme nt on data,
application on the computing platform and services on the applications. Each level is embodied, but

not determined, by the level beneath it.

The idea is therefore to think about the optimal level of specification for each application. In
gener al, the higher you go on the level when specifying the better, because in the end the User will
consume on the level of service provision and does not care about how exactly this service is
implemented on lower levels.

7.4 Security Considerations

This chapter is not about giving security solutions for various platforms, because that would go

beyond the scope of this report. The aim is to point out some security aspects. It is important to

understand that the strength of a security solution depends on the platfo rm architecture. The more

complex a concept becomes, the less secure it tends to be. If more security mechanisms are

required in a complex system, chances for attack increase dramatically. Complexity is therefore the

worst opponent of security, which means that Akeep it simpledo is always a goof¢

As mentioned above, a platform can be specified at different levels for which reason also security

plays on different levels (the same is true for the Governance). On lower levels, security addresses

more hardware and software aspects, whereas on higher levels it is about business requirements.

To give an example: At the level of the sensors and interfaces, quality and integrity of the data as

well as authentication of the information is of a major co ncern. The level of service provision deals
with complete different security aspects. For instance it is about how a service can be certified or a
provider can be audited to maintain client confidence and avoid privacy risks.

Not only vary these security considerations for different levels of platform specification but also one

has to distinguish between different applications. Assuming that in future a single computing

platform will provide a variety of telematics applications, such an IVE can host mandat ory and
optional applications side by side, using the same central processing unit, memory and other

resources. The applications may have intended or accidental side effects and impacts on each

other. These mutual influences give rise to security concerns because some applications require a
higher level of integrity, while others may need a higher level of cryptography. It depends strongly

on the particular type of application to be able to determine the extent to which security reaches.
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Business & Service
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Figure 7.12: Security and governance aspects cover all levels of specification

The technical architecture of the security system consists of technical components that protect the

data from illegal changes, and detect and report attempts of unauthorised manipulation. In

general, the transfer of personal data should be limited to what is necessary and sufficient to
satisfy the conditions based on legal and contractual grounds. Encryption methods and participants
authentication should be used to protect all communication processes from access by unauthorised

parties.

Main component of t he technical architecture of a security system might be a Public Key
Infrastructure (PKI). This infrastructure is based on the widely used public key cryptography,

where the key used to encrypt a message is not the same as the key used to decrypt it. The P Kil
allows protection of a message by creating a digital signature of it using the so -called private key,
which can be verified using the so -called public key. It also allows protection of the confidentiality

and integrity of a message by encrypting the mes sage using the public key, which can only be
decrypted using the private key. The private key is kept secret, whereas the public key may be

widely distributed.

Generally, a so -called trusted third party is responsible for security key management. This mea ns
that the trusted third party will issue the secure tokens for the IVE and the public key certificates

for each User containing unforgeable data like User identity, public key, validity conditions and

possibly other attributes. Besides security key manag ement, trusted third parties can also be used

for other services, such as consulting, adjudication and mediation.

The IVE should support tamper evidence and provide mechanisms for data integrity and
authentication. This requires a secure token inside the | VE. Such a secure token stores the private
keys and certificates, and prevent them from duplication. A secure token can also contain
cryptographic functions, such as signing and signature verification. Secure tokens are copy
protected and access restricted storage and cryptographic computing devices, such as the secure
chips used in smartcards.

Each IVE should have a unique identifier linked to only one vehicle for the duration of the
corresponding account. An IVE with redundancy (e.g. using multiple source s to gather distance
information) and/or fraud resistance features (e.g. fixed installation in the vehicle) further helps

preventing fraud possibilities, and therefore can result in less compliance checking effort.

What could be done for a computing platf orm is the arrangement of a Secure Application Module
(SAM). This IVE module could provide generic security services (e.g. cryptography, identification)

to different applications and include countermeasures against threats related to security features,

such as tamper -proof data storage and software, and data integrity and authentication
mechanisms. In all cases, this security system must be a safety closed chain that prevents any
manipulation of data.

It is of course not possible to harmonise all necessary security architecture approaches. But it is
recommended to implement from the start a consistent and comprehensive security system that

covers security requirements for all expected (regulatory) applications. Exploiting the available
synergies is also ess ential for a cost -effective future -proof security system. Note that security
requirements tend to limit commercial freedom, since security solutions always require some level

of regulation, standardisation and prescription.
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The organisational architecture of the security system has to do with roles, responsibilities and
procedures to protect the scheme against fraud and to ensure the required level of data quality. To

reduce the risk of fraud and to prosecute violators, it is important to define the responsibilities of
the different actors in the User role. The driver or the vehicle operator for commercial vehicles

should be legally responsible for checking the operational status of the IVE, for correct vehicle
registration an d for payment. In all cases, any form of manipulation of the charging scheme (e.g.
shield the antenna, disconnect the IVE from the power supply, develop or possess a tampering
device) should be forbidden and prosecuted by law.

A certification process for the IVE and an auditing process for the Service Providers might be useful

to guarantee the required level of data quality. This especially applies to Service Providers who

compete on an open market and might benefit from manipulation to make their services more
appealing to the User. In case the Service Provider is mandated, this reduces the security threats,

because he does not directly benefit from any kind of manipulation.

Certification refers to the confirmation of certain characteristics of an object, person or

organisation. In this context, certification applies to the IVE and the Service Providers for which

requirements need to be formulated. These requirements should be described as tests to be

passed. Each requirement should lead to a verdict (pass ed or failed) on which the certification is

based. For example, consider the IP code that classifies the degrees of protection provided against

water in electrical enclosures, which provides more detailed information than vague marketing

terms sucherapr ddavfaft. The requirements can be directly define

In terms of platform certification, this refers to processes intended to determine if the IVE meets

minimum standards to assure the required quality, as well as the certification of Service Providers,
where an organisation is certified as being able to competently complete the tasks to be fulfilled in

the application scheme. Certification of Service Providers will include requirements for both the
organisation and the processes. Note that su ch requirements should not be too narrow, as
newcomers should not be excluded too easily. Other requirements, such as financial backing and

business plan, are in this respect important as well. Process requirements refer to the IT system

used in the collec tion, processing, storage and reporting of data, security, quality management
procedures and so on.

Certification has a significant business impact. Based on the certification, it will be decided which
companies will be included as Service Provides. Compan ies that were turned down during the
certification process might go to court, so the certification process must be accurate, sound and

court -proof.

Audits are then performed to ascertain, if the certification is still valid. The most useful approach is
not a go/no go decision, but to think along with the Service Provider and help to further develop
the business and thus the charging scheme. It goes without saying that the auditing process needs
clear criteria related to potential damage to the charging sch eme (e.g. loss of money).

Driver privacy is one of the most important questions in case of mandatory applications. In case

GNSS is used to monitor vehicle movements, drivers tend to see this as violation of their privacy to
have fAbig br ot he Obcourse, the dgatered dataawill only be used for the purpose of
delivering the service (e.g. toll charging billing details), but it needs a lot of communication and
explanation to the parties concerned

In case of commercial vehicles , privacy is prob ably less of an issue. The driver of a commercial
vehicle drives for the company he works for. It that sense, the vehicle movements in first instance
relates more to business behaviour and fibusiness privacy 0. Of course, business privacy must be
protected a s well (like respecting business privacy in case of tax declaration).

The perception of business privacy by drivers and companies depends strongly on the computing
platform solution and primarily a task for the authority. It is important that the business
information collected by a Service Provider (e.g. tracking data) is not accessible to unauthorised
others. Securing such information is a challenge for the organisational structure and internal
processes, which is again a matter of Governance.
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8 Analysis o f Commercial Vehicle Applications ; .
8.1  Relevant Applications for C ial Vehicl ==
. elevan Ications tor Commercial venicles e

PP ==
Chapter 8 summarises the findings of the previous chapters on legislation, standard isation, the
business, platform and technical architecture, security and governance for Commercial Vehicle s. In
order to do so, the relevant applications are identified first.
The telematics market of Commercial Vehicle applications covers applications de scribed as

fimandat oryod and ¢éhappet i50Tha kep drivers are mainly regulated and mandatory
applications:

1 Digital Tachograph
1 EFC/EETS
1 Hazardous Goods Tra cking
1 Livestock Transport Tracking
1 Intelligent Truck Parking
1  Co-operative Systems
1 ecCall®
A
>
S
©
-g Tachograph
©
] <>
Livest_ock Co-Operative
Tracking Systems
©
2
0]
S Hazardous Intelligent Parking
g Goods Tracking Speed Advice Information
= Access Safety
Restriction Information
Intelligent Adaptlve
Truck Parking Crulse Control
Nawgatlon
Cargo Trafflc PaylsA_s-You
Monitoring Informatlon Insurrl\e/\(nece
Payment
Service
= Fleet Local .
:
o
o
o
Commercial Vehicles Private Cars
Figure 8.1: Relevant Applications for Commercial Vehicles.
The main objective of this analysis will be to identify the communalities  between these applications
on both a functi onal and business related level as well as to provide a concept for promising

approaches towards an in -vehicle platform in a short synthesi s at the end of the chapter
Recommendations and  vision s for the development of an open in -vehicle platform  are then drawn
in chapter 10 and 11 respectively.

® eCall for trucks is a highly complex issue, which needs further detailed investigation
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8.2 Communalities between Applications

8.2.1  Technical Aspects

In order to find out the communalities between applications a differentiation is made between

technical and busine ss related aspects , a somewhat coarser distinction within the level of
specification introduced in chapter 7.3 . Regarding the technical aspects it is analysed wheth er the
technical requirements of enclosed applications overlap and create synergies.

Business & Service Provision
Business
related
Aspects
Applications
Processing Environment
Technical D & C . . S .
Aspects ata ommunication Services
Sensors & Interfaces

Figure 8.2: Technical and Business related Aspects.

To give an example, requirements for posi tion, time and vehicle status concerning tracking
applications such as Hazardous Goods or Livestock Transport are very similar to the requirements

of a GNSS/CN based EFC application. So there are obvious communalities on the level of sensor
and data servic es for the mentioned applications.

The listing in figure 8.3 summarises the necessary technical components and requirements
regarding interfaces, sensors, data and communication per killer application based on the
compilation in annex 2.

The technical components and requirements for these Commercial Vehicle applications are to some

degree similar.  Some sort of m obile data communication is considered to be indispensable in most
of the cases. The same applies to a module for (secure) positioning. Then the re is an overlap in
demands concerning the  vehicle identification.

Apart from the common requirements every applications has specific needs for sensory input and

functionality (e.g. airbag deployment sensor). Driving critical applications will require spec ific
sensory input and dedicated reliable ultra -fast processing power. For co -operative systems,
distance sensors and short  -range communication are presumed with a product life span similar to

the vehicle. Therefore the processing environment of driving cr itical applications will likely not be

the same as for other applications.

It does not mean that applications with specific needs have to be excluded in their entirety when

thinking of a common platform. Even if applications differ to some extent on the le vels of
Processing  Environment, Data & Communication and Sensor & Interfaces, they still share
requirements and this should not be ignored. Chapter 8.3.2 will addr ess exactly such a scenario
and further elaborate, why the development of a generic in -vehicle services standard for the
provision of reliable and up  -to-date basic vehicle information (e.g. location, speed, date and time,

etc.) is advised.
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Livestock Transport Tracking

Hazardouws Goods Tracking
elall

Digital Tachograph
Co-operative systems

EFCIEETS

Processing Environment

In-wehicle Processing Capacity
Lirmited N N .
High

Security
Encryption Il
Buthentication Il
Secure Payment

Data & Communication Services

Identification
Yehicle identification 1 0 1 |
Unique random 100

Position, speed, aceeleration 7 1 1 |

Mlap data, matching engine [ |

Prosimity, road data

‘Wehicle data [airbag, CAMN-bus=)

Data communication [download]
Fieal-time
Mon real-time

Diata communication [upload]
Feal-time
Mon real-time
Secure fransmission
Encrypted transmission
Short-range

Data storage
Secured [ |
Unsecured

Sensors and interfaces
Speed [ |
Acceleration
Fosition [GRNES)

Secure I I .
Mon-secure
Frowimiry
Fioad manitoring
Temperature
Rirbag, CARM-bus

Legend

[ | Fequired or mandatory
Mice-to-hawve, not required
Mot neces=ary or needed

Figure 8.3: Requirements per Application.
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8.2.2 Business related Aspects

A successful platform for multiple services requires also a fit with application environment in terms

of business aspects, such as a match in the arrangements regarding institutional setup,
certification regime, legal environment and governance. Also equipment and service lifecycle
considerations enter here.

As devised by the GSC role model, for example, EFC Service Providers will be eager to extend their
scope of service delivery towards fleet management in order to become true Service Aggregators.
General security provisions must ensure the coexistence with the EFC application in compliance

with privacy and security aspects

It is still a matter of face that technicians from system manufacturers and suppliers have a very
technical view when thinking of an in -vehicle platform. The business field is often forgotten. For

sure one problem is that, so far, the customers were vehicle operators and not S ervice Providers.
This can be changed and amended simply by shaping the existing market. It is well conceivable

that the introduction of EETS, for example will promote the establishment of such a modified

economic cycle.

To apply the service provision mode | to other applications than EFC solely, the different roles,
functional processes as well as business and legal relationships have to be defined for each of the
following stakeholder groups:

Service Providers

Application Providers (e.g. electronic navigab le maps manufacturer)
Direct Service Consumers (e.g. transport companies, Road Users)

Third Party Service Consumers (e.g. Toll Chargers)

Governance (e.g. Member States)

= —a —a —a -8

Application

Providers

Governance

o

Service
Providers

Third Party
Service
Consumers

Direct
Service
Consumers

Figure 8.4: Business relationships between Service Providers and the other stakeholders (legal
relationships are omitted to simplify matters).

Single business relationships between Service Providers and the other stakeholders imply a simple
business model (especiall y for the Service Consumers) and a clear point of contact for service
requests, agreement of contract terms and possible payment transactions. These individual aspects
are combined together in some form of a Service Level Agreement (SLA).

Another aspect th at should not be ignored is the fact that the traffic telematics market is of a very
fragmented nature. Different sectors of the freight business have very different information
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requirements. Vehicle tracking is important to some international long -haulage companies, geo -
fenced recording of freight bay doors is of relevance to some others, frozen food transport require

monitoring of bay temperature, some companies record speed, acceleration and gear settings in

order to educate drivers for better fuel effic iency, and many companies need to connect freight and
contract information to trips and delivery points in numerous ways. There appears to be a

multitude of niche markets for value added services, where apparently no application has the

required volume for  successful mass delivery. Therefore it is difficult to come up with a customized

solution to meet all needs. However, this should not be too much of concern to the European
Commission. If the idea of providing services once is achieved and the right frame work conditions
are created, it is then being left to the Service Providers whether or not to meet the market

demands.

8.3 Synthesis

Chapter 7.3 introduced the levels o  f specification to emphasise in particular that a platform should
also be considered on higher levels than just the technical ingredients. In fact, almost every

application can be specified on each of the levels in figure 8.5. But as became clear in several
sections of this report, there are mainly two obvious approaches to follow up, in order to integrate
a variety of applications and services under one commo n concept.

The first approach is what is called a Regulatory Framework in the following chapter. It is based on

the service provision model and pursues the idea of a migration of regulatory applications to a
service model. Rather than specifying the techn ical side (as it was done in the past), more
attention should be given to business aspects, role definitions for parties involved and the
alignment of governance.

Generic Services is the second notion and concerned with the technical aspects, such as provi ding
basic vehicle information (e.g. location, speed, date and time, etc.) with a guaranteed quality to
many different applications. The proposal also addresses the problem of data redundancy in the
vehicle nowadays (e.g. a lot of nomadic devices have thei r own GPS receiver).

It is evident that both concepts can coexist, because they act on different levels.
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Business & Service —
Provision
atory |[Fram ew ork
Applications
\_,/
Processing
Environment
Data &
Communication
Setvices Geheric Berviges >
Sensors &
Interfac
Figure 8.5: The level of specification model extended to the killer applications for the Commercial
Vehicles; The marked areas f@ARegulatory Frameworko and fAGeneric S
upcoming sections and try to show where promising approaches towards an in -vehicle platform are

seen and how the development could be supported.

8.3.1  Regulatory Framework

The regulatory framework concept depicts basically the Service Provider model as it was brought
up in the development of EETS. It is based on meritocracy, best practices and values of the open
source culture and comprise s the two business related specification levels business & service
provision and applications.
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In terms of Commercial Vehicles, regulatory applications are the key drivers of the telematics

market. Currently, they are not defined as a service that is deliv ered to Users. The EETS is the first
European wide regulated application that fundamentally rests on a Service Provider model. It would

be advisable in future revisions of regulations pertaining to the Tachograph, to Hazardous Goods

Tracking, Livestock Tra nsport Tracking, Intelligent Truck Parking and the like to allow for a n
equivalent model.

To come straight to the point: Although some sort of hardware is essential to collect the required

data on the side of the vehicle, all those technical components sh ould not be of a major concern for
within this concept. If the type and quality of generally available data is defined it is then within the
responsibility of a Service Provider to provide a corresponding system. The idea is therefore solely

on characteris ing an economic framework providing services, which are mandatory to Commercial
Vehicles.

This would result in a certain change in paradigm, though: Taking the Tachograph as an example,

instead of the Authority chasing for non -compliant Users one could tur  n the situation around and
asks users instead to positively demonstrate compliance. Users could even be given the choice:

option (a): use the Tachograph as is, option (b) go for a private company that assists in managing

your fatigue regime. The rules rega rding the working and rest hours would be the same, but in
option (a) the authority does the policing work and in (b) one allows the company to positively
demonstrate compliance. Cost savings for authorities with option (b) are obvious, but also the

transp ort trade benefits because it can receive a number of services, from EETS over track and

trace, to fatigue management from a single provider.

Such an approach is currently being pursued in Australia. The Tachograph is not mandatory but
companies willing t o0 sign a contract with a Service Provider and equip their fleet with data
collection boxes get benefits. Australia has a system with fixed driving hours and it is therefore not

possible to get from Melbourne to Sidney without a longer resting phase in betw een for example.
With the new system this becomes possible because the Service Provider is able to ensure that

certain conditions are met (like for instance a longer rest before the trip).

Despite being voluntary, the Tachograph as a service becomes mandat ory in terms of business
simply because many companies are not competitive any longer without using it. This shows once

again to make a service attractive, rather than regulate it. It is noteworthy that this concept is also

the scope of an ISO work item.

Further benefits could stem from improvements to the regulatory environment by aligning
governance of different regulatory measures. Nowadays, applications such as Tachograph, EETS

and Livestock Transport Tracking follow very different rules for institution al arrangement,
responsible actors, equipment certification, compliance checking and prosecution. If these
frameworks could be closer aligned or even merged into one single framework, synergies would

emerge on the side of the regulator, but also on side of the market because it would become easier

to deploy these applications through a single delivery channel.

A regulatory framework would be necessary in order to have uniform rules for Service Providers as

well as European interoperability. By means of app ropriate measures, the Commission could
further increase the competitiveness between providers and orientate their business activities
towards the growth of market sectors.

8.3.2 Generic Services

It has been shown that different applications have common requirem ents, especially regarding
interfaces, sensors, data and communication. The idea of the generic services platform concept is
basically to specify those common requirements.

One approach for example would be to standardise vehicle networks, both internal a nd towards the
outside. Developers would then now how to use available resources li ke wireless communication
(DSRC, cellular networks), GNSS or sensor data within the vehicle to implement applications.

Standardisation bodies like CEN, ISO or ETSI are work ing on vehicle -to-vehicle (V2V) and vehicle -
to -infrastructure (V2I) communication standards. The goal should be to support the ongoing work
while at the same time ensure interoperability between different work items.

The linking of the vehicle with the tr  ansport infrastructure i that is embedding the vehicle into the
transport network T is also a priority area withinthe ITS Directive 2010/40/EU . Member States are
responsible for their road infrastructure. The question remains how they should be obligated (or,

even better, encouraged) to invest in new technologies or renew their existing infrastructure.
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