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Update and extension of the Model Requirements
for the management of electronic records

PREFACE

Since it was first published in 2001, the original MoReq - Model Require-
ments for the management of electronic records - has been used widely
throughout Europe and beyond. Throughout the European Union, prospec-
tive users of electronic records management have recognised the value
of using a model specification such as MoReq as the basis for procuring
Electronic Records Management Systems and software suppliers have re-
sponded by using MoReq to guide their development process.

MoReq is now regarded as an unqualified success. It has been cited many
times on many continents and it has a central role on the electronic re-
cords management scene.

However, information technology has changed since 2001. There has been
growth and evolutionary change in many technology areas that affect the
creation, capture and management of electronic records. This new ver-
sion of MoReq, called MoReqg?2, addresses the impacts of that technologi-
cal change. It also takes account of new standards and best practice that
have been developed over the last several years. Accordingly, it is written
as an evolutionary update of the original MoReq.

- MoReqg?2 for the first time also allows for a software testing regime to be
implemented. It is written specifically to support the execution of indepen-
dent compliance testing and a suite of compliance tests has been devel-
oped and published in parallel with the model requirements themselves.
The need for rigorously-worded, testable, requirements has led to many
changes of wording and expression in MoReq?2.

Finally, the years of experience in using and applying MoReq has pointed
out the need for national variations, to take into account different national
languages, legislation, regulations, and record keeping traditions. For this
reason, MoReq2 introduces for the first time a moderated mechanism -
called "chapter zero” - to allow member states to add their unique na-
tional requirements.

MoReq2 was prepared for the European Commission by Serco Consult-
ing with financing from the European Union’s IDABC programme. The
development process was overseen by the European Commission work-
ing closely with the DLM Forum and drafts were reviewed by DLM Forum
experts at key stages in the development. These reviews were in addition
to input and review by dozens of users, consultants, suppliers, academ-
ics and professional bodies from around the globe, giving MoReq2 an un-
precedented level of authority. As such MoReq2 will be of great value to
all those involved in the management of electronic records in Europe and
around the world.

-
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The need for a comprehensive specification of requirements for electronic records man-
agement was first articulated by the DLM-Forum' in 1996 as one of its ten action points.
Subsequently, the European Commission’s IDA (Interchange of Data between Administra-
tions) programme commissioned the development of a model specification for electronic
records? management systems (ERMSs). The result, MoReq, the Model Requirements for
the management of electronic records , was published in 2001.

MoReq was widely used in throughout the European Union and beyond. However, there was
no maintenance regime for MoReq; and there was no scheme to test software compliance
against the MoReq specification.

Demand for both updates to MoReq and a compliance testing scheme grew. The DLM Fo-
rum entered into discussions with the European Commission. This culminated in the Com-
mission’s Secretariat-General (Directorate B e-Domec and archives) launching an open
competition for the development of this document, MoReq2, in 2006. Development was
carried out during 2007 by a small team of specialist consultants from Serco Consult-
ing (formerly Cornwell Management Consultants plc), supported by an Editorial Board of
experts drawn from several countries, and numerous volunteer reviewers from both the
private and public sectors.

Appendix 2 contains further detail on the methodology used, and appendix 4 acknowledges
the contributions of the review panel members who kindly volunteered their time, intellect,
and experience.

MoReq?2 is intended to replace MoReq.

The specification for MoReq2 is contained in the “Scoping Report®” for MoReq2. It describes

the aims of MoReq?2 as follows:

“The overall aims for the MoReq2 development are to develop extended functional require-

ments within a European context, and to support a compliance scheme by:

¢ Strengthening from MoReq what have in the interim become key areas and covering
important new areas of requirements with clarity;

e Ensuring that the functional requirements are testable and developing test materials to
enable products to be tested for compliance with the requirements;

e Making the requirements modular to assist application in the various environments in
which they will be used.”

“To provide compatibility, MoReq2 is to be an evolutionary update to the original MoReq,

not a radically different product.”

The concept of “evolutionary upgrade” is key. MoReq2 is almost entirely compatible with

MoReq (minor incompatibilities are clearly indicated); it is based on the same concepts,

and as a document it uses a similar structure.

T DLMis an acronym for “Document Lifecycle Management” (it formerly was an acronym for the French
“Données Lisibles par Machine,” in English: “machine-readable data.”) The DLM-Forum is based on the
conclusions of the European Council (94/C 235/03) of 17 June 1994 concerning greater cooperation in the
field of archives.

2 MoReq is available from http://www.DLM-Network.org. It is also published in paper form, with
ISBN 92 894 1290 9.

3 "The Scoping Report for MoReq2" is available from http://www.DLM-Network.org.

-
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This specification is the second version of the Model Requirements for the management of
electronic records. (MoReq2). It focuses mainly on the functional requirements for the man-
agement of electronic records by an Electronic Records Management System (ERMS).

This specification is written to be equally applicable to public and private sector organisa-
tions which wish to introduce an ERMS, or which wish to assess the ERMS capability they
currently have in place.

While the specification focuses on functional requirements, it recognises that non-func-
tional attributes are central to the success of an ERMS, as with any information system.
However, these non-functional attributes vary enormously between environments. Accord-
ingly, they are identified but described only in outline.

Other closely-related requirements, such as document management and the electronic
management of physical records (such as paper files and microfilm) are also addressed,
but in less detail. Related issues such as digitisation and other means of creating elec-
tronic records are outside the scope of this specification. Similarly, it makes no attempt to
cover the practical implementation of an ERMS.

This specification is written with the assumption that ERMS users include not only admin-
istrators, records managers or archivists, but also general office and operational staff who
use ERMSs as part of their everyday work while creating, receiving and retrieving records.
As this specification contains “model” requirements, it is designed to be entirely generic.
It does not consider any platform-specific or sector-specific issues. Because it is modu-
lar, user communities can add to it additional functionality specific to their own business
requirements (see section 1.6 and appendix 3 for guidance on using and customising this
specification).

An ERMS is primarily an application for managing electronic records, though it may also
be used to manage physical records. The emphasis of this specification is firmly on the
management of electronic records.

The management of electronic records is complex, requiring a large range of functional-
ity, meeting business needs, to be implemented well. Typically, a system to meet these
needs - an ERMS - requires specialised software, though increasingly records manage-
ment functionality is being built into operating system software and other applications.
Specialist software may consist of a single package, a number of integrated packages,
custom-designed software or some combination; and in all cases, there will be a need for
complementary manual procedures and management policies. The nature of an ERMS will
vary from organisation to organisation. This specification makes no assumption about the
nature of individual ERMS solutions. Users of this specification will need to determine how
the functionality of an ERMS can be implemented to meet their requirements.

ERMSs are expected to be used over considerable periods and increasingly to interact with
other applications. There are therefore many ways in which an implementer may want to
connect an ERMS with other software applications. It may be necessary to create interfac-
es for the capture of individual records from other business applications (see section 6.1)
and for the applications to access records in the ERMS (see section 4.1). This applies par-
ticularly with business applications such as CRM (Customer Relationship Management])
and line of business applications.

Chapter 10 includes specific coverage of interfaces with CMSs (Content Management Sys-
tems), Workflow and Casework systems and fax integration. Chapter 6 covers interfaces
with e-mail applications in section 6.3 (e-mail management) and scanning and imaging in
section 6.5. An interface for validation of metadata is covered in section 6.1 (Capture) and
with report generators in 8.3 (Printing).

MoReq?2 is written primarily to describe application software that is designed expressly
to manage records. However, it may also be used as a statement of outcomes together
constituting electronic records management. Thus the statements in MoReq2 saying “The
ERMS must or should...” may also be read as shorthand for “The using organisation’s ap-
plication system and/or the supplier platform must or should...” Readers of MoReq2 need
to decide which requirements are necessary in their environment.

The full set of MoReq2 requirements may be appropriate for integrated application sys-
tems. However, a subset may be more appropriate in the situation, for example, where



records management features are needed as part of a case management or line of busi-
ness application.

The optional modules 10.4 Workflow and 10.5 Casework, specifically apply to line of busi-
ness applications. However much of the functionality described in the requirements
throughout MoReg?2 can also be applicable and should be considered when implementing
these business systems.

The MoReq?2 specification is intended to be used:

¢ by potential ERMS users: as a basis for preparing an invitation to tender;

e by ERMS users: as a basis for auditing or checking an existing ERMS;

e by training organisations: as a reference document for preparing records manage-
ment training, and as course material;

e by academic institutions: as a teaching resource;

e by ERMS suppliers and developers: to guide product development by highlighting
functionality required;

e by record management service providers: to guide the nature of the services to be
provided;

¢ by potential users of outsourced record management services: as an aid in specifying
the services to be procured.

In addition, when used with the testing framework documentation developed in parallel

with MoReq?2, it is intended to be used:

¢ by ERMS suppliers and developers: to test ERMS solutions for MoReq2 compliance;

e by ERMS users: to test ERMS implementations for MoReqg2 compliance.

The specification is written with an emphasis on usability. Throughout, the intention has

been to develop a specification which is useful in practice.

All intellectual property rights in MoReqg2, including use of the name MoReqg2, lie with the
European Commission. Accordingly, permission must be given before any translation of
MoReq?2 or chapter zero to MoReq?2 is published - see the formal notice on the title page.
To apply for permission, refer to the DLM Forum website at http://www.DLM-Network.
org.

The MoReq2 specification is designed explicitly with pragmatism and usability in mind. It is
primarily intended to serve as a practical tool in helping organisations meet their business
needs for the management of both computer-based and paper-based records. While its
development has taken traditional archival science and records management disciplines
into account, these have been interpreted in a manner appropriate to electronic environ-
ments. Thus, MoReq was developed with the needs of managers of both electronic and
physical records in mind.

The requirements in MoReq2 should, if implemented, result in a system which will manage
electronic records with the desired levels of confidence and integrity, by combining both
the advantages of electronic ways of working with classical records management theory.
Examples of this pragmatic approach include the incorporation of requirements for docu-
ment management, workflow, metadata and other related technologies.

Although MoReq2 covers a wide range of types of records, it is important to understand
that ERMS solutions address mainly records that are often referred to as “unstructured”
records”. In simple terms, unstructured records are those that contain information pre-
sented in a form primarily intended to be used by human users. Examples of unstructured

4 It can be held that all properly managed electronic records are structured, as they all are linked to meta-
data, audit trail data etc. in a structured manner. On this basis it would be more accurate to refer to un-
structured records as “records containing unstructured content”; however, this usage is not common and
so is not adopted in MoReq?2.

}i

MoReq?2 Specification



records are letters, memoranda, e-mail messages, pictures, photocopies, scanned images,
audio recordings and video recordings. Structured records by contrast contain information
in a form intended to be used primarily by computer applications (examples include ac-
counting system records, manufacturing scheduling system records, and air traffic control
system records). While an ERMS can, in principle be used to store such structured records,
it rarely is. In most situations, structured data is stored under the management of a data
processing application (in the examples above these might be a general ledger system, a
manufacturing scheduling system, and an air traffic control system]. ERMS solutions are
used almost universally to store and manage unstructured records. The instances in which
an ERMS is used for structured records occur often in case management environments -
see section 10.5.

MoReq2 does not cover the practical aspects of the management of records. Intentionally,
the specification addresses only the capabilities required for the management of elec-
tronic records by software. The specification avoids discussion of records management
philosophy, archival theory, decision taking, management control etc.; these issues are
well covered in other literature, some of which is listed in appendix 1. As a particular ex-
ample, the specification mentions in several places that certain functions must be limited
to administrative roles. This is not to say that administrative roles have to take policy deci-
sions, merely that they must be the only users empowered by the organisation to execute
them through the ERMS.

It is important to note that records management policy must be integrated with the or-
ganisation’s business and technical requirements and that an administrative role can only
implement, from a records management and system perspective, decisions taken by more
senior management.

Finally, this specification is intentionally user-centric; it uses, as far as possible, the type
of terminology commonly used by those working with electronic records. For example, the
specification describes electronic files as “containing” records, for ease of understanding,
even though electronic files strictly do not contain anything. See section 2.2 for further details.

As explained in the section on scope, section 1.3, this specification attempts to cover a
wide range of requirements - for different countries, in different industries and with differ-
ent types of records. The wide scope is intentional; but it leads to a significant limitation,
namely that this single specification cannot represent a requirement which precisely maps
onto existing requirements without modification. Different countries have their differing
traditions, views and regulatory demands for managing records. In some cases these will
have to be taken into account when applying this Model Requirements Specification, espe-
cially when using it to specify a new system. For this reason, MoReq?2 allows for individual
European Union countries to add a “national chapter”, or “chapter zero”, that sets out
national requirements such as:

e Translations of key terminology and key concepts;

¢ National legislative and regulatory requirements;

e National standards and guidance on accessibility;

¢ Potentially, other national requirements;

e National resources for further information.

The requirements in this specification are intended to serve only as a model. They are not
prescriptive for all possible ERMS implementations; some requirements will not apply in
some environments. Different business sectors, different sizes of implementation, different
organisation types and other factors will also introduce additional specific requirements.
As a result, this specification must be customised before use for procurement purposes.
The customisation for procurement should:
e add or remove requirements as specifically required by the organisation;
e adjust requirements that can be made more specific. For example:

- requirements that specify one of several possible outcomes can be changed to

specify a single required outcome;
- requirements for volumes and performance.



¢ include details specific to the organisation, such as the software environment;
¢ indicate clearly which requirements are:
- unchanged from MoReq2,
- new,
- deleted,
- adjusted.
This specification has been prepared so that it can be used in paper or electronic form. It
has been prepared using Microsoft Word 2003, and is published in the following formats:
e Microsoft Word 97-2003 (Version 11);
e Microsoft Word 2007 (Version 12);
e Adobe PDF (Version 1.4).
Use in electronic form has a number of benefits; details are given in appendix 3.

The specification is organised into chapters which are divided into sections.

The next chapter (chapter 2] provides an overview of some of the key requirements, start-
ing with terminology which is central to this specification.

Chapters 3 to 9 contain the core ERMS functional requirements in detail. Each chapter
contains a logical grouping of functional requirements. However, given the nature of the
subject matter there is inevitably some overlap between chapters.

Chapter 10 is divided into several sections, each of which represents requirements for an
optional module of an ERMS. Some of these sections (e.g. the section on distributed sys-
tems) will be essential for some organisations, but unnecessary for others.

Chapter 11 contains non-functional requirements.

Chapter 12 identifies requirements for managing metadata; definitions of the metadata
elements needed to support MoReq?2 are in appendix 9.

Chapter 13 contains a formal reference model of ERMS as understood in this specification.
This model can be used to understand key aspects of the specification, such as formal
definitions of terms (e.qg. class, sub-file, volume) and the relationships which exist between
them (for instance “what can be stored in an electronic file?”).

The appendices contain details of reference documents, administrative and other informa-
tion. Appendix 9 contains the MoReq2 metadata model. It is published separately from the
rest of MoReq2 to ease cross referencing and because of its length.

In response to demand from many sources, testing materials have been developed to com-
plement these requirements. The testing materials are published alongside the electronic
copies of the requirements. The structure of MoReq2 is designed to support testing of
compliance with the requirements, e.g. each section of chapter 10 represents one optional
test module. For more detail on MoReq?2 testing see http://www.DLM-Network.org.

The requirements are presented in the form of tables, with one requirement per table row.
This is illustrated in figure 1.1.

13.1.1 The ERMS must provide ... Y
NUMBER REQUIREMENT TESTABILITY

Each requirement bears a number, and each is expressed in natural language.

}i
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Testability

Each requirement is followed by an attribute labelled “Test”. This indicates whether it will
be possible to test compliance with the requirement. Possible values of this “testability”
attribute are described below, with examples:

e Y - The requirement can be tested formally. An example is “The ERMS must allow at
least three hierarchical levels in the classification scheme”. This can be tested by attempt-
ing to set up a hierarchy with three levels.

¢ N - The requirement cannot be tested formally. An example is “The ERMS must sup-
port the organisation’s business classification scheme”. There is no way to test this in the
general case.

¢ P - The requirement can be tested but the coverage of the test is partial, and/or it is
possible that lack of compliance can be discovered. An example is “the ERMS should
not limit the number of levels in the hierarchy.” There is no way, formally, to test for the
absence of a limit. However, the requirement is considered testable with partial cover-
age, for example by testing for a large number of levels; and during the testing it is
possible that a limitation on the number of levels might be noticed, indicating that the
ERMS does not comply with the requirement.

Systems beyond the ERMS

This specification is accompanied by the MoReq2 Testing Framework. The framework pro-

vides documentation that allows the compliance of an ERMS against MoReqg?2 to be tested.

Several MoReq?2 requirements rely on hardware and software that is beyond the boundar-

ies of the ERMS. For example, MoReqg2 includes:

e requirements about e-mail integration that rely on features of e-mail software;

e scalability and integrity requirements that rely on features of database management
software;

e scanning requirements that rely on scanning hardware.

Clearly it is not possible to test any ERMS with all possible hardware and software that

might be used. Therefore, and as a matter of definition, such requirements will be tested

with a combination of software and hardware specified by the ERMS supplier. The result-

ing compliance test certificate will specify the software and hardware that has been used

for the test; compliance will extend to that environment only. Potential users of the ERMS

wishing to know the compliance with any other software and/or hardware will need to as-

sess it on a case by case basis.

MoReq?2 contains both mandatory and desirable requirements. This level of mandation is

indicated as follows:

e the word “must” indicates that a requirement is mandatory;

e the word “should” indicates that a requirement is desirable.

In all cases, the level of mandation is dependent on its context. So, for example, a mandatory

requirement in an optional module is mandatory only in the context of that optional module.

In some cases, a requirement is mandatory only if a desirable requirement is met. This is

always clear from the context; for example the following:

e 3.1.17: The ERMS should support the export of all or part of a classification scheme.

e 3.1.18: Where the ERMS supports the export of all or part of a classification scheme (as
in 3.1.17) this must include associated metadata [...]

means that the functionality required by 3.1.18 is mandatory if, and only if, the desirable

functionality required by 3.1.17 is provided.

Information on how to submit comments and observations can be found on the DLM Forum
website: http://www.DLM-Network.org.



This chapter starts by defining some key terms (section 2.1). This is followed by a narrative
description of some key concepts (section 2.2), and an entity-relationship diagram of the
model on which this specification is based (section 2.3).

MoReqg?2 requires certain terms to have precise meanings. Wherever possible, the mean-
ings align with common usage, or usage generally agreed within the records management
community. However, in some cases the usage is specific to MoReq2. All the terms are
defined in the glossary (section 13.1). Key definitions - that is, the definitions that are cru-
cial for an understanding of MoReq2 - from the glossary are reproduced here for ease of
reference. The definitions reproduced here are identical to those in the full glossary.

In the definitions below, terms in italics are defined in the glossary, section 13.1.

capture (verb)

(1) The act of recording or saving a particular instantiation of a digital object (source: Inter-
PARES 2 Project Terminology Database).

(2) Saving information in a computer system.

Note: in the context of MoReq2, capturing records is used to mean all of the processes in-
volved in getting a record into an ERMS, namely registration, classification, addition of meta-
data, and freezing the contents of the source document. The term is used more generally to
mean inputting to the ERMS and storing other information such as metadata values.

case file

A file relating to one or more transactions performed totally or partly in a structured or

partly-structured way, as a result of a concrete process or activity.

Note: there is no universally-accepted definition of these terms, nor of the distinction be-

tween case files and the other kinds of files often managed by an ERMS. This definition is

therefore developed for, and intended to facilitate the understanding of, MoReqZ2; its ap-

plicability in other situations is not guaranteed.

Note: the records in a case file may be structured or unstructured. The key distinguish-

ing characteristic of case files is that they result from processes which are at least partly

structured and repeatable. Examples include files about:

e applications for permits;

e enquiries about a routine service;

e investigation of an incident;

e regulatory monitoring.

Note: typically, other characteristics of case files are that they often:

e feature a predictable structure for their content;

® are numerous;

e are structured or partly structured;

e are used and managed within a known and predetermined process;

e need to be retained for specific periods, as a result of legislation or regulation;

e can be opened and closed by practitioners, end-users or data processing systems with-
out the need for management approval.
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class (noun)

(in MoReq2 only) The portion of a hierarchy represented by a line running from any point in
the classification scheme hierarchy to all the files below it.

Note: this can correspond, in classical terminology, to a “primary class”, “group” or “se-
ries” (or sub-class, sub-group, sub-series etc.) at any level in the classification scheme.
Note: in MoReqg?2 class is also used to mean all the records allocated to a class.

classification

In records management, the systematic identification and arrangement of business activi-
ties and/or records into categories according to logically structured conventions, methods,
and procedural rules represented in a classification system.

Source: IS0 15489 (see appendix 7).

classification scheme
(In MoReq2] A hierarchic arrangement of classes, files, sub-files, volumes and records.
component

A distinct bit stream that, alone or with other bit streams, makes up a record or docu-

ment.

Note: this term is not in general use.

Note: the phrase “distinct bit stream” is used to describe what is usually called a “file”

in information technology; the word “file” is avoided here to prevent confusion with the

records management meaning of “file”. The key concept is that a “component” is an inte-
gral part of the content of a record, despite the fact that it can be handled and managed
separately.

Note: examples of components include:

e An HTML document and JPEG images that make up a web page;

e A word processing document and a spreadsheet, where the record consists of the word
processing document that contains an embedded link (a hyperlink) to the spread-
sheet.

Note: components have to be distinct, that is separate from each other. If a word pro-

cessed document contains an embedded spreadsheet (as opposed to an embedded link to

a spreadsheet) then the spreadsheet is not considered to be a component; in this case, the

word processed document complete with its embedded spreadsheet is a record made up

of one component.

Note: an e-mail message with attachments may be one component, as several compo-

nents, or as several records, depending on the format in which it is stored.

e |Ifthe message is stored in a format that includes the body and all its attachments, then
there is only one component.

e |If the attachments are stored separately from, and linked internally to, the body of the
e-mail message, then each attachment and the body of the message is a component.

e [f the attachments are stored separately from the body of the e-mail message but they
are not linked internally, then each attachment and the body of the message is a sepa-
rate record; good practice suggests that these records should be linked to each other
manually.

document (noun)

Recorded information or object which can be treated as a unit.

Source: ISO 15489 (see appendix 7).

Note: a document may be on paper, microform, magnetic or any other electronic medium.
It may include any combination of text, data, graphics, sound, moving pictures or any other
forms of information. A single document may consist of one or several components.

Note: documents differ from records in several important respects. MoReq2 uses the term
document to mean information that has not been captured as a record, i.e. classified, reg-
istered and locked against change. The word “recorded” in the definition does not imply the
characteristics of a record. However, note that some documents become records.



electronic record

A record which is in electronic form.
Note: it can be in electronic form as a result of having been created by application software
or as a result of digitisation, e.g. by scanning.

ERMS

Electronic Records Management System.
Note: ERMSs differ from EDMSs in several important respects. See section 10.3 for more
details.

file (noun)

An organised unit of records grouped together because they relate to the same subject,
activity or transaction.

Source: shortened and adapted from ISAD(G) (see appendix 7).

Note: this is the Records Management usage of the term file. It differs from the IT usage,
for which MoReq?2 uses the term component.

metadata

(In the context of records management) Data describing context, content and structure of
records and their management through time.

Source: I1SO 15489 (see appendix 7).

Note: some models are based on a different conceptual view of metadata. For example,
they may treat audit trail information as being entirely metadata. These alternative views
are valid and valuable in their contexts, but are not helpful in specifying the functionality of
systems, and so are not considered here.

record (noun)

Information created, received, and maintained as evidence and information by an organi-
sation or person, in pursuance of legal obligations or in the transaction of business.
Source: I1SO 15489 (see appendix 7).

Note: local national definitions may also apply.

Note: a record may incorporate one or several documents (for instance when one docu-
ment has attachments), and may be on any medium in any format. As a consequence, it
may be made up of one or more components. In addition to the content of the document(s),
a record should include contextual information and, if applicable, structural information
(for instance information which describes the components of the record). A key feature of
a record is that it cannot be changed.

Note: both electronic records and physical records can be managed by an ERMS.

sub-file

Intellectual subdivision of a file.

Note: sub-files are often used in case file management environments. Typically, each sub-
file is named, and each sub-file is used to store a specified kind or kinds of records for
one instance of a case, such as “invoices”, “assessments” or “correspondence”. They can,
however, also be used, in a similar fashion, in non-case file environments.

volume

A subdivision of a sub-file.

Note: the subdivisions are created to improve manageability of the sub-file contents by
creating units which are not too large to manage successfully. The subdivisions are me-
chanical (for instance, based on number of records or ranges of numbers or time spans)
rather than intellectual.
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The key concepts required to understand this specification are:
e record and electronic record;

e authoritative record;

e electronic file, sub-file and volume;

e classification scheme;

e class;

e ERMS;

e capturing records;

e userroles.

Record and electronic record

As explained in section 2.4 of the DLM Forum Guidelines (appendix 1), records can be
viewed as consisting of:

e content;

e structure;

e context;

e presentation.

The content is present in one or more physical and/or electronic documents that convey
the message (the informational content] of the record. These are stored in such a way as
to allow future users to understand them and their context. This view implies that a well-
managed record consists of, in addition to the content of its document(s), information about
its structure and metadata that provides information on its context, and its presentation to
users. However in MoReq?2, the term record is used to refer to the informational content -
the document(s) from which the record is made, without the metadata. The presentation
depends on a combination of the record’s contents, structure and (in the case of electronic
records) the software used to present it (see glossary).

In the world of physical records, the vast majority of records are on paper and are included
in files, physically constituted of one or more volumes of records inserted within paper
folders. Procedural controls should prevent users from changing the records, or their po-
sitions within the file.

Similar concepts apply to electronic records. A record is made from one or more electron-
ic documents. These documents can be word processing documents, e-mail messages,
spreadsheets, moving or still images, audio files or any other type of digital object. The
documents become records when they are set aside, that is, “captured” into the ERMS.
Upon capture, the records are “classified”, that is they are assigned codes corresponding
to the classification scheme class to which they belong, allowing the ERMS to manage
them. The records usually are assigned to a file - though not always, see below.

For preservation purposes, it is necessary to appreciate that electronic records are often
made up of several components (the word “component” is used in MoReg2 to avoid the IT
word “file”, so as to reduce the likelihood of confusion with records management “files”).
Each component is an object managed by a computer operating system, and they may be
in different formats; but they are all needed together to make up a record. Not all records
have more than one component; for example, most word processing documents are made
of only one component. An example of a record with several components is a web page
with text, graphics and style sheets; it is not unusual for a web page to contain one HTML
component, dozens of JPEG image components, and a handful of CSS (cascading style
sheet) components.

An essential quality of records is that their informational content is fixed. One consequence
of this is that no action carried out on electronic records can be allowed to interfere with
the relationships between its components; in other words, all actions carried out on any
record must preserve the correct relationships between all its components. So, for ex-
ample, whenever any record is moved or copied, it must be moved or copied in a way that
keeps all its components and all their relationships.



Authoritative Records

ISO 15489 describes an “authoritative record” as being a record that has the characteris-
tics of:
e authenticity;

e reliability;
e integrity;
e usability.

As explained in ISO 15489, the aim of all records management systems should be to ensure

that records stored within them are authoritative. Summarising, an authoritative record:

e can be proven to be what it purports to be;

e can be proven to have been created or sent by the person purported to have created or
sent it;

e can be proven to have been created or sent at the time purported;

e can be depended on because its contents can be trusted as a full and accurate repre-
sentation of the transactions, activities or facts to which it attests;

e is complete and unaltered;

e can be located, retrieved, presented and interpreted.

The requirements in MoReq2 are designed to ensure that records stored in a MoReq2-

compliant ERMS are authoritative. However, compliance with these requirements alone

is not sufficient; the existence of, and compliance with, corporate policies is also re-

quired.

Electronic File, Sub-file and Volume

Paper records generally are accumulated in physical files, contained in paper folders. The
paper files are aggregated into a structure, or classification scheme. In an ERMS electronic
records can be managed as if they are accumulated in electronic files and stored in elec-
tronic folders. Strictly, electronic files and folders need not have a real existence; they are
virtual, in the sense that they do not really “contain” anything; in fact they consist of the
metadata elements of the records assigned to them. Further, in many cases, there need be
no real distinction in the electronic system between file and folder. However, these details
are not generally visible to ERMS users; ERMS application software allows users to view
and manage folders as if they physically contained the documents logically assigned to
the files. This user-centred view is carried forward into this specification. The rest of this
specification therefore describes electronic files as “containing” records, for ease of un-
derstanding. Note however, that while this specification provides functional requirements
for the management of electronic files, it does not prescribe the manner in which the con-
cept of electronic files is implemented.
In some environments it is useful to divide files into sub-files. The division into sub-files is
an “intellectual” one; that is it (generally) requires human input to decide into which sub-
file a record should be stored. Sub-files are most often used in case processing environ-
ment. An example would be a file for the sale of land, with sub-files for each of the business
activities involved in the sale (such as advertising; contracts; dealing with lawyers, etc.).
A sub-file is therefore a division of a file by type of content. As a result, a sub-file can be
used to permit the application of a different retention and disposition schedule to a set of
records within the file.
Regardless of whether sub-files are used or not, files are sometimes divided “mechani-
cally” into file volumes, according to predetermined conventions. The term “mechanically”
implies simple adherence to such conventions, which are not based on the intellectual
content of the files, but on size, number of records contained in them, or time spans. This
practice originated with paper files, in order to restrict them to a manageable size and
weight. It can be continued with electronic files, to limit them to a manageable length
for appraisal, transfer, or other management purpose. It is especially appropriate for the
management of files which are open for long periods and/or which grow to contain a large
number of records.
While the distinction between files and file volumes is clear, the implications are less clear.
This is because the implications of choosing to divide files into volumes vary according to
implementation needs. The variation arises as:
e some files are closed within a limited time, and so the unit used for management pur-
poses is the file (even though a file may consist of several volumes). Examples are a file
of a specific small procurement, or a file of one project;
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» some files have an unlimited life span (or nearly unlimited life span], and so the unit
used for management purposes is the volume. Examples are a file of records about a
geographic region, or a file dealing with a subject which is not sensitive to time, such as
some policies, or an invoice file where a new volume is started every year.

In relatively rare cases, records may be stored outside of files — by being assigned to a

class. This is explained in 3.2.17.

Classification scheme

Records management aggregates files in a structured manner, and good practice dictates
that this structure should reflect business functions. The representation of this aggrega-
tion is referred to as a “classification scheme”. The classification scheme is commonly a
hierarchy. The remainder of MoReqg?2 focuses on the hierarchical view; other approaches
are outside the scope of MoReq2, and a hierarchical arrangement is a prerequisite for
MoReq2 compliance.

Just as files appear to exist even though they are really no more than aggregations of re-
cords, so higher levels of the classification scheme hierarchy seem to exist, though they
are no more than aggregations of files and/or lower levels. As with files, this specification
states requirements for the hierarchy without mandating the manner in which it is imple-
mented.

Files can appear at any level of the hierarchy. This is illustrated in figure 2.1, which repre-
sents a fictitious classification scheme, showing its classes and the files allocated to the
lowest level classes. This fictitious scheme is much simpler than would be a real classifi-
cation scheme.

Classification Scheme
|

{
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Class Class Class

h‘ﬂ ﬁ‘ﬁ |
Class Class Class Class Cla‘nss Cla‘\ss

| e T |
File File File Class Class Class File File

L ot U [ | 3
Recs. Recs. Recs. File File File Recs. Recs.

| ey
Recs. Recs. Recs.

Key Recs.

Note that this figure is intended only to show selected possible relationships between lev-
els, files and records. It does not show all possible levels or all possible arrangements.

Class

MoReq2 uses the term “class” to describe the portion of a hierarchy represented by a line
running from any point of the hierarchy to all the files below it. The term class therefore
corresponds to a “group” or “series” (or sub-group, sub-series etc.) in some texts.
Visually, a class of a hierarchy corresponds to a branch of a tree. A class may thus con-
tain other classes, just as a series contains sub-series and sub-sub-series. Continuing
the above example, the shaded boxes and thick lines in figure 2.2 are one example of a
class.
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MoReq?2 also uses the term “class” to mean all the files, records etc. assigned to a class
- much as the word “bottle” can be used to describe both a container and that container
full of a liquid. This double usage is intentional, and the appropriate interpretation of the
term is always clear from the context.

MoReq2 uses the terms “child” and “parent” to describe the relationships between enti-
ties. A “child” of one entity is an entity that is below it in the hierarchy (in other words, is a
descendant entity). A “parent” of one entity is an entity that is above it in the hierarchy. So
for example, the children of classes can be other classes, files, or (in rare cases) records.
MoReq?2 allows for records to be assigned to, or stored directly in, a class without beingin a
file. This is intended for relatively rare circumstances, as described in the body of MoReq?2.

Electronic Records Management System (ERMS)

An ERMS is primarily an application for managing electronic records, though it may also be
used to manage physical records.

An ERMS is often closely integrated with an Electronic Document Management System
(EDMS]) or a business application. Technically, an ERMS manages records, while an EDMS
manages documents (which are not records). However, especially when used to support
day-to-day working, it can be difficult to separate their functionality. This is explored fur-
ther in section 10.3 which deals with Document Management.

Capturing Records

Documents made or received in the course of business become records when they are set
aside, that is, “captured” into the ERMS. During capture, the records are “classified”, that
is they are assigned codes corresponding to the class to which they belong, allowing the
ERMS to manage them; and they are also assigned a unique identifier.

In many cases, documents that are set aside, or captured, become records by being bound
to a business process, as often happens in a workflow. For example, when an invoice is
raised it should automatically cause a record to be captured. In other cases there may be a
policy that every document relating to a business matter must become a record, even if it
does not formally participate in a business process. Inyet other circumstances however, the
process of capture will be initiated selectively by a user. Determination of which documents
should be captured into a records system should be based on an analysis of the regulatory
environment, business and accountability requirements and the risk of not capturing the
records. An example is a memorandum in an organisation which deals with policy issues;
the organisation may define that only memoranda deemed to be significant will become
records (i.e. insignificant memoranda, such as those relating to meeting arrangements,
will generally not form records). In some situations, the drafts will be deemed to be signifi-
cant and will become records, whereas in other situations drafts will not become records.
MoReq?2 is intended to cater for any of these scenarios. In other words, MoReq?2 describes
an office system for general use, not simply a records management system for particular
kinds of application or for the exclusive use of archivists or administrators.

21|

MoReq?2 Specification



|22

User and Administrative Roles

MoReq?2 uses the concept of “user” to mean any person with valid permissions to work
using the ERMS. Therefore anyone who is allowed to log on to the ERMS is a user, includ-
ing administrators. However, the distinction between administrators and other users can
be complex and is sometimes unclear. MoReq2 therefore uses the concepts of “roles” in
defining many requirements.

Different organisations will implement an ERMS differently. For example, a small organi-
sation may implement an ERMS with a single administrator, while a large organisation may
need several different administrative positions, each with different access permissions.
For this reason, it is not helpful to identify specific access profiles in this generic specifica-
tion; instead, MoReq?2 uses the concept of “roles”.

MoReq?2 identifies two kinds of roles: “user roles” and “administrative roles”. In practice,
most organisations will have more than one person in these roles; and many organisations
will define further roles. Example roles with possible access permissions are outlined in
the matrix at section 13.4.

In brief, however, a “role” in MoReq?2 is something like a user profile - it is not a job or a
position, but a set of responsibilities and functional permissions shared by several users.
MoReqg?2 recognises examples of two administrative and two user roles.

Administrative roles take actions related to the management of records themselves; their
interest is in managing records as entities rather than their content or business context.
They also manage the ERMS hardware, software and storage, ensure backups are taken
and manage the performance of the ERMS.

Unlike administrative roles, user roles have access to facilities which an office worker or re-
searcher needs when using records. This includes adding documents, searching for and re-
trieving records; theirinterestis primarily in the contents of records rather than theirmanage-
ment - in other words, they are interested in the business processes evidenced by the records.

This section contains an entity-relationship model at figure 2.5 which can be used as an aid
to understanding the specification. Section 13.3 contains a narrative explanation.

An important aspect of this model is that it need not represent actual structures stored in
the ERMS. It represents a theoretical view of the entities associated with records. An ERMS
uses these relationships to produce behaviour equivalent to the structures in the model.
See section 2.2 for further explanation of this point.

The relationships between the following key entities are depicted in the following entity-
relationship model:

e C(lass;

e File;

e  Sub-file;

e Volume;

e Record;

e Component.

Other entities are also included.

In the diagram, entities - files, records and so on - are represented by rectangles. The
lines connecting them represent the relationships between the entities. Each relationship
is described by text in the middle of the line; this text should be read in the direction of
the arrow. Each end of the relationship has a number which represents the number of oc-
currences (strictly, the cardinality); the numbers are explained in the key. So, for example,
figure 2.3 means “one record is made up of one or more components” (note the direction
of the relationship arrow).



Record
1

VIS MADE
UP OF

1-%

Component

A curved line crossing two or more relationships indicates that the relationships are mutu-
ally exclusive, for any given instance. So, for example, the curved line in figure 2.4 means
“each record is stored in either a volume or in a sub-file but not in both”.

Record
0-*[|0-*
IS STORED IN
N
1 1
Volume Sub-file

Note that the entity class is related to itself by the relationship “is made up of”. This re-
lationship describes, in formal terms, the relationship between classes in a hierarchical
classification scheme, where a class may be made up of one or more other classes. If this
relationship (sometimes called a recursive relationship) is removed, the model applies
equally to non-hierarchical relationships.

In the remainder of MoReq2, terms printed in blue bold text indicate the first usage of a
term defined in the glossary. In the electronic version this is a hyperlink to the definition, so
pressing CTRL + click on the term navigates to the glossary definition, and pressing CTRL
+ click on the glossary definition navigates back to the term.
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This chapter lists requirements for management of the classification scheme and of the
organisation of files. It first lists requirements for setting up the classification scheme in
section 3.1. It then lists requirements relating to classes and files (section 3.2) and volumes
and sub-files (section 3.3). Section 3.4 lists requirements associated with maintenance of
the classification scheme.

A classification scheme is the foundation of any ERMS. It allows an electronic record to be
stored together with other records that provide its context, by defining the way in which the
electronic records will be organised into electronic files, and the relationships between the
files.

A significant difference between MoReq2 and its predecessor is that MoReqg?2 allows the
declaring of a record directly into a class, as well as into a file. The original MoReq did not
allow declaration directly into a class; it allowed only declaration into a file.

MoReqg?2 thus allows a record to be captured into any of the following:

e C(lass;

o File;
e Sub-File;
e Volume.

Records will most commonly be captured into volumes; for the rationale that requires
capture in files and sub-files see 3.3.1, 3.3.2 and 3.3.3.

Capture of records into classes is illustrated in figure 3.1, which adds such records (shaded
in green]) to figure 2.1.
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11.6.1

11.6.2

11.6.3

11.6.4

11.6.5

11.6.6

11.6.7

11.6.8

11.6.9

11.6.10

11.6.11

A contract or Service Level Agreement (SLA] must be agreed
with the service provider detailing the services that are to be
used.

An SLA is a formal negotiated agreement between the client and
the service provider. It records the agreed position regarding ser-
vices, priorities, responsibilities, etc.

Details of the procedures for the transfer of records from the
client to the service provider, and from the service provider to
the client, must be documented.

This may use communication links between the sites to transfer
files and records automatically on a daily or regular basis. The cli-
ent must be satisfied that the link between the two sites is secure
and the protocols are in place to check all records are received,
and reports produced listing any discrepancy.

The service provider must be able to provide the client with
copies of the audit trail of the processes for logging and stor-
ing of the records/files.

The service provider must demonstrate that the files/records
and metadata stored can be easily transferred back to the cli-
ent’s ERMS without any loss of structure, metadata or content
of the records.

The service provider must have procedures in place to allow
the client to transfer individual files and records.

The service provider must be able to provide ready access to
the managed records by the client. The service provider must
either deliver a presentation of the record, or the original re-
cord to the client to a contracted agreed time and price.

The service provider should be able to provide the client with
the ability to request, view and print records and or files from
the client’s office.

This can be achieved, for example, by a network connection.

The service provider should be able to provide the client with
the ability to request on-line the downloading or transmitting
of records and or files between the client's ERMS and service
provider’s storage facility.

The client should be able to request reports on the records
held by the service provider and details of retention and dis-
position schedules etc. This facility should be provided on-line
from the client’s offices.

Services specified in requirements 11.6.7, 11.6.8 and 11.6.9
should:

e have contracted response and/or turnaround times;

e operatein a secure environment.

The client should check that the proposed location of the work
is acceptable and that the location meets security criteria ap-
propriate to the client’s needs.
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11.6.12 The client should check that the proposed procedures and N
storage management processes involve no greater risk to the
records than the client’'s own procedures.

The service provider will need to demonstrate that all the client’s
records are backed up and in the event of system failure they can
be recovered to a contracted timescale.

11.6.13 The client should check that the service provider will provide N
suitable operational staff where the security of the records is
important.

Itis an advantage if allemployees of the service provider sign a con-
fidentiality agreement as part of their conditions of employment.

11.6.14 Each shipment of records to/from the client and the service N
provider should be accompanied by a control document stat-
ing the identity and number of records and files.

11.6.15 Third parties providing transportation services should be or- N
ganisations that meet the quality and reliability criteria of the
client.

Background

Electronic records held over a long term face technological risks from three directions:

e media degradation;

e hardware obsolescence;

e format obsolescence.

These are discussed briefly below. More detailed consideration is found in ISO 18492, and
in a large number of guidance publications produced by cultural memory institutions and
others.

Media Degradation

The risk from media degradation arises because all digital storage media have a limited
lifetime. The lifetime varies between media, and also according to environmental condi-
tions.

The following precautions can be taken to avoid loss of information due to media degrada-

tion:

e ensure all media is stored, used and handled in suitable environmental conditions;

* routinely replace media (by copying information from them to fresh media) before the
expected end of life;

e keep several copies of each record, and systematically compare the copies periodi-
cally. This approach is typically used in specialist long term data archives; it requires
automated systems, further description of which is beyond the scope of this specifi-
cation.

Hardware Obsolescence

Storage peripherals - tape drives, disc drives - have a limited life expectancy. As they near
or exceed this life expectancy, they typically require more maintenance, while at the same
time becoming expensive to maintain and repair; eventually they become unrepairable for
practical purposes. Information stored on obsolete devices will be lost permanently when
the device fails unless it has been copied onto other media.



Format Obsolescence

Format obsolescence presents the most difficult problem for any period longer than a few

years.

The problem arises because the many protocols and software components involved in the

processing “chain” between media and presented information are constantly evolving.

They include encoding standards, file formats, and software. Their evolution is rapid, and

often does not retain compatibility - this is especially true over periods longer than a few

years. Currently, the following techniques are recognised:

* migration (converting information to new formats which can be accessed by current
hardware and software);

e emulation (moving the information to new hardware but with a additional software
component which emulates the old hardware, thus allowing execution of the old ap-
plication software);

e technology preservation (continual maintenance of the original hardware; not practical
in the long term);

e encapsulation of data and software (a theoretical approach which is involves packaging
together records, metadata, ERMS and other software in a standard software
“wrapper”).

There is at the time of writing no simple, generic method which will guarantee long term

access to electronic records. The consensus is that:

e the most appropriate strategy is to hold information only in widely-accepted, stable,
open formats [i.e. formats which are comprehensively documented in publicly-avail-
able specifications) which have a long expected life, such as XML and PDF/A;

e migration and/or emulation are likely to be the safest options; in practice, both will
require attention to preservation metadata - see below.

The requirements in this section support these approaches. Further sources of informa-

tion are given in appendix 7.

Specific Requirements

11.71 The ERMS storage media must be used and stored in envi- N
ronments which are compatible with the desired/expected
lifespan, and which are within the tolerance of the media man-
ufacturer’s specification.

11.7.2 The ERMS must support the monitoring and replacement of Y
storage media to guard against media degradation.

This requires the ERMS, or the storage sub-system it uses, to re-
port on media error rates and to permit the replacement of media
that is faulty or that is nearing the end of its life, without compro-
mising the records.

11.7.3 The ERMS should include features for the automated periodic P
comparison of copies of information, and the replacement of
any copy found to be faulty, to guard against media degradation.

11.7.4 The ERMS must allow the bulk migration (rendition) of records Y
(together with their metadata and audit trail information) to
new media and/or systems in line with the standards relevant
for their format(s).

11.7.5 The ERMS supplier must have a system upgrade programme N
in place to ensure that the existing information can continue to
be accessed without changes to the content.

11.7.6 Any system modifications that have been made to the ERMS N
for organisational requirements must remain in place follow-
ing a system upgrade.
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11.7.7

11.7.8

11.7.9

11.7.10

11.7.11

The ERMS should be able to report on the file formats and ver-
sions of components.

For example, the ERMS should be able to produce lists of com-
ponents in specified file formats. This facility would be used in
conjunction with a software intelligence, or preservation monitor-
ing, function that aims to identify file formats that are at risk of
obsolescence.

The ERMS should be able to render (see glossary) records from
their original format(s) to any specified long term preservation
file format(s) at the time of capture, at any subsequent time,
or on export.

It is acceptable for the rendering process to be undertaken by a
program external to the ERMS so long as the context and links are
maintained at all times.

Wherever possible without compromising the integrity of the
records, the ERMS should be able to render components from
their original format to any specified long term preservation
file format(s) at the time of capture, on a subsequent occasion,
or on export.

It is acceptable for the rendering process to be performed by a
program external to the ERMS so long as the context and links are
maintained at all times.

Where components are rendered, it is essential that the integ-
rity of the records that they form is maintained. The feasibility of
this approach generally will depend on the capabilities of both the
rendition process and of the software application or viewer used
to present the records. For example, if the records are web pages
that include [say] GIF image files, it would be acceptable to render
the GIF images alone only if the following are all true:

e the GIF components are rendered to a file format that can be
presented by the application used to access the web pages; in
this example, it is likely that JPEG would be suitable;

e the references to the GIF images in the web pages are amend-
ed as part of the migration process so that they refer instead
to the new JPEG images;

e the original components [the unamended web pages and
unrendered GIF components are retained alongside the new
components.

The ERMS must at least support all these actions, and should at

best perform them automatically.

This example is chosen solely for illustration; it does not indicate
that there is any reason to migrate GIF images at the time of writing.

Whenever records or components are rendered, the ERMS
must allow the administrator performing the rendition to en-
ter a reason.

When a record has been rendered into a preservation file for-
mat, the ERMS must provide suitable facilities to retrieve the

original format and/or renditions, as appropriate.

See also 5.2.3.



11.7.12 The ERMS should be able to export records and their metadata Y
in the form of a Dissemination Information Package as defined
in Appendix 7 of the OAIS standard, ISO 14721.

11.7.13 The ERMS should hold at a minimum the following metadata Y
items for a rendered component:
e the original file format and version;
e date of rendition.

11.7.14 The ERMS should be able to extract from a component, and P
then store as metadata, technical metadata stored in compo-
nents.

This metadata would be in addition to the metadata specified in
the MoReqZ2 metadata model. For example, it might include tech-
nical; details of an image, such as the TIFF v6 format’s metadata
or the byte order [little endian or big endian), image length, and
image width.

11.7.15 If the ERMS uses any proprietary encoding or storage or da- Y
tabase structures, these must be fully documented, with the
documentation being available to administrative roles.

This implies it may not be sufficient for the supplier to retain a
copy of the documentation; in the timescale being considered, the
stability of the supplier is not assured. It may therefore be desir-
able for a copy of this documentation to be lodged with the user
organisation or with a neutral party.

11.7.16 The ERMS should be able to manage a range of preservation P
metadata elements for the records and their component parts.

See appendix 9.

11.7.17 The source code of the ERMS should either be open, or a copy N
of the source code should be lodged in escrow with a neutral

party.

Experience has shown that the success of ERMS installations depends, among other fac-

tors, on whether it is compatible with the way people work in real life situations. Even if an

ERMS contains all the features needed for records management, document management

etc., an implementation will only succeed if users find it easy to use. If users find it difficult

to use, it will be rejected despite its capabilities.

In recognition of this finding, this section describes requirements intended to promote

flexibility and ease of use. Accordingly, most of the requirements are desirable rather than

mandatory. The requirements may be met by workflow software that is integrated with the

ERMS.

Some of the requirements below call for the ability to perform a specified function “...as

an integrated part of a process”. In all cases, this means that a user who is performing a

process should:

e have the option of performing the process, or of not performing it;

e be able toinitiate the function easily, preferably with a single click, and without needing
to re-enter information that has already been entered;

e be able to choose, at the end of the function, either to cancel the original process or to
return to it at the same point and with the same status as before the function was initi-
ated (without needing to re-enter information that has already been entered).

This is illustrated in figure 11.1.
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All of the following requirements are to be interpreted as being dependent on user access

rights.

11.8.1

11.8.2

11.8.3

11.8.4

User initiates
process

v

| Process step 1 |

| Process step 2 | etc.

User YES :
chooses —>| Function |
function v
NO

] YES User
chooses to
continue
v NO
| Process step n |
|Process step n+1 | etc.
Process Process
complete abandoned

The ERMS should allow a user who is allowed to change the
security category of any record, file or class to check its ex-
isting category and permissions as an integrated part of the
process of changing it.

When an administrative role user is warned about the lower-
ing of a security category of a record (see 10.13.28) the admin-
istrative role should be able to examine the record and/or its
metadata as an integrated part of the process.

Whenever a new file or sub-file or volume is created, and
where a physical container exists for it, the ERMS should al-
low the user to print an appropriate label for the physical con-
tainer, as an integrated part of the process.

This enables a labelto be produced containing essential metadata
which can then be attached to the physical entity. This could in-
clude, but is not limited to, such metadata as:

o Title;

e System Identifier;

e (lassification Code;

e Date of Opening;

e Security Category [if used);

e Normal storage location.

Whenever a user deleting any information receives a warning
about existing links (see section 9.3]) the user should be able to
examine the links and the linked information and/or its meta-
data as an integral part of the process.



11.8.5

11.8.6

11.8.7

11.8.8

11.8.9

11.8.10

11.8.11

The ERMS should allow a user who is redacting a record, to

achieve the following in a single integrated process:

® create a redaction;

e decide where in the classification scheme the redaction
should be filed, and declare it as a record;

¢ link the redaction to the original record;

¢ link the original record to the redaction.

When a user is declaring a record, the ERMS should allow the
user to check whether a document has already been declared
as a record, as an integrated part of the process.

This should apply to any kind of document.

The ERMS should warn a user who is capturing a document as
a record if that document has already been captured, inform-
ing the user of where it is allocated (class, file etc.) and giving
the user the option to continue with or abandon the capture.

When a user is capturing a record, the ERMS should allow the

user to:

e browse the classification scheme (to find the desired class,
file etc);

e look at the metadata (permissions, keywords, descriptions
etc) of any classes and files;

e before the capture is completed, as an integrated part of
the process.

Whenever a user sees any class, file, record etc. on screen,
as the result of a search, while browsing the classification
scheme or in any other context, the user should be able to
perform any valid action on it directly, without needing to navi-
gate to another part of the ERMS, including at least:

e opening it;

e determining its parents in the classification scheme;

e viewing its metadata or audit trail,;

e viewing and following its links;

¢ sending it by e-mail,;

e changing its security category;

e viewing users and roles allowed access to it;

 printing (or presenting] it;

e redacting it;

¢ relocating or deleting it.

The ERMS should allow an authorised user to change the se-
curity category of any record, file or class, including the updat-
ing of all affected metadata element values, in a single pro-
cess.

If a thesaurus compliant with I1ISO 2788 or I1SO 5964 is inte-
grated with the ERMS, the ERMS should allow a user who is
entering or updating a keyword value (or other metadata ele-
ment value related to the thesaurus) to use the full features of
the thesaurus, such as broader, narrower and related terms
and synonyms as an integrated part of the process.

Note that 8.1.18 contains a related requirement for searching.
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This chapter presents functional requirements for managing metadata. The MoReq2 meta-
data “model” is presented in appendix 9. Section 12.1 covers the principles of metadata
and section 12.2 lists the general metadata requirements.

Metadata includes, in the context of this specification, indexing information and other data
needed for effective records management, such as access restriction information. A for-
mal definition is given in the glossary. A more detailed explanation of the role of metadata
in records management is found in ISO 23081 (see appendix 7).

Scope

It is not possible to define here all the metadata requirements for all possible kinds of
ERMS implementation. Different kinds of organisations and applications have particular
needs and traditions which vary enormously. For example, some organisations will need
indexing focused on account names and transaction dates, while others will need strict
hierarchical numbering; some will need volumes, which relate to financial years, while
others will not; some will need access controls for security reasons, others for intellectual
property reasons, and so on.

This chapter of MoReq?2 therefore suggests minimum requirements which are intended
as the starting point for customisation and expansion. These minimum requirements
are closely related to lists of specific metadata “elements” which the ERMS must be
able to capture and process. These elements make up the MoReq2 metadata model in
appendix 9.

12.2.1 The ERMS must not present any practical limitation on the P
number of metadata elements allowed for each entity (e.g.
class, file, sub-file, volume, record).

The definition of “practical limitation” will vary according to the
application. For example, some organisations with a simple clas-
sification scheme may not need as many metadata elements as
other organisations with a complex classification scheme.

12.2.2 Where the contents of a metadata element can be related to P
the functional behaviour of the ERMS, then the ERMS must
use the contents of that element to determine the functionality.

For example, where the ERMS stores file opening date metadata,
it must populate that metadata automatically whenever a file is
opened rather than requiring a user to populate it. Note that this
is a general requirement which stretches across many metadata
elements. MoReqZ2 does not attempt to identify all cases in which
this is relevant.
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12.2.3

12.2.4

12.2.5

12.2.6

12.2.7

12.2.8

12.2.9

12.2.10

12.2.11

The ERMS must allow different sets of metadata elements to
be defined for different record types at configuration time.

For example:

e invoices may need account number metadata;

e correspondence needs multi-value recipient metadata ele-
ments;

e records which are scanned images will need metadata relat-
ing the scanning and indexing processes.

The ERMS must allow an administrative role to define at con-
figuration time whether each metadata element is mandatory
or optional.

The ERMS must support at least the following metadata ele-
ment formats:

e alphabetic;

e alphanumeric;

® numeric;

e date;

* logical (i.e. YES/NO, TRUE/FALSE).

The ERMS should support metadata element formats, defin-
able by an administrative role, which consist of combinations
of the formats in 12.2.5.

For example, a case might have a reference number in the format
nnnnn/aa-n.

The ERMS must support date formats defined in ISO 8601 for
all dates.

At time of configuration, the ERMS should allow definition of
the source of data for each metadata element.

Possible sources are described in requirements 12.2.9, 12.2.10,
12.2.11and 12.2.13.

The ERMS must allow an administrative role to specify which
metadata element values are to be entered and maintained
by manual entry or from selection from a controlled vocabu-
lary.

The ERMS should allow for the values of metadata elements
to be inherited automatically by default from the next higher
level in the classification scheme hierarchy.

For example, for a volume, the value of some of the metadata
elements must be inherited from its parent sub-file; and for a
record, the value of some metadata may be inherited from the
volume into which it is stored.

The ERMS should allow values of metadata to be obtained from
lookup tables or from calls to other software applications.

For example, the ERMS might provide name and post code to an
addressing application which then returns a street name to be
used as metadata.



12.2.12

12.2.13

12.2.14

12.2.15

12.2.16

12.2.17

Where the metadata element is populated by lookup tables, if
the selection of a value excludes other values in subsequent
lookup tables, this should be reflected in the values shown to
users in those subsequent tables.

The ERMS should be able to acquire metadata values from:

e adocument-creating software application (see 6.1.12);

e operating system;

e network software;

e the user at the time of capture or declaration;

¢ rules defined at configuration time for generation of meta-
data by the ERMS at the time of declaration.

The ERMS must be able to validate metadata when it is en-

tered by users, and when it is imported. The validation must

use at least the following mechanisms:

e format of the element contents;

e range of values;

¢ validation against a list of values maintained by an admin-
istrative role.

An example of format validation is that the contents are all nu-
meric, or are in a date format [consistent with 12.2.5]. An example
of range format validation is that the contents fall in the range
between 1 January 1999 and 31 December 2001. An example of
validation against a list of values is verifying that an export desti-
nation is present on a list.

The ERMS must be capable of validating metadata using calls
to another application (for instance to a personnel system to
check whether a personnel number has been assigned, or to
a post code database system) or using an internal look-up
table.

The ERMS must allow an administrator role to configure the
validation (as specified in 12.2.14 and 12.2.15) to be applied to
each metadata element.

Different metadata elements will require different validation. So,
for example, dates will call for format and range validation while
descriptions will not need any validation.

For metadata element values that are entered manually, the
ERMS should allow an administrator role to configure the
element so that it supports one of the following data entry
modes:

e persistent user-definable default values;

e 3 fixed default value;

e today’s date (for date elements onlyl;

e blank element.

Additional modes for data entry, not specified above, may also
be supported.

A persistent default appears as the default in the data entry field
for each item in succession until it is changed by a user. Once
changed, the new value remains, i.e. becomes persistent. It
should persist at least until the end of a session and ideally be-
tween sessions. This applies to all entities for which users may
enter metadata values.
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12.2.18

12.2.19

12.2.20

12.2.21

12.2.22

12.2.23

12.2.24

The ERMS should allow configuration such that any metada-
ta element value can be used as a search field in a free text
search.

Where a metadata element value is stored in date format, the
ERMS should allow searches which recognise the value of the
date.

For example, the ERMS should support searches in a date range.
It is not sufficient for the date to be stored as a text field.

Where a metadata element value is stored in numeric format,
the ERMS should allow searches which recognise the value of
the number.

The ERMS must allow administrative roles to restrict the abil-
ity to make changes to metadata values as defined in the ac-
cess control model (section 13.4).

The ERMS must allow reconfiguration of the ERMS metadata
model by an administrative role, and must log such in the audit
trail.

For example, it may be necessary to add a new data element such
as “Department Identifier” to some document types following an
organisational change.

The ERMS must allow metadata elements to be configured at
configuration time such that values generated from other ap-
plication packages, the operating system or the ERMS (for ex-
ample, e-mail transmission data) cannot be modified by users
once they have been captured.

The ERMS must allow metadata elements to be configured at
configuration time such that their values cannot be modified
by users once they have been captured.



This chapter provides the reference model for the requirements listed elsewhere in
MoReq?2.

The sections in this chapter are:

e Glossary [section 13.1);

» Entity Relationship Model (section 13.2);

e Entity Relationship Narrative (section 13.3);

* Access Control Model (section 13.4)

This glossary defines key terms used in MoReq2.

Some significant definitions are taken from, or closely adapted from, glossaries presented
in the reference publications listed in appendix 1; these sources are acknowledged below
each definition.

Terms defined within this glossary are shown in italics.

administrative role

A set of functional permissions allocated to users allowed to perform administrative ac-
tions.
Note: in MoReq2 this term is used also to specify the people with these permissions.

administrator

Arole responsible for the day to day operation of the corporate records management policy
within the organisation.

Note: this represents a simplification. Especially in large organisations, the tasks attrib-
uted in this specification to Administrators may be divided between several roles, with
titles such as Records Manager, Records Officer, Archivist etc.

aggregation
(in the context of MoReq2 only) A class, file, sub-file or volume.
audit trail

Information about transactions or other activities which have affected or changed entities
(e.g. metadata elements), held in sufficient detail to allow the reconstruction of a previous
activity.

Note: an audit trail generally consists of one or more lists or a database which can be
viewed in that form. The lists can be generated by a computer system [for computer sys-
tem transactions) or manually (usually for manual activities); but the former are the focus
of this specification.

authenticity

(in the context of records management only) The quality of being genuine.

Source: Adapted and abbreviated from the definition of “record authenticity” in the UBC-
MAS Glossary (appendix 1).

Note: an authentic record is one that can be proven:
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“a) to be what it purports to be,

b] to have been created or sent by the person purported to have created or sent it, and

c) to have been created or sent at the time purported.”

Source: I1SO 15489.

Note: in the context of a record, this quality implies that a record is what it purports to be; it
does not address the trustworthiness of the record’s content as a statement of fact.

authorised user

A user who has permission to carry out the action be described.

Note: the details depend on the context. Different users will have different permissions.
MoReq?2 does not assume anything about which users or which roles have which permis-
sions. The permissions that authorise a user to carry out an action are granted by the
organisation, according to its policies and business requirements.

bulk importing

The process of capturing a set of electronic records, usually from another application and
usually with some or all of their metadata.

capture (verb)

(1) The act of recording or saving a particular instantiation of a digital object (source: Inter-
PARES 2 Project Terminology Database).

(2) Saving information in a computer system.

Note: in the context of MoReq2, capturing records is used to mean all of the processes
involved in getting a record into an ERMS, namely registration, classification, addition of
metadata, and freezingthe contents of the source document. Thetermisused more generally
to mean inputting to the ERMS and storing other information such as metadata values.

case file

A file relating to one or more transactions performed totally or partly in a structured or

partly-structured way, as a result of a concrete process or activity.

Note: there is no universally-accepted definition of these terms, nor of the distinction be-

tween case files and the other kinds of files often managed by an ERMS. This definition is

therefore developed for, and intended to facilitate the understanding of, MoReqZ2; its ap-

plicability in other situations is not guaranteed.

Note: the records in a case file may be structured or unstructured. The key distinguish-

ing characteristic of case files is that they result from processes which are at least partly

structured and repeatable. Examples include files about:

e applications for permits;

e enquiries about a routine service;

e investigation of an incident;

e regulatory monitoring.

Note: typically, other characteristics of case files are that they often:

e feature a predictable structure for their content;

® are numerous;

e are structured or partly structured;

e are used and managed within a known and predetermined process;

e need to be retained for specific periods, as a result of legislation or regulation;

e can be opened and closed by practitioners, end-users or data processing systems with-
out the need for management approval.

case worker
A user who works with case files.
class (noun)

(in MoReq2 only) The portion of a hierarchy represented by a line running from any point in
the classification scheme hierarchy to all the files below it.



Note: this can correspond, in classical terminology, to a “primary class”, “group” or “se-
ries” (or sub-class, sub-group, sub-series etc.) at any level in the classification scheme.
Note: in MoReqg?2 class is also used to mean all the records allocated to a class.

classification

In records management, the systematic identification and arrangement of business activi-
ties and/or records into categories according to logically structured conventions, methods,
and procedural rules represented in a classification system.

Source: IS0 15489 (see appendix 7).

classification code

An identifier given to each class in a classification scheme. Within each class, the classifica-
tion codes of its child classes are unique.

classification scheme

(In MoReq2] A hierarchic arrangement of classes, files, sub-files, volumes and records.
clearance

See security clearance.

close (verb)

The process of changing the attributes of a file, sub-file or volume so that it is no longer able
to accept the addition of records.

closed

Describes a file, sub-file or volume which is no longer open and so cannot accept the addi-
tion of records.

CMS

Content Management System.
component

A distinct bit stream that, alone or with other bit streams, makes up a record or docu-

ment.

Note: this term is not in general use.

Note: the phrase “distinct bit stream” is used to describe what is usually called a “file”

in information technology; the word “file” is avoided here to prevent confusion with the

records management meaning of “file”. The key concept is that a “component” is an inte-
gral part of the content of a record, despite the fact that it can be handled and managed
separately.

Note: examples of components include:

e An HTML document and JPEG images that make up a web page;

e A word processing document and a spreadsheet, where the record consists of the word
processing document that contains an embedded link (a hyperlink] to the spread-
sheet.

Note: components have to be distinct, i.e. separate from each other. If a word processed

document contains an embedded spreadsheet (as opposed to an embedded link to a

spreadsheet] then the spreadsheet is not considered to be a component; in this case, the

word processed document complete with its embedded spreadsheet is a record made up
of one component.

Note: an e-mail message with attachments may be one component, as several compo-

nents, or as several records, depending on the format in which it is stored.

e Ifthe message is stored in a format that includes the body and all its attachments, then
there is only one component.

165

MoReq?2 Specification



166

e [f the attachments are stored separately from, and linked internally to, the body of the
e-mail message, then each attachment and the body of the message is a component.

e [f the attachments are stored separately from the body of the e-mail message but they
are not linked internally, then each attachment and the body of the message is a separate
record; good practice suggest that these records should be linked to each other manually.

configuration time

The point in the lifecycle of the ERMS at which it is installed and its parameters are estab-
lished.

custodian

(of a record or aggregation) the person or organisational unit having possession of the
record(s).

destruction

Process of eliminating [...] records, beyond any possible reconstruction.

Source: I1SO 15489 (see appendix 7).

Note: Depending on system configuration, this may be the same as deletion, or different
from deletion.

Note: This is not intended to imply overwriting of destroyed data or other security mea-
sures. Such additional security measures can be implemented but are not required by
MoReq?2.

digital

Describes information made of distinct digits or numerical values rather than continuously
variable values.

Note: this term is not used in MoReq?2 to describe records. Although “digital record” is
more accurate than “electronic record”, the former is rarely used in practice. See elec-
tronic.

disposal hold
A rule that prevents the destruction or transfer of records.
disposition

Range of processes associated with implementing records retention, destruction or trans-
fer decisions which are documented in retention and disposition schedules or other instru-
ments.

Source: ISO 15489 (see appendix 7).

document (noun)

Recorded information or object which can be treated as a unit.

Source: ISO 15489 (see appendix 7).

Note: a document may be on paper, microform, magnetic or any other electronic medium.
It may include any combination of text, data, graphics, sound, moving pictures or any other
forms of information. A single document may consist of one or several components.

Note: documents differ from records in several important respects. MoReq2 uses the term
document to mean information that has not been captured as a record, i.e. classified, reg-
istered and locked against change. The word “recorded” in the definition does not imply the
characteristics of a record. However, note that some documents become records.

document type
Describes documents that share common characteristics.

Note: for example, documents with common layout, content, retention and disposition re-
quirements, and/or metadata. Document types could include, for example:



e application form;

e correspondence (includes letters and faxes and memorandal;

e curriculum vitae;

e e-mail message;

* invoice;

e medical report;

e web page.

Note: in this example, e-mail messages are treated differently than other correspondence,
as they may have different metadata requirements; this will not be the case in every or-
ganisation.

Note: each organisation needs to define its document types, according to its business
needs; the above are purely illustrative.

EDMS

Electronic Document Management System.

Computer-based application dealing with the management of documents throughout the
document life cycle.

Source: [EC 82045-1 Document Management.

Note: the functionality required for EDMSs is not included in this specification. However, an
EDMS is often used in tight integration with an ERMS. See section 10.3 for more details.

electronic

For the purposes of this specification, the word “electronic” is used to mean the same as
“digital”.

Note: analogue recordings, though they may be regarded as electronic, are not considered
as “electronic” for the purposes of this specification as they cannot be stored within a com-
puter system unless they are converted to digital form. It follows that, in the terminology of
this specification, analogue records can only be stored as physical records.

electronic document

A document which is in electronic form.

Note: use of the term electronic document is not limited to the text-based documents
typically generated by word processors. It also includes e-mail messages, spreadsheets,
graphics and images, HTML/XML documents, multimedia and compound documents, and
other types of office document.

electronic record

A record which is in electronic form.
Note: it can be in electronic form as a result of having been created by application software
or as a result of digitisation, e.g. by scanning.

ERMS

Electronic Records Management System.
Note: ERMSs differ from EDMSs in several important respects. See section 10.3 for more
details.

export (verb)

The process of producing a copy of electronic records, along with their metadata, for an-
other system.

Note: the records remain in the ERMS after export, unlike transfer.

file (noun)

An organised unit of records grouped together because they relate to the same subject,

activity or transaction.
Source: shortened and adapted from ISAD(G) (see appendix 7).
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Note: this is the Records Management usage of the term file. It differs from the IT usage,
for which MoReq?2 uses the term component.

file format

The internal structure and/or encoding of a record or component which allows it to be pre-

sented into human-accessible form.

Note: examples include:

e HTML v3.2 (a file format for web pages);

e PDF/Av1 (an archival file format for portable documents);

e TXT (ASCII plain text file format];

e XMLv1.0 (a file format for extensible markup language which itself relies on ASCII plain
text).

e Many proprietary file formats produced by desktop applications such as office suites.

format (noun)

See file format.

group (noun)

A set of users.

Note: a group may include users with the same, or different, roles. A group is sometimes
used to define users’ affiliation to an organisational unit such as a department (in which
case it typically will include several roles); it is sometimes used to define membership of
a virtual team that crosses organisational boundaries, such as all Procurement Officers
(in which case it may consist of only users with a specified role]; or it may be used in other
ways.

import

See bulk importing.

keyword

Optional metadata used to describe classes, files, sub-files, and records but not volumes.
Note: it is good practice for keywords to be picked from or validated against a controlled
vocabulary, or to be extracted automatically by the ERMS, but this is not mandatory.
metadata

(in the context of records management) Data describing context, content and structure of
records and their management through time.

Source: I1SO 15489 (see appendix 7).

Note: some models are based on a different conceptual view of metadata. For example,
they may treat audit trail information as being entirely metadata. These alternative views
are valid and valuable in their contexts, but are not helpful in specifying the functionality of
systems, and so are not considered here.

metadata stub

The subset of the metadata for an item that is retained after the item has been disposed of,
to act as evidence that the item used to be held and has been properly disposed of.

non-case file
Any file that is not a case file.
open

(verb) The process of creating a new file, sub-file or volume such that it can accept the ad-
dition of records.



(adjective] Describes a file, sub-file or volume which has not yet been closed, and so is able
to accept the addition of records.

ownher

The person or role responsible for a record or aggregation.

Note: this is the usage in MoReq2; the legal owner of a record is the organisation that holds
the record.

Note: see also custodian.

paper file

A kind of physical file.
Note: examples of paper files include, among others, envelopes, box files and ring binders.

PDF

Portable Document Format, a file format primarily for the representation of two-dimen-
sional information.

Note: At the time of writing, this widely used file format is proprietary to Adobe Inc., but
a recent version of the format (v1.7) is under consideration as an International Standard
(ISO/DIS 32000). Inclusion of the term PDF in this glossary does not represent any form
of endorsement. Extensions for the representation of three-dimensional information are
under development.

PDF/A

A subset of PDF designed for archival use, as defined in the ISO 19005 series of stan-
dards.

physical file

A device for holding physical documents and physical records.
Source: Adapted from PRO Functional Specification (see appendix 1).

physical record

A record that is held in a medium outside the ERMS, such that the record itself is not indi-
vidually under the management of the ERMS.

Note: examples include paper records, microform records, and electronic records held on
removable media so long as the records are not individually managed by the ERMS.

presentation

The manifestation of an electronic record presented by the ERMS to which a user can re-
fer.

Note: this may include on-screen display, printed and audio and multimedia presenta-
tions.

Note: the exact nature of the presentation can be affected by the software and hardware
environment. Typically different presentations of the same record can vary in details of font
metrics, line endings and pagination, resolution, bit depth, colour space etc. In most cases
these differences are acceptable. However, in some cases their potential effects have to be
considered separately; these considerations are beyond the scope of this specification.
Note: in the previous version of MoReq the term rendition was used with this meaning.

profile

The set of permissions allocated to a user or group or role.
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record (noun)

Information created, received, and maintained as evidence and information by an organi-
sation or person, in pursuance of legal obligations or in the transaction of business.
Source: IS0 15489 (see appendix 7).

Note: local national definitions may also apply.

Note: a record may incorporate one or several documents (for instance when one docu-
ment has attachments), and may be on any medium in any format. As a consequence, it
may be made up of one or more components. In addition to the content of the document(s),
a record should include contextual information and, if applicable, structural information
(for instance information which describes the components of the record). A key feature of
a record is that it cannot be changed.

Note: both electronic records and physical records can be managed by an ERMS.

record type
Describes a record made from a document with the corresponding document type.
redact

The process of hiding sensitive information in a record.

Note: this can include applying opaque rectangles to obscure names etc. (the electronic
equivalent of censoring paper documents with ink), more secure methods of obscuring
information, or removing pages from the copy of a record.

Note: in all cases the totality of the original electronic record is not affected. Redaction is
carried out on a copy of the electronic record; this copy is called a redaction.

redaction (noun)

(of a record) A copy of a record to which some changes have been applied to remove or
mask but not to add to or meaningfully amend existing content.

Source: definition of “instance” in PRO Functional Specification (see appendix 1).

Note: the changes usually result from restrictions on disclosure of information. For exam-
ple, a record may be made available only after individuals’ names are masked or removed
from it; in this case, a redaction of the record is created in which the names have been
made illegible. The process of masking is sometimes referred to as redacting.

Note: In the previous version of MoReq the term “extract” was used with this meaning.

registration

The act of giving a record a unique identifier on its entry into a system.
Source: IS0 15489 (see appendix 7).
Note: in the context of MoReq2, registration is part of the process of capture.

render
The process of producing a rendition.
rendezvous

A point in the workflow where two or more parallel executing activities converge into a
single common thread of control.
Source: Workflow Management Coalition Terminology & Glossary, issue 3.0.

rendition

A manifestation of a record or component in or using one or more file format(s] different
from the record’s native file format(s).

Note: renditions are usually produced to preserve electronic records, that is to minimise
the risk of loss of access to their content over time. For example, records produced in a
proprietary file format may be stored as renditions in a standard format such as PDF/A or
XML.



Rendering a record means rendering some or all of its components. After the rendition,
the record may have the same number of components as before or it may have a different
number of components. For example, a record consisting of 30 components including 10
GIF image objects could be rendered in several ways, including:

e Rendition of the record into PDF/A file format: in this case, the initial record has 30
components and its rendition has one;

e Rendering the GIF components into JPEG file format only: in this case both the record
and its rendition have 30 components, and in addition some of the objects in the rendi-
tion have to be changed to refer correctly to the newly rendered JPEG images instead
of the GIF images.

Note: rendition was used with a different meaning in the original version of MoReq.

repertory
A list of existing file titles within each of the lowest levels of the classification scheme.
retention and disposition schedule

A formal instrument that defines the retention periods and consequent disposition actions
authorised for records described in the schedule.

Source: adapted from National Archives of Australia recordkeeping glossary.

Note: in the previous version of MoReq this was referred to as a retention schedule.

role

The aggregation of functional permissions granted to a predefined subset of users.
Source: PRO Functional Specification (see appendix 1).

security category

One or several terms associated with a record or aggregation which define rules governing
access to it.

Note: security categories are usually assigned at an organisational or national level. Ex-
amples of security categories used in government organisations throughout most of Eu-
rope are: “Top Secret”, “Secret”, “Confidential”, “Restricted”, “Unclassified”. These are
sometimes supplemented by other terms such as “"WEU Eyes Only” or “Personnel”.

Note: this term is not in general use. It has been adopted in MoReqg?2 instead of the term
“classification” that is often used by the security community to avoid confusion with the
records management meaning of classification.

security clearance

One or several terms associated with a user which define the security categories to which
the useris granted access.

stub

See metadata stub.

sub-file

Intellectual subdivision of a file.

Note: sub-files are often used in case file management environments. Typically, each sub-
file is named, and each sub-file is used to store a specified kind or kinds of records for

one instance of a case, such as “invoices”, “assessments” or “correspondence”. They can,
however, also be used, in a similar fashion, in non-case file environments.

transfer (verb)
The process of moving complete electronic files, along with their metadata, to another sys-

tem.
Source: adapted from PRO Functional Specification (see appendix 1).
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Note: the files are often transferred together with all other files in a class of the classifica-
tion scheme when the purpose of transfer is to move the files to an archive for permanent
preservation.

Note: see also export.

user

Any person utilising the ERMS.

Note: this may include (among others) administrators, office staff, members of the general
public and external personnel such as auditors.

Note: a user may both have roles and be a member of groups.

user group

See group.

user profile

The profile of a user.
user role

A set of functional permissions allocated to users allowed to perform actions that manage
records.

A user may have several user roles but has only one user profile.

Note: in MoReq2 this term is used also to specify the people with these permissions.

version

(of a document] The state of a document at some point during its development.

Source: PRO Functional Specification (see appendix 1).

Note: a version is usually one of the drafts of a document, or the final document. In some
cases, however, finished documents exist in several versions, e.g. technical manuals. In
other cases, the versions are translations. By contrast records cannot exist in more than
one version; see also redaction.

vital record

A record that is essential for the functioning and/or survival of an organization during and/
or after an emergency.

volume

A subdivision of a sub-file.

Note: the subdivisions are created to improve manageability of the sub-file contents by
creating units which are not too large to manage successfully. The subdivisions are me-
chanical (for instance, based on number of records or ranges of numbers or time spans)
rather than intellectual.

This section repeats part of section 2.3, for ease of reference.

It contains an entity-relationship model which can be used as an aid to understanding the
specification. Section 13.3 contains a narrative explanation that describes and explains the
model.

The entity-relationship model is shown as figure 13.3. An important aspect of this model is
that it need not represent actual structures stored in the ERMS. It represents a theoretical
view of the entities associated with records. An ERMS uses these relationships to produce
behaviour equivalent to the structures in the diagram. See section 2.2 for further explana-
tion of this point.



The relationships between files, volumes, records and other important entities are depict-
ed in the following entity-relationship model. This is a formal representation of selected
structures which can be used to describe the behaviour of an ERMS.

In the diagram, entities - files, records and so on - are represented by rectangles. The
lines connecting them represent the relationships between the entities. Each relationship
is described by text in the middle of the line; and this should be read in the direction of the
arrow. Each end of the relationship has a number which represents the number of occur-
rences (strictly, the cardinality); the numbers are explained in the key. So, for example,
figure 13.1 means “one record is made up of one or more components” (note the direction
of the relationship arrow).

Record
1

VIS MADE
UP OF

1-%

Component

A curved line crossing two or more relationships indicates that the relationships are mutu-
ally exclusive, for any given instance. So, for example, the curved line in figure 13.2 means
“each record is stored in either a volume or in a sub-file but not in both”.

Record
0-*[|0-*
IS STORED IN
N2
1 1
Volume Sub-file

Note that the entity class is related to itself by the relationship “is made up of”. This re-
lationship describes, in formal terms, the relationship between classes in a hierarchical
classification scheme, where a class may be made up of one or more other classes. If this
relationship (sometimes called a recursive relationship) is removed, the model applies
equally to non-hierarchical relationships.
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Figure 13.3 shows a simplified model; it does not attempt to represent all possible entities
or relationships. Rather, it shows only the most significant ones for this application. For
example, it does not show users, roles etc.

The remainder of this narrative describes the entities in the diagram, and their inter-re-
lationships.

Classification Scheme

In order to practice records management principles, an organisation must have at least
one classification scheme. This sets out the filing structure (typically consisting of a hi-
erarchy) for a defined part of the organisation. A classification scheme contains several
classes.

Class

Hierarchical classification schemes can be viewed as a hierarchy made up of a number of
classes, much as a tree is made up of branches. Each class is connected to the hierarchy at
one level; can extend over several levels; and can contain smaller classes. Several classes
can start at any single level; but each class starts at one level only. As indicated by the
“exclusive or” relationship, each class can:

e be made up of classes; or

e can contain files; or

e can store records;

but combinations of these are not allowed.

File

Files occur within classes, at any level in the hierarchy. Files can occur only in classes that
do not contain other classes. As indicated by the “exclusive or” relationship, each file can:
e be divided into sub-files; or

e can be divided into volumes; or

e can store records;

but combinations of these are not allowed.

Sub-file

Each file can be divided into sub-files (a configuration option determines whether sub-files
can or cannot exist). In practice, some files are not divided into sub-files. Where there is
only one sub-file, the concept of sub-file is transparent to users, for all practical purposes.
Sub-files are often used in case management applications. As indicated by the “exclusive
or” relationship, each sub-file can:

e can be divided into volumes; or

e can store records;

but combinations of these are not allowed.

Volume

Each sub-file can be divided into volumes (a configuration option determines whether vol-
umes can or cannot exist), according to specific rules. In practice, most sub-files are not
divided into volumes. Where there is only one volume, the concept of volume is transparent
to users, for all practical purposes. The rules may depend on size or number of records, or
may depend on transactions or time periods. This practice originated with physical files, in
order to restrict them to a manageable size and weight. The practice is, where appropriate,
continued with electronic files, to limit them to a manageable length for review, transfer,
etc.

Where a file consists of only one sub-file, then its volumes may seem to users to be vol-
umes of the file rather than of its sub-file.

The terms file, sub-file and volume are, in practice, sometimes used loosely or inter-
changeably - because of the above requirement for transparency. For example, a user
will typically ask for “a file” rather than (more accurately) asking for “a volume.” This is
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especially apparent in the case of a physical file that consists only of a single one-volume
sub-file. In this case, although the file analytically consists of one sub-file which is made
up of one volume, the sub-file and the volume are not always labelled as such (often, the
label is only applied when the second sub-file or volume is opened).

Retention and Disposition Schedule

A retention and disposition schedule specifies the rules for keeping and disposing of re-
cords. The ERMS can contain several retention and disposition schedules, one or more
of which are applied to each class, file, sub-file and volume; they can also be applied to
records, and one retention and disposition schedule may be applied to each record type.

Record

At the heart of the system lies the most important entity, the records. These are the reason
for the entire records management infrastructure, as they form the account of the organi-
sation’s activities.

Records are made from documents. Each record can comprise one or several documents;
and each document can appear in several records.

Records are normally stored in volumes. However, records can also be stored in classes
(this is an exception described elsewhere]. MoReq?2 allows for a configuration option that
prevents volumes and/or sub-files from being used, in which case records would be stored
either in sub-files or in files. Each record can only be stored in one of a volume, sub-file,
file or class.

Record Type

Records are assigned a record type. This is used to indicate, and to allow the ERMS to
manage, the records in certain ways. Examples of record type might include “invoice” and
“web page”.

Component

Each record and document is made up of at least one component; some are made up of
more than one. For example, a simple web page may consist of only one component - an
HTML “file” in IT terms - while a more complex web page may consist of dozens - an HTML
“file”, GIF “files”, JPEG “files” and so on.

This section contains a simple model of example roles within an ERMS.

The matrix recognises two main roles, which are themselves divided into roles. The main

roles are user roles and administrative roles. These are defined in terms of access to ERMS

functionality.

The number of roles shown in this model is only illustrative. It is not meant to indicate that

any organisation should implement these roles, not that any organisation should imple-

ment this number of roles. Each organisation should define the roles it needs; and these
needs will tend to vary over time.

The roles below illustrate an example of access control rights for specific aspects of sys-

tem functionality according to organisational responsibilities.

There are four example roles defined in the example matrix:

e Central Administrator - this role has control over the configuration of the entire ERMS
and the management of the aggregations and records themselves.

e Local Administrator - this is a role with administrative rights over a sub-set of the
ERMS or its classification scheme. These roles usually are useful in geographically
dispersed organisations.

e Reviewer - this is a specialist role which is primarily concerned with the application of
disposition actions defined by Retention and Disposition Schedules.

e End User - the end user role is the standard level of access to the ERMS and comprises
those who need to save records into, and access records from, the ERMS for their rou-
tine work.



Administrative roles are here divided into two roles only as an example; responsibilities
can be divided in other ways. For some small organisations this division might be need-
lessly complicated, as only one person, with a single role, can manage all the administra-
tion. For large organisations it might be an over-simplification because more than two
roles are needed (such as Records Manager, Records Officer, Archivist and Data Manager
or IT Manager). MoReq2 does not attempt to specify how many administrative roles would
be needed in any real organisation.

The role of Local Administrator is given here as an example of one of these. This role can
also have several titles in different organisations. In some cases this may be a Local Re-
cords Officer, or a Super-user etc.

In any event, administrative roles are only implementing, from a system perspective, deci-
sions taken by more senior management. Such decisions are typically based on the or-
ganisation’s business requirements and records policy. The decisions also are informed
by laws and regulations, such as information laws, data security laws, archival laws and
industry regulations; these are addressed in section 11.5.

This matrix is not intended to imply that administrative roles must take management deci-
sions, though in some environments that may be the case.

Administrative roles take actions related to the management of records themselves; their
interest is in managing records as entities rather than their content or business context.
They may also manage the ERMS hardware, software and storage, ensure backups are
taken and manage the performance of the ERMS.

Many organisations also need to integrate the management of business processes with
the management of records. In this case there is scope to allocate a particular set of ad-
ministrative permissions to individual business managers. This could include the ability to
monitor and manage a specific group of users or area of the classification scheme.
Although MoReq?2 refers to a user role there will be, in the majority of organisations, a
number of different user roles and the ERMS should not limit the number of roles that can
be configured.

One example of this could be that of a case worker (see section 10.5 Casework]. Such a role
would have specific permissions within a particular branch of the classification scheme.
Unlike administrative roles, user roles have access to facilities which an office worker or
researcher needs when using records. This includes adding documents, searching for and
retrieving records. Their interest is primarily in the contents, properties or business con-
text of records rather than their management - in other words, they are interested in the
business processes evidenced by the records.

In the matrix, the role of end user shows the access rights that typically are appropriate for
the majority of users in an organisation to carry out their business functions.

A further example of a user role is given: reviewer. This shows a level of access control that
may be allocated to a sub-set of users for the purposes of reviewing records.

This matrix is best viewed as a starting point, and as the formal basis for assigning rights.
Users of this specification will need to consider additional requirements which are specific
to their environment.

The formal requirements dealing with this table are in section 4.1; they confirm that the
requirementis not for an ERMS to incorporate the sample access matrix shown here, but
to be capable of being configured to the level of detail of an access matrix defined by the
user organisation which may contain an unrestricted number and type of roles and func-
tions. It must be possible to configure each cell of the matrix as “yes” or “no”, but with the
table having as many columns as the organisation needs.

Other possible roles that might be implemented by organisations include but are not lim-
ited to:

e assistant;

e auditor;

e freedom of information manager;

* manager;

e records creator;

* records manager;

e supervisor.

This matrix is divided into sections. These sections group, for convenience, the functions
normally associated with classes and files, records, records management and administra-
tion.
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Roles

User Roles Administrative
Roles
N N S S
2 ¢ | g£ | BE
) (] 0.V = .0
he) > 9c G .S
& 2 E | ©OF
o ie]
Function < <
Add new classes No No Yes Yes
Create new files Yes No Yes Yes
Change file metadata No Yes Yes Yes
Maintain classification scheme and files No No Yes Yes
Delete files No No Yes Yes
Capture records Yes No Yes Yes
Relocate a record to a different file Yes No Yes Yes
Search for and read records Yes Yes Yes Yes
Change content of records No No No No
Change record metadata No Yes Yes Yes
Delete records No No Yes Yes
Place and remove disposal holds No Yes Yes Yes
Retentlo_n and disposition schedule and disposition No Yes Yes Yes
transactions
Export and import files and records No Yes Yes Yes
View audit trails No Yes Yes Yes
Configure and manage audit trail No No No Yes
Change audit trail data No No No No
Move audit trail data to off-line storage media No No Yes Yes
Perform all transactions related to users and their
- No No Yes Yes
access privileges
Allocate access permissions to local administra- No No No Yes
tors
ﬁiocate own access permissions also to other us- Yes Yes Yes Yes
Set up and manage case management roles No No No Yes
Maintain database and storage No No Yes Yes
Maintain other system parameters No No No Yes
Define and view other system reports No Yes Yes Yes




This specification was prepared with reference to the following existing specifications and

publications:

Ref

Name and Ownership or Source

URL or Publication Details

(1]

Dublin Core Metadata Element Set,
Version 1.1: Reference Description

http://dublincore.org/documents/
dces/

(2]

Functional Requirements for Electron-
ic Records Management Systems (The
National Archives of the UK]

http://www.nationalarchives.gov.uk/
electronicrecords/reqs2002/default.
htm

(3]

Code of Practice for legal admissibil-
ity and evidential weight of information
stored electronically (British Stan-
dards Institution)

Published by British Standards Insti-
tution (www.bsi-global.com) as BSI
BIP 0008

(4]

The Preservation of the Integrity of
Electronic Records (UBC-MAS Project)
(University of British Columbia)

http://www.interpares.org

(5]

Standard 5015.2 “Design Criteria
Standard For Electronic Records Man-
agement Software Applications” (US
Department of Defense)

http://jitc.fhu.disa.mil/recmgt/

(6]

National Archives of Australia - Func-
tional Specifications for Electronic Re-
cords Management Systems Software-
Exposure Draft

The exposure draft is no longer avail-
able. A similar document is available
from http://www.naa.gov.au/Images/
ERMSspecifications_tcm?2-1007.pdf

(7]

Riksarkivet - The National Archives
of Norway - NOARK-4 Norwegian re-
cordkeeping system Version 4 - Part
1 Functional description and specifi-
cation of requirements

http://www.arkivverket.no/arkivver-
ket/lover/elarkiv/noark-4/english.
html

(8]

Functional Requirements for the Sus-
tainability of Electronic Records

http://www.nationalarchives.gov.uk/
documents/functional_requirements.
pdf

[9]

InterPARES 2 Project Terminology Da-
tabase

http://www.interpares.org/ip2/ip2_
terminology_db.cfm

[10]

DLM Forum Guidelines

http://dlmforum.typepad.com/gd-
lines.pdf
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Overview

The MoReqg?2 specification has been developed for the European Commission by a team
from Serco Consultancy (formerly Cornwell Management Consultants plc), based in the
United Kingdom. MoReq? is based on a detailed scoping report that was produced by the
DLM Forum.

The Serco project team included specialist consultants, who authored the specification, a
small project management and administration team and an Editorial Board, comprising
records management experts from throughout Europe and North America (see appendix
4). A late draft of the entire document was reviewed by a semi-independent reviewer.

The test framework documentation was produced by a team from imbus AG.

The requirements were subject to several levels of review.

First, the Authoring Team members conducted peer reviews of each other’'s work. Then
the draft requirements were submitted to a peer review process by panellists representing
a broad spectrum of interested parties across the records management community. For
ease of reference these were broken down into:

e Archives Panel;

e Specialists Panel,;

e Users Panel;

e Vendors Panel.

At selected points, drafts were also reviewed by the MoReq2 Editorial Board. The Board
met with the Authoring Team on two occasions, providing invaluable direction and guid-
ance; and its members later conducted a third review by e-mail.

An interim and a further draft of MoReq2 were submitted to the European Commission
for approval. The drafts were reviewed on behalf of the European Commission by a DLM
Forum review group consisting of leading experts from a representative portion of the EU
member states.

The structure of the project team is outlined in figure A2.1; see appendix 4 for details of its
members.

Administration Management Editorial
Team Team Board
Test Framework Authoring Semi-Independent
Development Team Team Reviewer
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A project initiation meeting was held in London, involving the authoring team and the Edi-
torial Board. At this meeting, working protocols and other principles were agreed, and
some key references were identified. This was followed by desk research and the identifi-
cation of relevant reference works which are listed in appendix 1.

A close examination of the reference works was undertaken to ensure that the revised
specification includes all relevant requirements.

The original MoReq was imported into a software tool (Telelogic DOORS]), a specialised
requirements and change management package which was used throughout the authoring
process to manage the drafting between the members of the team and to track and incor-
porate the comments on the drafts from the reviewers. The document was restructured to
reflect the MoReq2 scoping document so that the relationship to the original MoReq could
be maintained.

As the draft of each chapter was completed it was published onto the MoReq2 web site
and all panellists were notified. They were asked to provide their contributions in a spe-
cially designed comment form which allowed their contributions to be incorporated in the
DOORS software for further processing by the authoring team.

When the majority of chapters had been issued in this way a semi-complete draft of the
entire document was compiled and this was distributed to the Editorial Board for them to
identify major concerns in advance of a second meeting of the Board.

At this meeting, which was also held in London, consensus was reached between the
members on the majority of the issues that had been identified. Following this, the docu-
ment was redrafted in the light of the agreed way forward.

The redraft of MoReq2 was issued to the EC Project Officer and members of the DLM Fo-
rum for review. The official assessment of this interim draft was submitted to Serco and
discussed at a project progress meeting in Brussels

The authoring team studied all the comments received, both from the official review and
from all the other panellists individually, these were then implemented or rejected as ap-
propriate. This process was intense and iterative as many of the comments were mutually
incompatible or not suitable for inclusion in MoReq2. However the overall quality of the
comments was extremely high and this led to a refining of the previous draft.

This led to the publication of Draft 2, an essentially complete document, for all panellists to
comment on. Upon receipt, these comments were reviewed and implemented or rejected
as before.

A complete draft was issued to the EC Project Officer and members of the DLM Forum for
review in October 2007. Upon receipt of the EC review comments a final draft of MoReq2
was prepared which was subject to review by a semi-independent reviewer before publica-
tion in January 2008.
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This specification has been prepared so that it can be used in electronic form. It has been
prepared using Microsoft® Word 2003.

The main advantage of using the specification in electronic form is that it can easily be
customised.

The requirements (chapter 3 to 11) are presented in the form of tables, with one require-
ment per table row. This is illustrated in figure A3.1.

13.1.1 The ERMS must provide ... Y
NUMBER REQUIREMENT TESTABILITY

The tables consist of three columns:

¢ Ref: a requirement reference number. This is generated automatically by Microsoft
Word, as the reference numbers use a “heading” style. The result is that if chapters,
sections or requirements are added or subtracted, the numbering changes automati-
cally;

¢ Requirement:

- the requirement text. This always uses one of the verbs “must” (to indicate a man-
datory requirement) or “should” (to indicate a desirable requirement];

- the rationale text. This is always in italic text and provides examples or a further
description of the requirement;

e Test: each requirement is followed by an attribute called “testable”, abbreviated to
“test.” This indicates whether it will be possible to test compliance with the require-
ment. Possible values of the “testable” attribute are described below, with examples:
- Y - The requirement can be tested formally. An example is “The ERMS must allow

at least three hierarchical levels in the classification scheme”. This can be tested by 183
attempting to set up a hierarchy with three levels. <

- N -The requirement cannot be tested formally. An example is “The ERMS must sup- s
port the organisation’s business classification scheme”. There is no way to test this %
in the general case. ;)i

- P - The requirement can be tested but the coverage of the test is partial, or it is N
not formally testable but it is possible that lack of compliance can be discovered. %
An example is “the ERMS should not limit the number of levels in the hierarchy.” =

There is no way, formally, to test for the absence of a limit. However, the require-
ment is considered testable with partial coverage, for example by testing for a
large number of levels; and during the testing it is possible that a limitation on the
number of levels might be noticed, indicating that the ERMS does not comply with
the requirement.
If chapters, sections or requirements are deleted, Microsoft Word will replace any cross-
references to them (if there are any) with an error message. These can be located by
searching for the text “error!”
By default, the table borders are not visible. They can be seen by use of the “Show Grid-
lines” command.
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All trademarks appearing in this specification are acknowledged. Proprietary products are
mentioned for illustrative purposes only; their inclusion does not represent any form of en-
dorsement. Similarly, exclusion of other products implies no criticism of these products.
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This appendix summarises how the metadata model specified in appendix 9 can be related

to:

e [SO 23081 - Metadata for records;
e |S0O 15836 - The Dublin Core metadata element set.

ISO 23081— Metadata for Records

The entities considered in MoReq2 can be mapped approximately to their equivalents in

ISO 23081 as follows:

MoReq2 entity ISO 23081 entity sub-class
Component -
Record ltem

Transaction sequence

Volume
Sub-file File/folder
File
Class Series
Classification scheme Archive
- Archives

These mappings are necessarily approximate.

The metadata elements in the MoReq2 model each have a name consisting of two or three
parts (as described in appendix 9.6). Wherever possible the second part of the name is
taken from ISO 23081-2, but several have been developed for MoReg2, as shown in the

following table:

ISO 23081 Metadata Group

2nd part of MoReg2 Element Name

Source of name

] system_identifier MoReq?2
Identity - — —
system_identifier_rendition MoReq2
abstract SO 23081
author MoReq?2
classification SO 23081
copy_recipient MoReq2
counter_signature MoReq2
o date MoReq?2
Description - —
external_identifier MoReq?2
place SO 23081
recipient MoReq2
sender MoReq?2
title SO 23081

_
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ISO 23081 Metadata Group

2nd part of MoReg2 Element Name

Source of name

abstract MoReq2
agent SO 23081
date SO 23081
event_description SO 23081
Event plan event_trigger SO 23081
period MoReq2
reminder MoReq2
status MoReq2
volume MoReq2
abstract MoReq?2
date SO 23081
Event history disposal_hold MoReq?2
transfer_or_destroy ISO 23081
transferred_to MoReq?2
administrator MoReq?2
inactive MoReq?2
Use language SO 23081
status MoReq?2
technical_environment ISO 23081
agent MoReq?2
applies_to_agent MoReq?2
applies_to_class MoReq?2
cross_referenced_to MoReq?2
disposal_hold MoReq?2
entity_agent MoReq?2
has_redaction MoReq?2
has_role MoReq?2
Relation has_user MoReq?2
is_child_of MoReq?2
is_member_of MoReq?2
is_redaction_of MoReq?2
is_parent_of MoReq?2
previous_fully_qualified_classifica-
tion_code MoReq?2
r&d_schedule MoReq?2
record_type MoReq?2

Further aspects of the correspondence between MoReq2 and ISO 23081 are in appendix 9.

ISO 15836 — The Dublin Core metadata element set

The elements defined in the Dublin Core can be mapped to the elements in the MoReq?2
model as follows. Where only a partial MoReq2 element name is shown, it indicates all
elements that start with this partial name. So for example “Description.abstract” indicates

all of the following:
e Description.abstract;

e Description.abstract.keywords;
e Description.abstract.reason_for_rendition.




Dublin Core Element

MoReqg2 Element

contributor

Description.sender

coverage -

creator Description.author

date Description.date
Description.abstract.description

description Description.external_identifier.internal_
reference

format Use.techn@cal_env!ronment.fprmat
Use.technical_environment.file_format

identifier [dentity

language Use.language

publisher -

relation Relation

rights -

source -

subject Description.abstract.keyword

title Description.title

type Description.record_type

Description.abstract.mandate
Description.abstract.reason_for_
rendition
Description.copy_recipient
Description.place.current_location
Description.place.home_location
Description.recipient
Event_history

Event_plan

Use.status
Use.technical_environment (save as
above)

However, these mappings are necessarily approximate.

Further aspects of the correspondence between MoReq?2 and ISO 23081 are in appendix 9.
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The ERMS is required to process all dates correctly, regardless of millennium, century or

other date representation issues. This appendix presents a statement of the requirement

for year 2000 processing which could be adapted, if necessary, to deal with other dates.

This will be especially relevant for Electronic Records Management Systems which may

include metadata dates for previous or future centuries.

The following is reproduced verbatim, with permission, from BSI DISC PD2000-1:1998 A

Definition of Year 2000 Conformity Requirements.

Year 2000 conformity shall mean that neither performance nor functionality is affected by

dates prior to, during and after the year 2000.

In particular:

Rule 1 No value for current date will cause any interruption in operation.

Rule 2 Date-based functionality must behave consistently for dates prior to, during and
after year 2000.

Rule 3 In allinterfaces and data storage, the century in any date must be specified either
explicitly or by unambiguous algorithms or inferencing rules.

Rule 4 Year 2000 must be recognized as a leap year.
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This appendix lists standards and other resources referenced in the specification or ap-
plicable to electronic records management.

The standards include those that are particularly relevant to ERMSs; they omit generic
standards such as those dealing with storage hardware and database languages.

The standards include international standards, both de jure and de facto. National stan-
dards are omitted from this list. They may be added to a chapter zero by the authority for a
member state. Only standards that have a direct bearing on systems design are included;
standards that address organisation and ongoing management are not included. In most
cases, the short name of the standard (not the fully qualified name) is shown, for ease of
understanding.

FIPS 186-2 NIST Digital Signature Standard (http://csrc.nist.gov/publications/
PubsFIPS.html]

ISAAR(CPF) International Standard Archival Authority Record for Corporate
Bodies, Persons, and Families (International Council on Archives)
(http://www.ica.org/en/node/30230)

ISAD(G) International Standard for Archival Description (General).

(http://www.icacds.org.uk/icacds.htm)

IETF RFC 2821

Simple Mail Transfer Protocol.
http://www.ietf.org/rfc/rfc2821.txt)

IETF RFC 2822

Internet Message Format.
(http://www.ietf.org/rfc/rfc2822.txt)

ISO 216 Writing paper and certain classes of printed matter - Trimmed sizes
- Aand B series
IS0 639 Codes for the representation of names of languages.
ISO 2788 Guidelines for the establishment and development of monolingual
thesauri. 195
ISO 5964 Guidelines for the establishment and development of multilingual c
thesauri. =
I1SO 8601 Representation of dates and times. “§
ISO 9834-8 Procedures for the operation of 0S| Registration Authorities: «
Generation and registration of Universally Unique Identifiers (UUIDs) E
and their use as ASN.1 Object Identifier components C

(see also ITU X.667).

ISO/TS 12033

Guidance for selection of document image compression methods.

ISO/TR 12037

Recommendations for the expungement of information recorded on
write-once optical media.

ISO 12142

Media error monitoring and reporting techniques for verification of
stored data on optical digital data disks.

ISO/TR 12654

Recommendations for the management of electronic recording
systems for the recording of documents that may be required as
evidence, on WORM optical disk.
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IS0 14721

Open archival information system - Reference model (OAIS).

ISO/IEC 15444

JPEG 2000 image coding system: Core coding system.

ISO 15489

Records Management.

ISO/TR 15801

Information stored electronically - Recommendations for
trustworthiness and reliability.

ISO 15836 The Dublin Core metadata element set.

ISO 18492/TR Long-term preservation of electronic document-based information.

ISO 19005-1 Electronic document file format for long-term preservation -

Part 1: Use of PDF 1.4 (PDF/A-1).

I1SO 23081 Metadata for records.

ITU X.667 Generation and registration of Universally Unique Identifiers (UUIDs)
and their use as ASN.1 object identifier components.
(http://www.itu.int/ITU-T/studygroups/com17/0id/X.667-E.pdf).

TIFF Tagged Image File Format.
(http://partners.adobe.com/public/developer/tiff/index.html]

X.509 ITU-T Recommendation X.509: Open systems interconnection -
The Directory: Public-key and attribute certificate frameworks.
(http://www.itu.int/rec/T-REC-X.509-200003-I/en).

XKMS XML Key Management Spec.

(http://www.w3.0rg/TR/xkms/).

XML W3C Extensible Markup Language (XML])
(http://www.w3.0rg/TR/REC-xml/)

ISO/DIS Ergonomics of human-system interaction - Part 171: Guidance on

9241-171 software accessibility

ISO/TS 16071

Guidance on accessibility for human-computer interfaces (due to be
superseded by IS0 9241-171).

WIMC Workflow Management Coalition Terminology & Glossary.
(http://www.wfmc.org/standards/referencemodel.htm)

1999/93/EC Directive on a Community Framework for Electronic Signatures.
(http://europa.eu/scadplus/leg/en/lvb/124118.htm)

DLM Forum Guidelines on best practices for using electronic information.

Guidelines INSAR (European Archives News) Supplement |1l (1997). ISBN:

92-828-2285-0.
(http://dlmforum.typepad.com/gdlines.pdf)




This section lists guidelines and resources for developers and purchasers of ERMSs.
Whereas other sections of this appendix contain only open and international publications,
this section includes information that is originally national and that originates from the
supplier community. This is because no internationally-accepted documentation has been
identified; this may be added in any later editions of MoRegq.

For developers

W3C Web Content Accessibility Guidelines (for websites and web applications)
(http://www.w3.0rg/WAI/)

RNIB Web Access Centre
(http://www.rnib.org.uk/webaccesscentre)

RNIB Software Access Centre
(http://www.rnib.org.uk/softwareaccesscentre)

IBM Human Ability and Accessibility Centre
(http://www-03.ibm.com/able/guidelines/)

ISO/IEC 18019 Guidelines for the design and preparation of user documentation for ap-
plication software (see especially clause 4.2.6). (Due to be replaced by ISO/IEC 26514.)

ISO/IEC 26514 User documentation requirements for documentation designers and
developers. (Under development).

For procurement

ACCENT - Accessibility in ICT Procurement: EU project
(http://www.verva.se/english/international-network/the-accent-project/)

PAS 78:2006

A guide to good practice in commissioning accessible websites
(http://www.equalityhumanrights.com/en/publicationsandresources/Disability/Pages/
Websiteaccessibilityguidance.aspx)

RNIB Software Access Centre
(http://www.rnib.org.uk/softwareaccesscentre)

InterPARES project (http://www.interpares.org)
Preserving Access to Digital Information (PADI) project
National Library of Australia
(http://www.nla.gov.au/padi/)

The National Archives
Functional Requirements for the Sustainability of Electronic Records (http://www.
nationalarchives.gov.uk/documents/functional_requirements.pdf)

This section contains a graphical model that shows how key standards are related to elec-
tronic records management. It uses a new model of electronic records management at
figure A7.1, prepared only for this purpose.
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The model shows key processes that affect electronic records. The records are represent-
ed by the central, grey, circle. The processes (“create”, “capture” etc.) are represented by
the coloured shapes surrounding the records.

The number of processes shown [the granularity, or level of detail of the model] is some-

what arbitrary. Several other representations are possible, and would be more appropriate

for different purposes; the above has been chosen specifically to relate to standards. To

interpret these processes:

e Create includes not only the creation of records within an organisation, but also receipt
of records from outside the organisation.

e Capture includes the registration, classification, and the entry of records management
metadata.

e Useincludes search, retrieve, browse, render, maintain, review etc.

* Preserve is the processes required to maintain accessibility over time.

e Manage includes maintaining access controls and disposition authorities.

The order of the processes shown is not significant, because they can occur in different

sequences in different settings.

Simplifying greatly, the key standards applying to electronic records management can be

related to these processes as shown in figure A7.2.

1S0 12033 /ﬂ GUID
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S0 15801, 12654
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Metadata:
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MoReq?2, 1SO TORE MP\“\P‘G?/ 639, 2788, 5964, 8601

15489

1S0 12142



The relationship shown above between the standards and processes is repeated at the end
of this section in a form that does not require colour.

This model traces the extent of the standards’ relevance - very approximately - using
coloured lines superimposed on the processes. Each coloured line represents one or
several standards. Where possible, the standards are shown by their common name (e.g.
PDF/A, OAIS] rather than by their less-descriptive standard number (e.g. 1ISO 19005, ISO
14721); refer to section 1 of this appendix for formal titles. Note that any model of this kind
can only give a rough indication - it is not possible to show all details of all the interactions
of processes and standards; to some extent the inclusions and omissions reflect a subjec-
tive view.

Only the standards that are considered as the most important are included in this diagram;
others are excluded. The criteria for inclusion and exclusion are judgemental.

The model is explained below. Standards that are applicable across many processes are
explained below, followed by the standards relevant to each of the processes.

ISO 15489 and MoReq2

ISO 15489 and MoReg? both cover the entirety of the processes affecting electronic re-
cords. Accordingly, they are shown as encircling all the processes.

XML

XML is shown as being relevant to almost all processes - all except store and destroy. Its
relevance varies greatly according to the environment. In principle however, it can influence
the format of record creation then the way in which the metadata is stored and expressed
at capture and during later use; it is an important standard facilitating the interpretation
of metadata and content in long term preservation; it can be used to provide a common
schema for transfers between systems; it can be used to describe access and schemas
and disposition authorities.

Metadata

Metadata standards are relevant to the processes of capture, use, preserve, transfer
and manage. These include 1SO 23081 (which covers all aspects of records management
metadata), Dublin Core (which specifies a standard set of metadata for discovery), 1SO
639 (controlled vocabulary for language codes), ISAD and ISAAR (approaches to the use of
metadata for record keeping and archival description) and 1SOs 2788 and 5984 (thesaurus
standards).

Create

The major standards consideration in the process of records creation is the format of the
record. Many format standards exist, including RFCs 2821/2822 (for e-mail), ISO 216, TIFF
and JPEG (for scanned images), and PDF/A.

Capture

Metadata standards of all kinds apply strongly to the capture process. Some of the format
standards affecting capture are also relevant from the point of view of extracting metadata
values automatically. Standards affecting legal issues also apply to capture, namely ISO
15801 and 1SO 12654.

Use

The standard governing GUIDs (globally unique ids), X.667, affects the way electronic re-
cords are used, as do standards relating to legal issues, ISO 15801 and ISO 12654.

Preserve
The key standard for digital preservation is OAIS; this provides a framework for the design

and management of preservation activities. 1SO 18492 also provides general guidance.
Most preservation work relies greatly on the use of metadata standards; and a key stan-
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dard is PDF/A, which describes a preservation format. Standards for electronic signatures,
X.509 and XKMS also have a bearing on preservation issues.

Transfer

The use of metadata standards is essential to transfers between organisations or between
systems.

Manage

Metadata standards can support the processes of managing access and retention. Also
relevant are the legal standards, 1ISO 15801 and 12654.

Store
ISO 12142 addresses a small aspect of storage, related to storage on optical discs.
Destroy

ISO 12037 addresses a small aspect of destruction, namely expungement; this is only rel-
evant is some environments.

The relationship between the standards and processes is shown below in a tabular form
that does not require colour. This table shows the processes in columns, and the standards
in rows. Where a tick (v']) is shown at the intersection of a row and a column it indicates that
corresponding standard is related to the corresponding the process.

o = I
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ISAAR(CPF) International Standard

Archival Authority Re-
cord for Corporate Bod-
ies, Persons, and Families
(International Council on
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IETF RFC 2821 Simple Mail Transfer Pro- | |
tocol.

IETF RFC 2822 | Internet Message Format. | v/ | v

I1SO 216 Writing paper and certain
classes of printed matter | |
- Trimmed sizes - A and
B series

I1SO 639 Codes for the representa-
tion of names of languag- vViIivi|iv |V |V
es.

I1SO 2788 Guidelines for the estab-
lishment and development VIV v |V |V
of monolingual thesauri.

IS0 5964 Guidelines for the estab-
lishmentand development VIV v |V |V
of mutltilingual thesauri.

IS0 8601 Representation of dates vilivivlivl]y
and times.




Standard

Create

Capture

Use

Preserve

Transfer

Manage

Store

Destroy

ISO 9834-8

Generation and registra-
tion of Universally Unique
Identifiers (UUIDs) and
their use as ASN.1 Object
Identifier components
(see also ITU X.667).

ISO 12033

Guidance for selection of
document image com-
pression methods.

IS0 12037

Recommendations for the
expungement of informa-
tion recorded on write-
once optical media.

IS0 12142

Media error monitoring
and reporting techniques
for verification of stored
data on optical digital data
disks.

ISO 12654

Recommendations for the
management of electronic
recording systems for the
recording of documents
that may be required as
evidence, on WORM opti-
cal disk.

IS0 14721

Open archival information
system - Reference model
(OAIS).

ISO 15444

JPEG 2000 image coding
system: Core coding sys-
tem.

I1SO 15489

Records Management.

1SO 15801

Information stored elec-
tronically - Recommenda-
tions for trustworthiness
and reliability.

I1SO 15836

The Dublin Core metadata
element set.

1SO 18492

Long-term preservation
of electronic document-
based information.

1SO 19005-1

Electronic document file
format for long-term
preservation.

1S0O 23081

Metadata for records.

ITU X.667

Generation and registra-
tion of Universally Unique
Identifiers (UUIDs) and
their use as ASN.1 object
identifier components.
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Standard
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MoReq2

Updateandextensionofthe
Model Requirements for
the management of elec-
tronic records

<\

\

\

\

\

\

\

TIFF

Tagged Image File For-
mat.

X.509

ITU-T Recommenda-
tion X.509: Open systems
interconnection - The
Directory: Public-key
and attribute certificate
frameworks.

XKMS

XML Key Management
Specification.

XML

W3C Extensible Markup
Language.




(R APPENDIX

MoReqg2 has been written to ensure, as far as possible, compatibility with the original
MoReqg. The major innovation in this edition is the storage of records directly in classes,
without the use of files. This is covered in section 3.2; it should be noted that the ERMS can
be configured to disable this option.

The ability to create sub-files as well as volumes within files is also new to MoReq?2 (see
section 3.3). This does not raise any backwards compatibility issues, but is a major new
requirement.

Also the definitions of presentation and rendition have reversed from the previous MoReg.
See the glossary for a full definition of both terms.

The structure of MoReqg?2 mirrors that of MoReq, subject to some changes and several ad-
ditions. This section shows the correspondence between sections in MoReq and MoReq?2.

MoReq MoReq2
Chap. Title Chap. Title
Preface Preface: MoReq?2
1 Introduction 1 Introduction
1.1 Background 1.1 Background
1.2 Purpose and Scope of this 1.3 Purpose and Scope of this
Specification Specification
1.3 What is an ERMS? 1.4 What is an ERMS?
1.4 For What can this Specification 1.5 For what can this Specification
be Used? be used? 203
1.5 Emphasis and Limitations of this | 1.7 Emphasis and Limitations of this é
Specification Specification 3
1.6 Using this Specification 1.9 Customising this Specification E’;
1.7 Organisation of this Specification | 1.10 Organisation of this Specification %
1.8 Mandatory and Desirable 1.12 Mandatory and Desirable nzé
Requirements Requirements
1.9 Intellectual Property 1.6 Intellectual property rights
2 Overview of ERMS Requirements | 2 Overview of ERMS Requirements
2.1 Key Terminology 2.1 Key Terminology
2.2 Key Concepts 2.2 Key Concepts
2.3 Entity-Relationship Model 2.3 Entity-Relationship Model
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MoReq MoReqg2
Chap. Title Chap. Title
3 Classification Scheme 3 Classification Scheme and File
Organisation
3.1 Configuring the Classification 3.1 Configuring the Classification
Scheme Scheme
3.2 Classes and Files 3.2 Classes and Files
3.3 Volumes 3.3 Volumes and Sub-Files
3.4 Maintaining the Classification 3.4 Maintaining the Classification
Scheme Scheme
4 Controls and Security 4 Controls and Security
4.1 Access 4.1 Access
4.2 Audit trails 4.2 Audit trails
4.3 Backup and Recovery 4.3 Backup and Recovery
L4 Tracking Record Movements Deleted (covered in section 10.1)
4.5 Authenticity Deleted (covered in chapter 2)
4.6 Security Categories 10.15 Security Categories
5 Retention and Disposal 5 Retention and Disposition
5.1 Retention Schedules 5.1 Retention and Disposition
Schedules
5.2 Review 5.2 Review of Disposition Actions
5.3 Transfer, Export and Destruction | 5.3 Transfer, Export and Destruction
6 Capturing Records 6 Capturing and Declaring
Records
6.1 Capture 6.1 Capture
6.2 Bulk importing 6.2 Bulk Importing
6.3 Types of Document Deleted (covered in section 6.1)
6.4 E-mail Management 6.3 e-Mail Management
7 Referencing 7 Referencing
8 Searching, Retrieval and 8 Searching, Retrieval and
Rendering Presentation
8.1 Search and Retrieval 8.1 Search and Retrieval
8.2 Rendering: Displaying Records 8.2 Presentation: Displaying
Records
8.3 Rendering: Printing 8.3 Presentation: Printing
8.4 Rendering: Other 8.4 Presentation: Other
9 Administrative Functions 9 Administrative Functions
9.1 General Administration 9.1 General Administration
9.2 Reporting 9.2 Reporting
9.3 Changing, Deleting and 9.3 Changing, Deleting and
Redacting Records Redacting Records
10 Other Functionality 10 Optional Modules




MoReq MoReq2
Chap. Title Chap. Title
10.1 Management of Non-electronic 10.1 Management of Physical (Non-
Records electronic) Files and Records
10.2 Hybrid File Retention and 10.2 Disposition of Physical Records
Disposal
10.3 Document Management 10.3 Document Management and
Collaborative Working
10.4 Workflow 10.4 Workflow
10.5 Digital Signatures 10.7 Electronic Signatures
10.6 Encryption 10.8 Encryption
10.7 Electronic Watermarks etc. 10.9 Digital Rights Management
10.8 Interoperability and Openness Deleted (covered in chapters 5, 6
and 10.6)
" Non-Functional Requirements 1 Non-Functional Requirements
1.1 Ease of Use 1.1 Ease of Use
11.2 Performance and Scalability 11.2 Performance and Scalability
11.3 System Availability 11.3 System Availability
1.4 Technical Standards 1.4 Technical Standards
11.5 Legislative and Regulatory 11.5 Legislative and Regulatory
Requirements Requirements
11.6 Outsourcing and Third Party 11.6 Outsourcing and Third Party
Management of Data Management of Data
1.7 Long Term Preservation and 1.7 Long Term Preservation and
Technology Obsolescence Technology Obsolescence
12 Metadata Requirements 12 Metadata Requirements
12.1 Principles 12.1 Principles
12.2 Organisation of the Remainder App. Introduction
of this Chapter 9.1
12.3 Classification Scheme Metadata | App. Classification Schemes
Elements 9.7.1
12.4 Class and Electronic File App. Classes, Files, Sub-Files,
Metadata Elements 9.7.2 Volumes
12.5 Metadata Elements for App. Classes, Files, Sub-Files,
Electronic File or Electronic File | 9.7.2 Volumes
Volume
12.6 Electronic Volume Metadata App. Classes, Files, Sub-Files,
Elements 9.7.2 Volumes
12.7 Record Metadata Elements App. Classes, Files, Sub-Files,
9.7.2 Volumes
12.8 Record Extract Metadata App. Record Redactions
Elements 9.7.3
12.9 User Metadata Elements App. Agents (Users, Groups and
9.7.8 Roles)
12.10 | Role Metadata Elements App. Agents (Users, Groups and

9.7.8

Roles)
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MoReq MoReqg2
Chap. Title Chap. Title
12.11 Customisation Notes for App. Customisation Notes for
Metadata Requirements 9.9 Metadata Requirements
13 Reference Model 13 Reference Model
13.1 Glossary 13.1 Glossary
13.2 Entity-Relationship Model 13.2 Entity-Relationship Model
13.3 Entity-Relationship Diagram 13.3 Entity-Relationship Narrative
Narrative
13.4 Access Control Model 13.4 Access Control Model
ANNEXES APPENDICES
Ann. 1 | Reference Publications App. 1 | Reference Publications
Ann. 2 | Development of this App. 2 | Development of this
Specification Specification
Ann. 3 | Use of this Specification in App. 3 | Use of this Specification in
Electronic Form Electronic Form
Ann. 4 | Acknowledgements App. 4 | Acknowledgements
1 Project Team App. Project Team
4.1 Editorial Board
App.
4.2
2 Validation Organisations App. DLM Forum
4.3 Review Panellists
App.
4.4
3 Trademarks App. Trademarks
4.5
Ann.5 | Correspondence to Other App.5 | Correspondence to Other
Models Models
1 Correspondence to Dublin Core | App. 1S015836 - The Dublin Core
Metadata Model 5.2 metadata standard
2 Correspondence to Pittsburgh - -
metadata model
Ann. 6 | Date Processing App. 6 | Date Processing
Ann. 7 | Standards and Other Guidelines | App.7 | Standards and Other Guidelines
1 Standards App. Standards
7.1
2 Other Guidelines App. Other Guidance
7.2
3 Accessibility Guidelines App. Accessibility Guidelines and
7.3 resources
4 Long Term Preservation App. Digital Preservation Guidelines
Guidelines 7.4




METADATA MODEL

Appendix 9 contains the MoReq2 metadata model. Because of its length, and to ease cross
referencing, it is published in electronic form only, at www.dlm-network.org/moreq?2.

N
o
~

MoReq?2 Specification
METADATA MODEL



Imprimé en France - JOUVE - 11, bd de Sébastopol - 75001 Paris -
N° 466151H - Dépét Iégal : Octobre 2008



European Commission

MODEL REQUIREMENTS FOR THE MANAGEMENT
OF ELECTRONIC RECORDS - UPDATE AND EXTENSION 2008

Luxembourg: Office for Official Publications of the European Communities
2008 — 208 pp. — 21 x 29.7 cm
ISBN 978-92-79-09772-0

DOI 10.2792/11981



=
=
=
-
1=}
=
w
=]
>
m
IZ
(=}

-_—
=
—
<
—
—
(=
il
Q.
(e )
&N
=
D
(@
(=
=

MODEL
REQUIREMENTS
FOR THE
MANAGEMENT
OF ELECTRONIC
RECORDS

ISBN 978-92-79-09772-0

720

Publications Office
Publications.europa.eu
978

92791097





