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Concerning 100% scanning and radiation detection, the following basic principles have been
chosen:

For containers arriving by truck, in port types with lower volumes, drive through
equipment with a capacity up to 60,000 trucks per year (300 days, 10 hours per day)
will be used. In ports with higher volumes, the drive through equipment capacity of up
to 96,000 trucks per year (300days, 16 hours per day) is assumed.

The device, assigned to scan transhipment containers (arriving by rail, barge or feeder
vessel) is proposed to be located at a site central to the terminals. An internal scanning
facility with a conveyor belt is assumed to be able to scan 120,000 containers per year
(300 days, 20 hours per day). To achieve this capacity, a constant container flow is a
prerequisite.

Scanning of containers and radiation detection will be done simultaneously in both the
drive through and the central facility

To account for seasonal fluctuations, the capacity of all scanning facilities is designed
30% bigger than the current volumes require. Furthermore, buffer space is provided in
front and behind the scanning facility.

Impact of 100% scanning on customs administrations in the EU

Discussions with port customs officials, national port authorities and international
organisations more directly involved in supply chain activities, technological and cost
information on inspection procedures, as well as a broad cross section of opinions, have
been collected as a basis for the assessment of the impact of 100% scanning.

The role of the operators and the customs concerning 100% scanning and radiation
detection is not always clear. Some operators said that responsibility should be entirely with
the customs, while others saw themselves as taking the lead. In some instances, scanning
would be considered as a national government responsibility, while in others it would be
assigned specifically to customs. Furthermore, there are differences between national
customs administrations as to how they see their role.

The additional personnel required for 100 % scanning and radiation detection is indicative of
the impact of the request of the US-legislation on customs administration in the EU, as well
as the investment and the annual operation costs requirements. The estimate of the required
human resources for the different port types is based on discussions with custom authorities
in the ports or on national level. It is assumed that customs authorities in the European ports
will have the responsibility to interpret scanned images and to release unsuspicious
containers.

It is assumed that a drive through scanning device will require 5 people; 1 operator, 1 truck
organiser and 3 image interpreters. 6 people will be required for an internal scanning centre;
2 technical experts as operators, 1 container flow organiser and 3 image interpreters. The
scanning personnel are assumed to work in two or three shifts, 6 days a week depending on
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the container volume. For administrative activities (considering also sickness and vacation)
the number of employees is expected to increase by 30%. The number of staff required for
the operation of the radiation detection equipment is estimated to be 1 employee per shift
and station.

Approximately 12% of the required personnel should possess high customs education,
approximately 65% should possess middle customs education and approximately 23%
should be skilled in technical aspects (middle or high education). The image interpreters will
need training. Experts involved in scanning of import containers since 2003 consider training
on the job to be the most efficient form of training. The period necessary to gain sufficient
experience is reported as one year.

It is estimated that 17 employees are needed for the low-transhipment port, 24 for the
transhipment port, 32 for the Mediterranean port, 117 for the Northwest European port and
164 for the North Sea port.

The extrapolation of the human resource assessments per port type at all European
ports with US-bound container trade for 2012 und 2020 shows that the human
resources required for 100% scanning and radiation detection will be 890 employees
in 2012 and 1,140 in 2020. Together with the human resources essential for the
additional terminal operation, a total of 1,750 people will be needed in 2012 and 2,220
in 2020.

Although scanning and radiation expertise exist in the customs authorities to a certain
degree, it is already employed in other customs activities necessary to provide security to
supply chains in and to Europe. This expertise cannot be switched to the scanning of US-
bound containers. European security cannot be neglected in favour of the 100% scanning of
US-bound containers. Furthermore, the introduction of new techniques or technical
equipment would also demand further training for these experts. Additional manpower has to
be employed and trained, which will all take time.

The investment for scanning and radiation equipment, space preparation and buildings
necessary to perform 100 % scanning and radiation detection are estimated based on the
actual figures provided by producers and responses given by ports or national customs
authorities. The investment per port type expressed in actual monetary terms amounts to €
4.98 million for the low-transhipment port, € 7.01 million for the transhipment port, € 9.53
million for the Mediterranean port, € 36.20 million for the Northwest European port) and €
51.50 for the North Sea port.

The investment for scanning and radiation detection at all European ports with US-
bound container trade amounts to €275.76 million and € 351.71 million for 2012 and
2020 respectively. Taking into account investment for additional terminal operation
the amounts raise to €338.40 million in 2012 and €431.65 million in 2020.
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The annual scanner operating costs consider depreciation, maintenance, energy
consumption and labour. The cost of 100 % scanning and radiation detection amounts to €
2.21 million for the low-transhipment port, € 3.01 million for the transhipment port, € 4.05
million for the Mediterranean port, € 14.48 million for the Northwest European port) and €
20.38 million for the North Sea port.

The projection of these assessments per port type at all European ports with US-
bound container trade arrives at annual costs for 100 % scanning and radiation
detection of €112.06 million in 2012 and €143.20 million in 2020. Considering also the
annual cost of additional terminal operation the overall annual costs add up to €176.51
million in 2012 and €224.86 million in 2020.

According to the interviews, neither terminal operator nor customs authorities are ready to
bear these costs induced by the US request to scan 100% of the laden containers to US-
ports. Because of the request, it is possible that he price of goods sent to the US from
Europe or via Europe will increase.

Effectiveness: Comparison of scanning with existing inspection procedures

The existing security management in the EU is based on a risk assessment based approach.
This is the preferred method among all EU countries. This approach is also a principle that
underpins two major WCO initiatives, the (SAFE) Framework and the Revised Kyoto
Convention. Within the framework of the European Customs Security Amendments, security
pre-arrival/departure declarations will be a voluntary option for traders from July 1, 2009 and
a compulsory requirement as of January 1, 2011. This will contribute to improving the
effectiveness of the risk assessment. Further supply chain security will be achieved by the
AEO concept.

The approach of 100% scanning and radiation detection is in stark contrast to the risk
targeted controls e.g. those carried out under the CSI. It is difficult to demonstrate that 100%
scanning would be more effective. There would be a possible deterrent effect, but the
evidence, such as it is, from the current risk based approach demonstrates that the risk is
anyway low. As a deterrent, therefore, 100% scanning and radiation detection would not
contribute very much. 100% scanning is rigid and unlikely to improve security compared to
the risk management approach, which is flexible. 100% scanning might even create a false
sense of security and undermine security by diverting scarce resources from other essential
measures. 100% scanning will divert EU resources from EU’s security concerns and
therefore not improve the overall security situation

According to the national port authorities and national custom authorities in Europe,
100% scanning would not lead to a significant increase in security. If 100% scanning
were to be implemented there would be little point in continuing with the risk based
approach to security. 100% scanning, therefore, effectively represents an alternative
approach, rather than a complementary approach.
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Furthermore, 100% scanning and radiation detection has a high potential to disrupt trade and
transport unnecessarily, within the EU and worldwide. Moreover, 100% scanning and
radiation detection has the potential to induce an important reorientation of transport flows
worldwide and in the EU and would risk undermining the European Union's port policy.

However, some alternative strategies to enhance container security should not be neglected.

Development and acceptance of enhanced risk based approaches and mutual
recognition of AEO and C-TPAT. This would result in a “priority lane”, through which a
proportion of traffic would flow.

The potential of SMART container and electronic seals etc. merits further investigation,
the latter also in combination with risk based approaches.

Non-linearity

Scanning equipment is designed in a way to achieve a high capacity utilisation.
Consequently, the infrastructure necessary to operate the equipment is also designed for this
capacity utilisation. The non-linearity of the cost function becomes apparent by the
correlation between US-bound container volumes and the overall annual operation cost
because of 100% scanning and radiation detection per container. The cost per scanned
container decrease the higher the capacity of the scanning facility is utilized and increases
when volumes require a further scanning device, which cannot be utilized optimally. The
higher the scanned volumes and consequently the number of scanning units are, the less the
significance of non-linearity.

Non-linearity demonstrates that it would be economically non-viable for ports with
lower US bound volumes to invest into scanning facilities. Consequently, they will
have a severe competitive disadvantage with regard to US bound containers and
would have only minor incentives to remain in the market for this trade.

Reciprocity

While the law imposes the requirement for the 100% scanning of containers bound for the
USA from ports worldwide, there is no such requirement for trade in the opposite direction.
This therefore raises the possibility of the imposition by countries of a reciprocal requirement.
Certainly the imposition of such a condition would pose a problem for the USA. It was almost
the universal view of respondents that it is not a policy that should be seriously entertained
by the Commission.

The non-reciprocity of security measures could also cause other states to introduce their own
security requirements in retaliation and the proliferation of incompatible unilateral measures
could represent considerable barriers to trade. Another significant disadvantage of the
unilateral approach is that the implementing state has no way of knowing for certain if its
measures are effective in preventing the perceived threat of terrorism.
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Multilateral measures — on the other hand - are developed by international organisations,
which view security as a global public good and aim to improve the security of all their
members. Their main aim is to create uniform, albeit voluntary, standards, which can be
adopted by all members taking account of their economic development. As a result,
multilateral security measures are most likely to lead to a more consistent security
regime than a patchwork of bilateral agreements with selected trading partners used
to implement unilateral security measures (such as the CSI or 100% scanning).
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2 Methodology
2.1 Purpose of the Study

This study is concerned with the adoption by the USA of the Public Law 110-53
“Implementing Recommendations of the 9/11 Commission Act of 2007” on the 3“ August
2007.

It is an anti-terrorist measure and under the legislation 100% of all containers shipped to the
United States will be required to be scanned at the port of loading (prior to departure.) The
objective is to check the contents of the containers for fissile materials and the presence of
dirty bombs and (other) weapons of mass destruction.

The nature of the inspection and checking necessary to fulfil this objective is not precisely in
the Law, but could include 100% radiation detection (to look for the presence of radioactive
substances) and 100% imaging (to build up a picture of the contents of containers.)

The Law is due to be implemented by July 2012, though provided certain conditions are met,
it can be deferred by two year increments.

The following main activities regarding this development have so far taken place:

Preliminary assessment of the impact carried out by the Commission with contributions
from the member states in 2008

Report by the DHS to Congress in April 2008 on the progress made in testing the
feasibility of 100% scanning in three ports (Cortes, Qasim and Southampton.)
Independent evaluation of the Southampton trial by the UK customs in March 2008
CBP Report to the Congress on Integrated scanning Systems

The difficulty of assessing the impact of 100% scanning and the lack of detailed information
led the Commission to undertake three studies: one concerned with trade, one with transport
aspects and one with the impact on customs. The purpose of this study is to analyse the
impact on customs. This study is led by DG-TAXUD.

The results of the study are intended to be used to provide the Commission with a solid basis
for its on-going discussions and negotiations with its US counterparts.

2.2 Objectives

The main objective of the study is to assess the impact of 100% scanning on customs and
related security aspects. This includes estimating the costs that would arise as a result of
100% scanning on terminal operation and security assessment. Furthermore the study
examines the constraints on technology, port infrastructure and customs resources that could
affect the viability of 100% scanning.
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The results to be achieved can be summarised as follows:

An examination and assessment of the technology employed and under development
for 100% scanning, its strengths and weaknesses, its performance, challenges and
constraints,

An assessment of the impact of 100% scanning on port infrastructure, including
volumes of US trade, relevance of transhipment and the effect on terminal operations’
procedures and the development of estimates on additional terminal operation costs
necessary to scan US-bound containers,

An assessment of the impact on EU customs administrations, taking account of the
evolution of HR demand, cost of scanning and radiation detection, organisation,
deployment, insurance, health issues and training

An assessment of any non-linearities in the cost functions

A comparison of 100% scanning with existing security measures and their relative
effectiveness, considering all costs and constraints, including the transmission and
analysis of information

A consideration of the possible adoption of the policy of reciprocity

Account is also taken of the merits of 100% scanning in relation to well established risk-
based approaches to container security and some conclusions are drawn regarding some
possible alternative solutions to 100% scanning.

2.3 Approach

To achieve the results, an approach has been selected, which combines the analysis of
opinions and discussions in the public as well as in the research community with practical
experiences gained in European ports and by the national customs authorities. Therefore,
the scope of work for the study is divided into two phases:

1. A phase of desk research, to study available published documentation and literature in
both Europe and the USA.

2. A phase of fieldwork, comprising a series of personal interviews with port authorities,
terminal operators and national customs authorities as well as contacts with relevant
organisations in Europe.

As a starting point for the second phase, based on statistical, logistical and regional aspects
11 ports are selected for inclusion in the work. Their volume of container trade with the USA
constitutes one criterion for selection, together with their mix of traffic between road, rail and
transhipment. The need to obtain a broad geographic spread is another important criteria for
port selection and discussion with DG-TAXUD. The following ports have been selected.
Meetings were held variously with terminal operators, port customs officials and port
authorities:

ODCEAN
I| HPC log CONSULEANTS



THE IMPACT OF SECURITY MEASURES ON THE EU ECONOMY AND TRADE RELATIONS
Final Report page 11

Antwerp
Rotterdam
Gioia Tauro
Felixstowe
Southampton
Hamburg
Bremerhaven
Le Havre
Valencia
Algeciras
Piraeus

Parallel meetings with customs authorities at the national level have been given high priority.
Further contacts have been established with

Manufacturers and suppliers of screening and scanning equipment
Port and shipping associations, both national and international
Chambers of Commerce

Other relevant bodies, including the IMO, WCO etc.

In addition the following meetings were held with DG TAXUD:

Kick-off meeting held on Wednesday 21° January 2009
Presentation of first results (desk research) on 18" March 2009
Progress meeting on 21° April 2009

Presentation of Draft Final Report, meeting held on 2™ June 2009

2.4 Definitions and Assumptions

This is an area where there is some confusion of terminology - on both sides of the Atlantic.
It is therefore important to clarify some definitions in order avoid confusion. In addition, the
basic assumptions on which the work has been based are stated.

The following points are made:

Screening is taken to mean all security activities to check/investigate the contents of a
container. It can either be intrusive, e.g. physical inspection or the use of sniffer dogs,
or non-intrusive, including risk management, study and analysis of shipping
documents, etc. Scanning and radiation detection, both non-intrusive techniques, are
also screening activities.

Scanning is taken to mean non-intrusive imaging (NII), i.e. the building up of a picture
of the contents of a container, by the use of X-rays or gamma radiation.
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Radiation Detection is taken to be a passive non-intrusive process that screens the
container for the presence of nuclear and radiological materials.
The US legislation is somewhat ambiguous as to what is required in terms of X-ray detection
and imaging. For the purposes of the study it has been assumed that, in order to satisfy the
requirements of the Act, both 100% radiation and 100% scanning will be called for. This is
the general expectation - though a 100% scanning only scenario will also be considered.

Next it has been assumed that:

The study is primarily concerned with export containers from EU ports to the USA
All containers must be scanned at the last port prior to despatch
Only containers to be discharged in ports in the USA need to be scanned

The interface between customs and terminal operators in terms of activities and
responsibilities for scanning is also not precisely defined at this point. For the purposes of the
study, it has been assumed that all activities relating to the scanning process itself will be the
responsibility of national customs authorities, but the ancillary operations, such as, for
example, the movement of containers to and from the scanner will be carried out by the
terminal operator.

Another open question concerns the interpretation of the scanned images and where this will
be carried out under the Law. It is the view of equipment suppliers that all images will be
transmitted back to the USA and will therefore not be analysed in real time. Crucially,
however, this would mean that the task would not be the responsibility of national customs
authorities.

For the purposes of cost estimations and the assessment of the impact on customs, the most
probable scenario taken, is that all images will be analysed in real time by national customs
authorities. The technical and logistical constraints of transmitting all images to the USA for
analysis and clearance will also be discussed.
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3 Security Objectives and Principles
3.1 Supply Chain Security

This subchapter provides a short introduction to the main security measures at international
level, including the “WCO Safe Framework of Standards”, the “ISPS Code” as well as the
Safety and Security Amendment to the EU Customs Code.

3.1.1 WCO — SAFE Framework of Standards

The WCO'’s “Framework of Standards to Secure and Facilitate Global Trade” provides a
multilateral set of standards for container security. The Framework consists of four
components: harmonisation of advance electronic cargo information requirements on
shipments; adoption by members of a consistent risk management approach to address
security threats; outbound inspection of high-risk containers and cargo, preferably using non-
intrusive detection equipment upon request; definition of the benefits that Customs will
provide to businesses that meet minimal supply chain security standards and best practices.
The Framework creates harmonised standards in relation to benefits, technology,
communication and facilitation and encourages the recognition of other standards.

It is based on two pillars: customs - to - customs networks and customs -to - business
partnerships which consist of consolidated standards. The C2C pillar provides for co-
operation between customs authorities in order to inspect cargo before it arrives at the
destination port. It achieves this by providing for the use of advance electronic information to
identify high-risk containers or cargo. The C2B pillar aims to create an international system
for identifying private businesses that offer a high degree of security.

The framework is at a rather high policy level and will be implemented on a voluntary basis
by interested governments. Consequently international customs authorities must also create
a network of bilateral or multilateral co-operative relationships to share information and to
enhance trade security. Thus, for example, the US Container Security Initiative (CSI) will
continue to exist alongside the multilateral WCO SAFE Framework of standards. The "Safety
and Security Amendment to the EU Customs code” on the other hand is incorporating the
main components of the SAFE framework and ISPS Code, in order to comply with both
multilateral initiatives/standards on a European scale. The EU and the USA signed a letter of
intent to implement the requirements of the WCO SAFE Framework and are doing so.

3.1.2 IMO - International Ship and Port Facility Security Code (ISPS)!
The International Maritime Organisation (IMO) as part of the United Nations is responsible for
the safety of life at sea and environmental protection. In December 2002, the IMO amended

! This overview of IMO and WCO frameworks of standards is based int. al. on “Christopher Dallimore: Securing the

Supply Chain: Does the Container Security Initiative Comply with WTO Law? - Inaugural-Dissertation, Miinster 2008”
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the International Convention for the Safety of Life at Sea (SOLAS) with the expressed aim of
safeguarding “the worldwide supply chain against any breach resulting from terrorist attacks
against ships, ports, offshore terminals or other facilities”.

The ISPS is the result of consultations with member states, inter-governmental organisations
and non-governmental organisations held under the auspices of the IMO’s Maritime Safety
Committee. The provisions of the Code require security plans and enhanced security
measures for ships engaged in international commerce and port facilities. Owing to the fact
that the ISPS Code does not directly regulate land facilities, container security falls outside
its scope. However, the security of land-based facilities has been regulated by the
Framework of Standards 2005 issued by the WCO and the Code of Practice on Security in
Ports 2003 issued by the ILO/IMO.

3.1.3 Safety and Security Amendment to the EU Customs Code®
The main task of customs nowadays in all administrations is the protection of citizens and
their interests, while facilitating legitimate trade.

The safety and security amendment to the EU customs code covers activities supporting the
development and implementation of measures enhancing security through improved, more
sophisticated customs controls. The amendment introduces proper security controls to
ensure the protection of EU’s internal market and, in close co-operation with major trading
partners in the world, secure the international supply chain. The amendment balances
controls with trade facilitation. Traders demonstrating compliant efforts to secure their part of
the supply chain will be rewarded by benefits such as fewer controls.

The "security amendments"” to the Community Customs Code, which entered into force in
April 2005, provides the legal framework for the measures introduced in the EU Customs
Security Programme.

Traders are required to provide customs authorities with information on goods prior to
import to or export from the European Union (Pre Arrival / Pre Departure Declarations).
This will enable customs authorities to carry out better risk analysis, e.g. before goods
arrive in the customs territory, and to focus on high risk cargo due to the availability of
risk-information at an early stage. It will also allow quicker processing and release upon
arrival, resulting in a benefit for traders

2 Regulation (EC) No 648/2005 of the European Parliament and of the Council of 13 April 2005
amending Council Regulation (EEC) No 2913/92 establishing the Community Customs Code,
0OJ L 117 of 04/05/05
Regulation (EC) No. 1875/06 amending Regulation (EEC) No 2454/93 laying down provisions for the implementation of
Council Regulation (EEC) No 2913/92 establishing the Community Customs Code
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Reliable and compliant traders will benefit from simplifications in the customs
procedures and/or from facilitation with regard to customs controls relating to safety
and security under the Authorised Economic Operator (AEO) Certification scheme. The
AEO concept should ensure a safer and more secure end-to-end supply chain. Being
recognised as an AEO will constitute an added value for the operator, as it
demonstrates compliance with solid security criteria and controls. This will provide a
competitive advantage to participating companies.

By introducing a new risk management framework the aforementioned "security
amendments" provide a better risk information sharing mechanism and set uniform
Community risk-selection criteria for controls, supported by computerised systems. Such an
efficient risk assessment is vital to detect illegal goods crossing the EU borders such as
drugs, explosive materials or nuclear and chemical weapons.

These three approaches are interlinked and will provide enhanced security through a
combination of measures. The provisions were planned to enter into force as of 2007 and will
be finalised by July 2009, although this deadline might be extended since not all member
states are able to implement the “paperless” customs process until then.

The European Community is expecting more security and more facilitation from these rules
as, for example, the use of advance electronic information and electronic systems for risk
analysis will enable customs to identify high-risk cargo bound for Europe at an early stage in
the logistical process. With the new security initiative, Customs will be enabled to carry out
more targeted controls on high risk shipments by means of automated systems, as well as
new technologies.

All these enhanced security measures have to be seen against the international background,
as there are mainly ISPS (refer to section 2.1.2) as well as the WCO Framework of
Standards (2.2.1)

3.2 Legal Aspects

This sub-chapter summarises the unilateral requirements of the United States, discusses
unilateral vs. multilateral approaches and outlines some key problems regarding 100%
scanning in respect to legal aspects.

3.2.1 Unilateral Requirements by 9/11 Act
The legal basis for the so-called “100% scanning requirement” reads as follows:

The 9/11 Recommendations Act establishes the following under its section 1701 regarding
container scanning and seals:

OCEAN
SHIPPING

|| HPC ' CONSULTANTS



THE IMPACT OF SECURITY MEASURES ON THE EU ECONOMY AND TRADE RELATIONS
Final Report page 16

General Rule — A container that was loaded on a vessel in a foreign port shall not enter the
United States (either directly or via a foreign port), unless the container was scanned by non-
intrusive imaging equipment and radiation detection equipment at a foreign port before it was
loaded on a vessel.

Timeline - This must be implemented by July 1, 2012, unless a port meets two of several
conditions for extension.

Extension Conditions:
(A) Systems to scan containers are not available for purchase and installation.

(B) Systems to scan containers do not have a sufficiently low false alarm rate for use in the
supply chain.

(C) Systems to scan containers cannot be purchased, deployed or operated at ports
overseas, including, if applicable, because a port does not have the physical
characteristics to install such a system.

(D) Systems to scan containers cannot be integrated, as necessary, with existing systems.

(E) Use of systems that are available to scan containers will significantly impact rade
capacity and the flow of cargo.

(F) Systems to scan containers do not adequately provide an automated notification of
guestionable or high-risk cargo as a trigger for further inspection by appropriately
trained personnel.

The 9/11 Act provides the Secretary of DHS with the authority to extend the 2012 deadline in
two year increments provided two of the six statutory conditions exist. There is no limit to the
number of extensions that can be granted.

3.2.2 Unilateral versus multilateral®

The main advantage of the unilateral approach lies in the fact that the state has total control
over the security standards it considers necessary to protect its national security and can
formulate its strategy accordingly.

National security measures are invariably mandatory in nature, backed by primary legislation
and enforced by trade measures. Recent examples of security measures in the United States
include the SAFE Port Act 2006 and H.R. 1 Implementing the Recommendations of the 9/11
Commission.

3 Refer to “Christopher Dallimore: Securing the Supply Chain: Does the Container Security Initiative Comply with WTO

Law? - Inaugural-Dissertation, Minster 2008” pp. 13- 23
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However, it is important that such legislation is transparent, reflects international standards
and allows sufficient flexibility. At the same time the US - as prominent global player - is in a
position to enforce its unilateral customs controls through effective sanctions. Through the
CSI, CBP seeks co-operation from strategically important states and uses its trading power
over those states in order to conclude security agreements. In fact, Section 1701 of the Act
Implementing the Recommendations of the 9/11 Commission 2007 @mending Section 232
of the SAFE Port Act 2006) goes even further and effectively makes the very existence of
trade relations, (as far as container transport is concerned), with the United States
dependent on the implementation of U.S. security standards (from 2012 earliest).

It is important to note that UN Resolution 1456 obliges states to respect their international
obligations when implementing security measures. Another significant disadvantage of the
unilateral approach is that the implementing state has no way of knowing for certain if its
measures are effective in preventing the perceived threat of terrorism.

Multilateral measures are developed by international organisations, which view security as a
global public good and aim to improve the security of all their members. Their main aim is to
create uniform, albeit voluntary standards, which can be adopted by all members taking
account of their economic development. In particular, a body such as the World Customs
Organisation can ensure that countries - even if they are less developed and short of
resources - are not excluded from security standards by coupling their implementation with
necessary capacity building. International organisations also formulate measures within the
framework of the treaty obligations binding their members as well as international legal
principles. As a result, multilateral security measures can (in theory at least), lead to a more
consistent security regime than a patchwork of bilateral agreements with selected trading
partners used to implement unilateral security measures (such as the CSI or 100%
scanning).

3.2.3 Implementation Problems

These requirements to be implemented in all international ports, which are willing to continue
maritime trade with the US are causing not only technical, logistical or economic impacts, but
they are affecting the sovereignty of the countries trading with the US.

The US government is aware of this fact; e.g. the US cannot compel foreign governments to
use specific equipment for the 100% scanning requirement. The United States Government
Accountability Office (GAO) identified challenges in nine areas that are related to the
continuation of the SFI pilot programme and the longer-term 100% scanning requirement.* At

4 Based on: United States Government Accountability Office: “SUPPLY CHAIN SECURITY - Challenges to Scanning 100
Percent of U.S.-Bound Cargo Containers; Statement of Stephen L. Caldwell, Director, Homeland Security and Justice;
Testimony Before the Subcommittee on Surface Transportation and Merchant Marine Infrastructure, Safety, and
Security, Committee on Commerce, Science, and Transportation, U.S. Senate; GAO-08-533T
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least two of them are more or less drectly linked with the legal framework (including the
national budget / public spending regulations) of the countries involved.

3.24 Use and ownership of data/ data processing and data transfer

The legislation that mandated the SFI pilot programme and 100% scanning does not specify
who will have the authority or responsibility to collect, maintain, disseminate, view, or analyse
scan data collected on cargo containers bound for the United States. While the SAFE Port
Act specifies that SFI pilot programme scan data should be available for review by U.S.
government officials, neither it nor the 9/11 Act establishes who is to be responsible for
managing the data collected at foreign seaports. Other unresolved questions include
ownership of data, how proprietary information is to be treated, and how privacy concerns
are to be addressed. For example, officials from UK Customs stated that UK privacy
legislation barred sharing information on cargo containers with CBP unless a specific risk
was associated with the containers. To comply with UK laws, while still allowing CBP to
obtain scan data on container cargo, UK Customs and CBP negotiated working practices to
allow CBP to use its own handheld radiation scanning devices to determine whether cargo
containers emitted radiation, but this was only for the purposes of the SFI pilot programme.
According to the European Commission, for 100% scanning to go forward, the transfer of
sensitive information would have to take place systematically, which would only be possible if
a new international agreement between the United States and the European Union (EU) was
enacted. In the absence of agreement with the host government at more than 700 seaports
that ship cargo to the United States, access to data on the results of container scans could
be difficult to obtain.

3.25 Resource Responsibilities

European government officials expressed concerns regarding the cost of equipment to meet
the 100% scanning requirement, as well as the cost of additional personnel necessary to
operate the new scanning equipment, view and transmit the images to the United States, and
resolve false alarms.

Though CBP and DOE have provided the bulk of equipment and other infrastructure
necessary to implement the SFI pilot programme, they have also benefited from host nation
officials and port operators willing to provide, to varying degrees, the resources associated
with additional staffing, alarm response protocols, construction, and other infrastructure
upgrades.

However, according to CBP, there is no assurance that this kind of mutual support is either
sustainable in the long term or exists in all countries, or at all seaports, that export goods to
the United States.
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From the point of view of the US trade partners, it is not clear who has - in case of
implementing 100% scanning in their harbours - the inspection authority. In other words:
Who takes responsibility for, “stopping a suspicious container” before loading the ship bound
for US? Who would be liable for the economic consequences, if the container was stopped
wrongly? , i.e. finally the container is not a risk, or alternatively a “true risk container” reached
the US?

OCEAN
SHIPPING

|| HPC ' CONSULTANTS



THE IMPACT OF SECURITY MEASURES ON THE EU ECONOMY AND TRADE RELATIONS

Final Report page 20
4 Inspection Equipment and Procedures
4.1 Type of Process and Method

This is an aspect that needs to be clarified: attention is again drawn to the distinction
between screening (radiation detection) and scanning (imaging.)

It is necessary to consider two main components, relevant to the study, which will be
necessary to implement 100% scanning of US bound containers. These are as follows:

First, the type of activity or process, of which there are two:

Radiation detection: to measure the presence of radioactive materials including primary
and secondary screening steps
Scanning: to build up an image of the contents of the container

Second, the method used to deploy each process, including for scanning equipment such
installations as the following:

Drive through portals
Internal (facility) installations (conveyors)
Gantry systems
Mobile systems
and for radiation detection equipment the following types:

Drive-through portals
Mobile equipment
Spreader mounted
Straddle carrier mounted
Hand held

While both radiation detection and imaging are considered for 100% scanning of export
containers the emphasis is on imaging, since there are far greater implications surrounding
its implementation in almost all respects, including the impact on customs, port operation and
financial aspects.

4.2 Radiation Detection

42.1 Detection Process

This is a passive, non-intrusive process that screens (in this context) containers for the
presence of nuclear and radiological materials. The process is capable of detecting various
types of radiation emanating from special nuclear materials, from natural sources and from
isotopes commonly found in medicine and industry.

Detectors do not emit X-rays or any other radiation. They read energy emitted by radioactive
sources that happen to pass near them. They are therefore completely safe and they are
used to ensure that radioactive materials are not improperly moved.
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In the port context the screening typically comprises two components:

Primary screening: Applied to all traffic required to be screened

Secondary screening: Carried out only on those containers, which trigger an alarm,
typically 1% or 2% of the total number of containers passing through the primary
detectors.

By way of example, all containers entering a port may pass through a pair of radiation
detector portals. The majority of these containers clear the portals - the primary detectors -
without incident. In a minority of cases, they trigger the alarm. Such containers are then
diverted into a designated holding area for further - secondary - inspection.

An alert by a primary monitor indicates that a source of radiation has been detected. An alert
by itself does not necessarily mean that a nuclear weapon or harmful radiation has been
detected. There are many legitimate, “innocent”, sources of radiation, including naturally
occurring radiation and various medical and industrial isotopes that pose little or no threat.

The primary detector is designed to screen the container for the sources of gamma
radiation/free neutrons. The presence of the latter - at between 20 and 30 counts per second
- can only come from fissile material.

At the primary stage the application of norm filtering, which is the application of sophisticated
software, can cut down the incidence of innocent alarms that are presented to the operator.
The container may trigger an alarm, but the norm filtering then kicks-in and in up to 85% of
cases identify the source as benign. These cases are then not presented to the operator and
the cargo passes straight through. This norm filtering cannot be set to 100% because in
some cases a high gamma reading may look benign, but may be shielding something
sinister.

The purpose of secondary inspection is to establish what isotopes have been detected in
order to decide whether they are innocent or sinister.

For example, radioactive isotopes of potassium occur naturally in some vegetables and are
innocent. On the other hand, the detection of the presence of an isotope of cobalt could be
dangerous.

In order to carry out the secondary inspection, equipment employing advanced spectroscopy
is employed. This provides a spectrum that illustrates the “signature” of the isotopes present
and can be used to discriminate between them.

The equipment may be a fixed installation or mobile, e.g. handheld.

Following this analysis, a decision can then be taken as to the contents of the container.
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There are two possibilities:

The contents can be identified, are benign and the container is cleared

The contents cannot be explained and may appear sinister. In practice, this occurs only
in a tiny minority of cases. However, in such instances, a specialist has to be called in
to carry out further investigations. Emergency services may have to be notified and the
port closed. Under no circumstances must the container be opened at this stage.

In practice, the interpretation of the spectra produced by ASP equipment may be complicated
by the fact that one “signature” overlaps or shields another. It therefore becomes very difficult
to discriminate between them, no decision as to the source of the radiation can be taken and
specialist expertise is required.

A typical primary installation comprises both a PVT and a He-3 detector, while Nal (Sodium
lodide) detectors are commonly used in ASP equipment for secondary inspection.

422 Types of Radiation Detection Equipment/Installation
The following are the main types of equipment/installation employed for radiation detection
applications:

Drive through portals
Mobile equipment
Spreader mounted
Straddle carrier mounted
Hand held

Of the above types, all are well established with the exception of the spreader and straddle
carrier mounted types, which are still at the testing stage. However, to provide a
comprehensive overview, they are included in the analysis, although port terminal operators
are of the opinion, that this equipment is not able to resist the physical constraints
experienced during container handling. In general, attitudes towards these types were
negative. It was considered that the working conditions would be too rough for the equipment
to last for very long. Obviously there is a difference between laboratory conditions and the
port.

A He-3 scintillator comprises, inter alia, a bulb-like device with a long filament. It requires
careful handling and is vulnerable to banging and shaking, which would be bound to occur on
this type of equipment. Also, the point was made as to what would happen if there was an
alarm. It would cause more disruption to yard/terminal operations than if this occurred at the
point of entry/departure of the terminal.
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In summary, nobody thought that this type of equipment has much future potential - and is
anyway concerned with radiation detection - rather than scanning - for which application
established equipment performs quite well.

Hand held equipment is used, but is not always very satisfactory in use. Although it has
some ASP capability, it can be very slow — sometimes taking up to 20 minutes to produce an
image, which may then be difficult to interpret. They are probably a necessary part of an
overall comprehensive installation, but only for occasional use.

42.3 Application of Radiation Detection

Radiation detection is relatively well established and is already installed in some ports where
it is carried out for both export and import, but with the emphasis very much on the latter. In
Antwerp all containers pass though detector portals at the in and out gates. In the UK import
cargo is screened in selected ports under the cyclamen programme.

The emphasis of activity is on cargo arriving and departing by road, though rail traffic is also
covered. However, relatively little - if any - transhipment cargo is screened.

It should also be noted that the above sections describe scanning equipment for road traffic
applications, but similar arguments in terms of technology and type would apply to rail
scanning equipment.

Countries tend to be concerned with national security and are therefore more interested in
what is coming into their countries (not only radioactive materials, but also other illegal
imports such as smuggled goods) than what is leaving. This exactly mirrors the concern of
the USA, except that European countries are not proposing to export their borders.

National approaches start with a concern for national security - that is the basis of national
inspection policies. If that fits in with the requirements of the USA then that is a bonus.
Radiation detection is therefore not seen as a measure being related only to US cargo, but to
all containers.

In principle, it is clear that radiation poses in nothing like the problem of scanning. It is to an
increasing extent a common tool and people (customs, port operators, truck drivers,
forwarders etc.) are familiar with it. Certainly it is much cheaper to implement than 100%
scanning, though its implementation would still impose significant human resource demands
on national customs authorities.

However, in some ports, it could cause operational difficulties - particularly where existing
installations may be set up only to screen import cargo.
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4.3 Scanning
43.1 Scanning Process and Implications

Beside the actual physical inspection of containers, there is also the possibility to build up an
image or picture of the contents non-intrusively. This image can then be analysed and
decisions made regarding the contents without opening the container.

There are two components to this process:

Scanning to obtain an image
Analysis and interpretation of the resulting image

The above distinction is important, particularly in the context of the study. While the scanning
obviously takes place in the port, the analysis and interpretation can take place in real time
as the images appear, or it can be carried out remotely, and the results fed back at some
later point in time. Following this, the appropriate action would have to be taken. It is also the
case that the interpretation of images tends to take longer than the imaging itself and
requires skilled analysts.

The requirements of the 100% scanning law are not clear on this point. The analysis and
interpretation could:

Take place in real time at the point of scanning as the images are generated. In this
case, the work would be carried out by national customs authorities who would have to
have the authority to grant clearance on behalf of the US customs This would require
bilateral agreements that are not in place at present

Be carried out remotely in the USA. This would involve the transmission of all images
across the Atlantic for scrutiny by US customs personnel, who would then give
clearance, or not as the case may be. Apart from the IT challenges of handling large
quantities of data, the results would take some time to become available. They would
then have to be sent back to the terminal concerned and if necessary containers would
have to be removed from the yard prior to shipment for further inspection.

Clearly there are substantial implications for both human resources for national customs and
also for terminal operations, depending on which of the above alternatives is adopted.

4.3.2 Scanning Technology available
Scanning can be carried out by employing one of two types of electromagnetic radiation:

X-rays, with varying degrees of energy
Gamma rays, similar to X-rays but with a shorter wavelength.

Both of the above have their place in scanning applications and have their attendant
advantages and disadvantages:
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X-rays with a longer wavelength and with higher energy have better penetration than
gamma rays.

Gamma rays have a much smaller radiation footprint, require less shielding and can
therefore be more suitable for use in crowded port areas.

Both of the above are, in principle, similar in terms of the physics involved. There is,
however, one major difference: the radiation source:

Gamma radiation results from the decay of atomic nuclei and is a natural process. This
radiation cannot be switched off and radiation shielding is required even when the
system is not in use. Normally for the gamma radiation Iridium 192, Caesium 137 or
Cobalt 60 are used. It has a maximum steel penetration of 190 mm and therefore is
more suitable for lightly loaded containers.

X-radiation results from high energetic processes with electrons. It commonly results
from two different processes: from the acceleration of charged particles and their
thermalisation or from high energetic transitions in the atomic shells of atoms or
molecules. For containers, which are loaded with high density material, X-ray scanners
are more suitable.

For X-rays two main technologies are in use:

Transmission, where a beam of X-rays is projected through the container from one side
and an image picked up on the other side.

Backscatter, where a beam of Xrays is directed at the container and the reflected
image is picked up on the same side.

Both again have their advantages and disadvantages:

Transmission can employ higher energies and greater penetration and copes better
with the detection of elements with atomic numbers higher than 80, e.g. heavy metals.
Backscatter takes place on only one side of the container and is therefore suitable for
mobile applications and use in the container yard. It is also particularly effective and
produces images with good resolution for elements with lower atomic numbers.

The choice of all of the above can depend on many factors, including the particular
application and the location.

There has been a tendency recently for fixed Xray installations to employ a combination of
both transmission and backscatter, as an optimum solution.

However, this becomes very expensive and was generally considered not to be necessary
for the purposes of 100% scanning.
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