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1 Introduction 
This document describes the multi-annual agenda for research into Embedded Systems in 
Europe. Achieving the goals of the MASP requires ambitious R&D activities, as motor to the 
formation of self-sustaining eco-systems. The Research Agenda describes eight “ARTEMIS 
Sub-Programmes (ASPs), each of which embraces both technological and application 
development (though the centre-of-gravity differs between the sub-programmes), and which 
will evolve over time.  

Calls for Projects will refer to these sub-programmes for their technical content. Though each 
sub-programme has a unique focus, embracing various aspects of technology and 
application, there is sufficient freedom for ambitious project proposals to take inspiration to 
meet their goals, which are to perform downstream-oriented R&D resulting in concrete 
demonstrations of their technical achievements applied to a topic of high societal relevance. 

 

2 The ARTEMIS SRA in the context of the Joint 
Undertaking 

 

The RA must consider the expectations of the ARTEMIS-JU MASP, as well as those of its 
members and the future participants in the resulting projects: 

 “Think BIG” = projects with appropriate “critical mass” to assure significant impact 

- Irrespective of their size (manpower, cost, duration…), they must demonstrate a 
strong contribution to the goals of the MASP and the establishment of eco-
systems. 

 “Socio-Economic Benefits” = improved industrial efficiency “... to strengthen European 
competitiveness and allow the emergence of new markets and societal applications.” 
i.e. a focus on key, high-visibility applications 

 “Multi-national” = considers national/regional strategic priorities 

 

The SRA 2011 builds on the original SRA 2006, but there have been two significant 
developments, one technical and one societal. 

 Technical: the impact of networking goes far beyond that anticipated in the original 
SRA. Many emerging embedded applications now share networks and components 
in configurations whose conceptual structure no longer readily maps to their physical 
structure. In parallel, open networks of Embedded Systems applications from multiple 
domains are coupled: everything can, in principle, be connected to everything else. 
Networked Embedded Systems will, in effect, become the neural system of society. 

 Societal: one of the main reasons for the formation of ARTEMIS was the quest for 
greater economic growth in Europe. However, today Europe faces a number of other 
societal challenges arising from inverted demographic curves, constantly increased 
demands for non-renewable natural resources, constant expectations for improved 
quality of life, and climate change. As the neural system of society, networked 
Embedded Systems should no longer be considered only in isolated application 
contexts but in relation to what they can offer in addressing today‟s and tomorrow‟s 
societal challenges. 

 

The SRA 2011 therefore introduces societal challenges as an overarching concept that will 
drive European competitiveness, with several application and research domains contributing 
to each societal challenge. 

 



ARTEMIS-GB-2012-D.46 – Annex 2 

 

 5/130 

The vision of the JU is also best served by a focus on more downstream oriented research. 
This in addition assures synergies with the Framework Programmes of the EC, as shown 
here. 

 

In order to clearly identify the relevance of research topics that are put forward, the Research 
Agenda assures the mapping of the technical issues covered in these sub-programme 
proposals onto the ARTEMIS SRA. 

Mapping – Sub-Programme themes to the ARTEMIS SRA 

N°  TITLE DMT SCI RDA Industry 
Private 
Spaces 

Nomadic 
Enviro. 

Public 
Infrast. 

1.  

Methods and Processes for 
Safety-relevant Embedded 
Systems  

X X X X   X 

2.  Healthcare X X X  X X X 

3.  Smart Environments X X X  X X  

4.  
Efficient Manufacturing and 
Logistics 

X X X X   X 

5.  
Computing Environments for 
Embedded Systems 

X X X  X X  

6.  

Inter-networked ES for the  
Security and Critical 
Infrastructures Protection 

X X X X X X X 

7.  
Embedded Technology for 
Sustainable Urban Life 

X X X X X X X 

8.  
Human-centric Design of 
Embedded Systems 

X  X X X X X 

The Research Priorities identified for each of the three main transversal Research Domains 
of the ARTEMIS SRA, repeated at the end of this document, are to be taken as an integral 
part of all of the Sub-Programmes. 
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3 The ARTEMIS Sub-Programmes 
Though there is no clear distinction made between an application focus theme and 
transversal research, it must be understood that all research initiatives within a particular 
sub-programme will chose a suitable application demonstrator as their output. In all cases, 
the research programmes will call upon the details of the ARTEMIS SRA, and in particular on 
the Priorities documents for each of the three Research Domains, for inspiration. These 
priority documents are found at the end of this document, and form an integral part of it. 

 

3.1 Methods and Processes for Safety-relevant Embedded Systems 

 

Systems that must defend against situations of harm or damage must be ultra-reliable and 
predictable (e.g. meeting hard real time constraints) or there must be sufficient redundancy 
so that a safety related subsystem failure does not lead to a safety related system failure: 
design assurance methods and processes are required to guarantee hazard-free designs. 

 

Safety engineering relies on methods and techniques to determine the safety aspects of the 
system early in the development process, then to monitor safety through-out the product 
development process and finally to ensure that there is enough evidence to build a Safety 
Case at the end of the product development process. 

 

During the early stages of the system development exploratory analyses methods are used 
to determine the hazards, potential situations that can cause harm or environmental damage 
and their potential causes are listed. 

 

Deductive techniques are then used to guide the design and implementation (starting with 
potential situations of harm or injury and assessing design and implementation elements). 
Inductive techniques are used to verify that this design does not lead to situations with the 
potential for harm or damage (starting with component and subsystem failures). 

 

Safety cases are the high level arguments that are presented to regulatory bodies or 
customers in order to demonstrate that the delivered system is safe. They are generally built 
up using all of the evidence gathered during the exploratory, deductive, inductive and design 
processes. 

 

The proposed Sub-programme aims at a strong integration of safety engineering methods 
and techniques in embedded system development processes. 

 

3.1.1 Domain 

 

3.1.1.1 Application & Market Relevance 

 Transportation applications 

 Automotive (on board and part of the roadside infrastructure) 

 Aerospace (on board and ground, manned and unmanned, not air traffic 
control including autonomous systems) 

 Rail (on board and ground systems, including driverless systems) 

 Industrial applications (process control) 
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 Public infrastructures (electricity, gas, water) and utilities 

 Medical applications  

 Surgical equipment, especially actuator systems for minimal-invasive surgery 
and remote surgery 

 Diagnostic equipment (especially mobile devices) and imaging equipment 
(especially with real-time and multi-modal capabilities) 

 Sensors, devices, systems for person-centric health management 

 Energy generation applications (nuclear energy plant, etc.) 

3.1.1.1.1 Transportation 

3.1.1.1.1.1 Societal benefit  

 In all transportation domains increased traffic density implies embedded systems 
complexity growth: 

o ERTRAC expects 

  ... 32% increase in individual demand for travel by 2020 

  ... 38% increase in goods transport by 2010 

o ACARE expect 3 fold traffic density by 2020 
o ERRAC projections 2020 

 Overall transport demand will have grown by  

 ... 40% for passengers to 7500 billion passenger km and 

 ... 70% for freight to 6000 billion tons-km 

 Increase in mobility must not decrease the level of safety of passengers 

 Commission targets 50% reduction of road accidents by 2010 and  a 
75% reduction by 2020 

 ACARE targets 80% accident rate reduction by 2020 

 ERRAC‟s safety target for 2020 calls for reducing the absolute 
 number of passenger fatalities by 50% and the total number of 
 fatalities caused by externalities by 75% compared with 2002 levels 

 Supporting convergence of solutions for  inter-modal transportation 

 Contributing to safe mobility, for which embedded systems are key 
 enabler 

 Maintaining competitiveness by improving  cost-efficiency of  processes  
o ERTRAC target: lead time reduction from new product concepts to 

market by 50% by 2020 
o Sustainability 

- Encourage emerging high-tech industries in a homogeneous industrial 
chain: software vendors and SMEs as strong actors of transportation 
industry 

 

3.1.1.1.1.2 Business opportunities 

The competitiveness of the European industry in this area will rely on the fulfilment of 
the following top level objectives:  

 Maintain the European leading edge position in the transportation market against 
US and Far East competition. 

 Reduce the development time despite increase of systems and software size and 
complexity without increase of manpower. 

 Increase quality and reliability of products and services with novel functionalities 
for end user. 
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 Improve cross fertilisation between transport domains to leverage globally the 
excellence of engineering of embedded systems for transportation. 

 

The current state of practice (SoP) exhibit the following (non exhaustive) 
weaknesses: 

 Safety and Quality of service (QoS) are considered separately from other 
viewpoints, the vision of the whole product is difficult to grasp 

 Model based design is performed but the information flow between abstraction 
levels is not standardized 

 Conflicting requirements are detected manually 

 Costs of performing formal methods are often unaffordable 

 Modular certification is not yet done 

 Product time-to-market pressure does formal methods not applicable in practice 
(whenever done, formal verification is often done in addition to actual verification) 

 Academia programs target low educational skills in formal methods (scientific vs. 
engineering approach). 

 

Part of the gap existing between the current state of practice and state of the art will 
be filled by the following achievements: 

 Multiview integrated platform combining functional and non-functional properties 

 Efficient requirements engineering 

 New concepts of robustness and diagnosability 

 Methodologies and tools that can cope with increasing size and complexity of 
systems 

 Integration of formal methods and tools in development environments at different 
levels of detail according to domain/problem safety constrains.  

 Modification of existing training practice (e.g. current personnel need to be 
trained/retrained in formal methods) 

 

The proposed Sub-programme will provide techniques, methods and tools chains: 

 To Support cost efficient processes for designing applications which have to meet 
existing or anticipated safety standards like DO 178C, IEC 61508, EN 50128, ISO 
WD 26262  

 To guide, optimise and assess systems/ multi-systems/ distributed systems 
architecture choices against business and operational criteria including 
unmanned-driverless aspects (cost, minimization of system interfaces, mass, 
energy, safety, reliability …) 

 To design, validate, verify, certify/qualify products by assembling predefined or 
specific building blocks (components)  

 To Integrate diagnosability for predictive maintenance aspects in order to optimise 
life cycle costs and ensuring the system safety 

 

 

3.1.1.1.1.3 Automotive Sector 

 Electronics contribute to about 40% of the total costs and 20% of the value 
creation; the development costs for embedded software constitute about 
50 to 70% of the total development costs of electronic control units; 70 to 
90% of all innovations in automotive rest on embedded systems, notably 
those that have contributed to or are expected to contribute to reducing 
accident rates 

http://www.google.es/search?hl=es&sa=X&oi=spell&resnum=0&ct=result&cd=1&q=engineering&spell=1
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 PriceWaterhouseCoopers: Achieving continuous cost reduction and 
performance improvement will continue to be a challenge and a key focus 
for both the Automotive OEMs and their suppliers. 

 The proposed Sub-programme  complements/can benefit from industry 
driven initiatives such as AUTOSAR and the ongoing activities for creation 
of an ISO standard WD 26262 

 Time frame ideal for supporting in-house activities for process improvements matching 
requirements of these initiatives 

3.1.1.1.1.4 Aeronatics Sector 

 Systems represent about 30% of the Aircraft price; Embedded Systems 
represent about 40% of the Systems price; costs per single line of certified 
level A SW Code 100€. 

 Re-use strategies will contribute significantly to cost reduction by 
supporting product lines development in the field of systems. 

 In addition, techniques allowing being confident in reused components will 
allow to minimizing risks of introducing technological breakthroughs in new 
parts of the architecture.   

 Sharing of COTS with other domains will contribute to reinforce the COTS 
suppliers basis in particular in the fields of modelling, simulation, proof … 

 The proposed Sub-programme will complement and can benefit from 
industry driven initiatives such as IMA and ongoing activities for updates of 
ARP and certification standards such as DO 178 C. 

 Early assessment of the impact of customers late and various requirements on 
systems architecture need to explore new techniques in which all transport application 
areas have complementary experiences.  

3.1.1.1.1.5 Rail Sector 

 ERRAC presents research priorities to achieve doubling of railways 
market share in freight and passenger transport by 2020 

 Keep the cost at the same level despite the exponential complexity 

 improvements in cross-acceptance provide potential to save 
400M€ in Europe until 2015 or a reduction of 30% of the approval 
costs per locomotive 

 Re-use strategies and sharing of COTS integration techniques with 
other domains will contribute significantly to cost reduction 

 The proposed Sub-programme will contribute substantially to the ERRAC 
research priority "Test, Homologation and Security - speeding up of 
product approvals while squeezing out risk through improved safety 
management.” 

 It will complement / built on ongoing initiatives to derive common safety targets guided 
by the new European Rail Agency. 

3.1.1.1.1.6 Expected major results in  all Transportation Sectors 

 Major visible exported results will cover all transportation domains, and include 
demonstrators such as  

- Advanced driver assistance systems (adaptive cruise control, automatic 
emergency braking, lane keeping) 

- Advanced braking systems (e.g. regenerative braking systems) 
- Advance chassis control systems (e.g. roll-over protection) 
- Mission management systems (e.g. flight management, collision 

avoidance, path planning, multi-agent cooperation, decision making) 
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- Flight management systems 
- Integrated maintenance systems 
- Power management systems 

 They will contribute to influence and provide cost-efficient implementation of 
existing or emerging standards such as DO 178C, Cenelec EN 50128, ISO WD 
26262, … 

 

  

3.1.1.1.2 Industrial applications: 

 Industrial process control 

• Safety qualified Embedded systems are used to ensure safety in all new 
industrial process plants which have risk of serious industrial accidents 

 Emergency shutdown systems in oil and gas installation with fire 
detection and gas leakage detection 

 Supervision and shutdown systems in chemical and petrochemical 
plants and refineries 

 Environmental supervision 
 Predictive Maintenance 

• Embedded system supervision of robots and mechanical machines in 
discrete manufacturing 

 Avoid accidents where workers are harmed on factory floor 

 Product tracking  

• Ensure support in embedded systems and systems around these to fulfil 
product tracking and documentation requirements 

- Ensure correct production in pharmaceutical industry and in food production 

3.1.1.1.3 Medical applications: 

 Surgery: Advance support to surgeons by providing for:  

 real-time imaging support with improved resolutions and multi-modal 
image processing and presentation 

 advanced devices for minimal-invasive or non-invasive surgery, thus 
reducing patient trauma and costs 

 systems for remote surgery 

 Trauma Response: Ensure reliable and timely diagnostic information for trauma 
teams by providing for: 

  advanced diagnostic devices, including those with capabilities for genetic 
and molecular testing that are easily and reliably usable even under stress 
and extreme working conditions. 

  advanced capabilities to integrate and access information originating from 
various, possibly not fully standardized sources, e.g. diagnostic 
equipment, patient data, medical information systems, in a fast, 
trustworthy and context-sensitive manner. 

 Person-centric Health Management: Development of systems-of-(micro)systems 
that will address the changing and individual needs of everyone in regard to their 
health, and thus enable the health-care sector to provide better services with 
fewer resources and accommodate for changes in the population. 
Developed solutions and services will address tasks as diverse as: 

 hospital health monitoring systems: integrate, analyze and present health 
record, sensor and evidence-based medicine data 

 population-level screening for health risks in a timely and individual 
approach, thus reducing exposure and costs  
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 support at home or en route, e.g. for elderly citizens or patients in rehab 

 Health-Care Industry: Reduction of efforts, and thus costs and time-to-market, for the 
development of medical equipment and the required tests, integrations, and 
certifications. 

3.1.1.1.4 Public Infrastructure and Utilities applications: 

 Use smart infrastructures for monitoring/surveillance embedded platforms 

 Perform predictive maintenance management 

 Ensure early response systems for natural catastrophes or terrorist attacks 

 Preserve networks integrity thru cross-border initiatives 

 Use decision support tool for networks operations management (e.g. for 
reconfiguration if an attack occurs in any node) 

 Develop Safety qualified embedded systems for emergency shutdown in power 
production plant installations, with fire detection, gas leakage detection, pollution 
detection provisions. 

 Develop embedded wired or wireless supervision system of equipment and 
components that can affect the operational continuity of the service done or 
efficiency degradation of the same. This must be applied particularly to power 
generation installations and transmission systems. 

 Special attention must be paid to nuclear installations introducing additional support of 
embedded system for safety and security purposes. 

3.1.1.2 Societal Context 

Computer-based systems are widely used in safety-related applications such as 
transport, process control, medical systems or energy generation. Computer systems 
have resulted in tremendous improvements concerning functionality cost, and safety. 
However, in a safety-critical system, a failure of the computer system can result in the 
loss of human life, significant property damage, or harm to the environment.   

As a consequence, from the perspective of developing safety-critical systems, 
adequate solutions are required for ensuring dependability, e.g., through 
specification, architecture, and verification. Many safety-critical systems are subject to 
certification.  Legislatures and the public have decided that certification agencies – 
such as the Federal Aviation Administration (FAA) for commercial transport aircraft – 
must monitor the design of safety-critical applications that are crucial to the 
preservation of human life. Ultra-dependability as demanded for these applications is 
orders of magnitude from what can be validated experimentally by using 
measurements and testing. Therefore, certification of ultra-dependable systems must 
be based on the life-cycle processes of the development, reviews and analysis of the 
system, and experience gained with similar systems. 

In addition, the development of methods and processes ensuring the safety of 
embedded systems has further indirect impacts on the competitiveness of Europe.  It 
is clear that most, if not all, of the advanced techniques for safety analysis will be 
realized in software tools due to their overwhelming complexity.  As noted in the ITEA 
2 Roadmap for Software Intensive Systems and Services (Section 4.2), “it is of crucial 
importance for [Europe‟s] future economy and jobs to stay at the forefront of 
productivity in software production.”  The development of next-generation safety-
related software tools will help advance the productivity of practitioners as noted in 
the scenarios above (e.g. testing, certification, etc.).  When viewed in this perspective, 
the processes and methods created by this Sub-Programme are critical to European 
competitiveness.  
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3.1.1.3 Cross-domain aspects 

The proposed Sub-programme methods and processes are of high cross domain 
relevance, in particular for all industrial sectors developing safety critical systems and 
will mainly rely on: 

 Development of „cross-fields“ S/W tools with multi-objective consideration (cost, 
time, energy, memory, safety, design distribution, standards compliance) 

 Design space exploration and architecture assessment 

 Component based design for better composibility 

 Safety assessment metrics and tools 

 (Co-)Modelling, (co-)simulation (HW/SW), (validated) code generation 

 Automatic testing, formal techniques 

 Interoperability analysis and verification 

 Ad-hoc communication protocols, devices and HW/SW infrastructure for multi-
system architectures 

 

Special attention will be paid on systems of systems specific requirements (e.g. 
intermodality, formation flying or driving) 

 

These techniques could improve cross fertilisation between transport domains but: 

 Usability is a main concern for early and smooth adoption in projects (no over-
specification of tools) 

Focus on domain specific language, impact of existing practices and domain constraints 
(dependability, safety, costs, …) 

3.1.2 Required Technologies 

The current state of practice (SoP) exhibit the following (non-exhaustive) weaknesses: 

 Safety and Quality of service (QoS) are considered separately from other viewpoints, 
the vision of the whole product is difficult to grasp 

 Model based design is performed but the information flow between abstraction levels 
is not standardized 

 Insufficient support exists for building reliable systems out of unreliable components. 
In particular, technologies are required for tackling the significant increase of transient 
failure rates, which results from trends in the semi-conductor industry, such as 
shrinking geometries, lower power voltages and higher frequencies. 

 Missing programming models for Multi-Processor Systems-on-a-Chip in safety-
relevant embedded systems 

 Conflicting requirements are detected manually 

 Costs of performing formal methods are often unaffordable 

 Modular certification is not yet done 

 Product time-to-market pressure does formal methods not applicable in practice 
(whenever done, formal verification is often done in addition to actual verification) 

 Academia programs target low educational skills in formal methods (scientific vs. 
engineering approach). 

 Security aspects of safety-relevant embedded systems need to be addressed (e.g., 
protection of temporal properties of hard real-time systems, control effect on timing 
through security mechanisms) as contributing to safety. 

http://www.google.es/search?hl=es&sa=X&oi=spell&resnum=0&ct=result&cd=1&q=engineering&spell=1
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 Verification of very large models is still problematic, 

 Interfaces management in the context of extended enterprise is not yet lean and 
consistent, 

 Co-existence of new modelling and validation techniques and legacy practices is not 
yet systematically addressed. 

 Design to cost in the domain of the complex systems is still lacking 

 Extension of the modelling and validation techniques from software intensive systems 
to mechatronics systems is not yet a reality. 

 Growing complexity of systems is calling for new practices in term of testability and 
observability. 

Part of the gap existing between the current state of practice and state of the art will be filled 
by the following achievements: 

 Multiview integrated platform combining functional and non-functional properties 

 Efficient requirements engineering 

 New concepts of robustness and diagnosability 

 Methodologies and tools that can cope with increasing size and complexity of systems 

 Integration of formal methods and tools in development environments at different 
levels of detail according to domain/problem safety constrains.  

 Modification of existing training practice (e.g. current personnel need to be 
trained/retrained in formal methods) 

 Efficient code generation combined with assurance tools and integrated with 
requirements tools. 

 Platform technologies for dealing with hardware faults, such as  

o Automatic handling of transient faults (e.g., recovery with state restoration) 

o Automatic handling of permanent faults (e.g., migration to spare components) 

o Diagnostic mechanisms for the detection of faults 

 Modular architectural approach: platform composed of platform services (e.g., 
communication services, diagnostic services, fault tolerance services) 

o Formal specification of platform services 

o Composition of platform services 

o Validation of properties 

o Support coexistence of safety-critical and non safety-critical subsystems 

 Platform technologies for modular certification: fault and error containment of 
application subsystems (potentially with differing criticality levels) 

 Programming models for the use of multi-core processors in safety-critical systems 

o Address dramatic increase in the fixed cost of chip manufacturing (exploit 
economics of scale) 

o Programming models that facilitate predictability, dependability and certification 

 New open international standards for engineering and managing interfaces between 
systems in the frame of the extended enterprise, 
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 Technology breakthrough in testability / observability techniques relying on formal 
analysis, 

 Extended safety methods for security originated failures, 

 Techniques for maintaining architectural decisions justification over the time, 

 Frameworks providing cost models for assessement of desin against business 
constraints. 

The proposed Sub-Programme will provide techniques, methods and tools chains to: 

 support cost efficient processes for designing applications which have to meet existing 
or anticipated safety standards like ARP4754, DO 178C, DO-254, IEC 61508, EN 
50128, ISO WD 26262  

 guide, optimise and assess systems/ multi-systems/ distributed systems architecture 
choices against business and operational criteria including unmanned-driverless 
aspects (cost, minimization of system interfaces, mass, energy, safety, reliability …) 

 design, validate, verify, certify/qualify products by assembling predefined or specific 
building blocks (components)  

 integrate diagnosability for predictive maintenance aspects in order to optimise life 
cycle costs and ensuring the system safety 

The Sub-Programme will mainly rely on the following technologies: 

 S/W tools with multi-objective consideration (cost, time, energy, memory, safety, 
design distribution, standards compliance) 

 Innovative testability and observability techniques 

 Design space exploration and architecture assessment 

 Component based design for better composibility 

 Safety assessment metrics and tools 

 (Co-)Modelling, (co-)simulation (HW/SW), (validated) code generation 

 Automatic testing, formal techniques 

 Automatic high-assurance implementation approaches leveraging COTS tools 

 Interoperability analysis and verification 

 Ad-hoc communication protocols, devices and HW/SW infrastructure for multi-system 
architectures 

 Design and implementation of architectural services  

3.1.3 Challenges 

3.1.3.1 Functional and operational performance 

 To allow early assessment of feasibility of new functions avoiding deep design 
iterations 

 To improve completeness of specifications 

 To prove compliance of design / architecture with specification and related constraints 

 To include diagnosability in the design process 

 To optimize the systems architecture 

 To add new functions within a fixed energy budget 

 To improve systems architecture robustness 
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 To address heterogeneity resulting from the need to model multiple subsystems and 
develop control techniques in this particular context 

3.1.3.2 Industrial performance 

 To cover the whole lifecycle of the service or product: design, validation and 
verification, diagnosis in operation through a complete ecosystem 

 To reduce lead time and time to market 

 To reduce NRC (redesign, V&V activities costs, …) 

 To improve maturity at entry into service 

 To ease the introduction of technological breakthroughs while minimizing risks 

 To re-enforce a strong product lines concept 

 To develop the reuse approach in design, V&V and certification/qualification 
processes 

 To efficiently manage HW and SW obsolescence 

 To increase availability and long term support for the tools 

 To ease SW acceptance and maintenance 

3.1.4 Main Goal & Approach 

The proposed Sub-programme will contribute to enhance the quality of final services and 
products in strategic European industrial sectors and to decrease fatalities and injuries by 
building cost-efficient processes and methods supporting safety enabling embedded 
systems. 

 

As shown in the following figure, this Sub-programme will require technological 
breakthroughs in four research areas: 

 Requirement Management 

 Architecture Modelling and Exploration 

 Analysis Methods 

 Component Based Design 

 

And according to several transverse processes (task forces), e.g. Design for Safety, Design 
for Maintainability, Design for Reuse, Considerations for Certification aspects... 
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Platform Technologies

 

In the following sections the main objectives of the thematic areas are defined (distinguishing 
short, mid and long terms).  

 

Task forces are in charge of the integration and demonstration of the results of the various 
research and applicative areas with respect to given objectives. They will elaborate and 
maintain the process and underlying business data models corresponding to their domains. 

 

They will contribute significantly to the standardization processes. 

 

3.1.4.1 Requirements engineering 

 

The objective of this thematic area is to ensure completeness, consistency, correctness, 
verifiability and traceability of functional and extra-functional requirements across the supply 
chain based on requirements formalization and management: 

 
 Methods and tools for formalizing requirements through all development life cycle 

(in particular for new advanced safety related functions) 

 Define a common and simple language and associated management rules for 
expressing safety and robustness properties of critical systems 

 Methods for enhancing soundness/consistency and completeness of 
requirements sets 

 Methods  and tools for requirements management (system of systems aspect) 

 automatic requirement formalization 
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 automatic requirements synthesis for subsystems 

 requirement refinement patterns/rules for non-functional properties 

 requirement refinement for architectures based on components 

 Methods and tools to support change management for Requirements 
maintenance (adaptive, corrective, evolutive including impact analysis, sensitivity 
analysis) 

 

 Methods and tools for  

 assessing dependability requirements (reliability, availability, maintainability, 
diagnosability, verifiability, safety, security) 

 assessing industrial requirements (cost, reuse/product line, time-to-market, risk 
mitigation…) 

 multi-criteria architectural evaluation incl. non-functional requirements 

 Methods, policies and rules for precise definition of properties within non-
functional requirements 

 Ensuring traceability between requirements and modelling elements and derived 
design artefacts (including test-cases) 

 Ensure seamless and understandable requirements propagation across the 
supply chain, optimization of the supplier interface 

 

3.1.4.2 Architecture modelling and exploration 

 

The objective of this thematic area is to provide techniques, methods and tools to guide, 
optimize and assess systems/multi-systems and systems of systems architecture choices 
against business and operational criteria (cost, minimization of system interfaces, mass, 
safety, reliability …) 

 
 Modelling and control of global multi-systems/ system/ distributed system/ system 

of systems, including Multi-Physics (Mechatronic) Systems  

 Model driven engineering: modelling systems and their environment at very 
early stages in the product life cycle (set-up a European shared and common 
baseline using existing technologies and best practices) and contributing to 
emerging open international standards and languages) 

 Interconnecting heterogeneous models from various formalisms and domains, 
e.g. synchronous/non-synchronous, safety/non-safety critical 

 Develop implementable control strategies (e.g. automatic system 
reconfiguration) 

 Supporting re-use of existing architectural solutions  

 Using design patterns (definition, early assessment and pre-
verification) 

 supporting COTS, fault-isolation, composability, DASIL/ASIL level 
reduction, similarity arguments 

 Extract components from existing designs 

 Formalized and systematic model-based variability management at different 
HW/SW levels 

 Exploring architectures 

 Formalising business and operational criteria linked to the architecture 

 Performing trade-off analyses for multiple viewpoints 

 Design space exploration for generating and optimising architecture solutions 
o From engineer‟s judgement architecture solution to guided architecture 

solution (constraint solver programming, …) 
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Multi-objective partly automatic optimisation to find architecture solutions meeting business 
and operational criteria (using e.g. artificial neural networks, genetic algorithms, solvers, …) 

o “True Multi-Criteria” (ie, beyond Safety) 

 

3.1.4.3 Automated Design 

 

The objective of this thematic area is to provide techniques, methods and tools for trade-off 
analysis in design choices. 

 

 Design Styles 

 Switch from product centric to designer action centric systems 

 Designer purpose aware tools: Recording of the designer purpose (modelling 
of this purpose), feedback on the purpose satisfaction 

 Cross perspective multi viewpoint analysis 

 Explicating/measuring slackness in multi-viewpoint requirement verification 

 Design for extendability 

 Semantic carrying components 

 Design architecture supporting balance of processing / distribution including 
"systems of systems" effects on service / mission 

 Formal refinement for common designers (B methods for the common people) 

 Formal "analysis" environmentent with usable notation ... certification 

 ´Formalisation of non functional properties (formal representation) 

 Integrated safety and security culture; standards integration  

 Automated design exploration and synthesis 

 Automated code generation 

 Automated configuration generation 

 Automated design synthesis based on multi-criteria requirements 

 Automatic ensurance of run-time connectivity based on implmenting logical 
connectivity between components 

 Automatic System Synthesis from re-usable componentes, incl. Adaptive 
connection synthesis, dynamic adaptation of components, multi-viewpoint 
virtualization with guaranteed property preservation and automatic synhtesis of 
control strategies. 

 

3.1.4.4 System analysis 

 

The objective in this thematic area is to provide a usable suite of analysis methods covering 
all phases and all viewpoints in the development of safety critical embedded systems, 
including cross-viewpoint dependencies, relying on state of the art 

 

 Verifying that architectures satisfy a set of business and operational criteria 
(functional and non-functional requirements, including safety and temporal 
requirements) based on simulation, testing and formal analysis techniques 

 V&V activities supporting composability and component-based design: 

• To assemble predefined building blocks while ensuring properties verification 

• To suppress a component or replace a subpart of a design by another one 
while minimizing the verification and validation effort (testing and static 
V&V) 

• To perform early incremental verification 
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• Model based automated generation/execution of V&V and interoperability test 
suite and framework including both real and simulated components 

• Methods and tools for data driven analysis to support integration, operations 
and maintenance 

• Analysis methods for establishing similarity to proven-in-use systems, in 
particular from a safety perspective 

• Add non-functional properties to components interfaces 

 Formal verification and validation techniques for both functional and non-
functional requirements, including safety requirements 

 Analysis methods for  

• safety requirements (FTA, FMEA, CCA, model checking, static analysis, 
verification of assertions, simulation...),  

• diagnosability and other non-functional requirements (cost, mass, 
performance, real-time, schedulability...) 

• emergent properties in component based design, including dynamically 
networked systems / system of systems (each system viewed as 
component) 

• Product lines 

 Proof of segregation between critical and/or non-critical functions 

 Analysis techniques for object-oriented technology 

 HW/SW virtual co-simulation 

 Model-based Certification 

 Early V & V and non regression development (proof carrying models, 
translation of evidence) 

 Semantic traceability aware process; Transformation must provide the links 
between source and targets and their properties 

 Impact of Security on Safety 

• Automatic security management (authentication, authorization, privacy, 
confidentiality of information,  protection of intellectual property, digital 
rights management) of trusted embedded environments  considering the 
limited resources (energy, bandwidth, power) of embedded nodes under 
hard real-time constraints in highly dynamic situations  

• Analysis methods to verify the claimed assurance level of trusted embedded 
environments 

• Autonomic security management that relieve the user of setting security 
parameters and thus avoid security breaches that are caused by 
inattentive user behaviour. 

3.1.4.5 Component-based design 

 

The objective in this thematic area is to provide techniques, methods and tools to design, 
validate, verify, certify/qualify products made of available or new components in the context 
of safety critical systems 

 

 Design from components 

 Compose critical systems from building blocks (interfaces consistency, 
good parameterization, performance constraints, …) 

 Assuring composability (incl. temporal properties, error containment and 
scalability) 

 Contract-based engineering and reasoning 

 Replace, suppress, inhibit bricks while ensuring correct (functional and 
non-functional) behaviour 
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 Develop a new model for IPR management in this context 

 Use of object-based technology 

 Certification/qualification issues 

 How to achieve a cost-efficient certification strategy 

 How to demonstrate that some parts of the components that are not 
exercised do not jeopardize the product safety objectives? 

 Methods for pre-qualifying components 

 How to take benefit of certification credit of bricks already embedded in 
certified product? 

 Methods for pre-certification/qualification of middleware 

 Enable certification reuse at architecture level 

 Qualification of formal analysis tools  

 

3.1.4.6 System of Systems  

The objective of this thematic area is to provide processes, methods and tools to support 
various aspects in Systems of Systems design 

 

 Evolvability, resilience vs. strict predictability and dependability 

 certification of/within systems of systems 

 Autonomous systems 

 perception 

 human environment interaction 

 M2M 

 reasoning 

 environment awarenesess 

 ... 

 Self-healing systems 

3.1.4.7 Platform Technologies for Safety-Relevant Embedded Systems 

The objective in this thematic area is to develop platform services (e.g., communication 
services, diagnostic services, robustness services, security services) as a stable baseline for 
the development of safety-relevant embedded applications. Depending on the integration 
level, the platform can be a chip or a distributed networked system. 

 Diagnostic services 

o Detection of transient and permanent faults (ST) 

o Avoidance of probe effects (ST) 

o Maintenance-oriented diagnosis (ST) 

o Active diagnosis (i.e., used for controlling fault recovery mechanisms)  (MT) 

 Robustness services 

o Resilience w.r.t. transient and permanent hardware faults (ST) 

o Resilience w.r.t. design faults (e.g., in mixed criticality systems) (ST) 

o Resilience w.r.t. accidental operational faults (MT) 

 Security services 

o Protect temporal properties of hard real-time systems (e.g., latencies, jitter) 
(MT) 
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o Control effect on timing through security mechanisms (ST) 

 Services Supporting COTS, fault isolation, DASL/ASIL level reduction, similarity 
arguments (LT) 

 Services to support composabilty (LT) 

 Services to support  evolvability (LT) 

 

3.1.5 Positioning wrt ARTEMIS Objectives & SRA 

The proposed Sub-programme is centred within the Artemis Industrial Sector and directly 
addresses key Artemis challenges: 

 

o Strengthening the European SME sector by creating new market opportunities, improving 
inter-operability easing access for SMEs to the market of embedded systems, and spin-
offing for new technologies 

o The proposed Sub-programme will contribute to creating an integrated chain of European 
sourced tools 

o It will contribute to reducing  the non-recurring cost in embedded systems development 
as well as reducing the time to market for embedded systems 

o It will manage the exponential complexity increase in embedded systems while 
maintaining or reducing development costs 

o It will contribute in reducing the effort and time required for certification/qualification upon 
changes and during system evolution 

o It will improve product maturity at entry into service 
o It will push interoperability of components within and across its covered domains thus 

contributing to cross-sectorial re-usability of embedded components 

 

SCM, DMT, RDA, Innovation Environment 

o The proposed Sub-programme  contributes to the Reference Design and Architectures 
WG by  

o impacting and adapting corresponding standards like AUTOSAR … (EICOSE 
item DS5) 

o definition of design patterns supporting use of COTS, fault isolation, 
DASL/ASIL level reduction, similarity arguments in composable and evolvable 
ways (EICOSE items DT1-DT3) 

o It contributes to the Seamless connectivity & Middleware WG by supporting 
reconfigurable, diagnosable systems with multiple levels of safety, including support for 
fault containment and deterministic behaviour (EICOSE items M1, M3-M5) 

o It contributes to the Design methods & tools WG by 
o Supporting the design process through large-scale requirement management, 

methods enabling diagnosability component based design taking into account 
typical architecture trade-offs, product line requirements and the need of 
deploying model based designs in the large (EICOSE items D1-D7) 

o Enabling standardized tool interoperability (EICOSE items T1, T2)  
o Providing composable, product-line oriented V&V technologies, including local 

verification techniques, simulation and model-based V&V (EICOSE items 
V1,V2,V4-V6) 

Ensuring dependable designs, taking into account the similarity to proven-in-use systems, 
the controllability of hazards, techniques to evaluate the dependability and safety of systems 
and the design of systems meeting these criteria (EICOSE items D1-D5) 
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3.1.5.1 Interaction with other ASPs 

SP1 will closely interact with SP5 „Computing Environments for Embedded Systems‟, with 
ASP8 for safety aspects in Man Machine Interfaces and SP6 „Security, Privacy and 
Dependability in Embedded Systems‟.  

ASP1 depends on suitable platform technologies for the construction of dependable 
embedded computer systems. Examples for points of interaction include certifiable 
computing environments, fault-tolerance and robustness technologies or diagnosis and 
maintenance mechanisms for safety-relevant embedded systems. 

As a result, ASP1 will have a strong interaction with ASP5.  Specific topics include: 

 Technology for building reliable systems out of unreliable components 

 Programming models for multi-/many-core safety-critical systems 

 Platform technologies for handling hardware faults 
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Embedded 
Systems 
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Smart 
Environments  Efficient 

Manufacturing 
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3.1.5.2 Coverage of EICOSE Priorities 

No. EICOSE Items ASP n°1 

D1 Requirements management (system of 
systems aspect) 

X 

D2 Design for diagnosis X 

D3 Component based design X 

D4 Systems interfaces management (supply 
chain) including creaton and/or promotion 
of open international standards  

X 

D5 Architecture trade-offs (including 
robustness metrics, resource and behavior 
prediction) 

X 

D6 Product line design (consistent integration 
of methods and tools to support product 
line maintenance and evolution) 

X 

D7 Large scale deployment of model based 
design 

X 

D8 Cost efficient certification X 

D9 Design to cost  X 

D11 Automated design sysnthesis X 

D12 Legacy integration X 

D13 Design languages X 

D15 Design Styles X 

D16 System of Systems X 

T1 Large scale cross domain tool 
interoperability 

X 

T2 Standards X 

V1 Composability of V&V technologies X 

V2 Product line X 

V3 Co-simulation x in the loop X 

V4 Local verification techniques & tools  
(static, dynamic v&v) 

X 

V5 Simulation platform X 

V6 Model based V&V X 

V7 Architectural verification  X 

V8 Methods and tools for verifying business 
constraints (related to D1.13) 

X 

V9 Verification of synthesis tools (including 
automatic code generation ) 

X 

V10 Testability technologies breakthrough X 

V11  Runtime system monitoring  X 

V12 Verification of  large models with large 
parameters set 

X 

V13 Verification of non functional properties X 

DP1 Similarity analysis X 

DP2 Maintaining safety and availability in the 
case of failures both autonomously and by 

X 



ARTEMIS-GB-2012-D.46 – Annex 2 

 

 24/130 

driver interaction 
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DP3 Evaluation and verification of dependability X 

DP4 Design for dependability X 

DP5 Safety (in ASP1: Cost efficient safety) X 

DP6 Proof of segregation between critical and 
non-critical functions 

X 

DP7 Security (impact on safety) X 

H1 
New methodologies for agile HMI 
prototyping   

H2 V&V and simulation   

H3 
New methodologies for building cognitive 
user models   

H4 
Improving design by generating new 
knowledge on human performance   

H5 
New technologies for “intelligent” interactive 
systems   

H9 Certification of HMI   

M1 Multiple level of safety X 

M2 Support for deterministic behavior (RT)   

M3 Fault isolation/containment X 

M4 Reconfiguration (static, dynamic, incl. multi 
process or multi core, redundancy 
management) X 

M5 Support for diagnosis X 

M6 New communication concepts wrt. 
reconfigurability, robustness, security   

M7 Security (as a safety issue)   

M8 Energy management (including degraded 
mode)   

M9 Resilient computing   

M10 Resource management and virtualisation   

M11 Methodology for verification/qualification of 
complex components including COTS   

M12 Methods and tools for ensuring that 
middleware services support extra-
functional requirements and notably safety, 
end-to-end latencies by middleware 
services, diagnosability, data integrity, 
authentification,...  

SN1 Access layers (wireless, optical, etc ...)   

SN2 Energy harvesting in the sensor network   

SN3 Changing topology, network management, 
service discovery   

SN5 Dependability, security   

SN6 Semantic services   

DS1 Methodology and tools for HW/SW co-
design x 

DS2 Extending design tools for support of 
multicore architectures   
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DS3 Embedded multi-process architecture 
platforms for multi sensor applications 
(standard API/services between appl. HW 
& basic SW)   

DS4 Execution platform modeling   

DS5 Impact on and adaptation to standards 
(AUTOSAR, ...) X 

DS6 Component product line   

DS7 Reducing energy consumption (HW+SW)   

DS8 HW+SW integration and validation    

DT1 Patterns Supporting COTS, fault isolation, 
DASL/ASIL level reduction, similarity 
arguments X 

DT2 Patterns to support composabilty X 

 

 

3.1.6 Sub-programme scale 

3.1.6.1 Coverage / Demonstrable Results 

 Demonstration of a cost-efficient process for safety relevant embedded system using 
advanced embedded systems key in contributing to passenger mobility and safety 

 Demonstration of a cost-efficient (distributed and centralized) monitoring during the 
industrial process and product tracking. 

3.1.6.2 Size 

 600 MY including additional domains 

 

3.1.6.3 Size / Duration 

Cluster Short Term Medium Term Long Term 

Requirements 
Engineering 

 Management rules for 
requirements 
maintenance 

 Ensure seamless and 
understandable 
requirements propagation 
across the supply chain 

  Methods and tools for 
formal requirements 

 Languages for 
expressing safety and 
robustness properties 

 Methods for 
enhancing soundness 
/ consistency and 
completeness of 
requirements sets 

 Methods and 
tools for assessing 
dependability 
requirements / 
industrial 
requirements 

 Methods, 
policies and rules for 
precise definition of 
properties within non-
functional 
requirements 

 Ensuring 
traceability between 
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requirements and 
modeling elements 
and derived design 
artefacts 

 Requirements 
allocation, trade-offs - 
Allocation of product 
requirements to 

Architecture 
Modeling and 
Exploration 

 Formalized and 
systematic model-based 
variability management at 
different HW/SW levels 

 Optimise an architecture 
solution against a set of 
criteria while satisfying 
constraints from different 
domains and performing 
trade-off analyses for 
multiple viewpoints 

 Design space exploration 
for generating and 
optimising architecture 
solutions 

 From engineer‟s judgment 
architecture solution to 
guided architecture 
solutions 

 Multi-objective partly 
automatic optimisation to 
find architecture solutions 
meeting business and 
operational criteria (using 
e.g. artificial neural 
networks, genetic 
algorithms, solvers, …) 

 Systems interfaces 
engineering and 
management in the 
supply chain 

 Technologies for 
maintaining trade-off 
justification and enabling 
long term evolution of 
systems architectures 

 Adapt modelling end-
user representations to 
domain specificities, 
ways of working 
through dedicated 
application libraries  

 Scalability of model 
based design for 
modelling operational 
large systems  

 Model driven 
engineering: 
modelling systems 
and their environment 
at very early stages in 
the product life cycle 

 Progresses in the 
(re)presentation of 
models for human 
interpretation 

 Develop 
implementable control 
strategies (e.g. 
automatic system 
reconfiguration) 
supporting re-use of 
existing architectural 
solutions 

 Formalising business 
and operational 
criteria linked to the 
architecture 

 Interconnecting 
heterogeneous 
models from various 
formalisms and 
domains 

  

System 
Analysis 

 Model based automated 
generation/execution of 
V&V and interoperability 
test suite and framework 
including both real and 
simulated components 

 Formal verification and 
validation techniques for 
both functional and non-
functional requirements, 
including safety 
requirements 

 Testability technologies 
breakthroughs 

 Analysis techniques for 
object-oriented 
technology 

 Proof of segregation 
between critical and/or 
non-critical functions 

 Methods and tools for: 
o ensuring 

 Methods and tools for 
data driven analysis to 
support integration, 
operations and 
maintenance 

 Verifying that 
architectures satisfy 
a set of business and 
operational criteria 
based on simulation, 
testing and formal 
analysis techniques 

 To suppress a 
component or 
replace a subpart of 
a design by another 
one while minimizing 
the verification and 
validation effort 

 Assembling 
predefined building 
blocks while ensuring 
properties verification 

 Analysis 
methods for 
establishing 
similarity to proven-
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online- and off-line-
diagnosability of safety 
relevant failures 
compliant with safety 
standards 

o predictive 
maintenance  

o failure 
prediction 

o verifying 
business constraints 
and supporting design 
to cost 

o verification 
of large models with 
large parameter sets 

o verification 
of customizable 
models support 
product line design 

o runtime 
system monitoring 

o automated 
design synthesis (such 
as automated code 
generation and 
automated 
configuration 
generation) 

o verification 
of automated design 
synthesis tools 

in-use systems, in 
particular from a 
safety perspective 

 Methods and 
tools: 
o evaluation and 

verification of 
dependability 
requirements 

o analysing 
controllability of 
hazardous 
situations 

 

Component-
Based Design 

 Contract-based 
engineering and 
reasoning 

 Methods and tools for 
automatic generation of 
connectors between 
components 

 Compose critical 
systems from building 
blocks (interfaces 
consistency, good 
parameterization, 
performance 
constraints, …) 

 Assemble 
predefined bricks while 
ensuring properties 
verification (MT) 

 Replace a 
subpart of a design by 
another one while 
minimizing the 
verification and 
validation effort (MT) 

 Assuring composability 
(incl. temporal 
properties, error 
containment and 
scalability) 

 Replace, suppress, 
inhibit bricks while 
ensuring correct 
(functional and non-
functional) behaviour 

 Cost-efficient 
certification strategies 

 Methods for pre-
qualifying components 

 Methods for pre-
certification / 
qualification of 
middleware 

 Contract-based 
engineering and 
reasoning 

 Technologies 
for sharing potential 
between multiple 
related product lines 
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 Enabling certification 
reuse at architecture 
level 

 Trade-off analysis 
between component 
complexity and 
architecture complexity 

 Technologies for 
improving adaptability 
of components to 
various deployment 
contexts 

 

3.1.7 Innovation 

3.1.7.1 Technology Transfer, Impact on Value Chain, Education 

 Building on mainstream activities pushed by the private sector ensuring strong 
industrial take-up 

 Building on a well established network with vendors and technology providers for 
embedded systems in transportation 

 Creating new business opportunities through establishing or contributing to open 
world-wide interoperability standards 

 Provide academics and professional training on the methodologies required for better 
integration of safety relevant embedded systems 

3.1.7.2 Innovation Infrastructures 

 Technology platforms incorporating key methods contributing to development 
processes for safety relevant embedded systems 

 Evaluation infrastructure including demonstrator vehicles, and large scale simulation 
facilities 

 

 

 

 

 

3.2 Embedded systems for Healthcare and Wellbeing 
Embedded systems for healthcare cover a wide range of equipment supporting the 
healthiness, treatment and recovery of individuals both for these individuals themselves and 
the medical professionals supporting them. Consequently the systems should be easy to use 
and highly reliable, especially since most users do not see the systems as software intensive 
embedded systems, but as a means to keep or become healthy. The embedded systems for 
healthcare need to operate as part of large part of a large (dynamic) network of interoperable 
systems. 

 

Complete care cycle of diseases need to be supported. The embedded healthcare systems 
support people to stay healthy. They support medical professionals during screening, 
diagnosis and treatment. The systems support patients during their stay in hospitals, and 
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during recovery outside the hospital. For chronically ill patients these systems have to 
support them during the remainder of the life-time. 

 

Embedded systems for healthcare rely on multidisciplinary knowledge involving amongst 
others the biological, physiological, chemical and pharmaceutical disciplines. Most of this 
knowledge still needs to be encoded in the supporting systems leading to advanced tools 
that support but do not disrupt the activities of medical professionals. Similarly this also holds 
for paramedical professionals and laymen caring for their own health. 

3.2.1 Domain 

As stated in the SRA, healthcare is under intensive strain due to demographic and economic 
challenges - a globally increasing number of patients with chronic diseases – leading to 
skyrocketing healthcare costs and staffing shortages. This requires novel methods to handle 
more patients within acceptable healthcare costs while keeping a high quality of care. The 
healthcare cycle can be made more cost-effective by improving the quality of care and by 
shortening medical treatment and hospital residence through care at home, early diagnosis 
and prevention, image guided intervention and personalised treatment supported by 
validated decision support systems. 

 

In the sections below we describe how the Artemis joint undertaking contributes to the 
healthcare challenges. As reference we use the 4 scenarios described in the SRA 

3.2.1.1 Application & Market Relevance 

3.2.1.1.1 Care at home and everywhere 

 Staying healthy, keeping a healthy lifestyle 

 Support disabled people to achieve certain performance levels 

 Helping elderly to maintain their autonomous live in their familiar surroundings 

 Reduce risk for developing a disease 

3.2.1.1.2 Early diagnosis and prevention 

 Support of medical professionals to perform fast and precise in support, diagnosis 

 Improve insight and knowledge on the development of diseases 

 Personalised treatment 

 Direct identification and quantification of a (possible) disease 

3.2.1.1.3 Image guided intervention and therapy 

 Provision of complex treatment training and planning 

 Support of medical professionals to perform fast and precise 

 Support people in preventing relapses after treatment of a disease 

 Reduce the risks introduced by radiation, chemicals, or instruments entering the body 

 Identify complications during intervention and to take more accurate decisions 

 Support in rehabilitation or recovery from a treatment due to an acute (event) 

3.2.1.1.4 Clinical decision support systems 

 Accuracy of the diagnosis  
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 Effectiveness of the therapy 

 Reduce medical errors 

 Awareness of available healthcare options and growing demand for better quality of 
care 

 Improving quality and efficiency in healthcare 

 Support of interdisciplinary care team 

 Sharing expertise within real and virtual teams 

3.2.1.1.5 Market relevance 

 Reduction in hospitalisation and early hospital discharge 

 Efficiency of surgery room time 

 Better well-being of the patients, enabling fast return to normal activity  

 Global economic growth, access to healthcare for a greater number of people 

 Less correcting of the consequences of medical errors 

 Early detection of diseases leads to lower or no subsequent care costs 

 More diseases can be treated with a higher likelihood of success (including lower 
mortality) 

3.2.1.2 Societal Context 

The global challenges in healthcare that are having a dramatic impact on the healthcare 
market are driven by the following global trends in society and healthcare: 

 Global economic growth: increased spending on health related services, access to 
healthcare for a larger number of people and increased awareness of available 
healthcare options 

 Dramatic changes in demographics with an ageing population - by  2045 more people 
will be over 60 than under 15, rising from 600 million to 2 billion 

 Increase in number of patients with age-specific, chronic and degenerative diseases 
(cardiac, cancer, diabetes, Alzheimer‟s, Parkinson‟s). The number of US patients with 
a chronic illness will have risen from 118 million in 1995 to 157 million in 2020. For 
Europe, a few key figures for the year 2006 are (source: Frost & Sullivan):  

o neurodegenerative diseases: 3,600,000 people affected with Alzheimer 

o cardiovascular disease: 460,000 deaths from strokes 

o oncology: 240,000 deaths from breast cancer 

 Skyrocketing healthcare costs: global health care spending is expected to grow from 
9% of worldwide gross domestic product (GDP) to 15% by 2015. 

 Healthcare professional staffing shortages are rising due to higher demand for patient 
attention. 

o Efficiency and effectiveness of healthcare: need to further improve hospital 
work flow efficiency, integration of diagnosis and treatment. E.g. the average 
length of stay for acute care fell in nearly all OECD countries - from 9 days in 
1990 to 6 days in 2005. 
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Health care delivery must change because patient demand is increasing and resources are 
shrinking. People are willing to take better care of themselves. Embedded systems for 
healthcare need to provide support through: 

 Reduce unnecessary tests, by having access to all relevant data 

 Support Healthy lifestyle  

 Move to more prevention, screening and early diagnosis 

 Support early discharge, cheaper recovery and rehabilitation outside the hospital 

 Medication management prescription including verification of adverse drug reaction 
and compliance management.  

 Support for multi-disciplinary care pathways and parallel care cycles related to 
multiple diseases with access to a patient‟s health data, as well as improved 
communication between these actors 

 Reduction of medical complication due to miss-communication or insufficient 
knowledge of the personal medical background and history.  

 Reduction of harmful effects to the patient during screening, diagnosis, treatment and 
monitoring. This includes the reduction of X-ray dose, the use of less harmful 
modalities, the use of sensors that are non-intrusive or even contactless, better 
planning, navigation and decision support during the treatment and more procedures 
that are performed minimal invasively. 

 Improved access to service 

 Better use of the scarce resources in healthcare. Improvement of virtualisation in the 
provision of healthcare through the widespread introduction of decision and planning 
support and remote treatment delivery. 

 

Embedded systems for healthcare are active through complete care cycles, which are 
specific for each group of diseases. In practise a person might go through more than one 
care cycle during his life and probably even more than one care cycle in parallel, where 
information from one care cycle, either in the past or parallel in time, might be relevant in 
another care cycle. This complexity need to be taken into account. 

Care cycles cover two distinct phases in the life time of a person, partially related to age. In 
the younger years the person is independent of the healthcare systems, although 
occasionally diagnosis and treatment will take place. After a certain age chronic diseases, or 
reduction of mobility, will lead to a situation where continuous dependency of the healthcare 
system is needed. In the younger years the person may benefit of personalised support for 
life-style etc. to reduce or delay the appearance of the second phase. 
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To improve the efficiency of treatments and reduce their impact, it is important to provide 
early diagnosis and screening. To ensure most effective results in all stages, information 
obtained should become available during future support of a person, of course obeying strict 
privacy and security rules. The applications should be able to evolve with needs of the 
citizens, going through the market segments as needed and support the transition from self-
management towards professional care. 

 

3.2.1.3 Cross Domain Aspects 

There are relations with other sub-programmes, examples are: 

 The applications to offer solutions for the trends mentioned above could operate in 
varying larger and smaller (dynamic) networks subjective to security and privacy 
restrictions. As such the Methods and Processes for Safety-relevant Embedded 
Systems of ASP1 all apply as well. In addition the embedded systems for the Security 
and Critical Infrastructures of ASP6 play a role in the solutions for embedded systems 
for healthcare. 

 Embedded systems for healthcare are active in smart environments, where smart 
relates to the on-line availability of all kinds of medical information in combination with 
the increase of networked small and large embedded healthcare systems supporting 
both medical professionals and laymen. Consequently the results for Embedded 
Systems in Smart Environments of ASP3 are of relevance. 

 Embedded systems for healthcare increasingly need to perform on small devices, 
subjective to large data streams and high performance requests, including real-time. 
They are part of larger or smaller networks for data capture, access and processing. 
Consequently the results for Computing Platforms for Embedded Systems of ASP5 
are of importance.  

 Embedded systems for healthcare are to support the medical professional and 
laymen, and should not lead to unnecessary errors, due to misunderstanding the 
system‟s behaviour. Consequently the results of Human-centred Design of Embedded 
Systems of ASP8 are crucial in the development of embedded systems for healthcare. 

 This also includes dealing with the disruptive nature of diverse national policies on 
ownership, control and transport over national borders of medical information.  
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One might observe an overlap with other sub-programmes, the intention however is to make 
as much possible use of results from other sub-programme but adapt them to specific health 
needs and to accommodate to legislation and regulation in this specific domain. 

 

3.2.1.4 Business Opportunities 

The competitiveness of the European industry in this area will rely on the fulfilment of the 
following top level objectives: 

 Maintain the European leading edge position in healthcare systems and services 

 Reduce the development time despite increase of systems and software size and 
complexity without increase of manpower. 

 Increase quality and reliability of products and services with novel functionalities for 
end user. 

 Increase the effectiveness of medical professionals through the introduction of secure 
and reliable virtual environments supporting all phases of the care-cycles. 

 Support the transition of provider centric healthcare to person centric health 
management 

 Develop solutions towards the goals of the European eHealth plan and the health part 
of the European i2020 plan 

 Improve cross fertilisation between health management and assisted living approach. 

The described domain is an increasing market with lots of opportunities especially for the 
devices which depend on embedded systems technology, and for the information and 
communication technology. 

3.2.1.4.1 Care at home and everywhere 

 New area of applications and services: such as tele-monitoring devices for 
rehabilitation, relapse prevention, and disease management 

 Smart sensor and actuator market with new embodiments like: swallow able, inject 
able and implantable sensors and actuators in close loop situations (in-body, around 
the body, in home situations as well as open loop situations) 

 Robotics for support of compliance and behaviour management and interaction 

3.2.1.4.2 Early diagnosis and prevention 

 Improvements in genetic, molecular and imaging equipment for diagnostics 

 Improvements in the application of (on-line) epidemiological information for screening 
and early diagnosis 

 Connections between personal stay-healthy systems to professional care systems. 

 Smart sensors and actuators for new parameters 

3.2.1.4.3 Image guided intervention and therapy 

 Robotics for support during diagnosis, treatment,  observation and, monitoring, 
compliance and behaviour management and interaction 

 New technologies in hospitals (ICU and nursing), laboratories radiology departments, 
treatment, care centres and operating rooms 
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 Improve the imaging equipment to work with lower levels of radiation, and contrast 
media 

 Improvements in the usability of equipment applied during minimal invasive 
interventions 

3.2.1.4.4 Clinical Decision support systems 

 Improvements in treatment technology in surgery, chemical and radiation therapy, 
better adapted to the actual person based on personal properties and actual stage of 
disease 

 More advanced support for inter-disciplinary care teams for medical and 
organisational workflows based care cycle concepts 

 Business opportunities for the information industry, for supply of services (call centre, 
hospitals) and mobile services (goods provider) 

3.2.2 Required Technologies 

 security and privacy based on fine grained role, task and situation based access 
control based on a safe and secure ambient identification system of care 
professionals as well as patients 

3.2.2.1 Care at home and everywhere 

 wired and wireless sensors and actuators in a dynamically configured network for in-
home and mobile and care institutions situations, this includes e.g. automatic pairing 
of devices when the come in reach of a controlling device 

 reliable, safe and secure network connections between the medical personnel, the 
patient and sensor and actuator devices , including bi-directional authentication and 
identification of devices that allows checking of medical certificates of a device 

3.2.2.2 Early diagnosis and prevention 

 algorithms, equipment and infra-structure for massive image processing to support 
combinations of images from different modalities (CT, ultra sound, MRI, X-Ray and 
others), new modalities or biomedical sensor data 

 infrastructure to access evidence based medical data and compare it with actual 
patient data 

3.2.2.3 Image guided intervention and therapy 

 multimodal interaction technologies (speech, vision and gestures) supporting 
navigation and decision making for diagnostic and (minimal invasive) surgery, not 
hampering the normal workflow 

 Capturing and processing biological and molecular data and combing this with 
physiological data 

 low power, power scavenging to allow long operating times without battery 
replacement for sensors and actuators and RF communication for implantable, inject 
able or swallow able devices to equipment external to the body 

 algorithms, equipment and infra-structure for low latency image processing involving 
energy efficient imaging and imaging or sensing that reduces the risk for the patient 
and the care giver 
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3.2.2.4 Clinical Decision support systems 

 algorithms, equipment and infra-structure for massive low latency image processing 
and simulation for comparison or fusion of images with physiological models (e.g. from 
heart, brain …) 

 secure and reliable networks that support massive low latency image processing and 
exchange supporting virtual teams. 

 

3.2.3 Challenges 

Quite some challenges have to be tackled to achieve the goals mentioned above: 

 Techniques must be easy and feasible, so that at least adults, children, physicians, or 
mobile nurses could alter the overall system behaviour or plug, connect and configure 
a new sensor or actuator into the system. This put high requirements on human 
systems interaction. 

 Dependability, trust, privacy and life-support system reliability for highly complex 
heterogeneous systems  

 Data management and service provisioning ensuring safety and privacy of medical 
relevant data in several dynamic networks 

 Energy management  

 A safe and secure ambient identification system 

3.2.3.1 Care at home and everywhere 

 Interoperability from sensor and actuator network up to the exchange of data with 
applications mobile, home or back-end services is a major issue to tackle 

 Dynamic aspects of joining and leaving sensors and other devices or even services 
especially when moving around or related to scheduled interaction, this relates to 
machine-to-machine interaction from connectivity level up to the consequence for at 
application level 

 Re-calibration or re-programming sensors and actuators even for the new types 
mentioned above, securely (only when intended, not like a pacemaker which got 
influenced by a new device at the security check at an airport). 

3.2.3.2 Early diagnosis and prevention 

 advances in genetic, biological and molecular testing as well as development in nano-
technology  

 new type of embodiments for sensors and actuators like: implantable, swallow able, or  
inject able 

 Algorithms, data analysis and simulation. A significant amount of innovation is 
required to process the data coming from multiple monitoring systems. 
Heterogeneous data processing, higher-level knowledge extraction (determining 
health status or environmental context...), data mining and knowledge extraction are 
needed. 

3.2.3.3 Image guided intervention and therapy 

 Interoperability standards to support data exchange between a large variety of devices 
and applications, including data exchange protocols on application level. On the 
standardization angle, we need strong interaction with relevant standardization efforts. 
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Relevant standards are amongst others related to medical devices (IEEE 11073), for 
medical data exchange (HL7 messaging and CCR, CCD), the medical profiles of 
Bluetooth, and ZigBee, which are in the making 

 Reduction of harm for patient and medical professional originating from radiation, 
chemicals and instruments entering the body 

 Support of virtual teams in intervention rooms 

3.2.3.4 Clinical Decision support systems 

 Sensor fusion and data fusion of data coming from multiple sensors   

 Massive combination of images and other sensor data from different modalities and 
physiological models in real time 

 Simulation for planning surgical and treatment interventions 

3.2.4 Main Goal & Approach 

The topic of health management since health a societal issue concerns the every citizen and 
a large variety of care givers and organisations are involved. In the approach stakeholders 
beyond technical domain should be involved to develop viable solutions (based on user 
centric design process) and for the validation in field trials.  

Projects proposed in this sub-programme can have emphasis on a vertical axis and cover 
multiple topics, but not necessarily all, from the horizontal issues. At sub-programme level 
technical coordination will be organised by organizing workshops and exchange of technical 
documents.  

3.2.5 Major visible expected results:   

 A reference architecture to support integrated care cycles 

 Interoperability guidelines and selected standards  

 Standards to build applications that cover the full path from sensor and actuators up to 
the backend infrastructure to make the information available in real time to the medical 
professional and to other health services 

 Possible controllable licensing model for medical data (if other benefit but did not 
invest they should be able to buy the required data, so that actions like “riding the train 
for free” can not happen and other do not get upset) 

 Stable, robust and extendable medical data format (the data should and have to be 
readable more or less infinite, or at least over a human life time) 

3.2.5.1 Care at home and everywhere 

 Portable sensors and actuators and stationary, compliant to interoperability standards, 
sensors and actuators 

 Reliable, secure and private networks connecting the sensors to medical services 

 Remote and automated feedback provision towards patients 

3.2.5.2 Early diagnosis and prevention 

 Diagnosis, screening and prevention systems based on the available evidence based 
medical knowledge 

 Systems providing diagnosis based on (networks of) new modalities and sensors 

 Improved precision of sensors and medical imaging equipment  
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3.2.5.3 Image guided intervention and therapy 

 Sensors and actuators compliant to interoperability standards 

 Planning and navigation based on a short feedback loop taking into account normal 
physiological movements and modifications due the treatment itself  

 Improved interoperability of equipment in the intervention room 

 Low latency massive image processing 

3.2.5.4 Clinical Decision support systems 

 Diagnosis, screening and prevention systems based on the available evidence based 
medical knowledge. 

 Virtual team support for diagnosis and treatment 

 

3.2.6 Positioning wrt ARTEMIS Objectives & SRA 

The project is centred within the Artemis Private Spaces Application Context and directly 
addresses key Artemis challenges 

 Strengthening the European industry by entering this new market, improving inter-
operability easing access for SMEs to the market segments mentioned above, and 
spin-offing for new technologies in the area of smart sensors and actuators 

 Contribute in reducing the effort and time required for certification/qualification upon 
changes and during system development, implementation and evolution 

 Push interoperability of components within domains thus contributing to cross-
sectorial re-usability of embedded components 

The sub-programme originated from the Private Spaces domain. However it should be noted 
that the domains Nomadic Environments (related to the mobility and the everywhere 
aspects), Industrial Equipment (related to the diagnostic and treatment equipment) and also 
the Public Infrastructures (for Health Information Exchange eco-systems) are of relevance as 
well.  

The following relations to the Research Domains within the Artemis SRA exist: 

 RD&A 

- Application context specific reference architecture. Commonalities with other 
application contexts must be explored and wherever possible be exploited 

- Dependability (robustness, security, trust, privacy) 

- Performance (throughput, latency, jitter, energy use, …) 

- Interoperability (standardization) 

- Collaboration of heterogeneous sub-systems 

 SC&M 

- bridging and hybrid networking,  

- dynamics in sensor and actuator connectivity 

- dynamic service composition 

 DM&T 

- For all user of the system: simplicity, transparency, ease of use 

- Person centric engineering,  
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- Validation procedures for trials in virtual labs and larger environments 

 Innovation management 

- Arrangements for “Living Labs” are needed, as an infra-structure they need to be 
kept technological up-to-date and new application context dependant 
technologies should be added  

- Arrangements for field trials are needed, such as small series of prototyped 
devices, effort to conduct field tests with collection and analysing of data as well 
as user experience 

 

This would need specific attention at programme level (Artemis JU),  because 
arrangements for “Living Labs” requires allocation of budget outside the projects and 
field trials are usually not part of R&D funding. 

3.2.7 Programme scale 

3.2.7.1 Project Structure, organization, technical coordination  

The sub-programme will consist of a number of independently proposed projects according 
to description mentioned in section 5. At sub-programme level technical coordination will be 
organised as mentioned in the same section.  

3.2.7.2  Coverage / demonstrable results 

Care at home and everywhere 

Demonstrable results are expected in the area of: 

 Demonstrations of tele-monitoring for patients that are discharged early from hospitals 
and need monitoring or guidance for rehabilitation at home 

 Acceptance studies on various groups (i.e. sportsmen vs. older people in nursing 
homes or independently living) to prove viability of solutions 

 Robotic devices to support citizens in their daily life 

 Environments to support inter-disciplinary care teams at any place, with access to the 
relevant information and devices 

Early diagnosis and prevention 

Image guided intervention and therapy 

 Demonstrations of personalized treatment for “big killer diseases” (e.g. cardiovascular, 
obesity) 

 Advanced operating rooms where all relevant information is readily available and 
presented in task oriented way, including real time advanced imaging facilities 

Clinical decision support systems 

 The digital hospital where all devices, patients and professionals are connected and 
traceable  

Innovation infrastructure 

3.2.7.3 Technology Transfer, Impact on Value Chain, Education 

Technology transfer 

 The sub-programme will built upon results form or interact with FP6/7 and ITEA 
projects to put these results in a larger context and allow also for trials. 
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 Since interoperability is an important challenge collaboration or participation in 
standardisation activities are pursued. Results from standardisation in enabling 
technologies such as communication and data exchange technologies will be used 
and if applicable we will participate in contributions to enhance or develop specific 
profiles to accommodate the need for the medical domain within these activities. 
Participation in standardisation activities specifically related to the medical domain is 
seen as important for this sub-programme. 

To realise the presented vision it is important that the needs of all stakeholders in the value 
chain are taken into account and that their requirements and constraints are taken into 
account. This are stakeholders like: equipment, service and solution providers, care 
providers across the whole care cycle (public health, general practitioners, family doctors, 
hospitals, home care organisations and paramedic professionals.  

3.2.7.4 Innovation Infrastructures 

It is important to take advantage of existing knowledge and experience that is available in 
innovation infrastructures at national as well as European level on embedded systems 
technology, medical technology and informatics as well as nanotechnology and 
biotechnology (including genetics) 

 

 

 

3.3 Embedded Systems in Smart Environments 

3.3.1 Domain 

 

This sub-programme deals with the embedded technologies that enable the interaction of 
computers with the physical world, i.e. with the natural and artificial objects hosted within the 
"environment”. 

 

Overall target is to provide methods, tools, technology and models to build “smart 
environments”, i.e. ecosystems of interacting heterogeneous computing entities having the 
purpose of providing people with instant, smooth and occasionally not explicitly requested 
digital services. 

 

Services provide value by combining and operating on information from sources that reside 
in several different domains. This enables opening up and benefiting from the multitude of 
computers that exist in our current environment and especially making them accessible via 
services. 

 

Services may be provided by heterogeneous devices, the most suitable available at given 
time. Devices exchange information; their interoperability is assured by a scalable 
infrastructure capable of abstracting relevant context information (such as location, 
environmental conditions, user situation, profile and social behaviour) from the environment 
as perceived by sensing objects. Context information shall in turn be used to influence the 
selection and the operation of the services in the most effective, and smooth possible way. 

 

Another dimension is to enable the emergence of an “information environment”, where a 
smart space is defined in terms of the information it produces and consumes. An analogy for 
this kind of systems is an “information food chain”. The vision is that this information-based 
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approach allows services that are flexible and can easily be tailored to user needs and 
preferences.  

 

Information can be contained in everyday physical objects: for instance a washing machine 
contains the information whether it is on or off as well as the information how long time it will 
take for the laundry to be ready. This kind of information combined with human specific 
information, like “next viable trains after laundry” can be used to produce new information 
regarding the users‟ possible timetable.  

 

The ability to use information across-domains is an important feature of the envisioned 
system; examples include combining cholesterol information (personal medical domain) with 
calendar information (personal domain) and food nutrition information provided by grocery 
store (common commercial food domain) to form a service that suggests a diet for reducing 
cholesterol; combining parking lot availability, public transportation schedules and drivers 
navigation plans to offer an added value service which is able to direct the user to destination 
in the shortest time; combining information sensed by smart buildings and city monitoring 
systems to support rescue teams during an emergency situation.  

 

The Smart Environments sub-programme is related to the concept of Internet-of-Things. The 
scope of sub-programme is in the connecting the services and the information in various 
embedded systems taking into account the existing technologies and opportunities with new 
technologies. Furthermore, the sub-programme is about new applications of different 
environments and the “infrastructure” and tools and methods for these. 

 

Applications exist in all domains that have computing power and connectivity and which may 
take advantage from seamless interaction with physical and digital entities. In order to narrow 
down the possible choices, a dual approach is proposed: 

 identify a common architecture and build a horizontal interoperable infrastructure for 
service innovation 

 identify a set of domain specific services, “vertical cases”, with relevant business 
models 

 

The vertical and horizontal approaches are strictly related. Systems for vertical scenarios 
must be designed taking into account interoperability and extensibility. Common service 
platforms must be able to cope with the needs of the most relevant applications.  

 

3.3.1.1 Application & Market Relevance 

 

The potential for reaching across domains is expected to provide growth opportunities 
beyond what is possible with domain specific solutions. As mentioned in the previous 
section, our approach is to identify a set of representative “vertical cases” to demonstrate the 
value of this approach. Business opportunities arise in deployment of new services and 
(tailored) location-based services. 

 

The same smart environment can be used for multiple purposes by multiple classes of users, 
which enables novel possibilities of service aggregation and service composition. Moreover 
the goal of considering common and open system architectures for smart environment favors 
the involvement of small and medium size enterprises (SMEs) in the smart environment 
market segment, including both device manufacturing and service provisioning. Smart 
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environments can be tailored both to coverage of large public and private areas (and to the 
construction of private spaces). 

 

The following application scenarios have been identified for potential vertical cases: 

 Smart locations: 
- Smart city (e.g. touristic areas, shopping areas, exposition areas, as well as 

overall city monitoring, e.g. pollution monitoring, acoustic mapping, citizens 
mobility management, utilities support, etc.) 

- Smart home that can be accessed remotely 
- Smart public areas where protection and guiding are relevant (e.g. stadium, 

public buildings, airports and railway and underground stations with 
applications like intelligent boarding pass or ticket and luggage tracking) 

- Smart environments, both green and urban (e.g. monitoring of environmental 
conditions, such as microclimate, climate change, pollution etc.) 

- Surveillance in the above listed scenarios 

 Smart objects (filled with e.g. multimedia content - interactive spaces) 
- Physical objects equipped with identification mechanisms such as RFID tags 

and with the ability to provide different information based on context and 
reader profile 

- Physical objects equipped with devices having the ability to store large 
amounts of data including e.g. multi-media contents and the ability to interact 
with smart environments  

- Objects sharing their resources to enable more efficient use of limited 
capacities of devices e.g. wireless grids and co-operative networks 

 Smart virtual spaces 
- Mixed mode Physical and 3D-Virtual spaces (acting in physical space, 

interacting with virtual) 
- Creation of logical spaces, not limited to physical boundaries: groups of 

people, virtual personal spaces consisting of devices, people, locations and 
situations potentially chosen by the user herself  

 Private mobile social networks ('PMSNs') 
- Services provided to groups of people sharing common interests either 

temporarily or permanently 
- Temporary social networks (e.g. a travelling group visiting a city or a 

landmark) 
- Permanent social networks (e.g. people with common interests in hobbies, 

music, etc.) 

 Profile-dependent intelligent guide ('PDIG') 
- Description: A service for a single person or a small group exploring their 

interests according to stored personal profiles  
 Example: Persons visiting a world exposition or a similar big event and 

having stored in their profile an interest for the Italian pavilion. The 
PDIG will automatically suggest for them an Italian restaurant near 
their hotel 

- Combinations of PMSN and PDIG (see above) 
- Services emerging from the integration of information from multiple vertical 

domains 

 

Many actors are involved in the deployment of smart environments and associated services. 
These actors include: technology and tool providers, application developers, operators, 
service and content providers and private and public space owners. Some examples of 
possible business models follow: 
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1. Private space 

- All of the actors have a business opportunity 
- Possibility for a space owner to sell information 
- Possibility for a service provider to sell services linked to private space management. 

2. Public space 

- Involve local government and authorities in business model 
 Sharing of CAPEX and OPEX between public and private bodies. This makes 

building big smart infrastructures less risky for private companies. Public 
institutions see a twofold advantage in being included in the business model. 
They can influence the set of services offered to the citizen, ensuring public 
utility services are offered. They can also influence pricing models, e.g. 
ensuring that economically disadvantaged categories can access critical 
services. 

 Example: Milan Wireless is a recent project (started in 2007) that follows this 
type of business model. 15000 Access Point CAPEX covered by Milan local 
government OPEX on private operators. Public utilities services offered for 
free, commercial services revenues shared by city and operators. 

- A Service Provider may sell services based upon public space management 

3. Service provider 

- Mash up services from different environments and from the Internet 

4. Virtual service provider - new type of services independent of existing infrastructures 

 

3.3.1.2 Societal Context 

 

The number of affected devices is large and concerns embedded computing devices that are 
widely present in our current environment. This means that the societal impact may also be 
extremely significant. The Smart Environment should be able to give an answer to the 
societal problem “This ought to be available to a computer!” in the sense that, for a given 
problem, there is a fairly generic technical solution that is within reach of non-technology 
providers. For instance, modifying a smart environment involving a washing machine and a 
mobile phone, a modification of behaviour of that environment will no longer require changes 
by the manufacturers, but will be done locally. The enabler for this is the dynamic and 
reconfigurable nature of the Smart Environment. 

 

Result of the programme will produce efficient, cost-effective and competitive technical 
enablers that allow new business opportunities and thus produce societal benefits.  

 

In the large and in medium to long term, the deployment of the proposed embedded 
technology is expected to pervade the territory with seamless and heterogeneous innovative 
services, with beneficial transformations to today‟s landscape, such as reduction in signs and 
in traffic congestion, leading to less stress, less overhead and increased comfort and safety 
in everyday life. 

 

The applications themselves include personal well-being, life-style management, self-
development and cultural growth, public health and safety, health self-management, remote 
monitoring of people at risk or chronically ill, energy management, counter measures for 
urbanization, sustainable development, "smart living environment", communicating 
communities and pervasive services. 
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3.3.1.3 Cross Domain Aspects 

 

One of the central notions of the smart environment applications is their ability of benefiting 
from information in different domains. 

 

With its “Vertical Cases” this Sub-programme will demonstrate that smart environments 
connectivity and interaction technologies may provide strategic input to enhance the potential 
of all of Artemis application oriented Sub-programs, particularly “Methods and Processes for 
Safety Enabling Embedded Systems” (focused on transportation systems), “Person Centric 
Health Management”, “Embedded Technology for Sustainable Urban Life” and “Human 
Centered Design of Embedded Systems”. The latter is especially important as a “space” will 
most likely cover several different entities and there is a need for interaction with the 
aggregate system. 

 

On the other hand, the common architecture supporting the expected horizontal and 
interoperable infrastructure will certainly have the potential to highly benefit from the 
incorporation and exploitation of input from all of the transversal Sub-programmes, namely 
“Computing Environments for Embedded Systems”, “Information Security, Privacy and 
Dependability” (see fig. below). 
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Systems 
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Healthcare 
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SP3 potential interaction with other ARTEMIS Sub-programs 

 

3.3.2 Required Technologies 

 

A partial list of technologies that are required is below. Note that these technologies are not 
independent of each other, but choices for one technology may need to be reflected in other 
technological domains. 

 

1. Abstract, scalable platform for building systems that allows dynamically and horizontally 
connecting computing entities, including: 

a. Middleware 

b. Connectivity and access over multiple carriers and enabling technologies 

c. Network architectures and protocols (to enable connectivity and secure and 
dependable communications) 

d. Resource management, including access control 

e. History management 
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f. Dynamicity of smart environments in terms of digital objects, participating users and 
the involved connections 

 

2. Construction of smart environments and applications where components may be 
sourced from multiple vendors 

a. Suitable programming model for dynamic concurrent systems 

b. Tools to support programming and analysis of the systems, both runtime and 
design-time. 

c. API definition and extension 

d. Means to define a service at required levels of detail 

 

3. Means of operating on information 

a. Ontologies to define information content as well as the relevant properties of the 
entities involved in applications. Ontologies may be domain specific or obtained from 
the web 

b. Rule based and ontology based reasoning to produce new information and 
decisions based on existing information. While there is a conceptual distinction 
between the infrastructure and ontologies, in real world processing has to use both 
kinds of information at same time, so they cannot be completely independent. Various 
“information food-chains” may emerge or may be created here 

c. Learning and prediction to understand situations and to adapt to their changes 

 

4. Interaction between the smart environment and the users 

a. Representation of the ownership of devices and information 

b. Ways of constructing friendly user interfaces to let the user operate on facets of a 
complex system 

c. Ways of creating automatically user profiles and preferences in order to avoid 
complex manual system configurations 

3.3.3 Challenges 

End users will place ever increasing requirements for device manufacturers and service 
companies. It will not be acceptable that end-users have to handpick the devices for each 
use case and cannot necessary reuse devices for new use cases just because some 
interface conflict resulting from industry politics. In here the users have twofold expectations: 
that the diverse devices cooperate on device level, but also that information produced or 
used by a device in one domain (e.g. a kitchen appliance) can meaningfully be combined 
with information in another domain (e.g. bus time table). 

 

Another important end user challenge is natural feeling of trust; the end user should 
intuitively understand the limits of information flow in the environment he/she trusts, i.e. what 
I reveal of myself and where will it go. 

 

By and large, the business case challenges can be divided into two categories 

1. application developers 

2. smart environment owners 

 

Currently an application developer needs to well plan the execution platform in which his 
application will run. This limits the end-user access to latest innovation and on the other hand 
drives execution platform business models towards single company dominance. The owners 
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of environments like cafeteria, air port etc. needs huge upfront investment in terms of system 
integration in order to even pilot the commercial feasibility of a service that combines 
information creation of say home automation domain and reaction by say multimedia domain. 
Further, the owners can‟t today address critical mass of visitors until the end users have 
learnt to access smart environment services in their “safe-zone” i.e. home zone. 

 

To realize smart environments numerous amount of technical challenges must be overcome. 
The technical challenges may be summarized as how to create a consistent architecture for 
smart environment characterized by three equally important trends: 

multivendor interoperability, dynamic device configurations and extreme scalability. 

 

The following have been identified as the key challenges: 

1. Standardization for interoperability. Standardization is time consuming, major 
challenge is to recognize balance between the APIs that require standardization and 
features that can be left for markets to decide 

2. Managing the permeating dynamicity: 

- Construction of correct systems in presence of concurrency; the analysis, 
programming and testing methodologies and tools 

- Balance between design time choices and adaptability to runtime changes 

- The identity of the system when its components change 

- Runtime reconfiguration, the systems are expected to be in a state of 
permanent reconfiguration 

3. Abstraction of the underlying complexity to user needs and requirements; this 
includes issues of service definitions 

4. Performance and scalability: the system must be deployable on a wide range of 
devices, some of which may have restricted resources 

5. Deployment of the system on user level, including tangibility, adaptability to user 
situations and environment and other HMI issues 

6. Conception of algorithms for automating smart environment self-configuration in 
order to manage environment evolution over time 

7. Conception of algorithms and 

3.3.4 Main Goal & Approach 

The Sub-programme will produce the technical means for constructing a new global 
ecosystem built on smart and heterogeneous devices understanding each other and 
cooperating together. This will create the foundation for rapid local application and service 
innovation. To this end, as mentioned earlier this Sub-programme has adapted a dual 
approach: 

- Build an interoperable infrastructure for service innovation, including 

- Definition of application design and test methodology 

- Design of related tools 

- Identify vertical service cases with relevant business models 

- Select space owners willing to offer their space and to collaborate in the 
specification, deployment and management of experimental innovative services 

- Identify regulatory needs that shall be satisfied 

- Select partners (including SMEs, corporations, research institutes and public 
authorities) willing to enter the innovative market of smart environment 
applications 
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The proposed steps are as follows: 

1. Create an abstract platform, with remote and local connectivity 
2. Define multiple classes of smart spaces (mobile spaces, personal spaces…) 
3. Enable exchange of information (as opposed to data) between heterogeneous 

devices and applications 
4. Enable seamless connectivity to networks built on the fly and information gathering 

in public areas 
5. Create mechanism for discovering services and ranging them according to priority 

(profile & context dependent). Discovery-oriented communication protocols and 
middleware need to be provided 

6. Generate and spread services from the environments 
7. Create mechanisms for enabling autonomous cooperation aiming at a decentralized 

collective behaviour for solving a problem (swarm intelligence paradigm). 
Negotiation and Self-Coordination oriented communication protocols and 
middleware need to be provided. 

8. Embed security and make services dependable  
9. When feasible, build on results of existing Artemis project results to build the 

ecosystem of smart environments 

 

3.3.5 Positioning with respect to ARTEMIS Objectives & SRA 

 

“Smart Environments and Scalable Digital Services” is a central node within the "Think 

BIG" network of ARTEMIS Sub-programmes, it applies output from “Information Security, 

Private and Dependability”, “Energy Management and Eco sustainability”, “Computing 

Environments for Embedded Systems” (particularly for many-core/multi-sensor platforms), 
and it provides input to “Human Centred Design of Embedded Systems” and basically to all 
of the application oriented Sub-programmes. 

 

The SP3 focus is on connectivity, interoperability and usability of intelligence spread around 
in the environment, to enable situation adapting services in private and nomadic contexts. 
SP3 focus is also on tools and design methodologies: to materialize SP3 potential impact on 
the society and to turn the research results into a boost for the business, a tool chain to 
enhance productivity in application design and deployment is required. Last but not least a 
horizontal architecture turning the space into a smart environment needs to be addressed: 
given the size and the heterogeneity of the potential users population scalability and 
dynamicity are primary requirements of an infrastructure that should provide services in 
multiple contexts and information domains.  

 

SP3 focus is mapped onto ARTEMIS SRA as shown in the figure below. 
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This Sub-programme directly addresses key Artemis challenges and research priorities of 
Seamless Connectivity and Middleware in Nomadic and Private contexts clusters (e.g.: 
Device and Service Discovery, Efficient user interaction, Ontologies, Adaptive Resource 
Management, Interoperability and Connectivity in Heterogeneous Environments, Dynamic 
Reconfiguration Capabilities) as well as Ad Hoc Connectivity. 

 

The following contributions to the other SRA‟s parts are also expected: 

- Contribution to “System Design Methods and Tools”: Tools to model, design and 
test applications. The dynamic and parallel nature of the smart environments 
requires new approaches. 

- Contribution to “Reference Designs and Architectures”: some vertical spaces exist 
already, but final target is the horizontal architecture (including Security and 
Privacy). The main goal is an infrastructure that is not limited to one platform only; 
composability is the primary RD&A research priority to be addressed. 

 

Eventually, environment related scalable digital services will rely on seamless 
interconnection to ad hoc networks as well as to wideband, mobile and broadcast networks; 
this is a Contribution to SRA‟s “Systems of Systems” cluster. 

 

In order to fulfil its ambitious goals, this Sub-programme needs global cooperation both 
within EU (with border crossing aspects) and between EU and non-EU countries. 

 

Also for SP3 as a sub-programme dealing multiple domains, it is valuable, that results are 
shared between projects in the field. 

 

3.3.6 Programme scale 

3.3.6.1  Programme Structure, organization, technical coordination  

The Sub-programme is divided into horizontal and vertical tasks. Horizontal work items deal 
with the abstract platform and the communication layers. Vertical tasks correspond to the 
chosen use cases and services and are handled with relevant partners. There should be no 
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separate task for work on tools and methodologies. Even though they are highly important, 
they need to be an integral part of the other tasks. Due to interoperability targets, 
collaboration should be handled at both global as well as 

ARTEMIS sub-programme levels. 

3.3.6.2 Coverage / demonstrable results 

Demonstration of the results and real services is done in the “Living Lab”. "Living Lab" is 

a joint playground for deploying services in a real-life like setting. 

3.3.6.3 Size/Duration 

 

Time Scale Objective Research Axis 
(ARTEMIS priority) 

Business 

Axis 

Societal 

axis 

2009-10 Environment 

Description 

Language 

 

Platform 

Interaction 

- Ontologies 

- Middleware 

- Architecture and 
protocols 

- Access Control 

- User profile 

- User friendly UI 

- Programming 
model 

The basis for further 
enhancements is 
defined. 

 

Some basic services 
are defined and 
offered to the market. 

At this stage,  
preliminary 
applications for 
private and public 
area monitoring can 
be implemented and 
deployed. 

2010-12 Tool Chain for 
context 
abstraction & 
reasoning 

 

Tool chain for 
applications 
design & 
verification 

- Design 
Implementation & 
Verification Tools 

- Rule based 
information 
processing 

- Resource 
management 

- History 
management 

- Service definition 

SMEs develop 

vertical cases on top 
of the horizontal 

architecture 

 

New and flexible 
rules for locally 

managing collected 
information (at ES 
level) 

 

ES can export 

services 

ES can start acting 
as 

autonomous 
systems and can 
offer more 

complex services 

2012-
onwards 

Means of 
operating 

 

Interaction 

- Automatic 

Configuration 

learning and 

prediction 

- exporting services 

- Tools to support 

programming 

ES can expose 

services over 

standard 

environments 

(SOA) 

 

ES start learning 

and attempting to 

predict events 

Example: 

Contextualized 

information on large 
set of users brings 
in new 

knowledge for 
danger 

prevention & life 
quality improvement 
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3.3.7 Innovation 

 

3.3.7.1 Technology Transfer, Impact on Value Chain, Education 

 

The most impact on value chain will be for 

 Technology providers for new enabling technologies 

 Medium-scale service companies with capabilities to provide localized services that 
can be deployed globally 

 Extended businesses for existing service providers such as operators and/or local 
providers (smart environment “owners”, management and ownership of things) 

 

The challenges listed in this document are active research areas so research collaboration 
with universities and industrial partners, including service providers, is needed. This will 
boost the Technology transfer and education. 

3.3.7.2  Innovation Infrastructures 

 

The infrastructure activities are based around the living lab concept, which allows 
stakeholders (companies, research institutions, universities, authorities…) to experiment and 
innovate on new services. Openness is a key issue for these laboratories in the sense that 
collaboration should be possible with all parties, also outside of Artemis. Another facet is that 
the laboratories should be easy to replicate and copy independently by other parties. 

 

3.4 Embedded Systems for Manufacturing and process automation 

3.4.1   Domain  

This sub-program is focusing on technology development for the manufacturing sector and 
logistics necessary for this from a holistic approach including different phases involved in the 
whole supply chain, from the production site to the customer. These sectors comprise a 
variety of areas which we here split into the following groups:  

 

Discrete Manufacturing  

Solutions and products for industries where the manufacturing is characterized by individual 
or separate unit production. This includes production of vehicles, computers, toys, and 
numerous other products where the prime production example is an automated assembly 
line.  
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Batch and Continuous Processes 

Products, systems and work flows supporting manufacturing and distribution (may be is part 
of the concept of utilities) of: oil and gas, chemical Industry, petrochemical, pharmaceutical, 
food and beverage, pulp and paper, metals and mining, power generation and other not 
discrete production plants. 

 

 

 

 

 

Utilities  

Building and maintaining the infrastructure for a public service including: electrical 
transmission and distribution, natural gas distribution, fresh water and waste water, irrigation, 
district heat generation and distribution. 

 

 



ARTEMIS-GB-2012-D.46 – Annex 2 

 

 52/130 

 

 

 

 

 

 

 

Manufacturing Logistics  

Internal logistic processes within an industry to ensure correct relationships between each 
machine and human resource across the whole manufacturing chain emphasizing the flow 
through the value adding processes.   

 

 

 

 

 

Multimodal Logistics Management  

Planning, implementation and control of efficient, effective forward and reverse flow and 
storage of goods, services and related information between the point of origin and the point 
of consumption in order to meet customers' requirements regardless of transport mean used.  
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By efficiency we mean points such as (as defined as in the ARTEMIS SRA on page 12)  

 

 reduce the cost of the system design by 50%. Matured product family technologies 
will enable  a  much  higher  degree  of  strategic  reuse  of  all  artifacts,  while  
component technology will permit predictable assembly of Embedded Systems.  

 

 achieve  50%  reduction  in  development  cycles.  Design  excellence  will  aim  to  
reach  a goal  of  “right  first  time,  every  time”  by  2016,  including  Validation,  
Verification  and certification (to the same and higher standards as today). 

 

 manage a complexity increase of 100% with 20% effort reduction. The capability 
to manage  uncertainty  in  the  design  process  and  to  maintain  independent  
hardware  and software upgradeability all along the life cycle will be crucial.  

 

 Savings of 15-20% can be expected through process and production optimization 
that takes energy consumption into account. 16% savings are envisioned through 
optimised logistics, and integrated process chains could account for 30% savings. 

 

 reduce  by  50%  the  effort  and  time  required  for  re-validation  and  
recertification  after change, so that they are linearly related to the changes in 
functionality.  

 

To summarize, manufacturing efficiency will improve quality and time-to-market speed while 
cutting (social, economic and environmental) costs. 

 

3.4.1.1 Application & Market Relevance  

More efficient manufacturing will have a huge impact on all production taking place in 
Europe. Standard manufacturing is directly employing around 35 million people in Europe 
(EU27) making it by far the largest sector. Additional 1.7 million people are employed in the 
electricity, gas and water supply and 0,8 million in mining and quarrying. Productivity 
improvements in this sector will therefore have major impact for European economy, both for 
the production outcome and for the competitiveness of Europe in relation to other continents.  

 

As stated by the EC, global logistics industry is estimated at roughly EUR 5.4 trillion, or 
13.8% of the global GDP. On average, logistics costs account for 10-15% of the final cost of 
the finished product.  

 

3.4.1.2 Societal context  

Technological improvement in the manufacturing industry can directly improve the work 
conditions for a large part of the working people in Europe and increase their productivity. 
Tedious or heavy manual work and work with a risk of various injuries are typical work tasks 
that are improved or eliminated with an increased automation level.  

Enlarging technology usage in industry can also improve the safety situation in the work 
place to better control dangerous element of mechanical or chemical types. Advanced use of 
embedded systems and modern communication solutions in industry gives the possibility for 
distance maintenance, monitoring, control and industrial services. This is a possibility for 
SMEs in Europe to expand their market and also opening up for more women in traditionally 
male dominated areas.  
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The industry is a huge consumer of energy using around 325 million tons of oil equivalent, 
which is around 28% of the final energy consumption in Europe (EU27). More energy 
efficient manufacturing and logistics will therefore make a significant contribution to a 
sustainable society and reduction of the greenhouse effect. As industrial accidents can be 
serious threats to nature, an improvement in the technology preventing such accidents is an 
important environmental effect. In addition, embedded systems-enabled multimodal freight 
transport will empower the use of less contaminant routes reducing surface transport.  

 

A recent threat that is the result of technology development and the political situation is the 
cyber security problem. It is important to prevent hackers and malicious software (e.g. 
viruses) to influence industrial plants and utilities and this sub-program also addresses this 
question. The technological advantage secures the productivity advantage in a global 
competition.  

 

Furthermore, improvement of the technology and process control techniques for 
manufacturing and logistics will help in improving products traceability and quality assurance 
which is to the benefit of the product consumers.  

 

An important issue and open question is, how many jobs is Europe are going to be kept in 
the above described sectors? Except for utilities, which are local by nature, other activities 
can be off-shored. An issue here is to be best in class on technology for production, in order 
to export it.  

 

3.4.1.3 Cross Domain Aspects  

Embedded design methodology improvement including transition to multicore processor 
solution is critical for improvement of manufacturing. Such solutions will be common to all 
sectors that are depending on embedded systems.  

 

Low-power solutions for the processors and systems are very important for parts of 
manufacturing solutions. The industry would have advantage by utilizing solutions from areas 
such as nomadic applications where low-power is extremely important.  

 

Systems for full life cycle management, including adaptivity damage prediction and 
prevention, of embedded products are one important topic for manufacturing that is shared 
with most other applications (e.g. maintenance, robustness and quality control).  

 

The safety technology used to prevent industrial accidents has the majority of the technical 
solution, Human Machine Interface is important in common with safety technology used in 
transportation domains such as rail, automotive and avionic. A harmonization of the technical 
solutions and the standard will be beneficial for all domains as improved safety systems can 
be obtained with less increase in effort by reusing solutions.  

 

The cyber security threat to the various situations in manufacturing industry including the 
society‟s critical infrastructure has its origin in the same technological problems that the IT 
industry has experienced for years. Manufacturing has less advanced solutions than 
available for other IT dependent industries and it would be highly advantageous to utilize the 
cyber security technology from such sectors. The technological solutions must be adjusted 
somewhat as the focus is on availability of the production system (e.g. uninterrupted energy 
supply) than issues such as personal integrity, especially to improve the local operator 
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interface of embedded devices and the operator view of the system of embedded devices. 
Also maintenance people and other workers need interactive interfaces to the embedded 
electronic systems. By sharing results with other domains the improvement of user interfaces 
can be obtain faster than to develop very domain specific solutions.  

 

Improvement of energy efficiency in manufacturing will have a lot in common with energy 
efficiency in buildings.In energy saving optic such optimization is transposed in economizing 
for the industries and benefits for the environment. Common solutions could be used both for 
sensors, systems and algorithms.  

 

Improvement of energy efficiency in manufacturing. The goal of reducing energy 
consumption can only be achieved if energy use is made transparent. One major objective 
will focus on making the energy consumption of manufacturing equipment and processes 
transparent at fine granularity. 

In 2006, Europe's share of the global primary energy consumption was 18%. World electricity 
production is forecast to almost double, from 16.4 million GWh in 2004 to 30.1 million GWh in 
2030. Currently nearly one third of global energy demand and CO2 emissions is attributable 
to manufacturing, and concerns are arising around growing energy demands of emerging 
technologies in this sector, such as sputtering, drill EDM (electrical discharge machining), 
oxidation. Energy efficiency efforts in this area would assist in coping with the climate change 
problem while reducing Europe‟s dependence on energy imports. 

Significant energy savings in manufacturing have been predicted to be feasible. Today, 
manufacturers traditionally select machines based on quality and 

productivity considerations, since no effective incentives are there to take energy 
consumption into account. An in-depth analysis of the energy consumptions in various 
operation modes is often not a part of the data sheet of a device. Therefore, energy 
efficiency must be added to the professional mind-set of a production engineer, serving as an 
important, additional key performance indicator for a 

particular production set-up. 

As factories are big consumers of energy (they consume nearly one third of global primary 
energy and emit nearly one third of the CO2), they need to react and adapt quickly to 
business challenges imposed by fluctuating energy prices. There is need to analyze on-site 
the management of energy within the factory, taking the current energy consumption into 
account while controlling the production process – all with the goal to optimise energy 
consumption. 

 

Robot technology and control are crucial elements in obtaining efficient manufacturing and 
logistic solutions. Progress in robotics, including their synchronization and interaction with the 
man (e.g. cooperative behavior through wireless communication), can be directly used in 
various manufacturing plants. More generally, improved control of plants for more precision, 
safety, robustness, adaptivity and rapidity constitutes an important issue for the overall 
performance of the production chain. In view of such new constraints, specific control 
methodologies and techniques need to be developed.  

 

3.4.1.4 Business opportunities  

An improved system of systems solutions with improved integrations open up for a number of 
business opportunities. This includes the dramatically increased available flow of information 
from the factory floor or logistic system to the humans which can make policy choices that 
improves productivity of a factory such as the process operator, the financial planning, the 
logistic planning, and the top level real-time strategic planning of the manufacturing unit.  An 
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increased flexibility of changing parts of the system also provides large opportunities in an 
agile operation of a manufacturing business.  

 

Improvements of the core embedded devices does offer large cost reduction in the design 
and manufacturing of devices for the system providers and it also offers cost reduction for 
the manufacturing sites by improved maintenance systems and reduced life-cycle cost. 
Seamless integration with advanced communication technology offer both reduced cost in 
engineering and commissioning of manufacturing plants, but also improved quality when 
support is given for more flow of information and better supervision systems.  

 

Supply chain management can obtain large cost reduction in transportation and delivery of 
goods, and also significant cost reduction in management of inventory and other logistic 
issues by using simulations and other new technology.  

 

 

3.4.2 Required Technologies  

 

System of Systems Solution  

Either a manufacturing plant or a supply chain need one large system where a large number 
of connected embedded systems play together and are connected to workstations and 
servers. It is therefore necessary to have advances in technologies both to solve the 
integration aspects of such a system of systems and also to improve the embedded devices, 
and their networked control, which are located close to the production process. By improving 
the quality and life cycle handling of the embedded systems and increase their intelligence 
and data measuring and data transportation abilities, and at the same time make the system 
to function in a seamless way by providing improved middleware solutions and engineering 
solutions, the manufacturing sector in Europe can improve significantly.  It is important here 
that system integration will take place on several scales.  

 

Development and Functionality of Core Embedded Devices  

For producing improved embedded devices for sensors, actuators, control units, etc. there is 
necessary to have good development methodologies for software and hardware. It is 
necessary to provide robust hardware solutions with support for long lifetime of products and 
high availability. The increased ability for embedded devices placed in the field to collect 
various types of diagnostics and historic data is important to utilize.  

Integration Concepts and Communication Technology  

Interoperability is the key to seamless integration. Today there is a collection of standards 
and proprietary communication technologies in use for integration of the embedded units 
including “intelligent sensors”. There is a need to smoothly develop from these existing 
solutions into a modern uniform communication architecture where one can utilize the 
constant increase in device intelligence and communication performance.  

Ethernet backbone communication and wireless utilization is slowly replacing wired serial 
solutions and proprietary systems.  It is important that solutions for communication include 
refinement of simple data into information which directly can be used at a higher level of the 
system hierarchy. It requires new standards at all level of communication and engineering 
addressing technical specification and its semantics in order to utilize this such that 
European industry can take advantage of this in the production process. Such standards 
must also take into account the required safety and security challenges.  

 

Smart supply chain management   
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Collaborative Market Place and Digital Manufacturing over the Supply Chain require the 
partners to collaborate to define together the products to be manufactured, the processes 
and the resources to involve. To exchange their data, they need a shared collaboration 
space.   

Also, each partner needs to run simulations in the context of the supply chain (through virtual 
commissioning approach). To achieve this, they need to exchange in the collaborative place 
runtime information such as manufacturing targets, plans, plant & resource availability and 
status, etc...  Being able to share this information will allow partners to simulate properly 
digital manufacturing in the context of each other.  

Of course, each partner needs to be guaranteed that his intellectual property is protected. 
For example, he should be able to publish a simulatable overview of his processes, while 
protecting the confidential details.  

 

 

3.4.3 Challenges  

 

The challenges related to embedded and networked systems for manufacturing and logistics 
is a multi-facet collection. The challenges listed here can each of them contribute to 
improved manufacturing business, but large leapfrog is obtained by a coordinated solution to 
all the challenges of the sector.  

 

Integration of the collection of all the different elements of an embedded system is a main 
challenge due to the large size of the system and the heterogeneity of the embedded 
devices. Furthermore, the use of formal approaches and advanced methodologies becomes 
essential in order to cope with the complexity and heterogeneity of actual plants and to 
guarantee the right level of scalability and composability required to modern designs.  

 

 Large Integration of several embedded systems.  

-  Scalability, composability, orchestration  

-  Design for a low power plant (energy saving, efficient energy management)  

-  Integration of heterogeneous communication technologies   

-  Make plant reconfigurations easier (through modularization and standardization) 

-  Vertical and horizontal Interoperability  

 

 Heterogeneous, distributed control managing unpredictable behavior in distributed 
and networked systems.   

 

-  Enhancing robustness, safety, reliability and security of control systems  

-  Real-time wireless communications  

-  Design of RFID networks for realistic manufacturing and logistic scenarios.  

 

 Enhanced Decision-Support  

-  Provide data for enhanced decision support by utilizing signal processing in  
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   sensors  
 

-  Increase data into information transformation at low level in the system and        

    increase the amount of low-level decision making and automatic actions.  
 

-  Optimization  

-  New control strategies must be developed for human-in-the-loop systems  

 Rigorous use of tools (formal modeling / design techniques) based on a model-driven 
approach for developing complete plants from embedded devices.   

 

 Alignment with production/transport planning and control systems and enterprise 
application systems.  

 

 Systems standardization  

 Resource Optimization. Digital Manufacturing and Logistic is all about making the 
best possible resource allocation to meet production objectives. Many techniques are  
currently  available  to  optimize  allocation,  such  as  constraint  programming, 
genetic  algorithms,  etc…,  but  a  key  unresolved  challenge  is  collaborative 
optimization. It is  very  important  for  the  productivity  of  European  manufacturing 
companies  to  master  this  process,  where  some  local  managers  optimize  their 
operations,   while   collaborating   with   partners   to   ensure   also   some   global 
optimization.  

 

 Multi-scale. Digital Manufacturing requires highly multi-scale, multi levels of detail 
capabilities:  a  full  digital  manufacturing  model  may  include  up  to  6  multiscale 
levels such as Supply Chain, Plant, Line, Station, Machine, Tools. When modeling 
digital plant, integrating various models at the required levels of detail is critical. It is 
also critical to be able to synchronize at run-time multiple simulations running at the 
different levels of details.  

 

 Exposing embedded systems functionality as services addresses integration and 
functionality   aspects.      Infusing   semantics,   accrued   from   adopted   industry 
standards,   leads   to   systems   interoperability   and   enhances   the   adaptive 
capabilities of factories.  

 

-  Interoperable integration of embedded systems  

-  Production line reconfiguration in real time  

-  Flexible manufacturing  

-  Efficient maintenance  

An upcoming critical issue is how we ensure cyber security of the information technology that 
a new production plant is built upon. In US, the government and the research organizations 
are intensively working on this issue, while Europe is lacking progress on the issue of cyber 
security of critical infrastructure and other manufacturing plants.  

 

 Critical  infrastructure  security  with  emphasis  on  continuous  proper  system 
behavior  

 Security of data in large networks  

 



ARTEMIS-GB-2012-D.46 – Annex 2 

 

 59/130 

 

An important, but difficult, challenge is a good solution for the overall life-cycle management 
of the embedded devices and logistic issues around this.  

 

 Tools and models for overall control of a device through its life-cycle  

 

 System design and engineering (tools and work flow, e.g. simulation) 

  

 Verification and testing (tools, simulation)  

 

 Design      for      maintenance,      robustness      (“self-healing      HW”),      failure 
prediction/detection, condition monitoring and reconfiguration  

 

 Commissioning (cross-domain support for supervision and monitoring)  

-  Operation and maintenance:  

-  Online SW&HW upgrade  

-  Modification (HW, SW, Functionality, Capacity/Scalability)  

-  Last-time-buy   of   components   (product   lifetime   6-8   times   longer   than  

   component lifetime)  

-  Predictive maintenance  

-  Environmental issues (EMI/EMC, vibration, humidity, temperature…)  

-  System technology migration and retrofitting  

 

 Factory configuration at runtime (production of many variants in the same factory)  

 

 Beyond passive tags: smart, low cost and robust tagging systems  

 

 Design of energy autarkic mobile embedded devices  

 

 Create  safety  systems  and  ensure  safety  systems  to  uphold  the  safety  level 
through the product lifetime  

 

 Sustainable interface design and specifications  

 

 For  wireless  sensors  and  instruments  utilize,  new  battery  technology  and  other 
energy harvesting solutions.   

 

 Low  power  electronics  design  to  fulfill  various  requirements  needed  in  these 
applications including:  

 

-  Extreme low power for wireless devices that needs to operate years without  

   maintenance, possibly exploiting energy scavenging techniques  
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-  Low power solutions for sensors that are powered by the limited power supply  

   from field-bus technology  
 

-  Suitable power design to enable medium and high performance devices and  

   controllers to operate in industrial environment without any active cooling like  

   fans  and  with  the  ability  to  be  mounted  in  the  limited  space  available  for   

   control system equipment in existing plants  
 

-  Low effect design enabling usage in explosive areas where no sparks shall be  

   created under no circumstance (intrinsic safe)   

 

 New integration concepts: integrated drives (drive electronics relocated from the 
controls, monitoring-control-optimization/diagnosis-maintenance functions exposed 
as services and embedded into smart distributed devices)  

 

 

A challenging issue that could give a productivity gain is the ability to obtain a safe 
integration of humans and machines in production lines. 

 

 Methods and technology for securing close and safe interaction between humans and 
robots (e.g. software volumetric protection) 

 

 Anthropocentric information systems: novel sensor and filtering technologies are 
needed  to  collect  information  about  the  operator  “human-in-the-loop” (e.g. vision 
systems, RFiD identification, etc…)  and  infer quantities (e.g. situational awareness 
errors) that cannot be measured directly 

 

 Analysis,  design  and  control  paradigms:  novel  design,  analysis  and  control 
methods  are  needed  to  deal  with  cognitive,  physiological  and  psychological 
states.  

 

In order to improve the performance of the embedded devices themselves, the development 
process and the technology must improve.  

 

 Take into use modern multi-core processors and develop domain specific multi-core 
solutions  

 

 Get  improved  and  efficient  workflows  for  embedded  system  development  with 
standards and tool support  

 

 Adopting the Software Product Line (SPL) development methodology  

 

 

Autonomous vehicles and elements will increase in usage both for logistics and 
manufacturing and this put new challenges on the technology. 

 

 Safety for workers  
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 Positioning and navigation  

 

 Communication solutions and plant infrastructure  

 

 

3.4.4 Main Goal & Approach   

The Efficient Manufacturing and Logistics sub-program shall be organized with several 
projects, each with a well defined goal. The different projects shall be coordinated and the 
goals should cover the different challenges identified such that as a total, the sub-program 
give a complete solution to the industry. As a number of the technological issues treated here 
are addressed in other sub-programs, some projects might be common projects with other 
sub-programs or work very closely in collaboration with projects in other sub-programs of 
ARTEMIS.  

 

The goals of the projects shall be within the following list:  

 

 Increased  Overall  Equipment  Effectiveness  (OEE)  for  the  manufacturing  plant 
where  embedded  systems  are  one  of  the  key  factors  to  increase  Overall 
Equipment Effectiveness thru increased Availability, Production rate and Quality.  

 

 Developing a complete plant solution concept  
 

- New factory oriented framework for goods manufacturing, a smart automation 
scheme to achieve sustainable production, considering innovative networking, 
communication and controlling technologies to enable open, modular and 
reconfigurable control and automation platforms. 

 

 Real-time asset monitoring for large-scale distributed production processes  
 

- Statistics for  the  production  equipment,  early  detection  of  asset/device 
failures  that   could   cause   malfunction   and   consequent   scheduling   of 
maintenance  activities,  automatic  reaction  to  malfunctions,  robust  control 
strategies for production flows.  

  

 Real-time operations look-ahead-simulation and virtual commissioning based on 
asset data  

 

 Defining  methods  for  quantitatively  planning  and  guiding  software  development 
and test during the life cycle of automation software  

 

 Improve safety of manufacturing facilities and subsequently for  environment  and  
humans,  by an optimal control and reducing  risk  for  industrial accidents.  

 

 Develop concepts and middleware for system integration  
 

- Integrate heterogeneous HW  devices  and  device  models  in  a  seamless  

   workflow.   
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- Develop scalable control techniques fitting the particular constraints imposed by    

  network communication.  

 

 Develop concept for continuous tracking of material flow from raw material to final 
deployed products based on RFID, sensor and network technologies.   

 

 Developing software tools for the concept of open factory  
 

-  Include services, customers in the model  
 

-  Treat large networks   
 

-  Address security and service quality   

 

 Develop new multi-disciplinary coordination and control principles for large-scale, 
wireless sensor and actuator  networks,  including  combined  Control,  Computing 
and Communication (C3) strategies.  

 

 Develop new tools for:  
 

-  managing uncertainty in distributed and networked systems 
  

-  Visualization of plant operations  
 

-  Virtualization (environment for an embedded system, factory modeling)  
 

-  Formal re-use and configuration management  
 

-  Diagnostics, debugging and  maintenance  management  for  manufacturing  

   systems.  
 

-  Management of networked control systems   
 

-  Manage semantic interface and data specification  
 

-  Master the complexity of a manufacturing plant by formal methods  

 

 Improve the cyber security situation for critical infrastructure in Europe  

 

 Develop  methodologies  and  software  tools  to  support  modeling  design  and 
verification for embedded large scale systems with reference to existing standards 
(IEC 61131-3, IEC 61508, IEC 61850…).  

 Test  out  technology  solutions  at  test  labs  and  test  factories  already  existing  at 
European  manufacturers  in  order  to  validate  the  results  before  the  commercial 
phase.  

 

 Increase the factory/production line availability ("Self-healing") e.g.: 
  

-  Developing of a fault-tolerant concept for manufacturing  
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-  Usage of spare (production) capacity in case of a fault scenario  
 

-  Dynamic rerouting and re-prioritization of production tasks  

 

3.4.5 Positioning wrt ARTEMIS objectives & SRA  

Discrete Manufacturing and Process Industry is one of the main sectors described in the 
SRA (Seamless Connectivity & Middleware section 2.1.3). Electrical power grid is also a 
main sector in the SRA (Seamless Connectivity & Middleware section 2.4.1).  

RFID & Sensor networks are also important for this sub-program and are included in the 
SRA (Seamless Connectivity & Middleware section 2.4.2). In SRA SCM the domain of this 
sub-program is part of the following clusters: 3.4.1 Critical Cluster, 3.4.2 Device and plant 
cluster and 3.4.6 System of Systems. All the research priorities in chapter 4 in SRA SCM are 
central in this sub-program.  

 

The challenges in Efficient Manufacturing and logistics are closely related to having suitable 
architectures and references to build this on, and therefore much focused towards the 
content of SRA Reference Designs and Architectures. The issues Composability, Predictable 
Communication, Unreliable Components (constraint), Design for Verification, Diagnostic 
Service, Follow Established Standards, Interoperability and Technology Independence are 
highlighted in the SRA FDA and are all important for manufacturing. The Priorities Analysis 
RDA document section 4.2 identifies production and logistic as one of the recommended 
application drivers.  

 

The SRA Design Methods and tools are central to this sub-program as the challenges and 
goals are critically depending on development of methods and tools to support the defined 
methods. All the issues discussed in SRA DMT are important for development of embedded 
devices in the manufacturing area, including also the safety certification after IEC 61508 as 
mentioned in this SRA.   
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3.4.6 Programme Scale and Phasing  

The following summary from the required technologies and challenges have the estimated 
size:  

 

1.   System of systems solution / Control of embedded networked systems  

 Large integration of heterogeneous systems  

 Cross-layer manufacturing control- and management-systems as part of Service-

oriented control and automation architectures  

 Enhanced Decision-Support for Intelligent Supervisory Control (Monitoring, Control, 

Diagnosis, Process Optimization, Maintenance) embedded into devices  

2.   Development and functionality of core embedded devices  

 Life-cycle management tools and models  

 Commissioning, Verification and testing  

 Performance increase  

3.   Integration concepts and communication technology  

 Wireless and RFID  

 Embedded Web-based services (in devices and systems) 

 Information for decision support  

 Middleware solutions  

 Service-Oriented based Control and Automation Architectures to support architectural 

interoperability and flexible manufacturing behaviours between devices, between 

systems and between devices and systems 

4.   Smart supply chain management  

 Continuous control and monitoring of goods  

 Interoperability between information systems  

 Intermodal transport management  

3.4.6.1 Programme Structure, organization, technical coordination   

The sub-program shall be headed by a steering committee consisting of 3-5 corporations 
assuring coordination of project scope and technology priorities.  
 

 Periodic meetings and result presentation shall ensure coordinated effort  

 Some  overall  projects  might  be related to  a  number  of focused  implementation 
projects  

 Projects  in  this  sub-program  will  be  interconnected  to  support  the  sub-program 
goals  

 Projects must ensure cross domain utilization of technology 
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 Project shall collaborate with manufacturers for technology testing  

 

3.4.6.2 Coverage / demonstrable results  

 Test plants for validation of project results for discrete manufacturing etc. might be 
established  

 Tool delivery  

 Method description delivery  

 Publications, workshops and reports  

 

3.4.7  Innovation  

The innovations shall be of technical nature, but include not only technical implemented 
prototypes, but also give new methods, processes and models for the manufacturing and 
logistics business.  

 

 Concepts, methods, models, and an innovative application-independent platform for 
networked embedded systems to operate safely and economically in complex 
distributed and dynamic environments.   

 

-  Industrial   optimized   HW   /   SW   platforms   with   respect   to   architecture, 
interoperability,   composability,   safety,   security,   redundancy,   reliability, 
scalability, lifespan, environment. 

 

-  Generic  solution  and  software  platform  applicable  within  a  broad  range  of 
industrial  areas  in  order  to  put  European  companies  at  the  leading  edge  of 
international competitiveness in the increasingly important area of networked 
embedded systems.  

 

 Full   integration   of   IT   disciplines/technologies   with   the   distributed   control 
engineering tools, achieving the next generation large-scale, SCADA (Supervisory 
Control And Data Acquisition) architecture.  

 

 Methods, models, and tools for life-cycle management of embedded devices.  

 

 Involvement  of  manufacturers  and  logistics  operators  for  running  test  of  the 
technology at experimental facilities.  

3.4.7.1 Technology Transfer, Impact on Value Chain, Education  

The corporations and SME that will be driving this sub-program and the projects are strongly 
involved in providing technology for manufacturing and logistic and are world leaders. The 
ownership of the projects and the results are therefore during the project already located at 
the European companies that are those that will productise them. Therefore a planned 
technology transfer to the companies who will implement it is not necessary.  

 

However, manufacturing companies that will be the users and beneficiaries of the 
implemented technology will to a smaller degree take place in the projects. The plan is that 
some such European manufacturing and logistic companies will be involved in the later half 
of the projects in order to test out the solutions and to gain accept of new methods and tools 
that are delivered.  
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The value chains of manufacturing and logistics will directly improve the productivity when 
taking into use the new technology. The projects shall also do a qualitative measurement of 
the increased productivity as a part of testing and validating the solutions at test plants.  

 

As universities and research institutes interesting in knowledge transfer will participate in the 
projects, there will be developed training material for university courses based on the results 
of the projects in order that new results shall be communicated to the people who later in 
their life will work in the manufacturing and logistic business. This will give better accept for 
such solutions in the future.   

 

3.4.7.2  Innovation Infrastructures  

The innovation shall be based on a dialog between the technology experts in manufacturing 
electronic solutions and the university based and research institute based academically 
scholars and researchers. This will be realized through collaboration in projects where real-
life manufacturing problems are starting points of the work which will challenge the 
researchers to do innovations solving practical problems in a future looking way.  

 

 

3.5 Computing Platforms for Embedded Systems 

3.5.1 Domain 

This subprogram deals with the breakthroughs and technological advances in computing 
environments needed to answer the needs of the different application domains addressed by 
Artemis. 

The scope of computing environments includes: 

 IP (Intellectual properties) and electronic components providing computing, 
communication, storage, and physical interfacing capabilities (including optical and 
3D stacking). 

 Firmware and run-time software needed to manage and integrate these electronic 
components, implement interfaces to application software, and provide system 
management capabilities (resource management, initial configuration, health 
monitoring, reconfiguration) while ensuring high level of reliability, safety and security. 

 Design and programming principles, models and languages, and associated design-
time software needed to tailor/configure the hardware or run-time, to 
develop/test/debug application software, and to integrate, verify, validate, (and, when 
required, certify) the embedded system. It could also cover the relations with other 
embedded systems or environment (systems of systems). 

 

From the technology point of view, “Moore‟s law” fuelled performance increases over the 
past five decades. Each new technology node doubled transistor density and increased 
frequency, while simultaneously reducing the power per transistor. Ever more demanding 
applications directly exploited these growing resources with minimal changes to the software. 

 

However, an important paradigm shift is taking place now. 

1) “Moore‟s law”, while keeping pace in terms of transistor density, is now enabling only 
minor frequency increases and minor decreases in power dissipation per transistor. To 
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keep increasing raw performance, the current approach is to add more processing units 
(multi-core processing). Unfortunately, this is far from transparent to most applications: 
existing software now has to be re-engineered to execute efficiently on parallel 
architectures. The complexity of this task is one of today's main challenges. 

 

2) At the same time, product time-to-market and cost pressure call for easier to program, 
deploy and reuse application software. In many embedded systems, several functions or 
subsystems have to be deployed simultaneously on a given set of computing resources. 
Complex resources allocation is a challenge with respect to testability and reliability 
concerns. In addition, dynamic resource management is called by different types of 
optimisations, such as energy efficiency, application versatility and agility; this brings a 
new type of complexity as far as integration, verification and validation are concerned. 
Finally, firmware and software updates in the field of operation are an additional 
challenge with respect to reliability and maintainability of complex, interconnected 
embedded systems. 

 

3) New technology nodes also add more disparity and reduce the reliability of devices: 
smaller devices are inherently less reliable and harder to produce in a uniform manner. 
To continue to leverage device scaling, we must learn how to build reliable devices from 
unreliable, and highly variable, components. 

 

4) Another important limitation is power dissipation: even if more devices can be packed on 
a chip, the power dissipation of each device will not be reduced accordingly. Since we 
are already at the limit of power dissipation per package, it will no longer be possible to 
use all devices on a chip simultaneously. This is called “Dark Silicon”. An efficient 
management of the resources and energy at all levels is key for continuing increasing the 
performances of embedded systems. Embedded systems fight “Dark Silicon” by using 
highly efficient but heterogeneous accelerators or IPs. This heterogeneity adds further 
complexity for programming and for the software. 

 

The technical challenges resulting from these trends are common to most application 
domains. However, in this technology oriented subprogram, we expect to see a clustering of 
application domains sharing the same view on relative priorities. 
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3.5.1.1 Application & Market Relevance 

In the technical scope defined above, this subprogram will contribute to the following 
objectives : 

 Facilitate the transition from a vertically structured to a horizontally structured market 
(creation of new market opportunities, development of ecosystems, easier IP reuse 
across applications and domains, …) 

 Allow the development of low cost solutions for larger market development, which 
calls for volume, modularity, reuse, scalability, portability and more and more 
dependability (trustability). 

 Develop and further strengthen the European leadership in embedded systems.  

 Position European equipment makers on the edge of the innovation to maximize their 
global market share and therefore their economic success. 

In the transition from a vertically structured to a horizontally structured market, different 
application domain clusters can be identified. Each cluster will group application domains 
that share fundamental requirements for computing environments, as of today, and also 
share a view on the approach to adopt the technical innovations in the coming years.  

 Domains such as transportation (automotive, railways, aerospace) and industrial 
automation existed before digital computing, and are gradually integrating computers 
in their products. Dependability is generally a central requirement, has a strong 
impact on the development process and systems (including certification aspects), and 
also on the process to introduce technical innovations. The capabilities and the safety 
of the products are directly dependent on computing environments for embedded 
systems. The (hard)real-time requirements are also of paramount importance for 
safety critical applications, while the underlying components are generally designed 
for “best-effort” operation. Efficiently closing this gap is important to avoid costly re-
certification for each new generation of hardware.  

 Domains such as nomadic and consumer electronics were to a large extent “born of 
digital computing”. Technical innovations have a direct impact on the definition of 
products. Not only the features, but also the existence of products and services is 
directly dependent on computing environments for embedded systems. Cost and 
energy efficiency is key for success.  

Each cluster of domains pulls different types of innovations from the ecosystem of computing 
technology providers; at the same time: 

 There is a general technology push for interconnecting always smaller and always 
more heterogeneous embedded devices (e.g., sensor networks), while providing 
standard programming models and programming interfaces. 

 Services such as end user information through personal devices on board vehicles, 
or infotainment, are blurring the split between the two types of clusters identified 
above. Such applications can bring disruptions in computing system architectures, 
and call for additional (design time and/or run-time) capabilities from computing 
environments. 

Routes towards the emergence of the horizontally structured market, to be explored by 
Artemis projects of this subprogram, are quite open in this context. 

The following paragraphs further analyse, for each cluster : 

 the type of embedded systems applications which pull specific innovations from 
computing environments 

 the specific business objectives 
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3.5.1.1.1 Transportation and Manufacturing application cluster  

The transportation application domain mainly corresponds to the Automotive, Railway and 
Aeronautics application domains.  The transportation and manufacturing cluster will consider 
the requirements of closely related domains for which control applications, dependability and 
safety are central 

In this cluster, new generation computing environments are drawn especially by the following 
types of applications: 

 Data intensive control applications in transportation and manufacturing 

- Powertrain applications 

- Gateways 

- Avionics 

- Autonomous guidance of unmanned vehicles 

- Computing demanding high-end industrial controllers. 

 Advanced control adaptive applications for transportation system  

- Control logic to manage variable traffic condition in transport environment 

- Traffic priority logic based on vehicle interaction and transport infrastructure 

 Multi-sensor, multi-modality data processing applications (Advance Driver Assistance 
& Information Systems) 

- Adaptive cruise control, obstacle detection and avoidance, security systems, low-
speed follow, manoeuvring, etc. 

- Data intensive multi-sensors  applications (vision, audio, radar, lidar, …) like 
array-based hi-rate/hi resolution signal & information processing applications 

Specific business objectives for this application cluster are to: 

 Increase competitiveness of European transportation industry by increasing safety 
features for the driver, the passengers and the pedestrians (reach a real market 
adoption for low cost driver assistance systems, opening a yearly opportunity 
expected to scale from 100M to 1B€ for the European industry) 

 Provide key technology enablers for meeting more stringent EURO6 emission 
efficiency requirements 

 Provide competitiveness of European transportation industry by cost-effective 
solutions for automotive applications such as high end motor engine control 

 Remove the current blocking factors for a large volume expansion of Driver 
Assistance Systems 

 Increase production performance and high plant availability 

 Reduce liability due to sufficient level of security and safety 

 Reduce production costs and factory maintenance cost 

 Provide key technology enablers for advanced homeland security systems 

3.5.1.1.2 Nomadic and consumer electronics applications cluster 

The Nomadic and consumer applications cluster mainly corresponds to personal and home 
communications, multimedia and gaming application domains, social networking & human-
agent teaming. Interconnection with other devices, including “Cloud computing”, is more and 
more mandatory, with all the security risks involved. 
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In this cluster, new generation computing environments are drawn especially by the following 
types of applications: 

 Personal service delivery based on always-connected paradigm and context-aware 
data processing 

- WPAN, WBAN, WLAN, WMAN, cellular, … 

- Position, vision, audio, weather, … 

 Integration of “cloud”, home, office and mobile devices as well as integration with 
clouds of smart sensors..  

 Advanced telecommunication applications based on  

- Hi-resolution spatial audio and video sensing and rendering technologies, which 
are data intensive and require complex processing on scalable hardware 
platforms 

- New video compression algorithms standards, which require scalable HW 
implementations with powerful processing capacities 

- New very efficient (but computing demanding) communication standards (e.g. 60 
GHz based high bandwidth standards). 

 Professional Secure Communications (Software Defined Radios) 

 Multi-modal interface systems with high power needs for signal processing including: 
visual recognition, body gestures, speech, motor and haptic devices, advanced 
rendering systems allowing immersive media experience. 

 Domotics (applied information and communication technologies for more comfort and 
convenience in and around the home). 

 Home and private data security 

 Contextual situation analysis (for security in public environment, for alert in case of 
allowing elderly people to remain at home). 

 

Specific business objectives for this application cluster are to: 

 Increase Europe's current leadership in the field of nomadic and consumer 
applications  

 Enable third party development and deployment of "experience-offering" services on a 
wide range of nomadic and consumer devices through common infrastructure 
standards and platforms for consumer electronic devices and content. 

 Provide the key technology enablers for wide spread non-intrusive security improving 
systems, e.g. in public places like sports stadiums, airports, at cultural events, etc.  

 Provide the key technologies that will enable the anticipated rapid growth of 
electronics-supported personal health and wellness management 

 Provide key enabling technologies allowing an easier life for elderly people, e.g. by 
allowing them to stay in their home longer. 

 Provide new smart technology for making information available for and acquiring 
information from customers (HMIs, …) 
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3.5.1.2 Societal Context 

This sub-programme will provide the technological key enablers for the development of new 
systems, applications and services which will have strong societal impacts. More specifically, 
the impact of the Computing Environment sub-programme will be: 

Through enhanced or new transportation applications: 

 Develop cost-effective & widely deployed driving assistance & safety functions in the 
transportation domains, and thus increase comfort, safety and security in passenger 
transportation vehicles (avoid fatalities, reduce injuries for drivers, passengers, 
vulnerable, …) 

 Develop autonomous vehicles for dangerous locations or for cheap local 
transportation network. 

 Reduce emission and energy consumption through better situation awareness and 
improved vehicle global efficiency 

 Reduce emission by providing technology enabling the usage of multicore in engine 
control as a basis for application of future computational intensive model based 
algorithms for combustion control 

 Provide a greener environment by an efficient control and monitoring of vehicles 
flowing e.g. in a city. 

Through enhanced or new manufacturing applications: 

 Increase production performance and high plant availability 

 Reduce liability due to sufficient level of security and safety 

 Reduce production costs and factory maintenance cost 

 Reduce production cost by an efficient flow control all over the factory. 

Through enhanced or new wealth and environment applications 

 Reduce pollution by active large scale monitoring of pollution 

 Reduce energy consumption of home, office and mobile equipment by optimizing 
activities of devices.  

 Reduce the digital gap with positive impact on employment  

 Improve usability of embedded systems through well suited computing platforms for 
innovative HMI solutions 

 Reduce transportation needs by better telepresence systems. 

Through enhanced or new well-being applications 

 More autonomy of aging and disabled people 

 Avoid health problems by screening and continuous monitoring 

 Adapt electronics to the people instead people to electronics 

 Improve care provision by computer aided diagnostics and clinical as well as personal 
decision support 

Through enhanced or new security applications 

 Improve security level and therefore feeling 

 Protecting private data against misuse or hacking 

 Avoid terrorist attacks 

 Reduce small criminality (ex: stolen equipment tracking) 
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 Improve preparedness to manage and recover from natural disasters 

Through enhanced video communication applications 

 Reduce travel costs for companies operating in an international context  

 Facilitate collaboration between geographically distributed organizations by providing 
human centric technology for life like communication  

Through enhanced or new entertainment and multimedia applications 

 After the agricultural, industrial and service societies: enable the “experience” society 

 Make entertainment an all-encompassing experience using all senses 

 Create and deploy new educational tools (multilingual support, e-learning) 

 Create and deploy health-care remote tools ,( e-diagnostic, tele-surgery…) 
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3.5.1.3 Cross Domain Aspects 

The Computing Environment sub-programme addresses the requirements of several 
application domains and is thus a highly cross-domain technological sub-programme. 

The potential for cross-domain achievements in this subprogram can be analysed from 
different perspectives. 

A split in different application domains clusters has been identified in section “Application & 
Market Relevance” above. The two clusters identified are: 

 transportation and industrial automation domains are pulling innovations supporting 
safety, reliability, dependability and ensuring maturity at entry into service 

 nomadic and consumer electronics domains are pulling innovations supporting 
flexibility, versatility, and ensuring low power consumption 

Each cluster pulls consistent types of technology innovations from computing environments, 
but synergies between application domains inside each cluster have to be enforced: for 
example, common technical approaches and common technical standards to address safety 
issues in avionics and automotive domains, in spite of different domain standards and 
certification requirements. 

New services, such as the possibility to use personal nomadic devices in a variety of 
contexts (including onboard vehicles) call for another type of cross-domain technical 
innovations, ensuring ease of programming across the heterogeneity of the resulting 
computing environment, while maintaining both user friendliness and safety. Virtualization 
techniques can be used for example allowing the same software to run on very different 
platform, in potentially different environments, or allowing program migration from one 
platform to another (from mobile phone to home video to car entertainment). 

Complementarities between innovations in each cluster can be enforced. For example, 
transportation and industrial automation domain call for model checking techniques, while 
applications targeting flexibility and versatility are challenging the application modelling 
approaches, to take into account complex dynamic properties. Real-time requirements of 
each clusters are challenged by the new heterogeneous best effort multi-core architectures. 

From a technical point of view, the most important cross-domain aspects of computing 
environments for embedded systems correspond to the main challenges that are detailed in 
Section 4: 

 Systems, programming models and solutions for mastering the intrinsic parallelism of 
such systems and allowing easier portability of applications from one execution 
platform to another (virtualization, split-compilation, portable binary, …). 

 Solution for mastering the complexity and performance trade-off of the computing 
environment and the management of computing resources: in particular system 
architecture modelling and exploration (i.e. model driven architecture, Design Space 
Exploration), analysis methods, component based design, plug & play pervasive 
approach to solutions, self-adaptive systems, … 

 Solutions for mastering the necessary dynamicity of systems in a strongly constrained 
environment (even including hard real-time constraints). 

 Solutions for cost-effectively ensuring system correctness (for instance model 
checking and test automation technologies) and monitoring system behaviour 

 New concepts for fault-isolation and error containment, which guarantee that 
faults do not affect or  damage other, working parts of the system or restrict 
services provided by other, working parts of  the system, e.g. by unrestricted 
usage of resources.  

 Solutions for testing automation, minimising costs and improving product quality. 
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Effective solutions to these challenges require domain-specific trade-offs analysis between 
conflicting requirements. There is most probably no “one-fits-all” global solution for all types 
of systems and applications. In a variety of application domains, the computing environment 
for embedded systems has to address a wide design space. As a result of cross-domain 
synergies, and trend towards horizontally structured ecosystem, computing infrastructures 
suitable for multiple application domains should emerge. Such computing infrastructures will 
therefore provide a variety of configuration, parameterisation, and tuning capabilities, at 
different levels: hardware, firmware, operating system components, reusable application 
software components.  The computing environments shall provide appropriate optimization 
techniques to achieve this new type of co-design. 

At the same time, some strong cross-domain studies and exchanges should be proposed to 
allow / maximize synergies and both conceptual and technological sharing between domain 
specific solutions. 

Different application domains still come with specific requirements on important aspects of 
such computing solutions: 

 Reliability constraints, dependability and safety 

 Soft / hard Real Time responsiveness 

 Hardware / software support for security, predictability and (distributed) resource 
management, communication. 

 Energy / performance trade-offs at all levels 

The ARTEMIS Computing Environment sub-programme aims to propose solutions to this 
growing need, and lead to the development of new generation cost-effective multi-purpose 
embedded computing environments and associated tools for different application domains. 

 

3.5.2 Required Technologies 

The scope of computing environments includes : 

 Core technologies : IP (Intellectual properties) and electronic components, firmware 
and run-time software (operating systems, platform middleware). Communication 
devices (including optical – photonic on silicon – and 3D stacking) 

 Design and programming models and principles, and associated tools. 

Advances are required in both technology categories. They must be introduced: 

 Consistently across the categories: computing platforms built using the core 
technologies must provide architectural features that directly support the relevant 
design and programming principles; 

 Consistently with existing and emerging, transverse or domain specific standards. 

Advances in core technologies include: 

 Homogeneous and heterogeneous parallel computing architectures (multi-processor, 
multi-core, many-core), with associated run-time support (software libraries and 
operating systems) 

 Chip level virtualisation mechanisms allowing reliable support of heterogeneous 
operating systems on the same processor 

 Virtualisation mechanisms allowing reliable execution of  operating systems of tasks 
on heterogeneous hardware (preferably keeping non-functional properties as real-time 
constraints) 

 Chip level static configuration and dynamic reconfiguration capabilities, with 
associated firmware and operating system support 
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 Hardware or software for dynamic task migration  

 Chip level integration of heterogeneous physical interfaces and communication 
channels (including photonic on silicon, 3D stacking and similar new technologies), 
and associated device drivers 

 Predictable and efficient memory access schemes 

 New architectures reducing the memory hierarchy (and consequently power, 
increasing predictability) 

 Hardware with predictable behaviour for hard-real time applications 

 Predictable and efficient shared resources management mechanisms and arbitration 
rules 

 Hardware mechanisms for energy management, and associated operating system 
support 

 New concepts for fault-isolation and error containment, which guarantee that faults do 
not affect or damage other, working parts of the system or restrict services provided 
by other, working parts of  the system, e.g. by unrestricted usage of resources. 

 Tools for Design Space Exploration of complex systems, under power and several 
applications constraints. 

 Tools for co-generation of hardware and associated software (compiler) 

 Availability of simplified, but reliable models for the complex hardware and operating 
system behaviour, regarding instructions and tasks scheduling, memory accesses, 
power saving features, shared resources access 

 Efficient implementations of the variety of communication protocols over a range of 
heterogeneous computing resources, and encapsulation of these communication 
mechanisms providing suitable API for configuration, operation, and management 

 Support for more integration: more than “one application” per chip, and also 
integration of computing resources with sensors & actuators 

 Coverage of a variety of architectural patterns (from wireless sensor networks to 
hierarchical modular computing infrastructure) with consistent application 
programming interfaces (middleware) 

 Pervasive real-time infrastructure composed of high number of cooperating devices is 
the emerging architecture which address the need to pool information from many 
distributed sources 

 More computing capacity (computing speed, memory storage) with manageable trade-
offs in terms of reliability and determinism 

Advances in programming principles and tools include: 

 Innovative model taking simultaneously into consideration heterogeneous hardware 
parallelism, non-functional requirements like time, energy optimization and efficient 
code generation.  

 Innovative approaches and languages to handle application parallelism, with 
complementary support from high-level design tools with code generation features, 
and from compilers 

 Tool chains to enable the holistic approach when programming complex 
homogeneous or heterogeneous multicore platforms 
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 Standard interfaces (API) and/or model driven approaches for the API between 
hardware and low level software implementation and application software, sensors 
and actuators 

 Split-compilation, or intermediate code generation, allowing to keep the static 
information known by a compiler to a retargetable Just-In-Time compiler or 
virtualization layer 

 Energy management solutions: design of energy constraint architectures, energy 
efficient OS, compilers optimizing for power, power modelling and estimation, 
management of energy sources (battery, harvesting, …), distributed energy 
management (wireless connectivity), user centric power management 

Consistency between core technology and programming principles requires: 

 Design methods & associated runtimes that support composability, predictability, 
parallelisation, performance, cost and energy analysis, verification, scalability to 
support applications with high computational complexity at high data rates, while 
preserving system-level predictability and appropriate levels of safety 

 Standardized (semantic) data models for describing entities (like systems, services, 
environments & contexts, data exchange, users, …) 

 Solutions for variability management, at all levels 

 Solutions for energy management, at all levels 

 Design-time and run-time mechanisms to cope with uncertainties and transient faults 

 Reconfigurability, through self-healing approaches, to improve functions availability at 
system level 

 

Those technologies will also be developed in consistency with existing and emerging 
standards and initiatives such as: 

 Autosar, IEC61508, ISO26262, CENELEC, … in the transportation domain 

 IEC 61508 in the manufacturing domain 

 SAC (Software Communication Architectures) in the communication domain 

 DO178B, DO254, ARINC 653 in avionics domain 

 MIPI, Chronos OpenMAX, OpenGL, H264, AAC, Data Distribution Services (DDS) 

 For the healthcare domain: Medical data exchange standards (HL7, ANSI X12, IEEE 
11073, CCR), Continua… 

 … 

3.5.3 Challenges 

The following research challenges have been identified as key challenges and research 
priorities by several ARTEMIS SRA expert groups (RD&A, SC&M, MPSOC): 

Programming model & APIs : new programming models are required to deal with systems 
that more and more expose a high degree of concurrency, while at the same time coping 
with the requirement that software remains as much as possible platform independent. This 
includes dealing efficiently with multiplicity of diverse processing units, variety of 
communication schemes, types of core, etc. but also supporting and providing the necessary 
interfaces and mechanisms to build, assemble and re-use system components in a mastered 
way (composability challenge). The ability to easily port a given software applications to a 

http://en.wikipedia.org/wiki/Porting
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new platform (i.e. operating system, computer architecture, computer hardware, ...) is a key 
and growing issue for many ARTEMIS application domains. 

Performance & resource management: performance (including energy efficiency) is one of 
the key selection factors for embedded computing platforms. New models, meta-data and 
system layers will have to be proposed to achieve global performance and resource 
optimization and management, taking into account the various resource aspects: timing 
performance but also power consumption, thermal capabilities, application quality of service 
specifications, etc. 

Adaptability & runtime system evolution: system ability to reconfigure and even update 
itself at runtime will be (1) a way to deal with new requirements, (2) a way to dynamically 
optimize performance and resource management, and (3) one of the means to elaborate 
fault-tolerant solutions. This has to hold over the complete life cycle of an embedded device, 
during development as well as during deployment and under commercial usage. Such 
adaptability (which also addresses portability of software over different platforms) remains 
one of the major research topics for design and run-time processes. The functional and non-
functional properties of the original system should be preserved during adaptability. 

Verification & diagnosis: verification and diagnosis of multi-processor / multicore systems 
raise specific and challenging issues linked to communication protocols, timing, 
software/hardware interfacing, etc. Testing and debugging such systems also gains in 
importance when dealing with heterogeneous software or hardware components. Future 
solutions should provide (1) efficient tools to ease the system and application design 
verification and debugging activities on such complex architectures, and (2) self-test and 
associated environments that will supervise components and components interaction at 
runtime and allow appropriate actions to be undertaken in case of failures.  

3.5.4 Main Goal & Approach 

The proposed sub-programme main goal is to contribute the transition from a vertically 
structured to a horizontally structured market for the embedded computing solutions. 

Cooperative projects are expected to identify clusters of application domains willing to agree 
on common “business pull” of innovations, and clusters of technical areas where the “techno 
push” makes sense with respect to the challenges of these application domains. 

Each cooperative project is expected to identify the key standards to be considered in its 
scope of application/technology focus. Such standards (formal or de facto standards) may 
either be a structuring reference or a target for improvement. When relevant, emergence of 
new standards can be part of the project goals. 

Projects will identify the consistent sets of innovations needed within the technical scope of 
the subprogram, detailed in the previous sections, and summarized below: 

 Core technologies and associated Intellectual Properties regarding multi-core and 
many-core computing architectures, homogeneous or heterogenerous, interfaces to 
the physical world (sensor hardware, sensor networks), run-time software (low-level 
drivers, operating systems, middleware), networks and communication devices 
capabilities (including optical and 3D stacking) and protocols. 

 Standardized interfaces (APIs) between hardware and low level software 
implementation and application software, sensors and actuators  

 Design tools and associated runtimes that will support composability, predictability, 
dependability, parallelisation, aggregation and management of systems according to a 
service-driven or data-centric approach, performance and energy modelling and 
analysis, verification, scalability … while preserving system-level predictability and 
appropriate levels of safety 

 Solutions for variability management, at all levels 
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 Solutions for energy management, at all levels 

 

Project results will include demonstrators based on application use cases from one or 
several application domains, such as:  

 Adaptive cruise control, obstacle detection, security systems, low-speed follow 
manoeuvring, etc. 

 Data intensive multi-sensors, multi-modality applications (vision, radar, lidar, …) like 
hi-rate/hi resolution signal & information processing applications 

 Powertrain or gateway applications 

 Personal service delivery based on always-connected paradigm and context-aware 
data processing 

 Integration of cloud, home, office and mobile devices as well as integration with smart 
sensor networks   

 Adaptive nomadic multimedia service provision, trading off quality of service for 
battery lifetime under a number of different use cases (type of workload, user 
preferences, environmental conditions) 

 Advanced video conferencing / telepresence systems that provide life-like 
communication capabilities 

 Media entertainment systems including immersive audiovisual rendering and 
intelligent user sensing technology to achieve a new level of media experience 

 Human-agent teaming services for safe operations in risky, uncertain environments 

 Adaptable/evolvable autonomous systems 

 Unmanned platforms (UAS, UGV, UWS.) 

 Advanced process control system with distributed IO and intelligence 

 Robot control systems 

 Advanced motion control for mechanical industries 

 Multi-protocol, multi-waveforms software defined radios 

 

3.5.5 Positioning with respect to ARTEMIS Objectives & SRA 

The proposed sub-programme directly addresses several key ARTEMIS challenges: 

 Contribute to the transition from a vertically structured to a horizontally structured 
market for the embedded computing solutions 

 Contribute to reduce the non-recurring cost in embedded systems development as 
well as reducing the time to market for embedded systems 

 Manage the exponential complexity increase in embedded systems while maintaining 
or reducing development costs 

 Contribute to the emergence of new generation energy efficient embedded systems 
(the “always-on” pervasive systems challenge) 

 Push interoperability of components within and across application domains thus 
contributing to cross-sectorial reusability of embedded components 
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 Contribute in reducing the effort and time required for verification/qualification upon 
changes and during system evolution 

 Strengthen the European SME sector by creating new market opportunities, improving 
inter-operability easing access to SME‟s to the market of embedded systems, and 
spin-offing for new technologies. 

It will specifically contribute to the following priorities of the Reference Design and 
Architectures: 

 Composability, through the proposition of adequate support and programming 
abstractions 

 Architecture dependability and robustness 

 Reference architectures for parallel systems 

 Multi-aspects trade-off in designs, including performance and energy aspects 

 Resource management and virtualization 

 Diagnosis and Maintenance 

 Evolvability 

 Certification towards transportation safety rules worthiness 

It will specifically contribute to the following priorities of the Seamless Connectivity and 
Middleware: 

 Programming 

 Resource Management 

 Robustness & Diagnosis 

 Provably correct systems 

 Organization & Deployment 

It will specifically contribute to the following priorities of the Design Methods and Tools: 

 System Architecture, Co-Design, Distribution  

 System Integration & Testing  

 Model-Based Design Flow Optimisation 

 Model-Based Validation & Verification Flow Optimisation 

 Global HW+SW Solution Verification & Optimisation 

3.5.6 Programme scale 

3.5.6.1  Programme Structure, organization, technical coordination  

Several projects in the first three-year period will: 

 Propose solutions to the main technical challenges identified above and driving the 
standardization effort 

 Focus on some core technology developments (low level drivers, system software, 
multi-core and sensor hardware, communication, associated tool chains, …) 

 Propose detailed industrialization and deployment scenarios (applications, feasibility, 
business cases, actors…) 

 Propose technology extension roadmaps addressing the various technological 
challenges. 
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In a second phase, new projects will: 

 Refine & extend the proposed standards 

 Identify more demanding application scenarios based on proposed roadmaps and 
experience from the first projects 

 Develop advanced core technologies as required by the new scenarios 

A programme wide organization will be essential in order to coordinate the projects efforts 
and ensure the proper addressing and coverage of the programme objectives.  The 
proposed clustering approach will structure this organization: 

 For each identified domain cluster, a cluster-specific organization will be proposed 
with the following objectives: 

- Multi-annual / multi-project coordination and steering 

- Assessment of projects results with respect to programme objectives for the 
cluster 

- Identification of priorities and coordination of proposals for programme evolution 
and annual priorities  

 Some cross-domain / cross-clusters organization elements will also be proposed with 
the following objectives: 

- Cross-domain coordination and dissemination of project results 

- Identification of possible synergies and common technologies 

- Global assessment of projects results with respect to the programme objectives 

3.5.6.2 Coverage / demonstrable results 

Projects will focus on some specific technological integration or implementation, matching 
specific programme objectives. Each project will fully implement validation demonstrators 
based on “real world” or “close to real world” applications.  

Those demonstrators will be designed in order to allow the assessment of the relevance and 
the maturity of the technology (or technologies) developed within the project, and prepare 
further technology maturation and transfer. 

3.5.7 Innovation 

3.5.7.1 Technology Transfer, Impact on Value Chain, Education 

Through the proposed clustered approach, projects in the Computing Environment sub-
programme will be strongly rooted into actual mainstream domain activities and innovation 
requirements. In addition to that, and in order to ensure strong industrial take-up of the 
developed technologies, specific focus will also be put on: 

 Representativity and coverage of industrial companies involved in the different 
projects and in the proposed cross-project organization structures. 

 Identification of realistic “post project” transfer and exploitation scenarios for each 
considered technology, with appropriate involvement of vendors and technology 
providers. 

 When appropriate, identification of new interoperability standards or contribution to the 
evolution of existing standards 

 Addressing of the programme challenges and progress beyond state-of-the art 
through appropriate involvement of research organizations and universities. 
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It will be important to identify the necessary steps to adapt development processes to cope 
with the new architectures (multicore) requirements: adaptation and evolution of current 
models of computation, formal methods and further specification/verification techniques that 
offer new development frameworks. From the industry point of view, since new multi-core 
architectures with their architectural style and development methodology cannot be expected 
to replace existing architectural solutions instantly, a gradual migration path will have be 
defined. 

3.5.7.2  Innovation Infrastructures 

 Evaluation infrastructures like demonstrator vehicles, large scale simulation facilities, 
… 

 Technology platforms that can be shared and incrementally matured through several 
projects within the sub-program  
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3.6 Embedded Systems for Security and Critical Infrastructures 
Protection 

3.6.1 Domain 

 

Embedded systems (ESs) today are already spread in many electronic devices from low-end 
to high-end systems. In the future their role is expected to expand and become even more 
essential, towards a vision for ubiquitous computing, seamless connectivity and 
communication between disparate systems. In all the above, the security issue is a major 
concern, since attacks against these systems are becoming more critical and sophisticated, 
resulting in reduced confidence in their use. 

 

Furthermore, the evolution of the internet from its current goals of connecting anyone 
anywhere anytime towards also connecting anything (“internet of things”) imposes a new 
scale of security challenges: as more and more items around us communicate in a 
ubiquitous way, how will privacy and protection be preserved? If trust is not established, the 
future internet may not fulfill its potential. The issue of security for internetworked ES and 
critical infrastructures protection is becoming of utmost importance. 

 

In particular, the adoption of internetworked ES for security application and critical 
infrastructures protection is becoming of utmost importance as the incoming "internet of 
things" impose to face with features allowing more controls in a more complex  and dynamic 
environment, proposing new challenges in terms of the overall system complexity, real-time 
response and large-scale concepts adoptions. 

 

In the context of an ES, security is related to its ability to store, process and/or transmit 
protected or sensitive information. Such ability is mandatory in enabling applications and 
services where trust in their Security, Privacy and Dependability (SPD) are crucial to both 
service provider and user. Moreover, ESs are widely used for providing services that 
maintain SPD in a wide range of human activities including, in particular, contexts where 
security and privacy of people are not well guaranteed. Here, ES security is related to the 
ability of ESs to provide services assuring SPD for human life. 

 

In particular, one target of the programme will be to enhance security of ESs as stand-alone 
or networked systems, i.e. at both the node and the network level. Special focus will be given 
in developing technologies for:  

 Efficient, reliable, adaptable,  resilient and dependable ESs. 

 ESs that defend against malicious attacks from intruders, maintain the confidentiality 
of sensitive data and protect intellectual property. 

 Efficient and reliable communications and dependable networks for and utilizing ESs. 

 

Another target of the programme will be to develop appropriate ES technologies enabling 
protection of public infrastructure, such as transportation/communication/utilities networks 
and public building/areas. In this respect, special focus will be given on developing ES 
technologies for: 

 Secure and dependable ESs that improve mobility of people and goods while 
preserving privacy (including development of methods and tools, architectures and 
frameworks, etc.). 
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 ES support for critical applications, such as protection of infrastructures (including 
development of methods and tools, architectures, middleware, hardware, etc.). 

 

 

A particular focus shall be on specific methods, best-practice and processes for 
implementing a cost and time effective, widely adoptable certification of the ESs in the 
domain of security aspects and features.  

 

Application areas for secure ESs include all infrastructures, systems or facilities where 
embedded devices/nodes are used (or can be utilized) in order to control their operation 
(transportation networks, energy/water supply facilities, safety critical applications/systems 
etc.). Communication networks can also benefit enabling improved mobility, preservation of 
privacy and protection of sensitive information.     

 

3.6.1.1 Application & Market Relevance 

 

The need for security, protection and data privacy is vital and the first priority in several 
systems and types of applications. After all, everyone wants secure systems, which means 
that security can be central to the device function in very different contexts, whether it‟s a 
PDA or Smartphone used by a stockbroker, an automation device controlling the power grid, 
or a remote camera/sensor system for homeland security. 

 

Enhancing security for applications using ESs both at the node and at the network level can 
be proven especially advantageous and indispensable in a variety of applications. ESs often 
provide critical functions that could be sabotaged by malicious entities. In certain cases the 
result can be proven disastrous leading, for example, to hampering of whole production line 
facilities or distribution networks, causing severe financial losses and possibly leading to 
havoc. Since ESs are utilized almost everywhere, the possible fields of applicability in the 
global market that can benefit from improving security and making devices more resistant to 
attacks are numerous, including but not limited to:   

   

 Protection and control of utilities (energy, water, oil, gas, etc.) 
production/storage/transmission facilities as well as information/communication 
networks (fixed-lines, wireless) and transportation systems for people & goods 
(automotive, rail, avionics, space, naval). 

 Protection and control of sensitive manufacturing plants, industrial processes, goods 
storage and logistic facilities, healthcare infrastructures. 

 Protection of banking & finance infrastructures and services. 

 Management of homeland security and crisis management together with protection 
and control of buildings and areas in the occasion of major public events (Olympic 
games, concerts, G8 meetings etc.), as well as protection of wide public areas in order 
to monitor security/safety aspects of everyday life. 

 Security and privacy for private appliances & home networking, as well as in nomadic 
environments. 
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3.6.1.2 Societal Context 

 

The main arising benefit is related to the enforcement of privacy and sensitive data protection 
as well as in the enforcement of sense of functionality and protection against external threats 
perceived by people utilizing private and public infrastructures 

 

Looking to the societal impact from an end user‟s perspective, it can be easily argued that 
people‟s confidence has to be increased in using applications, systems, devices and 
infrastructures that were considered vulnerable or untrustworthy in the past. Knowledge, for 
example, that their cell phone is more difficult to be tampered with or that secure network 
access is fully guaranteed during an interaction with a system or application, will loosen their 
fear or reluctance in using them. The feeling and knowledge of complete protection from 
crime and violent “supporter riots” will make soccer games more enjoyable and will augment 
the willingness of people to socialize while decreasing risks for public incolumity. 

 

Benefit will be twofold, leading to the increased usability of certain applications (end user 
perspective) while, on the other hand, it will enable industrial actors and service providers to 
offer new features/services with minimal implicit additional cost and therefore with a reduced 
cost to the customer (business perspective). As an example, consider a multimedia service 
provider who can exploit embedded device security for peer authentication and to ensure 
content delivery only to trusted end user devices. 

 

All in all, we must consider that usually there are many entities involved in a typical 
embedded system manufacturing, supply and usage chain. Improving security at the node 
and network level will positively affect every single of these entities, enabling features such 
as: 

 

Privacy enforcement and sensitive data protection in a wide range of applications and 
services based upon ESs, including communication networks (fixed and mobile), Internet 
access from mobile devices, Web services, surveillance systems, etc. 

 Wide deployment of secure and safe transportation systems. 

 High availability of operations and systems (i.e., uninterrupted services in the 
presence of threats, power failures, accidents and natural disasters). 

 Dynamic and secure communication infrastructure for ES interconnections including 
virtual networks. 

 

Arising business opportunities include:  

 Obtaining market differentiation through the development of new, fundamental 
hardware and software security technologies for ES (e.g. on board and customized 
low power encryption). 

 Enabling solutions based on networked ESs to satisfy new business needs, like 
medical, defence, public safety. 

 Exploiting new opportunities for reconfigurable ESs and sensor networks for variable 
requirements of ad-hoc security coverage (e.g. smart dust networked sensors). 

 Increasing the deployment and effectiveness and thus, the market of Critical 
Infrastructure Protection. 

 Enabling management of large populations of deployed ESs; this is a typical new 
business opportunity for operators. 
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 Providing advanced features and security of the transport operational system, thus 
improving mobility and increasing business opportunities in all market domains (e.g. 
configurable services for transportation of people or goods). 

 Increasing the market of tools and services to support cost effective processes for 
designing secure and dependable systems, applications and services. 

 Creating standards, devices and protocols effective to the homeland security market. 

 Obtaining a leading edge position for Europe in secure ESs against competitors 
worldwide. 

 Increase the competitiveness of the European ES industry through methods that will 
allow a more effective process for the certification of ES security features. 

 

3.6.1.3 Cross Domain Aspects 

 

SPD issues are transversal to the entire application context envisaged by the ARTEMIS 
SRA, allowing the utilization of this specific Sub-program to be used by all domains. At the 
same time this Sub-program will monitor and use technological results obtained by other 
Sub-programs (for instance the ones concerned with “nomadic environment”, safety” and 
“energy management”) that will present security and privacy features for ES boards and 
appliances, networks, firmware/middleware or will influence the implementation technologies 
for security provision.  

Particular contributions are expected in results coming from the fields of mobile, private 
spaces, health, energy management, etc that relate and/or can be exploited through: 

 trusted architectures (mono and multi–core)  

 modules and subsystems for security & privacy support 

 trusted platform design at SW level (protocols and embedded OS) as well as 
seamless integration of event-based and SOA middleware platforms 

 trusted platform design at HW level (tamper proof, tamper resistance, HW 
accelerators for cryptography, etc.) as well as smart-sensors and sensor-networks 
development  tools and methods 

 ad-hoc networking and robust communication (secure protocols, routing, etc.) 
technologies 

 autonomic, auto-recovery, fault tolerance graceful degradation, self management, self 
configuration, self healing methodologies and tools, consistent management of a 
dynamic contest formed by large networks of autonomous systems 

 

From the “research domains” perspective, as represented in the ARTEMIS SRA, the 
applications and technologies developed within system design methods and tools can 
possibly be utilised: 

 

 For modelling and analysis of risks to ESs. 

 For defining methodologies, tools and metrics for security and privacy assessment of 
secure ESs. 

 To enable hardware/software co-design for secure ESs. 

 Tools for design exploration for stand-alone ES protection. 

 To analyze the coverage and the dependability of the networks connecting ESs 
working together (those networks constitute a system of embedded systems). 
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 To improve design process to enable a cost and time effective validation and 
certification of E.S. security features. 

 

Moreover, technology innovations in reference designs and architectures can enable: 

 Development of standards (for interoperability and reusability). 

 Facilitation of the design of trusted platforms following either software approaches 
(secure OS, secure protocols etc.) or hardware ones (tamper proof, tamper 
resistance, HW accelerators for cryptographic operations, etc.).  

 Composable security. 

 Reconfigurable devices in terms of security functions 

 

Results in this Sub-program will address fundamental trust issues in the seamless 
connectivity, middleware research domain, while innovations in this research domain will be 
evaluated on security, privacy and dependability concerns. 

 

The advantages of Security, Privacy and Dependability in ESs can be used in several 
application contexts. For example, results can be used in smart environments can take 
advantage of secure and dependable communications and guaranteed privacy in the 
information flow.  

Furthermore, the results of research on ES security and privacy resulting from this Sub-
program, in addition to the traditional field of applications (pervasive computing 
applications/services and public infrastructures protections), can find additional application in 
the following fields: 

 Wide deployment of m-commerce transactions and other financial services as well as 
trusted multimedia distribution on mobile – internet based networks. 

 Remote (i.e. Internet-based) control of home, office and industrial processes. 

 Decentralized and interconnected utilities productions, storage and transmission 
systems. 

 

 

3.6.2 Required Technologies 

 

The main technologies that need to be developed or significantly improved in the 
short/medium timeframe (3-5 years) include: 

 Efficient, low power hardware modules and subsystems (storage, processing, 
networking, cryptography) for security function implementation. 

 Access control and ES mutual authentication functions and protocols. 

 Peers authentications functions and protocols to be validated in a federation of 
networked and server-less systems in real time applications. 

 Robust, predictable and self adaptable lightweight protocols, specially designed or 
adapted for usage in ES applications. 

 Effective, light, modular operating systems for ESs. 

 Low overhead middleware for flexible multi-application ESs. 

 Middleware for self-management and support of autonomous operation, including 
remote, resilient software upgrading. 

 ES based trusted computing and the interoperability between trusted and non trusted 
environments. 
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 Tamper-proof and tamper-resistant technologies. 

 Enhanced technologies for fault adaptation and recovery of ES clusters. 

 Real Time and Near Real Time support technologies for efficient interactions among 
interconnected ES.. 

 Technologies for enhanced sensing, control and automatic decision making. 

 Tools and methodologies for design space exploration for secure ESs. 

 Efficient, low power components for secure communication. 

 Middleware for creating secure clusters of ES that communicate through virtual 
networks. 

  

3.6.3 Challenges 

 

State-of-the-art ESs are becoming increasingly complex. At the same time they are 
characterised by very tight constraints. Introducing security as a new design metric for ESs is 
particularly challenging, since it relates to many aspects and layers that are difficult to 
manage. 

In terms of single, stand-alone embedded devices, some of the challenges that have to be 
addressed during the development and operation phase include: 

 Computational demands of security processing since, despite evolution, current ES 
architectures are usually incapable to satisfy them due to limited resources. 

 Increased requirements for energy consumption for supporting security functions 
especially in battery-constrained embedded devices. 

 The need for flexibility and scalability, in terms of requirements to execute multiple and 
diverse security protocols. 

 Reliability which is related to the fact that secure systems must continue to operate 
reliably despite attacks from intelligent adversaries who intentionally seek out 
undesirable failure modes. 

 Tamper resistance against an increasing number of attacks, from physical to software. 
Side-channel attacks also represent an important threat for these systems. Handling 
both of them will enable the deployment of trusted platforms. 

 

Concerning the interoperability, integration and networking of multiple devices, there are also 
certain challenges such as: 

 Seamless and secure interactions and cooperation of ESs over heterogeneous 
communication infrastructures, aiming to implement the future concepts of the 
“Internet of Things”. 

 Methods and Tools to address a complex dynamic behaviour of distributed while 
cooperating ESs. 

 Secure, trusted, dependable and efficient data transfer. 

 Self -* (configuration, management, supervision, recovery …). 

 Cooperative schemas for threat management and intrusion detection for 
spontaneously cooperating smart objects. 

 Frequency agility and flexible transmission. 

 Flexible communication protocols providing trade off between performance (latency, 
jitter, throughput, etc.) and security parameters (determinism, reliability, security, etc.). 

 Ad hoc wireless networks that provide sustained and trusted performance to smart 
sensors, actuators and other ES nodes in harsh environments. 
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 Resilience against adversary attacks, which may have successfully compromised 
(partially or fully) some system nodes. 

 Support of dynamic security policy in federation of large networked E.S. systems, 
dynamically composed by unmanaged devices. 

 Support of threat and vulnerability monitoring of federated large networked systems. 

 

 

Secure service delivery based on ES adoption requires: 

 Continuous service provision under all types of threats (natural and human). 

 Automatic security management (authentication, authorization, privacy, etc.) in 
presence of limited resources of embedded nodes. 

 Development of metrics and tools to evaluate security, privacy and 
dependability/composability. 

 Capabilities to measure and enforce Quality of Services across heterogeneous 
domains. 

 Development of dependable and secure network overlays interconnecting large scale 
distributed ES that cooperate to deliver the service. 

 Advanced methods, features and tools for improving service‟s confidentiality. 

 

The basic target of the sub-program‟s effort is the idea to provide SPD as built-in feature and 
not as add-on component. Such integrated provision is mandatory to building secure ES-
based systems.  Providing methods and tools to incorporate SPD issues in existing 
modelling and development environments would help in this direction. 

 

Furthermore, security in ES-composed distributed system services requires: 

 Ensuring sufficient situational awareness conforming to different environmental 
conditions. 

 Enhanced intrusion detection and prevention. 

 Continuous and upgradeable security assessment & resiliency of large scale 
distributed ES. 

 Design tools and methods supporting security as a built-in feature in large distributed 
ES. 

 Standards for modelling, simulation and analysis methodologies. 

 Virtual environments for managing interconnected large scale distributed ES (virtual 
system of ES). 

 Architectures and processes allowing security/privacy specs (framework, 
completeness evaluation). 

 Architectures for intrusion proof, allowing secure upgradeability, trusted dependable, 
reliable/resilient security/privacy evaluation (composable security and dependability). 

 Reference architectures for reliable fault tolerant and resilient ES. 

 

 

3.6.4 Main Goal & Approach 

 

The main goal and vision will be to: 
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 Address the upcoming impact of the Internet of Things to security, privacy, and 
dependability from the early stages of the design up to the final deployment. 

 Improve security issues related to naming, addressing and querying of the physical 
world. In particular develop trusted service discovery platforms supporting the 
governance of the Internet of Things. 

 Allow the ES paradigm evolution to follow the same process as the GP computing 
paradigm. 

 Develop common technologies allowing the development of secure, trusted and 
dependable ES nodes and interconnections (e.g., smart sensors and ad-hoc network 
technologies) 

 Develop appropriate (stand-alone and interconnected) test beds and field trial set-ups 
including prototypes, in order to prove SPD advanced concepts.  

 Develop waveform-agile and flexible transmission methodologies (cognitive radio) in 
terms of security modules compliant with the dynamic networked ES security needs. 

 Develop technologies to add embedded security to sensor based systems (e.g. 
recognition and tracking ability for camera sensors) 

 Enhance security in embedded services and products. This may be achieved by: 

- Developing appropriate and generic security/privacy metrics. 

- Developing tools for modelling, simulation and analysis of  effective and secure 
ES 

- For requirements allowing technological breakthroughs in methodologies and 
tools. 

- For design, simulation and evaluation of secure ES. 

- For developing test systems that allow the validation and constant upgrade of the 
security level of ES, preventing new attack strategies. 

- For the maintenance of security in dynamic environments (e.g., stand-alone 
systems with upgrades, etc.). 

- For distributed system security methodologies (especially when there is Internet 
connectivity). 

- Development of architectures for security systems and subsystems 

- Development of HW and SW architectures for efficient and fault tolerant trusted 
platforms. 

- Development of resource-restricted systems and subsystems for defence against 
known attacks (battery attacks, denial-of-service, firewalls, etc.). 

 

The projects associated with the specific Sub-program will be developed following major 
steps: 

 Definition of specific requirements for ES applications and services concerning 
security applications, including, but not limited to: 

 Robustness, availability and security of critical infrastructures, including 
telecommunications, transportation and utilities, for the provision of services that 
include sensitive information. 

 Security characteristics in the networks for the production, storage and supply to end-
user of public utilities as well as delivery of services. 

 Advanced security and monitoring features necessary for people and goods 
transportation infrastructures, including fusion of distributed real-time monitor data 
streams. 
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 Security/privacy characteristics in the fixed and re-movable devices adopted to 
guarantee the surveillance of public buildings and areas especially in case of critical 
events. 

 Security/privacy required for surveillance/monitoring of a private area. 

 Build development tools, technology demonstrators, smart integration methodologies, 
simulators and prototypes for efficient achievement of: 

- Efficient security in trusted systems, sensors and communications. 

- High resilience. 

- Services to be delivered over a communication network in a secure/private way. 

- Intelligent integration and communication among multi-active and adaptive 
sensors. 

- Autonomous management/supervision/recovery of appliances and devices. 

- Real-time and near real-time situation awareness management. 

- Data security and privacy in critical situations. 

 Discover and experiment, especially in the area of simulators and smart integration 
tools, for HW platform, interface/API, methodologies, SW design tools, etc., which 
could be used transversally in all the application domains concerning the security and 
advanced features in different kinds of networks. 

 Built test beds and field trials, in order to evaluate and then validate proposed outputs 
in both a restricted and then a wide environment. 

 Validate results via inclusions of developed methods, tools, technologies in standard 
applications of relevant domains. 

 Provide actions and support materials to promote interchange of results 
(dissemination) and definition of standards in this area. 

 

 

The approach will follow 3 levels of incremental complexity in terms of securing effort and 
communication issues. 

 

Level One: 

 

 securing systems of interconnected ESs employing heterogeneous devices and 
standard communication technologies working in managed and trusted environments, 
assuming that a managed system is a system where the security attributes are 
centrally defined by the provider managing the system while an unmanaged system is 
a system built on the top of a set of independent and dynamic managed systems. In 
this latter case the security attributes cannot be defined by a single provider.  

 

Level Two: 

 

 securing systems of interconnected ES, employing heterogeneous devices and 
advanced communication technologies (including securing on demand 'instant' 
networks) working in unmanaged and non-trusted environments. This will include 
defining security  schemes spanning different dynamic domains, ensuring end to end 
security, and introducing adaptive, context and information dependent security, 

 

Level Three: 
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 securing dynamic systems of interconnected ES in a framework characterized by an 
efficient combination of managed and unmanaged systems, where each ES can 
deliver own services and each ES can use these services building its own trust and 
security levels, whichever communication technologies or media channels will be 
adopted. This will also include adaptive trust on the provenience of the information 
used by each ES. 

 

 

3.6.5 Positioning with respect to ARTEMIS Objectives & SRA 

 

Reference Designs & Architectures (RD & A) 

 Develop architectures and define standards for secure ES. 

 Ensure privacy and trust in ES. 

 Reconfigurable, upgradeable embedded devices in terms of security functions. 

 Develop enabling technologies for smart integrated groups of sensors and actuators 
aimed at the surveillance and safety in public buildings, public areas, utilities and 
transportation protection also dynamically deployable in the occurrence of particular 
public events. 

 

System Design Methodologies & Tools (DM & T) 

 Will contribute to creating an integrated chain of European sourced tools. 

 Will contribute to reducing the non-recurring cost in ES development as well as 
reducing the time to market for ES. 

 Will enable hardware/software co-design for secure ES. 

 Will contribute to identification of methodologies, tools and metrics for security and 
privacy assessment of secure ES. 

 

Seamless Connectivity & Middleware (SC & M) 

 Will contribute in reducing the effort and time required for certification/qualification 
upon changes and during system evolution. 

 Will ensure (network-based) upgradeability while maintaining privacy and security as 
designed. 

 Create solutions to achieve a safe production, transformation, storage and 
transmission of public utilities as well as of public services. 

 Create fast, efficient, safe and accessible public transport for both people and goods. 

 

INNOVATION 

 Strengthening the European SME sector by creating new market opportunities, 
improving inter-operability easing access for SMEs to the market of ES, and spin-
offing for new technologies. 
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3.6.6 Programme scale 

 

3.6.6.1  Programme Structure, organization, technical coordination  

A spiral approach will be followed. Each Cycle will start considering requirements coming 
from security and privacy aspects relevant to applications in different context for each of the 
two main targets, leading to cross domain ES security technologies.  

 

 

The process will be repeated in 3 Cycles. Each Cycle implementation is supposed to last 
about 2 years and will go through the following steps: 

1. Application Requirement analysis 

2. Security metrics 

3. Methods, tools and architectures 

4. Technology demonstrators 

5. Assessment 

6. Cross domain utilization 

 

  

 

 

 

 

Cycles following the first one will refine the knowledge created by the previous one by using 
its results and integrating security and privacy requirements stemming from other ARTEMIS 
Sub-programs. At the same time, this Sub-program has to create the security framework for 
others Sub-programs and therefore the results stemming from each security implementation 
cycle will be communicated to other Sub-programs for their use. 

 

This approach, going from specific to broader concepts, inhibits at an early stage the risk of 
developing general framework solutions that cannot be applied to particular domains. It lets 

Application  
Requirement  

analysis 

Security metrics 

Methods, tools and  
architectures 

Technology  
demonstrators 

Assessment 

Cross domain  
utilization 

Cycle 1 

 Cycle 2 

 

Cycle 3 
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stakeholders in each theme to receive early, from the appropriate target research line (ES 
security at node/network level and secure & dependable ES for infrastructure protection) the 
SPD-related issues in their domain. This incremental approach allows incorporating and 
exploiting results developed in other sub-programmes, while continuously extending and 
adapting the SPD framework. 

 

The technological outcome in each cycle will be applied in proof-of-concept application and 
validating in observance of specific SPD metrics provided during the same Sub-program 
cycle activities. In accordance with such metrics, each cycle is expected to improve previous 
SPD global factors even if addressing or including specific SPD requirements more relevant 
for a specific application context, as mentioned in the Artemisia SRA. 

Moreover, the spiral mechanism will address SPD challenges coming from increasing ES 
complexity in term of security attributes (e.g. ”trustworthiness”), communication modality and 
deployment scenarios as defined by the three levels described in the approach paragraph. 
Due to the cross-theme interoperation of this sub-programme, the coordination with other 
Artemisia Sub-programme s will be both at the sub-programme and the global level. The 
core coordination team will be augmented in each Cycle according with the augmented 
complexity addressing a more extensive number of cross-domain applications. 

 

3.6.6.2 Coverage / demonstrable results 

 

The coverage of each cycle could include activities inside the area shown in the following 
drawing: 

 

 

 

 

Higher priority will be given to applications/demonstrators in: 

 People & Goods transport 

 Utilities and service networks 

 Public Building & Spaces 
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 Cross domain security technologies 

 Future Internet (Internet of Things) 

 

Providing proof-of-concept applications using the new developed 
methods/tools/technologies and test-beds for SPD metric evaluation 

 

3.6.7 Innovation 

 

The innovations targeted by the sub-programme are extensively described in the challenges‟ 
and main goals‟ related sections earlier. They include common technologies for secure, 
trusted and dependable ES nodes and for ES communications, and security & privacy 
metrics, tools and architectures. 

 

3.6.7.1 Technology Transfer, Impact on Value Chain, Education 

The sub-programme can enable technology transfer and deeply impact value chain, 
education, standards since: 

 It is rooted on application-level activities pushed by each domain stakeholders, 
ensuring that their requirements and constraints are taken into account. 

 It is creating new business opportunities through establishing or contributing to cross-
domain technologies and open interoperability standards. 

 The stakeholders (industrial, SMEs, academic, end-users) who are interested in an 
application domain are involved in this sub-programme at a very early stage, due to 
the spiral approach adapted, naturally facilitating technology transfer to them and 
ensuring strong industrial take-up and fast adoption. 

 

The following initiatives are proposed: 

 University Course Package on Methodologies and Standards for the Interoperability of 
Heterogeneous Embedded Systems. 

Open Source Community on the security issues of the Distributed Systems. 

 

3.6.7.2  Innovation Infrastructures 

The innovation will be realized in project-based collaboration environments which will include 
industrial, research and end-user stakeholders coming from both the security area and the 
relevant application domains. 

The sub-programme can contribute to the further definition of auxiliary innovation 
infrastructures (test-beds, integration platforms, etc). Examples are: 

 Technology platforms incorporating key methods contributing to development 
processes for safety relevant ES. 

 Evaluation infrastructures including demonstrator vehicles, and large scale simulation 
facilities. 

 Networks of laboratories to define validation and certification best practices as well as 
to represent the needs of European E.S. industry in the activity of evolution of the  
technical standard of security certification  
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3.7 Embedded Systems supporting Sustainable Urban Life 

3.7.1 Domain 

This sub-programme focuses on the development and application of embedded technologies 
for sustainable buildings and urban environments. It covers the domains of both private 
spaces and public infrastructures including residential and non-residential areas, offices, 
schools, hospitals, etc. and the optimisation of transportation in urban areas. Embedded 
technology in this domain is aimed at introducing comfort, security, and intelligent resource 
management capabilities (energy, water, waste ...) in buildings and districts. Specific 
attention is devoted to the management of massive distribution of renewable energy 
resources in the electric power grid.  

3.7.2 Application & Market Relevance 

Three main market sectors are identified from the applications viewpoint:  

 Public infrastructures and utilities 

 Residential and non-residential buildings 

 Domestic electronics and appliances 

The three of them are key pillars or European economy and have huge growing potential 
through the development and application of embedded system technology.  

Public infrastructures and utilities 

The applicability of the developed technologies covers all kind of urban buildings and 
infrastructures, including new and existing ones. It spans from power generation and 
distribution, to water supply, public health (hospitals, health centres, tele-health services, 
etc.), education and leisure (schools, parks, sport centres, etc.) and security services (police, 
military, emergency services, etc.), individual and mass transport systems in urban areas, 
etc.  

The potential market is huge and it may even grow further, since the sub-programme will 
favour the creation of new business models for the urban environment, including sustainable 
concepts in the whole value chain of the urban life, from the design to the maintenance and 
operation of urban systems. 

Residential and non-residential buildings 

There are 160 million buildings across Europe that account for more than 36% of the energy 
use (8,7% for the non residential sector and 27,5% for the residential sector). This includes 
not only private houses but also, hotels, commerce, offices and other private buildings. More 
than 70% of the housing stock were built before the first energy crisis, one-third of the 
dwellings are more than 50 years old. So, a new vision about the interrelationship among the 
different kinds of building in terms of energy efficiency is needed. 

Construction costs do not need to increase substantially due to the improvement of the 
building‟s resource efficiency. Typically construction costs increase by 3-5 % due to the 
introduction of efficiency solutions. Lowering the overall energy and other resources 
consumption has a direct positive impact upon life-cycle costs.  

Domestic appliances and electronics 

New technology developments and appliance energy efficiency are triggers for purchase and 
renovation of domestic brown and white goods and, more important, to keep and re-enforce 
the leadership of European brands in the market. Those markets and companies in which 
home networks standards will be developed and widely accepted will get an important 
commercial advantage.  
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Appliances are no longer independent entities, but part of a larger system connected through 
a residential gateway, with intelligent smart capabilities. Embedded technology is a key 
enabler in this evolution.  

 

The involvement of the different public authorities seems to be crucial in order to obtain the 
necessary harmonization between energy efficiency innovation and regulation. 

3.7.3 Societal Context 

The urban environment, in which 80% of European citizens live, is responsible of the 
consumption of the 60% of the resources obtained from the earth and the 50% of energy 
consumption and CO2 emissions. The investment on technologies to improve the reduction 
of energy consumption is justified nowadays due to the expected increase of energy prices 
and environmental impacts. It also contributes to reduce the fuel dependency of EU on 
unstable countries, which currently is 50%.  

Sustainable urban life, however, goes beyond energy savings and deals with the balancing 
the fulfilment of human needs with the protection of the natural environment so that these 
needs can be met not only in the present, but in the indefinite future. This is a basic social 
claim that is addressed by several EU and international directives and initiatives such as:  

 Lisbon and Barcelona Strategy for transforming EU industry from a resource intensive 
to a knowledge intensive industry  

 Directive on the energy performance of buildings, which establishes that energy 
efficiency (EE) and integration of renewable energy sources (RES) is a priority within 
energy policy because of its potential contribution to meeting energy security 
objectives and meeting Kyoto Protocol targets. Other related Directives for RES and 
EE are: White Paper on RES, Action Plan for Energy Efficiency in EU, Electricity 
Directive/RES, EU Energy Performance of Buildings Directive 2002/91/EC, Eco-
Design Directive, Cogeneration Directive, Bio-fuels Directive and Energy Services 
Directive. 

 Green Book on Security of Energy Supply which considers that the supply from RES 
and the demand management (energy efficiency) are essential components for this 
security.  

The sub-programme expected social benefits may be summarised as follows:   

Environmental 

 80% reduction of CO2 emissions with respect to  similar city areas 

 75% reduction of noise, pollution and traffic 

 Contribution to the 20/20/20 Objective (in 2020 of 20 of renewable energy use, 
reduction of 20% of CO2 emissions, 20% improved efficiency), 

 Decrease in natural resources use 

Energy efficiency 

 50% savings in energy consumption in existing buildings in the current usage levels. 

 70% reduction in total energy consumption in new buildings and premises settled in 
the area 

 Considerable decrease of energy costs over the life-time of the building. 

 Active participation of the customer in the energy market. 

 Efficient integration of renewable energy sources with other varied and distributed 
generators  
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 Security of energy supply managing distributed generators and demand in an efficient 
and safe way. 

Comfort and security 

 Increase in reliability of building systems (emphasis in safety and security 
requirements) 

 Increased user trust in the infrastructure 

 Increase in indoor comfort through overall assistance to users 

 Guaranteed accessibility to all users independently of physical and technological 
capacities 

 Improved comfort due to improved services implemented through plug&play devices, 
Internet-based control of home… 

Employment 

 Creation of employment as a result of increased activity in energy improvements in 
buildings. 

3.7.4 Cross Domain Aspects 

The technologies and applications addressed in this sub-programme are complementary to 
other application domains in the context of ARTEMIS SRA. In particular the following cross 
domain aspects are identified:  

Transportation: Safety aspects of transport systems, addressed in SP1- Methods and 
Processes for Safety-enabling embedded systems complement transport system 
optimisation in urban areas. 

Digital services: The comfort and security services aimed at eco-efficiency and eco-
sufficiency addressed in this sub-programme constitute one specific aspect of the domain 
tackled in SP3 - Smart Environments and Scalable Digital Services.  

Industry and Manufacturing: This sub-programme addresses embedded technology for 
resource efficiency in all kind of buildings, but leaving aside embedded systems for 
production and manufacturing, which are specifically contained in SP4 – Efficient 
Manufacturing and Logistics.  

There are certainly cross domain problems that are addressed in technology-oriented 
domains and applied in developments and systems for sustainable urban life. This is the 
case for: 

 Computing environments and energy management in embedded systems 

 Security privacy and dependability 

 User interfaces 

While SP7 depends on developments from these areas (addressed respectively in SP5, SP6 
and SP8), it and focuses only on development and/or adaptation of specific aspects of the 
technology, such as surveillance systems, access control, accessibility, etc.  

3.7.5 Required Technologies 

The implementation of the sub-programme involves research, development and application 
of technology. The main required technology lines, organised in the ARTEMIS SRA research 
domains are:  
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3.7.5.1 Reference design and architectures 

System Composability, to enable the smooth integration of independent components to 
build a system. Architecture-centric engineering constitutes a promising approach to deal 
with the management of composable systems of increased complexity.  

Smart, self-aware system components. Development of systems and components 
embodying wireless communication capacity, e.g. for monitoring environmental parameters 
such as emission/polution or for the  in situ real time condition monitoring of engines in order 
to enable performance optimization, failure assessment, and condition-based maintenance. 

Such sensors have to be robust for operation in harsh environments and provide suitable 
concepts for energy provisioning, energy efficient operation and self-management. 

System of System Engineering, comprising the design and implementation of net-based 
solutions requiring the optimisation of various systems brought together to meet specific 
mission. This discipline was born out of the defense domain but it is increasingly being 
applied to civil applications when various institutions with different systems need to 
interoperate in a common task, such as emergency management, healthcare, urban 
services, etc.  

Trust & Security management involves technology for authentication, authorization, 
privacy, confidentiality of information, protection of intellectual property and digital rights 
management of trusted embedded environments. Autonomic security management relieving 
the user from setting security parameters and thus avoid security breaches caused by 
inattentive user behaviour.  

Evaluation, validation and certification of the claimed security and assurance level of 
trusted embedded environments is a key aspect in particular with reference to security 
models and standards such as ISO/IEC 15.408 – Common Criteria for Information 
Technology Security Evaluation and Standard ISO/IEC 17.799, that gives guidelines for 
Information Security Management and relevant certification. 

Power management to address energy efficiency and to enable power autonomous 
systems with the active participation of customers in the overall efficiency of the system 
(through generation, load reduction or consumption). This involves design of energy-efficient 
protocols, energy saving capabilities and evaluation of energy efficiency.  

Accessible interfacing to the user, intuitive multimodal interfaces embedded in the 
environment to naturally respond to user‟s needs under different circumstances and contexts 
and providing features that make it accessible to all, independently of technological of 
physical capabilities. Ergonomics of accessible design. Assistive technologies to guarantee 
accessibility to all individuals. Standards and certifications.  

Dependable embedded systems to ensure adequate level of integrity of many mission-
critical functions implemented by them. 

Architectures capable of self-diagnose and self-configuration of services and functions. This 
can include wireless embedded, harsh environment-capable sensors for continuously 
monitoring of machines and mechanical component condition (on complex shapes), to 
improve and optimize efficiency and emissions. The in situ real-time condition monitoring of 
mechanical systems is of great benefit to heavy industries (e.g. power generation and many 
other harsh environment situations). 

3.7.5.2 Seamless connectivity and middleware 

Tracking and wireless identification systems: These systems allow application and 
services based on the location of users and objects.  They rely on technologies such as 
RFID (Radio Frequency Identification Technology), BIDI codes or NFC (Near Field 
Communication), vision based tracking, and GNSS (Global Navigation Satellite System) 
which are increasingly being used commercial applications. The focus is on application-
oriented research for the building and home automation domain, with great potential for 
control and supervision on the environment (light, heat, music) according to the context.  
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Wireless Control Networks These networks are constituted by sensors and actuators 
providing the infrastructure necessary for the realisation of ambient intelligence. They are 
applicable to the building automation and distributed resource management domains. Key 
research issues are modelling of sensors to enable interaction with the environment as well 
as constraints such as low cost and low power consumption communication. 

Autonomous systems with context sensitive self properties. Self -* properties (self 
configuration, self healing, self protection, self optimization) are to be taken into account. 
Architectural principles that enable the efficient construction of self-organising embedded 
systems (learning from context, auto maintenance and reconfiguration). Intelligent sensor 
fusion and building of consistent knowledge structures reflecting the current situation of a 
system by combining static a priori knowledge about the environment with dynamically 
acquired sensor information, Situational awareness, such as location, time, power and 
discovery of cooperating and adversary entities and the capability to generate autonomously 
plans for goal attainment, taking the situational awareness as input. Predictable behaviour of 
self-organizing systems. 

Interoperable, service oriented architectures (SOA) can play an important role in order to 
get full interoperability among heterogeneous devices and systems. In residential 
environments, solutions based on the OSGi Service platform could provide the features 
needed for managing and interacting with those devices. Service based architectures: Auto-
discovery of services, evaluation of the trustworthiness of the services, and autonomous 
integration of the discovered services resulting in fully autonomous plug and play behaviour. 
On a larger-scale, the developed systems will be integrated and rely on other systems, e.g. 
digital services (SP3), posing challenges on the scalable and reliable integration into 
“Systems of Systems”. 

Smart grids: Smart grids applications include a large set of new services offered to users 
and utilities that can potentially radically change the energy market. Grid monitors and 
controls will anticipate and instantly align electricity supply and electricity demand order to 
avoid or mitigate power outages. The grid will support widespread use of distributed 
generation allowing customers to interconnect fuel cells, renewable generation, and other 
distributed generation, including mobile energy consumers and producers such as e-Cars. 
Within the residential environment, the grid will enable consumers to better control the 
appliances and equipment in their homes and businesses. Interconnection with energy 
management systems in smart buildings will enable customers to manage their energy use 
and reduce their energy costs. The advanced energy distribution control will reduce waste 
and maximize use of the lowest-cost generation resources. Better harmonization of the 
distribution and local load servicing functions with interregional energy flows and 
transmission traffic will also improve utilization of the existing system assets. 

Authentication and confidential access middleware, providing efficient transfer of rights 
from site to site is identified as a key need.  Security of the execution platform, 
authentication/authorization, proof and audit capabilities, threat identification and security 
management are aspects that the middleware has to offer. NB: This technology requirement 
is in close relationship with technology developed as part of SP6 (Information Security, 
Privacy and Dependability). 

Deterministic and dependable communications: Distributed Control Embedded Systems 
in this application context need real-time, secure and reliable communication solutions. 
Promote distributed middleware architectures including interoperability and dependability 
aspects. 

3.7.5.3 Design methods and tools 

End-to-end Process Optimisation is a transverse engineering issue comprising all the 
phases from conception to production. Model based design approaches are promising 
techniques to address multi-disciplinary engineering using heterogeneous multi-domain 
models, design patterns and impact analysis.  
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Model-driven Engineering is a promising approach to establish common modelling 
practices for embedded system design, architecture and development.  The ultimate 
objective is the implementation of model-based “software factories” integrating requirements 
modelling facilities, verification and validation analysis and model transformation facilities 
achieving dramatic improvements in cost and development time.  

Open frameworks and standards: Emerging standards are enabling data sharing between 
the various subsystems collaborating in the goal of sustainability. Within the building and 
home, some relevant domain-specific standards are IEC 61850, IEC 61400 in the area of 
energy management and HomeRF, IEEE 1394, Lon networks, HomePNA, PowerLine IEEE 
802.3, IEEE 802.11x (x = a,b, and g) in the building domain. Other relevant standards for 
middleware are Jini, VESA, HAVi UPnP, DLNA, OSGi, HGi, etc. and for networks of sensors 
SensorML, Observations and Measurements ML, Sensor Web Enablement architecture, etc. 
In urban transportation and traffic control, these include lower-layer communication 
standards such as IEEE802.11.p/IEEE1609 as well as architectural standards like CALM 
(Communications Architecture for Land Mobile environment) 

Verification &Validation methods and tools. They are essential elements to increase 
productivity and manage quality by early defect detection It includes the identification and 
definition of all kind of properties in a system and the techniques to verify and validate these 
properties.  Verification and Validation methods and tool support for embedded systems is 
essential to assure that systems meet their quality requirements: performance, safety, 
reliability, security. Early validation or validation at design time is enabled by model-based 
approaches, using UML profiles such as SPT, QoS, MARTE, MAST… for modelling quality 
aspects and tools based on these profiles. 

Support for Certification. There are standards for safety related aspects that mission 
critical systems must meet such as IEC 61508 that defines Safety Integrity Levels (SILs). 
Support for meeting these kinds of standards and re-assure products and certificate different 
products of a family of systems in a cost-effective way. 

Product-lines methods and tools, to introduce industrial reuse practices by focusing on the 
common part and managing the variations that address specific customer needs. Product-
line engineering need to be adapted to embedded systems to reduce development costs and 
increase quality. 

Support use of ISO / IEC 15408 Standard - Common Criteria for Information Technology 
Security Evaluation, and  Standard ISO 17799 that establishes guidelines and general 
principles for initiating, implementing, maintaining, and improving information security 
management in an organization and relevant certification. 

3.7.6 Challenges 

Application challenges for sustainable urban life:  

 Eco efficiency is related with the creation of more goods and services while using 
fewer resources (energy, water supply, air, etc.) and creating less waste and pollution. 
This challenge involves efficient energy management in the context of distributed 
generation, intelligent heat and air conditioning systems, lighting systems and chill and 
hot water supply.  

 Eco sufficiency is related with a change of lifestyle that implies a reduction of the 
need of resources and it is friendlier with the environment. This challenge involves 
improve the management of waste, reducing energy consumption, renovation and 
maintenance management, and urban infrastructures to reduce the need for mobility 
Elements of eco-sufficiency also include implementation of saving policies for the user 
such as optimal choice of energy providers or automatic choice of most convenient 
consumption windows 

 Improved comfort and security need not be in contradiction with eco-efficient and 
eco-sufficient urban environments. The real challenge is to make sustainable urban 
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life attractive to achieve its wide spread in society. Comfort and security challenges 
involve surveillance systems for safety, security and alert systems, improved 
accessibility, operation support systems, home automation, information and 
entertainment. Security requires policies, risk assessment, and training in addition to 
security technologies. The development of these human-focused procedures takes 
time - and need to take time - to ensure that they are done correctly. 

These challenges lay on more technical challenges and difficulties present in current state-
of-the-art, which include: 

 Standards: to enable a network of home appliances and networks of distributed 
energy resources (DER) and to support the integration of the various domains (e.g. 
transportation, electricity, building) into systems-of-systems. 

 Cross-domain integration: Applications and services may leverage the potential of 
integrating systems and information from various domains. For instance, information 
available in a transport network or in electrical cars may be important to predict future 
energy demands in the smart grid. Besides the technical integration, this involves the 
identification of appropriate scenarios and related business models. 

 Complexity management: to address the order of magnitude complexity increase in 
distributed power generation and distribution. Some aspects of the sustainable urban 
life will be sensitive to human response and interaction, while others need 
instantaneous, automated responses. Aspects of the sustainable urban life will be 
driven by financial pressures and others by environmental requirements. 

 Intuitive interfaces of trustable systems: to enable wide adoption of smart services 
ensuring privacy 

 Context sensitivity: Advanced sensoring and adaptive behaviour to environment 
changes, including the fusion of information from different sensors and systems. 

 Deterministic and Dependable communications: Distributed Control Embedded 
Systems in this application context need real-time, secure and reliable communication 
solutions. 

 Intelligent Control: For automated decision making in new, complex and dynamic 
system nodes. 

 Monitoring, Control and Management of Distributed Energy 
Generation/Load/Storage Devices. In particular control an management to address 
security issues such as intrusion detection and prevention and  deliberated attacks 
which  may cause major economical losses or even endanger public health and 
safety.,  

 Evolvability and device management: Embedded device management, time on 
service, updates, non disruptive evolution and end of service management. 

3.7.7 Main Goal & Approach 

The main goal of the sub-programme is to develop embedded intelligence and integration 
technology to enable sustainable urban life through the rationalisation in the use of resources 
while incrementing comfort and security in urban environments 

The sub-program is conceived to be deployed through the execution of several projects, 
each addressing specific and well-defined goals. The different projects need to be 
coordinated and the goals should cover the different challenges identified such that as a 
whole, the sub-programme achieves the expected impact. As a number of the technological 
issues are addressed also in other sub-program, it is required that projects are coordinated 
and carried out in close collaboration with projects in other sub-programs of ARTEMIS. 

The goals may be aligned with the identified challenges as follows:  
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Eco efficiency goals 

 Energy Efficiency: Improving energy efficiency at product and system levels. (HVAC, 
RES, Smart Lighting, Building Energy Management Systems, urban transportation 
systems)  

 Optimal energy management and control. Distribution and micro-generation 
through renewable energy sources (photovoltaics, fuel cells, etc.), integration in the 
power grid 

 Urban sustainability (waste, water, energy): The efficient management and use of 
energy water and waste and reduce the emissions and use of natural resources in 
urban ecosystems. 

 Distributed energy generation: it is aimed at dynamic analysis of consumption of 
Distributed Energy Resources (generation and consumption). The internal 
management should be based on market mechanisms that allow the negotiation for 
the use of required resources and the management of the external interaction with the 
distributed network operators to offer support services to the electricity network.  

Eco sufficiency goals 

 Human behaviour: persuading and enabling people to choose the „best action‟ from 
an energy saving point of view, develop systems that choose this „best action‟, create 
an user interface with energy, comfort and resource optimization and provide them 
information through the control system by an adequately designed interface.  

 Renovation and maintenance management: Urban Holistic maintenance, Predictive 
maintenance (lighting, sewer system, energy sources, water, communications, etc.), 
Preventive maintenance, efficient management of damages and accidents and 
installations‟ surveillance and optimization. 

 Embedded systems for Sustainable Drainage Systems (SuDS) management. SuDS 
are designed to reduce the potential of flooding on new and existing urban 
developments. Unlike traditional urban storm water drainage systems, they also help 
to protect and enhance ground water quality. 

Improved comfort and security goals 

 Indoor comfort and indoor environmental quality: (HVAC, thermal, acoustic, visual and 
olfactory) 

 Home automation (or domotics) in addition to building automation techniques (such as 
light and climate control, control of doors and window shutters, security and 
surveillance systems, etc.) domotics include the control of multi.-media entertainment 
systems, plant watering, pet feeding, etc, with high levels of intuitiveness in the user 
interface of these systems. Other related and important subjects are Universal 
Accessibility “At-Home”, new natural human interaction with devices and functions, 
Ubiquity, Safety, Security, Inclusion, etc). 

 New smart services: Frameworks that enable the integration and dynamic mash-ups 
of new commercial digital services and the urban and district area embedded 
systems. 

 Surveillance systems and ambient intelligent for intelligent  urban 
infrastructures: (Connectivity between different devices present in the urban 
environment, Ambient intelligence for disabled people in buildings and urban 
environment, Surveillance systems for safety, security and environmental impacts, 
Alert services, Support for first emergency responders, information and entertainment, 
services for tourism, .... 
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3.7.8 Positioning with respect to ARTEMIS Objectives & SRA 

This sub-programme combines two main application contexts of ARTEMIS SRA: “Private 
Spaces” and “Public Infrastructures” and spans over all technology layers with emphasis in 
technologies relating to componentisations in big systems, efficiency and optimisation, 
contextualisation, security and safety.  
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3.7.9 Programme scale 

3.7.9.1  Programme Structure, organization, technical coordination  

The sub-programme has a mix 50% technology-oriented research and 50% application-
oriented development with clear societal impact, contributing to international sustainability 
goals. The global nature of the attacked problems and the need for interoperable solutions 
makes that this programme cannot be addressed in isolation by one company or one 
country. It requires international collaboration and multi-disciplinary approach, involving 
various sectors and technologies.  

As shown in the figure, the programme is structured into a technology level, covering some 
aspects in all the technology domains of ARTEMIS SRA, and an application level, going from 
the unit (home) level to the overall urban level.  
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The sub-programme is characterised by an integration need that crosses all the technology 
domains. This need adopts diverse forms: need for standards and models at the design 
level, need for networks at the connectivity level and need for systems interoperability at the 
overall architectural level. This is the reason why the projects within this sub-programme 
require an extra coordination effort, since the overall impact depends more on the interaction 
of the solutions rather than on individual solutions.  
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3.7.9.2 Coverage / demonstrable results 

The nature of the sub-programme makes it important to build compatible prototypes that may 
interact to demonstrate the overall impact. The scale factor is also an important one: to 
ensure the adoption of solutions it must be shown that they can scale to the urban level.  

Results of the sub-programme may include:  

 Set of related standards and models, covering both technological and application 
areas.  

 Demonstrators for resource optimisation (savings) based on embedded technology 
connected through a distributed network  

 Interacting demonstrators showing how independent solutions and systems may 
interoperate and collaborate to achieve global optimisation.  

The leverage of synergies and joint activities with other SPs (e.g. SP 3) is encouraged. 

3.7.10 Innovation 

A distinguishing characteristic of this sub-programme is the need for integration across a 
wide range of technology domains. This aspect is addressed by putting the emphasis in two 
related innovation policies:  

 Standard development and harmonisation  

 Open source implementations 

Standard development and harmonisation 

There are several existing and emerging relevant standards in the application domain and in 
the various technological fields. Within the building domain, some of the domain-specific 
standards are IEC 61850, IEC 61400 in the area of energy management and HomeRF, IEEE 
1394, Lon networks, HomePNA, PowerLine IEEE 802.3, IEEE 802.11x (x = a,b, and g) in the 
building domain. The technology-oriented standards include standards for middleware are 
Jini, VESA, HAVi UPnP, DLNA, OSGi, HGi, etc., standards  for networks of sensors 
SensorML, Observations and Measurements ML, Sensor Web Enablement architecture, etc. 
and standards for trust and security, including ISO / IEC 15408 Common Criteria for 
Information Technology Security Evaluation, and  ISO 17799 for information security 
management.  Within other domains such as smart grids and transportation other domain 
specific standards may be relevant. 

Standards are at the basis of any integration effort. For example, standard communication 
technologies are required in devices for creating a proper bridge between “smart grids” and 
“smart electric appliances” in order to balance grid demand and supply for reducing CO2 
emission and increasing global efficiency. For this reason, active participation in the 
appropriate standardisation bodies for the development of these standards is essential for 
the sub-programme success. In addition, standards constitute a valuable tool and reference 
models for the evaluation, improvement and certification of applications.  

Open source implementations 

Open source approaches are a very effective in serving as reference implementations for 
standards and contributing to their wide spread and adoption in the market.  Therefore the 
sub-programme supports an open source policy to encourage the development of open 
source reference implementations for standards to complement and re-enforce the standards 
initiatives. For example, open reference implementations are required to connect digital white 
goods from different brands among them and to a standard home network, enabling the offer 
of high level internet based services (e.g. remote assistance and preventive maintenance of 
white goods).In a similar way, a standard gateway is required to connect a building with the 
services of a smart grid.  
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Additional impact of this sub-programme on the “Innovation Eco-system” goal of ARTEMIS 
relates to the following: 

 Energy Efficiency issues, involving new distributed energy generation/load/storage 
devices and new generation of smart white goods and the connected domestic 
environment where they are installed. 

 Smart household appliances using embedded “intelligent” control systems, user 
interfaces and sensors for implementing self-adapting capability for increasing 
performances and reducing the consumption of critical resources (energy, water, 
chemical agents). 

 Enabling efficient customer participation in decentralized energy management 
including generators and loads. Opening the energy production/distribution market to 
increased participation of small customers. 

3.7.10.1 Technology Transfer, Impact on Value Chain, Education 

Intellectual Property Management 

The programmes envisaged will entail highly complex arrangements of sharing of Intellectual 
Property among a wide range of participants. It will be established a reference set of rules for 
inter-company collaboration and for industry-academic collaboration that will serve as an 
industry model. 

Open Source policy 

As stated above, open source plays a key role in the success of the sub-programme and, in 
particular, in enlarging and facilitating technology transfer to the market. The open source 
policy involves the following actions:  

 Setting-up a European infrastructure to host and support OSS initiatives relevant to 
ARTEMIS vision and priorities including the validation, certification and supply of OSS 
components.  

 Pushing for open source reference implementations of relevant standards to favour 
their widespread and adoption. 

 Promoting whenever appropriate the creation of “Open Source Eco-Systems” for the 
dissemination and commercialisation of the software technologies and associated 
services produced.  

 Demonstrating viability of Distributed Energy Management Systems (concepts, 
embedded technologies, business models). 

 

 

Education and training 

The productive engagement of industry and academia will be facilitated to match the pace of 
evolution of educational systems and curricula to the rapid evolution in technologies, closing 
the gap between academic education and actual industrial application. The development of 
new combinations of skills will be facilitated so that hardware designers will be able to 
appreciate the possibilities or limitations of software, and vice-versa. A more holistic 
approach to system design will be promoted. In addition, the projects will: 

 develop master course, journals, training material ...  

 organize workshops and conferences  

 disseminate project results 
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3.8 Human-centred Design of Embedded Systems 

3.8.1 Domain 

Human-Machine Interfaces (HMI) are a crucial element of many Embedded Systems in all 
application contexts. Embedded Systems are used in fully autonomous systems but also 
more and more in “intelligent” assistance systems that support users in executing complex 
tasks like controlling a vehicle or advanced machinery, in managing their health during 
everyday life or in operating their infotainment equipment in varying environments and 
applications. For “intelligent” automatic assistance and control systems, the need for intuitive 
HMI is obvious but, also for fully autonomous systems, user interfaces play a major role 
guaranteeing transparency of the systems states and processes, as a key factor for users‟ 
trust in  functionality and services. 

Because of that, this Sub-programme covers User Centred Design approaches and solutions 
for Human Machine Interfaces (HMI) of Embedded Systems, in all ARTEMIS application 
contexts. The aim is to promote technology development that supports designers to build 
intuitive HMIs that integrate naturally into operational environments and that are effective and 
easy to use. Especially in safety critical domains, HMI has to support the strength of human 
intellectual processes (e.g. creative problem solving or divided attention behaviour) and to 
counteract the limitations (e.g. maintaining situation awareness in high workload situations). 
Therefore, it is expected that effective natural forms of interaction will have a increasing 
impact on the everyday life of the user. Embedded solutions will enable interaction concepts 
for controlling the objects of environments, no longer implemented centrally as it is known 
today from PCs, rather by networks of computing nodes interpreting the instructions of the 
user, distributing them then via existing communication infrastructures to the end devices 
that can implement the task best. 

3.8.1.1 Application & Market Relevance 

The need for intuitive and trusted HMI is evident in all ARTEMIS application contexts: 

 

 Industrial Systems 

Effective and accepted user interfaces are a must to maintain users‟ trust in automation 
and support systems, as a key enabler to effective introduction of new and extended 
embedded systems. 

Efficient user interfaces that allow adaptive insight in the internal states and processes of 
automated systems to support and ease diagnostics, configuration and maintenance, can 
play a major role in reducing the cost of these activities. Cooperative and adaptive 
automation in large and complex plants consisting of hundreds-to-thousands of sensors 
and actuators, like in the chemical process industry, can enhance safety through decision 
support features preventing hazardous manoeuvres. 

Advanced Driver Assistance Systems in the automotive domain must effectively support 
the driver by automation and intelligence, preventing human errors by avoiding usual and 
new error types such as e.g. automation surprise. 

Easy and smooth integration of nomadic and personal devices is crucial to preserve 
connectivity and access to content and information (e.g. navigation systems, infotainment), 
while providing an interaction which is coherent and compatible with the vehicle and driving 
environment and the driver‟s workload. 

Advanced Multidimensional Cockpit Displays and Management Systems in the aeronautics 
domain: increased complexity and workload has to be reduced through intuitive decision 
support and information management systems, to provide relevant and timely operational 
data to the pilot/driver in a manner that will allow increased cognitive processing, while 
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maintaining or increasing operational performance, thus counteracting susceptibility to pilot 
/ driver errors. 

Civil and security application (e.g., UAV control): more autonomous UAV systems require 
innovative means to allow ground operators to effectively manage the systems. 

Infrastructure Management Systems and High Speed Driver Assistance Systems in the rail 
domain. 

Public Transportation: nomadic accessibility in Public Transportation systems (Maps, 
Tickets, Route Information, Connections, …) 

 Nomadic Environments 

Seamless integration of HMI for personal information spaces over devices, applications 
and places. 

Embedded solutions for natural, context and environment dependent interaction. 

 Private Spaces 

(including sports, entertainment, consumer electronics, cars, home and office equipment): 
Adaptable user interfaces are a key to extend the market, towards new functions or aging 
or disabled persons. Innovative user interfaces (multimodal interfaces, tangible interfaces) 
are a key differentiator in a highly competitive market. For these applications the role of 
aesthetics of the user interface as a market differentiator, and as a feature itself, has to be 
taken into account. 

 Public Infrastructure 

HMI and decision support systems based on embedded, distributed intelligence for 
prevention and monitoring in critical infrastructures, like e.g., Power Plants or 
Communication Systems, and rapid deployment and usability by non-expert in emergency 
infrastructures. 

Health: interfaces for monitoring or care systems, between care systems, task oriented 
interfaces with care cycles, and supporting multi-disciplinary teams and patients. User 
interfaces for the patient used both at the hospital and in home care. 

 

Related to all the contexts, an apparent current barrier to effective deployment of User 
Centred Design for Embedded Systems is related to lack of formalised, standardised and 
tooled support for designers, which results in inadequate alignment of system design with 
tasks to be performed by the user, and insufficient consideration of user requirements in the 
development and acquisition process. 

Tackling these issues with proper research on methods, tools and solution will enable 
extended application of the User Centred Design to embedded system developments, while 
reducing times and costs, and making available tools that can be afforded by SMEs and 
sectors with high pressure on development costs. 

3.8.1.2 Societal Context 

Projects answering this Sub-programme shall leverage the societal benefits of Embedded 
Systems in such fields as transportation, consumer and entertainment systems, health and 
energy management, by enabling intuitive and transparent access to new functionalities and 
services, as well as new support and automated functions. In this way, research shall 
contribute to the acceptability of, and trust in new applications relying on Embedded Systems 
(maintain trust). Human centred design processes shall be developed supporting designers 
in addressing human factor issues, to reduce the number and severity of human errors in 
safety critical domains (save life), to improve accessibility of products (reduce “digital divide”) 
and to allow transparency and ease of use of health systems (increase well being), as well 
as systems fostering people‟s motivation to save energy.  
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 Maintain trust 

Increased public awareness about their dependence on Embedded Systems will raise 
expectations, but will also raise concerns about potential failures, and about safety, privacy 
and security. People will accept new systems with an impact on their everyday or 
professional life, only when system designer succeed in gaining people‟s trust. Human 
Centred Design concepts and embedded intelligence must elicit and realise an adequate 
level of transparency. 

 

 Save life  

In most safety critical domains, it has been reported that 60 to 80% of all accidents involve 
errors where humans are involved. Projects answering this Sub-programme shall support 
the design of systems to assist humans in critical situations by putting the users (including 
their potential errors and hazardous manoeuvres) in the centre of all design decisions of 
human-machine interaction processes, in which an incorrect action could lead to the loss of 
human life, serious environmental damage, and/or injuries to or illness of persons. In this 
way potential human errors shall be discovered and dealt with, already at early stages of 
the design. This will contribute to significantly reduce the number and severity of human 
errors in operating an aircraft, automobile, train or chemical plant, and diagnosing and 
treating patients, medication prescription, etc... Solutions shall also be sought for adaptivity 
of the interaction to the environment and user capability and state, in order to prevent 
hazardous situations coming from sub-optimal user capabilities with respect to the context 
and environment. 

 

 Reduce “digital divide”  

A significant part of the population does not benefit from new technologies, because of age, 
disability, education or cultural blocking. New HMI concepts envisioned in this Sub-
programme shall allow more people to use high technology for professional, information 
and leisure tasks. This will entail a positive impact on employment and market penetration 
of these technologies. With an ever increasing aging population with expectations towards 
technology, there is a necessity to allow more autonomy to the elderly through use of high 
technology (e.g. adaptive user interfaces) in everyday life, as well as adequate accessibility 
to new and emerging functions and services. Research is needed to ensure accessibility of 
disabled people to new systems, through new HMI concepts and by addressing 
accessibility as an integral part of engineering processes. Finally, similar concepts are to 
be envisioned for stronger integration into the digital society of people with financial, 
cultural or technical education limitations. In all cases, methods and techniques are to be 
developed and applied, to refer all the design and development stages to the enlarged 
population including all the special groups above. 

 

 Increase well being 

By addressing easy use of, and trust in health and comfort systems, Human Centred 
Design approaches will be an important factor for the positive influence of these systems 
on the well being of people. Research is needed in concepts for adapting the interaction 
with people, the citizen/patient as well as professionals to the context and situation of their 
task. More general, opportunities arise related to the intelligent support to quality of life, 
comfort and well-being in all environments, either for running the functions and services 
based on advanced user and environment models, and to ensure a simple effective 
interaction with the support systems by non expert users.. 

 

 Save energy 
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Innovative user interfaces, for example in the car, could educate and motivate the user to 
drive economically or could help reducing the route length and complexity entailing reduced 
fuel consumption. 

Similar approach can be adopted for home and appliance management systems, by 
helping the user in planning and performing control (e.g. the heating curve during the day) 
or housekeeping operations oriented at consumption reduction. 

Easier and friendly user interfaces could facilitate to a larger user population the remote 
execution of tasks that otherwise would require travelling by cars or other energy 
consuming transports.  

Nomadic accessibility in Public Transportation systems (Maps, Tickets, Route Information, 
Connections) could produce a higher and better use of Public Transportation systems, thus 
reducing the amount of private transport especially in urban areas. 

3.8.1.3 Cross Domain Aspects 

The field of Human Centred Design is growing because most domains dealing with 
interactive systems have recognised the need to put the user first. But often these 
approaches focus on single products including specific user groups (e.g. pilots, drivers, 
people on the move) in specific domains. In spite of differences in time-to-market, time-on-
market, and certification requirements of automation and assistive technology in the different 
domains, cross-domain reuse of design methodologies, devices, processing hardware, IPs 
and software components is achievable. In all domains addressed by ARTEMIS, interfaces 
for automated systems are used not only to interact with the environment, but also with the 
user (e.g. to give her advice, to prevent hazardous manoeuvres or to avoid startling and 
surprise) and furthermore to allow the user to influence the automated system itself (e.g. to 
configure its rules and behaviour or when the systems works at lower level, like in e.g. a lane 
keeping system or adaptive cruise control). The fact that, in all ARTEMIS domains, systems 
are becoming more and more autonomous has a relevant impact on the role of the user. The 
sharing of tasks will dramatically change with automated systems taking over some of the 
responsibilities that are today held by the users. The introduction of automated systems will 
only be successful if human and machine act as a team with mutual understanding. In a 
variety of domains, technology centred automation has led to breakdowns in the human-
machine interaction, where users asked questions like “what is it doing, why did it do it, or 
what is it going to do next”. All automation domains have to deal with measures to prevent 
such situations. 

The Sub-programme envisions cross-domain sharing of concepts, methods and tools in 
synthesis as well as analysis of HMI: 

 

 Concepts for “intelligent” multimodal interaction investigated in one domain can also 
benefit to other domains.  

 Methods and tools which allow analysing and testing assistance systems against the 
human factor already in early stages of design could be shared across domains.  

 

Projects answering this Sub-programme shall provide a research framework to identify 
common HMI design issues with regard to these two aspects and to realise reusable results. 
Cross-domain clusters can be defined based on the interaction patterns between human and 
machine: 

  

1. one human, one complex system (avionics, complex infrastructure monitoring, “all in 
one” nomadic devices, vehicle driving) 

2. one human, many "not so complex systems" (home automation, automotive 
infotainment) 
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3. several humans, one complex system (surgical team around a patient, satellite 
launch infrastructure, road traffic control) 

4. one or several humans, several complex systems (air and rail traffic monitoring and 
control, catastrophic situations management, systems of systems with human at 
different levels of responsibility) 

 

Other dimensions that can operate across domains are: 

 Criteria and solutions for distributed vs concentrated HMI, both related to the devices 
and interaction modalities used, and to the distribution of the information and feedback 
processing, enabled by architectures integrating several smart systems which take 
care of part of the task 

 Embedded human models (also distributed or located peripherally such as e.g. in 
smart cameras) to enable user centred functionalities and closed loop adaptivity 

 

The following list shows concrete examples of reuse across domains: 

 Experience in avionics systems (e.g., autopilots) can benefit to the automotive 
domain. In the past (partial) automation of human tasks often led to “clumsy” systems 
that produced automation surprise. In order to avoid such problems in car automation, 
experience has to be transferred and made readily available to designers. Conversely, 
automotive experience in driver and passenger ergonomics and comfort management 
can support growth in the aerospace sector. 

 Advances in remote control of unmanned vehicles in the defence domain should 
benefit to the avionics (e.g., ground assistance for emergency landing) 

 Reuse in avionics of (non critical) IPs and software components developed for the 
automotive market, e.g., graphical processing. 

 In manufacturing, where new interfaces are necessary since the functionality of 
systems is getting more complex, game based interfaces could be for example used 
to adapt the mechanisms of games to the interfaces of these industries. 

 The design of portable devices for the construction industry could benefit from work 
planning information systems. 

 Methods and tools for easier comparative assessment of different products (e.g., cars, 
complex machinery) with respect to human perception could be reused across 
domains. 

 

The sensory channels that acquire and process the current user state and situation are an 
additional common implementation issue. 

In the figure below is shown the the relationship of ASP8 with respect to the sub-
programmes, with examples of use across domains. 
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Projects addressing this subprogramme, while focussing on HMI and assistive / automation 
support, shall demonstrate the ability of the developed technologies and methods: 

 

1. To integrate and rest over technologies developed in other ASPs 
2. To be usable in different domains, even with different drivers and requirements, by 

exploiting the User Centred approach and solutions as the unifying factor. 

 

3.8.2 Required Technologies 

Model- and simulation-based approaches are already well-established for many aspects of 
the study, design and manufacture of Embedded Systems. Projects addressing this Sub-
programme shall extend the modelling approach to the design and analysis of human 
machine interaction, and to solutions for HMI. In order to achieve this goal, research needs in 
four technological areas have been identified. 

 

Research Area 1 - New knowledge on human performance: 

Extensive empirical studies and experiments with humans must be performed to derive 
new knowledge about human machine interaction with modern assistance and information 
systems. The studies and experiments should include studies in real life situations and in 
simulators, as well as user interviews/surveys and error / accident analysis. The intention is 
to investigate up to now not explored hypotheses about the stability and predictability of 
individual user interaction with complex devices whose functionality significantly relies on 
Embedded Systems. Investigated hypotheses should combine relevant influence factors 
coming from the situation and the personality of the users. Empirical studies should 
include: 

 

 adaptation of user behaviour to new technological systems 
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 sources of errors and potential countermeasures, 

 effects of assistance and information systems on the users‟ perception and 
interpretation of situations, 

 effects of assistance and information systems on users‟ workload, stress and fatigue, 

 effects of assistance and information systems on users‟ behaviour (e.g. reaction time) 
in emergency cases, 

 characteristics of users‟ learning curves for operating and understanding a system, 

 user acceptance of new interaction modes (like context-aware dialogues). 

 culture and regional differences with regard to HMIs 

 investigation of the holistic user experience with HMIs (emotions, satisfaction, user 
value) 

 to explore the already available results and to make them readily available to system 
designers in form specific evaluation tools or guidelines 

 to investigate human behaviour in traffic situations in order to identify needs for 
additional assistance or for improving existing assistance 

 to investigate human behaviour in non-normal/infrequent situations with high safety 
impact 

 

Research Area 2 - New methodologies for agile HMI prototyping. 

Methodologies for the design and analysis of HMI are required that put the users‟ demands 
in the centre of design decisions. The envisioned methodologies should have the ability to 
identify new potential capabilities for next generation systems and to validate these early 
against the users‟ needs, to drive subsequent design improvements. This should lead in a 
short time to a narrow choice of interaction strategies, thus fostering innovation. These can 
then be implemented in Software and Hardware and be tested in a more sophisticated way 
in high fidelity simulations or in real life. Achieving this level involves at least: 

 description environments at high abstract level for interaction design and 
implementation, oriented at describing the (human-machine) task rather than the 
functions, associated to development tools for implementation based on interaction 
abstraction layer(s), and incorporating ergonomics and interaction rules; this shall 
include abstraction levels that allow: 

o hardware independent development of HMI software, 

o functional software independent development of the user interface. 

 methods and tools to create seamless integration between user interface 
development and functional software development tool chains and processes (based 
on existing standard tools used from each professional group) 

 

 simulation and prototyping environments for physical interaction and devices: 
technologies allowing virtual and reconfigurable visual, auditory, and tactile worlds 
have to be addressed with an interactive control medium which uses eye, head and 
hand positions and speech as control inputs, as in the final solution 

 software tools and tool chains (for the HMI developer) that: 

o allow for capturing and assessing user needs in early pre-product phases 
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o allow for design and refinement of interaction logics and device driving using high 
level, abstract, task oriented descriptions 

o allow including external / third party software, device and systems (nomadic 
devices, proprietary systems, open source), integrated into a new or existing 
system by managing usability and safety as well as security aspects 

o can include architectures, standard infrastructures and internal interfaces 
archetypes for multi-modal interactions in embedded contexts 

o include rules and metrics for designing and evaluating usability 

o include rules and metrics for designing and evaluating user acceptance 

o allow including human models either as element in control loop and for simulating 
interaction for evaluation and refinement purposes (see below) 

o allow for automatic system adaptation according to human factor criteria 

 criteria for allocation of capabilities needed by advanced HMI interactions, between 
presentation layer and data management layer 

 criteria for (static and dynamical) task allocation to the user or to the system 
(transition between different automation degrees) 

 methods including criteria to analyse long-term effects (e.g. behaviour adaptation) of 
automation systems 

 methods to automatically analyse consequences of non-conforming behaviour (incl. 
non-conforming operation of hardware elements) 

 

Testing with human subjects is time and cost intensive. Thus, alternative means based on 
integrated human-machine-environment models are needed that allow to analyze the huge 
state space automatically, with regard to safety and usability requirements. The analysis 
should take the influence of human errors and resulting impact on the safety of operation 
into account. This includes: 

 to integrate models of human, machine and environment based on a common 
semantics, 

 to adapt formal verification techniques for the analysis of human-machine interaction, 

 to develop a simulation platform that connects heterogeneous models of humans, 
machines and environment, 

 methods for demonstrating correctness of systems, interaction techniques, 
operational procedures, training and documentation with respect to usability 
properties 

Further techniques to be investigated and improved in this research area include cognitive 
task analysis, user interface modelling, human hazard assessment, risk assessment, 
human simulation based on models, formal verification and human error analysis. 

A successful agile HMI prototyping methodology requires the integration with state-of-the-
art engineering processes and standards. Current usability engineering and HMI design 
processes will have to be adapted and extended to cope with the users‟ demands at every 
relevant step. The resulting methodology should be analysed in order to identify potential 
improvement of the existing standards. 

 

Research Area 3 - New methodologies for building cognitive user models. 

Cognitive models are a means to make knowledge about human capabilities and limitations 
readily available to designers in an executable form. They have the potential to automate 
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parts of the usability analysis, because they offer the opportunity to simulate the interaction 
with assistance and infotainment systems under various conditions and to predict cognitive 
processes like the assessment of situations and the resulting choice of actions including 
erroneous actions. These models, integrated with models of multiple interacting devices 
and a backhaul infrastructure, should pave the way to extend the model-based design 
approach to the interaction of users with assistance and infotainment systems. In this way, 
they can be used as a partial “substitute” for human subjects in early development stages, 
when design changes are still feasible and affordable. Consequently, cognitive models can 
be used as a powerful tool supporting the needs described in Research Area 2. A second 
application is to use cognitive models as a reference to design “intelligent” assistance 
systems allowing to assess the current state and focus of the user (e.g. with regard to 
preferences or mental workload), in order to adapt the mode or contents of interaction, 
including dynamical allocation of automation.  

Research should identify and model human characteristics that are relevant for a large set 
of domains including perceptual, cognitive and psychomotor capabilities, as well as models 
needed to address feelings towards HMI designs. Existing cognitive models do not allow to 
model and predict a significant set of design-relevant behaviours in complex dynamic 
environments. Feelings have rarely been addressed. New approaches to integrated 
cognitive modelling are needed.  

Techniques to be investigated and improved in this research area include: 

 identifying and modelling human characteristics that are relevant for a large set of 
domains including perceptual, cognitive and psychomotor capabilities, as well as 
models needed to address emotions towards HMI designs and assistance strategies; 
further topic of interest are: 

o modelling techniques for embodied cognition (integrating anthropometric and 
cognitive models)neuropsychological knowledge, practices and methods for 
cognitive modelling of perception and interaction with multimodal HMIs 

o modelling cooperation between agents 
o modelling motion behaviour (e.g. in order to build human-like robots) 
o modelling perception of motion (e.g. assessing speed/acceleration) 
o modelling match between users' mental models and real system behaviour 

 cognitive architectures, measures and techniques for cognitive model development, 
modelling tools, human model patterns, sensors systems for recognizing operator 
states and complex data fusion from multiple sensors. 

 measures, criteria and techniques for cognitive model validation and certification 

 

 

Research Area 4 – New technologies for intelligent multi-modal interactive systems. 

The key objective tackled with intelligent multi-modal interactive systems is related to 
increase of efficiency and reduction of errors in the interaction. A new class of applications 
is needed that are aware of the context in which they are run, including the environment 
and the human state and behaviour. Different modalities and interaction paradigms support 
the user, meeting the personal abilities but also the current situation and technical 
surroundings. Such context-aware applications adapt according to location of use, nearby 
people, hosts, environment and accessible devices and resources, as well as to changes to 
such things over time; above all, they should adapt to the user profile. This area requires 
research on: 

 

 techniques to infer user intention and preferences from interaction data, as well as 
research in recognizing the operator‟s mental state and in filtering information based 
on mental state and context, 
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 techniques for anticipating human behaviour (e.g. driving manoeuvre recognition) and 
for starting compensating actions in order to ensure safety or to foster energy-efficient 
behaviour 

 sensors and algorithms for measuring physical attributes (anthropometrics) to pre-
condition/adapting the systems 

 user interaction models and patterns, 

 artificial intelligence algorithms, expert systems, self-adaptive systems based on user 
preferences and user behaviour), 

 self-validating interfaces (e.g. able to detect human errors), 

 intelligent multi-modal, tangible interfaces 

 goal oriented interaction and natural dialogue interaction including new interaction 
paradigms/techniques/technologies for cognitive systems (using methaphors or non-
hierarchical (non-menu-like) interaction structure) 

 new paradigms/techniques/technologies for handling intuitive transitions between 
automation levels 

 

Based on these results for different user tasks and application domains, it shall be possible 
to develop multimodal systems that meet the user‟s needs and expectations, as well as 
being context aware and adaptive: the user does no longer give commands to control the 
devices, he rather defines objectives which are then interpreted and automatically 
implemented. 

The HMI solutions shall have to be assessed in respect to the certification issues with the 
final target of application in the real context, considering also the evolution of the 
application environment. 

3.8.3 Challenges 

One high level objective to be reached with sophisticated embedded systems is to introduce 
automation in tasks which are today fully under human control (e.g. driver assistance in the 
automotive domain) and to extend automation in tasks which are today highly assisted (e.g., 
pilot assistance systems in the avionics domain). HMI is the mediator between new 
functionalities or services and the user, mediating human intervention (like configuration, 
adjusting or overriding) and machine intervention (like preventing hazardous manoeuvres). 
Moreover, (physical and functional) HMI determines how these systems are perceived by the 
users. In order to reach the high level objectives of Embedded Systems, a series of Human 
Centred Design challenges have to be tackled, and in particular: 

 

Growing expectation to improve user friendliness and user experience 

The systems must be easy to use and understand, allowing for positive user experience. 

 

The communication between user and system must be effortless and intuitive, both in 
standard and in critical situations. The rules and modes of interaction must be easy to learn 
with a minimal learning curve. Information presented to the user at different abstraction 
levels and with different modalities must be unambiguous. Personal device interfaces must 
be designed for acceptability by a wider range of users, and must allow individual tailoring. 
Each device or function, as well as the system itself, should learn and adapt to the 
characteristics, capabilities and preferences of its owner, rather than the user having to 
adapt to each. The HMI must provide a “window” to the operation of embedded systems, 
which are normally hidden from the user. The operation must be made transparent on a 
level sufficient for understanding the influence on the users‟ own actions. These are key 
factors for evolving towards a true cooperative (rather than substitutive) automation, able to 
adapt to user needs, interacting naturally and sharing tasks, and training the user, while 
keeping her always “on top” the process. 
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Moreover, methods and solutions for detecting and managing the emotional aspects of the 
interaction should be searched for and implemented both at design and product level, as a 
key emerging factor for acceptance and distinctiveness of new technologies, moving from 
the focussed concept of usability to the wider one of user experience. 

User friendliness understood in the described way will be a major precondition for the end-
user acceptance of new interaction modes and the general social acceptance of the 
embedded technology. 

 

From interaction to trusted cooperation 

The success of many systems of systems (e.g. traffic management systems) highly 
depends on the safe, efficient and robust coordination between all involved humans and 
machines. In the past often problems in human-machine interaction have been attributed 
either to the machine or to the humans with proponents claiming either less automation to 
reduce machine failures and put the human back to control or to put more automation in 
technical systems to reduce human-error. The main problem to be solved is the 
coordination between human and machine. They have to be perceived and designed as 
teams, emphasizing the cooperative nature of their interaction. Humans and machines 
must cooperate to achieve a common task by dynamically sharing the authority according 
to resources available to each agent and their situation-dependent unique capabilities. 
Cooperation means allocation of tasks and resources based on equal responsibility: 
machines assist humans when human capabilities are exceeded, humans take over when 
the embedded intelligence exceeds its limits. Mutual understanding and an adequate level 
of transparent machine behaviour is an inevitable precondition for trusted cooperation. 

 

Ever growing flow of information to be synthesized by the user 

The systems must support an adequate level of situation awareness.  

There is an ever growing supply of data sources in many domains (e.g. active 
infrastructures in the automotive domain informing on road works, cars warning each other 
on traffic jams or advanced flight management systems in aeronautics warning on potential 
route conflicts). While all these information are of course valuable in general, only a subset 
may be important for the current situation. There is a need for interfaces to intelligent multi-
sensor systems providing fusion of incoming data. Adaptive HMIs are needed that filter the 
information and present them to the user in a form that is adequate for the current context 
as well as the user‟s state and capabilities, taking into account workload, stress and 
information need. Interfaces between human intelligence and artificial intelligence in the 
decision making process are needed as well as interfaces for calibration, monitoring, 
diagnostic, maintenance, to reduce the need for expensive external tooling, and reduce the 
cost of the corresponding activities. 

Standards and interoperability of numerous interaction devices is a necessary precondition 
to be reached. 

 

Enhanced accuracy of user behaviour prediction during design 

The design process must support accurate and early consideration of human factors. 

The current practice of user behaviour prediction is still largely based on engineering 
judgement, operational feedback from similar products, and experiments with test users 
when a prototype is available. The reliance on engineering judgement is error prone, 
considering the high complexity that systems and operational environments may reach. It is 
therefore necessary to develop a methodology that allows to accurately analyse systems 
from the users‟ point of view already early in the development process. Usability 
engineering has to be done in parallel to the system design. This calls for an integration of 
software engineering, product development, safety analysis and usability engineering using 
the same models, notations and references. 
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Enhancing the accuracy of user behaviour prediction subsumes prediction of human errors 
in safety critical domains. The cognitive demands imposed on users in safety critical 
domains (e.g. pilots, drivers, train operators) will increase because of the above mentioned 
growing flow of information. Beyond generating a bad user experience, this may lead to 
human errors if the assistive technology is not effective. Potential user errors and their 
impact on safety have to be accurately identified early in the design; the provisions for 
recognition and recovery from error (safeguards) have to be realistically demonstrated as 
well as the reduction and management of user workload. 

The effectiveness of error prevention and recovery is a crucial precondition to maintain 
user trust in a context of growing automation. 

 

Reduction of design effort and time to market  

A common goal across the ARTEMIS application contexts is to reduce the effort and time 
to market of innovative and ambitious human-machine interactions. Testing new systems in 
simulators with “live-subjects” when a prototype is available delays the identification of 
problem areas within the human-machine interaction. System modifications at late design 
stages are costly and require too much effort. There is a need in techniques allowing for 
rapid assessment of design alternatives against user requirements and expectations, with a 
special role of integrated human-machine-environment simulation, allowing to analyze the 
wider state space automatically, with regard to safety and usability requirements. 

Early assessment should reduce the number of necessary iterative empirical tests and 
associated cost for recruiting human subjects. Furthermore, cost reduction should be 
achieved by capabilities for reusing HMI solutions, both within- and across-domain, and 
easy and fast implementation. Easy adaptation of interfaces from one domain to another 
should be made possible. 

 

Seamless Integration of HMI Design and Evaluation into overall System Development  

In Embedded System development there is a big gap in concepts, techniques and tools 
between HMI design and evaluation (incl. user requirements analysis, human factors 
engineering, user interface and information architecture specification, graphics design, 
graphics production) on one side and technical system design and evaluation (incl. 
functional software development) on the other side. A major challenge for successful 
consideration of user needs in overall system development is to integrate different 
professional work organisations and associated tool chains on a conceptual, technical and 
software tools level. This includes to create a common understanding or clear interface 
between Embedded System developers (graphics designers, human factors engineers, 
software engineers) with different professional background as well as between different 
tools and methods for specification and development. 

 

3.8.4 Main Goal & Approach 

The main goal of the subprogramme on Human Centric Design of Embedded Systems is to 
develop and validate technical and methodological means to provide embedded HMI 
solutions, which, alone or composed in multifunction and multimodal interaction systems: 

 

 integrate naturally into operational environments and are easy to use and understand, 
allowing for a positive user experience 

 support an adequate level of situation awareness 

 are based on a design process, which ensures accurate and early consideration of 
human factors 

 reduce the effort and time to market of innovative and ambitious human-machine 
interactions 
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The projects addressing this subprogramme shall focus on either of the following main lines: 

 

 Research in new cross-domain reusable system design, engineering principles and 
implementations for adaptive advanced user interfaces (synthesis of HMI). The 
intention is to foster the transition from conventional unimodal, menu-based dialogue 
structures to multimodal, conversational dialogue structures. New HMIs must assist 
the user in defining his or her own goals rather than to require using predefined 
function calls. 

 Research in new cross-domain technologies for analysing the effectiveness of 
assistance systems (e.g. in preventing errors, in reducing workload, enhancing 
situation awareness and user experience) and for analysing the intuitiveness or 
complexity of the interaction between user and machine along different usability 
dimensions with associated metrics (analysis of HMI) 

 

According to the figure below, projects should consider the following aspects: 

 

 Industry needs have to be acquired from different domains and commonalities have to 
be identified. 

 Empirical studies have to be performed to (i) identify the needs of the end-users (e.g. 
pilots, drivers, train operators, plant operators, patients, care givers) and to (ii) study 
the characteristics of human interactions with (partially) autonomous systems fulfilling 
these needs. 

 Developed technologies should be integrated in a generic HMI Design Methodology 
that fulfils the industry needs and can be easily instantiated in different domains.  

 Application & Evaluation should demonstrate that the methodology is practical to drive 
design and that analysis produces valid predictions. 
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Projects should clearly indicate how they intend to acquire the industrial needs with regard to 
HMI design from multiple domains and how they intend to derive commonalities. With regard 
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to HMI design itself, projects can address either synthesis of HMI or analysis of HMI or both. 
Projects focussing on one of the topics have to point out how they interact with the other in 
order to take up and integrate relevant results. All projects should involve empirical studies 
with end-users. 

 

 

3.8.5 Positioning with respect to ARTEMIS Objectives & SRA 

 

As described above, the Sub-programme addresses all application contexts defined in the 
ARTEMIS SRA: Industrial Systems, Nomadic Environments, Private Spaces and Public 
Infrastructures. It will enable cross-domain exchanges and common studies, and will promote 
common standards and reuse of components. 

 

Sub-programme mapping to SRA 

 

As outlined in the figure above, the Sub-programme aims at providing major advances in the 
“System Design Methods and Tools” Artemis research area, where it addresses the “Grand 
Challenge” of “Man-Machine Interfaces”. It fosters rapid and affordable design of intuitive 
HMIs based on research into “cognitive models” (see Research Area 3 above) and “user 
behaviour” (see Research Area 1 above). It contributes to the “Tool Reference Framework” 
by developing technologies for “Capabilities Engineering” (see Research Area 2 above) 
providing “accurate knowledge of the real use conditions and necessary capabilities and 
functions of the system” with regard to the user requirements”. Thus, one focus of the Sub-
programme is “human factor analysis”, an important element of the system development 
process which is currently “usually poorly tooled” or even hardly addressed. It directly 
contributes to the integration of “usability engineering and user requirements analysis into 
system requirements engineering” (see Research Area 2 above). 

The Sub-programme will also bring a major contribution to the “Reference Design and 
Architectures” research area, where it does not ambition to directly address a “Grand 
Challenge”, but will “introduce new ways of interfacing” and “more intuitive ways for humans 
to interact with technical systems”, pushing the interoperability of components and interaction 
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devices by providing for example innovative GUI technology and reference designs (see 
Research Area 4 above). 

No particular direct contributions are expected towards the “Seamless Connectivity and 
Middleware” research area, even if needs and opportunities arise towards reuse, modular 
HMI, seamless and modular integration of multimodal HMI. 

3.8.6 Programme scale 

 

3.8.6.1 Programme Structure, organization, technical coordination 

The subprogramme implies performing and integrating research on advanced knowledge on 
human behaviour in different operational contexts, HW and SW technologies development 
and integration, multidomain application. 

Projects shall endeavour to cover all these stages, with a documented user centred 
approach, encompassing across-domain methods and solution and instancing in specific 
domains. 

Approach shall be multidisciplinary, with a significant presence of expertise in human 
behaviour analysis and modelling associated to technology providers / integrators, as well as 
OEMs, especially for complex products and services (e.g. automotive or manufacturing 
systems). Presence of industry is crucial, both for ensuring a focussed technical deployment 
of the objectives into solutions and methods, and for ensuring credible exploitation. 

At all the stages, evidence of the cross-domain value shall be evident; the projects shall be 
able to demonstrate the fulfilment of the objectives by prototyping and testing with human 
factors experts and users, using validated formal methods, as an enabler to reliable technical 
and business effectiveness estimate. 

3.8.6.2 Coverage / demonstrable results 

A key factor is the coverage of multiple domains, to be preferably exploited at different and 
peculiar issues and complexity levels, in order to stress the reuse and cross-domain 
applicability. Application can span across all the ARTEMIS domains: Industrial, Nomadic, 
Private, Public, with both “vertical” (e.g. integration of nomadics in smart manufacturing 
systems) and “horizontal” integration (e.g. adaptive intelligent HMI in automotive and health). 

Common results are expected in terms of standards, common portable, reusable 
technologies, open source and portable software, common laboratories, and HMI design 
methodologies. 

At all the stages, evidence of the cross-domain value shall be evident; the projects shall be 
able to demonstrate the fulfilment of the user centred and technical objectives by prototyping 
and testing with human factors experts and users, using validated formal methods, as an 
enabler to reliable technical and business effectiveness estimate. Cross-cultural and cross-
domain sides of the prototyping and testing is another key factor. 

3.8.6.3 Size/Duration 

No apparent constraints on size characterize the sub-program. Rather, in view of the iterative 
and multidisciplinary nature of the User Centred Design, especially at the downstream stage, 
it is expected that the projects feature a focussed but not necessarily narrow span of 
competencies, across different domains and cultures. 
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3.8.7 Innovation 

 

3.8.7.1 Technology Transfer, Impact on Value Chain, Education 

Project addressing this Sub-programme should establish contacts for knowledge exchange 
and synergy effects to FP6 and FP7 initiatives and projects in the Areas. For example, in the 
Transportation sector (AIDE, HUMANIST, HUMAN, HILAS, Isi-PADAS, ISAAC, CityMobil, 
STARDUST …), ICT (ENABLED, ASK-IT, , …). [other sectors to be added] Furthermore, 
projects should have strong links to Human Centred Design initiatives funded on a national 
level, as well as industrial and societal stakeholder organization (e.g. EUCAR and CLEPA for 
the automotive world), in particular for final and industrial user needs and exploitation. 

Technology transfer to the industrial development process shall be ensured by industrial 
partners who provide industry size demonstrators and who apply the proposed new 
technologies during the project to give immediate feedback on aspects that could be 
improved. Workshops with HMI design experts and human factor experts should be 
organised to discuss the practicability of the technologies.  

In order to guarantee “seamless” integration of the new technologies into existing industrial 
processes it is necessary to have dedicated work packages or tasks where activities for 
acquiring the current design process of Embedded Systems are located. This will allow 
reusing, wherever possible, the same notations, models and tools. 

Training of targeted customers should be an integral part of the projects. Universities should 
be integrated into consortia to ensure fruitful synergism with education at different levels. 

 

3.8.7.2 Innovation Infrastructures 

It is foreseen to build up a new innovation HMI eco-system to facilitate a more effective 
relationship between research and product development and to address the fragmentation in 
the existing market in the following ways:  

 To build up a common Human Centred Design methodology integrating technologies 
to construct and technologies to analyse “intelligent” multi modal HMI. This common 
methodology should enable instantiations for different application domains with the 
aim to maximize the level of technology reuse. 

 To build up an open experimental test-bed (accessible via the internet) with a set of 
human machine interaction reference tasks from different application domains, 
together with validation criteria and associated metrics to benchmark and calibrate 
models of user behaviour and interaction technology. Such an experimental test-bed 
could be jointly maintained by industrial partners, research partners and education 
organisations. The industrial partners would provide reference tasks clearly indicating 
their needs. Research partners would constantly test and improve their technology 
guided by the industrial needs. Education organisations could use the test-bed to 
teach and challenge students in hands-on seminars. 

These infrastructures should have demonstrated its efficiency within the project, and should 
persist after the project. 

 



ARTEMIS-GB-2012-D.46 – Annex 2 

 

 122/130 

 

4 Research Domain Priorities of the ARTEMIS SRA 
The following pages contain the text of the PRIORITIES documents for each of the three 
Research Domains of the ARTEMIS SRA. These domains are: Reference Designs and 
Architectures (RD&A), Seamless Connectivity and Middleware (SC&M) and System Design 
Methods and Tools (DM&T). They are referred to, and form an integral part of, the Research 
Agenda of all ARTEMIS Sub-programmes. These in turn refer for background to the 
ARTEMIS SRA, which is available from the ARTEMISIA Association web-site www.artemisia-
association.eu.. 

 

4.1 Reference Designs and Architectures: Priorities Analysis 

4.1.1 Introduction  

The Strategic Research Agenda (SRA) developed, though open consultation, by the 
members of various ARTEMIS working groups, contains an extensive list of research topics 
that are felt to be the most important issues to be tackled in the short to medium term. As a 
refinement that will help guide proposers of projects in the short term that wish to refer to the 
ARTEMIS SRA, ARTEMIS members delegated experts to an extensive working session, 
during which the priorities for the short term were put forward and discussed for each of the 
major industrial SRA domains. The results of this workshop are documented in this and two 
accompanying documents. 

The research topics identified as most urgent may be taken as a guide when proposing 
research projects for execution under the Framework Programme 7 of the European 
Commission, under the EURKA clusters ITEA-2 or MEDEA+, or indeed under locally 
focussed research projects. In all cases, the results will contribute to the long-term objectives 
of ARTEMIS. 

4.1.2 Ranking of the priorities 

The priorities have been ranked by the organizations represented at the Summer Camp as 
follows: (the left hand column shows the relevant paragraph(s) in the ARTEMS SRA for 
Reference Designs and Architectures) 

4.1 Composability  48 

4.3 Architecture dependability  30 

4.3 / 4.4 Design for Safety  23 

4.3 Design for Manufacturing limitations  14 

4.1 Reference architectures for Parallel systems  13 

4.1 (related to DM&T) Multi-aspect Trade-off in Designs  11 

4.5 Resource management  11 

4.2 Design for (Inherent) Security  10 

4.7 Self Organisation 10 

4.2 Networking 8 

4.5 Resource Virtualisation  5 

4.5 “Service Platform” concept  4 

4.1 (related to DM&T) Reference architectures supporting “X in the 3 
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loop” 

 

 

Priorities have been split into the following categories: 

1. Highest priority  

 Composability 

 Architecture Dependability 

 Design for Safety 

2. High priority  

 Design for Manufacturing limitations 

 Reference architectures for Parallel systems 

 Multi-aspect Trade-off in Designs 

 Resource management 

 Design for (Inherent) Security 

 Self Organisation of systems 

 

Mapping these topics (and their sub-topics as discussed in the meeting) to the research 
priorities of the SRA shown below, we identify the following relations: 

 Composability: directly addressed here for various topics; covers (in part) Design-for-
Safety, Multi-aspect Trade-off, Architectures for Parallel Systems, Service Platform 
Concept, Resource Virtualization, X-in-the-Loop, Design for Manufacturing 
Limitations; 

 Networking and Security: directly addressed here in two separated topics;   

 Robustness: directly addressed in Architecture Dependability, together with fault 
handling, error containment, diagnosis, and maintenance; covers in part Design-for-
Safety; 

 Diagnosis and Maintenance: cfr Robustness 

 Integrated Resource Management: directly addressed here; covers in part Design-for-
Safety; 

 Evolvability: included here as advanced topic in Composability;  

 Self-Organization: directly addressed here;  

Given this mapping, we see that the RDA SRA compiled a valid overview of the research 
deemed necessary by the contributing ARTEMIS partners. Additionally, we use the results of 
the summer camp to provide additional priorities and pointers to areas of interest, as laid out 
in the second section of this document.  

It is also noteworthy that the interrelations between the topics as well as between 
architectural concerns and the areas of seamless connectivity and design methods and tools 
were stressed by several speakers. While some partners might accept improvements in 
regard to one topic on the expense of others, most will not and require more holistic 
approaches. In similar lines of thought, one might expect the integration of the three areas of 
the SRA to be an enabling approach to sustainable solutions of greater impact. 
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4.1.3 HIGHEST Priority Topics for Reference Design and Architectures 

Based on the presentations of industrial partners at the ARTEMIS Summer Camp 2006 and 
intensive discussions among the participants, the following research priorities have been 
identified. These priorities are felt to be the “most urgent”, meaning that research results in 
the fairly short term (timeframe <2010) are needed for the ARTEMIS goals to be met. 

4.1.3.1 Composability 

Composability, which was given the highest priority, is a concept that relates to the ease of 
building systems out of subsystems. A system, i.e., a composition of subsystems, is 
considered composable with respect to a certain property if this property, given that it has 
been established at the subsystem level, is not invalidated by the integration. Examples of 
such properties are timeliness or certification. 

The composition of a system out of heterogeneous components that are interconnected by 
an appropriate interconnection structure requires e.g. the following enablers: scalable, 
network-centric architectures; integration of several programming models and languages; 
precise specification of interfaces of components and modules. 

Additionally, advanced topics like reconfigurable components, or evolution of architectures 
are beneficial in this context. Composability on the architectural level requires supportive 
tools and methods such as Architecture Description Language and appropriate component 
models. 

Chapter 4.1 of the ARTEMIS SRA / Reference Designs and Architectures (P20) gives full 
details of the research priorities addressing “composability”. 

For the Nomadic application domain, the “Service Platform” concept, reference architectures 
for Parallel Systems and Resource Virtualisation were reported to be the most important 
issues under “Composability”. 

4.1.3.2 Architecture dependability  

At the next level of importance architectural dependability has been identified. Architectural 
concepts are needed that ensure the capability of a system to deliver an acceptable level of 
service despite the occurrence of transient and permanent hardware faults, design faults, 
imprecise specifications, and accidental operational faults. A system must be resilient with 
respect to unanticipated behaviour from the environment of the system or of sub-systems. In 
case such unanticipated behaviour occurs, the system should still exhibit some sensible 
behaviour, and not be completely unpredictable. Fault-handling, error-containment, and fault 
masking are suitable strategies to achieve these goals. 

The architecture should support monitoring the functionality and performance of components 
for the diagnosis of faults. Reliable identification of failed subsystems can be used for the 
autonomous recovery of the system service in case a subsystem failure is transient, and 
support maintenance in case the failure is permanent. 

Architecture dependability is a combined priority of the SRA chapters 4.3 on Robustness, 
and 4.4 on Diagnostics and Maintenance. Indeed, to quote the SRA “the subsequent section 
on Diagnosis and Maintenance must thus be considered an integral part of the effort to 
achieve robustness”. 

The Nomadic application context identified these topics rather as medium priority, along with 
Diagnosis and Maintenance and Evolvability. 

See also the Additional Note in section “Additional note on high-reliability systems” below 

4.1.3.3 Design for Safety – Transportation Industry-driven: Safety-critical systems 

The architecture shall enable the implementation of safety critical systems. In addition to the 
required dependability and functionality of the provided services this puts emphasises on 
architectural support for certification, and the establishment of a safety case. Since a safety-
critical system cannot be tested to the required level of dependability, the safety argument is 
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based on a combination of experimental evidence about the expected failure modes and 
failure rates of fault-containment regions and a formal dependability model that depicts the 
system structure from the point of view of dependability. The architecture must enable the 
construction of such a dependability model. 

Safety is of course a critical implication of the use of embedded systems. While safety-critical 
system design has already a successful history, the existing techniques risk not being able to 
follow well the rapid evolution of markets and technology limitations presently seen. It 
therefore remains a high-profile area of research. Like “dependability”, it combines aspects of 
the chapters 4.3 (Robustness) and 4.4 (Diagnostics and Maintenance) of the ARTEMIS SRA 
for Reference Designs and Architectures. 

4.1.3.4 Additional note on high-reliability systems 

Sections Error! Reference source not found. and (in particular) Error! Reference source 
not found. both address the requirement for very high reliability systems. While it is true that 
much valuable research work and field application of high-reliability systems has already 
been achieved, it is commented that the techniques at today‟s state-of-the-art do not 
necessarily map well to systems designed to meet newly emerging requirements (e.g. in 
application contexts other than the transportation industry). The new issues raised by the 
inherent unreliability of nano-meter silicon devices bring another dimension that must be 
taken into consideration. The increasing pressure to achieve levels of system robustness 
normally associated with very high-priced markets in products that must live in a consumer 
environment, with its very tough and elastic price structure, further emphasises the need to 
address these issues. 

4.1.4 Topics with High Priority 

At the next level of importance the following topics were identified:  

 Design for Manufacturing limitations 

 Reference architectures for Parallel systems 

 Multi-aspect Trade-off in Designs 

 Integrated Resource Management 

 Design for (Inherent) Security 

 Self Organisation of systems 

In addition, the Nomadic application context identified Networking and Security as a high 
priority research topic. 

The relevant chapter references in the ARTEMIS SRA for Reference Designs and 
Architectures can be found in the table in section 4.1.2. 

 

4.2 Seamless Connectivity and Middleware: Priorities Analysis  

4.2.1 Introduction 

The Strategic Research Agenda (SRA) developed, though open consultation, by the 
members of various ARTEMIS working groups, contains an extensive list of research topics 
that are felt to be the most important issues to be tackled in the short to medium term. As a 
refinement that will help guide proposers of projects in the short term that wish to refer to the 
ARTEMIS SRA, ARTEMIS members delegated experts to an extensive working session, 
during which the priorities for the short term were put forward and discussed for each of the 
major industrial SRA domains. The results of this workshop are documented in this and two 
accompanying documents. 
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The research topics identified as most urgent may be taken as a guide when proposing 
research projects for execution under the Framework Programme 7 of the European 
Commission, under the EURKA clusters ITEA-2 or MEDEA+, or indeed under locally 
focussed research projects. In all cases, the results will contribute to the long-term objectives 
of ARTEMIS. 

4.2.2 Ranking of the priorities 

The priorities have been ranked by the organizations represented at the Summer Camp as 
follows: 

SC&M  

Resource Management  43 

Robustness & diagnosis  34 

Programming  30 

Organization & deployment  30 

Provably correct systems  23 

Global connectivity  22 

Security  6 

Data distribution  2 

 

Priorities have been split into three categories: 

1. Highest priority  

 Resource management 

2. High priority  

 Robustness & diagnosis 

 Programming 

 Organization & deployment 

 Provably correct systems 

 Global connectivity 

3. Medium priorities 

 Security 

 Data distribution 

4.2.3 Application domain clusters analysis 

Assigning voting companies to three different application domain clusters, according to the 
SRA classification, we get some more application domain specific prioritization that is the 
following. 

4.2.3.1 Critical cluster 

The four top priorities, in decreasing order of priority are: 

1. Provably correct systems 

2. Robustness & diagnosis 

3. Resource management 
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4. Programming 

4.2.3.2 Device & plant cluster 

The four top priorities, in decreasing order of priorities are: 

1. Robustness & diagnosis 

2. Resource management 

3. Programming 

4. Organization & deployment 

4.2.3.3 Nomadic together with Private / Home 

The four top priorities, in decreasing order of priorities are: 

1. Resource management 

2. Organization & deployment 

3. Global connectivity 

4. Programming 

4.2.3.4 Analysis 

Resource management and programming are of top importance for all application domain 
clusters. 

Provably correct systems priority is the highest priority for the critical application domain 
cluster, but does not rank as high for the other clusters. 

Robustness & diagnosis have a very high importance for both Critical & Device & plant 
cluster. 

Organization & deployment have a very high importance for both Device & plant cluster and 
the Nomadic and Private/home clusters. 

4.2.4 Detailing of highest priorities 

4.2.4.1 Resource management 

As embedded systems become more seamlessly connected to each other, they are 
expected to be more and more subject to changes in their physical and logical environment. 
They are expected to dynamically adapt to such changes. Adapting their execution to the 
changing environment will be more efficient than applying too pessimistic hard real-time 
dimensioning techniques, but such dynamicity is a high challenge for real-time embedded 
systems. 

Resource management is needed in such scenario for ensuring that the resource reserves or 
budgets are guaranteed. It will allow achieving a high utilization of the system resources such 
as CPU, memory, network, and energy, in order to enhance the overall system performance. 
Also, it will distribute and allocate system resources according to the application 
requirements. For this purpose, resource usage accounting, budget enforcement, and 
monitoring are essential mechanisms to be provided by the real-time kernel. 

Following topics were recognized as important issues to be solved: 
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 Self-organisation 

 Self Calibration 

 Very large scale dynamic network of embedded devices: environment awareness, ad-
hoc networking 

 Power & energy management techniques 

 New OS‟s for SoC, more modular (fine-grain resource management) and service-
oriented 

 Mix of time-critical and best-effort implementations 

 Dynamic allocation of applications onto multi-core platforms taking into account 
functional as well as non-functional aspects 

4.2.4.2 Robustness & diagnosis 

Robustness is the capability of a system to deliver an acceptable level of service despite the 
occurrence of transient or permanent hardware faults, design faults, imprecise specifications, 
and accidental operational faults. The research challenge is to devise middleware services 
that improve the robustness of the infrastructure services and support developers in ensuring 
robustness of application services.  

In conjunction with architecture-level mechanisms (e.g., structuring of the overall system into 
fault containment regions that fail independently), middleware can contribute to achieving the 
goal of developing a robust system. 

Following topics were recognized as important issues to be solved: 

 Detection, Diagnosis, Error Containment and Fault Handling 

 Safety-critical (cost challenge: avoid explosion of nr of boxes) 

4.2.4.3 Programming 

Requirement for the middleware is to provide application developers with a modular 
programming model that explicitly states inter-module dependencies, or in other words that 
formalise the “integration contract” of application software components. This enables 
development teams to work independently from each other while keeping the ability to 
seamlessly integrate the application, based on well-defined inter-module interactions. 
Modules are hereafter referred to as components.   

The other key requirement is to enable application developers to focus on the functional, 
business behaviour of the application, while letting implementation of non-functional/technical 
aspects of the application up to the middleware. In other words, the middleware shall enforce 
a strong separation of concerns. Indeed, targeted applications have a wide variety of non-
functional requirements. For instance, some applications may require the underlying 
middleware to support fault-tolerance and strongly encrypted communication (e.g. a card 
payment terminal), while others would require no security (e.g. an audio device commenting 
art pieces in a museum).  

Due to versatility of underlying hardware and communication mechanisms, it is not possible 
for an application developer to foresee every single potential physical configuration the 
software may be deployed on. Middleware will have to come up with solutions making the 
fewest number of assumptions on the underlying hardware. The proper compromise between 
static middleware configuration and dynamic middleware adaptation undoubtedly depends 
on the application and the specific domain. As a consequence, middleware might be able to 
expose different domain-specific flavours. This is a necessary condition for making the 
middleware applicable to the different application domains targeted by ARTEMIS. 

Additionally to these high-level requirements, one can identify several other important 
features the middleware might support. First, the inherent complexity of targeted application 
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advocates for a hierarchical component composition mechanism that would enable 
applications, services, subsystems and systems to be composed in an abstract manner, 
regardless of the technicalities involved in managing the underlying platforms. Ability to 
consider several components as a single, coarser-grained component is essential to 
reasoning about assemblies and applying properties to those assemblies. If several 
middleware technologies already support such hierarchical composition mechanism, doing 
so without sacrificing memory footprint and real-time performances is still an open problem. 

Moreover, the programming model of the middleware might support a wide variety of 
architectural styles, such as workflows, dataflows, semi-structured event-based interactions, 
interactive applications, stream-based multimedia applications, cooperative multi-user 
applications, and so on. Today‟s middleware usually focus on a small set of architectural 
styles, and this contributes to limiting integration capabilities. 

To sum up, the general philosophy of research orientations presented above is to make 
middleware become the cornerstone of a declarative application development paradigm: the 
application components‟ internal and external structure, the non-functional features they 
require, as well as the middleware‟s own customisation and configuration shall be stated 
declaratively rather than programmatically. In conjunction with code generation techniques, 
and thanks to future enrichment of catalogues of available middleware services, the 
declarative approach to application development may dramatically contribute to increase 
productivity of software product vendors and software-based service providers. 

Following topics were recognized as important issues to be solved: 

 Architecture Description Language 

 Implementation agnostic modularised elements 

 New OS‟s for embedded systems, more modular (fine-grain resource management) 
and service-oriented 

 Support of virtual machines 

 Component based design 

4.2.4.4 Organization & deployment 

Pervasive computing infrastructures are by definition highly distributed and dynamic. In order 
to successfully realize applications for such a fluent environment, application developers 
need software technologies that are able to manage the adaptation, computation and 
communication requirements in an efficient and transparent manner. The requirements for 
such pervasive middleware technologies vary significantly across the different application 
domains.  

In recent years, a substantial number of generic agent communication languages as well as 
different agent platforms that support interoperability of heterogeneous networked devices 
and applications have been proposed. On the other hand, specialized middleware concepts 
for the management of pervasive computing issues are being developed by a number of 
research groups. As the number of pervasive middleware concepts is constantly growing, it 
becomes increasingly important to develop a common understanding of the mandatory 
feature set and to identify suitable solution concepts. 

Following topics were recognized as important issues to be solved: 
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 Construction and management of distributed computing objects 

 Dynamic reconfigurable structures/applications 

 Ontologies / semantic support 

 Device and service discovery 

 Conflict resolution 

 Efficient user interaction / multi-modal 

4.2.4.5 Provably correct systems 

Building distribution platform for seamlessly connected systems is a complex task. One has 
to cope with the restrictions enforced to achieve (real-time) embedded systems, or to meet 
stringent requirements. Thus, one has to be able to assert middleware properties, e.g. 
functional behavioural properties such as absence of deadlocks, request fairness, or correct 
resource dimensioning; but also temporal properties, to validate real-time properties. 

Following topics were recognized as important issues to be solved: 

 Operating Systems & middleware for safety critical systems 

 Designing and integrating provably correct systems 

 Platform independent certification 

4.2.4.6 Global connectivity 

For the vision of seamless connectivity, we also need to identify, compose, configure, and 
maintain a multitude of interconnected embedded systems, each with different capabilities. 
These systems will have to locate and recognize objects and people and to analyze the 
context, adapt, and learn from the users around them. Today‟s, most embedded systems 
and devices are not aware of their environments and therefore cannot make timely, context-
aware decisions. This is an architectural shortcoming of today‟s embedded systems. 
Intelligent environments are also prerequisites to meet the challenge of seamless 
connectivity. 

Connectivity has to be enabled across borders between embedded systems & subsystems, 
networks, services and environments with seamless handover between heterogeneous 
access schemes and sessions.  These technologies may include the current wired and 
wireless technologies by adding some extra functionality on higher layers of software and 
hardware implementations.  

There is no single wired or wireless access or radio technology to provide system 
connectivity in all scenarios and in all application domains. In future, we will face 
heterogeneous networks that include some of the current wireless access schemes in 
addition to some advanced complementary technologies even for niche scenarios and 
application cases. 

Following topics were recognized as important issues to be solved: 

 Service-based architecture : “security & service platform” 

 Connectivity in constrained environments 

4.3 System Design Methods and Tools: Priorities Analysis 

4.3.1 Introduction  

The Strategic Research Agenda (SRA) developed, though open consultation, by the 
members of various ARTEMIS working groups, contains an extensive list of research topics 
that are felt to be the most important issues to be tackled in the short to medium term. As a 
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refinement that will help guide proposers of projects in the short term that wish to refer to the 
ARTEMIS SRA, ARTEMIS members delegated experts to an extensive working session, 
during which the priorities for the short term were put forward and discussed for each of the 
major industrial SRA domains. The results of this workshop are documented in this and two 
accompanying documents. 

The research topics identified as most urgent may be taken as a guide when proposing 
research projects for execution under the Framework Programme 7 of the European 
Commission, under the EURKA clusters ITEA-2 or MEDEA+, or indeed under locally 
focussed research projects. In all cases, the results will contribute to the long-term objectives 
of ARTEMIS. 

4.3.2 Ranking of the priorities 

The SRA identifies „Design Methods and Tools‟ as an important area of research.  Design 
methods and tools are essential for rapid design and prototyping, without which it is 
unrealistic to attempt development of such complex systems. 

The objectives for research in this area are: design efficiency, systematic design, productivity 
and quality.  

The priorities have been ranked by the organizations represented at the Summer Camp as 
follows: 

[Note – the DM&T part of the SRA does not contain paragraph or table numbers. This 
renders it difficult to make clear cross-references in this document.] 

  
Tools 

Implementation 
Process 

Optimisation 

System-level modelling: Model-based Design / 
System Engineering

49 
Architecture 

Tools 
Model-based 
design Flow 

Test / validation / verification 32 Integration tools 
Model-Based 

V&V flow 

Tool Integration 23 
Integration tools 

/ Transversal 
tools 

Global HW/SW 
Verification and 

Optimisation 

Tools and methods for affordable certification 22 Idem idem 

Resource management  20 
Architecture 

Tools 
idem 

Tools for Product Line Engineering 16 
Transversal 

tools 
 

Simulation environment that can mix physical 
elements and virtual models (“Co-Simulation”)

15 
Architecture 

Tools 
Model-Based 
design flow 

Traceability: Requirements to product, visible at any 
step of the process

13 
Transversal 

tools 
 

The right hand columns indicate the major topics of the SRA‟s Research Priorities 
Architecture, which classifies research into the Implementation of tools, and into the 
establishment of optimised design flow processes. The priorities in the underlying 
classification from the SRA are added in the text below. 

Priorities have been split into three categories: 

1. Highest priority  

 System-level modelling: Model-based Design / System Engineering 

 Test / validation / verification 

2. High priority  
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 Tool Integration 

 Tools and methods for affordable certification  

3. Medium priorities 

 Resource management 

 Tools for Product Line Engineering 

 Simulation environment that can mix physical elements and virtual models (“co-
simulation”) 

 Traceability: Requirements to product, visible at any step of the process 

4.3.3 Identification of the highest priorities 

The following two topics were recognised as most significant by the largest group of 
representatives. 

4.3.3.1 System-level modelling: Model-based Design / System Engineering 

Issues that will be specifically addressed modelling of functional and non-functional features, 
composability of models, heterogeneous models, modelling of the user (human interfaces), 
formal methods for model-based design, Architecture Description Language, meta-
languages to describe distributed ES architectures, compiler validation (automatic code 
generation as well as HW), dealing with uncertainty (incomplete requirements, imprecise 
models), modelling of security/safety/dependability environment, virtualisation, black through 
white-box models. 

Tools and design processes that contribute, in an integrated fashion, to elevating the 
abstraction level at which architecture exploration and design of the system, and ultimately 
the product. The SRA section on Functional Design tools and the complete section on 
Model-based Design Flow Optimisation are relevant in this. 

4.3.3.2 Test / validation / verification 

Issues that will be specifically addressed are product-based V&V tools (as opposed to 
process-based V&V tools), stepwise verification and test (requirements and components). 

Here, the need for cutting-edge tools that can be integrated into a complete process flow to 
support verification and validation at the product level are called for. Specifically, the V&V 
activity should become an integral part of the design process, rather than a “back-end add-
on” as is presently the case. The tools must therefore support the definition and development 
of V&V strategies concurrently with the description and instantiation of the product itself. The 
complete SRA section on Design, Implementation and Verification tools is applicable 
here, as is the section on Model-Based Validation & Verification Flow Optimisation. 

4.3.4 Identification of the high priorities 

The following two topics were found worthy of consideration by the largest group of 
representatives. 

4.3.4.1 Tool Integration 

Issues that will be specifically addressed are Open Interface specification between tools and 
models within reference architecture, mutli-discipline / multi-site flows, adaptability to 
processes (Role-aware tool-chain). 

This is addressed under the SRA sections Tool Integration Frameworks, but has influence on 
the tool development itself (Design, Implementation and Verification tools) and how these 
are seamlessly brought together. 
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4.3.4.2 Tools and methods for affordable certification 

The necessarily post-design process of certification requires that relevant, supporting 
information from throughout the design flow is available, to reduce the time and effort 
required. This is particularly critical where methodologies allowing self-verification to be 
done. These requirements should be taken together with section 4.3.4.1 of this document. 
The degree of certification varies amongst application domains. It is expected several 
application domains will be supported, befitting from that the best practices as well as the 
optimisations developed. 

4.3.4.3 Identification of the MEDIUM priorities 

The remaining topics were not recognised by the larger community, but were still considered 
highly relevant by single representatives. 

4.3.4.4 Resource management 

In addition to the SRA description, issues that will be specifically addressed are power 
management, application mapping onto (scalable) multi-core platforms, design time and 
dynamic allocation, non-functional performance optimisation, trade-off optimality vs. time-to-
market. 

Resource Management is a major issue described in the SRA section on Functional design 
tools. 

4.3.4.5 Tools for Product Line Engineering 

Issues that will be specifically addressed are re-use (still an issue), problem of implementing 
engineering process into the business environment, tailoring of tools from other sectors, 
testing various ES-based variants, requirements analysis, optimisation for various variants, 
standards for requirements engineering (model, tool, API) and life cycle management, (in 
particular managing obsolescence). 

These are addressed under the SRA section on Requirements and Traceability 
Management, under Transversal Tool. 

4.3.4.6 Simulation environment that can mix physical elements and virtual models (“co-
simulation”) 

Issues that will be specifically addressed are references architectures supporting “X in the 
loop”, real-time simulation, distributed systems architectures, algorithms and mechanisms for 
time-alignment of distributed RT-systems. 

While the ability to simulate a system using different abstraction levels of functional 
descriptions is already feasible (if embryonic in some areas due to the need to optimise 
simulation tools to allow realistic simulation times for complex systems), the extension to 
include the influence of the physical world in which the system must operate is a vital yet 
difficult step. These are specifically addressed in the SRA sections on System Architecture, 
Co-design, Distribution and Use of Heterogeneous & Multi-domain Models. 

4.3.4.7 Traceability: Requirements to product, visible at any step of the process 

In addition to the section under Transversal Tools on Requirements and Traceability 
management, we should particularly address the issue of multiple suppliers. 

 


