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DATA PROTECTION NOTICE 

 

On "External audit and controls of grant agreements" 

 
(To be attached to the letter by the Common Audit Service initiating the External 

Audit. The audited entity has to inform all staff concerned) 

 

 

Data Controller: European Commission/Directorate-General Research & Innovation 

(DG R&I)  

 

Record reference: DPR-EC-03326 

 

 

 

1. Introduction 

 

The European institutions and bodies are committed to protecting and respecting your privacy 

in full compliance with Regulation 2018/1725 (hereinafter referred to as ‘the Regulation’).  

One of your rights under this Regulation is that you must be informed when your personal 

data - also known as personal information - is processed (collected, used, stored) by any EU 

organisation. You also have the right to know the details and purpose of that processing. 
 

On these pages you will find information about the processing of personal data in the context 

of "External audit and controls of grant agreements" by DG R&I acting as the Controller. For 

the purpose of performing external audits and controls of grant agreements, the Controller 

will collect documents that contain personal data as evidence of the eligibility of claims from 

the EU budget. 

 

These processing operations are under the responsibility of DG RTD/Unit B.2. These external 

audits and controls are either directly carried out by staff of the controller ("own-resource-

audits") or outsourced to contracted external audit firms. 

 

Contact information the Controller  in line with their respective programme(s) of competence 

relating to the collection and further processing of personal data is provided in section 8 (see 

Annex ‘Contact information list’).  

 

References made to the grants in this document apply by analogy to the prizes, unless 

otherwise indicated. 
 

2. Whose personal data do we process? 

 

This data protection notice concerns the following categories of data subjects: 

 Concerned staff of Applicants: the legal entities that apply for funding through the 

submission of proposals for grants or prizes;  

 Concerned staff of Beneficiaries: the successful Applicants, i.e. participants in funded 

research projects. 
 

https://ec.europa.eu/research/participants/data/support/legal_notice/h2020-ssps-grants-contacts_en.pdf
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The data is collected directly and indirectly from the data subjects. Audited entities that 

provide personal data of their staff to an external auditor shall first provide them with this data 

protection notice. 

 

3. Why do we process your data? 

 

3.1. Purpose of the processing 
 

Purposes of the processing: Checks performed by the Controller on the implementation of the 

programme and the provisions of the grant agreements; Performance of desk controls and 

financial audits according to the provisions of the contracts or grant agreements with the 

Controller. 

 

This includes: 

 

 Verifying beneficiaries' or third parties' compliance with the all contractual provisions, 

e.g.  whether the costs declared in the financial statements have been properly incurred 

and are eligible costs; 

 Checking that the action and the provisions of the grant agreement or contract are 

being properly implemented; 

 Assessing the legality and regularity of the transactions underlying the implementation 

of the Community budget. 

 

The audit and control activities differ across the Commission departments as they can be 

conducted at any time during the performance of the programme or project and can concern 

beneficiaries, projects, system, transactions, etc. depending on the needs of the contracting 

authority. The audit and control activities may be carried out on documents and/or on the spot, 

and may be carried out either before or after the final payment to the beneficiary. Audits and 

controls of documents may be carried out in any place where the funds in question are 

managed or used; the geographical scope is therefore worldwide.  

 

Your personal data may also be processed for the purposes of the Early Detection and 

Exclusion System Database (EDES-Database) managed by the European Commission, in 

compliance with the Financial Regulation1. Information exchanged within the EDES is 

centralised in this database. The database  contains information on economic operators that 

could represent a threat to the Union's financial interests, on economic operators who are in 

one of the exclusion situations listed in Article 136 (1) of the Financial Regulation and on 

economic operators on which financial penalties are imposed (Article 138). The EDES 

foresees the right of the person concerned to be informed of the data stored in the database 

upon its request to the Commission. The information contained in the database is updated, 

where appropriate, following a request for rectification or an erasure or any modification of 

data. For more information, please visit: 

http://ec.europa.eu/budget/explained/management/protecting/protect_en.cfm 

 

                                                           
1 Regulation (EU, Euratom) no 2018/1046 of the European Parliament and of the Council of  18/07/2018 on the 
financial rules applicable to the general budget of the Union, amending Regulations (EU) No 1296/201, (EU) No 
1301/2013 (EU) No 1303/2013, EU) No 1304/2013, (EU) No 1309/2013, (EU) No 316/2013, (EU) No 223/2014, 
(EU) No 283/2014, and Decision N541/2014/EU and repealing Regulation (EU, Euratom) No 966/2012 

http://ec.europa.eu/budget/explained/management/protecting/protect_en.cfm
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3.2. On what legal ground(s) do we process your personal data? 

 

Depending on each category, the processing is necessary and lawful under: 
 

 Article 5.(1) (a) of the Regulation (processing necessary for the performance of a task 

carried out in the public interest or in the exercise of official authority vested in the Union 

institution or body);  

 Article 5(1)(b) of the Regulation: processing necessary for compliance with a legal 

obligation to which the controller is subject; 

 Article 5(1)(c) of the Regulation (processing necessary for the performance of a contract 

to which the data subject is a party). 
 

The possibility for the EC to carry out checks and financial controls is foreseen in the H2020 

model grant agreement (Article 22) signed between the EC and the beneficiary, as required by 

the Financial Regulation applicable to the General Budget of the European Communities (in 

particular article 74 ), as well as its Rules of Application, and in the H2020 Regulation (EU) 

N° 1291/2013 of the European Parliament and of the Council of 11 December 2013 (in 

particular article 29) and Council Regulation (Euratom) N° 2018/1563 of 15 October 2018  

(in particular article 19). 

 

In the course of its audit/control activities, the Controller and its processors might process 

special categories of personal data (lists of maternity, illness and statutory holidays), only 

pursuant to Article 10.2 (a) of Regulation (EU) 2018/1725 (whilst consent is obtained from its 

concerned staff by the beneficiary). 

 

4. Which data do we collect and process? 

 

In performing an audit/control activity, the Controller collects the personal data that are 

relevant for the purposes of that specific activity. The indicative list of data requested is 

provided in the annex to the letter initiating the audit, without prejudice to the right of the EC 

services to ask for any other relevant information as foreseen under the relevant Article(s) of 

the grant agreements or contracts. 

 

The following personal data are collected and processed: 

 

 Identification data, e.g. name/ surname, function, grade, activities and expertise, etc.; 

 Contact data, e.g. professional address/ e-mail address, phone number, etc.; 

 Professional data and data related to or brought in connection with the subject matter 

of the activity, e.g. minutes of meetings, reports from business trips, 

transactions/information in information systems, timesheets, salaries, accounts, 

supporting documents, operational instructions given by or on behalf of the audited/ 

controlled entities, etc.;  

 Other types of data specific to the engagement. 

 

For the preparation of audit files and audit selection, the Controller uses data already existing 

in secured applications and accessible only to relevant staff. During the audit procedure, 
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personal data are collected either by email or on paper or as electronic files and stored in 

computer systems accessible only to concerned staff. 

 

In order to carry out efficient audits and desk controls and to detect anomalies, the Controller 

and its processors might also make use of information available on the Internet (open source 

data search). 

 

5. How long do we keep your data? 

 

The Controllers only keep your personal data for the time necessary to fulfil the 

purposes described above of collection or further processing.  
 

For each category of data subjects concerned, please find below the retention details in line 

with the Commission Retention List. 

By default, personal data relating to grant agreements and service contracts are kept 10 years 

after the last financial transaction (payment or recovery order). 

In case of litigation, your personal data will be retained until the end of the last possible legal 

procedure, and up to 7 years after audit is closed. 

Data collected from open sources including information available from internet sources are 

kept under the same conditions and periods. 

6. How do we protect and safeguard your personal data?  
 

All processing operations are carried out pursuant to the Commission Decision (EU, Euratom) 

2017/46 of 10 January 2017 on the security of communication and information systems in the 

European Commission. 

 

All personal data in electronic format (e-mails, documents, databases, uploaded batches of 

data, etc.) are stored in the European Commission/service provider’s data centre in the EU, 

and therefore covered by the technical, contractual and organisational measures taken to 

protect the availability, integrity and confidentiality of the institution’s electronic assets. 

The Commission’s contractors are bound by specific contractual clauses and confidentiality 

clauses for processing operations of your data on behalf of the Commission, and by 

the confidentiality obligations deriving from the General Data Protection Regulation in the 

EU Member States (‘GDPR’ Regulation (EU) 2016/679).  
 

The Commission’s contractors are bound by specific contractual clauses and confidentiality 

clauses for processing operations of your data on behalf of the Commission, and by 

the confidentiality obligations deriving from the General Data Protection Regulation in the 

EU Member States (‘GDPR’ Regulation (EU) 2016/679).  
 

In order to protect your personal data, the Controllers have put in place a number of technical 

and organisational measures. Technical measures include appropriate actions to address 

online security, risk of data loss, alteration of data or unauthorised access, taking into 

consideration the risk presented by the processing and the nature of the personal data being 
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processed. Organisational measures include restricting access to the personal data solely to 

authorised persons with a legitimate need to know for the purposes of each processing 

operation.  
 

7. Who has access to your data and to whom is it disclosed? 

 

Access to your personal data is provided to authorised staff of the Controllers responsible for 

carrying out each processing operation based strictly on the necessity  and data 

minimisation principles. Such staff abide by statutory, and when required, additional 

confidentiality agreements.  

 

For the purposes detailed above, access to your personal data is given to the Commission 

services in charge of ex post controls and audits and may be transmitted  to the authorising 

officer responsible of the project and to the bodies in charge of a monitoring or inspection 

task in accordance with Community law (OLAF, Court of Auditors, Ombudsman, EDPS, 

IDOC, Internal Audit Service of the Commission). 

 

Respectfully of the “need to know” principle, your personal data may be transferred to other 

recipients: 

 The European Commission Legal Service if legal advice is required; 

 The European Commission translation Directorate-General if translation is 

required.The European Ombudsman, the European Data Protection Supervisor, the 

Data Protection Officer of the European Commission, if you lodge a complaint. 

  

8. What are your rights and how can you exercise them?  

  

You have specific rights as a ‘data subject’ under Chapter III (Articles 14-25) of Regulation 

(EU) 2018/1725, in particular the right to access your personal data, the right to rectify them, 

if necessary, and/or to restrict its processing or erase them, if applicable. You are also entitled 

to object to the processing of your personal data, where applicable.   

  

If you would like to exercise your rights under the Regulation, if you have comments, 

questions or concerns, regarding the collection and use of your personal data, please feel free 

to contact the Data Protection Officer.    

  

You may contact, if necessary, the European Data Protection Supervisor with regard to issues 

related to the processing of your personal data under the Regulation.  

 

If you wish to exercise your rights in the context of one or several processing operations, 

please provide their description (i.e. Record reference(s) as specified under Heading 10 

below) in your request. 
 

9. Contact information 

 

 The Data Controller 
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If you would like to exercise your rights under Regulation (EU) 2018/1725, if you have 

comments, questions or concerns, or if you would like to submit a complaint regarding the 

collection and use of your personal data, please feel free to contact the Controller while 

specifying your request, at: RTD-AUDITS-DATA-PROTECTION@ec.europa.eu.  
 

 The Data Protection Officer of the European Commission  

 

You may contact the Data Protection Officer (data-protection-officer@ec.europa.eu) with 

regard to issues related to the processing of your personal data under Regulation (EU) 

2018/1725.  

 

 The European Data Protection Supervisor (EDPS)  

 

You have the right to have recourse to the European Data Protection Supervisor 

(edps@edps.europa.eu) if you consider that your rights under Regulation (EU) 2018/1725 

have been infringed as a result of the processing of your personal data by the Controller. 
 

10. Where to find more information? 
 

The Commission Data Protection Officer publishes a register of all processing operations of 

personal data by the Commission, which have been documented and notified to him.  

 

You may access the register via the following link: http://ec.europa.eu/dpo-register.  

 

This specific processing operation has been included in the DPO’s public register with the 

record reference indicated DPR-EC-03326. 

mailto:RTD-AUDITS-DATA-PROTECTION@ec.europa.eu
mailto:data-protection-officer@ec.europa.eu
mailto:edps@edps.europa.eu
http://ec.europa.eu/dpo-register

