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14. Secure societies - Protecting freedom and security of 

Europe and its citizens 

 

History of the updates 

Decision Version Main Changes 

C(2017)7124 of 

27 October 

2017 

1.0  Initial version 

C(2018) 4708 

of 24 July 2018 

2.0  A paragraph has been added referring to Article 30.3:  

o For grants awarded under these topics for Innovation 

Action and/or Research and Innovation Action, the 

Commission or Agency may object to a transfer of 

ownership or the exclusive licensing of results to a third 

party established in a third country not associated to 

Horizon 2020. The respective option of Article 30.3 of the 

Model Grant Agreement will be applied.  

o Same paragraph has been added under the grant 

conditions. 

 

 Old text:  

The Internet of Things, the ever increasing number of 

internetfacing devices may pose substantial threats to (cyber) 

security as the internet has become a target for cybercriminals.   

 

New text:  

The Internet of Things, the ever increasing number of 

internetconnected devices, may pose substantial threats to (cyber) 

security since this fully connected world as well as the network 

itself have become a target for cybercriminals. 

 



   Deletion of a footnote:  

This activity directly aimed at supporting the development and 

implementation of evidence base for R&I policies and supporting 

various groups of stakeholders is excluded from the delegation to 

the Research Executive Agency and will be implemented by the 

Commission services.   

 

Introduction of a new footnote:  

 For 2018, 2019 and 2020 topics, this activity will be delegated to 

the Research Executive Agency, nevertheless the Commission 

reserves the possibility to exclude a specific project from the 

delegation to the REA if it appears that that project would 

necessarily have a close link to the development of EU policies in 

the field of security. 

 Deletion of a sub-topic for 2019:  

d. [2019] Border and coast guard organisations, procurement 

authorities, industry and researchers are invited to join forces and 

draft the roadmaps necessary to provide innovative, future 

solutions for border and coast surveillance, control and 

management, in the context of integrated border management 

and "dematerialised" borders. Whilst practitioners need to be in 

the lead for expressing requirements, the largest number of 

(national) research organisations and industry participants should 

also be involved in the consortium. The management of EU 

borders requires more interoperability among systems in order to 

improve capabilities. Industry is not encouraged to invest in 

innovation given the small size of national markets and national 

authorities hesitate to invest in innovative solutions not knowing 

the intentions of their neighbours and of other countries. A 

roadmap is required for border and coast guard authorities, and 

industry, to plan ahead and to facilitate future investments into 

common, interoperable solutions and systems. The roadmap 

should cover foresight activities, and take account of current and 

future relevant budget trends in the Member States and the EU. 

 

The deletion of this sub-topic creates a budgetary surplus of 3.5 

million euro for this topic. Following an analysis of the budgetary 

allocation per topic and the indicative budgetary contribution per 

project the following changes have been made to the budgetary 

allocations to three topics:  

- The budget of topic FCT-01 has been increased to 10 million 

euro, from 9.6 million euro.   



- The budget of topic BES-01 has been increased to 10 million 

euro, from 9.6 million euro.  

- The budget of topic GM-03 has been increased to 10.7 million 

euro, from 7 million euro. The budget for this topic had already 

been increased by 1 million euro through the budgetary 

reallocation related to the changes made to the “SST other 

action” in 2019. 

 

Deletion of the eligibility criteria for sub-topic that was deleted. 

"d. [2019] Border […]" under "SU-GM01-2018-2019-2020: Pan-

European networks of practitioners and other actors in the field of 

security" 

 The eligibility conditions for topic "DRS03-2018-2019-2020, 

Subtopic 2: [2019] Pre-standardisation in crisis management 

(including natural hazard and CBRN-E emergencies)" have been 

modified to reflect the requirement stated in the text of the same 

sub-topic. The following addition has been made:  

  

Topic "DRS03-2018-2019-2020, Sub-topic 2: [2019] 

Prestandardisation in crisis management (including natural hazard 

and CBRN-E emergencies)", requires the active involvement of at 

least 3 standardisation organisations from at least 3 different EU 

or Associated countries.  

 Under "other actions" the action in support of "Space Surveillance 

and Tracking" has been simplified. This implies merging the 

different strands of SST in one action and focusing the follow-on 

activities on the years 2019 and 2020, instead of the years 2018 to 

2020.   

The text has therefore been reworded to reflect this merger of the 

SST strands, the reference in the timetable for 2018 and 2019 has 

been deleted and the 2018/2019 budgets moved to 2020.   

 

This led to a minor budgetary shift: in 2018, 1.5 MEUR and in 

20191 1MEUR) from SST have been added to the SEC call (topic 

SU-GM032018-2019-2020: Pre-commercial procurements of 

innovative solutions to enhance security). For the 2020 budget 2.5 

MEUR have been deducted from the overall envelope of 185 

MEUR, bringing down to 182.5 MEUR 

 



C(2019)1849 of 

18 March 2019 

3.0 Regarding SU-INFRA02-2019: Security for smart and safe cities, including 

for public spaces: 

 Several additions in the text: 

‘Scope: The security and good operation of a smart and safe city relies on 

interconnected, complex and interdependent networks and systems: 

public transportation networks, energy, communication, transactional 

infrastructure, civil security and law enforcement agencies, road traffic, 

public interest networks and services offered by public and private 

operators.’ 

‘Proposals under this topic should develop and integrate experimentally, 

in situ, the components of an open platform for sharing and managing 

information between public and private service operators and security 

practitioners of a large, smart city. The proposed pilots should consider 

how to combine, inter alia (…)’ 

‘Simulation, detection and analysis of the additional security threats and 

risks created through the interconnection of smart systems (e.g. Internet 

of Things (IoT), in particular those IoT objects used by security 

practitioners), and smart infrastructures (e.g. smart (government) 

buildings, smart railways, smart ports, smart factories, smart bridges, 

smart hospitals, large gathering of people in smart infrastructure) and 

smart services (e.g. transport, commerce, hospitality) within a smart city 

(…)’ 

 

 ‘Contribute to the implementation of the measures foreseen in the Action 

Plan to support the protection of public spaces (COM(2017) 172 final).’ 

 

Regarding SU-FCT02-2018-2019-2020: Technologies to enhance the fight 

against crime and terrorism: 

 Addition to Sub-topic 1: [2019] Trace qualification 

‘Proposers are encouraged to address how they contribute to the 

European Forensic Science Area. ’ 

 Introduction of a footnote 

 1 The Council Conclusions and the related Action Plan on the way forward 

in view of the creation of an European Forensic Science Area (EFSA)  

adopted on 9 June 2016:  

http://data.consilium.europa.eu/doc/document/ST-10128-2016-

INIT/en/pdf  

 Continuation in 2019 of Sub-topic 2: 

New text: 

http://data.consilium.europa.eu/doc/document/ST-10128-2016-INIT/en/pdf
http://data.consilium.europa.eu/doc/document/ST-10128-2016-INIT/en/pdf


Sub-topic 2: [2018-2019] Digital forensics in the context of criminal 

investigations 

‘In 2019, proposals should focus on data gathering, classification and 

exploitation, as well as speedy exchange of information in the context of 

child sexual abuses investigations, taking into account main and emerging 

trends (for instance, intensive use of Peer to Peer network, anonymous 

activity on the Dark Web and abuse of encryption).’ 

 

Regarding SU-BES01-2018-2019-2020: Human factors, and social, societal, 

and organisational aspects of border and external security: 

 Deletion of the additional eligibility condition  

Old text: 

'Predefined sub-topics require the active involvement of at least 3 Border 

or Coast Guards Authorities from at least 3 different EU or Associated 

countries. Where applicable Sub-topic: Open requires the active 

involvement of at least 5 such organisations, from at least 5 different EU 

or Associated countries.' 

 

New text: 

'In 2018 predefined sub-topics require the active involvement of at least 3 

Border or Coast Guards Authorities from at least 3 different EU or 

Associated countries. Where applicable Sub-topic: Open requires the active 

involvement of at least 5 such organisations, from at least 5 different EU 

or Associated countries. 

In 2019 such conditions cease to apply.  

Conditions for 2020 will be defined at a later stage. 

 

 Addition to the text of Sub-topic 2: [2019] Modelling, predicting, 

and dealing with migration flows to avoid tensions and violence: 

‘Participation of Border or Coast Guards Authorities or those working with 

at-risk groups, for example first responders, municipalities, social workers, 

educators, civil society actors etc. is welcome.’ 

Regarding SU-GM01-2018-2019-2020: Pan-European networks of 

practitioners and other actors in the field of security: 

 Deletion of the network of practitioners in the area of the 



protection of public figures.  

Old text: 

‘In 2019, proposals are invited in two specific areas of specialisation: the 

protection of public figures; the handling of hybrid threats.’ 

New text: 

‘In 2019, proposals are invited to address the specific area of handling of 

hybrid threats in line with the existing EU policy framework’ 

Discontinuation of SU-GM03-2018-2019-2020 (PCP) as from 2019.  

Re-distribution of the budget following the deletion of the network of 

practitioners in the area of the protection of public figures (3.5 m from 

GM01) and discontinuation of GM03 (10.7 m) 

 Additional 7 m  will go to SU-FCT02-2018-2019-2020 with a focus 

on fighting child sexual exploitation.  

 Additional 7.2 m will go to SU-DRS02-2018-2019-2020 on the 

technologies for first responders. 

 



C(2019)4575 of 

2 July 2019 

4.0 
- Under the Infrastructure call  - focus for 2020 was added: 

o In 2020 under SU-INFRA01-2018-2019-2020, the focus will be 
as follows: ‘while keeping the coverage of the assessment of 
risks, prevention, detection, response and mitigation of 
consequences, proposals should also address the interrelations 
between different types of critical infrastructure with the 
objective of developing tools and methods to minimise 
cascading effects and allow rapid recovery of service 
performance levels after incidents.’ 

 

- New call on Artificial Intelligence, with the following three topics, was 
added: 

o SU-AI01-2020: Developing a research roadmap regarding 
Artificial Intelligence in support of Law Enforcement; 

o SU-AI02-2020: Secure and resilient Artificial Intelligence 
technologies, tools and solutions in support of Law 
Enforcement and citizen protection, cybersecurity operations 
and prevention and protection against adversarial Artificial 
Intelligence; 

o SU-AI03-2020: Human factors, and ethical, societal, legal and 
organisational aspects of using Artificial Intelligence in support 
of Law Enforcement. 

 

- The following changes were made under the Security call: 

o Sub-topic 3: [2020] Methods and guidelines for pre-hospital 
life support and triage was added under SU- DRS02-2018-
2019-2020; 

o Sub-topic 3: [2020] First aids vehicles deployment, training, 
maintenance, logistic and remote centralized coordination 
means was added under SU-DRS03-2018-2019-2020; 

o Sub-topic 1: [2018, 2020] New methods to prevent, 
investigate and mitigate trafficking of human beings and child 
sexual exploitation – and on the protection of victims under 
SU-FCT01-2018-2019-2020 will continue in 2020; 

o Sub-topic 3: [2020] Developing evidence-based approaches to 
evaluate and to further develop initiatives to prevent and 
counter violent radicalisation was added under SU-FCT01-
2018-2019-2020; 

o Sub-topic 3: [2020] Money flows tracking and Sub-topic 4: 
[2020] Development and deployment of technologies, tools 
and relevant infrastructure to identify speedily terrorist 
content online, and prevent its re-upload were added under 
SU-FCT02-2018-2019-2020; 



o Under SU-FCT03-2018-2019-2020 a focus was added for 2020 
– ‘In 2020, proposals should address exclusively point b), with 
a focus on private operators. Although public authorities are 
primarily responsible for security, public-private cooperation is 
key in protecting public spaces. As an example, the first 
persons on the scene of a terrorist attack are often not police 
officers, but private security staff from local shops or transport 
operators. Moreover, public spaces are often owned and 
operated by private entities,’; 

o SU-FCT04-2020: Chemicals: intelligence, detection, forensics 
was added; 

o Sub-topic 3: [2020] Developing indicators of threats at the EU 
external borders on the basis of sound risk and vulnerability 
assessment methodologies was added under SU-BES01-2018-
2019-2020; 

o Sub-topic 5: [2020] Disruptive technologies for non-intrusive 
identification of hidden goods was added under SU-BES02-
2018-2019-2020 

o Sub-topic 3: [2020] Improved systems for the vessel tracking, 
behaviour analysis and automatic anomaly detection was 
added under SU-BES03-2018-2019-2020 

o The following two networks of practitioners: (1) security and 
intelligence services network and (2) fighting cybercrime 
network were added under SU-GM01-2018-2019-2020; 

o Sub-topic 2: [2020] Procurement of prototype systems among 
those specified as a result of Sub-topic 1 was added under SU-
GM02-2018-2020. 

 
- The following changes were made under the Digital Security call: 

o SU-DS02-2020: Intelligent security and privacy management 
was added;  

o Following policy developments, editorial changes were made 
under SU-DS04-2018-2020. 

 

 

 

  



C(2020)1862 of 

25 March 2020 

5.0  
- The following changes were made under the Infrastructure call: 

o The contribution of DG CNECT to topic INFRA01 is reduced 
from € 10M to € 4.3M. Therefore, the overall 2020 budget of 
the call is reduced from € 20.7M to € 15M. 

- The following changes were made under the Artificial Intelligence 
call:  

o The contribution of DG CNECT to this call is reduced from € 
10M to € 5.7M. The contribution of DG HOME is increased 
from € 10M to € 14.3M. Therefore, the overall budget of the 
call remains unchanged. 

- The following changes were made under the Security call: 

o The 2020 budget provisionally allocated to this call is slightly 
reduced in order to shift resources to the call on Artificial 
Intelligence: from € 165.5M to € 161.2M.  

o Specifically, the budget is reduced for subtopics DRS04 and 
FCT02, respectively from € 10.5M to € 7M and from € 28M to 
€ 27.2M.  

 

- The following changes were made under the Digital Security call: 

o a new condition is added for DS03-2019-2020: 

“Grants will be awarded to proposals according to the ranking 
list. However, for the 2020 topics only, in order to ensure a 
balanced portfolio of supported actions, at least the highest-
ranked proposal per sub- topic will be funded provided that it 
attains all thresholds.” 

 


