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The report also refers to several EU projects or programmes, on which further
information can be found at the websites below:
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I. Introduction
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A. European countries:
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II. Overview of the Challenges
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III. The difficulties in facing the challenges: Summary & Overview”
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;Bv(+ +% ’ (1 %1 (%@ ) (’> H@ ’ = .1 (:B’ ) ( (+:Bv ’
= $§( 4% >, + ,> H, B" , G ?, ., 5 ( hHe =((, &(? @
J4= o ] = 1 H,("11/) =>4 H,B> $§ ,(, W@%t= ,>
(CHO , ( oS . 8 &( , >&(? @ BB  ( , HHE >0
H ,> , =(*, , , 4 (L ?,< > % ,(G" , HO  H( > ) § 2%
, 0 (+ , ++ + ?, ( =+ , (0 >(> L0 ( < K= ,> -
?,BH,("11/)
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’ $ %% + (1 ’ B (, ' + %%, +, > .( ’ %
(1 %%$:( 1(> = 1> ’ 38 > 1>9*

B,B ,( (,  =H, - %y B',B, + R >
L, A= WH, B, B (, "( Hi,B ., BHMIK, ?2( B,
(=0

G ( WwBK( 8 $4 .2, , H=, ", #e (Y%
(W, ( = (,kh > ,, & I +( ( +4@)

% )0 8* . 20 - - (9

GG o>, 8, , " > (% $,2, H >
( " > (=h, ,?, , > > (>%,(, , W
(e L ( o> (B> §>

o=, BB => ,( >=( =, :>N= @% > +< h@
¥B ,> =BH,( $ = (,) bH#®E ,"( ,>=(, ($( > B(,¥B ,>
B" s> ?,H,, "S>8® > ,>24%'B, §$ ( +> (,

; = (, N=, %@ H,, % ( @ (B ,>
B+ ?,H,, ., )
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H, B, H B(, B" ( > B (, >% =k , , thHU, b
,2( B, 8% =+ , b +0 B, B, H, ,i"$=49)

* * + A9 / AFI 8 * | g *
- * &6 #'# 9 * &
" ( 0* #0 g * &6 #yY *

- / & # )
) . ( $ > =HK, (+ , L >?>= W ( , O 8§

$, >8% = > B",(,>H@ ,?,(%B =", >4, ,L) 5 ,2.(

B, =", =(, > "=, b, +, (WO (7> +4,
= ?, > (, > $%,( B, , "(B,>, =f>H, = ,>
,A BT, st . Lt L8 2= (8, 8 L (o , )
* * + A/ AH)
==",B, @ > %, ?,B, , , > ( , h=> + , l
B, = , (@° @B > 0 B +,B, b > .(

g="" Sh@9&(? @ + W+, 8& 9 (, W( ,(=>,(>24",>
$, ,C , ( B",B, > %8, > $, "tk ,> @ B C,

,B %, ?,) B, (i % B (, $+4, ?,) ,( 8hC, oB 9 (,

(, +e >,$, ,> HO , b+ %> ,) ,0 % $, > ch, ,

=, ,(+ BB, O T O G (e ) .
, h,?2( B, (., ,> >B (, ( h , W ?, H,

+?, , » B, =(,) B, (b 2,% % . h= = GN=( +
>$=h , + 8§ (?2( = "% H, ( #@"(? @°(C, 2, ( , =+
$°(? @ , % 0, =, >N=,"( , )
* * + A/ Al

e ,( =G?, $ , =", > *“(, +B, W 2, >>(, W,
H ?, B, ,> "( H,,B (b W+ ¥ ++(? ,>HO , o>
b =8 ( (M >0=" =9 , #o+ ()

,2,( , > .0 (,B % W, +, B ,( § "% ,(°(

>.9%, ?2,, §,%8(,B, . ( $(+ * LH > (, (T,

G, W, +,>H=( ,( ,,>(G L + >8H,( °( ot )
# #
7
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Iv. Fundamental imperatives

/) .( B ,( ( $>B, ,0B= H, C, = 0(?,
$ .> (., (,+ B, , 0 H, + (>8( (2% ,>
A0 < = ,> +(+ ( =, = b2 4=,) 0 (,
GS (, H(,8@ , =, > $MB W = ", $ h= >
(, BB, > )

%

") , >,?2,b "B, $ (B > BB= ) h+@ $,(+(, H, ,$
= 0 % " , , (, , >?2>=% > LOGY - R =

H>, 8"=Hi > "(? .9 , o, >, k=, (, (7?70 ,

(> o, ,8,>B3YB (= > =(?,% ,9 H= & , (

" ( h = Be >",( b3(,,> B h=> +" 4 43(,,> B > >, >

") (> Yy, B B@ =%, N, , (> § , ,B =}
=( $B = /2- (=>+B, *

o >h+4% (>,( , G, bo+,(C C

, H= B > = B* Hy, , (+
$ (B ¥ o8>, (B ) " >,( , (=
H, ? =( >, B, > ,,$,( % @ cC,- G (> =,>
> ,B , > (0 B, , 0) " ( =B,
$( , (- B,, + ( G, 2,
G > >B@ ( ,(CS$( BBGO® %> >, =, L 0Gh?
$=>B, H(+ 8 +=( ,> P (4% 2 >/ % , = 9

=h> o % B , H% , $(",( h>,2,% "B, $ , >?
H= % , BB + >H, =, 8> ,0B , . B TGGN ,
$( 3G, >>B ( , 0 H ,> , 0 > ¥>(0 ¢

’ ’ @ ’ % ’ % + %>1’)1% 'B1 1> 6 (C +& .1( )
B = cC +e ¢(, , H( + H= o+, 3G, >>,B (

b+, LG ,> S LHE 8T ,( @B , >2>=1%
<

4>, (B (, (B, 4+ B, , i+, B, B, H,
- ( B, S H= .8 ((B= LG > 8, * (% .8 2

0 A@@2a* 0 (43,6 4>0. ) %)
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% Bl> (Hl% 1?,>) %’ bl B, bl bl I % + bl Ll ( = B.,>,> = b} %%
= >1(B ] >1B ( ’ @ 1%$) > ’ % B1 ’ B ’ (1 '1
> ", )
Reference: ($=( ,(> % ,,6€C +&",( ) 8=BB( ,> H ?,

>, 3 =H, 32HI )N
b+ B, (2, *

( G +eG + .>H0 , =(C", =( $5=B  +
Jho=>0 (28, =", ?, 5=B + >
8 L% L, , (= (=t i+ (% 8, $§ BB= 0@ <,
(,( $ =>B, t + > , Lk $ , =", = $ =9
, H > (., ("W, > (=h, .GS (, ?, L%, 2.4
= % =) 0 (,? $ (, 2,89
> 8 2> (0?2 L6 swoo( s .,
$=>B, 4 (,N=(,B, s> 0?2, k=> b W, o+
H =A,BH =(+ >8 $( B",B, > HO
,(,>9 ( H=(+ =¥>H, BK( B $§ @¢(°? $ ., B
G, 2, = 2?2 > = 24 H= >,,> BGZ, . (
( -

1
Y
L]
M
1

Reference* ($=C ,(> 4% ,, =, (% - = % 0 (

" 8 ? * 4( J =, H&? 60J $ (,B, =>08$ ( ,
$ (B BB ,("1118 >5> B .} =HB >

G (9

= 4H 2.0 BH,( , 4= 4
$%:(, $ @ > '( , (,+ B, B,,
, = hH,+ % (LN=(,B, $ . ,BH,( , hC,4%@ =, ,( =
, H, ,, = b > % ABS,>HO , (O
"( $ , ,(B = b =G, e 8B,> (H H
( O ,N=, H¥b B@W= (, , *

8§ ,"/0/ + & 0 /0/P 1/7°()-19

. =(, A NG o8 b 4 . =+,
?2%>0 $B, =(, >",>Hd , = $ , BB= @ = 2,
>2,(, %, ,=$B@ >,% @3 BB= 0% ) ,?24>0@
= B, =( W@ H, k=>+,> b+ 8 BB= @% ) § b
,BB +$(B , (, @ >,", >, =(, $% H, =, §
?2,@ =(GH, ?2,((>>, HO(=h, $ b ,2,(8( B,> H, +
>.°(2,> § ( BB= @} > = L hL+HH 5

BB= @ ¥ H, + W%,> N=, ) ,(,$ (, the validity of a
Community measure or its effect within a Member State cannot be affected
by allegations that it runs counter to either fundamental rights as formulated
by the constitution of that State or the principles of a national constitutional
structure.

= 2,0, %

L UL#s §8 b



& #
NEW CHALLENGES TO DATA PROTECTION

Final Report
9 >
.(B = = =>+B, ) = he § | H
(@
8 ,(B = % o= 043,( P 47 "12 $-1 =,

"It ()L

When legal protection is not ensured at the [European] Union level, the
Constitutional Court judges [i.e., re-asserts for itself the power to judge
- DK] whether legal acts of the European Organs and Institutions stay
within the limits of the sovereign powers granted to them ...

B ( >+B, §B B => i b, (
(," ( , H?, , hB > , < BH,( ¥
2 H, ("M B = % =( (=h,> } > ?,
(N=(G>B HY ", ( > (., 2 ,"(?2>( (, BB= >
$( AB = = B L B,> B"B, + |,

. G ?, 8 (, 2, "rmo"1r 9 > , (Fh + =+, ,
(,N=(,B, $ >(, 7, K 2%, % = Kb+
GN=(B, $§ , = (0

, H?, ) > (, B, M =,> (= .,

(0 =) 68 ( BYL( 7, eG? > >, .+ B,
8, ", We s .( he W, (,  =((, % ?,,>HO W (,, "% (<9
B,, , (N=(,B, 5 5 > 8, = $ , LBH/( ,
8 Y%= + " ( =h(H= o, (N=(,B, $ ., (B =

G ", > 2.5 ",>HO |, = hoo=( = (@9
References* ($=C (> % ,, (= , - 4
>, B"(?, % 6(C +&".( )" .. % "()1l-H¥ )
B, § . = (, >,(,> , = kH $>
(, H, ", W@ + ) il L G ( . >5 +
+) 5 ,72,( v, = (, > ", @, H,, $=He >,?,% ",>
B (,+, ,(% = I (I $°(? @ = (% G b oH, 8
0 = YH S(> (., ) = (, > ,& §
" Bl (40 B A, ( > ,& $ .6 LGSG S (
B* (Hi, (B +.4,B, =", =B (+ > (>) )
>, (0 = A h(+,h04%B ,> ( ?,( B, ,

(, .
$°( % $(B 8 >.,2, ., h(+40 % $( (4

> = , ’
G, 9 >% $, =,> H, (=B">H0 , ( B,>B, 8= ,, " ()
-1 H,% $(BGG, >?240"B, 9 % =+ B, , 8= . .(,0
?,,A, >> , = b, $=( ( Ws ((,B?2,>%B ,
= :( ', = (, = ,(B @)
References* ($=( (> % ,, - , H?, B, >
= ()
§ . ) B"™I/ 11/7/7-2.1( B = b o=(> (., b
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Conclusions & Recommendations

1. BASIC APPROACH 0,A" > + G2 =, P
"0) eG?, § > "(, G+B, = ( AT (4 $
, ..»> B,, ,(N=(,B, $ , b5 > (,($ =>B, % +
> § = $ , ,BH, N ho% >
= W+ BT,( ?, G ", 8 W ?2,>He , *(G,? = (,
"Hw(9 WH, W ,B( B"( , ., HiHH "% >, i
. ?2( B, )
") (., .8 W ?2,G6>H0 L (G? = (.t (9 S
=I> = ( , H >, (T, >#H(,( , =
(, ?,/.10 ) , "% $ ,,H( > >(> ,,> H, %($,>8
$=( ,(> = ,>H} (= ( =H , 3)19 H= ,@ ,B ,%?, >
GN=(, B K ((,? G.C B,, ., , W, +, ) . (@ ,e(,
=( ", > b = b =B (+ >> §$ ,C >k= B, >
> H, ( #@( %(B,>)
"2) , 8 = 8 0(?, B,> B,, + , , W, +, =k> H, ,
$ +8 (LY ,>9B ,( > = > , =H , > >
, "(HL,B  LAl= $ . B ,(%B , 8%, ( ?,83)"R
, 7,A,>N=, $:0"Th OHE, B <83)-R
» 28 (B= 4 L ( (B 8 + ,2,% , ( =+
?( = B, = + ( +(,$(,B, He , BB 83)1%R
2> 8 (B (G T = >+ 06 $
1 >,N= < 8 (1 83).R
s >, =(,B= +, ,( B > B= ( +(.9%(.B, ¢
A+ ,>B, 52,0 H0 , & 83)0R
. G+, , (+ >(LB,>, §( >?2>=4% 8" Hi@ + (
(=+ (,4,? 983)7R >
s a0 L% =B, @ > %L 7B, =(0 8 b= > 4+
,H=% 4B >*( W, ( $ = B, =(, 983)29)
"/) , ., > > (9% ,,B [ C=HCGY e LG > ,
(= WN=, $:°"h HE, % <8),) §, =( + eC , + "
, @, (, >% >, § Hb, b4 "th, > 2, %9
@ H, (, 4¥?2,> $B= +(, ,( (B ,?2,> , $
G ?2) > 2,(% $ =, .G ) 2+ (+> °(,
=, § .0, (> tie BT ( 2, (G (.00 (s
B ,> , $ (.2
Our conclusions and recommendations in these respects are set out below.
e ,,@ s$(,%$ ., H (e ,LBH, ("1, (L(H, B,H,+HEH > 4)
Oz2¢ + = B=(+ , $U.( 4> > (4 0 (2>, $(
> - $ B+, ,=h+iyB, (CBWB, + $=>B, §(+ ( W o2,
H@ > 1BH7( H ) (7 ’)7( (7 @ H % > .(7? = %@ 1. ( ) (” Tt M ( <)
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2. SCOPE OF THE EU DATA PROTECTION RULES

(i) Former First- and Third Pillar matters:
Finding/Conclusion: ? 0, H$ (, , B + $(, § , H
( @=,> H, ,$( > (:"#w(<s$ , "¢ ( #Ho ,( ., >
H, B + ,"(H,89 )+ , 6 > & (2, , %R A ,
H % $ L,>8,(, "M ( B, G2, , b ("W ((C " $
: =,> ( "< §> = (C Ht, =B, ," H¥I@$(
(+ + o= (@ ( %e( (b 2,(> " > = (., .
= (@) % B® Hi, , b =,> (N=(,B, $ 0 ? hHY @<
8, ( ,> , &SB (, @ = $=>B, W =, > °(,
()
6, H,4,?, L8 G, > =0 T B=H,
+=( ,,>> ( , H . »BH,( , > @ =
(, , *t, B2AW(N=(G>HE @ $ , LBH,( , N = >
He =( ", =B (+ % ) ( " ( =,> H, ("
B (=% ( ,.,>=4% > ", , =(,>8 , S "W
¥, §,2,) 5 (B $>  °( "% ,B ,( =BHH >
BB, > 8279 . (= @ ?C,> 8 > 9
(=B, "k, "( = , , +, > =( "% (, , 8H=
= , B H, + &M@ C H > ( ( ", >,(>
( .9
o B, B+ (+= H,@ > N=, $ ( b % (",%0
B",B =( ", h,2,% $ b > ( B ,($( (
i) 5 ,2.( A% > =H 3- > 31 (+=B >
h(, >@ H, = > , S "Ww(H =, 9% , %, L,(Ch@H, ,,
(B >, N=, $:"thoHL % 9 8, (0?2, L H,
A, > > =,> H, , (G"W( ($ B¥%((=h, , =((, "% Hb,
ho< (=h, N A O H, "",> (, , 0,20 $
(, $° % ,> h = (, =>H, B, B ,($ (=(+, >
'(’ + ’( = (’ + %’?1% $ = h '( ’
(+C) .8 = - = 2, A,
G $$ (L + ¥ >>  B,, b = h(N=(,B, *
()" H?2) $ D ? hHY @< ( "h, W, >0 ( , B
( .2, 8§ ,0 7 @, H,, "=HS$( ., =()

, H2, NS, ( h+b(, B,, + , =", N=¥@(N=(,B, <$(

ho< LW,> = HO o, =( ", =( $ 5=B + R 4B

D ? FHY @< > (,, $> 8 W= + BB= > > QR S

( ¥B L=, $IT( s, <R M+ =,

=, $( >?>=4% 8, >H® , (h? B, =( ] o>

=" = >%=EkE( > 8, = , W, =,
. (B.()

Reference: 6 C +& ", ) , "o=H "))

,G? =8 )
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Recommendation* , H
, ( ?,B= H, ""%,>:, B%

?2,,>HE ,>9%8,(, "W ( ,
$(C , B ("M 2, % > (% -% , ( ?2) 9% , W, +,
(, H,B, G W ?, H,+ ,( (B ( b, ""(AB $
> '( ’ (:%’ 7’( + ’ ? ’ ’ H )2

, BB, > 8279 .) b

> (=t , > =HK, ? + $=lth > +38 ,H C "H, +
L=, = $55B + 9

(ii) Exceptions for purely personal processing and freedom of expression, in
particular in relation to social networking sites and “blogging” on “Web
2.0”:

Finding/Conclusion: (+, ,( ,> , 8 9 W B ?,% ,A" >

( =+ HY ++ +< (< >
§ =((, v @ >+ %, $(B
, , .0, @ ,fH,>B ,>H@ ( , b,
WH, $,N=% B , = e +, ,( ,> , ) s o,
2,6+ (v, (0 vt( ., < >:%(,,>B §
< WH,?,@>% =h (] , B, ) H (°, (G
( ., > $,A,B" +§( B ? 0, >(, %@ B*
(70 >> (, R > ( > § "THO + oz, ?0< (=h,

Lo+ ,> (o, 8%(, =B HI@9 LW (+ > = B, ((.>
=He > @ >?>=% "($ ,(.,”2@0 2 ,) $ , $
. B § , T N?  (=>+B, th> L,E=WS(, § ,B
G, 2, B# ,H , $ % & > = " ()

W
L]
+
—~
+
1
L}
—~
-~
(]
Vv
&>
—~
L]

(

, , =, (,B= , B,
H4, H= @, H, $=H0 >, (,>
$, , (B, >B, ,

- B >"(? @ >?2(= ( 8 2%

( +9 = >$B >8 ( +$=% T=HE o> % =(, $%(? ,8 < 2,
>,,>H,, 2,4 =( %>=> ( B,>B, )5 ,2,(> *(,

hC, =, = G> " ( + >% o, ?2,B( (G, %0
=??> ( B,>B, (= @& ,, , =@ ,"( , , -
> )0) 6 4, , @ *,C $ ?,(+, ,
(., ,,>?24'B, > B, . > 88, (, ?,>, (s

References: 6 (C +& ",( ) , + ( 8 ?20 /0
8" ") "R 6 (C +&",(C )", " =H '
, , ). > )0)

Recommendation* =f>H, " Hb, "Tho
Gho2,%0 (2 % ? () - B

=H, (> (@ >’7>-W . $ . .0, M (, § L, (=, TTH Hb,
© (H,(9) 6, H,4,2, JH, 0 >>(, (LB A=

(7 = (> (@=((@ o, ¥, ©C+ , L, +

HE + <, ) " =H( = =f>H, B >, (?>,>,8= , o+ §(

> b G2 @3, >0 ¢ (@=.( =, =
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, = -+ >,$ =k + > ?, Hk, AT,

,0 W H, 2 6 +> % B R $ >.$ =k + $ 4 "(
(e > 4> , + = (@ ,"(B(0
(i Hb @9$ ( ) =>4, ? , " HtY @ $ > +8( ,(, ,0
W, >0 ,A (, +9 (0?2% (+ (. PGLEB,=>,/( >7?>=
Hy B> % HY, S (0 ( #8=% (=Kk= $,>"=Hb > % =(, §$"(? $ (B (

(: < ?’( ’ ’( 4 ( (:+ (:H N= = BB= @ B =
( ) = @ ,B ",(,( HY@ % 8 =HK (

B, >B, N=, >, 0,0 > ?2,(G, W ( =+ b

, Lt > ,0 (,(, BB,>>Ho% (,$(B BB = (% >
5 + +) = @ ,B =P>H,( $(,>He H% H ,B" ( (0
k= $B , =( (C,(%B , & (GN=(C+ C,»> $

,> =HK,  ( , & S$,,%HG, , b =h>H, W, +,>H@

, , H = > , " +>> 2%, % ) 6,H4,?,

B @ ,BH,( , b= L0, (G oW, >@ " HE, 8" (%@
H $ 2h% (4@ " HC G, 8 ,>,8=h + $

, H $>  °(, ho9)

References: =@ ," ( = (% >5 + + 7o, >
). > )0)

3. APPLICABLE LAW

Finding/Conclusion: %> *( , + %= + ,"C , + §",( 4>

H, B + (, +@ ,( bo,>) .(, ? ., A
> WH, % ,B (, (O $:h=> B"'= +) , ( ?W%¥,> =
"( + (% H B + (, +He>2,( $,> > "% H, ,, = (,
$, @ > += C >(" HY ,) " (- 4
$i $ % % , H, =, § BH+= 0@ > >8,(,
B",B $ §OHE, b < (= G 2,
$ we=>( ,B ( 2, , ,BH,( B= i@
( > '( ’ h '( ’ + .’( $:7* - 0
* @ L * . ( * L * (( *
* » + <R H: :8* * (( ( * *
( . + g * 2 * * *
* (= - 8* * (0 ( 8 * ((8
——( ()8 ( 4+ 18%9 $ ,B G 2,9 B, , N=, $
% ", (= ( >",> §( § W * 89
Do (H(< 8 S, , 0 > ,B , > WH B,B(,>$ =
>, ,(B , ., HHY, b, ?2( B, > (H> 6 (€C +&",( ) ®
89 L,( |, (%, :, Hy ,><8 > ,N=, $:, H B, < $(§ B
@ (=>( BB= @4 +, ,(HOR 8 9 .o LA<
,(, + C, v R >879 Lo, HE B, <8, (H(
,(,>8 $, >% = >, ,(B , "( .49 > >, @,
2, C, = ,, > =H %=, H= (w,( : (* *
. (, 9, (=, ( 4, 18989 (,N=, B"@= ,(1@
$=,> > B" Hi, "TiQ ., HHY, K, ?2( B, )
=("( #e ,E=, (0 "TYL,>>88,( he ,  »BH,( , >+ $
$% 8 (, 40 (= Y ,H, =, , B", + > &% +
% ' .’( (’ $1 ’ $ ( 1> '( 19)

"1

L UL#s §8 b



& #
NEW CHALLENGES TO DATA PROTECTION
Final Report

Reference: (3% =>@ B"4,B, $ &,

(!
/.10 e 1 "% Hh, % < h=>,>8 , H $
>1 %1> %@ ’ (s. ( :>@9 *

G 2, Dr, + *(( --( B* ((8C *

- 0 .- (  8* * 0 * 0 .

. . T *

Fo< (=, $=He (*(t.00 >, ", HO LW tth >
W o, LBH,( (, = ,2,(8C > § S 0%y P

. 2, ,.C 2 5) & (40 LGS §>.8
1§ , (, 2.8 H= " (%0 =>HD ,.A, 2,
?

, %-> "( ,, b )” N=, , (,I,B =, > B, k=( >
H= L, =H, § ", 8 "(? L= ( -
$ (7 L (G )

Reference: =@ ," ( = (% , ").

(= (oH= 1a9)
Reference: 6 (C +&",(_ )" , -)

=( .,( = ¥ =, , A= H, ,, , (=, S TR OOHE, b <
(B , b+ $

I
~~
=

I
~—
W
>

, N=, $ ,=, $:>N= @<$ > + = > = > =H , 3)2 H,4 )
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,BH,( , 8 > ()" H?,9 b, (@ =>,( ,:"Th Hh, b < (=,
( , + , »BH,( , > >?>= ,BH,( , ) B,
h(, >@ > . , h+h HY, ?2( B, W $ H, =HK,
> Y h $ ,( ,BH,( )5 ,2,( 8% , b Hb, 8+ <
} (G $% B, |, = K (N=(,B, $ , .G,
>?>= 4 ( > ,8%=( ,( ( 0O @, (H,B* , , G
= i :( $ , N=, :%>( $=, "%@ $ (, +
A $ %> B , LN=(,B, $ ,  N=, ?, $ B,
8%, (3= + o, =( ", b oHb, ko < (=h, ) ( ¢ =
= ha ?2,B ,( + 8" ,( h> hooHE, k< (=,
HO b $ s , G (, =HK $ ( + h@
H o> 8,0 ( ,> =h . =( i b (=4 ]
,BH,( B +, >B = (,LN=(,B $ BH,(
)
11) Recommendation: 4, ,( % G( >= BH+== (=, (>, ",( 4o ,,>,>
thoHhL, Y ) 6, =, 2,450 =++, (=4, , 5 +4 , *
6 =h =h> = B*4@ H, H ,>
=@ $ (+ <% b (+ W , >,») 0 (, %2, W =, *
(, % N=, = Hi B, < (, >% =k > ( LA
) 4= =f> (,>= ( Hv,B > 0 ( ,B > %8, (,
BB= @4 A) S5 ?2,( A"h > ()1- H? , s b
GOGN=, 8 ( G+ . (B ( ""(AB
+ %2, H, ,, h $ BH, ( . ) (B =((, %@ W
H B 0 (= 4%¢( * =H , 3)1 H,k ) H LA
2,8 (  h =(+,9+, ,( (B 8 @ , 5B §
(% "6 C +& (0 H= 0 ( 8, ?2,%0 = ,> ( > >
(, + +8,, =H 3)1 H.,k 49)
B ) ( 8),) ( HE  ,><9
=f>H, Hh B4@ %@ b $ L ( = (@0 $B
Ht B, 8 ,( =(*, 539 > =h> ( ,H ( ,»
B , 8°(?>> ,0 % B "h@ (=, ( $§( $>
(> = (1 = >1N: ’ ( ’ > h = (’ 1( h > ’
,( (> = (00+h HW5; U c , > (, ho9)
G b, +, ,(% BB= 0% =>,( B , , Hi ,>
. GG > B* ,)
, (=h, DUTROOHE, b o< (Gh B s s ) =
(, ., s H= =,:B, < . 8@" o
B*" $8,(°( >= ( ., , G, > B* ?2,(
.( = ? + , Hv B, , 9 =>H, B"%$,>
.0 >, ( . 80,79 = (@ %0 >,(
=>H, +?, BC + $% " Hb, = B @ 4 > +
CC, =R , ""C"C,, $ , $h =h>H, $ , =
H, , 2> k= + > N= @ > "Y(( , , $ ,4 )
=HK $( H,% B ) (, =HK
>,N= <h ( = @8 »>,,B ,>H@ BB 9 =>H, (, ,>
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( B ) L0 = K ? B0 (
8: >,N= <94 (?>,> (>0 BT B, =(, C
=, + + (B ,> ""(AB ,> "% § .4 8
+ b $=( ,(> = ,> =H 3)1L Hb 9

89 oL ( =+, B @ (,N=(, +( + @ , = (, (>
)t ,$ (B $8=H (" ( ¥B,BH,( " $ ( H,?,( = , 68&"/ > (,+=h (
,?, $ =>: > N= (@K

g9, " Hh@ $ =(, H B+ "(, = % $ =",

?, ) 12 > * %&  ¥B= % H,H(, B > =k> H,

(o FSee (6 +S 5>+ =H = , %, , (" (0
?, > &( h- . WH,>,,B,> “(?>:>N= ,<*(, )5 L2.(
6 G % = H( ¥,> G

8-9 , b , ?, =t+, b =B,> , - >,N= ,<h "UHe LA (
J(( (e » (64,7 B* , C=HC 68 " (

, ) B @ ., (%H, , , % ,,AB", $ = (% 8A(C ,(( (4
85, wB > > = (% G, 9 BB ) , ,( > ,.,AB", $
GA( L(C (%,88, "', @ B" @ G, o, "9 WS

(.( ) $ =(, B, ,(?, + 4+ ( ,"(H,B ()
(% =, , BB g > , 68"/9 = C, = $==(,

>, ( 4 = ()

References: =@ ," ( = (% > " , ., ))

6,14, ,,» (?2,(06 B",A =, > , H?, (, B, =++, $ (

>H ,) 5 ,2,( ,> §,.k , $ .B B ( =, =((

(=4, D"Th OHE, % < (, BT HE, $=Me =>,( > ( B™@ )

(, +@ +H% ,>,?( B, th=> Bz +< K ($ >
B $ G ", =(+, % ,,>,>)
4. HARMONISATION OF SUBSTANTIVE LAW
1.) =H , , WS$( H(,% , = 8" ()17 #7299 =($§ > + >
b= B,BkK( =, (B Wy C +,?,
, ) 6, , H(,%@ , 48" ( )7/ #229 , =G B=

h, (L ( = (,)6, %W i , 8" ( )2/ #/09 B C,

(, BB, > , @ = (B =f> H, ,?,> ik
,L.GLGr (8 > (9 6, = (, , B $ ,H(,$ =BB (,

H, B*(G , ?, H= ( G (G ®wWBK(>?,(+, , H
, >H, ,, , > (0 = (, ,,> H,

> ,> §> (, H, *( ",¢@ , =(,> , , +hHY, h

, ?2( B, )

L =H , B= § ,, @H,H(,$ > > k=, , B"LA , §
;B .0 ( G50 B (GLA, 7, (G . 186 (C +"".( )"
(e, $=( ,(> 4% ,, , B (? =BB (@ $ b (., $¢(
BB HO =, ($ "1 >"=H¢ >H0 , BB ")

B (2, ( > G Q)
=, ( =0 B"B, $ &( (, ?2,/.10 B* ( ?, =BB (@
$ " "o 2 hHEL (B _ "L, )=(")=k= L B,$K(2 @ =, >AL) B)
"7
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100 4%8¢G> = + , ", 8§ =, ,B@ , , > (+=, ="

. (+ $( ((G+B, "™ HyL% < =% >( ,B @Bk

>?,(h L F > W =+ @ =" )5 L
>, 3 ()" >H?2, "()1- ,
=h> ?2,(@N= Ch@ %, > $ H, ,, b = o> b >

G " ., (0 "(H,B) +§$ @>2,(+, ) =% 4 H,

S ieNE <HE L (. LBH( L) 6, L8 HEL2,

: ""(AB < § § N=(,> h,?2,4 s> %, b, (46 B,,
, LN=(,B, $ ,B >B > + = 8 %=> + H= hB ,>
B ® >%$ , 5)6, ( 2?2 , $ ¥=(, > WE, > BK(

"( Hi,B ,(B § o> =", = (+ % > >, ,(B §
,?24>0 > ="(,B @8 (" (B @ $ h )5 (B ,

i , (Y (N=(,B, B,, ., , W, +,) =( ¥

(’ '1 $ >1N: 7 ( (1 ’(’$ (’ 1( = * 7 $ ? B K (
W, +, => H, >>(, ,> 0 (?, $ > (,

(,+B,)

) 8 95 6 5 5

(i) Core concepts and definitions (Article 2 of the Directive)

17)  Finding/Conclusion: , >,98 $B 0@ ( " , Go?,

i, 2, B @ (= %N=, = G = $(.ABT, (G, 8,

8 b < > > =HK, < B" ( N=, (,B H =
0B >" => (0B b, >, $ H¥Y@> + < % C,>
,Th, 8C, & >>(, , > (% > > 9 >t 8K b

b > "( ,  W+?, >.%0 >8,( + .( , . N=, ) b =+
B, =, +=> |, H,, +7?, (,% ,, =, Ho , 6&"/

) ) 8 T ( b > I I ( ,, N=, (, W
> N=,4h@ >, ¥ H > 2% >> C, = ,
(= "(HLB G > $ 2, H,, W C 8 B"=(

’ ?( B! ' ’ 81 ’ B (: % %%s +s > .( ’ > :%>Hs
I L ( $ @>1H I (19 7 $ L = .1 > '( L (1+Bs)
12) >> B,( ", , 2,(0>,8 $: (W(< >:"( , (8§ >
= $ (> - (@< > (1 - I <9 7 B >(1 ’)1 (1 = + >
B, (, 11- =BB (@ B = $> ,) 6, (GEL? , 2,="> >B
6 (C +&",( ) b+ § $ (B (B ,,A,( ?%¥,> =(, =0) 6 (C +
L_( ? % >>( > ’ % = - ( B @ ] $> ( ’ >
, (b , » . ?2( B H= $=( (> = ,> ,(*:($h
(B , ," B, ,> , LA B@H, > o=k, ( cC> %
= (= =(,><B =%k $H , oS b> Sh o+ @ B > C>> )
5 2, , A, $ (2,0 ", ¥ , b, B" ( , >+ 0,() , N=, $ =,
8?2 %>9 , > = > " (H" Hb )
B " 1717 , 5t b > g o= [ "117868& -09 > = > B, +
6 (C +&",( )", 1))
! . (= ( , 8 ( B*=,( ,A",( 9 ,B 4" ",(HO® & =} B 4(C, & B, §
&2 @ , " > + L=+ %=(, § @B G h(> o=, (& T
.( 6 (C+ &-"/( =BH,( I/ " =+= - "My ? % H, Vo, §( B
* () BH(C U1.11100 BB, H ,» "t ( ?2,H,, >»>> 6 (C +&",( )"
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(. $, > =% > ,( ,A 40 (W,( > (, (
8 ( "0 ( GG ", 9 "( =H( B i,A ( !
+ - B boBT L, (+(= 8 B ,) i ,
1BH’( , B (1 ?1( >?’(+1 1 (1 ", ) =, WmH, B,
B= B (, B ( o B'.A +h HY , i, ?2( B, R
B~ ( B (B SR oMLY <t ( =( 0, G ",

(b, B= 1, h, (+=> > $= (,B )
Reference: 6 C +&",( )" , 1))

(i) The data protection principles (Article 6 of the Directive)

1/) Finding/Conclusion: , > ", (O, G ,> , b $
,  »BH,( , $, LA ," ,(B >, b (%, , = >
, ( ?2,)5 ,2,( %, % =, B, 2@ +.B% ,, = ,>
(, (,( & = ,>H} 9 , B>k § ,°(C "W R > , >
=( L(°C %) > B, =(, > (8§ (+ G
@ B, B, (+, ,BH= B, B, > , )
1) =G, T8 > # B (U, = LB > 4 (2,

Bi( . . =s . (o2 .t sB v . BAC )
5 ,?, ", %8, BY( G+ ,2,0?2+=,, $ ,"( "k ?,

", >?,(+, "% > > 85, (, ,BH,( , e >88,(,
G+C ( + +8 B ,:( Hb, ,A", < $ > =HK, $(, < (
s ok $?2( = HY <, ) $, = (, , 1 ( h, =HK,
N=, ,,. + ,A,B" O H (S (=HE o, ( ( %,() .(
=", ( B, B, >} > AL 2,50 HC > (B = =>0B + ,
(O, ) ( , b (L8, ( b+t L, < ,H,, 8 >
= I > H >8(C , "% ,"=(C , H=>8$(C 0@ = "= ,9
- (B ( % > += , H, ,, = ,(+ BB,> , (, <
+, ,(% > ", 8 ,?, < > ?, + > , = $0=", ,>P
(B % 8, ,<° (b Hb %@ 2 % $ . G ?,
&( , > B,> (., ( < b $B,> bht=(t , , = ( 4,
28-9 §$ , (, ?, = (=B?, +"=(" ,iB L+(8 ((@
s b (=, (B ,68&"/’
- ) ’ :%1 ’( + 7 > (@ .( ’ + $ 7 ?’ .’( %> $ ( LI | (
=, =, , $ ,> =HK, [ (O ,?2(@7,00 >, ( H4@)
B, ,BH,( , Sk (?>, @ $+=(C 8 B §, H, $
G ?2,% B,%@> B B#%8),) =% , 9 §,+=(> 8,4 ,> B@
,>% =@ $ >, %0 + ( B ,A , (#( > .«
> > G $G . $> (., = (, 4 (.0 =@"yv LG
=+, > B, B, =4> H, UL G o2, >G Y HY , (GBA> (0 ()
5 ,2,( >> c, =, B > B $ = (  $( ,N=,
$:""h Hb, 4% <)
0 e =, (88 __,8, HY@ES .BY, @ .B $> "(, h, $( ., ="
=08 ( , =(", BB 8 //0#/7 "=Hv > ///9)
! ,, ,6&"7:6(C + =B, N G T G R . T N e (
4 (L (>85%x6&- § . H=@"V'7) >+ , B $W>8 > "=(" , e+
= >%,C+: ,<5((C, +$( =% ,4%0>$ >=C, (>=,> 7?2 ,
B=h "%, (B$ $ L, > ( % >9$ , = , W=>06, , B ( , $8=( .
+=> , > (B G+ (®)
"/
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H, = ,> C, >, , >  =HK, (B@ %H,=,>%$(C ,(,(

N=, R > B,IHo> ( ,( H( HY ,<, ( % 0 ,
,,( B= H,H ,> = .G, ™S , .( > b

B, = (, "(?>9%(> 4L>(, "B , > > L, + >
=, , G, ( B= H, ""(?,>H0 >.B , BB ,.,< (
GN=CG Gy O i@ $ ( . b= B &(

= (0 =, 2 ( = > 8 ( ,, >» o> B @
H, ",%,> = , 0 h(, >@

Reference: 6 C +&",( )" , 1)")

- 0o = . * 2
2 Finding/Conclusion: @ hoh G", , (.0 Y+ b+ 4
HY + C > ,(B >, b (2,0 BY( y . = >
G ?) +, (b $=>B, &- > H,B>) ( swo,,
(.0 +, (% (% , (o, o+ , H $ B, $B $ = (@
= ( /B $ , 5 oGy, (., +$".( 4> 8
B §$ , ?, - . =, L6, < (? , 48,9
(?>>8(HOH <), ke, (L( ., L(Ce .B=,
(4,2 5 :,, (& B, , b+ b, (.t
H ,>B= B,, ,> 1> ((N=(,B, $ o< >:,, @8 = +
L8 0 >T(T (% , =(*, = $5=B  + HH( >
AL, ?, 0 ) 8, e, ( , =( ", =( $5=B +
2,0 % =4,> ¥ Wo+s(C L, o+ S, ( b

2 ( =,> ,( 2.0, ( .( > ()89 >898 (b7 $
G 2, ) +0 P , (@s( B b+ b Hb+ . ((

=H, < >:( , +0 P ,, (@$(C ,.6B ,8 C ((,> = = LG (

A , 8§08 4= (02, ,> , (%0 ( " (e B ,> G> % ,>
, 5 e Bo |, , ch+ b Hb+ < (,$,((,> (4, 789 ( ,>,(2,>9% B
( (G ( =% = . ., G 2,G>HE (%, T8HR > ,1 C< >:1= (6
.3, ((,> ( % 78,9 MH C >" ,(+ ,>Het )
,'G? =8 )

' (=( (> % ,, =, (% - = * 0(" 872 ¢ 4 I3 =,
¢ &2 @J $(.B, =0$( , $(B BB ("B, H o
" ) W A=C="% >> =B, HH((@ (" ( (G, (L > ( h+48(B, (€™  (

2,2, $ 5 (,N=(,B (4 b o<+ B, B<8=(" 9:,, @<,) ,, ")/

# ') . .7(+ ’ :BB( ’ B,> t , 5 , $_B ?) G,h >8=>+B, $

0 HE= (@119 >_ (=?) B §=>+B, $1 0“9 G(GSG s N (G

$ . >(2 >, 80 (/279 cC 2 . §=>+B, $7 =@ /2/9 &, C?) 82
=@"11-9 > ,(8) 0#--R b ) . SW (G ( =>=C2 = (

8 > , 10.11g . =+ $AW , W9 =21 >
>_=(B AW 98GS,( , $("(tB @ GEh + (B
H,( (0 o( $( ", ?2.%@ - $ >, ., L(h

-/0 8", 7,4 ( ,=C BB
= ( 3,8 =++,( $ >
GG $ 1 ?,BH, ("I =>+B, $

"To@TII-9 > SN2 2 > 8 ., L1 4>% SN2 2 XCh+ (CBB(,  YCY" +
8 .8, ,$( "B (@@= +%B , Y 5229 - $ > , , (% 66 $ /
JULBH (IR =>+B, $0 0 ?,BH,(U11-98"7) —-#119)  ( H(LS( 2,2, ., =, (% .
St > (L, % G, =", % &( J& , 0
112) B.BG(GG, 5 N I , JAS ) 0 $B , " $
( H=(+ = , , B, ,> H ?, > ¢ @ + (, +, , b $=( ,( $=( .(
B §k=>+B, => $,( ,"mn =0 )2 & >8=>+B, $ 7 =@ 1129 ,
BK(("(= $(C L., +8 .4 > b, (& (2 =( ")

-1
LR B -
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> >> B,, N= @(N(B ) s s , % ( ,>>=H H=
(e B OB LGH O 8
>$ > = %@ " (, (B)

-) h, ( ?2,(h BH, ( , b+ b (=H G Gh,> Ik
( +8 > (+ >»> B 9 $°,( k> ,", W , "=Hk
>N= "=Hh , ( > B,, ) s > (>) W=, "( Hi,B
=(,%@ > B (B H=4% 8 > $§B (, B" ( , =09  (,h

G §$ = >8 , 4 (G T LA L(C (e
G=h § Lo "ThOHE, % < (=h,) .( H, B,B= B (, BB

, .( b,>, ?2( B, > (o, + W G +4@
H, B, =HK, b % $ L = (, , b, (G ,> =HK,

(’ >, 8( ’(1 ’ ( ’ "1 H1 ’ y > ,(, H ,>9)
Reference: 6 (C +&",(_ )" , 1)-8= >,( )

- 0 *

.1)  Finding/Conclusion: ,(B §$:
, H $ ) h, (b

( % 79% , ( 2,

+ ", 9 H, +

,BH,( . ) = .7,

08, .8 > 8 (

?,@ >,$ $ , 8& (

h=>, H , ,(B = BH+=

4 B 0 > % "=, RN T
8 ok, W +$( ,+?2 +$ , , (., HeB, $ =,
40 ( +=> , , 0 =,>HO , > (, = (0 =++,

.( b >, ?( B, h=> + (,) , < H >=>,( ,4
, = (0 , 0" HE < , B, $> , >?2h>=>/(
h B@ %H, (,+ (>, =% > 24> $GY,> $( =H,N=,
(o, o+ ,( = (08,2, .( ,BH,( 9 )0 H, =,8
, 2?2, 8 ., > =@ , (+ , =% , % ", $ (
H > = > . > = (0(,+ > >=(, , )

.7) Ik = ,?, >(+ ,B(G+ (% $=>B, UN=s, $
?2k>0 $ , H > , H $ B Hh( ho,&(? @ ,B,

L0 L > 5 (=>+B, $- “(4"NR )I  ("(2 . 5
(=>+B, $1 , ,BH,("1128H $B +, (¢,( L% 9

L UL#s §8 b



& #
NEW CHALLENGES TO DATA PROTECTION

Final Report
(, (, >H@ ,8A L (7?2 @ ? (% @,(9 =% , , (8
@, + ,BH,( , B @>85,( 0>, 4% = , < >
(5 @, h, (+=> (B ,6&"MH" >, > , =,
W $, = > (h,+% =, = =B,( "( , =,8(,HY Q@ $
. >> ,BJ3 > =% ( B, . )

Reference: 6 (C +&".( )" , 1)- 8= >,( , > 49 L, LG
$((1$1(’ ’ ’ H + $ 5 H@B ( > 648"/ +=>

A S ( HCE, (> #® ,B™h 0B, b >B,> b (,)
- 0o * * < (6
.2) Finding/Conclusion: ,cHE < (L, 8 ( %, 78%9 8§ , (, ?,9 HO
=(, ,?+=, > B LLa>> 8, (W ( > = , ., " B
> b (9 >  =h>H, "% ,> ", $ A )
G + » , b $ ,2,(% = (, 84, =B (b > 9 2+,
=+ $8=( ,( (= , 'k $ , :H#Y < (. ", $
A) 5 ,?2,((,B (CHi@ , 8 ., ?2, =W =,>= B
=k, )
J) 2,(% LG (b Hh, > $5,(, , ( ( .( , »BH,(
,) ) i (+,%0 %, (W, > .,B ,$( .B.,¥, , [
1@ .( ’ ’ ?, > H ) 1(B @ H <,
AT L ,C > 8+, (% ,B =,> , (G ?, ", h@ , (? 0,
, 0 B, Bi(H=B (,"( @8 (>, "0 =M , (
H= $ 0+, % , " $ ,, @< ,) 0=
+o,(we "tveB (, (0T C >, (B" , ( "C . >=(%(GN=(,B,
o, o+ , H $ (,( ) = G, , LW b , tH% <

(#0 ¢ .> =H, HOW o+, + W@s:,(, +
( ( 7 7 (@$ ( 7 .:(. 7 $ %’+ B 7 ,(, .:( :’> H@ b
( @ ", B ,> (, BB= > >
+

= b+ B , L ( "G?2 % 2, ,(+ > L(, $0 ,>
=H, P > ,($=>B, %,,>B $, ,>)K
on @ , :H% ,< o "W, , ", $>HO , &( ,
= (0 h, = >,( , b (W, ,,> H ",(B $§ B
= (@ $ @ (,4%@ , oH= b b $=( - b
(7 Ith +$ (" , + .( (=B = = B,(
(,% H > H , $ ,LAB", $ h $ 9)
0) >?,(+, , + = ( Hy, B +, ,(He L( o>
?( B, $> (, H > , H $ ( ,( ,BH,( , >
(5> ( s (0 B(GG (2% "",> (
> > (W, ( , = (@ Gh?2,5@ % A " $
(. «( H > >( B> =K 38)) 2,( ., ,(, (He
1] 9 H =>,( , (W, h% 8 => (B %0 H
booHE % <9 , > =HK, ( $ ( ,BH,(
( (% ( )
Reference: 6 (C +8&"[( ) " 8A,>>?( 9 1)- 8= >,(
, > +9)
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(iv) Processing of sensitive data
0" A preliminary remark: &, + § ?, > hH B, B= B
>G> >.,?2, B(, >% = (% ., thHYE, )
,?2( B, " = >?>, bt =% >> Y, (C + BB,
Hy + < > (< W(= % :,?, &, ?2,B ,( = , 0
A= (), (Gh+ = HE,$ 8(,?2, (B B ,(9 > .0 (, W
, W@> ,B ,> B @°", "%, U ( " H (>,() h(, >@ >
2, >,,B o+ 0 "tTh O HL, R < = ", + >8 =h) E) $h
G LGS G =HGe (H,B G ")
0-) Finding/Conclusion: B, ,BH,( , AL, >, T, b > 8, @
, G ?, > , b $ , LBH,( , LA LT (T,
*( H , (o, + $= > 9 .( > h=>,> , b ,
(G ?,) ( > >H § o>+ > ,"eB, § L,i5(
8 b, =( @ H, ,$ (= B, , b h=>, > (B %
? ., ) ,t L(hY 8, ?,> B, = > H,
o, > , H $ , B, ,A," 8", % (,(09 , ,( ?,
> 8 > " ( =h(H , H $ , B, > ( 4,
28,98 , (, 2,9
0) " (%B B@ =% , EY (. 48, 2>
B, ", A X
B 0B, * b=+ , b 2,08 8, L,BH( , +, (%
"( ( + ., + 3, ?, > B,, , LN=(,B, $
,B"h @B, 4 A N (2>, 0k ", 8 >, 0
G+¢ B,,? + , >° $ 7, b=, 8(C ", 4% 9H= B
@, H,, > ,) ?2,(% , = .+ i 2,(@ B=
> ,B ,>H@ ," ( ,# > >,i0>7?,(+, (7 (0 ,
> (, [ B*%.,B, + , ( ?, = ,> °(, l (
B({( ", § (=, =,> = >, , > (, % 8 0,9 "(?> +B=
+:> 7 (’ '7 )
0.) , 6&"/ => L4 (b " , (., 8t b ,
,B"h @B, LAR (, BB, > ,B"h @B, ,? U= > R >
(C +> =B, =(?,% , §.,% ( BB-= ,  (C™% R %
(1%17 ' ’B % (H + ’(7 ’ )_ 5 ’?1( > L LI} O’
§,> eBkK( ?,+, ,&%, % , (B 9 G ", )
00) = b " =H} ,(,F 2,088 ,> b $ , L,BH,( ,
s ? 4, =+ 8>6, (0= > (@, 0+ 57, + %
, ?2,> $(B"( " =H¥ ,(, = W@H,, > |, ?,(@58,
b $(B,>H (, , =@ BB > HE =>B, % + +, 0t ,, |,
A,=?, =BB@ $ ,$ ¥>($ $ ,_B"( ?, ,+4 =>0 . B, $> (., B, =(
> (,4,? = " ( BB ,>HE , =>B, % + +, @68 9¢% , =(°
8°11/9 " ()2
) . G oGm0k T 2" Pl (R S T b > , .B™h 0B, LA
86&12 § - ," ,BH, ("' ® _, BB, > "l B*% @,, ?%= 861" § M (
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