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Dear Sirs 

I congratulate you on an excellent paper which brings out many of the issues 
surrounding the wider use of medical data and how it may impact the confidentiality 
of patient information. 

We highlighted these wider risks of inappropriate data disclosures in our Gaining 
Patient Consent to Disclosure report to the UK Department of Health in 2001 and 
noted that compensating options for patients would be needed to help them control the 
possible increased exposure of their data.  The options that you recommend will do a 
lot to address these issues. 

I should note that your view and definition of an EHR may be a little behind the times 
in terms of what is likely to be delivered.  The idea of a single ‘all singing and 
dancing’ EHR is generally proving too difficult and inefficient a solution.  What was 
to be the EHR has often been curtailed to a summary record, either explicitly for 
emergency care or as a simple summary to supplement the detailed care records held 
at various institutions.  At the same time, greater emphasis is being placed on linking 
between institutional records along ‘care pathways’ to ensure that care is provided in 
an integrated fashion.  The risks that you identify still apply and the recommendations 
are still valid, but not in terms of a ‘comprehensive’ EHR itself, though hopefully 
meeting a more ‘comprehensive’ view of health and social care. 

I would make two further comments on section 4 on ‘explicit consent’.  Your 
argument in sub-section (aa) has merit in that if ‘consent’ is effectively a pre-
condition of healthcare then the individual has little real choice in the matter.  
However, the phrasing appears to go further, if I read it correctly, to imply that an 
individual, in taking a ‘better’ option, has necessarily been ‘coerced’ by 
circumstances into choosing that option.  If this were the intention, then the argument 
must be fallacious, otherwise you could never validly choose to have something that 
is better for you.  If I must take the train to see my sick mother, then I could not 
accept a special offer to travel first-class as I was being ‘coerced’ into accepting it – 
the analogy is not perfect, but the point is critical.  While the document presumes a 
‘national’ EHR imposed by the member state, there may be ‘personal’ EHR systems 
(under the control of the data subject) offered commercially or as a ‘free’ adjunct to 
other services – the conclusion here would mean that an EU citizen could never give 
valid consent to have such a facility (possibly in addition to a state-sponsored EHR 
facility).  This surely was not what was intended. 

If the problem is just that I have been over-zealous in my interpretation, then I would 
recommend that this section is re-phrased to make clearer that, if membership of an 
EHR is to be a pre-condition for state-sponsored healthcare, then valid explicit 
consent for the EHR itself in that context is meaningless as it is part of the ‘social 
contract’ for state provision of healthcare, not that an individual cannot give valid 
‘explicit consent to an EHR per se just because it may benefit them, directly or 
indirectly. 



In sub-section (bb), the wording may again be open to possible misinterpretation 
whereby ‘specific’ may be taken to be extremely ‘specific’ with the consequence that 
patients in hospital would have to re-consent so that further tests can be done on a 
sample if unusual results occurred, or worse that patients would be subjected to long 
explanations before they could ‘consent’ – even if they had already made a choice on 
earlier information.  Too tight a ‘specificity’ would lead to extremely inefficient care 
and probable nuisance to individuals.  As an example, if I am happy to have my data 
or tissue used for any research, then surely as an EU citizen I should be permitted to 
agree to that and so give valid consent for quite a general use.  Developments may 
indeed occur whereby I may wish to modify my agreement or even regret that I had 
agreed, but that should not stop me being able to agree in the first place.  Indeed, this 
logic might well prevent there being any legal validity to agreements such as 
marriages, where wedding vows are notably vague and aspirational.   

While the interpretation and meaning of ‘marriage’ as a contract may be part of 
‘general knowledge’ which EHRs are clearly not yet, the public is nevertheless 
becoming more accustomed to the provision of electronic services, and there is 
evidence that patients expect their healthcare services to be as ‘joined up’ as their 
banks or supermarkets are.  There is a significant danger that, if we are too ‘specific’ 
in our interpretation, then we will fail to provide the citizen with the level of choice 
they would expect.  The subtle aspects of ‘consent’ that lawyers may delight in can 
get in the way of the citizen who just wants to make a choice and get on with life.  As 
an example, I was invited to take part in a research study where the researchers were 
required to be excessively ‘specific’ and, as a data subject, I had to agree three times 
to take part before I was actually permitted to be included (and this was for only a 
minor blood test!).  I did felt very disempowered as an EU citizen by this excessive 
concern that I must ‘consent properly’ rather than simply letting me choose and 
having a system that supported my wishes.  Surely it is best to encourage the 
provision of as wide a range of options for the individual, including quite general 
ones, rather than mandating excessively detailed levels of choice, which are likely to 
be confusing, time-consuming, and frustrating for the very people whom they are 
supposed to help.   

I simply caution against requiring too great a level of specificity in the choices that 
are offered. Some people may want a ‘plain hamburger’ without all the extras; others 
may want the full a la carte menu, but it would be wrong to insist that they must read 
the full menu and find the right entry before they can order their ‘plain hamburger’ 
when that is all they want, even if you do want to insist that every restaurant must 
provide 101 options to cater for different tastes. 

With regard to Section III, Reflections on a suitable legal framework, I would note 
your statement in sub-section 1c):  
It should in principle always be possible for a patient to prevent disclosure of his medical 
data, documented by one health professional during treatment, to other health 
professionals, if he so chooses. 

I suspect that this is likely to pose difficulties where information is shared with one 
member of a team providing care – if the information is relevant to the diagnosis or 
choice of treatment.  Restricting such information from other members of the care 
team would be hazardous – withholding it from other care teams may not be so 
difficult, but must still be down to the judgement of the clinician involved.   



Perhaps it would be better phrased as ‘wherever possible, EHR systems should 
support restriction of information to just the author of the record, the care team 
providing care, or the institution delivering care, with effective controls on any 
override facilities’.  This would permit the clinician in discussion with the patient to 
determine the most appropriate level of restriction, balancing privacy concerns with 
safety risks. 

Where the information is not relevant to treatment (or is at least deemed so by the 
clinician based on medical knowledge at the time), then there is an open question of 
whether the information should be recorded at all, yet alone shared , but this may be 
for professional standards bodies to determine. 

 

Yours sincerely 

 

 

Peter Singleton  

Director, Cambridge Health Informatics 
Principal Research Fellow, University College London 
Senior Associate, Judge Business School, University of Cambridge 


