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which was funded to develop European Standards on Confidentiality and 
Privacy in Healthcare among Vulnerable Patient Populations. 
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Wednesday, June 13, 2007 
 
 
 
We welcome the engagement of the Article 29 Working Group on the issues 
surrounding the introduction of the EHR. We believe it is timely and appropriate 
that guidance should be given at a European level to inform debates taking place 
within the member states. Creation of Electronic Health Records engages 
different obligations and the effective management of the new ‘risk scenarios’ 
they present will require sustained engagement between stakeholders in data 
protection, human rights, national confidentiality laws, ethics, and the potential 
users of such EHR systems. 
 
We wish to make five particular points. 
 
1. We welcome the way in which the Working Document identifies the new risk 
scenario presented by the development of EHR. (pp. 5, 11-12) It is sometimes 
argued that the form in which information is stored is irrelevant to the protections 
necessary, but in terms of ‘risk’ additional protections for the EHR may be 
necessary to achieve the same legal and ethical standards in the management of 
health information. We agree that additional protections are necessary where 
health information is stored in an electronic record, particularly where that record 
is more widely available than a paper-based equivalent would be. 
 
2. We feel some caution about how the Working Document handles the relation 
between the requirements of the Data Protection Directive and human rights law. 
Footnote 6 (p. 6) states: 

The right to protection of personal data is not absolute, and can be 
restricted if specific public interests do so require. 

 
The limitations set out in footnote 6 do not apply to all of the Convention rights 
and hence by extension do not apply to ‘the protection of personal data’ in terms 
of the Directive. Article 1 states that: “Member States shall protect the 
fundamental rights and freedoms of natural persons, and in particular their right 
to privacy with respect to the processing of personal data.” The Directive aims to 
protect all fundamental rights and freedoms in so far as they are engaged in the 
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processing of personal data and these limitations are thus not limitations on the 
‘right to protection of personal data’ as such. The ‘right to the protection of 
personal data’ is absolute where the processing of such dataaims at the infliction 
of ‘torture or inhuman or degrading treatment or punishment’ as specified in 
Article 3 of the ECHR and Article 4 of the EU Charter of Fundamental Rights.  
 
This could be also be misleading in that it could be read to meant that all of the 
requirements of Directive 95/46/EC of the European Parliament and of the 
Council of 24 October 1995 on the protection of individuals with regard to the 
processing of personal data and on the free movement of such data (from nonwn 
on referred to as ‘the Directive’) could be set aside in certain circumstances 
where a public interest exists. Many of the protections of the Directive surely 
apply when personal data is being processed in the public interest. The right to 
protection of personal data remains, even where the rights of the data subject to 
control their personal data are modified. We feel that the point might be better 
expressed: 
 

The right to protection of personal data is a fundamental right and applies 
even where personal data is legitimately being processed in the public 
interest without the consent of the data subject. 

 
We feel that it is vitally important not to give the impression that the 
requirements of the Directive can be set aside in the public interest, rather than 
seeing it as setting the standard for how processing in the public interest should 
be conducted. 
 
We consider that it is important that the connection between the requirements of 
the Directive and all of the rights guaranteed by the EU Charter of fundamental 
Rights and the European Convention of Human Rights are addressed. We see this 
as being important in part due to our sharing the concerns expressed in the 
Working Document about the use of the EHR for other purposes (p. 16). 
 
3. We agree that ‘all data contained in medical documentation, in electronic 
health records and in EHR systems should be considered to be “sensitive 
personal data”’ (p. 7). 
 
4. We particularly welcome the recognition given by the Working Document to 
the importance of the confidentiality obligations of health care professionals. (p. 
10-11) That the values and principles of healthcare confidentiality are shared 
across Europe is demonstrated by the European Standards on Confidentiality and 
Privacy in Healthcare. (See www.eurosocap.org/eurosocap-standards.aspx) 
 
However, we have some reservations about the characterization of this obligation 
in the Working Document. It is stated that the ‘ethical requirement of 
confidentiality’ ‘protects the information collected by a healthcare professional in 
the course of the treatment of a patient’ (p. 10).  The obligation is in fact much 
broader than this might be taken to imply as it also applies where treatment is 

http://www.eurosocap.org/eurosocap-standards.aspx
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not yet given or offered. What is important is the fact that the relationship 
between the healthcare professional and the patient is, or should be, one of 
‘fidelity’ or ‘trust’ and it is this which generates the obligation of confidentiality.  
The same paragraph also states that ‘Use of this information is allowed only 
within the limits of the treatment contract.’ Whilst there can be a contractual 
basis to an obligation of confidentiality, there does not have to be. (See section 
2.3.2 of the European Standards on Confidentiality and Privacy in Healthcare for 
more background on the ethical basis for the obligation.) We consider that 
greater attention could have been paid to the nature of the confidentiality 
obligations of health care professionals in drafting this document.  
 
5. We welcome the ‘Reflections on a suitable legal framework for EHR systems’ 
as an important articulation of core principles from a data protection perspective 
which are already informing the debate around the use of the EHR for 
information use and sharing. Any suitable legal framework would also involve the 
articulation of core principles from the perspectives of human rights and of 
confidentiality as an ethical obligation of healthcare professionals. 
 
 
 
  


